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Copyright © 2002 by Airvast. All rights reserved.

No part of this documentation may be reproduced in any form or by any means or
used to make any derivative work (such as translation, transformation, or
adaptation) without written permission from the copyright owner.

All the other trademarks and registered trademarks are the property of their
respective owners.

Statement of Conditions

We may make improvements or changes in the product described in this
documentation at any time. The information regarding to the product in this manual
are subject to change without notice.

We assumes no responsibility for errors contained herein or for direct, indirect,
special, incidental, or consequential damages with the furnishing, performance, or
use of this manual or equipment supplied with it, even if the suppliers have been
advised of the possibility of such damages.

Electronic Emission Notices

This device complies with Part 15 of the FCC Rules. Operation is subject to the

following two conditions:

a) This device may not cause harmful interference.

b) This device must accept any interference received, including interference that
may cause undesired operation.

FCC INFORMATION

The Federal Communication Commission Radio Frequency Interference Stateme-

nt includes the following paragraph:

The equipment has been tested and found to comply with the limits for a Class B

Digital Device, pursuant to part 15 of the FCC Rules. These limits are designed to

provide reasonable protection against harmful interference in a residential

installation. This equipment generates, uses and can radiate radio frequency

energy and, if not installed and used in accordance with the instruction, may cause

harmful interference to radio communication. However, there is no grantee that

interference will not occur in a particular installation. If this equipment dose cause

harmful interference to radio or television reception, which can be determined by

turning the equipment off and on, the user is encouraged to try to correct the

interference by one or more of the following measures:

a) Reorient or relocate the receiving antenna.

b) Increase the separation between the equipment and receiver.

c) Connect the equipment into an outlet on a circuit different from that to which
the receiver is connected.

d) Consult the dealer or an experienced radio/TV technician for help.

The equipment is for home or office use.
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R&TTE Compliance Statement

This equipment complies with all the requirements of the Directive 1999/5/EC of
European parliament and council of 9 March 1999 on radio equipment and
telecommunication terminal Equipment and the mutual recognition of their
conformity(R&TTE).

The R&TTE Directive repeals and replaces in the directive 98/13/EEC(Telecomm-
unications Terminal Equipment and Satellite Earth Station Equipment)As of April
8,2000.

IMPORTANT NOTE:

FCC RF Radiation Exposure Statement: This equipment complies with FCC RF
radiation exposure limits set forth for an uncontrolled environment. This equipment
should be installed and operated with a minimum distance of 20cm between the
antenna and your body and must not be co-located or operating in conjunction with
any other antenna or transmitter.

Caution:Changes or modifications not expressly approved by the party responsible
for compliance could void the user's authority to operate the equipment.
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1. Introduction

Congratulations on the purchase of your new Wireless Router. The
Wireless Router is a multi-function device providing the following services:
a) Wireless LAN Access Point for equipment compliant with the IEEE802.11b
(DSSS) specifications.
b) Shared Broadband Internet Access for both LAN (Ethernet) and WLAN
(Wireless LAN) users.
c) 4-Port Switching Hub for 10BaseT or 100BaseT connections.

Wireless LAN

E & LY

— l_ B T -
= DSL/Cable Modem

Fast Ethernet

| | |
= = =

Windows IMac Unix
Figure 1: Network Connection

The Wireless Router incorporates many advanced features, carefully
designed to provide sophisticated functions while being easy to use.

1.1 Internet Access Features

a) Shared Internet Access. All users on the LAN or WLAN can access the
Internet through the Wireless Router, using only a single external IP address.
The local (invalid) IP addresses are hidden from external sources. This
process is called NAT (Network Address Translation).

b) DSL and cable modem Support. The Wireless Router has a 10BaseT
Ethernet port for connecting a DSL or cable modem. All popular DSL and
cable modems are supported.

c) PPPoE and PPTP Support. The Internet (WAN port) connection supports
PPPoE (PPP over Ethernet) and PPTP (Peer-to-Peer Tunneling Protocol), as
well as "Direct Connection" type services.

d) Fixed or Dynamic IP Address. On the Internet (WAN port) connection, the
Wireless Router supports both Dynamic IP address (IP address is allocated on
connection) and Fixed IP address.

1.2 Advanced Internet Functions

a) Conferencing & Telephony Applications. Internet Telephony and
Conferencing applications, which are often difficult to use when behind a
Firewall, are supported.

b) Special Internet Applications. Applications that use non-standard

8
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connections or port numbers are normally blocked by the Firewall. The ability
to define and allow such applications is provided, to enable such applications
to be used normally.

Virtual Servers. This feature allows Internet users to access Internet servers
on your LAN. The required setup is quick and easy.

DMZ. One PC on your local LAN can be configured to allow unrestricted 2-way
communication with Servers or individual users on the Internet. This provides
the ability to run programs that are incompatible with Firewalls.

URL Filter. Use the URL Filter to block access to undesirable Web sites by
LAN users, or Wireless LAN users.

Internet Access Log. See which Internet connections have been made.

VPN Support. VPN (Virtual Private Networking) connections using PPTP and
IPSec are transparently supported - no configuration is required.

1.3 Wireless Features

Standards Compliant. The Wireless Router complies with the IEEE802.11b
(DSSS) specifications for Wireless LAN.

WEP Support. Support for WEP (Wired Equivalent Privacy) is included. Both
64 Bit and 128 Bit keys can be used.

Access Control. The Access Control feature can ensure that only trusted
Wireless Stations can access your LAN.

Simple Configuration. If the default settings are unsuitable, they can be
changed quickly and easily.

1.4 LAN Features

a)

b)

c)

4-Port Switching Hub. The Wireless Router incorporates a 4-port
10/100BaseT switching hub, making it easy to create or extend your LAN.
DHCP Server Support. Dynamic Host Configuration Protocol provides a
dynamic IP address to PCs and other devices upon request. The Wireless
Router can act as a DHCP Server for devices on your local LAN and WLAN.
Multi Segment LAN Support. LANs containing one or more segments are
supported, via the Wireless Router's RIP (Routing Information Protocol)
support and built-in static routing table.

1.5 Configuration & Management

a)

b)

c)

Easy Setup. Use your WEB browser from anywhere on the LAN or WLAN for
configuration.

Remote Management. The Wireless Router can be managed from any PC on
your LAN. And, if the Internet connection exists, it can also (optionally) be
configured via the Internet.

UPNP Support. UPnP (Universal Plug and Play) allows automatic discovery
and configuration of the Wireless Router. UPnP is supported by Windows Me,
XP, or later.
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1.6 Security Features

a)

b)

Password Protected Configuration. Optional password protection is
provided to prevent unauthorized users from modifying the configuration data
and settings.

Wireless LAN Security. WEP (Wired Equivalent Privacy) is supported, as
well as Wireless access control to prevent unknown wireless stations from
accessing your LAN.

NAT Protection. An intrinsic side effect of NAT (Network Address Translation)
technology is that by allowing all LAN users to share a single IP address, the
location and even the existence of each PC is hidden. From the external
viewpoint, there is no network, only a single device - the Wireless Router.
Stateful Inspection Firewall. All incoming data packets are monitored and all
incoming server requests are filtered, i.e., protecting your network from
malicious attacks from external sources.

Protection against DoS Attacks. DoS (Denial of Service) attacks can flood
your Internet connection with invalid packets and connection requests; using
so much bandwidth and so many resources that Internet access becomes
unavailable. The Wireless Router incorporates protection against DoS attacks.

1.7 Package Contents

The following items should be included:

a)
b)
c)
d)

One Wireless Router Unit (the device).
One Power adapter.

One User’s Manual

One Quick Installation Guide.

If any of the above items are damaged or missing, please contact your dealer
immediately.

1.8 Physical Details
1.8.1 Front-mounted LEDs

jojoRoRoRoRoREY
¥ OO0 000G ms
—— e ———

—

Figure 2: Front Panel

LED Status Function
Power On (Green) Power on.
Off No power.
LAN On (Red) LAN (hub) port is using 10/100BaseT.

(1,2,3,4) |[Blinking (Yellow) |Data is being transmitted or received, using 10

/100BaseT connection.

Off LAN (hub) port connection is not active.
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LED Status Function
WAN On(Red) Connection to the modem attached to the WAN
(Broadband) (Internet) port is established.

Blinking (Yellow)

Data is being transmitted or received via the WAN

Off

1.8.2 Rear Panel

O

efoult

LI

Figure 3: Rear Panel

Port

port.
Q (E
[
Function

Default Button

Connection is not active.
Reset to Default. This button can be used by holding this
button down for 10 seconds.

WAN port Connect the DSL or cable modem here. If your modem

(10/100BaseT) comes with a cable, use the supplied cable; otherwise, try to
use a straight LAN cable and check the LED of WAN. If it
goes wrong, use a crossover LAN cable instead.

10/100BaseT Use straight LAN cables with RJ45 connectors to connect

LAN connections

your PCs to port 1 to port 4. If required, connect the uplink to
a normal port on another Hub, using a straight LAN cable.

Power Input

Connect the supplied power adapter here.

2. Installing Your Wireless Router

In this chapter, you will learn how to connect your Wireless Router.

2.1 System Requirements

One or more PC
TCP/IP protocol

cable modem.
Network cables.
connectors.

the IEEE 802.11
Either Microsoft

s (desktop or notebook) with Ethernet interface.
must be installed on all PCs.

For Internet Access, an Internet Access account with an ISP, and a DSL or

Use standard 10/100BaseT network (UTP) cables with RJ45

To use the Wireless Access Point, all Wireless devices must be compliant with

b specifications.
Internet Explorer version 5.0 or later, or Netscape Navigator

version 4.7 or later.

12/23/2002
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2.2 Installation Instructions

ADSL/Cable

Existing Connection

Power

Figure 4: Installation Diagram

2.2.1 Choose an Installation Site

Select a suitable place on the network to install the Wireless Router. Ensure the
Wireless Router and the DSL/cable modem are powered off. For best Wireless
reception and performance, the Wireless Router should be positioned in a central
location with minimum obstructions between the Wireless Router and the PCs. In
addition, if using multiple Wireless Routers, adjacent it should use different
channels far away from others.

2.2.2 Connect LAN Cables

Use straight LAN cables to connect PCs to the LAN ports on the Wireless Router.
Both 10BaseT and 100BaseT connections can be used simultaneously. If required,
connect the uplink to a normal port on another Hub, using a straight LAN cable.

2.2.3 Connect WAN Cable

Connect the DSL or cable modem to the WAN port on the Wireless Router. Use
the cable supplied with your DSL/cable modem; otherwise, try to use a straight
LAN cable and check the LED of WAN. If it goes wrong, use a crossover LAN
cable instead.

2.2.4 Power Up

a) Power on the DSL or cable modem.

b) Connect the power adapter to the power jack on the Wireless Router. Then,
plug the power cable into an outlet. Use only the power adapter provided.
Using a different one may cause hardware damage.

2.2.5 Check the LEDs

a) One the Wireless Router power on, the WL-ACT LED (Yellow) should turn on,
and then turn off. If it stays on, there is a hardware error.

b) The Power LED (green) should be on.

c) For each active LAN connection, the LAN LED should be on.

d) The WAN LED should be on when the DSL or cable modem is connected.

For more information, please refer to Front-mounted LEDs in Chapter 1.
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3. PC Configuration
This Chapter details the PC Configuration required on the local ("Internal") LAN.

For each PC, the following may to be configured:

a) TCP/IP network settings.
b) Internet access configuration.
c) Wireless configuration.

3.1 Windows Clients

This section describes how to configure Windows clients for:

a) Internet access via the Wireless Router.
b) Using the Wireless Router's Wireless Access Point.

The first step is to check the PC's TCP/IP settings. The Wireless Router uses the
TCP/IP network protocol for all functions, so it is essential that the TCP/IP protocol
be installed and configured on each PC.

3.1.1 TCP/IP Settings - Overview

If you use the default Wireless Router settings and the default Windows TCP/IP
settings, no changes need to be made.

a) By default, the Wireless Router will act as a DHCP Server, automatically
providing a suitable IP address (and related information) to each PC when the
PC boots.

b) For all non-Server versions of Windows, the default TCP/IP setting is to act as
a DHCP client.

If you use a fixed (specified) IP address, the following changes are required.

a) The Gateway must be set to the IP address of the Wireless Router.
b) The DNS should be set to the address provided by your ISP.

3.1.2 Checking TCP/IP Settings - Windows 9x/Me

a) Select Control Panel - Network. You should see a screen like the following.

Network [71=]

Canfiguratian | |dentification | Access CDnirUII

The following network components are installed:

[~ NetBEUI -> PCI Fast Fthemet Adapter ;I
[~ M etBEUI-> Dial-Up Adapter
[~ N etBEUI-> Dial-Up Adapter #2 (VPN Sunnor
Y TCR/IP -> PC| Fast Ethemet Adapter
[~ TCR/IP -> Dial-Up Adapter
[~ TCF/IP > DiaHJp Adapter #2 (VPN Suppor)

| »

L= File and printer sharing for Netware Networks
41

Add | Eemowve | Froperties |

Figure 5: Network Configuration
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b) Select the TCP/IP protocol for your network card.
c) Click Properties. You should then see a screen like the following:

TCP/IP Properties
Bindings | Advanced | MNetBIOS | DME Configuration I
Gateway | WS Configuration IF &ddrass

An IP address can be automatically assigned to this computer. If
wour network does not autoratically assign IF addresses. ask your
network administrator for an address, and then type it in the space
helaw,

& Ohtain an IP address automaticall:

" Specify an IP address:

[P hddress: | I I I |

Slnet kask | 1 1 . |

Figure 6: IP Address (Windows 95)
d) Ensure your TCP/IP settings are correct as follows.
Using DHCP

To use DHCP, select Obtain an IP address automatically. This is the default
Windows settings. Restart your PC to ensure it obtains an IP address from the
Wireless Router.

Using "Specify an IP address"

If your PC has already configured, make sure the correctness of IP Address and
Subnet Mask on the IP Address tab.

On the Gateway tab, enter the Wireless Router's IP address in the New Gateway
field and click Add. Your LAN administrator can advise you of the IP address they
assigned to the Wireless Router.

TCP{IP Properties EHE
Bindings | Advanced | MetBIOS | DNS Configuration |
Gatewsy |  WINSCorfiguration | IPAddress |

The first gateway in the Installed Gateway list will be the default. The
address orderin the listwill be the arder in which these machines
are used.

Mew gateway:

[192.168. 0 . 1 | [ add |

Installed gateways:

Figure 7: Gateway Tab (Windows 95/98)
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On the DNS Configuration tab, ensure Enable DNS is selected. If the DNS

Server Search Order list is empty, enter the DNS address provided by your ISP in
the fields beside the Add button, then click Add.

TCP{IP Properties

HE
Gatewsy } WINS Configuration ] IF Address ]
Bindings | Advanced | NetBIOS DINS Configuration

" Disable DNS
= Enahle DN

Host: Diarmain:

DMNS Server Search Order
-
JIE add |
| T
Figure 8: DNS Tab (Windows 95/98)
3.1.3 Checking TCP/IP Settings - Windows NT4.0

a) Select Control Panel - Network, and, on the Protocols tab, select the
TCP/IP protocol as shown below.
Metwork HE
|dentification | Services Protocols IAdaplers' Bindinas |
MHetwaork Protocols:
W MetBEUI Frotocel
B MwLink IPHS P Compatible T rars port
W MwLink NetBIOS
ER TCP/IP Protocol
Add... Bemove Properties. .. Ipdate
— Drescriphion:
Tranzport Control Protocaldntermet Protocaol. The default wide
area nebwork, protocol that provides communication acnoss
diverse interconnacted networks.
0K I Carcel |
Figure 9:TCP/IP (Windows NT4.0)
15
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b) Click the Properties button to see a screen like the one below.
Microsoft TCP/IP Properties HE

IP Addiess | DNS | wINS Address | DHCP Fielay | Foutin|

An [P addiess can be automatically assigned to this network card
by & DHCP server. |f your hebwaork doss not have a DHCP sarver,
ask pour network adminiztrator for an addrese, and then tppe it in
the space below.

Adapter
I PCI Fast Ethernat Adapter j

(¢ [Ohtain an |P address frorm a DHCP server

" Specify an IF address

[P &ddiess: |

Sutnet ask: |

| W= sl ([ E it =it l

Ok | Cancel | Lppl |

Figure 10: IP Address (Windows NT4.0)

c) Select the network card for your LAN.
d) Select the appropriate radio button - Obtain an IP address from a DHCP
server or Specify an IP address as explained below.

Obtain an IP address from a DHCP Server

This is the default Windows setting. Using this is recommended. By default, the
Wireless Router will act as a DHCP Server. Restart your PC to ensure it obtains an
IP address from the Wireless Router.

Specify an IP Address

If your PC has already configured, make sure the correctness of IP Address and
Subnet Mask on the IP Address tab.

The Default Gateway must be set to the IP address of the Wireless Router. Click
the Advanced button on the screen above. On the following screen, click the Add
button in the Gateways panel, and enter the Wireless Router's IP address, as
shown in below. If necessary, use the Up button to make the Wireless Router the
first entry in the Gateways list.
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Advanced IP Addressing EHE I

Adapter | FC| Fagt Ethermet Adapter ;I
BTN TCPAP Gateway Address EH

Gateway Address: | . ) )

i Cancel |

Enable Security

[EortaEune:.. |
0K I Cancel |

Figure 11: Add Gateway (Windows NT4.0)

The DNS should be set to the address provided by your ISP. Click the DNS tab. On
the DNS screen, shown below, click the Add button (under DNS Service Search
Order), and enter the DNS address.
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Microsoft TCP/IP Properties H

IP Address  DNS | wiNS address | DHCP Relap| Routing |

Domain Mame Spstem [DNS]

Host Mame: Domain:

DMS Service Search Order

N
[ i |

add. | [ E | [ A |
TCPAP DNS Server [ 2] ]
(B

DNS Server. tdd

Caticel | ﬂl

OF. I Cancel | Apply |
Figure 12: Add DNS (Windows NT4.0)
3.1.4 Checking TCP/IP Settings - Windows 2000

a) Select Control Panel - Network and Dial-up Connection.
b) Right click the Local Area Connection icon and select Properties. You
should see a screen like the following.
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Local Area Connecktion Properties

Gereral |

Connect using:

I SMC EZ Card 10100 (SMC1211T=])

Components chieck ed are wsed by this connection:

Cliert for Microsoft Metworks
File and Privter Shating far Micros oft N ebworks

| ntemet Protacal [TCPAF)

Inskall... I ninstall Properties

— Description

Tranzmizsion Cortrol Protoc ol nternet Pratocal. The default
wide area netwark. pratocal that provides camnmunis atiorn
across diverse interconnected network s

[ Shew igan in taskbar when cannected

k. | Carcel |
Figure 13: Network Configuration (Windows 2000)

c) Select the Internet Protocol (TCP/IP) for your network card.
d) Click the Properties button. You should then see a screen like the following.
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Internet Protocel (TCP/IP) Propertias H I

General |

‘f'ou can get P gettings aszigned automatically if your network, supports
thiz capability. Othenwise, you need ko ask your network admini strator for
the appropriate 1P settings.

* Obtain an IP addiess aukomatically

—{ Use the following IF address:

|F address: I . . .
Subnet mask: I . . .
Default gateway: I . . .

% Obtain DMS server address automatically

— Use the following DMS server addresses:

Frefemed DN 5 senver: I . . .
Alternate DINS senver: I . . .

0K | Cancel |

Figure 14: TCP/IP Properties (Windows 2000)
e) Ensure your TCP/IP settings are correct as follows.
Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. This
is the default Windows settings. Restart your PC to ensure it obtains an IP address
from the Wireless Router.

Using a fixed IP Address ("Use the following IP address")

If your PC has already configured, make sure the correctness of IP Address and
Subnet Mask on the General tab.

Enter the Wireless Router's IP address in the Default gateway field and click OK.
Your LAN administrator can advise you of the IP address they assigned to the
Wireless Router.

If the DNS Server fields are empty, select Use the following DNS server
addresses, and enter the DNS address provided by your ISP, then click OK.

3.1.5 Checking TCP/IP Settings - Windows XP

a) Select Control Panel - Network Connection.
b) Right click the Local Area Connection and choose Properties. You should
see a screen like the following.
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General |Authenti-:alion Advanced

Connect uzing:

‘ BB D-Link DFE530T% PCI Fast Ethemet Adapter [revB) |

Thiz connection uses the Following items:
E’. Client far Microzoft Wetwark s
g File: and Frinter Sharing for Microsoft M etworks

22 305 Packet 5§ chedulsr
Imtermet Protocal [TCPAR]

sl

Deszcription

Transmizsion Control Protocol Antermet Protocol. The default
wide area netwaork. probocal that provides communication
across diverse interconnected networks.

[] Show icon in natification arsa when connected

[ ak ” Cancel ]

Figure 15: Network Configuration (Windows XP)

c) Select the Internet Protocol (TCP/IP) for your network card.
d) Click the Properties button. You should then see a screen like the following.
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Internet Protocol (TCP/IP) Properties @g]

General | Albernate Configuration

You can get [P settings assigned autamatically if your netwark supports
thiz capability. Otherwize, you need to ask your nebwork. administrator for
the appropriate P gettings.

@ 0btain an P address automaticall:
(2 Uzge the follawing IF address:

(%) Dbtain DMS serwer address automatically
() Use the fallowing DNS server addiesses:

| ok [ cancel |
Figure 16: TCP/IP Properties (Windows XP)
e) Ensure your TCP/IP settings are correct as follows.
Using DHCP

To use DHCP, select the radio button Obtain an IP address automatically. This
is the default Windows settings. Restart your PC to ensure it obtains an IP address
from the Wireless Router.

Using a fixed IP address ("Use the following IP address")

If your PC has already configured, make sure the correctness of IP Address and
Subnet Mask on the General tab.

Enter the Wireless Router's IP address in the Default gateway field and click OK.
Your LAN administrator can advise you of the IP address they assigned to the
Wireless Router.

If the DNS Server fields are empty, select Use the following DNS server
addresses, and enter the DNS address provided by your ISP, then click OK.

3.1.6 Internet Access
To configure your PCs to use the Wireless Router for Internet access:

a) Ensure that the DSL modem, cable modem, or other permanent connection is
functional.
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b) Use the following procedure to configure your Browser to access the Internet
via the LAN, rather than by a Dial-up connection.

For Windows 9x/2000

a) Select Start Menu - Settings - Control Panel - Internet Options.

b) Select the Connection tab, and click the Setup button.

c) Select "l want to set up my Internet connection manually, or | want to
connect through a local area network (LAN)" and click Next.

d) Select "l connect through a local area network (LAN)" and click Next.

e) Ensure all of the boxes on the following Local area network Internet
Configuration screen are unchecked.

f) Check the No option when prompted "Do you want to set up an Internet
mail account now?"

g) Click Finish to close the Internet Connection Wizard.

h) Setup is now completed.

For Windows XP

a) Select Start Menu - Control Panel - Network and Internet Connections.

b) Select Set up or change your Internet Connection.

c) Select the Connection tab, and click the Setup button.

d) Cancel the pop-up "Location Information" screen.

e) Click Next on the "New Connection Wizard" screen.

f) Select Connect to the Internet and click Next.

g) Select Set up my connection manually and click Next.

h) Check Connect using a broadband connection that is always on and click
Next.

i) Click Finish to close the New Connection Wizard.

j)  Setup is now completed.

3.2 Macintosh Clients

From your Macintosh, you can access the Internet via the Wireless Router. The
procedure is as follows.

a) Open the TCP/IP Control Panel.

b) Select Ethernet from the Connect via pop-up menu.

c) Select Using DHCP Server from the Configure pop-up menu. The DHCP
Client ID field can be left blank.

d) Close the TCP/IP panel, saving your settings.

If using manually assigned IP addresses instead of DHCP, the required changes
are:

a) Set the Router Address field to the Wireless Router's IP address.
b) Ensure your DNS settings are correct.
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3.3 Linux Clients

To access the Internet via the Wireless Router, it is only necessary to set the
Wireless Router as the "Gateway".

Ensure you are logged in as "root" before attempting any changes.
Fixed IP Address

By default, most Linux installations use a fixed IP address. If you wish to continue
using a fixed IP address, make the following changes to your configuration.

a) Set your "Default Gateway" to the IP address of the Wireless Router.
b) Ensure your DNS (Name server) settings are correct.
To act as a DHCP Client (recommended)

The procedure below may vary according to your version of Linux and X-windows
shell.

a) Start your X-Windows client.
b) Select Control Panel — Network.

c) Select the "Interface" entry for your Network card. Normally, this will be called
"eth0".

d) Click the Edit button, set the "protocol" to "DHCP", and save this data.

e) To apply your changes, use the Deactivate and Activate buttons, if available,
or restart your system.

3.4 Wireless Station Configuration

This section applies to all wireless stations wishing to use the Wireless Router's
Access Point, regardless of the operating system that is used on the client.

To use the Wireless Access Point in the Wireless Router, each wireless station
must have compatible settings, as follows.

Mode |The mode must be set to “Infrastructure”.

SSID |This must match the value used on the Wireless Router. Note that the
(ESSID)|SSID is case sensitive.

WEP |By default, WEP on the Wireless Router is disabled. If WEP remains
disabled on the Wireless Router, all stations must have WEP disabled;
otherwise, each station must use the same settings as the Wireless
Router.

4. Configuration Program

The Wireless Router comes with a web-based tool that you can use to set
up and customize its settings. You can access this tool from any computer on your
network. For best results, either use Microsoft Internet Explorer version 5.0 or later,
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or Netscape Navigator version 4.7 or later.
4.1 Collecting ISP Information

You will need to find out some information from your ISP before you can configure
your Wireless Router, such as:

a) Has your ISP assigned you a static IP address, or will they assign one to you
dynamically? If they have given you a static IP, what is it?

b) Does your ISP use PPPoE? If so, what is your PPPoE username and
password?

Call your ISP if you're not sure of the answers to these questions.
4.2 Preparation
Before attempting to configure the Wireless Router, please ensure that:

a) Your PC can establish a physical connection to the Wireless Router. The PC
and the Wireless Router must be directly connected and on the same LAN
segment.

b) The Wireless Router must be installed and powered on.

c) If the Wireless Router's default IP address (192.168.62.1) has already used by
another device, the other device must be turned off until the Wireless Router is
allocated a new IP address during configuration.

4.3 Connecting to the Wireless Router
4.3.1  Using UPnP

If your Windows system supports UPnP, an icon for the Wireless Router will
appear in the system tray, notifying you that a new network device has been found,
and offering to create a new desktop shortcut to the newly-discovered device.

a) Unless you intend to change the IP address of the Wireless Router, you can
accept the desktop shortcut.

b) Whether you accept the desktop shortcut or not, you can always find UPnP
devices in My Network Places (previously called Network Neighborhood).

c) Double - click the icon for the Wireless Router (either on the Desktop, or in
My Network Places) to start the configuration.

4.3.2 Using your Web Browser
To establish a connection from your PC to the Wireless Router:

a) After installing the Wireless Router in your LAN, start your PC. If your PC has
already running, restart it.

b) Start your Web browser.

c) Inthe Address box, enter "HTTP://" and the IP address of the Wireless Router,
as in this example, which uses the Wireless Router's default IP address:
HTTP://192.168.62.1.
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4.3.3 If you can't connect

If the Wireless Router does not respond, check the following.

a)

c)

The Wireless Router is properly installed, LAN connection is OK, and it is
powered on. You can test the connection by using the "Ping" command: Open
the MS-DOS window or command prompt window. Enter the command: ping
192.168.62.1. If no response is received, either the connection is not working,
or your PC's IP address is not compatible with the Wireless Router's IP
address. See the next item.

If your PC is using a fixed IP address, its IP address must be within the range
192.168.62.2 to 192.168.62.254 to be compatible with the Wireless Router's
default IP address of 192.168.62.1. Also, the Network Mask must be set to
255.255.255.0. See Chapter 3 - PC Configuration for details on checking your
PC's TCP/IP settings.

Ensure that your PC and the Wireless Router are on the same network
segment. If you don't have a router, this must be the case.

4.4 Open the Web-based Admin Tool

The Wireless Router comes with a web-based tool that you can use to set up and
customize its settings. You can access this tool from any computer on your
network.

a)
b)

Open a browser on your PC.
Type http://192.168.62.1 in the Address field:

; StarGate Setup - Microsoft Internet Explorer

J File Edit Wiew Favorites Tools  Help
| o[- @B A

| Address @ http:j192.168.62.1
Figure 17: Web Address for Admin Tool

A logon dialog box will appear:

Enter Network Password i 2 x|

Fleasze type your uger name and pagzword,
Site: 192168621

Realm Fealm1

Uszer Mame Iadmin

Pazzword I""**

I Save this pazsword in pour password list

ok, I Cancel |
Figure 18: Username/Password Dialog Box
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Type “admin” in the User Name field. Then, type a password and click OK. The
default password is 1234.
¢c) The Wireless Router Admin Tool will appear.

Note that the web-based Admin Tool will log you out after a certain period of idle
time. If this happens, you will need to re-enter your user name and password.

5. Configuring Your Wireless Router - Basic Functions

Basic administrative functions include Setup, Global Address, Wireless, Tools,
Status, DHCP, Log , and Statistics.

5.1 Setup

The Setup screen shows the basic configuration parameters for your Wireless
Router, such as Host Name, LAN IP address, and PPPoE Login.

Although most users will be able to accept the default settings, every Internet
Service Provider (ISP) is different. Check with your ISP if you are not sure which
settings they require.

The Setup screen is shown in the figure below.

Lo LA ) ot | | e o i ] |

T — i B F
WAN IP Address: % Obtan an IP Address Automatically
© Bps an I Ad

NN
EN
A0AAEA
777797

FPPOE Logini le # Disabla

(] o) [ea|

Figure 19: Setup Screen

Note that the graphics shown in this manual may differ slightly from your Wireless
Router’s screens. The images that appear here are provided as examples only.

5.1.1  Configure Setup Parameters

a) Type the Host Name (optional). This value is sometimes called System Name
or Account Name. Check with your ISP if you are not sure whether to provide
this information.

b) Type the Domain Name of your ISP, such as xyz.isp.com (optional). Check
with your ISP if you are not sure whether to provide this information.

c) Review the Firmware Version. This value tells you the version number and
date of the firmware you are currently using.
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f)

Review the LAN IP Address information and change if necessary. These
fields show the Device IP Address and Subnet Mask as seen by others on
your Local Area Network (LAN). Most users will not need to change these
values. Note that if you change the LAN IP address with the DHCP server
running, you will need to restart your client machines. If you change the LAN
IP address without the DHCP server running, you will need to manually
reconfigure your clients' IP addresses.

For WAN IP Address (also called the Public IP), choose either Obtain an IP
Address Automatically (most users) or Specify an IP Address (if your ISP
assigns static IPs). If you choose the second option, type in the Wide Area
Network (WAN) IP Address, Subnet Mask, ISP Gateway Address, and DNS
information. Your ISP should provide these values.

Select your Point-to-Point Protocol over Ethernet (PPPoE) settings. PPPoE
allows your ISP to authenticate your connection by requiring you to submit a
username and password. If your ISP uses PPPoE, choose Enable and go on
to Step g; otherwise, choose Disable and skip to Step i. Note that if you enable
PPPoE, make sure to uninstall any existing PPPoE applications on any of the
PCs in your network.

Type in the PPPoE User Name and Password provided by your ISP.

Choose either Connect on Demand or Keep Alive. If you choose Connect
on Demand, the PPPoE connection will be disconnected after a certain period
of inactivity. You can specify the length of this period, in minutes, in the Max
Idle Time field. If you have been disconnected due to inactivity, your Wireless
Router will automatically re-connect when you attempt to access the Internet.
If you choose Keep Alive, you will have perpetual access.

Click Apply when you finish choosing your settings, or click Cancel to undo
your changes.

5.2 Global Address

Use the Global Address screen to set up Network Address Translation (NAT), a
process that provides internal to external IP address mapping. If your Wireless
Router is configured to retrieve an IP address dynamically, you will not need to use
this function. Note that in order to use the Global Address mapping function, you
must have NAT enabled in the Filters screen. See Section 0 6.3 Filters for more
information.

The Global Address screen is shown in the figure below.
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Figure 20: Global Address Screen
5.2.1 Setup Global Addresses

a) Review the first line in the table. It shows the default WAN IP address
(specified in the Setup screen). If your ISP assigns you an IP address
automatically, that address will be shown here.

b) In the spaces provided for lines 2 - 8, list up to seven additional static and
external IP addresses provided by your ISP.

c) Click Apply when you finish choosing your settings, or click Cancel to undo
your changes.

5.2.2 Remove Global Addresses
a) Enter 0.0.0.0 and click Apply to delete any unwanted entries.
5.3 Wireless

Use the Wireless screen to configure your Wireless Router for wireless access.
Most users will only need to look at the Basic settings, which include Wireless
Enable/Disable, ESSID, Channel, and WEP options.

Some users may choose to configure the Advanced wireless settings, such as
Beacon Interval, Authentication Type, and Enhanced Security options.

The Wireless screen is shown in the figure below.
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Figure 21: Wireless Screen

5.3.1  Configure the Basic Wireless Options

e)

First, choose to Enable or Disable wireless access. None of the Wireless
Router’s wireless functions will work unless you choose Enable.

Type in the Extended Service Set Identifier (ESSID). The ESSID is the unique
identifier shared by all the clients in a wireless network. It is case-sensitive and
cannot exceed 32 characters.

Type the Channel number. The Channel field specifies the default IEEE
802.11b channel for wireless LAN transmissions.

Choose to Enable or Disable Wired Equivalent Privacy (WEP). If you choose
Enable, you can click Set WEP Keys to launch a separate browser window
that will allow you to specify security keys. See the procedure described in
Section 0 for instructions on how to do this.

If you want to configure the advanced wireless settings, go on to Section 0. If
you are finished configuring your wireless settings, click Apply to put your
changes in effect, or click Cancel to undo your changes.

5.3.2 Set WEP Keys

a)

Click Set WEP Keys in the Basic Settings area of the Wireless screen to
launch a separate browser window that will allow you to specify security keys.
The Set WEP Keys window is shown in the figure below.
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b)

c)

d)

e)

f)

To create new WYWEP keys, enter a passphrase and click Generate.
Or, you can manually enter the key elements into the table below.

Encryption Level: ' 64 Bit T 128 Bit

Passphrase: I Gﬂ'ﬂ’&ﬂ?l
Ky 1: CCO0C0C000

Default TX Key: m
Apply Cancel I

Figure 22: Set WEP Keys Window

In the Set WEP Keys window, select the Encryption Level (64 Bit or 128 Bit).
Note that although 128 Bit encryption uses a more secure encryption algorithm,
it can slow down your network’s data transmission rates.

Specify WEP keys by entering a Passphrase and clicking Generate, or by
manually typing up to four keys. Use the Clear Keys button to delete any
unwanted key information. Note that you can create any Passphrase you like,
but be sure to write it down so that you can refer to it later if necessary.

Select the Default TX Key from the drop-down list. This value will determine
the default encryption key to be used.

Click Apply to put your changes in effect, or click Cancel to undo your
changes.

Close the window when you are finished.

5.3.3 Display Association Table

Click Display Association Table to launch the Wireless Association Table window.
In this screen, the Wireless Association Table lists wireless association event
entries. The table shows the Index number, Time, and Mac Address for each
wireless association event.

You can click Refresh to see the latest data. Make sure to close the window when
you are finished looking at the log.
The Wireless Association Table is shown in the figure below.

Wireless Association Table
Refiesh

Index Time Mac Address
1 None Nene

Figure 23: Wireless Association Table
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5.3.4 Configure the Advanced Wireless Options

Most users will not need to configure the advanced wireless options. Note that the
default values for the advanced wireless settings are shown in a table on the
right-hand side of the screen.

Default ¥alues for
Advanced Settings

100
2432

2346

1

250

1-ZMBp=
1-2-5.5-11MBp=
Lang Prearble

Baoth

Disable

Figure 24: Defaults for Advanced Wireless Settings

Review the FirmWare Version. This value tells you the version number of the
wireless firmware you are currently using.

Type a Beacon Interval. This value represents the time interval between
beacons broadcast by the Access Point (AP).

Type a value for RTS Threshold. This value represents the minimum size of
data frames above which Request-To-Send (RTS) protocol is used. RTS helps
prevent data collision from hidden nodes.

Type a value for Fragmentation. For efficiency in high-traffic situations, large
files are split into fragments. This parameter specifies the default packet size.
Type a value for DTIM Interval. This parameter specifies the number of
beacon intervals between successive Delivery Traffic Indication Maps
(DTIMs).

Type a value for Max Stations. This parameter specifies the maximum
number of wireless stations allowed to associate.

Choose either 1-2MBps or 1-2-5.5-11MBps for Basic Rates.

Choose either 1-2MBps or 1-2-5.5-11MBps for TX Rates (Transmission
Rates).

Choose a Preamble Type, either Short (72 bits) or Long (144 bits).

Choose an Authentication Type, either Open System, Shared Key, or Both.
Choose whether to Enable or Disable the Enhanced Security measures. If
you click Enable, you can then choose to hide your Service Set Identifier
(SSID) or to block unspecified SSIDs.

Click Apply to put your changes in effect, or click Cancel to undo your
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changes.

5.4 Tools

Use the Tools screen to:

a) Change the administrative password for your Wireless Router.
b) Restore the factory default settings.
c) Perform a firmware upgrade.

We strongly recommend that you change the password once you have accessed
the Wireless Router for the first time.

The Tools screen is shown in the figure below.

| Satup |;:1:.:D:’Imlm| Tools Istnlu;l DHCR I Log Imnlnlu Advanced| Help
Change Password: O Passwaord: I'_( ’°
Now Pacoword: i o

Confirm Password:

Ao | o | mat

R | ]
Factory n’:;:.:: e E
Upgradi Fimvearn: M| Uk | B

Node: The firmware upgrode Lakes about 10 seconds. Please don't
pavaeer off the unit vihen it is being upgraded.

Figure 25: Tool Screen

5.4.1 Change the Administrative Password

a) Type in the Old Password. The factory default password is 1234.

b) Enter a New Password. The password you choose must be less than 64
characters.

c) Confirm your password in the Confirm Password field.

d) Click Apply to put your changes in effect, or click Cancel to undo your
changes. Note that we strongly recommend that you change your password
regularly for security purposes.

5.4.2 Restore the Factory Default Settings:

a) Click Restore to Default. A warning dialog box appears:

Microsoft Internek Expl x|

@ Reset all setting ko default?

Ik I Cancel |

Figure 26: Warming Dialog Box for Restore Defaults
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b) Click OK. All your Wireless Router’s settings will be restored to their factory
default values. Note that restoring the factory defaults will reset all of the
Wireless Router’s settings in every screen. Once you have restored the
factory defaults, you will have to re-configure the Wireless Router settings
from scratch. Because of this, write down all your settings before restoring the
defaults.

5.4.3 Upgrade the Wireless Router’s Firmware

a) Download a firmware image file from the Wireless Router website and save it
to your hard drive. Make sure to write down the file location.

b) Type the filename and path location directly into the Upgrade Firmware field,
or click Browse... to launch the Choose file dialog box and locate the
firmware you downloaded and click Open.

Look in' | =3 Fimware Image Fies - =By E-

S0G1-WEP25-00-07-00.img

File name: ISGT—WEPZ&UUVUT—UU.\mg j Open I

Files of type [ Fies (=) =l Cancel
2

Figure 27: Choose File Dialog Box for Firmware Upgrade

c) Click Upgrade Now. The firmware of the device will be upgraded. Note that
upgrading the firmware takes about 30 seconds. Don’t power down the
Wireless Router while the firmware upgrade operation is in progress.

5.5 Status

The Status screen is a read-only display that gives you information about your
Wireless Router. The data displayed may change depending on your current
configuration.

The Status screen is shown in the figure below.
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Svtup l;‘:‘: |winu|-s§l Taols | m.m..\l BHCR | Log |=mm|=s

Host Name:
Domsain:

PEPol Login:  Disabled

WAN:

Figure 28: Status Screen
The displayed data may include:

a) Host Name

b) Domain

c) PPPoE Login (Enabled or Disabled)

d) LAN settings (IP Address and Subnet Mask)

e) WAN ettings (IP Address, Subnet Mask, Default Gateway, and DNS
information)

To change any of these settings, go to the Setup screen.
5.5.1 DHCP Release and DHCP Renew

If you chose the Dynamic IP and PPPoE Disable options in the Setup screen, you
will see the DHCP Release and DHCP Renew buttons below the status
information. Use these buttons to release or renew the WAN IP address.

5.6 DHCP

Use the DHCP screen to set up your Wireless Router as a Dynamic Host
Configuration Protocol (DHCP) server. DHCP servers automatically assign IP
addresses to all the clients on your network. Note that if you don’t enable DHCP on
your Wireless Router, you will need to manually configure an IP address for each
computer on your network.

The DHCP screen is shown in the figure below.

[l e[ e [ oo e

DHECP Server: " Disable
1P Pl Starting Address:

1P Pood Ending Address: 152,165,621

Dieglay DHCP Tabie

Lt | oo |
Figure 29: DHCP Screen
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5.6.1 Setup the Wireless Router as a DHCP Server

a) Make sure there is not already a DHCP server running on your network.

b) Make sure that each computer on your network is configured to receive an IP
address automatically.

c) On the DHCP screen, click Enable.

d) Type the IP Pool Starting Address. The address you specify will be the first
IP address that can be assigned to a computer on the network.

e) Type the IP Pool Ending Address. The address you specify will be the last IP
address that can be assigned. For example, if you choose 192.168.1.51 as the
starting address and 192.168.1.100 as the ending address, the DHCP server
will assign addresses to network clients that are between 192.168.1.51 and
192.168.1.100.

f) Click Apply to put your changes in effect, or click Cancel to undo your
changes.

5.6.2 Display DHCP Table

Click Display DHCP Table to launch the DHCP Active IP window. In this screen,
the DHCP Active IP Table lists information about the computers that have been
assigned IP addresses by the DHCP server. For each active client, the table
shows:

a) Index number

b) Client Hosthame
c) IP Address

d) Mac Address

In addition, the DHCP Server IP Address is listed above the table.

You can click Refresh to see the latest data. Make sure to close the window when
you are finished looking at the table.

The DHCP Active IP Window is shown in the figure below.

DHCP Active IP Table
Refresh

DHGP Server IP Address: 192.168.62.1
Index Glient Host Name IP Address MAC Address
1 None Hone None

Figure 30: DHCP Active IP Window
5.7 Log

Use the Log screen to set up and view log files that record the access activity of
LAN and WAN clients.

The Log screen is shown in the figure below.
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Figure 31: Log Screen

5.7.1  Setup Logging on Your Wireless Router

a) Click Enable for Access Log on the Log screen.
b) Click Apply to put your changes in effect, or click Cancel to undo your
changes.

5.7.2 Session Event Log

Click Session Event Log to launch the Session Event Log window. In this screen,
the Session Event Log Table lists session event entries. The table shows the
Index number, Transport Type, Source IP, Source Port, Destination IP,
Destination Port, and Terminate Reason for each event.

You can click Refresh to see the latest data. Make sure to close the window when
you are finished looking at the log.

The Session Event Log is shown in the figure below.

Session Event Log Table

Pefresh

Transport Source Source Dastination Destination Terminate
Type P Port P Port Reason
1 Mene HMone Mene Mene Hone Hone

Figure 32: Session Event Log Table
5.7.3 Block Event Log

Click Block Event Log to launch the Block Event Log window. In this screen, the
Block Event Log Table lists blocking event entries. The table shows the Index
number, Transport Type, Source IP, Source Port, Destination IP, Destination
Port, and Terminate Reason for each event.

Index

You can click Refresh to see the latest data. Make sure to close the window when
you are finished looking at the log.

The Block Event Log is shown in the figure below.

Block Event Log Table

Refresh

Transport Source Source Destination Destination Terminate
Type ”P Port P Port Reason

1 None None None None None None

Figure 33: Block Event Log Table

Index
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5.7.4 Intrusion Event Log

Click Intrusion Event Log to launch the Intrusion Event Log window. In this
screen, the Intrusion Event Log Table lists intrusion event entries. The table
shows the Index number, Record Time, and Intrusion Type for each intrusion
event.

You can click Refresh to see the latest data. Make sure to close the window when
you are finished looking at the log.
The Intrusion Event Log is shown in the figure below.

Intrusion Fvent Log Table

Figfresh

Tndesx Rezcor: d Tirme Intrusion Type
1 Hone Hone

Figure 34: Intrusion Event Log Table
5.7.5 Wireless Event Log

Click Wireless Event Log to launch the Wireless Event Log window. In this screen,
the Wireless Event Log Table lists wireless event entries. The table shows the
Index number, Time, Severity, and Description for each wireless event.

You can click Refresh to see the latest data. Make sure to close the window when
you are finished looking at the log.

The Wireless Event Log is shown in the figure below.

Wireless Event Log Table
Refresh

Index Time Severity Description
1 00:00:00 Info WLAN #ccess Point started
2 00:27:14 Info WLAN Access Point started
3 002714 Motice WLAN has besn reconfigured.

Figure 35: Wireless Event Log Table

5.8 Statistics
The Statistics screen displays statistics data for LAN, WAN, and AP Radio ports.

You can click Refresh to see the latest data. Make sure to close the window when
you are finished looking at the table.

The Statistics screen is shown in the figure below.
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The displayed data may include:

a) LAN Statistics

It showed receive and transmit data for LAN port.

In addition, the Status, Max.Mb/s, IP Address, and MAC Address are listed
above this table.

b) WAN Statistics

It showed receive and transmit data for WAN port.

In addition, the Status, Max.Mb/s, IP Address, and MAC Address are listed
above this table.

c) AP Radio

It showed receive and transmit data for AP Radio port.

In addition, the Status, Max.Mb/s, IP Address, MAC Address, and Radio SSID
are listed above this table
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6. Configuring Your Wireless Router - Advanced Functions

Advanced administrative functions include Virtual Servers, Filters, Special Apps,
DMZ Host, and MAC Clone.

The web-based Admin Tool allows you to set up advanced services and perform
special functions, such as filtering or cloning your MAC address. Most users will not
need to use these features.

6.1 Toggle between Basic and Advanced Functions

a) From the Basic functions screen set, click Advanced on the far right side of the
menu bar to access the Advanced screens:
N\
| satup IA(;:I:“SISI“I'"“’I Tools Islnms] DHGP [ Log |5latisti|:s 'ﬂ

Figure 37: Advanced Button —

b) Once you are in the Advanced screen set, click Basic on the far right side of the
menu bar to return to the Basic screens:
N\

virtual speclal | oMz MAC '
Ig"'"’“"‘ | ENe I Apps I Host I Clona
L} ———

Figure 38: Basic Button

6.2 Virtual Servers

Use the Virtual Servers screen to provide remote services, such as FTP or Telnet,
from computers in your network. Note that Configuring virtual servers may cause
filters to be automatically created for you in the Filters screen.

The Virtual Servers screen is shown in the figure below.

bl 17 Addross Burvicn Part

J
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T

3333333333334
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Figure 39: Virtual Servers Screen
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6.2.1  Setup a Computer on Your Network as a Virtual Server

a) Select a Public IP Address from the drop-down list. Note that the IP address of
any computer being used as a DMZ host will not appear in the list.

b) Specify a Service Port. For help on which port to choose, refer to the
Well-known Ports table on the right-hand side of the screen:

well-known Ports

Echo
FTP
TELMET
SMTR
DHS
finger
HTTE
POP3
auth
MHTPE
SHMMP
SMMP Trap
PPTP

Figure 40: Well-known Ports Table

c) Select a Protocol (TCP, UDP, or Both) from the drop-down list.

d) Specify the Private IP Address. You only need to type the last part of the
address; the first part is set automatically.

e) Click Apply to put your changes in effect, or click Cancel to undo your changes.

6.2.2 Delete Virtual Servers

a) For any Virtual Server you want to delete, select 0.0.0.0 for Public IP Address
and click Apply.

6.3 Filters

Use the Filters screen to create and apply filters that can selectively allow traffic to
pass in and out of your network. Your Wireless Router comes with several filters
predefined for you. Note that if no filters are enabled, all traffic will be blocked.
Overwriting the factory default filters may result in your network clients not being
able to access the Internet. When you define new filters, we recommend that you
choose an empty row.

The Filters screen is shown in the figure below.
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Figure 41: Filters Screen

6.3.1 To set up afilter:

a)
b)

c)

f)

Select the Filtering Page from the drop-down list (1~12, 13~24, or 25~36). Note
that you may define up to 36 filters.

Select the Filtering Layer from the drop-down list, either Raw IP or Port
Filtering.

If you chose Raw IP, enter the Proto Num (the IP Protocol Number, between 0
and 255); otherwise, skip to Step d. Note that do not enter a Proto Num of 6
(TCP) or 17 (UDP), or the port filters will not work.

Select the Direction from the drop-down list, either InBound, Outbound, or
Both.

If you chose Port Filtering in Step b, type the Private Port Range (the range of
ports that you want to allow) and select the Protocol from the drop-down list
(TCP, UDP, or Both). If you chose Raw IP in Step b, skip to Step f.

If you want to set up MAC filters or configure additional filtering options, go on to
the procedure described in Section 0 6.3.2  Private MAC Filtering. If you are
finished setting up your filters, click Apply to put your changes in effect, or click
Cancel to undo your changes. Note that in addition to the factory default filters,
some filters may be created automatically to allow your Virtual Servers or
Special Applications to function. Overwriting or deleting these filters may disable
some applications or services.

6.3.2 Private MAC Filtering

You can block certain users from accessing the Internet based on their Media
Access Control (MAC) address.

a)

Click the Set MAC Filters button on the Filters screen to launch the MAC
Access Control Window. Note that the below graphic does not show the entire
MAC Access Control Window.
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Filtered Mac Addresses
mac 1 [oonnaaocenas |
mac 2 [ontomomonG |
mac 3 [otomomeonG |
mac 4 [ontomomonG |
mac s [oonnaaooonas
mac 6 [ontomomeonG |
mac 7 [oonnaaoonas |
maca [oomnaaooonas |
mac 9 [oonnaaoconas |
mac 10 [ooomonon0et. |
mac 11 [omooo |
mac 12 |EE
mac 13 [oocaoonooon |
mac 14 [
mac 15 [Pocaoonoocn |
mac 16 [Pocaoonootn |
mac 17 [Pocaoonooon |
mac 18 [ |
mac 19 [omooo |
mac 20 |EE
mac 21 [Pocaoonoaon |

Figure 42: MAC Access Control Window

b) Type the MAC address(es) that you want to block into the table. You can block
up to 80 addresses.

c) Click Apply at the bottom of the Filtered MAC Addresses list; then close the
window.

d) If you want to configure additional filtering options, go on to the procedure
described in Section 0 6.3.3  Additional Filtering Options.

e) If you are finished setting up your filters, click Apply to put your changes in
effect, or click Cancel to undo your changes.

6.3.3  Additional Filtering Options

You can enable additional filtering options, such as Remote Management, IPSec
Pass Through, and Intrusion Detection. Note that we recommend that you keep
the default settings if you are not sure whether to change these options.

a) Choose whether to Enable or Disable each filtering option. The options are
summarized in the table below.
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NAT Enabling this feature allows you to set up Network Address
Translation (NAT).

Firewall Enabling this feature allows you to protect your network with a
firewall.
Remote Enabling this feature lets you access your Wireless Router’s

Management web-based admin tool through your WAN connection.
IPSec Pass|Enabling this feature lets you use IP Security Pass Through.
Through
PPTP Pass|Enabling this feature lets you use Point-to-Point Tunneling
Through Protocol (PPTP), used to enable VPN sessions.

Intrusion Enabling this feature allows you to detect and record intrusion
Detection attempts into your network.

b) Click Apply to put your changes in effect, or click Cancel to undo your changes.

6.3.4 Deleting Filters

You can delete existing filters from the filter list. Note that deleting factory default
filters, or filters that are associated with your Virtual Servers or Special Applications,
may disable key features or services.

To delete a Raw IP filter:

a) Enter zero in the Proto Num field.
b) Click Apply.

To delete a Port Filtering filter:

a) Enter zero in both Private Port Range fields.
b) Click Apply.

6.4 Special Apps

Use the Special Applications screen to allow certain ports to communicate with
computers outside your network. This feature may be necessary for multi-session
applications like online gaming and video conferencing. Note that configuring
special applications may cause filters to be automatically created for you in the
Filters screen.

The Special Apps screen is shown in the figure below. Note that the first two lines of
the table are pre-configured for FTP and NetMeeting. If you overwrite these lines,
those applications will not work.
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Figure 43: Special Apps Screen

6.4.1 Configure Special Apps using the Popular Applications
Feature

a) Select the application you wish to enable from the Popular Applications
drop-down list:

Popular applications: |- selectone — | Copyto |1p: I— =

Figure 44: Popular Applications Feature

b) Choose a specific line in the table by selecting its number from the ID
drop-down list.

c) Click Copy to. The configuration settings for the selected application will
appear in the table.

d) Click Apply to put your changes in effect, or click Cancel to undo your changes.

6.4.2 Manually Configure Special Apps

Although you can manually configure special applications, only expert users should
do so. We recommend that you always use the Popular Applications feature unless
you know exactly which settings to choose.

a) Choose a line item to configure. Note that if you overwrite a line that is already
configured for another special application, that application will not work.

b) Select the communication Protocol used by the application from the drop-down
list (TCP, UDP, or Both).

c) Specify a Trigger Port Range. This parameter identifies the range of ports that,
when used for outgoing traffic, will trigger the gateway to accept certain
incoming requests.

d) Type a Maximum Activity Interval. This parameter specifies the maximum
number of milliseconds after the port trigger action during which incoming
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requests will be accepted.

e) Choose Enable or Disable from the drop-down list for Session Chaining. This
parameter specifies whether or not dynamic sessions can be chained, allowing
multi-level session triggering.

f) If you chose Enable in Step e, you may now choose Enable or Disable for
Chaining on UDP; otherwise, skip to Step 7.

g) Choose Enable or Disable from the drop-down list for Address Replacement.
This parameter specifies whether or not binary address replacement should be
performed.

h) If you chose Enable in Step g, you may now choose the Address Translation
Type (TCP or UDP); otherwise, skip to Step i.

i) Choose Enable or Disable from the drop-down list for Multi Hosts. Enabling
this parameter allows a new session to be initiated from/to different remote
hosts.

i) Click Apply to put your changes in effect, or click Cancel to undo your changes.

6.4.3 To delete a special application:

a) Enter 0 - 0 for Trigger Port Range.
b) Click Apply.

6.5 DMZ Host

Use the DMZ Host screen to expose one or more computers on your network to the
Internet. This feature is often used for online games that require unrestricted
two-way communication.

The total number of DMZ hosts you can have is limited by the total number of Global
Addresses that you have configured in the Global Address screen. For example, if
you have defined five Global Addresses (including the Default Public IP), you are
limited to five DMZ hosts.

Since the maximum number of Global Addresses is eight, the total number of DMZ
hosts you can configure is also eight.

Note that computers you designate as Demilitarized Zones (DMZs) would not have
any firewall protection.

The DMZ Host screen is shown in the figure below.
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Figure 45: DMZ Host Screen

6.5.1 Setup a DMZ Host

a) Select a Public IP Address from the drop-down list. Note that the IP address of
any computer being used as a Virtual Server will not appear in the list.

b) Specify the Private IP Address. You only need to type the last part of the
address; the first part is set automatically.

c) Click Apply to put your changes in effect, or click Cancel to undo your changes.

6.5.2 To delete DMZ Hosts:

a) For any DMZ Host you want to delete, select 0.0.0.0 for Public IP Address and
click Apply.

6.6 MAC Clone

If your ISP restricts service to PCs only, use the MAC Clone feature to copy a PC
Media Access Control (MAC) address to your Wireless Router. This procedure will
cause the Wireless Router to appear as a single PC, while allowing online access to
multiple computers on your network.

The MAC Clone screen is shown in the figure below.

virtunl Hpecial | O8E] mac
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Figure 46: MAC Clone Screen

6.6.1  Clone the MAC Address

a) Type a PC MAC Address in the WAN Port Mac Address field. You may need to
use the Ethernet MAC Address of the Network Interface Card (NIC) from the PC
that is registered with your ISP. Note that the Current WAN Port Mac Address
and the Factory Default Mac Address are shown for your convenience.
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b) Click Mac Clone to put your changes in effect, or click Restore to undo your
changes.

7. Troubleshooting

This chapter covers some common problems that may be encountered while using
the Wireless Router and some possible solutions to them. If you follow the
suggested steps and the Wireless Router still does not function properly, contact
your dealer for further advice.

7.1 General Problems

Problem 1:

Can't connect to the Wireless Router to configure it.
Solution 1:

Check the following:

a) The Wireless Router is properly installed, LAN connections are Ok, and it is
powered on.

b) Ensure that your PC and the Wireless Router are on the same network segment.
(If you don't have a router, this must be the case.)

c) If your PC is set to "Obtain an IP Address automatically" (DHCP client), restart
it.

d) If your PC uses a Fixed (Static) IP address, ensure that it is using an IP Address
within the range 192.168.62.2 to 192.168.62.254 and thus compatible with the
Wireless Router's default IP Address of 192.168.62.1. Also, the Network Mask
should be set to 255.255.255.0 to match the Wireless Router. In Windows, you
can check these settings by using Control Panel - Network to check the
Properties for the TCP/IP protocol.

7.2 Internet Access

Problem 1:

When | enter a URL or IP address | get a timed out error.

Solution 1:

A number of things could be causing this. Try the following troubleshooting steps.

a) Check if other PCs work. If they do, ensure that your PCs IP settings are correct.
If using a fixed (static) IP address, check the Network Mask, Default gateway,
and DNS as well as the IP Address.

b) If the PCs are configured correctly, but still not working, check the Wireless
Router. Ensure that it is connected and on. Connect to it and check its settings.
If you can't connect to it, check the LAN and power connections.
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c) If the Wireless Router is configured correctly, check your Internet connection
(DSL/cable modem etc) to see that it is working correctly.

Problem 2:

Some applications do not run properly when using the Wireless Router.

Solution 2:

The Wireless Router processes the data passing through it, so it is not transparent.

Use the Special Applications feature to allow the use of Internet applications that do
not function correctly.

If this does solve the problem, you can use the DMZ function. This should work with
almost every application, but:

a) lItis a security risk, since the firewall is disabled.

b) Only one PC can use this feature.

7.3 Wireless Access

Problem 1:

My PC can't locate the Wireless Access Point.
Solution 1:

Check the following.

a) Your PC is set to Infrastructure Mode. Access Points are always in
Infrastructure Mode.

b) The SSID on your PC and the Wireless Access Point are the same. Remember
that the SSID is case-sensitive. So, for example "Work-group" does NOT match
"work-group"”.

c) Both your PC and the Wireless Access Point must have the same setting for
WEP. The default setting for the Wireless Router is disabled, so your wireless
station should also have WEP disabled.

d) If WEP is enabled on the Wireless Router, your PC must have WEP enabled,
and the key tables (for 64 Bit encryption) or key (for 128 Bit encryption) must
match.

e) If the Wireless Router's Wireless screen is set to Allow LAN access to selected
Wireless Stations only, then each of your Wireless stations must have been
selected, or access will be blocked.

f) To see if radio interference is causing a problem, see if connection is possible
when close to the Wireless Access Point. Remember that the connection range
can be as little as 100 feet in poor environments.
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Problem 2:
Wireless connection speed is very slow.
Solution 2:

The wireless system will connect at the highest possible speed, depending on the
distance and the environment. To obtain the highest possible connection speed, you
can experiment with the following.

a) Access Point location. Try adjusting the location and orientation of the Access
Point.

b) Wireless Channel. If interference is the problem, changing to another channel
may show a marked improvement.

c) Radio Interference. Other devices may be causing interference. You can
experiment by switching other devices off, and see if this helps. Any "noisy"
devices should be shielded or relocated.

d) RF Shielding. Your environment may tend to block transmission between the
wireless stations. This will mean high access speed is only possible when close
to the Access Point.

8. About Wireless LANs

This chapter provides some background information about using Wireless LANs
(WLANS).

8.1 Modes

Wireless LANs can work in either of two modes, Ad-hoc and Infrastructure.
8.1.1 Ad-hoc Mode

Ad-hoc mode does not require an Access Point or a wired (Ethernet) LAN. Wireless
Stations, e.g. notebook PCs with wireless cards, communicate directly with each
other.

8.1.2 Infrastructure Mode

In Infrastructure Mode, one or more Access Points are used to connect Wireless
Stations, e.g. Notebook PCs with wireless cards, to a wired (Ethernet) LAN. The
Wireless Stations can then access all LAN resources. Access Points can only
function in "Infrastructure” mode, and can communicate only with Wireless Stations
that are set to "Infrastructure" mode.
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8.2 BSS/ESS
8.2.1 BSS

A group of Wireless Stations and a single Access Point, all using the same ID
(SSID), form a Basic Service Set (BSS). Using the same SSID is essential. Devices
with different SSIDs are unable to communicate with each other.

8.2.2 ESS

A group of Wireless Stations, and multiple Access Points, all using the same ID
(ESSID), form an Extended Service Set (ESS).

Different Access Points within an ESS can use different Channels. In fact, to reduce
interference, it is recommended that adjacent Access Points should use different
channels.

As Wireless Stations are physically moved through the area covered by an ESS,
they will automatically change to the Access Point that has the least interference or
best performance. This capability is called Roaming. Access Points do not have or
require Roaming capabilities.

8.3 Channels
The Wireless Channel sets the radio frequency used for communication.

a) Access Points use a fixed Channel. You can select the Channel used. This
allows you to choose a Channel which provides the least interference and best
performance. In the USA and Canada, 11 channels are available. If using
multiple Access Points, it is better if adjacent Access Points use different
Channels to reduce interference.

b) In "Infrastructure" mode, Wireless Stations normally scan all Channels, looking
for an Access Point. If more than one Access Point can be used, the one with
the strongest signal is used. This can only happen within an ESS.

c) If using "Ad-hoc" mode, no Access Point, all Wireless stations should be set to
use the same Channel. However, most Wireless stations will still scan all
Channels to see if there is an existing "Ad-hoc" group they can join.

8.4 WEP

WEP (Wired Equivalent Privacy) is a standard for encrypting data before it is
transmitted.

This is desirable because it is impossible to prevent snoopers from receiving any
data that is transmitted by your Wireless Stations. But, if the data is encrypted, then
it is meaningless unless the receiver can decrypt it.
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If WEP is used, the Wireless Stations and the Access Point must have the same
settings for each of the following.

WEP Off, 64-bit, 128-bit.

Key For 64-bit encryption, the Key Table must match.
For 128-bit encryption, the Key value must match.
WEP Authentication |Open System, Shared Key, or both.
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9. Specifications

Standards IEEE 802.3 (10BaseT)
IEEE 802.3u (100BaseTX)
IEEE 802.11b (Wireless)
Protocol CSMA/CD
Ports 5 Ethernet:
4 * 10/100BaseT RJ-45 port for LAN
(excluding 1 shared)
1* 10/100BaseT RJ45 port for WAN
Cabling Type 10BaseT: UTP Category 3 or better

100Base-T: UTP Category 5 or better

Speed (Mbps)

WAN: 100
LAN: 10/100
Wireless: up to 11

Wireless Operating Range

Indoor:
Up to 60M @11Mbps
Up to 80M @5.5Mbps
Up to 130M @2Mbps
Up to 150M @1Mbps
Outdoor:
Up to 250M @11Mbps
Up to 350M @5.5Mbps
Up to 400M @2Mbps
Up to 500M @1Mbps

Memory

8MB SDRAM and 1MB Flash

LEDs

Power, Diag. per unit
Link/ACT, FDX /Col, 10/100 per port

Dimensions

W x D x H (218mm x165mm x38.5mm)

Management Web-based configuration
Unit Weight 810g
Power Adapter DC 5V/2A

Operating Temperature

0°C to 40°C (32°F to 104°F)

Storage Temperature

-20°C to 70°C (-4°F to 158°F)

Operating Humidity

10% to 85% relative humidity, non-condensing

Storage Humidity

5% to 90% relative humidity, non-condensing

Certifications

FCC Part15 subpart C and FCC Class B,
CE Mark Commercial
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