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Preface

Welcome to Cyberoam NetGenie SOHO User Guide.
Intended Audience

This guide is intended for small and home office users with basic Internet knowledge.
Guide Organization

This guide gives you information about the administration of Cyberoam NetGenie Secure Internet

appliance while helping you manage and customize NetGenie to meet your personalized Internet
safety requirements.

This guide is organized in three parts:
Part 1 — Deploy your NetGenie
Part 2 — Protect your Organization

Part 3 — What can NetGenie do for you
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Typographic Conventions

All contents in this guide including text or screenshots follow the given list of conventions

Item Convention Example
Part titles Bold and
shaded font
typef
wece | |Nternet Controls
Topic titles Shaded font
typeface -
yP Introduction
Subtitles Bold & Black
typeface Notation conventions
Navigation link | Normal Internet Controls —» Device Whitelisting
typeface it means, to open the required page click on Internet Controls

then on Device Whitelisting

Notes and
Prerequisites

Bold typeface
between black
borders

Note
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Part 1: Deploy your NetGenie

Introduction

NetGenie works as a wireless Unified Threat Management (UTM) appliance for Small Offices,
Home Offices. It creates a Wi-Fi zone along with the benefits of Stateful Inspection Firewall, VPN,
Anti-Virus, Intrusion Prevention System, 3G Ready and Internet Controls over websites and
applications — all this in your Wireless Router! Share Internet connection with your office users

over desktops, laptops, handheld devices like iPad, iPhone and more —at the same time!

NetGenie's pre-configured security settings offer protection from unauthorized outsiders. Protect
all devices used to connect to the Internet — laptops, desktops, iPhone, iPad, and more — from
virus and hackers. Control user access to harmful and unproductive websites and applications like
adult sites, job portals, sports sites Facebook, Skype, Yahoo Messenger and more to enhance
security and productivity in your office.

After unboxing your NetGenie, ensure that you have all these components available:
1.

ok wbd

One (1) NetGenie Wireless Base Unit - NG11EO
Two (2) detachable Wi-Fi Antennas

One (1) RJ-45 Ethernet Cable

One (1) Power Adapter

Quick Start Guide

Please immediately contact your vendor if you find anything missing.

Know your NetGenie

» Front Side

Wireless (Wi-Fi)
Connectivity LED

WAN / Internet

Power LED

USB Port

Connectivity LED

LAN / Your
Computer
Connectivity LED

» Back Side

o o (LR T

WRE RESET  LAME  LAND  LANZ  LANDL W

e

Wi-Fi OnIOIJ |

Connect your PC/

Switch Reset  Machine / LAN here
Switch

USE Port

Wi-Fi
Antennas

Power
Adapter Jack

Connect Your
Internet / WAN here
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Defaults

e Default IP address to access NetGenie: http://10.1.1.1
e Default Username: admin
e Default Password: admin

Appliance Reset Button: To reset appliance to factory default settings, keep the reset button
pressed for 5 seconds. While doing so, all past upgrades and configurations will be lost.

Surf using NetGenie

Prerequisites:

1. Internet connectivity through a DSL/Cable modem/Direct Internet Cable with RJ45
(Ethernet) connection or USB Modem.

2. Atleast one computer with an installed network interface adapter/wireless network
adapter.

3. Internet browser.

Getting your NetGenie Ready

1. Before you begin surfing the Internet through NetGenie, you first need to assemble the
appliance.

2. Screw in detachable Wi-Fi antennas in their respective jacks provided in the back panel.

3. Look out for a sticker at the bottom of the appliance containing the default wireless network
name, technically known as SSID and a pass key specific for your appliance.

4. Plug one end of the power adapter into the socket on the back of the NetGenie Base Unit.
5. Plug the other end of the power adapter into the nearest main socket.

6. Before you access the Internet through NetGenie, make sure the power is switched on. The
Power LED on the front panel should turn green.

Note:
SSID and pass key pre-secure your wireless network from any unauthorized access attempts.
Please note down your pass key for future reference.

Identify your Office Internet Setup

Depending on your office network set-up, you can connect NetGenie to the Internet by referring to
any of the following scenarios:

1. Through ADSL Cable Modem
2. Through Direct Cable

3. Through USB Modem

4. Over Wi-Fi
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Wired Connection - Secure Internet Connectivity through ADSL/Cable Modem

Secure Internet Connectivity through ADSL/Cable Modem

Internet

NetGenie
Secure Home Appliance
Cyberoam

ADSL/Cable Modem INetGenie) )

: - ﬂﬁ‘"—\/’/-

! BTl | LML LT T /

Modem / 9& @
Power Laptap Or

Cable

d
U .} Connect your Computer/ Connect your Internet
e Machine/LAN here to cable / WAN here g
any of the ports

MetGenie Desktop Computer

Power Cable

o

Wire

Unplug the cable that connects the ADSL Router/Cable Modem to your computer and plug it
into the “WAN" NetGenie socket.

Use the RJ-45 Ethernet cable provided with the NetGenie appliance to connect your
computer to any of the “LAN” NetGenie sockets.

Switch on your ADSL Modem/Cable Modem and wait till it connects to the Internet. The
Internet LED on the ADSL modem will turn green and remain steady. If you are dialing the
Internet from your computer, refer to the Configuring PPPoE section.

Switch on the NetGenie appliance. Wait till the “Power” LED and “WAN” LED turns green.
Switch on your computer now. NetGenie's “LAN” LED will turn green and remain steady.

Open your browser and start surfing the Internet. Your computer is now secured from online
threats and malware with the Quick Security feature automatically turned on.

Note:

To configure role-appropriate Internet access for your employees, refer the Internet Controls
section.

If you are unable to connect to the Internet after following above procedure, please revert to
your original setup and visit Cyberoam'’s support section at www.netgenie.net.

d Connection - Secure Internet Connectivity through Direct Cable

Secure Internet Connectivity through Direct Cable

Internet NetGenie
: Secure Home Appliance

0:0
Laptop Or

NetGenie 9 Desktop Computer
Power Cable

Iy

Connect Your Computer/  Connect your internet
Machine/LAN here in cable / WAN here
any of the ports

(nm ]
.
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1. Unplug the Internet cable that connects to your computer and plug it into the “WAN”" NetGenie
socket.

2. Use the RJ-45 Ethernet cable provided with the NetGenie appliance to connect your
computer to any of the “LAN” NetGenie sockets.

3. Switch on your NetGenie appliance. Wait till the “Power” LED and “WAN” LED turns green.
Switch on your computer now. NetGenie's “LAN” LED will turn green and remain steady.

5. Open your browser and start surfing the Internet. Your computer is now secured from online
threats and malware with the Quick Security feature automatically turned on.

e

Note:

To configure role-appropriate Internet access for your employees, refer the Internet Controls
section.

If you are unable to connect to the Internet after following above procedure, please revert to
your original setup and visit Cyberoam’s support section at www.netgenie.net.

Wireless Connection - Secure Internet Connectivity using USB Modem

Secure Internet Connectivity using USB Modem

Cyberoam

LAN WAN
o ]

L

Laptop Or Desktop Computer
USE Modem

NetGenie I:I
Power Cable "

1. Plug a USB modem in the slot provided in the NetGenie appliance.

2. Use the RJ-45 Ethernet cable provided with the NetGenie appliance to connect your
computer to any of the “LAN” NetGenie sockets and switch on the NetGenie appliance.

OR

Switch on the NetGenie appliance. If you are connecting to the Internet over Wi-Fi, start your
laptop. Make sure your Wireless Network Adapter is enabled. Your laptop will automatically
select the wireless network (also called SSID) named “NetGenie”.

3. Click the network icon in your machine's system tray (bottom-right of your screen) and Select
“NetGenie”.

4. After selecting “NetGenie”, you will be asked to enter the exact Security/Pass Key printed on
the sticker at the bottom of your appliance. This will connect you to the NetGenie appliance
over Wi-Fi.

5. Enter the IP address: http://10.1.1.1 in the address bar and access NetGenie using your
administrator credentials.

6. Goto Network Settings — Internet.

7. Select USB Modem and fill up the required details. Once the valid details are entered and
configurations are applied, NetGenie will automatically connect to the Internet.

10
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8. Open your browser and start surfing the Internet. Your computer is now secured from online
threats and malware with the Quick Security feature automatically turned on.

Note:

To configure role-appropriate Internet access for your employees, refer the Internet Controls
section.

If you are unable to connect to the Internet after following above procedure, please revert to
your original setup and visit Cyberoam’s support section at www.netgenie.net.

Wireless Connection - Secure Internet Connectivity over Wi-Fi

Secure Internet Connectivity over WiFi

Internet

Wireless
Desktop Card

NetGenie
Secure Home Appliance

W

Cybernam
LN

0 Desktop Computer ‘\\‘\._‘

-

°
p
—

P | PO ————

_____________________ NetGenie
Power Cable

. Connect your Internet
cable / WAN here

1. Use the cable that comes with your NetGenie appliance to connect it to the ADSL Router/
Cable Modem.

2. Insert one end of the cable in the “WAN” NetGenie socket and the other end in your modem
“LAN".In case of Direct Cable Internet, please connect it straight to the NetGenie “WAN”"
socket. If you are dialing the Internet from your computer, refer to the Configuring PPPoE
section.

3. Switch on your NetGenie appliance. Wait till the “Power” LED and “WAN” LED turns green
and for the “WLAN/WPS” LED to turn green and stabilize.

4. Start your laptop. Make sure that your Wireless Network Adapter has been enabled. Your
laptop will automatically detect the wireless network (also called SSID) named “NetGenie”.

5. Click the network icon in your machine's system tray (bottom-right of your screen) and select
“NetGenie”.

6. After selecting “NetGenie”, you will be asked to enter the exact Security/Pass Key printed on
the sticker at the bottom of your appliance. This will connect you to the NetGenie appliance
over Wi-Fi.

7. Open your browser and start surfing the Internet. Your computer is now secured from online
threats and malware with the Quick Security feature automatically turned on.

Note:
Please turn off your router's Wi-Fi, to avoid any security breaches.

Configuring PPPoE

PPPoE (Point-to-Point Protocol over Ethernet) is used when you dial up to connect to the Internet

11
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through a broadband connection. This section is only relevant to you if need to dial up the Internet

from your machine.

(You will need your Username and Password for

your ISP if you have lost them.)
Go to Network Settings — Internet, select Internet connection type as PPPoE and fill up

the required details.

connecting to

the Internet. Please contact

® pPPoE

" 1SE Modem

(Set 0to keep connection

(BE3-1492

Internet
Internet Connection Type C oHoP O Static
PPPoE Information
User Mame admin
Fassword (1111}
Confirtn Password (1111}
Fedial Period 15
ldle Tirme 10
MTLI 1492
I static IP
IP Address 10103316
Metwark Mask 2hh.258h 2500
DMS Server Configuration
M static DME Server
Primary 203.88.136.154
Secondary 4222
MAC address clone & Enable T Disable
MAC address 00:19:d7:96:56:25
=

Screen- Configure PPPoE

Screen Elements

Description

Internet
Connection Type

PPPOE

PPPoOE Information

Username Specify username provided by your ISP.

Password Specify password.

Confirm Password | Confirm the password.

Redial Period Specify the time after which redialing should be attempted.

Idle Time Specify idle time. Connection will drop after the configured

inactivity time and the user will be forced to re-login.

12
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MTU Specify MTU value (Maximum Transmission Unit)

MTU is the largest physical packet size in bytes that can be
transmitted in a network. This parameter becomes an issue when
networks are interconnected and have different MTU sizes. Any
packets larger than the MTU value are divided (fragmented) into
smaller packets before being sent over.

Default - 1492
Input range - 568 to 1492

Static IP Select the checkbox to bind a static IP address with the NetGenie
appliance.

IP Address Specify IP address.

Network Mask Specify network mask.

DNS Server Configuration
Static DNS Server | Select the checkbox to configure static DNS server.

Primary Specify IP address of primary DNS server.

Secondary Specify IP address of secondary DNS server.

MAC Address | Enable this to create a clone of your router’s IP address.
Clone

MAC Address Specify MAC address of your router to be cloned.

Table - Configure PPPOE Screen Elements
Configuring USB Modem

You need to configure USB modem when you connect to the Internet through a data/fax/voice
modem.

Go to Network Settings — Internet. Select Internet connection type as USB and fill up the
required details.

13
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Internet

Internet Connection Type

Wireless Modem Information

LISE Moderm Status:

LISE Moderm Signal Strength:

Country:

Service Provider:

Service Marme:

Dial Murmhber:

Authentication:
LIser Mame:
Fassword:

PIMNCODE:

Init String:

Connection an demand:

T

DHS Server Configuration
W Static DMNS Server
Frimary
Secondary
MAC address clone

MAC address

T DHoP O static © PPPoE| ™ USE Modem

IS8 device unplugoed

India =]
YODAF ONE =]
A,

Q0

-

453215
2081 BT =0=0 8C1 &D2

I Disconnectin
seconds due to inactivity

1492

203.85.135.145
4222

& Enable T Dizable
00:19:d1:96:56:29

=

Entar MA if not applicable

Screen- Configure USB Modem

Screen Elements | Description

Internet USB Modem

Connection Type

Wireless Modem Information

USB Modem | Status of USB modem. Possible status:
Status Plugged

Unplugged
uUsB Modem | Signal strength of plugged USB modem.

Signal Strength

Country Select the Country.

Service Provider Select the service provider name

Service Name

Specify name of the service if required.

Dial Number Dial number of the selected service provider.

14
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Authentication Select the checkbox if you want to enable authentication for your
USB modem.
Username Specify the username if you have enabled authentication for your
USB modem.
Password Specify password.
Pincode Specify the pin code of your area.
Init String Specify initialization string for your USB modem, if required.
Connection on | Select the checkbox against ‘Disconnect in’ and specify the value
Demand in seconds. Connection will drop after the configured inactivity
time and user will be forced to re-login.
MTU Specify MTU value (Maximum Transmission Unit)

MTU is the largest physical packet size, in bytes that can be
transmitted in a network. This parameter becomes an issue when
networks are interconnected and the networks have different MTU
sizes. Any packets larger than the MTU value are divided
(fragmented) into smaller packets before being sent over.

Default - 1492
Input range - 568 to 1492

DNS Server Configuration
Static DNS Server | Select the checkbox to configure static DNS server.

Primary Specify IP address of the primary DNS server.

Secondary Specify IP address of the secondary DNS server.

MAC Address | Enable this to create a clone of your router’'s IP address.
Clone

MAC Address Specify MAC address of your router that has to be cloned.

Table- Configure USB Modem Screen Elements
Configuring Static Internet Connection

You need to configure static Internet connection if your ISP has assigned an IP address to your
network.

Go to Network Settings — Internet. Select the Internet connection type as “Static” and fill
up the required details.

15
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Internet

Internet Connection Type C DHCP | @ Static |© PPPoE € USE Modem

IP Address
IP address 10.103.316
Subnet Mask 2RR.2RR.2ER0
Gateway 1010331

DHS Server Configuration
W' ctatic DNE Server
Frirnary 203.88.135.195
Secondary 4222
MAC address clone % Enable © Disable
MAC address 00:19:c1:96:56:29

Screen- Configure Static Internet Connection

Screen Elements | Description

Internet Static

Connection Type

IP Address

IP Address Specify IP address provided by your ISP.
Subnet Mask Specify subnet mask of your network.
Gateway Specify gateway IP address for your network.

DNS Server Config

uration

Static DNS Server

Select the checkbox to configure static DNS server.

Primary Specify IP address of primary DNS server.
Secondary Specify IP address of secondary DNS server.
MAC Address | Enable to create clone of your router’s IP address.
Clone

MAC Address Specify MAC address of your router to be cloned.

Table- Configure Static Internet Connection Screen Elements

Access Internet

Congratulations!!! If you are reading this, it means you have installed NetGenie successfully.

Now simply open a new browser window and enter any website URL, you want to visit
address bar.

Enjoy safe surfing with NetGenie.

in the

16



2OHO

Unified Threat Management

User Guide

Part 2: Internet Controls

This section describes how to access and configure NetGenie security features to ensure threat
free Web surfing for your entire organization. It contains the following sub-sections:

e Access NetGenie

o Register NetGenie

e Set System Time

e Add User

e User Internet Access

Access NetGenie

After successful deployment, NetGenie needs to be configured to enable Internet controls.

Enter the IP address http://10.1.1.1 in address bar and log in using default username ‘admin’ and
password ‘admin’.

Administrator Login

FPlease enteryour username and password.

Cyberoam Username
acdmin
[ 2 1 1))

E-mail . 5 et e et | Wehsite :w

Screen —Login

Screen Elements | Description

Username Specify user login name.

If you are logging in for the first time after deployment, please use
default username ‘admin’.

Password Specify password.

If you are logging in for the first time after deployment, please use
default password ‘admin’.

Log in button Click to login into NetGenie
Table — Login screen elements

17
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Note:
It is recommended to change admin password of NetGenie as soon as you log in. This is a
preventive measure to avoid unauthorized use of NetGenie.

Log out procedure
To avoid unauthorized users from accessing NetGenie, log out after you have finished working.
This will end your session and mark your exit from NetGenie.

Set System Time

You need to update your local time zone in order to prepare time schedules for accessing the
Internet and generating time-based reports.

Go to System —»Time to update your time zone.

System Time Settings
Time Settings
System Time Mon 11 Jul 2011 17:35:58
Select Timezone (GMT-08:00% Pacific Time (U5 & Canada) j
¥ Enable NTP Client "Sync now |
MTP Server 1 pool.ntp.org Port 123
MNTF Server 2 europe.poolntp.org Port 123
MTP Server 3 north-america.poalntpc Port 123
MTF Server 4 asia.pool.ntp.org Port 123
Synchronization Interal 600 (Seconds)
Marnually Configure Date & 20T /07 G vearMonthiDay)
Time 17 35 BB (HoursMinutes: Seconcs 24-Hours Format E.g. 15:45:00)
SRpRR|

Screen — System Time Settings

Screen Elements | Description

System Time Displays NetGenie's current time
Select Time Zone | Selects local time zone from drop down menu
Enable NTP Client | Checks to enable NTP (Network Client Protocol) client

Sync Now Clicks to synchronize system time with configured NTP server
NTP Server | Displays NTP server's domain name and port if NTP client is
1,2,3,4 and Port enabled

Synchronization Displays time interval in seconds to synchronize with NTP server
Interval

Manually You can manually set system date and time if you do not want to
Configure Date | use NTP clients.

and Time Specifies date and time in yyyy/mm/dd format and hh:mm:ss

format respectively

Table — System Time Settings screen elements
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Add User

You need to add your organization users in order to give role and requirement appropriate Internet
access to them.

Go to Internet Controls - Add User.

Add User

List Cnly Strict Moderate himirmal Safe Surfing

This page allows you to setup Internet
Passwnrd access rights far each office user. Creating
a user will enable Login-based Internet

access every time hefshe stards using
Internet.

Alice

Confivi Password b

Enable Internet Activity Reporting v

ooy

Screen — Add User

Screen Elements

Description

Restriction Slider
bar

Username Specify the name of the individual for whom you wish to
customize Internet access.

Password Specify a password. Re-enter your password in the Confirm
Password field.

Image icon Click to change the picture for a user

Internet Drag the slider bar to reflect the appropriate Internet control for

any of your organization user. This selection will block any
websites and applications deemed inappropriate for them.

Available options:
List Only

Strict

Moderate
Minimal

Safe Surfing

Website List

Click to allow or block any specific website(s) for the user.

Website Category
List

Click to view and customize access to specific web categories for
the user.

Application List

Click to view and customize access to specific applications for the
user.

Enable Internet
Activity Reporting

Click to log and report Internet activities for a user.

Apply

Click to save the changes.
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Tips Displays help text to configure the user settings. |
Table — System Time Settings screen elements

Website List

Enter one or more websites to be allowed or blocked for the user and click OK to save the
changes.

This section is used to customize NetGenie Web protection for the specific user.

E.g.

Your IT administrator shows interest in visiting a particular computer security forum, which is

blocked as per the Internet access settings. You can override these settings to allow access to that
particular website using Website List.

o

Block Websites e Allow Websites e

O

= ethicalhacking.com

D

hackersworld.com =

Screen — Website List

Website Category List

As and when the need arises, you can customize the list of websites allowed and denied to a
specific user.

For this, click Website Category List icon to view, allow or block a specific website category.
You can also use this page to configure schedule-based Website category access.

()

L}

— = = Lt = =

03
3
3
@
@
=

Settime to access CommercialBanks category o

AM PM

Day / Time
Sunday

EHEHEHEREHEHEHEHEREHEHE R HEHEHERHEHEHERER RS

Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

m B ~nowea [l Blocked

B anowed [ Blocked Partial {5 Click the iconto set Time Controls [ ok |

Screen — Website Category List

Application List

As and when required, you can customize the list of applications allowed and denied to a specific
user.
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For this, click Application List icon to view, allow or block a specific application category.
Expand the application tree to allow or block any specific application.

You can also use this page to configure schedule-based application or application category
access.

S T N T
smmee L e - e
& ) : (5}
B svowed [l Biocked D]
[ Wangwana
[ skpe
| RedffBolMess ]
EEE— T i
NEEEEE | | sunday
[NEEEETERGE || Tuesday
e | wednesday
AN | rhyrsday
Friday N
B o
ol 0% Jmertsotecton
. Allowed . Blocked Partial E Click the icon to set Time Controls m

Screen — Application List
User Internet Access

Open a new browser window and enter any website URL in the address bar. It will lead to an
authentication screen.

Click the given image icon to log in and specify your password to proceed further.

Cyberoam

Click your icon to Login

Alice
Change Password

Do you want to Whitelist this device?

You may want to whitelist your personal phone, tablet or laptop, ifyou DO MOT want Metgenie to apply Internet controls ar ask for login
every tirme you access Internet using this device.

E-iiall . support@netyenie.net | Website  www. netgenie.net

Screen — User Login
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Cyberoam . . .
Click your icon to Login

&

>

Alice
Change Password

Click here to open  www.yahoo.com/

Do you want to Whitelist this device?
You may want to whitelist your personal phone, tablet or laptop, ifyou DO MOT want Metgenie to apply Internet controls aor ask for login

every time you access Internet using this device.

E-miall - support@netaenie.net | Websiie  www.natgenie.net

Screen — Successful User Login

Click the link Do you want to Whitelist this device? if you do not want NetGenie to apply parental
controls or ask for login every time you access Internet using this device.

Provide your NetGenie administrator credentials and click Proceed to Whitelist the device.

Cyberoam

m Click your icen to Login

Alice
Change Password

Click here to open  www.yahoo.com/
Do you want to Whitelist this device? Give Permission to Whitelist this device:
You may want to whitelist your personal phone, tablet or laptop, ifyou T N A
DD MOT weant Metgenie to apply Internet cantrols or ask for login every
Password sseee

time you access Internet using this device.

E-mall : support@netgenienet | Website  www.netgenie.net]

Screen — Device Whitelist
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Note:
Administrator credentials are required to Whitelist the device.

Device whitelisted successfulhd

Device "mapal "with MAC address: "00:19:01:96:99:28" has been whitelisted.
Fletgenie will not apply any parental contrals nor ask for login every time you access Internet using this
device.

[fthis is notwhatyou intended to do, you need to login to the admin GUI and chande this setting.

Screen — Successful Device Whitelist
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Part 3: What can NetGenie do
for you?

This section explains various useful scenarios in which NetGenie is able to ensure safe Internet
experience for office users.

Registration

NetGenie registration is required to avail support subscriptions offered by NetGenie.
e Why do I need to register my appliance and how do | do it?

You need to register your NetGenie appliance in order to avail of the following facilities and
subscriptions offered by NetGenie:

e Phone and Email support with extended hardware warranty

e Access to Customer Portal

To register your appliance,

1. Log in to NetGenie with administrator credentials.

2. Goto System — Registration.

3. Click the link given below SSN (Serial Number — Unique number associated with your
NetGenie appliance). It will redirect you to customer.netgenie.net.

4. Please follow the instructions given on screen to register your NetGenie appliance.

Registration Overview

Registration Information
Setial Mumber
SE5M 20 8- M E-ACS-FD4R

Appliance is not registered  Click here to register

Screen — Appliance Registration
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Registration Overview

Registration Information

Serial Mumber WWO29201 903-9A0WFF
S50 QGMNR-FD44-5UHO- LUk 21J
Compary-Marme Elitecore

Ermail Id netgenie @elitecore.com
Contact-person Administrator

Address a01, Silicon Tower

Ahmedabad-380006 | India , Gujarat
Fhoare +917966065606
Supplier Details
Comparny Mame
Contact Admin

E-mail 1d admin@elitecare.cam

Screen — Registered Appliance

Internet Access

This section explains various Internet access scenarios where NetGenie ensures you a safe and
secure Internet experience.

e |s it mandatory to create a user in NetGenie in order to access Internet?

No, you do not need to create user(s) in NetGenie unless you want to implement role based
Internet access for individual(s).

e How can | access and configure my NetGenie appliance?

NetGenie can be accessed and configured using its web-based user interface.
Refer to Defaults section for NetGenie’s default IP address and administrator credentials.

¢ |want to apply different levels of Internet restrictions to different users as per their role
and requirement in my organization, how can I do so?

Follow the steps given below:

Log in to NetGenie with administrator credentials.

Go to Internet Controls —» Add User.

Specify Username, i.e. name of your employee.

Drag the restriction level slider bar to one of the following:

e List Only — allows access to those Websites only which are listed under Website List.

PN

e Strict — enforces strict Internet restrictions

e Moderate — enforces moderate Internet restrictions

e Minimal — enforces minimal Internet restrictions

o Safe Surfing — allows Internet access without any restriction
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5. Enable Internet Activity Reporting if you want to keep track of websites accessed by the user.

6. Click Apply.

Follow steps 2 to 6 to create other users with different Internet access restrictions.

Will all of the organization employees receive authentication page every time they try to
access Internet through NetGenie?

Yes, if a user has been created for any of your organization user, they will be required to

authenticate every time they try to access the Internet using NetGenie. It is however possible to
whitelist the device(s) in order to skip the authentication page but that would mean you would not
be able to apply Internet controls or view user-based logs and reports.

NetGenie recommends user authentication if you want to have complete visibility of your
employees’ Internet activities.

Do | need to manually add each website, which | want to be allowed for my employees?

No, NetGenie's Web categorization has been purpose-built to serve the Internet security needs of
users having different roles. You only have to configure role-appropriate Internet access for your
employees in order to ensure safe Internet surfing.

How can | customize Website category access for a specific user?

Log in to NetGenie with administrator credentials.

1.
2. Select the user for whom you want to edit Website category access settings.
3

Click Website Category List to allow or block website categories. The page given below

represents website category access using different color schemes.

e Green — Allowed Web categories
¢ Red - Blocked Web categories
e Yellow — Partial schedule-based access

| Advertisements
| ArtsAndHistory
| Educatioralinstitu..
| EducationsndRefere...
| Bowernment
| HesthAndMedicines
| Science
| SearchEngines
| Spirituality
| Wehicles

[ Anvowed [ Blocked

Partial {Z} Click the icon to set Time Controls

Screen- Website Category List
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4. Click the Website category, which you want to allow or block.

B anowed [ Blocked Partial {ij Click the icon to set Time Controls

Screen- Block Website Category

5. Click ] to configure time-based Internet access.

Settime to access Vehicles category

AM PM
Day / Time

Sunday
Monday
Tuesday
Wednesday

Thursday
Friday
Saturday

| OK | Invert Selection

0 11 1214 2 3 4 5 10 11 0

B svowea [ Biocked

Screen- Schedule Website Category Access

27



SOHO

IJ|||[ od Tru n er.ausmrm

User Guide

Strict Minimal o Safe Surfing o)

Wehicles

B ruowed ] Blocked Partial {3j Click the icon to set Time Controls | 0K |

Screen- Customized Website Category Access

¢ |want my employee ‘A’ to be allowed access to www.facebook.com but | do not want her
to access other social networking websites. Is it possible?

Log in to NetGenie with administrator credentials.

Add or Edit the user that has been created for your employee.

Click Website List, specify www.facebook.com under Allow Websites list and click OK to save
changes in Website access.

Click Website Category List , block Social Networking web category and click OK to save
changes in Website Category.

Click Apply to save over all access changes.

wnh e

e

o

¢ |want to allow my employees accessing game sites after office hours. What should | do?
OR

e How can | apply time-based Internet access?

You can configure time-based access for Games Web category.
Log in to NetGenie with administrator credentials.

Add or edit the user that has been created for your employee.
Click Web Category List to edit access settings.

Click ﬂ against Games category to apply time-based access.
Click the time slots between 6 PM to 11 PM. It will turn green.
Click OK to save the changes.

ougkr whE
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Settime to access Games category |

Lo, ¢ Uiie nnM1234557391011:):‘1234557391011
suncy  [HIHININNENEN L[]
vendy [N NEN NN
Tuesdoy [N NI I 0 I I O L]
Wednesday - -

Thursday --------- ---

Friday EEEEEEEEN

oo | | | [ [ [ [ ||

B siowed [ Blocked

Screen — Time based Web Category Access

e I'mreceiving “Blocked Website” message when I try to access www.google.com through
NetGenie. Is there any way one can allow access to the blocked website(s) from the
authentication page?

NetGenie displays a “Block Website” message if it finds any content of specified websites
inappropriate.

The error page reflects NetGenie’s Web categorization for the given URL, which helps users

understand the reason why it was blocked. However, if you feel that the specified website is not
potentially harmful, you can access it by logging in as a different user or acquiring permission

from the administrator who can use his/her administrator credentials to give you access.
Blocked

NetGenie thinks this website may Cyberoam
be inappropriate for you ! m

james

Blocked Website T
www.google.com Get permission to access W

Blocked Website Category

SearchEngines Admin

Username

- - Password
Login as a different Liger

1@,
@

Screen — Access Blocked Website

The following steps allow you to access the blocked website(s) using administrator credentials:
1. Specify administrator username and password.
2. Click Proceed.
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|||||.rl:ms [r:|..-.\l rl,.l...-<..|n ment
F —
Blocked

NetGenie thinks this website may Cyberoam
be inappropriate for you ! m

james

( e
|~ Blocked Website -
~ www.google.com Get permission to access W
\'“‘ Blocked Website Category

SearchEngines .
4 Admin admin

Username
[TT11T]

Password
o Login ag a different Lizer
| S | Proceed |
I

Screen — Administrative Credentials

Blocked

NetGenie thinks this website may Cyberoam
be inappropriate for you !

james
f e
| _—~ Blocked Website o
. www.google.com Get permission to access W
| ™ i :
N Blocked 'l.-'q:l'eb5|te Category Arccess allowed to website.
SearchEngines . . .
Please wait redirecting to site.
Admin admin
Username
Logi diffi tL
{L ogin as a different Liser Password Py

Screen — Website Redirection

e | want to know the categorization for a Website. Is there any way to know the same using

NetGenie?

Yes, NetGenie's Search Category feature allows you to find out the categorization for any given
website URL.

1. Log into NetGenie with administrator credentials.

2. Goto Internet Controls —» Search Category.

3. Specify the website URL in the given textbox.

4. Click Search to find out the categorization of the specified website URL.

The search result displays userwise allow/block status of a specified Website URL.
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Search Category
Entervehsite techrepublic.com m

User wise Allow / Block Wehsites

User Category Status
Tarm InformationTechnalogy Allowed
Jane InformationTechnolooy Blocked

Screen — Search Category

Once you find out the Web category for a specific Website, you can apply time-based controls

over that category.

| want to allow only Yahoo Messenger to my employee ‘A’, that too in the evening between

610 9. | also want to block any other chat messengers, what should | do?

You can customize application access for your employee. Please follow the steps given below:

Log in to NetGenie with administrator credentials.
Add or Edit the user that has been created for your employee.
Click Application List to edit application access settings.

wnN e

T T

ging [IM] &

— 3

[ ~itowed [ Blocked Partial {&j Click the icon to set Time Controls

Safe Surfing

)
e

o

Screen- Application Category List
4. Expand Instant Messaging (IM) application category.
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Instant

T T
= e

[ ziowed [ Blocked Partial {ij Click the icon to set Time Controls [ oK |

Screen- Application List
5. Click Yahoo Messenger to allow access. It will turn green.

B anowed [ Biocked Partial {5 Click the icon to set Time Controls [ 0K |

Screen- Allow Application

6. Click & against Yahoo Messenger to apply time-based access and select the time slot
when you want her to access Yahoo messenger.
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B svowed [ Blocked o

AM PM
Day ! Time

o
-
=
=
=
-
=
-
-
-
[x]
-
ra
wa
=
o
=
-
-
=

Sunday
Monday
Tuesday
Wednesday
Thursday
Friday

N v
saturcay |5 1

m e election

Screen- Schedule based Application Access
7. Click OK to save the changes.

B Asnowed [ Biocked Partial {ij Click the icon to set Time Controls [ OK |

Screen- Customized Application Access

e |am not able to access the Internet using my smartphone, why?

There can be several reasons for this. Please check the following things are configured properly:
1. Enable smartphone Wi-Fi

Please make sure that Wi-Fi is enabled in your smartphone.

2. Enable NetGenie WPS

Please check that WLAN/WPS LED of your NetGenie appliance has turned green which means
WPS is ON in your NetGenie appliance.

3. Correct Pass Key

Please make sure that you have entered correct pass key to access the NetGenie network. Look
for a sticker at the bottom of the appliance for pass key specific to your appliance.
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4. Enable UPnP

By default, UPnP is enabled in NetGenie.

1. Log into NetGenie with administrator credentials.

Go to Security - UPnP.

Click checkbox against Enable UPnP, if it is disabled.
Click Apply.

PN

UPnP

¥ Enatle UPnP |:|

Screen- Enable UPnP

5. Single Window Supported Browser

There are chances that your smartphone may not support multi window browsers which means

you will first need to exit the authentication window in order to surf the Web.

If the problem persists, please contact NetGenie Customer Support Center for assistance.

| want to allow or block some websites for all users; do | need to individually configure this

setting for each and every user?
OR

Is there any way to allow/block websites globally?

No, you do not need to individually allow or block websites for each and every user.
1. Log in to NetGenie with administrator credentials.

2. Goto Internet Controls -» Website Exceptions to allow or block one or multiple

websites globally.

3. Click ka2 to add or l=! to remove Website(s) in globally allowed or blocked list.
4. Click Apply to save changes.

Website Exceptions

@ Block Websites sl \\f Allow Websites

=

" opy |

Screen- Website Exceptions

Does NetGenie allow access to uncategorized websites?
OR

How can | block the websites, which are not categorized by NetGenie?

By default, NetGenie allows access to those Websites, which are not categorized under
NetGenie's Web filtering database. To block access to uncategorized Websites,
1. Log in to NetGenie with administrator credentials.
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2. Goto System — Overview.

System Information
Active Connection(s) 49
Firrmaare Wersion 115-20110618-MG11EH
S5 20U 2V IME-ACA-FD 40
Security Status
Farnily Protection Connected Allowe un-categorized websites |7|
Anti-Virus oM
Lip file Scan (] ]
Intrusion Prevention 2k
Application Contrals (] ]
Weh Protection oM
Activity Reparting (] ]

Screen- Allow uncategorized Websites
3. Uncheck the option to allow uncategorized websites.

System Information
Active Connectionis) 40
Firmware Wersion 115-20110618-MG11EH
S5M 2L 2 M E-KACS-FD 40
Security Status
Farnily Protection Mot Connected | Allowe un-categotized wehsites [ |
Anti-Wirus oM
Zip file Scan oM
Intrusion Prevention oM
Application Controls [y
Web Protection oM
Activity Reporting [y

Screen- Block uncategorized Websites

e What if one of my employees forgets their password?

In such a scenario, you will have to reset the password for that employee.

1. Log in to NetGenie with administrator credentials.

2. Goto Internet Controls and select the user for whom you want to reset the password.
3. Specify new password and confirm.

4. Click Apply to save the changes.

e |lam atraveler and use USB modem to get Internet access; can NetGenie ensure me safe
Internet?

Yes, please refer to Configure USB modem section for details.

e My ISP has given me an IP address, where do | need to specify the same in NetGenie?
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Please refer to Configure Static Internet Connection section.

Device Whitelisting

e How do | make sure that every time | login using my laptop, | do not have to see the
authentication page?

OR

e |do notwant to authenticate every time | try to access the Internet using NetGenie. What
should I do?

You need to whitelist your laptop or other web device in order to avoid the authentication page
each and every time.

If you are logging in as an existing user, please refer to User Internet Access section to learn how
to whitelist a device.

OR
Log in to NetGenie with administrator credentials.
Goto Internet Controls —» Device Whitelist.
Specify MAC address of your laptop/smartphone.
Specify description if required.
Click Add to whitelist your laptop/smartphone.
Follow step 3 to 5 if you want to whitelist other devices.

ogkrwn

Device Whitelist

Add one device at a time
Device MAC Address 00:11:11:C8:5G:E (Ex. 001 2;34:56: 78:9.4)

Description htyehdachine

|

Add Multiple Devices From Network Heighborhood

a0:11:11:C8:56:65 10103.3.4A
2 00:90:FB:30:458:08 10103.3.1 l_
| PRV
Whitelisted Devices Maximum Whitelisted Dexvices: 10
I S S S
00:19:01:96:56:28 10.1.1.14
| s |

Screen —Device Whitelist
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System

e How do I change my NetGenie administrator password?

It is recommended to change NetGenie administrator password as soon as you log in for first
time.

1. Log into NetGenie with administrator credentials.

Go to System — Admin Password.

Specify NetGenie's current password.

Specify new password to access NetGenie. It can be 16 characters long.

Confirm new password.

Click Apply to save the changes.

SUTAWN

Admin Password

Old Passward [ TT11]
Mewy Fassword  TTTITTTT] (Mazimum lencgth: 167
Confirm Password  TTTITTTT] [ Macimum lencth; 16

Aoy |

Screen- Change Administrator Password

e How can | view system and security status of my NetGenie Appliance?

You can view system and security module details from System — Overview page.
This page displays following details of NetGenie appliance:

System Information
e Active Connection(s) — Number of connections to the NetGenie appliance.
e Firmware Version — Firmware version running on your NetGenie appliance.
e SSN - Unique SSN number which is used NetGenie support team to identify your NetGenie
appliance.

Security Status
e Internet Controls — Status of Internet Controls module
Anti-Virus — Status of Anti-Virus service
Zip File Scan — Status of zip file scanning
Intrusion Prevention — Status of Intrusion Prevention service
Application Controls — Status of application controls
Web Protection — Status of Web Protection service
Activity Reporting — Status of logging and reporting service
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System Overview
System Information
Active Connectiongs) 50
Firrmaare Wersion 1032-20110618-MG11EQ
S5 QGMNR-ED44-5LUHO- R 2L
Security Status
Internet Controls Connected Mlow un-categorized websites W
Anti-Wirus on
Zip file Scan on
Intrusion Prevention oM
Application Cantrols ]}
Weh Protection oM
Activity Reparting [y

Screen- System Overview
Networking

e How many computers or devices can be connected wirelessly to NetGenie at the same
time?
A maximum of twenty (20) devices can be wirelessly connected to NetGenie at any instance.

e Internet access through my NetGenie appliance has stopped. What should 1 do?

You need to restart your NetGenie appliance in order to get back Internet access.
1. Log into NetGenie with administrator credentials.

2. Goto System —»Restart Device to restart your NetGenie appliance.

3. Click Reboot to restart your NetGenie appliance.

Restart Device |:|

Screen- Restart NetGenie Appliance

Note:

This action will only restart your NetGenie appliance. To reset appliance to factory default
settings, keep the reset button (positioned next to the WPS switch of your appliance) pressed
for 5 seconds. While doing so, all past upgrades and configurations will be lost.

e How do | know that my NetGenie is having Internet connection?

Check the WAN LED of your NetGenie appliance. If it blinks green, it means your NetGenie
appliance is able to connect to the Internet.

e How can | verify that my NetGenie appliance is Wi-Fi enabled?
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By default, NetGenie appliance(s) are wireless enabled.

Check WLAN/WPS LED of your NetGenie appliance. If it blinks green, it means Wi-Fi is enabled

in your NetGenie appliance. If it does not, then follow the given steps:

1. Log into NetGenie with administrator credentials.

2. Goto Network Settings — Wireless and select the checkbox “Enable Wireless” to
enable wireless connectivity in your NetGenie appliance.

3. Click Apply to save the changes.

Wireless

M Enable Wireless

Metwirk Mode 80211 BIGIN mixed mode j

SsID MetGenie §-63 alphanumeric characters only

Hide 551D Disable hd

Fregquency Alto Channel j

Security Mode WiPA_PSE+HWPAZ_PSE j

WA Algarithms TEIF+AES j

WPA ey (1111111 G~63 azcii characters § 8~64 hex numbers

I Show Password

ooy

Screen- Enable NetGenie Wireless

e How can | wirelessly connect my laptop to NetGenie?
To connect NetGenie wirelessly, you should have a wireless network adapter-enabled laptop.
When your laptop starts, it will automatically detect the wireless network (also called SSID)
named “NetGenie”. Click the network icon in your machine's system tray (bottom-right of your
screen) and select “NetGenie”. After selecting “NetGenie”, you will be asked to enter the
Security/Pass Key printed on the sticker at the bottom of your appliance. This will connect you to
the NetGenie appliance over Wi-Fi.

e Can linsert my telephone cable directly to my NetGenie appliance to access Internet?

No, you need to connect ADSL Router/Cable modem with NetGenie appliance in order to access
Internet.

e | do notwant others to see my network due to security reasons. Is there any way to hide
visibility of my network to wireless users?
Yes, you can hide your network from other wireless users. Follow the given steps below:
1. Log into NetGenie with administrator credentials.
2. Goto Network Settings —» Wireless.
3. Enable “Hide SSID".
4. Click Apply to save the changes.
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Wireless
M Enable wireless
Metwirk Mode 80211 BIGM mixed mode j
S50 MetGenie §-673 alphanumeric characters only
Hide S5ID Enable ~|
Fregquency Alto Channel j
Security Mode WiPA_PSE+HWPAZ_PSE j
WA Algarithms TEIF+AES j
WPA ey (1111111 G~63 azcii characters § 8~64 hex numbers
™ Show Password
" aonty

Screen- Hide SSID

Can | change the name of my Network?

Yes, you can change the name and password of your network.

Log in to NetGenie with administrator credentials.

Go to Network Settings — Wireless.

Specify new name of your network in SSID field.

Select checkbox “Show Password” to view current password.

Specify new password for your network in WPA Key field.

Uncheck the checkbox “Show Password” to display bullets as placeholder instead of real

1.

ook wn

=

password.

Click Apply to save the changes.

Wireless

M Enable Wireless

Metwork Mode
S5ID

Hide 5510
Fregquency

Security Mode

WWPA Aloarithms

WWPA ey

202171 BIGM mixed mode j

byl etweark, I 8-63 slphanumeric characters anly
Enable j
Auto Channe j
WA PSKHVPAZ_PSK j
TKIP +AES |
| L L Ll L L L | g~63 ascii characters f 5~64 hex numbers

I Show Password

oy —

Screen - Change SSID
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e Does NetGenie protect my network from viruses and other malicious software?
OR

e |want to protect my network from viruses. What should | do?

NetGenie appliances are shipped with in-built Anti -Virus and Intrusion Prevention capabilities.
1. Log in to NetGenie with administrator credentials.

2. Goto Security —» Anti-Virus and Security — Intrusion Prevention to check the
status of anti-virus and IPS services.

These services are enabled by default but you can disable (not recommended) them.

Anti-Virus

¥ Enable Anti-virus Protection Show advanced settings T

Screen- Enable Anti-Virus Protection

Intrusion Prevention

¥ Enabla Intrusion Prevention Show advanced settings —\

Screen- Enable Intrusion Prevention

e What is the frequency of malware signature updates? Can | customize it?

NetGenie malware signature database automatically updates every 6 hours. However, you can
change the mode of signature update and its frequency from System — Signature Updates
page.

Signature Updates

Module Version
Antivirus 3.0.336
Intrusion Prevention 2063
Application Controls 2063
Weh Protection 1.0814
Configuration

Last Update Checked On aoniezo1zzs [UTECI
Check for Updates Every & hours ~| |____‘
Auto Update Enabled [ TR

HTTE Prowy @ pisable € Enable Aoy |

Manually Upload Signature

Signature Filel Browse . | :

Screen- Signature Updates
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e Can | manually update malware signature database?

Yes, you can manually update NetGenie malware signature database if you do not want to wait 6
hours to get the updated signatures.

1. Log in to NetGenie with administrator credentials.

2. Goto System — Signature Updates.

3. Click Update to manually update signature database.

Signature Updates

Module Yersion

Antivirus 3.0.336

Intrusion Prevention 2063

Application Controls 2063

Wiiak Protection 1.0514

Configuration

Last Update Checked On 2011508530 12:24
Check for Lipdates Every G hours j

Autn Update Enapled [l ]
HTTPProwy @ pisanle © Enable " appy |

Manually Upload Signature

Signature File| Browse.. | E

Screen- Manual Signature Update

e How can |l upgrade my NetGenie appliance with malware signature updates if | am not
connected to Internet?

NetGenie provides the option to manually upload malware signatures. You can download them

from download.netgenie.net when you have Internet connectivity and store them in your machine

for later use. Whenever you want to manually upload signature files,

1. Log in to NetGenie with administrator credentials.

2. Goto System — Signature Updates.

3. Under Manually Upload Signature section, browse signature files from the machine, which
you want to upload.

4. Click Apply.
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Signature Updates

Module

Antivirus

Intrusion Prevention
Application Contrals
Web Protection

Configuration

HTTF Prowy @ pisable © Enable

Manually Upload Signature

Yersion
30336
2063
2063
1.0514

Last Update Ghecked On ao1i08a0 1224 QUSR]

Check for Updates Every B hours

Auto Update ST Bisabie |

= T
ooy

|Signature File |D:\NeanIdeV\NewFDIdeV\NewTenDDcun Eirc:wse...l Ml

Screen- Upload Signature File

Upgrade, Back-up, Restore

e How can I check availability of upgrade(s) available for my NetGenie appliance?

Visit one of the following websites to get the information regarding signatures and firmware
upgrades available for your NetGenie appliance.

e http://customer.netgenie.net/
e http://download.netgenie.net/

e Can | apply downloaded firmware upgrade(s) to my NetGenie appliance?
Yes, you can take the back-up of your current NetGenie configuration so that it can be restored at

a later stage.

1. Log in to NetGenie with administrator credentials.
2. Goto System — Firmware Upgrade.
3. Browse the firmware file stored in your machine.

Firmware Upgrade

Lpload Firmmware

ID:"-,NEW FoldetMew FoldedMew Text Docurr . Browse.. |

& Retain Current Configuration

" Reset Configuration

Aoy |

Upload Firmware

4. Select ‘Retain Current Configuration’ option if you want to retain all configuration changes
made by you in various modules of NetGenie or else click ‘Reset Configuration’.

5. Click Apply.

e Can | save my current NetGenie configuration for future use i.e. in case of system crash or

change in settings?

Yes, you can take the back-up of your current NetGenie configuration and restore it at a later

stage.

1. Log into NetGenie with administrator credentials.

2. Goto System — Config Manager.
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3. Click Export to download the current configuration of NetGenie appliance.

Configuration Manager

Configuration Export

Diowenload configuration file

Configuration Import

Upload profile and restore ; ('I'G?_')l Browse.. |m

Configuration Profile Manager

Diefault Profile Factory Default Config m
Frofle] M M M

Screen- Configuration Back-up

Opening 201 10720_netgenie_config ﬂ

You have chosen to open

Frofile2

Frofile3

ilili

20110720_netgenie_config

which is ! applicationForce-download
Fram: hebp:ff10.1.1.1

—What should Firefox da with Ehis File?

" Open with Browse. .. |

{* i Save File |

[ Do this automatically For files like this From now on.

Ik I Cancel

Screen- Save Configuration Back-up

Note:
The back-up file will be a TGZ file.

e My system is crashed but | do have configuration back-up | took a few days back. What
should | do to restore my NetGenie settings:

OR

e How to restore configuration back-up in NetGenie appliance?

To restore NetGenie configuration,

1. Log in to NetGenie with administrator credentials.
2. Goto System — Config Manager.

3. Browse the back-up file stored in your machine.
4. Click Upload to restore back-up.
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Configuration Manager

Configuration Export

Diownload canfiguration file :m

Configuration Import

Upload profile and restore ; (TGS |D:\New FoldefNew Foldet\Mew Text Docurr Browse.. |m

Configuration Profile Manager

Default Profile  Factory Default Config m

Froflet [ Create | | Restore J" Export | Delete |
Frofle: [ Create | | Restore | Export | Delete |
Frofile [ Create | | Restore | Export | Delete |

Screen- Restore Back-up

e How can I restore Factory Default Configuration?

There are two ways to restore NetGenie's Factory Default configuration:
Keep the reset key (given next to WPS switch of your appliance) pressed for 5 seconds.
OR
1. Log in to NetGenie with administrator credentials.
2. Goto System — Config Manager.
3. Click Restore for Default Profile - Factory Default Configuration under Configuration Profile
Manager section.

Configuration Manager

Configuration Export

Ciownload configuration file :m

Configuration Import

Upload profile and restore ; (TGZjll Browse.. |m

Configuration Profile Manager

Ciefault Profile Factory Default Config ml

o] | Create | Restore | Export | Delete |
Frofles | Create | | Restore | Export | Delete |
Froied | Create | Restore | Export | Delete |

Screen- Restore Factory Default Configuration

¢ How many configuration snapshots can | store on NetGenie appliance?

You can create and store a maximum of 3 (three) configuration snapshots on NetGenie
appliance.

1. Log into NetGenie with administrator credentials.

2. Goto System — Config Manager.

3. Specify name of the profile to be created under Configuration Profile Manager section.
4. Click Create to store configuration snapshot on NetGenie appliance.
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Configuration Manager

Configuration Export

Ciownload configuration file :m

Configuration Import

pload profile and restore (‘I’GZ)l Browse.. |m

Configuration Profile Manager

Ciefadlt Profile Factory Default Config m
Frofles | Create | | Restore | Export | Delete
Frofles | Create | | Restore | Export | Delete

Screen- Create Configuration Profile

Configuration Manager

Configuration Export

Download configuration file m

Configuration Import

Jpload profile and restare : (TGZ)I Browse... |m

Configuration Profile Manager

Default Profile Factory Default Config m
Profilel Internettantrols “Restore | Export | Delete |

Profile2 Security

Frofile3 Metwiorks

Screen- Configuration Profiles

You can restore and delete any of these configuration profiles as and when required.
You can also download these configuration profiles on your machine for future use.

Logs and Reports

e | want to find out which websites are being accessed by my employees in my absence.
How can | check it?

NetGenie provides a wide range of logs and reports — user-specific web activity reports, malware
and intrusion prevention reports, application usage reports and a lot more.

Go to Logs and Reports —» Web Activity to view the list of websites visited by your
employees.

Web activity report displays accessed URL names corresponding to the user and source IP
addresses along with dates, time, categories and actions taken.

You can perform search queries in the Web activity logs based on dates and keywords.
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Web Activity

Date: (MMDD)  Keyword: L___.A M
Date  Time Source User URL Category Action
Oyr2a 178308 101114 james toolbargueries.goodgle.comithr?  james_wl ALLOWY
07/25 175308 10.1.1.14 james toolbargueries.google. comitbr?  jarnes_wl ALLOWY
0728 175308 101114 james wwyw.google.co.inf SearchEngines BLOCK
Q728 175308 101114 james wwww.google.cami james_wil ALLC
Orr2a 178249 101114 james toolbargueries.goodgle.comithr?  james_wl ALLOWY
Q728 175248 101114 james toolbargueries.google.comfthr?  james_wl ALLOWY
07r2a 178248 101114 james www.google.coind SearchEngines BLOCK
Q728 175248 101114 james wwww.google.cami james_wil ALLC
Oyr2g 17a241 101114 james 192.168.7.50:808005 oftwarelSit Mane ALLOW
Qrres A7A228 101114 james toolbargueries.google.camithr?  james_wl ALLOWY
Oyr2g 178228 101114 james toolbargueries. google. comitbr?  jarnes_wl ALLOWY
Qrr2a 178227 101114 james toolbargqueries.goodgle.comithr?  james_wl ALLOWY
0725 17:52:27 101114 james www.google.co.ins SearchEngines BLOCK

Screen — Web Activity Report

e From where can | see overall Internet traffic passing through my NetGenie appliance?

You can get required information from Logs and Reports — Statistics page. This page
displays Internet traffic statistics for different security modules of NetGenie.

Statistics

Internet Controls Statistics
Websites Filtered: 13

Intrusion Prevention Statistics

Inzpected TCP Packets 37906

Inspected LIDP Fackets 130454

Inspected LIRI Mumber 4616
Anti-Virus Statistics

Inspected Packets 44368

Scanned Files ITTE

Infected Files 1]
Web Protection Statistics

VWehsites Inspected: QY76

Malicious Wehsites blocked: 1]

Screen — Network Statistics

e |wantto find out which applications are being accessed by my employees in my absence.
How can | do so?

Go to Logs and Reports — Application Activity to view the list of websites visited by
your employee.

Application activity report displays accessed application names corresponding to the user and
source |IP addresses along with dates, time, categories, actions taken, messages and severity.
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You can perform search queries in the Application activity logs based on dates and keywords.

Application Activity
Date: (MMDD) - Keyward: “Search |l Clear Logs |
Date Time Source Destination User D Message Action Severity
07025 17.86:01 B9.171.228.40:443 1011144680  james 8800456 [ACL]Social Web Site Facebook SEsr:iF;un Loy
07025 178535 69171 228400443 1011144673 james 8800446 [ACL]SocialWeb Site Facebook SEsr:iF;n Loy
07025 17:55:09 69171 22814:443 1011 14:4662 james 8800456 [ACL]SocialWWeb Site Facebook SEsr:iF;n Ly
0725175443 6B9.171.22814:443  101114:4655  james 8800456 [ACL]Social Web Site Facebook SEsr:iF;n Loy
o ; . ) [ACLICHAT Skype 4.0 LUDP Drop
0725178419 10111463282 107.21457.48:4593 james 8800423 Datafl Y Lo
0725175419 69171 22915:443 1011 14:4648  james 8800446 [ACL]SocialWeb Site Facebook Snlajsr:i%n Loy
. ; . ) [ACLICHAT Skype 4.0 LIDP Drop
07251758417 10111463282 B6.168.41.136:5915 james 8800423 Datafl . Loy

Screen — Application Activity

e From where can | view details of viruses detected by NetGenie?

Go to Logs and Reports — Anti Virus to view the list of all viruses detected and blocked by
NetGenie. This page provides information of detected viruses based on protocols used to transmit
them.

Anti Virus logs display names of malware and malware files along with sources, destinations,
dates, time, users and actions taken by the NetGenie anti virus engine.

HTTP
HTTR

Date: (MMIDD)  Kevword: |
Date Time Source Destination User Malware File Action
07128 191214 188.40.238.250080 10.1.1.14:1988 EICAR-Test-File 86-0-Intended-use.html  Destray Files

Screen — HTTP Virus
FTP
FTP

Date: (MDD Keyword:
Date  Time Source Destination  User Malware File Action
orze 171411 101036 107:659146 101.1.11:4200 EICAR-Test-File J/homefvinodfdirusSamplesiirus  Destroy Files

Screen — FTP Virus

e Can | have visibility of users who are accessing Internet through NetGenie?

Yes, you can view details of live users from Logs and Reports —» Connected Users page.
This page displays details of connected DHCP clients and logged in users.
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DHCP Clients

This page displays DHCP host name, MAC address and IP address of accessing device and time
when the DHCP client will try to renew the leased IP address.

Live User
DHCP Clienit=
Hosthame MAC Address IP Address Expires
* 98:0c:8210:713. 101110 2011/01001 09:59:14
= Qo742 el fbhe 10.1.1.11 201101001 095716
mapals 00:193:d1:96:56:28 101114 2011019001 09:32:02

Screen — DHCP Clients
Logged In Users

This page displays a list of users along with IP address and login duration.

Live User
Lagged In Users
User Hame IP Address Logged-in Since
Tarm 101.1.14 2011001701 05:56:00
James 10.1.1.11 2011001701 058741
Boh 10.1.1.10 2011701501 05:49:55

Screen — Logged in Users

e How can | view details of Intrusion attempts detected by NetGenie?

Goto Logs and Reports — Intrusion Prevention to view the list of all intrusion attempts
detected and blocked by NetGenie.

Intrusion Prevention logs displays intrusion prevention signature ID along with source, destination,
date, time, user, message, severity and action taken by NetGenie intrusion prevention engine.

Intrusion Prevention

Intrusion Prevention

Intrusion Presvention

Ltz (WMDD)  Keyword: “Search || Clear Logs
Date  Time Source Destination User 1D Messane Action Severity
01/01 05:55:43 154 150.254 1980 10.1.1.14:0 James 8003611  ICMF Time-To-Live Exceeded in - Fass  Lowest
01/01 05:32:20 101.1.14:0 17217 16.250:0 80037496 ICMP L3retriever Ping Pazzs Lowest

Screen — Intrusion Prevention

Traffic Anomaly

49



2OHO

B e v e User Guide
Unified Threat Management
Intrusion Prevention
Irtrusion Prevention Traffic Anomaly Frotocol &nomaly Wish Protection
Date: (D) Keyword: " Search |l Clear Logs |

Date Time Source Destination User ID Message Action Severity

a3t 11:04:30 101.1.14:0 10103.3.166:0 11 UDF Part Sweep Pass Loy

o1 N6:16:42 101.1.14:0 10103 3.166:0 11 IUDF Fart Sweep Fass Loy

01401 05:52:08 10.1.1.14:0 110.67.127.94:0 11 UDP Port Sweep Pass Loy

01 05:40:34 10.1.1.14:0 63.245.209.11:0 3 TCF Port Sweep Fass Loy

Protocol Anomaly

Screen — Traffic Anomaly

Intrusion Prevention
Intrusion Prevention Traffic &Anamaly Protocal Anomaly
Date: (MMDD)  Keyword: | search _{'Clear Logs |
Date Time Source Destination User ID Message Action Sewerity
011 082706 10.1.1.11:49408 7412523610780 1 NS-UMICODE-CODERPOINT-EMCODING  FPass Loy
011 054348 1011141288 B7.195186.236:80 15 MOM-RFC-DEFINED-CHAR ATTACK Fass Loy
01501 05:40:51 10.1.1.14:0 381271971470 a7 TCP Options Ohsolete found. Fass Loy
01 0540581 1010141151 T4125.236123:80 15 MOM-RFC-DEFINED-CHAR ATTACK FPass Loy
01/1 0540051 1011141148 74.125236.123:80 15 HNOMN-RFC-DEFINED-CHAR ATTACK Pass Loy
01/ 0540051 1011141147 7412523612380 14 MHOM-RFC-DEFINED-CTHAR ATTACK Pass Loy
01/01 054044 1011141121 54.94 107 24:80 2 II15-BACKSLASH-EVASIOMN ATTACK Pass Loy
01/01 0540044 1011141121 F4.94 107 24:80 T LTF-8-EMCODIMNG ATTACK Pass Loy
01/01 0540044 10.1.1.14:1121 £4.94 107 2480 B MOM-RFC-HTTP-DELIMITER ATTAC K Pass Loy
011 054044 1011141121 £4.94107.24:80 2 L-ERCODIMG ATTACK Fass Loy
0101 0540044 101.1.14:1121 B4.94.107.24:80 1 NS-UMICODE-CODERPOINT-EMCODING  FPass Loy
Screen — Protocol Anomaly
Web Protection
Intrusion Prevention
Intrusion Prevention Traffic Anamaly Protocol Anomaly ‘Weh Protection
Date: (MMDD)  Keyword: “Search || Clear Logs
Date Time Source Destination User Message Action Severity
Q726 111914 10.1.1.14:1908 T4.125236.80:80 = Destroy High
Q7i2eE 111840 1011141808 T4.125236.80:80 - Destroy High
0101 05.39:48 1011141187 T4.125236.81:80 - Destroy High
011 05:38:20 1011141091 T4.125236.81:80 - Destroy High
0101 05381 10.1.1.14:1188 74.125.236.81:80 - Destroy High
0101 05:38:11 1011141187 T4125236.81:80 - Diestroy High
01501 05:38:11 10111741091 T4125236.81:80 - Diestroy High
o101 05:36:48 1011141091 74125 236.81:80 - Destroy High

Screen — Web Protection
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e | have set time as per my local time zone but why is NetGenie still not showing it?

NetGenie communicates with NTP servers over Internet to update system time. If NetGenie does
not have Internet connectivity, system time will not be synchronized with NTP server. Hence,
perform the following checks:

e WAN cable is properly connected to NetGenie WAN socket.

e WAN port is blinking green.

If you are sure that NetGenie appliance is able to connect to the Internet, please click Sync Now
to synchronize NetGenie appliance system time with NTP server otherwise you can manually set
date and time.

e Can | send NetGenie logs to third party server?

Yes, you can configure your NetGenie appliance to send logs to an external syslog server.
1. Log in to NetGenie with administrator credentials.

2. GotoLogs and Reports — Configuration.

3. Specify name or IP address of the external syslog server.

4. Specify port number in the range of 1 to 65535. Default port number is 514.

Configuration

System Log
Syslog Server 10112 (Mame ar 1P
FPorti1-659539) 514

ooty

Screen — Syslog Configuration
5. Click Apply to save the changes.
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e |s there any way to turn off NetGenie's logging feature?

Yes, you can disable NetGenie's logging feature (not recommended) by the following steps:

1. Log into NetGenie with administrator credentials.
2. GotoLogs and Reports —» Configuration.
3. Select checkbox ‘Disable all logs’ to stop NetGenie's logging and reporting engine.

Disahle all logs

W Disable all logs |:|

Screen — Disable Logging
4. Click Apply to save changes.

Some Advanced Configuration

Pre-requisite:
This section requires basic understanding of networking concepts.

This section explains NetGenie's advanced security configurations that includes firewall, port
forwarding, granular anti virus, custom Intrusion Prevention System and many more.

e Does NetGenie prevent my network from Web as well email-based viruses? What happens
when NetGenie encounters any Virus?

Yes, NetGenie ensures clean Web and Email traffic. NetGenie scans all incoming and outgoing
traffic over Web and Email.

In case of malware occurrence, NetGenie logs the malware and cleans it. However, you can
change the course of action to be taken to deal with malware (though it is not recommended).

1. Log into NetGenie with administrator credentials.
2. Goto Security — Anti Virus.

¥ Enable Anti-virus Protection Show advanced settings

Screen- Enable Anti-Virus Protection

3. Expand ‘Show Advanced Settings’ drop-down. Under Action Configuration section, you can
change actions to be taken on malware.
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¥ Enable ZIP File Scanning
| lgniore: Followeing File Extenzion
Arction
Frotocol
Scan and Log Scan and Clean
FTP 72 7
HTTF 72 i
POP3 72 I
SMTF v ¥
IMAF 4 v ¥
TCP STREAM ¥ 3
Action
Categoary
Scan and Log =can and Clean
Spy v ¥
Wirus v v
Action
Clutbreak
Scan and Log Scan and Clean
KL v WV
s v ¥
Action
Severity
Scan and Log Scan and Clean
High I ¥
Mediurm 7 Il
Lo 7 i
Restare Default Anti-virus Settings |:|

Screen- Anti Virus Action Configuration
4. Click Apply to save changes.

| do not want NetGenie to scan MS-Word documents for viruses, is it possible?

Yes, you can customize anti virus protection cover provided by NetGenie. Please follow the given

below steps to do so:
1. Log in to NetGenie with administrative credentials.
2. Goto Security —» Anti Virus.
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¥ Enable Anti-virus Pratection Show advanced settings ~

Screen- Enable Anti Virus Protection

3. Expand ‘Show Advanced Settings’ drop-down, click ‘Ignore Following File Extensions’ tab and
select checkbox against Microsoft Word Document.

W' Enable ZIP File Scanning
Action Configuration | lgnare Fallawving File Ext
File Type [gnore Extensions
Executable file [ BHE COMm
Cynarmic Link Likrary r Adll
Web pages [ hitml bt xhtrml  shtmil
Textfile r it
Microsoft Word document ¥ doc .dot
Microsoft Excel document r xls
Microsoft PowerPaoint
docurment r i
Screensaver r SLF
Microsoft Wisual Basic
scripts r e
Microsoft HyperText
Template - it

Screen- Advanced Anti Virus Settings
4. Click Apply to save changes.

e What does NetGenie offer under Intrusion Prevention System?
NetGenie’s Intrusion Prevention System is a signature-based system, which performs following
security checks to prevent your network from malicious traffic.
e Protocol Anomaly Detection
e Port Scan Prevention
e Traffic Anomaly Detection
e Web Protection

You can enable or disable above components as and when required.

1. Log into NetGenie with administrator credentials.
2. Goto Security — Intrusion Prevention.
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¥ Enable Intrusion Prevention Show advanced settings

[ fpply |

Screen- Enable Intrusion Prevention

3. Expand ‘Show Advanced Settings’ drop-down, and change the default security settings if
required.

¥ Enable Intrusion Prevention Hide advanced settings

¥ Enable Protocol Anomaly Detection
W Enable PortScan Prevention

¥ Enable Traffic Anomaly Detection
M Enable web Protection

Aol

Screen- Advanced Intrusion Prevention
4. Click Apply to save changes.

e Can | customize NetGenie's intrusion prevention signatures?

Yes, you can change Action to be taken and Logging status of any intrusion prevention signature.
Please follow below steps to customize intrusion prevention signatures:

1. Log into NetGenie with administrator credentials.

2. Goto Security — Intrusion Prevention.
3. Expand ‘Show Advanced Settings’ drop-down. Under Signature Configuration section, you
can search intrusion prevention signatures based on the following criteria:
e Outbreak
e Severity
e Policy
e Platform
e |D or Name
4. Select the signature to be customized and change the Log status if required. Available
options:
e Log
e No
5. Change Action to be taken if required, Possible actions:
e Pass

e Drop Packet
e Drop Session
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Cdthreak J Severity J Falicy j

Platfarm | 1D or Hame
1021 Next ==»

Select

WEB-IIS cmd.exe WnMT,

8000002 4 cpsg L Attacks Win=Pr2000 —I Pass J

M soooopz oS EMTy Medium o, nggfzoon Lag = Pass -
WEEHIIS .

r 5000006 ngr;ns_éJScriptasp M Medium :‘E‘;KS mgggfzuun Log =] Fass id|
™ 8000007 ‘;‘;’Zig?de' N Severe sy wnioool 09 = Drap Packet =l
r  B000008 }';";iﬁ;'sc”rem” N Medium o L Lo =] Pass =
M sooooit e I;tSfp-:ount N Medium HocesE MR op L0 =] Pass =
r 8000015:?;?&!? tde-sreh Medium :‘gﬁks nggfzuun Log 7| Pass =
[l BDDDD1EE\;§3rﬂﬁwd atlempt hediurm :\titzt;ks WinMT Log LI Fass j

[ Aoty | Reset

Screen- Customize IPS Signatures
6. Click Apply to save changes.

e What is Port Forwarding? How can | configure port forwarding in NetGenie?

Port forwarding is useful when you want to keep unwanted traffic away from your network. It
allows you to use one IP address for all external Internet communications and hosting multiple
servers (Web, FTP and Gaming) with different IPs and ports internally. It will hide service(s)
running on your network.

To configure port forwarding in NetGenie,

Log in to NetGenie with administrator credentials.

Go to Security —» Port Forwarding.

Specify application name for which you want to create port forwarding rule.
Specify start and end ports for the application.

Specify IP address of the server where the application is hosted.

Click Add Service to create port forwarding rule.

oukrwnpE

Ponrt Forwarding
Add Port Forwarding Service
Application Mame wahoo
Start Port(1-65535) 434
End Port{1-65535) 500

Server P Address 101114

i SeRice”

Port Forwarding Service List Maximum Senvices: 10

n Application Name Start Port End Port Server IP Address Ml pelete

101.1.14

Screen - Port Forwarding
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Port Forwarding
Add Port Forwarding Service

Application Mame

Start Port(1-65534)

End Fort(1-65535)

Server IP Address

P SBFAES"

Port Forwarding Service List Maximum Sendces: 10

n Application Name Start Port End Port Server IP Address M pelete
1 88H 22 22 ||

10.1.1.14
[ 2 vahoo 434 500 10.1.1.14 r |

ApDY

Screen- Port Forwarding Rule
7. Select the checkbox “application name” if you want to delete the application and click Apply.

e Can | access NetGenie over Internet?

Pre-requisite:
You must know public IP address of your network provided by your ISP in order to access
NetGenie over Internet.

Yes, you can access your NetGenie appliance over Internet. Please follow given below steps:

1. Log in to NetGenie with administrator credentials.
2. Goto System — NetGenie Access.
3. Click checkbox against ‘Enable Access from Internet'.
4. Click Apply to save changes.
NetGenie Access
Laocal Metwark [P 10.1.11
Access from Local Metwark HTTPS & HTTF j
HTTFPS Fort 443
HTTF Fort al
Internet IP 10.103.3.43
W' Enable Access from Internet HTTPS & HTTP =
HTTFS Fort 443
HTTF Fort al

Screen- NetGenie Access
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5. Use your Internet IP address (public IP address provided by your ISP) to access NetGenie
over Internet. Please remember that if your Internet connection type is set to DHCP from
Network Settings — Internet then you will need to select your DNS server as Dynamic
DNS from Network Settings —-Dynamic DNS and register your public IP address with
the Dynamic DNS provider.

Dynamic DNS

M Enable Dynamic DNS Client
Service Type dyndns.arg =
Hosthame mypersonaldamain.dyndns.org
LIsernarne MyUSEMEame
Fassword [ TTITITITTITIT]

=

Screen- Dynamic DNS

e |s there any single page from where | can get the complete network overview?

Log in to NetGenie with administrator credentials and go to Network Settings — Overview.
This page displays following details of NetGenie network:

Internet
e Protocol Type — Internet connection type. Possible protocol types are
= DHCP
= Static
= PPPoE

= USB Modem
e |P Address — WAN IP address of NetGenie appliance with Renew button (in case of DHCP
Internet connection type).
Network Mask — Network mask IP address
Gateway — IP address of NetGenie gateway
Primary DNS Server — IP address of primary DNS server
Secondary DNS Server — IP address of secondary DNS server
Received — Amount of data received (in packets and KB) by NetGenie over WAN
Transmitted — Amount of data transmitted (in packets and KB) through NetGenie over WAN

Local Network
e |P Address — LAN IP address of NetGenie appliance
e Network Mask — Network mask IP address
e DHCP Server — Status of DHCP server. Possible status:
= On
= Off
e Received — Amount of data received (in packets and KB) by NetGenie over LAN
e Transmitted — Amount of data transmitted (in packets and KB) through NetGenie over LAN
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Overview
Internet Local Hetwork
Protocol Type DHCP IF Address 10.1.1.1
P address 10.103.3.16 Metwark Mask 2562552550
m DHCP Server O
Metwark Mask 2982552550 Recelved 147130 pkis (33174 Ka)
eI IhI0ERER Transmitted 70090 pkis (22210 KE)
Primary OMNE Server 4,222
Secondary DME Semver 203881351494
Received 55868 pkis (13094 KB)
Transmmitted 16320 pkts (2432 KB

Screen- Network Overview

e | want to change the default IP address of my NetGenie appliance, can | do it?

Yes, you can change the default LAN IP address of your NetGenie appliance. To do it,

1. Log into NetGenie with administrator credentials.

2. Goto Network Settings — Local Network.

3. Specify a new IP address for your NetGenie appliance.

4. Select checkbox against ‘Enable DHCP server’ if you want NetGenie to lease IP addresses to
multiple devices.

Specify the number of IP addresses to be leased by NetGenie.

Click Apply to save changes.

o

Local Network

Local Network

P Address

Subnet Mask 255 2552550

DHCP Server

¥ Enable DHGP Server

Start IP address 202210

Mumber of IP addresses 5 1~240

Daomain

=iy

Screen- Local Network

e Why do I need to clone the MAC address of my router?

When you want to add a router/switch to your Internet connection, you will need to clone your
MAC address. This is done because some ISPs tie your MAC address to their DHCP server so
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making any changes to the router leads to chances that the ISP will not allow you to surf the
Internet since the MAC address listed in the ISP list will be different from that of your new router.
We recommended you to clone the MAC address in order to ensure uninterrupted connectivity.

The given steps below enable you to clone the MAC address of your router:

1. Log into NetGenie with administrator credentials.
2. Goto Network Settings — Internet.
3. Select any Internet connection types and fill up the required details.
4. Enable ‘MAC address clone’ option and specify the MAC address to be cloned.
5. Click Apply to save changes.
MAC address clone & Enable | Disakle
MAC address 00:159:d7:96:56:45

Aoty |

Screen- MAC Cloning

e | want to allow all TCP traffic passing through port 80, can | do so?

Yes, you can allow or block TCP or UDP traffic over any specific port or port range.
1. Log in to NetGenie with administrator credentials.

2. Goto Security — Firewall.

3. Specify direction of the traffic as LAN to WAN.

4. Specify Source Address and Destination Address as ‘Any’.

5. Select protocol as TCP from dropdown.

6. Select Destination Port as ‘Range’ and specify port number as 80.
7. Select action item as ‘Accept’.

8. Select check-box against Log to enable logging for this rule.

9. Specify description, if required.

10. Click Add Rule to save changes.

Firewall
Add Firewall Rule
Fule Murmber 1 j
Direction LAM = YA ;'
Source Address & any © Specific 255255255 255 i
Destination Address @ Any © Specific 255.255.255.255 i
Protocol [ TCP |
Destination Port C Ay « Range : - (1-65539)
Action ACCERT |
Lag ¥
Description
" Add Rule |

Screen- LAN to WAN Firewall Rule

11. Create another rule with following parameters:
e Direction — WAN to LAN
e Protocol — TCP
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e Port number — 80.

Firewall
Add Firewall Rule
Rule Mumber 2 j
Direction VAN --= LAN ;I
Source Address & any © Specific 255.255,255.255 i
Destination Address ® aAny © Specific 255 255 255 255 |
Protocol TCP -~
Destination Port C any @ Range | 80 ~ {1-65535)
Action ACCEPT i
Log ¥
Drescription
" Add Rule |

Screen- WAN to LAN Firewall Rule

m Source Address Destination Address Destination Port
Any Ary tep 80 - b4

19 B lan—=wan ACCEPT  ‘es

2w i wian--=lan Ay Ay tcp a0 ACCEPT  es - x

Screen- Firewall Rule List

Click #£ to remove created rule(s).

Note:
You can create a maximum of 10 (ten) firewall rules through this page

e | have set up a small network at office. | use NetGenie to surf the Internet using my laptop
while | am keeping one game server behind a router, which is connected, to NetGenie. Now
if | want to access the game server using my laptop, how can it be done?

Your network setup can be represented graphically, as follows:

61



SQHQ User Guide

Unified Threat Managementt

WAN

Cyberoam
NetGenie

LAN

Screen- Network Diagram

Now if you want to access your game server, which is placed behind the router using your laptop,
please follow the given below steps:

1. Log into NetGenie with administrator credentials.
2. Goto Network Settings — Routing.
3. Specify Destination IP i.e. IP address of your game server.
4. Specify corresponding subnet mask.
5. Specify IP address of the gateway as IP address of NetGenie.
6. Click Apply to save changes.
Network Routing
Add Routing Service

Destination 1P 101115

Subnet Mask 265 255 286 255

Gateweay 10.1.11

Screen- Create Route
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Network Routing

Add Routing Service
Destination IP
Subnet Mask

Gateway

Routing List | Maximum Routes: 3

Destination 1P Subnet Mask Gateway M palete
101.1.14 255265 205 255 10111 -

=Appy—

Screen- Route Rule

Note:
You can create a maximum of 3 (three) routes.

e | wish to configure VPN in NetGenie, how can | do that?

NetGenie supports IPSec VPN, which allows you to access your network from outside. Given
below are the steps to configure IPSec VPN in NetGenie:

Log in to NetGenie with administrator credentials.

Go to Network Settings —» VPN IPSec.

Specify IP address of VPN server.

Specify corresponding remote subnet.

Specify Preshared Key.

Select ‘Show Password’ checkbox to display preshared key.
Click Apply to save changes.

Nogakrwdn PR

VPN Configration

Add IPSec
Remaote WPMN Server £3.88.10.11
Remote Subnet 1110 J240(255.255.255.0 j
FPreshared Key (TITTITIYTIITTT]

I Show Password

vy |

VPN Configration Maximum IPSec Connections: 1

n Remote YPN Server Remote Subnet

Screen- VPN Configuration
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VPN Configration

Add IPSec
Rermote VPN Sener
Remote Subnet 132(255 255 255.254) j
Prashared kKey

™ Show Password

YPH Configration Maximum IPSec Connections: 1
n Remote YPH Server Remote Subnet
1 23.88.10.1 1.1.1.0/24 (] &

Screen- IPSec VPN

Note:
You can create one IPSec VPN connection using NetGenie.
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Menu Structure

System

Overview Page 38
Registration Page 24
Firmware Upgrade Page 44
Restart Device Page 39
Signature Updates Page 42,43,44
Admin Password Page 38
NetGenie Access Page 57

Time Page 17,51

Config Manager

Page 44, 45, 46

Internet Controls

Website Exceptions Page 35
Device Whitelist Page 37
Search Category Page 31

Add User Page 18
Security

Anti Virus Page 42
Firewall Page 60

Port Forwarding Page 56
Intrusion Prevention Page 42

UPnP Page 35
Network Settings

Overview Page 58
Internet Page 8, 9,10,11,12,14
Local Network Page 59
Wireless Page 39, 40, 41
Dynamic DNS Page 58
Routing Page 62,63, 64
VPN IPSec Page 63

Logs and Reports

Statistics Page 48

Web Activity Page 47
Application Activity Page 48
Connected Users Page 49

Anti Virus Page 49
Intrusion Prevention Page 50
Configuration Page 51, 52
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