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Important Safety Instructions

Read and follow all warning notices and instructions marked on the product or included in the
manual.

Slots and openings in the housing are provided for ventilation. To ensure reliable operation of
the product and to protect it from overheating, these slots and openings must not be blocked or
covered.

Do not allow anything to rest on the power cord and do not locate the product where persons
will walk on the power cord.

Do not attempt to service this product yourself, as opening or removing covers may expose you
to dangerous high voltage points or other risks. Refer all servicing to qualified service
personnel.

General purpose cables are used with this product for connection to the network. Special
cables, which may be required by the regulatory inspection authority for the installation site, are
the responsibility of the customer. Use a UL Listed, CSA certified, minimum No. 24 AWG line
cord for connection to the Digital Subscriber Line (DSL) network.

When installed in the final configuration, the product must comply with the applicable Safety
Standards and regulatory requirements of the country in which it is installed. If necessary,
consult with the appropriate regulatory agencies and inspection authorities to ensure
compliance.

A rare phenomenon can create a voltage potential between the earth grounds of two or more
buildings. If products installed in separate buildings are interconnected, the voltage potential
may cause a hazardous condition. Consult a qualified electrical consultant to determine
whether or not this phenomenon exists and, if necessary, implement corrective action prior to
interconnecting the products.

Input power to this product must be provided by one of the following: (1) a UL Listed/CSA
certified power source with a Class 2 or Limited Power Source (LPS) output for use in North
America, or (2) a certified transformer, with a Safety Extra Low Voltage (SELV) output having a
maximum of 240 VA available, for use in the country of installation.

In addition, since the equipment is to be used with telecommunications circuits, take the
following precautions:

— Never install telephone wiring during a lightning storm.

— Never install telephone jacks in wet locations unless the jack is specifically designed for wet
locations.

— Never touch uninsulated telephone wires or terminals unless the telephone line has been
disconnected at the network interface.

— Use caution when installing or modifying telephone lines.

— Avoid using a telephone (other than a cordless type) during an electrical storm. There may
be a remote risk of electric shock from lightning.

— Do not use the telephone to report a gas leak which is in the vicinity of the leak.
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CE Marking

When the product is marked with the CE mark on the equipment label, a supporting Declaration
of Conformity may be downloaded from the Zhone World Wide Web site at www.zhone.com.

FCC Part 15 Declaration

An FCC Declaration of Conformity may be downloaded from the Zhone World Wide Web site at
www.zhone.com.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) this device may not cause harmful interference, and (2) this device must accept
any interference received, including interference that may cause undesired operation.

The authority to operate this equipment is conditioned by the requirement that no modifications
will be made to the equipment unless the changes or modifications are expressly approved by the
responsible party.

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment
off and on, the user is encouraged to try to correct the interference by one or more of the
following measures:

— Reorient or relocate the receiving antenna.

— Increase the separation between the equipment and receiver.

— Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

— Consult the dealer or an experienced radio/TV technician for help.

Notice to Users of the United States Telephone Network
The following notice applies to versions of the modem that have been FCC Part 68 approved.

This equipment complies with Part 68 of the FCC rules and the requirements adopted by the
Administrative Council for Terminal Attachment (ACTA). On the bottom side of this equipment is a
label that contains, among other information, a product identifier in the format
US:AAAEQ##TXXXX. If requested, this number must be provided to the Telephone Company.

This equipment is intended to connect to the Public Switched Telephone Network through a
Universal Service Order Code (USOC) type RJ11C jack. A plug and jack used to connect this
equipment to the premises wiring and telephone network must comply with the applicable FCC
Part 68 rules and requirements adopted by the ACTA. A compliant telephone cord and modular
plug is provided with this product. It has been designed to be connected to a compatible modular
jack that is also compliant.

The Ringer Equivalence Number (REN) is used to determine the number of devices that may be
connected to a telephone line. Excessive RENs on a telephone line may result in the devices not
ringing in response to an incoming call. In most but not all areas, the sum of RENs should not
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exceed five (5.0). To be certain of the number of devices that may be connected to a line, as
determined by the total RENs, contact the local Telephone Company.

The REN for this product is part of the product identifier that has the format US:AAAEQ#H#TXXXX.
The digits represented by ## are the REN without a decimal point. For example, 03 represents a
REN of 0.3.

If the modem causes harm to the telephone network, the Telephone Company will notify you in
advance that temporary discontinuance of service may be required. But if advance notice is not
practical, the Telephone Company will notify the customer as soon as possible. Also, you will be
advised of your right to file a complaint with the FCC if you believe it is necessary.

The Telephone Company may make changes in its facilities, equipment, operations or
procedures that could affect the operation of the equipment. If this happens, the Telephone
Company will provide advance notice in order for you to make necessary modifications to
maintain uninterrupted service. If trouble is experienced with the modem, refer to the repair and
warranty information in this document.

If the equipment is causing harm to the telephone network, the Telephone Company may request
that you disconnect the equipment until the problem is resolved.

The user may make no repairs to the equipment.

Connection to party line service is subject to state tariffs. Contact the state public utility
commission, public service commission or corporation commission for information.

If the site has specially wired alarm equipment connected to the telephone line, ensure the
installation of the modem does not disable the alarm equipment. If you have questions about
what will disable alarm equipment, consult your Telephone Company or a qualified installer.

Notice to Users of the Canadian Telephone Network

NOTICE: This equipment meets the applicable Industry Canada Terminal Equipment Technical
Specifications. This is confirmed by the registration number. The abbreviation IC before the
registration number signifies that registration was performed based on a Declaration of
Conformity indicating that Industry Canada technical specifications were met. It does not imply
that Industry Canada approved the equipment.

NOTICE: The Ringer Equivalence Number (REN) for this terminal equipment is labelled on the
equipment. The REN assigned to each terminal piece of equipment provides an indication of the
maximum number of terminals allowed to be connected to a telephone interface. The termination
on an interface may consist of any combination of devices subject only to the requirement that the
sum of the Ringer Equivalence Numbers of all the devices does not exceed five.

If your equipment is in need of repair, contact your local sales representative, service
representative, or distributor directly.
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A CANADA - EMI NOTICE:

This Class B digital apparatus meets all requirements of the Canadian interference-causing
equipment regulations.

Cet appareil numérique de la classe B respecte toutes les exigences du reglement sur le matérial
brouilleur du Canada.

Japan Notices

ZOEEBEIZ. FRUBEESEFEEETAMNEBEES (VCCI1) R
ICEDLK VS XA BEREMEETYT., COXBIX. REREBETEAHATZZ &
EERNELTVETH, COEBNSOARFLED 3 DZERICERZELT
FHINEE, ZEEEEZIIESEITI NS ET.

HRHRABCE-> TELVERDEZENELTTFE N,

This is a Class B product based on the standard of the Voluntary Control Council for
Interference from Information Technology Equipment (VCCI). If this is used near a
radio or television receiver in a domestic environment, it may cause radio
interference. Install and use the equipment according to the instruction manual.
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About This Guide

This guide is intended for use by installation technicians, system administrators, and network
administrators. It explains how to install the 1611-A3 router.

Style and notation conventions

The following conventions are used in this document to alert users to information that is
instructional, warns of potential damage to system equipment or data, and warns of potential
injury or death. Carefully read and follow the instructions included in this document.

Caution: A caution alerts users to conditions or actions that could damage equipment or data.

Note: A note provides important supplemental or amplified information.

% Tip: Atip provides additional information that enables users to more readily complete their tasks.

A WARNING! A warning alerts users to conditions or actions that could lead to injury or death.
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Typographical conventions

The following typographical styles are used in this guide to represent specific types of

information.

Bold Used for names of buttons, dialog boxes, icons, menus,
profiles when placed in body text, and property pages (or
sheets). Also used for commands, options, parameters in
body text, and user input in body text.

Fixed Used in code examples for computer output, file names, path
names, and the contents of online files or directories.

Fixed Bold Used in code examples for text typed by users.

Fixed Bold Used in code examples for variable text typed by users.

Italic

ltalic Used for book titles, chapter titles, file path names, notes in
body text requiring special attention, section titles,
emphasized terms, and variables.

PLAIN UPPER Used for environment variables.

CASE

Command Syntax Brackets [ ] indicate optional syntax.

Vertical bar | indicates the OR symbol.

Acronyms
The following acronyms are related to Zhone products and may appear throughout this manual:

Table 1: Acronyms and their descriptions

Acronym Description

ADSL Asymmetrical Digital Subscriber Line
AP Access Point

ACS Auto Configuration Server

DHCP Dynamic Host Configuration Protocol
DSL Digital Subscriber Line

EFM Ethernet in the First Mile

MALC Multi-Access Line Concentrator

MIB Management Information Bases
NAT Network Address Translation

NMS Network Management System

PVvC Permanent Virtual Circuit
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RADIUS Remote Authentication Dial In User Service
SHDSL Symmetric High-bit-rate Digital Subscriber Line
SLMS Single Line Multi-Service

SNMP Simple Network Management Protocol

TFTP Trivial File Transfer Protocol

VolP Voice over IP

VoWi-Fi Voice-over-Wifi

VPN Virtual Private Network

WEP Wired Equivalent Privacy

Wi-Fi Wireless Fidelity (IEEE 802.11 wireless networking)
WMM Wi-Fi Multimedia

WPA Wi-Fi Protected Access

ZMS Zhone Management System
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Contacting Global Service and Support

Contact Global Service and Support (GSS) if you have any questions about this or other Zhone
products. Before contacting GSS, make sure you have the following information:

Zhone product you are using

System configuration

Software version running on the system
Description of the issue

Technical Support

If you require assistance with the installation or operation of your product, or if you want to return
a product for repair under warranty, contact GSS. The contact information is as follows:

E-mail support@zhone.com
Telephone (North America) 877-ZHONEZ20 (877-946-6320)
Telephone (International) 510-777-7133

Internet www.zhone.com/support

If you purchased the product from an authorized dealer, distributor, Value Added Reseller (VAR),
or third party, contact that supplier for technical assistance and warranty support.

Service Requirements

If the product malfunctions, all repairs must be performed by the manufacturer or a Zhone-
authorized agent. It is the responsibility of users requiring service to report the need for service to
Zhone Global Services and Support (GSS).
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Chapter 1

Introduction

The 6381-A4 Combo Router/Modem is a USB/Ethernet Modem that gives you the flexibility of
using either a USB or Ethernet connection.

The 6381-A4 provides the following features:

Support for ADSL2+ and ReachDSL (ADSL/R)
10/100BaseT Ethernet port
USB port

The ability to connect multiple PCs to the Internet with just one WAN IP Address (when
configured in router mode with NAT enabled)

A user-friendly web interface for configuration and monitoring

Single-session IPSec and PPTP passthrough for Virtual Private Network (VPN)
Preconfigured port settings for many popular games

Ability to act as a DHCP Server on your network

Compatibility with virtually all standard Internet applications

Address filtering and DMZ hosting

Downloadable flash software upgrades

Support for up to eight Permanent Virtual Circuits (PVCs)

Support for up to two PPPOE sessions

TR-069 support

This User Guide will show you how to connect your 6381-A4 and how to customize its
configuration to get the most out of your new product.

System Requirements

In order to use your modem for Internet access, you must have the following:

ADSL service subscription from your ISP.

One computer with an Ethernet 10/100BaseT network interface card (NIC) or a free USB
port.

(Optional) An Ethernet hub or switch, if you are connecting the device to several computers
on an Ethernet network.

For system monitoring or configuration using the supplied web interface, a web browser such
as Internet Explorer Version 5.5 or later.
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Package Contents

In addition to this document, your package should arrive containing the following:

2NN

e 6381-A4 device
e USB Cable

e RJ-45 Cable

e RJ-11 Cable

e Power adapter

Safety Instructions
Place your modem on a flat surface close to the cables in a location with sufficient ventilation.
To prevent overheating, do not obstruct the ventilation openings of the device.

Plug the device into a surge protector to reduce the risk of damage from power surges and
lightning strikes.

Operate this equipment only from an electrical outlet with the correct power source as indicated
on the adapter.

Do not open the cover of the device. Opening the cover will void any warranties on the
equipment.

Unplug equipment first before cleaning. A damp cloth can be used to clean the equipment. Do not
use liquid / aerosol cleaners or magnetic / static cleaning devices.
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Front Panel

LED Mode INDICATION
Solid Power is supplied to the modem.
Power No light The modem may not be turned on. Check if the power adapter is

connected to the modem and plugged in.

. The DSL interface is successfully connected to a device through the
Solid
LINE port.

Status No Light  No carrier signal.

Flashing Carrier has been detected and modem is trying to train.

Flickers according to the amount of transmitted or received DSL

Activity Flashing traffic present.

Ethernet interface is successfully connected to a device through the

Solid LAN port.
LAN . . . .
No Light Connection not established or cable is not connected
Flashing An indication of any network activity.
Solid USB interface is successfully connected to a device through the LAN
port.
USsB

No Light Connection not established or cable is not connected

Flashing An indication of any network activity.
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Back Panel

Port Description

Line RJ-11 cable connects to the phone jack in the wall.

RJ-11 cable connects to telephone (no external splitter necessary;

Phone unit has internal splitter).
usB USB cable connects to the PC.
LAN RJ-45 connects the unit to an Ethernet device such as a PC or a

switch.

No reset function on this model.

Reset / Default Default settings—press the button for 7 seconds or longer to
revert to factory default settings.

Power Connects to the power adapter.
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Chapter 2 Hardware Installation and PC Setup

Overview

This chapter provides basic instructions for connecting the router to a computer or a LAN and to
the Internet using DSL. The first part provides instructions to set up the hardware, and the second
part describes how to prepare your PC for use with the router. Refer to Chapter 3, Using the Web
Interface for configuration instructions.

It is assumed that you have already subscribed to DSL service with your telephone company or
other Internet service provider (ISP).

Connecting your hardware

Shut down your PC before connecting the router. To connect your modem:
1. Connect the ADSL Line and Telephone

Connect one end of an RJ-11 cable from your ADSL connection and the other end to the
LINE port of the modem.

Use a second RJ-11 cable to connect between a telephone and the PHONE port of the
modem.
2. Connect the PC to the Modem

To use the Ethernet connection, connect the Ethernet cable from the computer directly to the
modem. Connect one end of the Ethernet cable to the port labelled LAN on the back of the
modem and attach the other end to the Ethernet port of your computer.
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You can also use the supplied USB cable to connect your computer directly to the modem.
Connect one end of the USB cable to the USB port on the back of the modem and connect
the other end to a free USB port on your PC. The Found New Hardware Wizard will open on
your PC. See USB Driver Installation instructions below.

If your LAN has more than one computer, you can attach one end of an Ethernet cable to a
hub or a switch and the other to the Ethernet port (labelled LAN) on the modem. Note that
either a crossover or straight-through Ethernet cable can be used. The modem automatically
recognizes the type of connection that is required.

3. Connect the Power Adapter

Complete the process by connecting the AC power adapter to the POWER connector on the
back of the device and plug the adapter into a wall outlet or power strip. Then turn on and
boot up your PC and any LAN devices, such as hubs or switches, and any computers
connected to them.

Mounting the Modem

The modem can be mounted on the wall with two screws. Mounting can be done on wall material
including concrete, wood, or drywall. Select an appropriate location free from obstructions or any
possible interference. Make sure the cables can be easily attached to the modem without strain.
The illustration below shows how to mount the modem horizontally on a wall.

| Horizontal Mounting |

Mounting Screws .
Mounting Holes

Concrete, Wood,
or Drywall
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Configuring Your Computer

Prior to accessing the modem through the LAN or the USB port, note the following necessary
configurations—

Your PC's TCP/IP address: 192.168.1.  ( the last number is any number between 2 and
254)

The modem'’s default IP address: 192.168.1.1
Subnet mask: 255.255.255.0

Below are the procedures for configuring your computer. Follow the instructions for the operating
system that you are using.

If you used the Ethernet cable to connect your router and PC, you do not need any specific driver
installation and you can skip Windows USB Driver Installation, below. If you used the USB cable
on a PC running a Windows operation system, install the provided USB driver. Windows 95 and
Windows NT 4.0 do not support USB without additional software (not included with your router). If
USB driver installation fails under those operating systems, contact your service provider.

Windows 2000

1.

10.

11.

In the Windows taskbar, click the Start button and point to Settings, Control Panel, and
Network and Dial-up Connections (in that order).

Click Local Area Connection. When you have the Local Area Connection Status window
open, click Properties.

Listed in the window are the installed network components. If the list includes Internet
Protocol (TCP/IP), then the protocol has already been enabled, and you can skip to Step
10.

If Internet Protocol (TCP/IP) does not appear as an installed component, then click Install.

In the Select Network Component Type window, click on protocol and then the Add
button.

Select Internet Protocol (TCP/IP) from the list and then click on OK.
If prompted to restart your computer with the new settings, click OK.

After your computer restarts, click the Network and Dial-up Connections icon again, and
right click on the Local Area Connection icon and then select Properties.

In the Local Area Connection Properties dialog box, select Internet Protocol (TCP/IP)
and then click Properties.

In the Internet Protocol (TCP/IP) Properties dialog box, click the radio button labelled Use
the following IP address and type 192.168.1.x (where x is any number between 2 and 254)
and 255.255.255.0 in the IP address field and Subnet Mask field.

Click OK twice to save your changes and then close the Control Panel.
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Windows XP

1.

In the Windows taskbar, click the Start button and point to Settings and then click Network
Connections.

In the Network Connections window, right click on the Local Area Connection icon and
click on Properties.

Listed in the Local Area Connection window are the installed network components. Make
sure the box for Internet Protocol (TCP/IP) is checked and then click Properties.

In the Internet Protocol (TCP/IP) Properties dialog box, click the radio button labelled Use
the following IP address and type 192.168.1.x (where x is any number between 2 and 254)
and 255.255.255.0 in the IP address field and Subnet Mask field.

Click OK twice to save your changes and then close the Control Panel.
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Installing USB Drivers
The following instructions will guide you through the installation of the USB driver.
Windows 2000

1. When you attach the USB cable into the modem for the first time and turn on the device, the
Found New Hardware window will pop up.

Found Mew Hardware

LUSE MODEM

Flease wait ...

2. The Found New Hardware Wizard will appear shortly after informing you that a USB driver
is needed. Click Next to continue with the installation.

Found New Hardware Wizard

Welcome to the Found New

SO -
\? Hardware Wizard

Thiz wizard helps you install a device driver for a
hardware device.

To continue, click Mesxt,

¢ Back I M et = I Canicel
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The Install Hardware Device Drivers screen explains what a driver is and why you need it
in order to run your modem using the USB plug. Typically, you will need to select the first
option, the recommended option of searching for a suitable driver for your device. Click
Next.

Found Mew Hardware Wizard

Install Hardware Device Drivers

A, device driver iz a software program that enables a hardware device to waork, with
an operating system.

Thiz wizard will complete the inztallation for thiz device:

@ LISE MODEM

& device diiver iz a software program that makes a hardware device work, SWindows
needs driver files for pour new device. To locate diver files and complete the
ingtallation click Mest.

YWhat do you want the wizard to do’?
{* Search for a zuitable driver for my device [recommended)

™ Dizplay a list of the known drivers for this device so that | can choose a specific
driver

< Back I M et > I Cancel
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4. Insert the USB driver installation CD if you have not already done so. Click CD-ROM drives
and Specify a location and click Next.

Found Mew Hardware

Locate Driver Files
Where do pou want Windows to zearch for driver files?

Search for driver files for the following hardware device:

@ LSE MODEM

The wizard searches for sutable drivers in ks driver database on your computer and in
any af the following optional search lozations that you specify.

To ztart the search, click Mest. IF you are zearching an a floppy dizk or CO-ROM drive,
inzert the floppy dizk or CO before clicking Mext.

Optional search locationg:
[ Floppy disk drives
¥ CO-ROM drives
¥ Specify a location
[ Microzoft Windows Update

< Back I et = | Cancel

5. Click Browse and select the E: drive where the CD-ROM is located. Then click OK.

Found Mew Hardware Wizard

[nzert the manufacturer's installation disk into the drive
zelected, and then click OF.

Cancel

)

Copy manufacturer's files from:

E:M j Browse...

|
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6. Select the drive and the .inf files on the installation CD will appear, with the Tl-sangam.inf

file automatically appearing in the File name: drop-down window. Click Open to continue.

Locate File

Lok ir: | & USB Driver (E:] x| « @& ok EE-

TI-sangam

2l x|

File name: ITI-sangam.inf j Open I
Filzs of twpe: |Setup Infarrmation [*.inf] j Cancel |

The Driver Files Search Results step allows you to confirm the .inf file that will be installed,

thus allowing you to confirm that ti-sangam.inf is the USB driver that will be installed. Click
Next.

Found Mew Hardware Wizard

Driver Filez Search Aesults
The wizard has finished zearching for driver files for pour hardware device.

The wizard found a driver for the following device:

@ LISE MODEM

YWindows found a driver for this device. Tao inztall the driver Windowes found, click Mest.

@ e:hti-zangam. inf

< Back I M et > I Cancel
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Click Yes to continue the installation.

Digital Signature Mok Found x|

T he Microgaft digital zignature affirms that software has
been tested with *Windows and that the software has not
been altered zince it was tested.

The zoftware pou are about to inztall does not contain a
ticrozoft digital signature. Therefore, there iz io
guarantee that thiz software works corectly with
Windows,

TIUSE Rermate MDIS Metwark Device

[f wou want to search for Microzaft digitally zigned
zoftware, vzt the “Windows Update 'web site at
http: A fwindaweupdate. microsaft. com o 2ee if ane iz
available.

Do you want b continue the installation?

Yes Mo tare [nfo

Once the driver has been installed, the Found New Hardware Wizard confirms installation.
Click Finish.

Found New Hardware Wizard

Completing the Found New
% Hardware Wizard
~§

_\> TIUSE Remaote MDIS Metwark Device

Windows has finizhed installing the software for this device.

To cloge thiz wizard, click Finish.

< Back I Finizh I LCanzel
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Chapter 3 The Web User Interface

The 6381 A4 combination modem/router has a Wide Area Network (WAN) connection which
connects to your phone line. This connects to your Internet Service Provider (ISP) via the phone
line. The Local Area Network (LAN) connection is where you plug in your local computers to the
router. The router is normally configured to automatically provide all the PCs on your network with
Internet addresses.

To set up your modem with a basic configuration, from the top navigation bar, select Setup.
Setup is divided into two subsections—LAN Setup and WAN Setup.

If you connected a PC (rather than a hub or a switch) directly to the router, your LAN consists of that PC.
You may also create connections for various protocol options by creating new connections.
To configure your modem you will first need to log in to the modem.

Notes:

o Before configuring your router, make sure you have followed the instructions in Chapter 2
Hardware Installation and PC Setup.

e If you see a login redirection screen when you access the web interface, verify that
JavaScript support is enabled in your browser. Also, if you do not get the screen shown
below, you may need to delete your temporary Internet files.

Log in to the Modem

This section will explain how to log in to your modem.
1. Launch your web browser.

2. Enter the URL http://192.168.1.1 in the address bar and press Enter.

A login screen like the one below will be displayed after you connect to the user interface.

Please Log In to continue.

Log In

Username:

Password:

3. Enter the default user name and password, and then click on OK to display the user
interface.
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The user name / password are Admin / Admin and both are case sensitive.
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Home

The first screen that appears after the log in screen is the Home page. From this screen you can
configure the LAN and WAN connections, configure the router's security, routing, and filtering,
access debugging tools, obtain the status of the router, and view the online help.

SETUP  ADVANCED  TOOLS  STATUS  HELP

System Uptime: 0 hours 7 minutes |Ethernet:
DSL Status: Connecting...

DSL Speed: 0/0kbps

Connected
Software Wersion: R4.00.00

Temporary access Update: Disabled

Log Out Quick Start

Connection Status (2)

Description  Type 1P State Online Disconnect Reason
Bridge bridge  MA  MA M MA
Test pppoe  MNf& Not Connected 0 DSL Line is Disconnected

The footer displays router status, connection information, and other useful information.

Click Log Out to close the session, Refresh to update the status display, or Quick Start to
configure basic options.
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Quick Start

The Quick Start screen gives you immediate access to the options you are most likely to need to
specify or change. To access the Quick Start page, click the Quick Start button on the Home

page.

HOME  SETUP ~ ADVANCED  TOOLS  STATUS  HELP

LAM Setup Quick Start DHCP Connection Setup

LAN Configuration
Firewall /NAT Type:

Services Options: o NaT # Firewall
WAN Setup

New Connection
Modem
MER

Log Out

The Quick Start page gives you quick access to setting up three types of connections. See New
Connection on page 33 for more connection options.

e DHCP - The address of the router is automatically assigned
e PPPOE - Your service provider has restricted access by name and password
e Static — Your service provider has supplied a specific network address for your router
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WAN Setup

Before the modem will pass any data between the LAN interface(s) and the WAN interface, the WAN
side of the modem must be configured. Depending upon your DSL service provider or your ISP, you
will need some (or all) of the following information before you can properly configure the WAN—

e Your DSL line VPI and VCI
e Your DSL encapsulation type and multiplexing
e Your DSL training mode

For PPPoA or PPPoE users, you also need these values from your ISP—
e Your username and password

For RFC 1483 (Bridged or Routed IP Over ATM) users, you may need these values from your ISP—
e Your DSL fixed Internet IP address

e Your Subnet Mask

e Your Default modem

e Your primary DNS IP address

Since multiple users can use the modem, the modem can simultaneously support multiple

connection types. Hence, the user must set up different profiles for each connection. The modem
supports the following protocols:

e DHCP
e PPPOA
e PPPOE
e Static
e Bridge
e CLIP

New Connection

A new connection is basically a virtual connection. Your router can support up to 8 different virtual
connections. If you have multiple different virtual connections, you may need to utilize the static
and dynamic routing capabilities of the router to pass data correctly.

LAN Setup

LAN Configuration

Firewall JMAT
Services

WAN Setup
New Connection

Modem

Log Out

To create a new connection:

1. From the Home page, click Setup and then click New Connection.
The default PPPoOE connection setup is displayed.

2. Inthe Type dropdown select the protocol.

3. Define the protocol specific options as described in the following connection procedures.
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PPPoE Connection Setup

PPPOE is defined in the Internet standard RFC 2516. It is a method of encapsulating PPP
packets over Ethernet. PPP (Point-to-Point Protocol) is a method of establishing a network
session between network hosts. It usually provides a mechanism of authenticating users.

PPPoE provides the ability to connect to a network of hosts over a simple bridging access device
to a remote access concentrator. With this model, each 6381 remote gateway uses its own PPP
stack. Access control, billing, and type of service control can all be done on a per-user rather than
per-site basis.

HOME  SETUP  ADVANCED  TOOLS  STATUS  HELP

LAN Setup PPPoE Connection Setup
LAN Configuration
Firewall|/NAT Marme: Type: |PPPoE + Sharing: | Disable
Services . . I L .
WAN Setup Options: [ MAT [ Firewa WLAN 1D Priority Bits:
New Connection
PPP Settings PYC Settings
Modem
Username: |username Pic:
Bridge
Password: eeses o
Log Out VP |0
Idle Timeout: SECs WCT |0
Keep Alive: |3 min QoS |UBR A4
Authentication: @ Auto O CHAR O PAR PCR: cps
MTL: | 1492 bytes SCR: s
on Demand: [ Default Gateway: M
Enforce MTU: o Debug: O MBS: cells
PPP Unnumbered: [] walid Ry [ LAM: ?SED O
Host Trigger: [
[Concel |

To configure the modem/router for PPPoE:
1. Fromthe Home page, click Setup and then click New Connection.
The default PPPoE connection setup is displayed.
2. Inthe Name text box enter a unique name for the connection
The name must not have spaces and cannot begin with numbers.
3. Inthe Type dropdown select PPPoE
The PPPoE connection setup page is displayed.

4. The NAT (Network Address Translation) and Firewall check boxes should be checked by
default.

NAT enables the IP address on the LAN side to be translated to IP address on the WAN
side. If NAT is disabled, you cannot access the Internet.

The firewall is designed to provide protection from unauthorized Internet users accessing
your network.
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To configure the connection sharing type, select Disable, Enable or VLAN from the Sharing
drop down.

Configure connection sharing as directed by your ISP.

DSL creates a permanent virtual connection (PVC) between network endpoints. This
connection may be shared where each device may have access to the packets, or the
connection may be segregated. In other words multiple connections over the same PVC are
supported. VLAN support requires that the ISP have VLANSs supported and identified

Disable Disables connection sharing
Enable Enables connection sharing
VLAN Sets up a virtual LAN. To configure the VLAN you will need to provide a VLAN ID

and Priority Bits. Priority is given to a VLAN connection from 0-7. All packets sent
over the VLAN connection have the Priority bits set to the configured value.

In the PPP Settings section, enter values as supplied by your ISP.

PPP Settings:

Username The username for the PPPOE access. This is provided by your DSL service
provider or your ISP.

Password The password for the PPPoE access. This is provided by your DSL service
provider or your ISP.

Idle Timeout Specifies that PPPoE connection should disconnect if the link has no activity
detected for the specified number of seconds. This field is used in conjunction with
the On Demand feature and is enabled only when the On Demand field is
checked. To disable the timeout feature, enter a zero in this field.

Authentication  Specifies the authentication protocol:
e Auto (the protocol is selected by the Central Office modem)
e PAP (Password Authentication Protocol)
e CHAP (Challenge Handshake Authentication Protocol).
Microsoft CHAP v2 is also supported with the Auto and CHAP options. However,
MS CHAP vl is not supported.

Keep Alive When the On Demand option is not enabled, this value specifies the length of time
to wait without being connected to your provider before terminating the connection.
To ensure that the link is always active, enter a 0 in this field. You can also enter
any positive integer value in this field.

MTU The Maximum Transmission Unit the DSL connection can send. It is a negotiated
value. The PPPoE interface default MTU is 1492 (max) and PPPoA default MTU is
1500 (max). The minimum MTU value is 64.

On Demand Enables On Demand mode. The connection disconnects if no activity is detected
after the specified idle timeout value. When checked, this field enables the
following fields:

e Idle Timeout
e Host Trigger
e Valid Rx

Default If checked, this WAN connection acts as the default gateway to the Internet.
Gateway

Enforce MTU Check this box if you experience problems accessing the Internet over a PPPoE
connection. This feature will force all TCP traffic to conform with PPP MTU by
changing TCP Maximum Segment Size to the PPP MTU.

The Enforce MTU feature is enabled by default. It forces all TCP traffic to conform
with PPP MTU by changing TCP maximum segment size to PPP MTU. If itis
disabled, you may have issues accessing some Internet sites.
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Debug

PPP
Unnumbered

LAN

Valid Rx

Host Trigger

Enables PPPoE connection debugging facilities. The Debug option is used by ISP
technical support and ODM/OEM testers to simulate packets going through the
network from the WAN side.

Specifies that the calling and answering routers will not request IP addresses.

PPP Unnumbered is a special feature. It enables the ISP to designate a block of
public IP addresses to the customer where it is statically assigned on the LAN
side. PPP Unnumbered is, in essence, like a bridged connection.

The LAN field is associated with the PPP Unnumbered field and is enabled when
the PPP Unnumbered field is checked. You can specify the LAN group the packets
need to go to when the PPP Unnumbered feature is activated.

This field is used in conjunction with the On-Demand feature and is enabled only
when the On Demand field is checked.

When the On-Demand feature is enabled and Valid Rx is unchecked, only packets
going from the LAN side to the WAN side keep the link active. After the RG times
out, no packets can be received from the WAN side to the LAN side.

When Valid Rx is checked, the incoming packets can keep the PPPoE WAN
connection active. There is one condition; this incoming packet should belong to a
connection initiated from a LAN-side device.

This field is used in conjunction with the On-Demand feature and is enabled only
when the On Demand field is checked.

Routed

[Voice)

There are three types of packets:
e LAN packets (type 1): packets routed through the RG from LAN to WAN.

e Proxied packets (type 2): packets generated by the RG after receiving
packets from the LAN side, such as DNS proxy.

e Locally generated packets (type 3): Packets generated by the RG, such as
Voice, SNMP, etc.

When the On-Demand feature is enabled and Host Trigger is unchecked, only
flow of type 1 packets keeps the link active, i.e., if the RG has not received type 1
packets for x mount of time (as specified in the Time Out field), the connection
times out.
If Host Trigger is checked, type 2 and type 3 packets can keep the link active as
well. You can configure the packets using the Trigger Traffic page, which is
accessed by clicking the Configure button next to Host Trigger. The following fields
can be used to identify the traffic of type 2 and/or type 3 that will keep the link
alive:

e  Source Port (the character * is used to denote any port)
e Destination Port (the character * is used to denote any port)
e Protocol (TCP, UDP, ICMP, or Specify the protocol number)

7. Inthe PVC Settings section, enter values as supplied by your ISPI.

PVC Settings:

PVvC

Permanent virtual circuit. This is a fixed virtual circuit between two users. It is the
public data network equivalent of a leased line. No call setup or clearing
procedures are needed.
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VPI
VCI

QoS

PCR

SCR

MBS

Auto PVC

Virtual path identifier, equivalent to the virtual path connection (VPC).

Virtual channel identifier. A 16-bit field in the header of an ATM cell. The VCI,
together with the VPI, is used to identify the next destination of a cell as it passes
through to the ATM switch.

Quality of service, a characteristic of data transmission that measures how
accurately and how quickly a message or data is transferred from a source host to
a destination host over a network. The three QoS options are:

e Undefined Bit Rate (UBR): When UBR is selected, the PCR, SCR, and
MBS fields are disabled.

o Constant Bit Rate (CBR): When CBR is selected, the PCR field is
enabled.

e Variable Bit Rate (VBR): When VBR is selected, the PCR, SCR, and MBS
fields are enabled.

More on QoS is covered in Quality of Service (QoS) on page 92.

Peak cell rate, measured in cells/sec, is the cell rate which the source may never
exceed.

Sustained cell rate, measured in cells/sec, is the average cell rate over the
duration of the connection.

Maximum burst size, a traffic parameter that specifies the maximum number of
cells that can be transmitted at the Peak Cell Rate.

Auto-Sensing permanent virtual circuit. The overall operation of the auto-sensing
PVC feature relies on end-to-end OAM pings to defined PVCs. There are two
groups of PVCs: customer default PVCs which are defined by the OEM/ISP and
the backup PVCs. The customer default must have 0/35 as the first default PVC.
The backup list of PVCs must be of the following VPI/VCI: 0/35, 8/35, 0/43, 0/51,
0/59, 8/43, 8/51, and 8/59. The lists of PVCs are defined in XML and are
configurable. The Auto-Sensing PVC feature itself is also configurable in that the
auto-search mechanism can be disabled.

Upon DSL synchronization, end-to-end OAM pings will be conducted for each
defined PVC. The result of the pings will be recorded in an array for later use to
determine the usability of the particular PVC for connectivity. This list helps the
PVC manage the available PVC for use, and needs to be synchronized with
connections made without Auto-Sensing PVC. Update to this list is performed for
any change in DSL synchronization.

During connection establishment, the PVC module will first search through the list
of defined default PVCs. If a PVC is found from the default list that is ping-able
and not in use, the PVC module will update for that particular PVC as in-use from
the list and continues processing. If a PVC is not found in the default, the backup
PVC listis used. If no PVC is found again, the module will let the end-user know
that no available VCC was found.

With the connection established, the PVC is stored in flash as the connection
default PVC. Therefore upon reboot, this PVC is automatically chosen as the PVC
for that connection. This saved PVC in environment space of flash overrides the
PVC connection saved in XML configuration space of flash for that connection.
During the connection establishment processing, the saved PVC will be checked
to see whether a connection can be made with the PVC. If the PVC is OAM ping-
able, the connection process continues. If the PVC is not OAM ping-able, the
search for available PVC starts. The process of PVC selection is the same as
described above.

The list of default PVCs and backup PVCs need to be global for the management
of all connections, non Auto-Sensing PVC connection, as well as, Auto-Sensing
PVC connections. These lists allow the end-users to establish connectivity without
keeping track of the PVC used.
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Select the Quality of Service (QOS).

Leave the default value if your ISP did not provide this information. Depending on the QoS
you select, you may also enter:

e PCR (Peak Cell Rate)

e SCR (Sustainable Cell Rate)

e MBS (Maximum Burst Size)

e CDVT (Cell Delay Variation Tolerance)

To complete the connection you must now click the Apply button.

The Apply button will temporarily save this connection. To make the change permanent,

click Tools (at the top of the page) and select System Commands. On the System
Commands page, click Save All.
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PPPoA Connection Setup

PPPOA is defined in the Internet standard RFC 2364. It is a method of encapsulating PPP
packets over ATM cells which are carried over the DSL line.

@ _____ Routed Packets - —
|
|
|
|
|
1

RG PPPOA (RFC 2364)

192.168.01

NSP Software

Ethernet @ @

Netwaork ——p ISP

Uo[PaUU0S

158.218.10545

LAM devices use private address assigned
by DHCP Server if NAT is erabled.

192.168.0.4 192.16£.0.5

192.168.0.3
LAN

PPP (Point-to-Point Protocol) is a method of establishing a network session between network
hosts. It usually provides a mechanism of authenticating users. LLC and VC are two different
methods of encapsulating the PPP packet. Contact your ISP to make sure which encapsulation is
being supported.

HOME  SETUP  ADVANCED = TOOLS  STATUS  HELP

LAN Setup PPPoA Connection Setup

Type: IPPPDA 'l

LAN Configuration

Firewall/NAT Marme: IPPPDAT

Services

Sharing: ID\sabIe Mt

WAN Setup Qptions: EfNAT EfFirewaII WLAM 1D ID Priority Bits: |0 =
New Connection
PPP Settings P¥C Settings
e Encapsulation: ® LLCO wiC e [Hew ¥
Bridge 2
Username: |usemarne I—
Lo (s Passward: [<== -
' vel: o
Idle Timeout: |60
secs qos: [UBR 7]
Keep alive: [10 min PCR'IU—
g cps
Authentication: @ Auto O CHAP O PAP — F
SCR: |0
mTu: [1800 | pytes o
On Demand: [ Default Gateway: Iif MBS: |0 cells
Debug: O Auto 0O
FPP Unnumbered: [ walid Re: [ L& ILAN group 1 'l PWC:
Hast Trigger: @
Disconnect
ooy |

By selecting PPPOA, you force your router to act as the termination point for the PPPoA
connection. This frees up your PC resources and allows multiple users to utilize the PPPoA
connection.

To configure the router for PPPOA:

1. Fromthe Home page, click Setup and then click New Connection.

The default PPPoA connection setup is displayed as the default setup.

2. Inthe Type dropdown select PPPoA
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The PPPoA connection setup page is displayed.

In the Name text box enter a unique name for the connection

The name must not have spaces and cannot begin with numbers.

The NAT (Network Address Translation) and Firewall check boxes should be checked by

default.

NAT enables the IP address on the LAN side to be translated to IP address on the WAN
side. If NAT is disabled, you cannot access the Internet.

The firewall is designed to provide protection from unauthorized Internet users accessing

your network.

To configure the connection sharing type, select Disable, Enable or VLAN from the Sharing

drop down.

Configure connection sharing as directed by your ISP.

DSL creates a permanent virtual connection (PVC) between network endpoints. This
connection may be shared where each device may have access to the packets, or the
connection may be segregated. In other words multiple connections over the same PVC are
supported. VLAN support requires that the ISP have VLANSs supported and identified

Disable
Enable
VLAN

Disables connection sharing
Enables connection sharing

Sets up a virtual LAN. To configure the VLAN you will need to provide a VLAN ID
and Priority Bits. Priority is given to a VLAN connection from 0-7. All packets sent
over the VLAN connection have the Priority bits set to the configured value.

In the PPP Settings section, enter values as supplied by your ISP.

PPP Settings:

Encapsulation

Username
Password

Idle Timeout

Keep Alive

Authentication

The technique used by layered protocols in which a layer adds header information
to the protocol data unit (PDU) from the layer above. As an example, in Internet
terminology, a packet would contain a header from the data link layer, followed by
a header from the network layer (IP), followed by a header from the transport layer
(TCP), followed by the application protocol data. Two options are provided: Logical
Link Control (LLC) and Virtual Channel (VC).

The username for the PPPOA access. This is provided by your DSL service
provider or your ISP.

The password for the PPPoA access. This is provided by your DSL service
provider or your ISP.

Specifies that PPPoA connection should disconnect if the link has no activity
detected for the specified number of seconds. This field is used in conjunction with
the On Demand feature and is enabled only when the On Demand field is
checked. To disable the timeout feature, enter a zero in this field.

When the On Demand option is not enabled, this value specifies the length of time
to wait without being connected to your provider before terminating the connection.
To ensure that the link is always active, enter a 0 in this field. You can also enter
any positive integer value in this field.
Specifies the authentication protocol:

e Auto (the protocol is selected by the Central Office modem)

e PAP (Password Authentication Protocol)

e CHAP (Challenge Handshake Authentication Protocol).
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MTU

On Demand

Default
Gateway

Enforce MTU

Debug

PPP
Unnumbered

LAN

Microsoft CHAP v2 is also supported with the Auto and CHAP options. However,
MS CHAP v1 is not supported.

The Maximum Transmission Unit the DSL connection can send. It is a negotiated
value. The PPPoA interface default MTU is 1492 (max) and PPPoA default MTU is
1500 (max). The minimum MTU value is 64.

Enables On Demand mode. The connection disconnects if no activity is detected
after the specified idle timeout value. When checked, this field enables the
following fields:

e |dle Timeout
e Host Trigger
e Valid Rx

If checked, this WAN connection acts as the default gateway to the Internet.

Check this box if you experience problems accessing the Internet over a PPPoE
connection. This feature will force all TCP traffic to conform with PPP MTU by
changing TCP Maximum Segment Size to the PPP MTU.

The Enforce MTU feature is enabled by default. It forces all TCP traffic to conform

with PPP MTU by changing TCP maximum segment size to PPP MTU. If itis
disabled, you may have issues accessing some Internet sites.

Enables PPPoA connection debugging facilities. The Debug option is used by ISP
technical support and ODM/OEM testers to simulate packets going through the
network from the WAN side.

Specifies that the calling and answering routers will not request IP addresses.

PPP Unnumbered is a special feature. It enables the ISP to designate a block of
public IP addresses to the customer where it is statically assigned on the LAN
side. PPP Unnumbered is, in essence, like a bridged connection.

The LAN field is associated with the PPP Unnumbered field and is enabled when
the PPP Unnumbered field is checked. You can specify the LAN group the packets
need to go to when the PPP Unnumbered feature is activated.

In the PVC Settings section, enter values as supplied by your ISP.

Please see PVC Settings from the PPPoE Setup procedure.

Select the Quality of Service (QOS).

Leave the default value if your ISP did not provide this information. Depending on the QoS
you select, you may also enter:

e PCR (Peak Cell Rate)

e SCR (Sustainable Cell Rate)

¢ MBS (Maximum Burst Size)

e CDVT (Cell Delay Variation Tolerance)

To complete the connection you must now click the Apply button.

The Apply button will temporarily save this connection. To make the change permanent,
click Tools (at the top of the page) and select System Commands. On the System
Commands page, click Save All.
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Static Connection Setup

A static connection is used whenever a known static IP is assigned. The accompanying
information such as the subnet mask and the default gateway should also be specified. Up to
three Domain Name Server (DNS) addresses can also be specified. These servers give you
access to other web servers. The valid IP addresses range is from 1.0.0.0 to 223.255.255.254.

Routzd Packets
(Static)

Network —p ISP

NSP Software

r ol
2 82 23

Computer Computer Computer Computer

uopoauLoD I

TOOLS  STATUS  HELP

(Z) ZHONE HOME  SETUP  ADVANCED

LAM Setup Static Connection Setup

LAN Configuration
Firewall /NAT Mame: IStatid Type: IStatic 'l Sharing: IDisabIe vl
Services . . . .
WAN Setup Options: W NAT W Firewall WLan 1D IIJ Priority Bits: |0 =
New C . Cti . .
ew Lonnection Static Settings P¥C Settings
Modem Encapsulation: ® LLC O wC . m
C Mew [ E
Bridge P .&ddress:IU.U.U.U
Log Out Mask:l VRL: IU
WCT ID
Gateway:l
o5 IUEIR 'I
Default Gateway:l Q
DNS 1.|— PCR: IU cos
DNS 2,|— SCR: IU cpos
DHE 3'| MBS ID cells
Mode: (& Bridoed ) Routed Auto PVC: [
Cconcer

To configure the router for a Static connection:
1. Fromthe Home page, click Setup and then click New Connection.
The default PPPoE connection setup is displayed as the default setup.
2. Inthe Type dropdown select Static
The Static connection setup page is displayed.
3. Inthe Name text box enter a unique name for the connection

The name must not have spaces and cannot begin with numbers.
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Network Address Translation (NAT) and the Firewall options are enabled by default. Leave
these options enabled.

In the Static Settings section, select the Encapsulation Type (LLC or VC) as supplied by
your ISP.

If you are not sure, just leave the default.

Enter your enter your assigned IP Address, Subnet Mask, Gateway, Default Gateway, and
Domain Name Services (DNS) values as provided by your ISP.

For the static configuration, you can also select a Bridged connection or a Routed
connection as provided by your ISP.

In the PVC Settings section, enter values for VPI and VCI as supplied by your ISP.
For more information, please see PVC Settings from the PPPoE Setup procedure.

Select the quality of service (QOS). Leave the default value if your ISP did not provide this
information.

The PCR, SCR, and MBS fields are enabled/disabled depending on the QoS selection.
Enter the values provided by the ISP or leave the defaults.

To complete the connection click Apply.
The Apply button will temporarily save this connection. To make the change permanent,

click Tools (at the top of the page) and select System Commands. On the System
Commands page, click Save All.
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DHCP Connection Setup

Dynamic Host Configuration Protocol (DHCP) allows the router to automatically obtain the IP
address from the server. This option is commonly used in situations where IP is dynamically
assigned and is not known prior to assignment.

@ _____ Routed Packets - ——1

RG DHCP

192.168.0.1

NSP Software Network —» ISP

Ethernet) (" USB @

uopPaUueY

158.218,105.45

LAN devices use private address assigned
v by DHCP Server if NAT is enabled

=

192.168.0.4 192.168.0.5

192.168.0.3
LAN

HOME SETUP ADVANCED TOOLS  STATUS HELP

LAN Setup DHCP Connection Setup

LAN Configuration
Firewall fNAT MName: |DHCP1 Type: IDHCP vl Sharing: IDisabIe vl
Services X . . .
WAN Setup Options: [JMaT [J Firewall wWLaN 1D ID Priarity Bits: |0 =
New Connection -
DHCP Settings PYC Settings
Modem E lation:
ncapsulation: @ LLC O wC PUC: Im
Bridage IP Address:
Ty Mack: VP ID
Gateway: WCT |35
Default Gateway: [ Qos: m
[Renew | o
SCR: ID ohs
MBS: ID cells
Auto PYC: [
oy | [Conce ]

To configure the router for a DHCP connection:
1. Fromthe Home page, click Setup and then click New Connection.
The default PPPoE connection setup is displayed as the default setup.
2. Inthe Type dropdown select DHCP.
The DHCP connection setup page is displayed.
3. Inthe Name text box enter a unique name for the DHCP connection

The name must not have spaces and cannot begin with numbers.
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Network Address Translation (NAT) and the Firewall options are enabled by default. Leave
these options enabled.

If your DSL line is connected and your DSL provider is supporting DHCP, you can click the
Renew button and the router will retrieve an IP Address, Subnet Mask, and Default Gateway
address.

At any time you can renew the DHCP address by clicking on the Renew button.

In the PVC Settings section, enter values for VPI and VCI as supplied by your ISP.
For more information, please see PVC Settings from the PPPOE Setup procedure.
Select the quality of service (QOS).

Leave the default value if your ISP did not provide this information. Depending on the QoS
you select, you may also enter:

e PCR (Peak Cell Rate)

e SCR (Sustainable Cell Rate)

e MBS (Maximum Burst Size)

e CDVT (Cell Delay Variation Tolerance)

To complete the connection click Apply.

The Apply button will temporarily save this connection. To make the change permanent,

click Tools (at the top of the page) and select System Commands. On the System
Commands page, click Save All.
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Bridge Connection Setup

A pure bridged connection does not assign and IP address to the WAN interface. NAT and
firewall rules are not enabled. This connection method makes the RG act as a bridge for passing
packets between the WAN interface and the LAN interface.

Routed Packets

— —_——— —_——_—a

RG 1 (Bridged) |
I |
I |
Q I |
a ]
NSP Software @ ! Network —» ISP
=2

ol
B 2 H252

Computer Computer Computer  Computer

fr7 QA W RSA HOME  SETUP  ADVANCED HELP

STATUS

TOOLS

LAN Setup Bridged Connaction Setup

LAN Configuration
Firewall/NAT Marme: |Bridge .| Bridge v Sharing:
Services . .
WAN Setup WLAM 1D Priority Bits:
New Connection B .
Bridge Settings PYC Settings
e Encapsulation: @ LLC (O WC pC
Bridge
rcae Select LAN: VBT
Log Out '
WICT
QoS:
PCR: cps
SCR: chs
MBS: cells
Auto PYC: [0
Cherls |

To configure the 6381 as a bridge:

1. From the Home page, click Setup and then click New Connection.
The default PPPoE connection setup is displayed.

2. Inthe Type dropdown select Bridge
The Bridge connection setup page is displayed.

3. Inthe Name text box enter a unique name for the bridge
The name must not have spaces and cannot begin with numbers.

4. Network Address Translation (NAT) and the Firewall options are enabled by default. Leave
these options enabled.
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In the Bridge Settings section, select the Encapsulation Type (LLC or VC) as supplied by
your ISP.

If you are unsure, just leave the default settings.

Encapsulation The technigue used by layered protocols in which a layer adds header information
to the protocol data unit (PDU) from the layer above. As an example, in Internet
terminology, a packet would contain a header from the data link layer, followed by
a header from the network layer (IP), followed by a header from the transport
layer (TCP), followed by the application protocol data. Two encapsulation options
are provided:

e Logical Link Control (LLC)
e  Virtual Channel (VC).

Select LAN Select the LAN group for the bridged connection. The following options are
available:

e LANGroup1l
e LANGroup 2
e LANGroup 3
e None

This bridged connection will be added to the selected LAN group. If you select
None, the connection is not added to any LAN group but to the Interfaces box on
the LAN Configuration page which can be configured to a LAN group on the same

page.

In the PVC Settings section, enter values for VPI and VCI as supplied by your ISP
For more information, please see PVC Settings from the PPPoE Setup procedure.
Select the quality of service (QOS).

Leave the default value if your ISP did not provide this information. Depending on the QoS
you select, you may also enter:

e PCR (Peak Cell Rate)

e SCR (Sustainable Cell Rate)

¢ MBS (Maximum Burst Size)

e CDVT (Cell Delay Variation Tolerance)

To complete the connection click Apply.

The Apply button will temporarily save this connection. To make the change permanent, click

Tools (at the top of the page) and select System Commands. On the System Commands
page, click Save All.
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CLIP Connection

Classical IP and ARP over ATM (CLIP) allow IP datagrams and ARP (Address Resolution
Protocol) requests and replies to be transmitted over ATM using ATM Adaptation Layer 5 (AALS5).

Routed Packets

RG 1 {CLIP) |
1 |
I |
e} 1 |
@ |
NSP Software @ ! Network — ISP
=

oL
2 2 =2

Computer Computer Computer  Computer

CLIP, defined in RFC 2225, provides the ability to transmit IP packets over an ATM network. The
6381's CLIP support encapsulates an IP datagram in an AAL5 PDU frame using RFC 2225 and it
uses an ATM-aware version of the address resolution protocol (ATMARP). The 6381’s CLIP
support only allows support for PVCs; SVCs are not supported by the 6381 RG.

HOME  SETUP  ADVANCED  TOOLS  STATUS  HELP

LAN Setup CLIP Connection Setup

LAN Configuration
Firewall /NAT Mame: |Clip1 Type: ICLIP vl Sharing: IDisabIe vl

Services . fr - .
WAN Setup Options: O MAT ;Qf;ﬂrewall WLAN 1D ID Priarity Bits: ID vl
New Connection
§ CLIP Settings PYLC Settings
Modem
IP address: ID.D.D.D P INew vl
Bridge
Mask: I WPL: |0

Log Out

LRP Server: IU-U-U-U WCL: [0
Default Gateway: I Qs lm
PeR:[0 | ops
scRifi | eps

MBS: IU cells

Auto PYC: [

To configure a CLIP connection:

1. Fromthe Home page, click Setup and then click New Connection.
The default PPPoOE connection setup is displayed.

2. Inthe Type dropdown select CLIP
The CLIP connection setup page is displayed.

3. Inthe Name text box enter a unique name for the connection
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The name must not have spaces and cannot begin with numbers.

Select NAT and Firewall if you want them active for this connection.

Firewall and NAT services must be enabled.

In the PVC section, select the VPI and VCI settings as provided by your ISP.

For more information, please see PVC Settings from the PPPoE Setup procedure.

Enter the IP address and subnet mask, the address of the ARP Server and the address of
the Default Gateway as provided by your ISP.

IP Address IP address of the CLIP connection provided by your ISP.
Mask Subnet mask provided by your ISP.
ARP Server IP address of the Address Resolution Protocol (ARP) server provided by your ISP.

Default Gateway If checked, this WAN connection acts as the default gateway to the Internet.

Select the quality of service (QOS).

Leave the default value if your ISP did not provide this information. Depending on the QoS
you select, you may also enter:

e PCR (Peak Cell Rate)

e SCR (Sustainable Cell Rate)

e MBS (Maximum Burst Size)

e CDVT (Cell Delay Variation Tolerance)

To complete the connection click Apply.

The Apply button will temporarily save this connection. To make the change permanent,

click Tools (at the top of the page) and select System Commands. On the System
Commands page, click Save All.

6381-A4 Router Users Guide 49



Modify a Connection

When you create a connection, the connection will be displayed in the WAN Setup section of the
left navigation pane.

To modify a connection:

1.

2.

From the top navigation bar, click Setup.

In the left hand navigation pane, select the connection you want to modify. The connections
are listed by unique names given upon creation of the connection.

Make changes as appropriate
Click Apply
The Apply button will temporarily save this connection. To make the change permanent, click

Tools (at the top of the page) and select System Commands. On the System Commands
page, click Save All.

Delete a Connection

To delete a connection:

1.

2.

3.

From the top navigation bar, click Setup.

In the left hand navigation pane, select the connection you want to modify. The connections
are listed by name.

Click Delete.

If you delete a connection, to make the change permanent, click Tools (at the top of the page)
and select System Commands. On the System Commands page, click Save All.
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Modem
The Modem Setup page allows you to select any combination of DSL training modes including:
e NO_MODE
e ADSL_G.dmt (G Discrete Multi-Tone): G.dmt (G.992.1)
e ADSL_G.lite: G.lite (G.992.2)
e ADSL_G.dmt.bis
e ADSL 2plus
e ADSL _ANSI_T1.413
e Multi MODE
e ADSL_G.dmt.bis_ AnxM

e ADSL_2plus_AnxM

HOME SETUP ~ ADVANCED  TOOLS  STATUS HELP

LAN Setup Modem Setup

LAN Configuration Select the modulation type.
Firewall/MNAT

Services 0 NO_MODE

WAN Setup ™ sDsL_G.dmt
New Connection ™ 2DSL_Glite
Modem ™ ADSL_G.dmt.his
Bridge W aDsL_2plus

Log Out # aDsL_AMSI T1.413

0 MULTI_MODE
O aDSL_G.dmt.his_ansm
(O 2DsL_2plus_ansr
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LAN Setup

On one side of your modem, you have your own Local Area network (LAN) connections. This is
where you plug in your local computers to the modem. The modem is normally configured to
automatically provide all PCs on your network with Internet addresses.

The RG provides LAN configuration for multiple LAN bridge groups. Up to five LAN bridge groups
are supported. The LAN interfaces could include: Ethernet, USB, and Bridge. It is possible to
assign any LAN interface to any bridge group but only one group, except that the Ethernet
interface needs to stay in LAN group 1. Each LAN group can then be configured with static IP
address, dynamic IP address, or be unmanaged (no IP).

LAN Configuration

By default, both the Ethernet port and USB port are in LAN Group 1. The USB port may be
removed from LAN Group 1 and added to LAN Group 2 for configuring separately.

HOME  SETUP ~ ADVANCED  TOOLS  STATUS  HELP

LAN Setup LAN Configuration
LAN Configuration
: Interfaces
FirewallfNAT
Services
LAMN group 1
WaAN Setup
New Connection m UZH
Ethernat Configure
Modem Bridge Y
-:: Remove
Bridge
Log Out LAM group 2
apply ]| Cancel

You can configure the USB interface and WLAN interfaces to a different LAN group; however, the
Ethernet interface is default in LAN group 1 and cannot be moved.

The LAN Group Configuration page allows you to configure settings for each defined LAN group.
You can also view the status of advanced services that can be applied to this LAN group. A green

status indicates that the services have been enabled, while a red status indicates that the service
is currently disabled.
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HOME SETUP ADVANCED TOOLS  STATUS HELP
LAM Setup LAN Group 1 Configuration
LAN Configuration }
Firewall/NAT IP Settings Services Status
Services OUnmE_maged _ IFP Filters @
WAN Setup (O 0btain an IP address automatically Bridge 2
1P Address: | Al
New Connection ' UPnPF @&
Mode , LN
D_ em e I Clients e
Bridge QPPP IP Address Static
Log Out 1P Addrass: [192 1661 1 At
(®se the fallowing Static IP address
IP Address: [192.168.1.1
Metrask: [255.255.255.0
Default Gateway: I
Host Mame: |mygateway1
Domain: Iimarc
() Enable DHCP Server Assign ISPONS
Start IP: |192.168.1.2
End IF: |1 92.168.1.254
Lease Time: ISEDD Seconds
() Enable DHCP Relay
Relay IP: [20.0.0.3
(® Server and Relay Off
[concel |

To configure the LAN:

1.

From the Home page, click Setup and then click LAN Configuration.
The LAN Configuration page is displayed.

To the right of the LAN group 1 field click Configure

The LAN Group 1 Configuration page is displayed.

Set the LAN features:

LAN configuration features:

Unmanaged

Obtain an IP address
automatically

IP Address

Netmask
PPP IP Address
IP Address

Use the following Static
IP address

IP Address

Unmanaged is a state when the LAN group is not configured and no IP
address has been assigned to the bridge.

When this function is enabled, your RG acts like a client and requests an
IP address from the DHCP server on the LAN side.

You can retrieve/renew an IP address from the DHCP server using the
Release and Renew buttons.

The subnet mask of your 6381 RG.
Enables/disables PPP unnumbered feature.

The IP address should be different from, but in the same subnet as the
WAN-side IP address.

This field enables you to change the IP address of the 6381 RG.

The default IP address of the RG (as shown) is 192.168.1.1.
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Netmask

Default Gateway

Host Name

Domain

Enable DHCP Server

Assign ISP DNS

Start IP

End IP

Lease Time

Enable DHCP Relay

Relay IP
Server and Relay Off

The default subnet mask of your RG is 255.255.255.0. This subnet
allows the 6381 RG to support 254 users. If you want to support a larger
number of users you can change the subnet mask.

The default gateway is the routing device used to forward all traffic that is
not addressed to a station within the local subnet. Your ISP provides you
with the IP address of the default gateway.

The host name is used in conjunction with the domain name to uniquely
identify the RG. It can be any alphanumeric word that does not contain
spaces.

The domain name is used in conjunction with the host name to uniquely
identify the RG. To access the web pages of the RG you can type
192.168.1.1 (the IP address) or mygatewayl.ar7 (Host Name.Domain).

Enables/disables DHCP. By default, your RG has the DHCP server (LAN
side) enabled. If you already have a DHCP server running on your
network, you must disable one of the two DHCP servers. See the DHCP
server configuration section for more information.

Enable/disables the Assign ISP DNS feature when the DHCP server of
your 6381 RG has been enabled.

The Start IP Address is where the DHCP server starts issuing IP
addresses. This value must be greater than the IP address value of the
RG. For example, if the IP address of the RG is 192.168.1.1 (default),
then the starting IP address must be 192.168.1.2 (or higher).

Note: If you change the start or end values, make sure the values are still
within the same subnet as the RG. In other words, if the IP address of
the RG is 192.168.1.1 (default) and you change the DHCP start/end IP
addresses to be 192.168.1.2/192.168.1.100, you cannot communicate
with the RG if your host has DHCP enabled.

The End IP Address is where the DHCP server stops issuing IP
addresses. The ending address cannot exceed a subnet limit of 254,
hence the max value for the default gateway is 192.168.1.254. If the
DHCP server runs out of DHCP addresses, users do not get access to
network resources. If this happens, you can increase the Ending IP
address (to the limit of 254) or reduce the lease time.

Note: If you change the start or end values, make sure the values are still
within the same subnet as the IP address of the RG. In other words, if
the IP address of the RG is 192.168.1.1 (default) and you change the
DHCP start/end IP addresses to be 192.168.1.2/192.168.1.100, you
cannot communicate with the RG if your host has DHCP enabled.

The Lease Time is the amount of time that a network user is allowed to
maintain a network connection to the RG using the current dynamic IP
address. At the end of the Lease Time, the lease is either renewed or a
new IP is issued by the DHCP server. The amount of time is in units of
seconds. The default value is 3600 seconds (1 hour). The maximum
value is 999999 seconds (about 278 hours).

In addition to the DHCP server feature, the 6381 RG supports DHCP
relay which means the 6381 RG is then a DHCP relay agent. When the
RG is configured as DHCP server, it assigns the IP addresses to the
LAN clients. When the gateway is configured as DHCP relay agent, it is
responsible for forwarding the requests and responses negotiated
between the DHCP clients and the server.

The IP address of the DHCP relay server.

When the DHCP server and relay functions are turned off, the network
administrator must carefully configure the IP address, Subnet Mask, and
DNS settings of every host on your network. Do not assign the same IP
address to more than one host. Also, your RG must reside on the same
subnet as all the other hosts.

6381-A4 Router Users Guide 54



Firewall / NAT Services

The default setting for firewall and NAT services is enabled.

HOME  SETUP ~ ADVANCED HELP

TOOLS  STATUS

LAN Setup Firewall /NAT Services

LAMN Configuration

Firewall /NAT ™ Enable Firewall and NaT Service
Services

WAN Setup

New Connection
Modem
Bridge

Log Out

Enable/Disable DHCP

By default, the router has DHCP server (LAN side) disabled. If you already have a DHCP server
running on your network, do not enable the router's DHCP server.

I

WAN
A Gateway:10.10.10.1
" DNS:10.10.10.5

\

IP:10.10.10.101

IP: 162.168.1.1

If feature disabled:
Gateway:192.168.1.1
DNS: 192.168.1.1

If feature enabled:
Gateway:192.168.1.1
192.168.1.x 192.168.1.10 DNS: 10.10.10.5

To enable DHCP:

LAN

1. From the navigation bar at the top, click Setup.
2. Under LAN Setup, select LAN Configuration.
This will bring up the LAN Configuration Screen.

3. Inthe LAN Group 1 window, click the Configure link to the right of the LAN group 1
window.

The LAN Group 1 Configuration screen appears.
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4. Select the “Enable DHCP Server” radio button.
5. Inthe Start IP text box enter a Start IP address.

The Start IP Address is where the DHCP server starts issuing IP addresses. This value must
be greater than the router's IP address value. For example, if the router's IP address is
192.168.1.1 (the default) than the Start IP address must be 192.168.1. 2 or higher.

6. Inthe End IP text box enter the end IP address.

The End IP Address is the last address the DHCP server can issue. The ending address
cannot exceed a subnet limit of 254. The maximum IP address for a router using the default
address is 192.168.1.254. If the DHCP server runs out of DHCP addresses, users will not
get access to network resources. If this situation occurs, you can increase the Ending IP
address (to the limit of 254) or reduce the lease time.

Note: If you change the start or end values, make sure the values are still within the same
subnet as the router's IP address. For example, if the router's IP address is 192.168.1.1 (the
default), and you change the DHCP Start and End IP addresses to be 192.128.1.2 and
192.128.1.100, you will not be able to communicate with the router if your PC has DHCP
enabled.

7. Inthe Lease Time text box enter the number of seconds a user will be allowed to be
connected to the router with their dynamic IP address.

The Lease Time is the amount of time a network user will be allowed connection to the
Router with their current dynamic IP address. The amount of time is in units of seconds; the
default value is 3600 seconds (1 hour).

8. Click Apply

The Apply button will temporarily save this connection. To make the change permanent, click
Tools (at the top of the page) and select System Commands. On the System Commands
page, click Save All.

In addition to the DHCP server feature, the router supports the DHCP relay function. When the
router is configured as DHCP server, it assigns the IP addresses to the LAN clients. When the
router is configured as DHCP relay, it is responsible for forwarding the requests and responses
negotiating between the DHCP clients and the server.

If the DHCP server and relay are turned off, you must configure the IP address, subnet mask and
DNS settings of every computer on your network. Do not assign the same IP address to more
than one computer. Your router must be on the same subnet as the computers.
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Changing the Router's IP address
Your router's default IP address and subnet mask are 192.168.1.1 and 255.255.255.0,
respectively. This subnet mask allows the router to support 254 users. Since the DHCP server
issues a maximum of 255 addresses, there is not much advantage to changing the subnet mask
to increase the number of addresses. Further, remember that if you change your router’s IP
address and you have DHCP enabled, the DHCP configuration must reside within the same
subnet.

The default gateway is the routing device used to forward all traffic that is not addressed to a
station within the local subnet. Your ISP will provide you with the default gateway address.

The Hostname can be any alphanumeric word beginning with a letter and containing no spaces.
The domain name is used to in conjunction with the host name to uniquely identify the router.

To change the router's IP address:

1. Inthe navigation bar at the top of the screen, click Setup.

2. Under LAN Setup, select LAN Configuration.

This will bring up the LAN Configuration Screen.

3. Inthe LAN Group 1 window click the Configuration link.
The LAN Group 1 Configuration screen appears.

4. Select the “Use the following Static IP Address” radio button.

5. Inthe IP Address text box enter a new IP Address.

6. Inthe Netmask text box enter a new Netmask.

7.  Click Apply
The Apply button will temporarily save this connection. To make the change permanent, click

Tools (at the top of the page) and select System Commands. On the System Commands
page, click Save All.
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Log Out

To log out of configuration screen at any time

1. When the Setup, Advanced, Tools, Status, or Help screens are selected, click Log Out.
From the Home page click the Log Out button.

2. Click the Save button to save your configurations and then click on Log Out to exit.

HOME SETUP ADVANCED TOOLS  STATUS HELP

LAN Setup Log Out

RLAN Configuration

FirewallfNAT
Services

WAN Setup
New Connection
Modem
Bridge Are you sure you want to Log Out?

Log Out . . .
Click Log Out to confirm, or Cancel to resume the web session,

To save the active configuration, click Save to display the Tools page.

[Concel | oo |
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Advanced

UPnP

The modem supports a multitude of advanced features. For basic modem functionality you do not
need to utilize these advanced features. The features help with routing, security, port
configuration, and plug-and-play capability.

The 6381 supports a control point for Universal plug and play (UPnP), version 1.0 and supports
two key features: NAT traversal and Device Identification. This feature requires an active WAN
connection. In addition, the PC should support this feature.

The UPNP application sits on top of a HTTP based socket listening for UPnP requests. With NAT
Traversal, when an UPnP command is received to open ports in NAT, the application translates
the request into IP table commands to open the ports in NAT and the firewall, mapping them back
to the IP address of the PC on the LAN making the request. The connection to open the ports on
is given to UPnP when it starts up and is part of the configuration of the application.

For Device Identification, the application will send a description of the 6381 RG as a control point
back to the device making the request. An example of how this works is with Windows XP. You
can go into the network for Windows XP and you will see the RG represented. You can then click
on the RG and get access to its web pages.

% = 1
<
* T Firewal
L s — e
Computer - ISP
UPnP NAT/
cP FIREWALL

Temparary
Port Mappings

UO|IDBuLD

Network

upnp
Application

NSP

R
Computer

(Z) ZHONE HOME = SETUP  ADVANCED = TOOLS  STATUS  HELP

UFnP UPnP

SNTP To enable UPRP, check the Enable UPRP box and select a connection below,

Port Forwarding
IP Filters (J Enable UPNP

LAN Clients WAN Connection: | j
LAN Isolation L&N Connection: [LAN group | =

TR-068 WAN Access
Bridge Filters
Dynamic DNS Client
IGMP Proxy

Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

Shaper
Access Control m

Log Dut
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To enable UPnP, you must first have a WAN connection configured. Once a WAN connection is

configured:
1. From the navigation bar at the top of the screen click Advanced
2. From the left hand navigation pane select UPnP.
This will bring up the screen shown below.
3. Check Enable UPnP and then select which connection (WAN or LAN) will utilize UPnP.
4. Click Apply

The Apply button will temporarily save this connection. To make the change permanent, click
Tools (at the top of the page) and select System Commands. On the System Commands
page, click Save All.
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SNTP

Simple network timing protocol (SNTP) is a protocol used to synchronize the system time to
public SNTP servers. It uses the UDP protocol on port 123 to communicate between clients and
servers. The 6381 supports SNTP client functionality in compliance with IETF RFC 2030. The
system clock time in the 6381 can be configured to send client requests to the configured SNTP
server addresses periodically.

The main function of the Simple Network Time Protocol (SNTP) is to provide the network with a
precise time based on Internet standards. Enter the information of the SNTP server to which you
will be connecting.

STATUS

HOME SETUP ADVANCED TOOLS HELP

URnP SNTP

SNTP To enable SNTP, check the Enable SNTP box and enter a time server,

Port Forwarding

P (Fliets [] Enable SNTP

LAN Clients X
Primary SHNTP Server: |:|

LAN Isolation

TR-068 WAN Access SIEEENEEY ST SErEr: I:I
Bridge Filters Tertiary SHTP Server: l:l

Dynamic DNS Client Timeout: Secs

IGMP P :
R Polling Interval: I:I Mins

Static Routing

Retry Count:
Dynamic Routing

Policy Database Time Zone:

Ingress Day Light: O

Egress

Shaper

Access Control m m

Log Out

To configure SNTP:
1. From the navigation bar at the top of the screen click Advanced

2. From the left hand navigation pane select SNTP.
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3. Check Enable SNTP.

HOME SETUP  ADVANCED  TOOLS

STATUS HELP

UPnP SNTP

SNTP To enable SNTP, check the Enable SNTP box and enter a time server,

Port Forwarding

L [l # Enable SNTP
LAN Clients X
Prirmary SMTP Server: |0.0.0.0
LAN Isolation
TR-068 WAN Access Secondary SHTP Server: |0.0.0.0
Bridge Filters Tertiary SWTP Server: (0.0.0.0
Dynamic DNS Client Timeaout: |5 Cers

IGMP P .
roxy Polling Interval: |30 Mins

Static Routing

Retry Count: |2
Dynamic Routing

Policy Database Tirme Zone: | (GMT-12:00) International Date Line YWest b
Ingress Day Light: O

Egress

Shaper

Access Control m

Log Out

4.  Specify one or more SNTP servers in the Primary SNTP Server, Secondary SNTP Server,
and Tertiary SNTP Server fields and the SNTP options.

Primary SNTP Server The IP address or the host name of the primary SNTP server. This IP
address can be provided by ISP or user-defined.

Secondary SNTP The IP address or the host name of the secondary SNTP server. This IP
Server address can be provided by ISP or user-defined.

Tertiary SNTP Server The IP address or the host name of the tertiary SNTP server. This IP
address can be provided by ISP or user-defined.

Timeout If the RG failed to connect to a SNTP server within the Timeout period, it
retries the connection.

Polling Interval The amount of time between a successful connection with a SNTP server
and a new attempt to connect to an SNTP server.

Retry Count The number of times the RG tries to connect to an SNTP server before it
tries to connect to the next server in line.

Time Zone The time zone in which the RG resides.

Day Light Check/uncheck this option to enable/disable daylight saving time (DST).

Note: DST is not automatically enabled or disabled. You need to manually
enable and disable it.

5. Click Apply

The Apply button will temporarily save this connection. To make the change permanent, click
Tools (at the top of the page) and select System Commands. On the System Commands
page, click Save All.
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Port Forwarding

The port forwarding (or virtual server) feature allows you to direct incoming traffic to specific LAN
hosts based on a protocol port number and protocol. Using the Port Forwarding page, you can
provide local services (for example web hosting) for people on the Internet or play Internet
games. When users send this type of request to your network via the Internet, the modem will
forward those requests to the appropriate PC. Port forwarding can be used with DHCP assigned
addresses but remember that a DHCP address is dynamic (not static). For example, if you were
configuring a NetMeeting server, you would want to assign this server a static IP address so that
the IP address is not reassigned. Also remember that if an Internet user is trying to access an
Internet application, they must use the WAN IP address. The port forwarding will translate the
WAN IP address into a LAN IP address.

NOTE: To configure a port you must have an existing LAN client with an IP address. You can add
a LAN client on the LAN Clients page.

TOOLS  STATUS

HOME SETUP ADVANCED HELP

UPnP Port Forwarding

SNTP

WA CDnnectiDn:| Bridge v ||:| Allow Incoming Ping

Port Forwarding
IP Filters Select LaM Group: | LAM group 1 V|

LAN Clients LAk IP: | 192.1668.1.58 + m DMZ Custorn Port Forwarding
LAN Isolation
TR-D68 WAN Access Category Available Rules Applied Rules
Bridge Filters Alien vs Predator A
Dynamic DNS Client ® Games Asheron_s Call
Dark Rein 2
IGMP Proxy O vPH Delta Force r
Static Routing O audio/video| Doom IEITE
O Apps Dune 2000
D ic Routi R
rmamic Routing | )N ST YL
Policy Database O EliteForce
Fe—— User EverCluest
e Fighter Ace I v
Egress
Shaper m
fccess Control | _Apply [ Cancel |
Cancel

Log Out

A database of predefined port forwarding rules allows you to apply one or more rules to one or
more members of a defined LAN group. You can view the rules associated with a predefined
category and add the available rules for a given category. You can also create, edit, or delete
your own port forwarding rules.

To configure a service, game, or other application:

1. From the navigation bar at the top of the screen click Advanced

2. From the left hand navigation pane select Port Forwarding.

3. From the WAN Connection dropdown select the external connection.

If the desired LAN IP is not available in the LAN IP drop-down menu, you can add it using
the LAN Client page, which is accessed by clicking New IP. See LAN Clients on page 72.
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Port Forwarding Fields:

WAN Connection Select the WAN connection to which port forwarding is applied.

Select LAN Group Select the LAN Group to which port forwarding is applied.

LAN IP Select the IP address to host the service.

Allow Incoming Enabling incoming ping (ICMP) requests on the Port Forwarding page allows
Ping the RG to respond to a ping from the Internet.

DMz Demilitarized zone. By setting a PC on your local network as demilitarized

zone (DMZ), you can choose to forward all incoming packets that cannot be
routed to a specific IP address to the PC with the DMZ IP address. This
opens the access to the DMZ host from the Internet. This function is disabled
by default. By enabling DMZ, you add an extra layer of security protection for
hosts behind the firewall.

Custom Port This link takes you to the Custom Port Forwarding page.
Forwarding

Category Custom and user-defined categories.

Available Rules Predefined and user-defined IP filtering rules for each category.
Applied Rules Lists the IP filtering rules you elect to apply for each given category.

Select the available rules for a given category and click Add to apply the rule for the
category.

You can view a rule associated with a predefined filter on the Rule Management page. You
get to the rule management page by selecting a rule from the list in the Available Rules
pane, then clicking View.

STATUS

HOME SETUP ADVANCED TOOLS HELP

UPnP Rule Management

SNTP

Rule Mame: Directy (7,2) Games

Port Forwarding

IP Filters

LAN Clients Protocol Port Start Port End Port Map

LAN Isolation TCP 47624 47624 47624
TCP G073 6073 G073
TR-D68 WAN Access TCP,UDP 2200 2400 2200

Bridge Filters
Dynamic DNS Client
IGMP Proxy

Static Routing

Dynamic Routing

Policy Database

Ingress
Egress
Shaper
Access Control

Log Out

To add a custom application, select the User category, click New and fill in the port,
protocols and description for your application.

The New, View, and Delete buttons become available only when the User category is
selected. All the custom rules you create fall under the User Category.
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HOME SETUP ADVANGED TOOLS  STATUS HELP

UPnP Port Forwarding

SNTP

Port Forwarding | CDnnecthn:IPPPUECDnneanm jD Allow Incoming Ping

IP Filters Select LAM Group: ILAN group 1 j

LAN Clients LN IR |192.188.1.25IJ 'l DMZ  Custom Port Forwarding
LAN Isolation

TR-D68 WAN Access Category Available Rules Applied Rules

Bridge Filters example
Dynamic DNS Client O Games
IGMP Proxy O e

Static Routing O audiopvideo N
C apps

Dynamic Routin
. B O -rvers

Policy Database
® user

Ingress

Egress

e —

- |_apply [ cancel
Cancel

Log Out

The Rule Management page populates for you to create new rules. Enter Rule Name,
Protocol, Port Start, Port End, and Port Map fields, and then click Apply.

(Z)ZHONE HOME ~ SETUP  ADVANCED  TOOLS  STATUS  HELP

UPnP Rule Management
SNTP

Rule Name:l
Port Forwarding
IF Filt PrDtDCDI:ITCP vI
lHters
LAN Clients Port Sta'"til Port End:l
LAN Isolation Port Map:l
TRO068 WAN Access | apply Ji cancel |

Bridge Filters

Dynamic DNS Client Protocol Port Start Port End Port Map

IGMP Proxy
Static Routing

Dynamic Routing

Policy Database

Ingress
Egress
shaper

Access Control

Log Out

Continue to add rules as they apply from each category.
Click Apply
The Apply button will temporarily save this connection. To make the change permanent,

click Tools (at the top of the page) and select System Commands. On the System
Commands page, click Save All.
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DMZ Settings

1.

On the Port Forwarding page, click the DMZ link.

HOME  SETUP  ADVANCED  TOOLS  STATUS  HELP

UPnP DMZ Settings
SNTP

Port Forwarding [0 Enable DMZ

IP Filters Select your WaMN Connection: |PPPDEConnecitDn1 j

LAN Clients Select LAM Group: ILAN group 1 j

LAN Isolation Select a LAN 1P Address: Im LAN Clients
TR-068 WAN Access

Bridge Filters

Dynamic DNS Client

IGMP Proxy

Static Routing

Dynamic Routing

Policy Database

Ingress

Egress

Shaper
Access Control m m

Log Out

Check the Enable DMZ box.

DMZ Fields:

Enable DMZ Enables/disables the Demilitarized Zone feature. This field is unchecked
(disabled) by default.

Select your WAN Select the WAN connection on which the DMZ feature will be applied.

Connection

Select LAN Group Select the LAN Group on which the DMZ feature is applied.

Select a LAN IP Select the LAN IP address you are going to use as the DMZ host. This host

Address is exposed to the Internet. Be aware that this feature may expose your
local network to security risks.

LAN Clients This link takes you to the LAN Clients page. More information on LAN

Clients can be found See LAN Clients on page 72.

Select the WAN Connection, LAN Group, and LAN IP Address.

DMZ is configurable per LAN segment.

Click Apply

The Apply button will temporarily save this connection. To make the change permanent,

click Tools (at the top of the page) and select System Commands. On the System
Commands page, click Save All.
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Custom Port Forwarding

The Custom Port Forwarding page allows you to create up to 15 custom port forwarding entries to
support specific services or applications, such as concurrent NAT/NAPT operations.

HOME  SETUP  ADVANCED  TOOLS  STATUS  HELP

UPnP Custom Port Forwarding

SNTP

Port Forwarding

p— Caonnection: |PPPUECUnnecn0n1 j Enable &
LAN Clients Application: I Protocol: ITCP 'l
LAN Isolation Source [P Address: I Source Netmask:l
TR-068 WAN Access Destination 1P ﬂddress:l Destination Netmask: |255.255.255.255
Eritilye Flliems Destination Port Start: I Destination Port End:l
Dynamic DNS Client . .

v Destination Port Map: I
IGMP Proxy - - -

. . Enabled Mame Source IP Destination IP Port Start Protocol Edit Delete

Static Routing Mask Mask Port End
Dynamic Routing Port Map
Policy Database
Ingress
Egress
Shaper
Access Control

Log Out

1. Onthe Port Forwarding page, click the Custom Port Forwarding link.

2. Select the connection to which the Custom Port Forwarding rule will be applied.

3.  Set the appropriate Protocol, Source IP Address, Source Netmask, Destination IP
Address, Destination Netmask, Destination Port Start, Destination Port End and

Destination Port Map as described below/

Custom Port Forwarding Fields:

Connection Select the WAN connection on which the Custom Port Forwarding rule
is to be applied.

Enable The Enable button is checked by default, meaning this rule is
automatically applied when you click the Apply button.

Application Name of the application for which your ports will be opened.

Protocol There are three options available: TCP, UDP, and TCP and UDP.

Source IP Address You can define the source IP address from which the incoming traffic
is allowed. Enter 0.0.0.0 for all.

Source Netmask Netmask of the source IP address. Enter 255.255.255.255 for all.

Destination IP Address The LAN-side destination IP address for incoming traffic.

Destination Netmask The LAN-side destination netmask for incoming traffic. The default
value of this field is 255.255.255.255.

Destination Port Start The starting port number that is to be opened for this application.

Destination Port End The ending port number that is to be opened for this application.

Destination Port Map Destination port mapped on the LAN (destination) side to which

packets are forwarded. There are two types of port mapping:
e One-to-one (one port mapped to one)
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e  Multiple-to-one (multiple ports mapped to one port)
Multiple-to-One  One-to-One

WAN [500 ... 600] [500 ... 600]
INREER
LAN 700 [500 ... 600]

NOTE: Wildcard (*) entries are allowed for IP Address/Netmask and Port range fields.

Click Apply

The Apply button will temporarily save this connection. To make the change permanent,
click Tools (at the top of the page) and select System Commands. On the System

Commands page, click Save All.
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IP Filters

The IP filtering feature allows you to block specific applications/services based on the IP address

of a LAN device. You
access) or any traffic

can use the IP Filters page to block specific traffic (for example block web
from a computer on your local network.

A database of predefined IP filters allows you to apply one or more filtering rules to one or more
members of a defined LAN group. You can view the rules associated with a predefined filter and
add the available rules for a given category. You can also create, edit, or delete your own IP filter
rules.

HOME  SETUP  ADVANCED

uPrnP

SMNTP

Port Forwarding
IP Filters

LANM Clients

TOOLS  STATUS  HELP

IP Filters

LAN Isolation
TR-068 WAN Access
Bridge Filters
Dynamic DNS Client
IGMP Proxy

Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

Shaper

Access Control

Select LAN Group: |LAN group 1 j
Lo 1P [192.166.1 250 =]
Block All Traffic: [ [ Block Qutgoing Ping Custom IP Filters
Category Available Rules Applied Rules
Alienws Pradator -
® Games Asheronfs Call
O Dark Rein 2
iR Delta Force
O audiopvides |Doom [ Add> |
O apps Dune 2000
O servers Directx (7.8) Games
O EliteForce
Uz EwerQuest
Fightar Ace || x|

Log Out

IP Filters fields:

Select LAN Group
LAN IP

Block All Traffic
Block Outgoing Ping

Custom IP Filters
Available Rules

Applied Rules

Select the LAN group to which the IP filters feature will be applied.

Select the IP address in the given LAN group to which the IP Filters feature will
be applied.

When checked, complete network access is blocked for the specific IP address.

Blocking outgoing ping (ICMP) generated from a particular LAN IP can be used
if your host has a virus that attempts a Ping-of-Death Denial of Service attack.

This link takes you to the Custom IP Filters page. See Custom IP Filters on 71.
Predefined and user-defined IP filtering rules for each category.

Lists the IP filtering rules you elect to apply for each given category.

To configure an IP Filter rule:

1. From the navigation bar at the top of the screen click Advanced

2. From the left hand navigation pane select IP Filters.

3. From the Select
applied.

LAN Group drop down, select the LAN group to which the changes will be
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From the LAN IP drop down select the IP address.

If the desired LAN IP is not available in the LAN IP drop-down menu, you can add it using
the LAN Client page, which is accessed by clicking New IP. See IP Filters on page 69.

From the Available Rules pane select the appropriate rules, and then click Add to move the
rule to the Applied Rules pane. To create a custom IP filter rule, click Custom IP Filters.

If a rule is not in the list, you can create your own rule in the User category. Select User, and
then click New.

The New, View, and Delete buttons become available only when the User category is
selected. All the custom rules you create fall under the User Category.

The Rule Management page populates for you to create new rules. Enter Rule Name,
Protocol, Port Start, Port End, and Port Map fields, and then click Apply.

(Z) ZHONE HOME ~ SETUP  ADVANCED  TOOLS  STATUS  HELP
UPnP Rule Management
SNTP
Rule Name:l
Port Forwarding
F——— ProtocoI:ITCP vl
nters
Lo el Part Star‘t:l Port End:l
LAN Isolation Port Map:l
Bridge Filters
Dynamic DNS Client Protocol Port Start Port End Port Map

IGMP Proxy
Static Routing

Dynamic Routing

Policy Database

Ingress
Egress
shaper
Access Control

Log Out

The rules you create will appear in the Available Rules box in the User category. You can
view or delete the rules you create.

Continue to add rules as they apply from each category using the Add button.
Click Apply
The Apply button will temporarily save this connection. To make the change permanent,

click Tools (at the top of the page) and select System Commands. On the System
Commands page, click Save All.
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Custom IP Filters

The Custom IP Filters page allows you to define up to 20 custom IP filtering entries to block
specific services or applications based on:

e Source/destination IP address and netmask

e TCP port (ranges supported)

e Protocol

(Z) ZHONE HOME

UPnP

SNTP

Port Forwarding

IP Filters

LAN Clients

LAN Isolation
TR-D68 WAN Access
Bridge Filters
Dynamic DNS Client
IGMP Proxy

Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

SETUP  ADVANCED  TOOLS  STATUS  HELP

Custom IP Filters

Filter Name:l— Enable @

Source IP:I— Source Netmask:l—
Destination IP:I— Destination Netmask:l—
Port start:[ portEnd:[

PrDtUCDI:ITCP—L,

Enabled Name Source IP Destination IP PortStart Protocol Edit Delete
Mask Mask PortEnd

Shaper

Access Control

Log Out

Custom IP Filter fields:

Filter Name

Enable

Source IP

Source Netmask

Destination IP

Destination Netmask
Port Stat
Port End

Protocol

Name of the IP filter rule you are creating.

The Enable button is checked by default, meaning this rule is automatically
applied when you click Apply.

The LAN-side source IP address assigned to outgoing traffic on which filtering
is applied.

Netmask of the source IP on your LAN side.

You can define the destination IP address to which your source IP will be
banned access. Enter 0.0.0.0 for all.

Netmask of the destination IP. Enter 255.255.255.255 for all.

The starting port number that will be blocked for this application.

The ending port number that will be blocked for this application.

There are five options available: TCP, UDP, TCP and UDP, ICMP, and Any.
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LAN Clients

The LAN clients feature allows you to see all the hosts on the LAN segment. Each host is
qualified to be either dynamic (host obtained a lease from this 6381 RG) or static (host has a
manually-configured IP address).

You can add a static IP address (belonging to the 6381 RG’s LAN subnet) using the LAN Clients
page. Any existing static entry falling within the DHCP server's range can be deleted and the IP
address is made available for future allocation.

Dynamic clients will only be displayed in the list only when the DHCP server is running.

SETUP  ADVANCED  TOOLS  STATUS  HELP

UPnP LAN Clients

SNTP To add a LaM Client, Enter IP Address and Hostname, then click Apply,

Port Forwarding

IP Filters Select LAN Connection: ILAN group 1 'l

LAN Clients Enter IP Address: |
LAN Isolation

HDStname:l
TR-068 WAN Access

MaC Address: |
Bridge Filters

Dynamic DNS Client
IGMP Proxy

Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

Shaper

Cancel
Access Control m -

Log Out

SETUP  ADVANCED  TOOLS  STATUS  HELP

UPnP LAN Clients

SNTP To add a LAN Client, Enter IP Address and Hostname, then click Apply,

Port Forwarding

IP Filters Select LAN Connection: ILAN group 1 'l

LAN Clients Enter IP Address: |
LAN Isolation

HDstname:l
TR-068 WAN Access

MaC Address: |
Bridge Filters

Dynamic DNS Client Static Addresses

IGMP Proxy

Delete [P Address  Hostname MAC Type

Static Routing O 192.168.1.250 Class 0:Static
Dynamic Routing O 192.168.1.240 Class 0:5tatic
Policy Database O 192.168.1.241 Class 0:5tatic

O 192.168.1.242 Class 0:5tatic
Ingress
Egress
Shaper

Log Out
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Select LAN
Connection

Enter IP Address
Hostname

MAC Address

Select the LAN connection to which the client is to be added.

Assign the dynamic IP address to the host here. This is a mandatory field.

Hostname of the client. This is an optional field.

MAC address of the host. This is an optional field.

To configure a LAN client:

1. From the navigation bar at the top of the screen click Advanced

2. From the left hand navigation pane select LAN Clients.

If DHCP is used, all DHCP clients are automatically assigned.

If a fixed IP address server is on the LAN and you want this server to be visible via the WAN,
you must add its IP address. Once the IP address has been added, you can apply Port
Forwarding and Access Control rules to this IP address.

3. Click Apply

The Apply button will temporarily save this connection. To make the change permanent,
click Tools (at the top of the page) and select System Commands. On the System
Commands page, click Save All.

urnpk

SHTP

Port Forwarding

IP Filters

LA Clients

LAN Isolation
TR-068 WAN Access
Bridge Filters
Dynamic DNS Client
IGHMP Proxy

Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

Shaper

Access Control

Log Out

SETUP ADVANCED

To add = LAN Client, Enter IP Address and Hostnarme, then click Apply.

TOOLS  STATUS  HELP

LAN Clients

Select LAN Connection: |LAN group 1 |+ |

Enter IP Address:

Hostname:

MAC Addrass: .

Reserve

Dynamic Addresses

IF Address Hostname MAC Type

U

192.168.1.2 GTDE3C871 00:11:43:75:dc:42 Dynamic

To convert a dynamic entry into a static entry:

1. From the navigation bar at the top of the screen click Advanced

2. From the left hand navigation pane select LAN Clients.
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3. For a Dynamic Address, click Reserve, then Apply

HOME SETUP ADVANCED TOOLS  STATUS HELP

UPnP LAN Clients

SNTP To add a LAN Client, Enter IP Address and Hostname, then dick Apply.
Port Forwarding

IP Filters Select LAN Connection: | LAN group 1 |+

LAN Clients E I

LAN Isolation

TR-068 WAN Access e (LTI -

Bridge Filters MAC Address: |

Dynamic DNS Client Dynamic Addresses

IGMP Proxy Reserve IP Address Hostname MAC Type
Static Routing O 192.168.1.2 GTD63CA71 00:11:43:75:dc:42 Dynamic
Dynamic Routing

Policy Database

Ingress

Egress

Shaper

Access Control

Log Out

4. Click Apply

The Apply button will temporarily save this connection. To make the change permanent,
click Tools (at the top of the page) and select System Commands. On the System
Commands page, click Save All.
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LAN Isolation

The LAN Isolation page allows you to disable the flow of packets between LAN groups. This
ability to isolate LAN groups allows you to secure information in private portions of the LAN (such
as a hot spot deployment) from other publicly accessible LAN segments.

HOME  SETUP  ADVANCED  TOOLS  STATUS  HELP

UPnP LAN Isolation

SNTP To black traffic from one LAN to another LAN, check the Disable check bax,

Port Forwarding

IP Filters M Disable traffic between | LAN group 1 j and ILAN group Zj
LANM Clients

LAN Isolation
TR-068 WAN Access
Bridge Filters
Dynamic DNS Client
IGMP Proxy

Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

Shaper
Access Control Apply m

Log Out

To block traffic between LAN groups:

1. From the navigation bar at the top of the screen click Advanced
2. From the left hand navigation pane select LAN Isolation.

3. Enter a check in the Disable traffic between check box

4. From the Disable traffic between dropdowns select the LAN groups to isolate from each
other.

5. Click Apply
The Apply button will temporarily save this connection. To make the change permanent,

click Tools (at the top of the page) and select System Commands. On the System
Commands page, click Save All.
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TR-068 WAN

Access

The TR-068 WAN Access page enables you to give temporary permission to someone (such as
technical support staff) to be able to access your 6381 RG through the Internet (from the WAN
side).

uPnP

SNTP

Port Forwarding

IP Filters

LAN Clients

LAN Isolation
TR-068 WAN Access
Bridge Filters
Dynamic DNS Client
IGMP Proxy

Static Routing

Dynamic Routing

Policy Database

Ingress
Egress
Shaper
Access Control

Log Out

WAN Update
WAN Access
User Name
Password

Port

SETUP  ADVANCED  TOOLS  STATUS  HELP

Enable W AN Access Update

To Enable Webpage Update from WAN side

WAl Update: [
wWan Access: [

User Mame: Itech

Password: |

Part: |51DDS

Check this field to give the account read and write access.
Check this field to give the account read-only access.
User name of the WAN access account.

Password of the WAN access account.

Enter the port number to be opened for the temporary WAN access.

To create a temporary user account for a remote access to your 6381 RG:

1.

2.

Check WAN Update to enable write privilege of the 6381 RG.
Check WAN Access to enable read privilege of the 6381 RG.

Enter a user name and password in the User Name and Password fields (and communicate

it to the service technician to whom you are giving this privilege).

Click Apply

Enter a port number In the Port field (for example, 51003).

The Apply button will temporarily save this connection. To make the change permanent,
click Tools (at the top of the page) and select System Commands. On the System
Commands page, click Save All.

To access your RG remotely, from the remote PC, enter the following in the URL:

http(s)://10.10.10.5:51003
Syntax: http(s)://WAN IP of RG:Port Number
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From the moment the account is enabled, the user is expected to log in within 20 active
minutes, otherwise the account expires. Once the user has logged in, if the session remains
inactive for more than 20 minutes, the user will be logged out and the account expires.
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Bridge Filters

The bridge filtering mechanism provides a way for the users to define rules to allow/deny frames
through the bridge based on source MAC address, destination MAC address and/or frame type.
When bridge filtering is enabled, each frame is examined against the defined filter rules
sequentially, and when a match is determined, the appropriate filtering action (determined by the
access type selected, i.e. allow or deny) is performed. The user should note that the bridge filter
only examines frames from interfaces that are part of the bridge itself. Twenty filter rules are
supported with bridge filtering.

The Enable Bridge Filter Management interface allows you to select a Bridge Filter
Management Interface and keeps you from getting locked out of the 6381 on the interface of the
LAN group specified in the Select LAN dropdown.

HOME  SETUP  ADVANCED ~ TOOLS  STATUS  HELP

UPnP Bridge Filters

SNTP
di [] Enable Bridge Filters
[OIRE [FORTEITETID [ Enable Bridge Filter Management Interface
IP Filte
fiters Select LAN: |LAM group 1 =
LAN Clients . .
Bridge Filter Management Interface: IEthernet 'l
LAN Isolation
Src MAC Src Port Dest MAC Dest Port Protocol Mode
TR-D68 WAN A ] -
£eess 00-00-00-00-00-00  [ANY  =|[00-00-00-00-00-00  |ANY  =|[PPPoE Session v|[Deny =]

Bridge Filters m
Dynamic DNS Client
IGMP Proxy

Edit Src MAC Src Port Dest MAC Dest Port Protocol Mode Delete
Static Routing
Dynamic Routing
Policy Database
Ingress
Egress
Shaper
Access Control Apply m

Log Out

Enable Bridge Filters Enables/disables bridge filtering. It can be set/unset during any add, edit, or
delete operation. It can also be set/unset independently by clicking Apply.

Enable Bridge Filter When checked, it enables the Bridge Filter Management Interface field. This
Management Interface | ensures that you do not get locked out of the RG on the interface of the LAN
group specified in the next two fields.

Select LAN Select your LAN group to enable the Bridge Filter Management Interface
feature.
Bridge Filter Select the interface of the LAN group to have the Bridge Filter Management

Management Interface | Interface feature enabled. Depending on the LAN group that is selected, the
interface selections are Ethernet, USB, and/or WLAN.

SRC MAC The source MAC address. It must be in a Xx-xx-xx-xx-xx-xx format, with 00-00-
00-00-00-00 as don't care. Blanks can be used in the MAC address space and
are also considered as don't care.

SRC Port Source port. You can choose from Any, Ethernet, USB, WLAN, or WAN Bridge
Connection Port for the particular bridge. If any of the selections are not
available, please check your DSL connection.

Dest MAC The destination MAC address.

Dest Port Destination port. You can choose from Any, Ethernet, USB, and WLAN.
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Protocol You can choose from the following options: PPPoOE Session, PPPoE Discovery,
IPX - Ethernet I, RARP, IPv6, IPv4, and Any.

Mode There are two filtering modes: Deny and Allow.

From the navigation bar at the top of the screen click Advanced
From the left hand navigation pane select Bridge Filters.

The User Interface for Bridge Filter allows the user to add/edit/delete, as well as, enables the
filter rules.

Check Enable Bridge Filters.

To add rules, simply define the source MAC address, destination MAC address and frame
type with desired filtering type (i.e. allow/deny), and click Add.

The MAC address must be in a Xx-xx-xx-xx-xx-xx format, with 00-00-00-00-00-00 as
“automatically allow”. Blanks can be used in the MAC address space, and would be
considered also as “automatically allow”.

Note: On a windows based machine, you can find a MAC address with the ipconfig program.
At a command prompt, type: ipconfig /all

To edit/modify an existing filter rule, select the desired rule created previously from Add in
the Edit select box.

The selected filter rule will appear on top section, as with the Add filter rule. Make the
desired change to the MAC address, frame type and/or access type, and click Apply.

The Enable Bridge Filters check box allows the user to enable or disable bridge filtering. It
can be set/unset during any add/edit/delete operation. It can also be set/unset independently
by just pressing the “Apply” button.

Click Apply
The Apply button will temporarily save this connection. To make the change permanent,

click Tools (at the top of the page) and select System Commands. On the System
Commands page, click Save All.
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Dynamic DNS Client

Each time the 6381 connects to the Internet; your ISP assigns a different IP address to the 6381.
In order for you or other users to access your 6381 from the WAN-side, you need to manually
track the IP that is currently used. The Dynamic DNS feature allows you to register your 6381
with a DNS server and access your 6381 each time using the same host name.

The Dynamic DNS Client page allows you to enable/disable the Dynamic DNS feature.

HOME  SETUP  ADVANCED  TOOLS  STATUS  HELP

uUPnP Dynamic DNS Client

SMNTP
Port Forwarding Connection IPPPDECDnneCitDM j
IP Filters DOMS Server IDynDNS 'l
LAM Clients DOMS Client [
LAN Isolation User Mame |
TR-068 WAN Access
Password |
Bridge Filters
Dynamic DNS Client Domain Mame I
IGMP Proxy
Static Routing
Dynamic Routing
Policy Database
Ingress
Egress
Shaper
Access Control
Log Out
Connection This field defaults to your 6381 RG’s WAN connection over which the RG will
be accessed.
DDNS Server This is where you select the server from different DDNS service providers. A
charge may occur depends on the service you select.
DDNS Client Enables/disables the DDNS client feature for the WAN connection. This field is
disabled by default.
User Name User name assigned by the DDNS service provider.
Password Password assigned by the DDNS service provider.
Domain Name Domain name to be registered with the DDNS server.

To connect to a DDNS Server:
1. From the navigation bar at the top of the screen click Advanced
2. From the left hand navigation pane select Dynamic DNS Client.

3. From the Connection drop down select the WAN connection over which your 6381 will be
accessed.

4. From the DDNS Server drop down select the DDNS server from DDNS Service Providers.
DDNS Service Providers may charge for this service.

5. Enter the User Name and Password as assigned by the DDNS Service Provider.
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Enter the Domain Name to be registered with the DDNS server.
Click Apply
The Apply button will temporarily save this connection. To make the change permanent,

click Tools (at the top of the page) and select System Commands. On the System
Commands page, click Save All.
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IGMP Proxy

Multicasting is a form of limited broadcast. UDP is used to send datagrams to all hosts that
belong to what is called a Host Group. A host group is a set of one or more hosts identified by a
single IP destination address.

Internet Group Management Protocol (IGMP) Proxy allows for forwarding of multicast traffic
between networks. Unlike broadcast which sends traffic to all possible addresses (and because it
requires duplication and transmission broadcasts may require a great deal of computation time
from the sending device), multicast provides a mechanism so data can be sent to a limited
number of devices. Unlike sending multiple normal unicast transmissions, which send
transmissions a single specific device (then many times over), multicast provides an option which
does not require many transmissions to be sent. Multicast has a group membership mechanism
where one data stream can be received by more than one device, so multicast does not require
the network bandwidth of multiple unicast transmissions.

Multicasting is useful when the same data needs to be sent to more than one device. For
instance, if one device is responsible for acquiring data that many other devices need, then
multicasting is a natural fit. Note that using multicasting as opposed to sending the same data to
individual devices uses less network bandwidth. The multicast feature also enables you to receive
multicast video streams from multicast servers.

With multicast, datagrams are sent to all hosts in a Host Group. A host group is a set of one or
more hosts identified by a single IP destination address. Host groups follow these standards:

e Anyone can join or leave a host group at will.

e There are no restrictions on a host’s location.

e There are no restrictions on the number of members that may belong to a host group.
e A host may belong to multiple host groups.

¢ Non-group members may send UDP datagrams to the host group.

Multicast provides a means for devices in host groups to get the datagrams from the host group
IP address. Multicast also enables you to receive multicast video streams from multicast servers.

IP hosts use IGMP to report their multicast group memberships to neighboring routers. Similarly,
multicast routers use IGMP to discover which of their hosts belong to multicast groups. Your 6381
supports IGMP proxy that handles IGMP messages. When enabled, your 6381 acts as a proxy
for a LAN host making requests to join and leave multicast groups, or a multicast router sending
multicast packets to multicast groups on the WAN side.

On a Join, the proxy sets up a multicast route for the interface and PC requesting the video
content. It then forwards the Join to the upstream multicast router. The Multicast IP traffic will then
be forwarded to the requesting device. Multicast traffic does not pass trough the Firewall or NAT.
On a leave, the Proxy removes the route and then forwards the leave to the upstream Multicast
router.
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The IGMP Proxy page allows you to enable multicast on available WAN or LAN interfaces.

Upstream The interface from which IGMP requests from hosts are sent to the multicast
router.

Downstream The interface on the router which sends to hosts in the multicast group database.

Ignore No IGMP requests nor multicast data is forwarded.

Here are a few examples to demonstrate how to configure interfaces

e WAN Interface as Upstream IGMP Proxy

The multicast server is in the WAN network. Hosts on the LAN side can send IGMP requests
through the WAN interface. The WAN will pass multicast packets from the multicast server to
hosts on the LAN side.

WAN interface on which the multicast router exists: Upstream

Interface(s) of any LAN groups receiving multicast: Downstream

Interface(s) of any WAN groups receiving multicast: Downstream

Interface(s) of any LAN or WAN groups not receiving or providing multicast: ignore
e LAN Interfaces as the Upstream IGMP Proxy

The multicast is on the LAN side. Hosts on the Hosts on the WAN network can send IGMP
requests through the LAN interface. The LAN interface, acting as the upstream interface,
forwards data multicast from the LAN-side multicast server to hosts on the network.

LAN group interface on which the router exists: Upstream
Interface(s) of WAN group(s) receiving multicast: Downstream
Interface(s) of any LAN group(s) receiving multicast: Downstream

Interface(s) of any LAN or WAN group(s) not receiving or providing multicast: ignore
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HOME  SETUP  ADVANCED  TOOLS  STATUS  HELP

UPnP IGMP Proxy

SNTP IGMP Proxy could be enabled on WaAN and LAM connections.,

Port Forwarding
IP Filters @' Enable IGMP Proxy

LAN Clients
LAN Isolation Interface UpstreamfDownstreamfIgnore

TR-068 WAN Access .
PPPoEConnectonl IUpstream 'I

Bridge Filters
Dynamic DNS Client LW g 2 IDDW”Stream j'
IGMP Proxy
Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

Shaper

Access Control Apply m

Log Out

Configure a WAN Interface as the Upstream IGMP Proxy

The following procedure applies when the multicast server in on the network. Hosts on your LAN
side can send IGMP requests through the WAN interface. And the WAN will pass multicast
packets from the multicast server to the hosts on the LAN side.

Enable IGMP Proxy: WAN = Upstream

1GMP

Request Multicast Router
Multicast

Frames

PPPoE1 )
(Ignore) 1GMP DHCP1 (Upstream)
Request Multicast
Frames

B e

Multicast
Frames

LAN Group 1
(Downstream)

IGMP
LAN Group 2 Request
(lgnore)

&hé SRS RS

As shown above the WAN interface DHCP1 is enabled as the upstream IGMP interface, which
forwards IGMP requests from LAN group 1 to the multicast router on the network and forwards
multicast frames from the multicast router to hosts on the downstream interface (LAN group 1).
No IGMP request nor data multicast are forwarded to PPPoE1 or LAN Group 2.

To configure a WAN interface as the Upstream IGMP Proxy:
1. From the navigation bar at the top of the screen click Advanced

2. From the left hand navigation pane select IGMP Proxy.
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3. Enter acheck in the Enable IGMP Proxy check box

4. From the Interface Upstream/Downstream/Ignore dropdowns select the LAN groups to
and whether they should allow IGMP proxies from upstream or downstream.

To match the example above:

e DHCP1: Upstream

e PPPoOEL: Ignore

e LAN group 1: Downstream
e LAN group 2: Ignore

5. Click Apply

The Apply button will temporarily save this connection. To make the change permanent,
click Tools (at the top of the page) and select System Commands. On the System
Commands page, click Save All.

Configure a LAN interface as the Upstream Interface

The following procedure applies when the multicast server in on the LAN side. Hosts on the
network can sent IGMP request from the WAN side through the LAN interface. And the LAN
interface, acting as the upstream interface, forwards data multicast from the LAN-side multicast
server to hosts on the network.

Enable IGMP Proxy: LAN = Upstream

IGMP

Request — &

Multicast Router 2 —)
Multicast &
Frames -
PPPoE1 N
(Downstream) IGMF DHCP1 (Downstream)
Request .
Multicast
Frames

[ S R

&7 (Downstream) Multicast — pylticast
1GMP Frames Frames
Request % %
—

IGMP Multicast Router 1
Request

LAN Group1 ——— @
(Upstream)

& & LY

In the example shown above, there is a multicast router on the LAN side and LAN Group 1
interface is enabled as the upstream IGMP proxy. IGMP requests from the network are forwarded
to LAN group 1 and multicast frames from multicast router 1 are forwarded to hosts on the LAN
side (LAN group 3) and on the WAN side (DHCP1 and PPPoE1). No IGMP request nor data
multicast are forwarded to LAN Group 2.

LAN Group 2
(lgnore)

To configure your LAN group 1 as the upstream interface:

1. From the navigation bar at the top of the screen click Advanced
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From the left hand navigation pane select IGMP Proxy.

Enter a check in the Enable IGMP Proxy check box

From the Interface Upstream/Downstream/Ignore dropdowns select the LAN groups to
and whether they should allow IGMP proxies from upstream or downstream.

To match the example above:

DHCP1: Downstream
PPPoEL: Downstream
LAN group 1: Upstream
LAN group 2: Ignore

LAN group 3: Downstream

Click Apply

The Apply button will temporarily save this connection. To make the change permanent,
click Tools (at the top of the page) and select System Commands. On the System
Commands page, click Save All.
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Static Routing

The Static Routing page enables you to define routes for specific subnets on the WAN/LAN
side. The 6381 RG allows you to manually program the RG's routing table. Up to 16 static routes

can be added.

upPnpP

SMNTP

Port Forwarding

IP Filters

LANM Clients

LAN Isolation
TR-068 WAN Access
Bridge Filters
Dynamic DNS Client
IGMP Proxy

Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

Shaper

SETUP

MNew Destination IF‘:I Mask:|255.255.255.D

Conncction
LAN group 1

=
——g 19216813
=

14216812

192.168.1.4

10.0.0.2
2™ Router _g
192.168.1.5/
10.0.0.1 10.0.0.3
—g 10.0.0.4
_g 10.0.0.5

ADVANCED TOOLS  STATUS HELP

Static Routing

Choose a connection: |LAM group 1

=l

Gateway:l Metric: ID

Uestnztion 11* Mezk
10.0.0.0

Gateway

255.255.255.0 192.168.1.5 O O

Mctnc Uelete

Access Control

Log Out

New Destination IP

Subnet Mask

Gateway

Metric

The address of the remote LAN network or host to which you want to assign a
static route. For a standard Class C IP domain, the network address is the first
three fields of the New Destination IP, while the last field should be 0.

Identifies which portion of an IP address is the network portion, and which portion
is the host portion. For a full Class C Subnet, the Subnet Mask is 255.255.255.0.

Gateway is the IP address of the device that allows contact between the modem
and the remote network or host.

Metric determines the maximum number of steps (hops) between network nodes
that data packets will travel. A node is any device on the network (such as a
router or switch).

6381-A4 Router Users Guide 87



To define a static route between networks:

10.

11.

From the navigation bar at the top of the screen click Advanced
From the left hand navigation pane select Static Routing.

From the Choose a connection dropdown select the connection which to add the static
route.

In the New Destination IP, Gateway, Mask, and Metric text boxes, enter the appropriate
information.

To match the example above:

e New Destination IP: 10.0.0.0 (the network IP address of the subnet)
e Mask: 255.255.255.0 (the subnet mask)

e Gateway: 192.168.1.5 (the LAN-side IP address of the second router, through which
the stations in the subnet access the network)

e Metric: 0

You are telling the RG that a new subnet with an IP of 10.0.0.0 and a netmask of
255.255.255.0 has been added and can access the RG via station 192.168.1.5. The metric
is O since the subnet is one level down on the LAN.

You can add up to 16 entries.
Click Apply
The Apply button will temporarily save this connection. To make the change permanent,

click Tools (at the top of the page) and select System Commands. On the System
Commands page, click Save All.
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Dynamic Routing

Dynamic Routing enables the 6381 RG to dynamically define routes for WAN and LAN subnets.
Dynamic routing uses routing information protocol (RIP) for exchanging routing information with
other routers in the network. It is supported across both WAN and LAN interfaces. Any RIP-
enabled router sends out automatic update packets containing its own routing table on a periodic
basis (every 30 secs). Similarly, it accepts such periodic updates from other routers and adds,
deletes, or modifies routes in its own routing table accordingly. The router is also expected to
receive requests for its routing table and respond accordingly. Use the Dynamic Routing page to
define dynamic routing routes for the available interfaces.

Dynamic Routing allows the modem to automatically adjust to physical changes in the network.
The modem, using the routing information protocol (RIP), determines the network packets’ route
based on the fewest number of hops between the source and the destination. The RIP protocol
regularly broadcasts routing information to other modems on the network. The 6381 support RIP
across both WAN and LAN interfaces.

RIP enabled routers send out updates of its routing table periodically and accepts updates from
other routers to add, delete or modify routes in its routing table. The router will also send updates
to its routing table upon request.

You can enable dynamic routing on all routers, so you do not have to manually enter the
individual routes. To enable dynamic routing you need to enable all routers on this network and
they should use the same protocol so they are able to communicate with each other.

To demonstrate the use of the dynamic routing feature, consider an expanded version of the
network used in the static routing example (see Static Routing).

WAN
LAN Group 1 ART-RIP LAN Group 2
1892168.1.x | 172.166.1.x
=——F
Router 2 - Router 3 -
Subnet 1 Subnet 2
73681 x

Host

As shown above, you have a network with two LAN connections (192.168.1.x and 172.168.1.x),
and each has a router and a subnet. How can host A in subnet 1 (193.168.1.x) talk to host B in
subnet 2 (173.168.1.x)? You have two options:

» As shown using the static routing feature (see Static Routing), you can add both subnets to the
routing table using the Static Routing page (two separate entries).

* You can enable dynamic routing on all routers without having to manually enter the individual
routes. Keep in mind that you need to enable all routers on this network and they should use the
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same protocol to be able to communicate with each other. The following procedure shows you
how to enable and configure the dynamic routing feature on your RG.

HOME ~ SETUP  ADVANCED

TOOLS  STATUS  HELP

UPnP Dynamic Routing

SHNTP

[J Enable RIP

Port Forwarding
F‘rDtDCDI:IRIP w2 'l

IP Filters

LAN Clients
W[ Enable Password

LAM Isolation
Password: qu

TR-068 WAN Access

Bridge Filters

Interface Direction
Dynamic DNS Client L&N group 1 IBDth ,l
el IR PPPoEConnecitonl INDne 'l
Static Routing
Dynamic Routing
Policy Database
Ingress
Egress
Shaper
Access Control m
Log Out
Enable RIP Enables/disables RIP.
Protocol The following three RIP versions are available:

e RIP v1 (UDP protocol)
e RIP v2 (multicast protocol)

e RIP vl compatible (UDP protocol with multicast format)

Note: Routers using RIP v1 or RIP v1-compatible protocol can talk to each
other, but not to routers using RIP v2 protocol.

Enable Password This is an optional field. RIP version v2 compatibility allows you to provide
simple plain-text password-based authentication to RIP packets. This field is
disabled if RIP v1 protocol is selected.

Password The password can be up to 16 characters long.

Direction Normally when RIP is enabled on a router, it dynamically learns/provides routes
on all its configured interfaces. This parameter allows you to select the
interfaces on which RIP is expected to learn and distribute routing information.
This feature allows you to control how and which routes get distributed through
the network. For example, by selecting In only mode, routes to private LAN
networks are prevented from being sent over to the WAN-side router.

To enable dynamic routing:
1. From the navigation bar at the top of the screen click Advanced
2. From the left hand navigation pane select Dynamic Routing.

3. If appropriate, select Enable RIP and from the Protocol dropdown select the appropriate
version of RIP.

The protocol is dependent upon the entire network. Most networks support RIP v1. If RIP v1
is selected, routing data will be sent in RIP v1 format. If Rip V2 is selected, routing data will
be sent in RIP v2 format using subnet broadcasting. If RIP V1 Compatible is selected,
routing data will be sent in RIP v2 format using multicasting.
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For additional security with RIPv2 check Enable Password and enter a password.

Dynamic routing does not required the additional security. RIP v2 provides simple plain-text
password-based authentication to RIP packets. The Enable Password field is disabled if
RIP v1 protocol is selected.

From the Interface Direction drop down select the appropriate direction for each interface.

Direction determines the direction that RIP routes will be updated.

In The router will only incorporate received RIP information.

Out The router will only send out RIP information.

Both The router will incorporate received RIP information and send out updated RIP
information.

None Dynamic routing is disabled for this interface. Use when dynamic routing is

enabled for other interfaces.
To match the example above:

e LANgroup 1: Both
e LAN group 2: Both

You also need to enable dynamic routing on the routers 2 and 3.

Click Apply

The Apply button will temporarily save this connection. To make the change permanent, click

Tools (at the top of the page) and select System Commands. On the System Commands
page, click Save All.
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Quality of Service (QoS)

Quality of Service permits network administrators to prioritize how packets are handled, so that
information with differing requirements, voice, video and data, will work properly. Network
administrator configure routers to handle the different priority packets, however different networks
use differing QoS marking.

Note: QoS pages are for use by network administrators or Internet Service Providers
(ISP). Users should not configure the Policy Database, Ingress, Egress or Shaper
pages unless directed to do so by their ISP.

TOS Network
(TOS bits)

AN

DSCP Network
(COS hits)

WME (WLAN)

VLAN Metwork LAN QoS header

(Priority bits)

A ToS network (Type of Service) uses flags in the IP header to set priorities. A DSCP network
(Differentiated Services Code Point) uses a field in an IP packet to describe different levels of
service to assign to traffic. A VLAN (Virtual LAN as used with Level 2 bridges) uses priority bit in
the VLAN header. WLAN use WLAN QoS header.

To work with the differing means of prioritizing packets and bandwidth, the 6381 maps the other
priority schemes either to or from the CoS priority that it uses. Upon ingress (when the packet
arrives on the WAN or LAN interface of the 6381) the priority is translated to CoS. Upon egress
(when the packet leaves on the WAN or LAN interface of the 6381) the priority is translated from
CoS. These mappings are set by a traffic conditioning agreement (TCA) for each interface:
Ingress = domain mapping to CoS, Egress = CoS mapping to domain. There are also options for
honoring (trusted mode) or not honoring (untrusted mode).

The 6381 uses a Class of Service (CoS) to define priorities. The 6381 uses six classes of CoS:
CoS1, CoS2, CoS3, CoS4, CoS5, and CoS6. CoSl is the highest priority and CoS6 the lowest.
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Terms:

Ingress: Packets arriving into the RG from a WAN/LAN interface.

Egress: Packets sent from the RG to a WAN/LAN interface.

Trusted mode: Honors the domain mapping (ToS byte, WME, WLAN user priority).
Untrusted mode: Does not honor domain mapping. This is the default QoS setting.

Forwarding rules based on CoS are:

CoS1 has absolute priority and is used for expedited forwarding (EF) traffic. This is always
serviced till completion.

Co0S2-CoS5 are used for assured forwarding (AF) classes. They are serviced in a strict round
robin manner using the following priority scheme: CoS2 > CoS3 > CoS4 > CoS5

CoS6 is for best effort (BE) traffic. This is only serviced when there is no other class of
service. If QoS is not enabled on your RG, all traffic will be treated as best effort.

QoS is defined in the following four GUI pages:

Policy Database for configuring QoS for multiple connections

Ingress for ingress mapping from an outside domain

Egress for egress mapping to an outside domain

Shaping for determining the servicing of the CoS queues including rate limiting.
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Policy Database
The Policy Database page allows you to configure QoS for multiple WAN connections; you can

classify packets based on fields in the packet. The Ingress and Egress pages allow you to
configure QoS per interface.

HOME  SETUP  ADVANCED  TOOLS STATUS  HELP

UPnP Policy Database Configuration

SNTP

Port Forwarding o -
Ingress Interface :ILAN group 1 'l Destination Interface :IPPPDECDnnemtom 'l

IP Filters

LAN Clients DiffSery Code Point :I Class of Service :ICDS1 'l

LAN Isolation .
Source [P :I Destination IF :I
TR-068 WAN Access
Mask :I Mask :I
Bridge Filters
Dynamic DNS Client Protocol :Iﬁ W
IGMP Proxy
Source Port Star‘t:l Source Port End:l
Static Routing
Destination Part Star‘t:l Destination Part End:l
Dynamic Routing
Policy Database
Source MAC :I
Ingress
E 1 .
Ao Local Routing Mark:l

Shaper

Access Control

Log Out

Ingress Interface DSCP Source IP Destination IP Source Port Start Destination Port Start  Protocol  Local Mark Delete
Dest Interface CoS Mask Mask Source Port End  Destination Port End  Source MAC

Fields that can be configured for setting policies:

Field Description

Ingress Interface The incoming traffic interface for a Policy Routing rule. Selections include LAN
interfaces, WAN interfaces, Locally generated (traffic), and not applicable.
Examples of Locally generated traffic are: voice packets, packets generated by
applications such as DNS, DHCP or other applications.

Destination Interface The outgoing traffic interfaces for a Policy Routing rule. Selections include LAN
Interfaces and WAN interfaces.

DiffServ Code Point The diffServ code point (DSCP) field value ranges from 1 to 255. This field
cannot be configured alone; additional fields like IP, Source MAC, and/or
Ingress Interface should be configured.

Class of Service The selections are (in the order of priority): CoS1, CoS2, CoS3, CoS4, CoS5,
Co0S6, and N/A.

Source IP The IP address of the traffic source. (Wild cards are allowed.)

(Source) Mask The source IP netmask. This field is required if the source IP has been entered.
(Wild cards are allowed.)

Destination IP The IP address of the traffic destination. (Wild cards are allowed.)

(Destination) Mask The netmask of the destination. This field is required if the destination IP has

been entered. (Wild cards are allowed.)
Protocol The selections are TCP, UDP, ICMP, Specify, and none. If you choose Specify,
you need to enter the protocol number in the box next to the Protocol field.

This field cannot be configured alone; additional fields like IP, Source MAC,
and/or Ingress Interface must also be configured.

The Protocol field is also required if the source port or destination port has
been entered.
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Source Port

The source protocol port. You cannot configure this field without entering the

protocol first.

Destination Port

The destination protocol port or port range. You cannot configure this field

without entering the protocol first.

Source MAC
Local Routing Mark

The MAC address of the traffic source.

The Local Routing Mark field is enabled only when Locally Generated is

selected in the Ingress Interface field. The mark for DNS traffic generated by
different applications are described below:

Dynamic DNS: OxE1
Dynamic Proxy: OXE2
Web Server: OxE3
MSNTP: OXE4

DHCP Server: OXE5
IPtables Utility: OXE6
PPP Daemon: OxE7
IP Route: OXE8

ATM Library: OXE9
NET Tools: OXEA
RIP: OXEB

RIP v2: OXEC

UPNP: OXEE
Busybox Utility: OXEF
Configuration Manager: OxFO
DropBear Utility: OxF1
Voice: 0

Policy routing if selected, uses the egress interface. The ingress interface is not applicable if

policy routing is used.

Currently routing algorithms make decision based on destination address, i.e., only Destination IP
address and subnet mask is supported. The Policy Routing page enables you to route packets on
the basis of various fields in the packet. The following fields can be configured for Policy Routing:

e Destination IP address/mask

e Source IP address/mask

e Source MAC address

e Protocol (TCP, UDP, ICMP, etc)

e Source port

e Destination port

e Incoming interface
e DSCP
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Ingress

Configure Quality of Service (QoS) for packets entering the device. Ingress denotes packets
arriving into the 6381 from a WAN or LAN interface. The mappings are converted to CoS.

QoS can be configured on a per interface basis. Select the interface — USB, Ethernet, Bridge —
which needs to be configured.

Ingress Untrusted Mode

Untrusted is the default Ingress page setting for all interfaces. In this mode, no domain mapping
is honoured in the RG. All packets are treated as CoS6 (best effort)

HOME  SETUP  ADVANCED  TOOLS  STATUS  HELP

IAnP Ingress
SMTP

Interface : IEthernet 'I
Port Forwarding
IP Filters ® Untrusted O Layerz O Layers (O Static
LAN Clients

LAN Isolation

TR-068 WAN Access TOS Class of Service
Bridge Filters -
All CoSa

Dynamic DMNS Client

IGMP Proxy

Static Routing

Dynamic Routing

Policy Database

Ingress

Egress

Shaper

Access Control

L Dut

Untrusted The default Ingress page setting. No domain mapping is honoured. All packets are
treated as CoS6, the best effort priority.

Layer2 Enables you to map an incoming packet with layer 2 (MAC addresses and bridging,
rather than by IP address and routing) with VLAN segregation for priority. Only
configurable on WAN interfaces.

Layer3 Enables you to map type of service (ToS) bits of incoming packets from the IP
network to CoS for each WAN/LAN interface.

Static Enables you to configure a static CoS for all packets received on a WAN or LAN
interface.

To configure QoS on ingress:

1. From the navigation bar at the top of the screen click Advanced

2. From the left hand navigation pane select Ingress.

3. OntheIngress page, select the interface from the Interface drop down.
4. Select the appropriate Untrusted, Layer2, Layer3, or Static radio button.

5. Click Apply
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Ingress Layer 2 Configuration

The Apply button will temporarily save this connection. To make the change permanent, click
Tools (at the top of the page) and select System Commands. On the System Commands
page, click Save All.

Layer 2 page enables you to map an incoming packet with VLAN priority to CoS. This feature is
only configurable on the WAN interfaces as VLAN is only supported on the WAN side in the
current software release.

uPrnP

SNTP

Port Forwarding

IP Filters

LAN Clients

LAN Isolation
TR-068 WAN Access
Bridge Filters
Dynamic DNS Client
IGMP Proxy

Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

Shaper

Access Control

Log Out

Interface

Class of Service

User Priority

SETUP  ADVANCED  TOOLS  STATUS  HELP

Ingress

Interface : | FPPOE1 ¥

(O untrusted  (® Layer2 (O Layer3 (O Static

Class of Service :| ¥ |

User Priority @ 0¥

User Priority Class of Service

Select the WAN interface here to configure the CoS for incoming traffic. Only
WAN interface can be selected as VLAN is currently supported only on the WAN
side.

The selections are (in the order of descending priority): CoS1, CoS2, CoS3,
CoS4, CoS5, and CoSé.

The selections are 0,1, 2, 3,4, 5,6, 7.

To configure Ingress Layer 2 to CoS:

1.

2.

From Interface drop-down box, select PPPoE to configure QoS on this WAN interface.

Select CoS1 in Class of Service and 5 in Priority Bits.

Any packets with priority marking 5 is mapped to CoS1, the highest priority that is normally
given to the voice packets.

Click Apply to temporarily activate the settings.

Select CoS2 in the Class of Service field and 1 in the Priority Bits field.

Any packets that have priority bits of 1 are mapped to CoS2, which is the second highest
priority. This is given to the high priority packets such as video.

Click Apply to temporarily activate the settings.
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The changes take effect when you click Apply; however, if the RG configuration is not saved,
these changes will be lost upon RG reboot.

6. Repeat step 2-5 to add more rules to PPPoEL.

Up to eight rules can be configured for each interface.

Any priority bits that have not been mapped to a CoS default to CoS6, the lowest priority.
7. Repeat step 1-6 to create rules to another WAN interface.
Any WAN interface that is not configured has the default Untrusted mode.

8. To make the change permanent, click Tools and select System Commands. On the
System Commands page, click Save All.

Ingress Layer 3 Configuration

The Layer 3 page allows you to map ToS bits of incoming packets from the IP network to CoS for
each WAN/LAN interface.

HOME  SETUP  ADVANCED  TOOLS  STATUS  HELP

UPnP Ingress

Interface : IEthernet 'l
Port Forwarding

IP Filters O Untrusted (O Layer? (& Layer3 O Static
LAN Clients

SNTP

LAN Isolation
TR-068 WAN Access Class of Service : ICDS1 Yl

Bridge Filters Tos : I Default Non-IP: ICDS1 'l

Dynamic DNS Client TOS Class of Serwvice
IGMP Proxy

Static Routing

Dynamic Routing

Policy Database

Ingress

Egress

Shaper

Access Control

eaou | reset il apply [l cancel |
Interface For both WAN and LAN interfaces, you can configure QoS for layer 3 (IP) data
traffic.
Class of Service This CoS field allows you to map incoming layer 3 WAN/LAN packets to one of

the following CoS (in the order of descending priority): CoS1, CoS2, CoS3,
CoS4, CoS5, and CoS6.

ToS The type of service field takes values from 0 to 255.

Default Non IP A static CoS can be assigned to all layer 3 incoming packets (per interface) that
do not have an IP header, such as PPP control packets and ARP packets. The
default is CoS1 (recommended).

To configure Ingress Layer 3 to CoS:
1. From Interface drop-down box, select LAN Group 1 to configure QoS on this interface.

2. Select CoS1 in Class of Service and enter 22 in Type of Service (ToS).
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Any incoming packet from LAN Group 1 (layer 3) with a ToS of 22 is mapped to CoS1, the
highest priority, which is normally given to the voice packets.

3. Leave the default value CoS1 in Default Non-IP.

Any incoming packet from LAN Group 1 without an IP is mapped to CoS1, the highest
priority.

4. Click Apply to temporarily activate the settings.

The changes take effect when you click Apply; however, if the RG configuration is not
saved, these changes will be lost upon RG reboot.

5. Repeat step 2-4 to add more rules to LAN Group 1.

Up to 255 rules can be configured for each interface.

Any ToS that have not been mapped to a CoS is treated as CoS6, the lowest priority.
6. Repeat step 1-5 to create rules to another WAN/LAN interface.
Any WAN/LAN interface that is not configured has the default Untrusted mode.

7. To make the change permanent, click Tools and select System Commands. On the
System Commands page, click Save All.
Ingress Static Configuration

The Ingress - Static page enables you to configure a static CoS for all packets received on a
WAN or LAN interface.

HOME  SETUP  ADVANCED  TOOLS  STATUS  HELP

UPnP Ingress

_ Interface : IUSB 'l
Port Forwarding

IP Filters O Untrusted O Layer2 (O Layer2 (8 Static
LAMN Clients

SNTP

LAN Isolation

TR-068 WAN Access

Bnidosiiltons Class of Service : lm
Dynamic DNS Client

IGMP Proxy

Static Routing

Dynamic Routing

Policy Database

Ingress

Egress

Shaper

Access Control

— [_Reset | [ Cancel |

To configure Ingress static QoS settings:

1. Atthe Interface drop-down box, select Ethernet.
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You are configuring QoS on this interface only. Any WAN/LAN interface that is not
configured has the default Untrusted mode.

2. Select CoS1 in Class of Service.
All incoming traffic from the Ethernet interface receives CoS1, the highest priority.
3. Click Apply to temporarily activate the settings.

The changes take effect when you click Apply; however, if the RG configuration is not saved,
these changes will be lost upon RG reboot.

4. To make the change permanent, click Tools and select System Commands. On the
System Commands page, click Save All.

Ingress Payload Database Configuration

The Policy Database Configuration page enables you to configure QoS payload database and
policy routing.

HOME  SETUP  ADVANCED  TOOLS  STATUS  HELP

UPnP Policy Database Configuration

SNTP
Port Forwarding
[ngress Interface :ILAN group 1 'l Destination Interface : | PPPoEConnecitonl 'l
IP Filters
L Gt DiffSery Code Point :I | Class of Service 1| Co31 j
LAN Isolati . .
=solation Source IP :I s etz s Destination IR :I
TR-D68 WAN Access
. 5 Mask :I Mask :I
Bridge Filters
Dynamic DNS Client Protocol :m W
IGMP Proxy
Source Port Star‘t:l Source Port End:l
Static Routing
Destination Port Star‘t:l Destination Port End:l
Dynamic Routing
Policy Database
Source MAC :I
Ingress
E .
gress Local Routing Mark:l
Shaper
BaEees il Ingress Interface DSCP Source IP Destination IP Source Port Start Destination Port Start Protocol  Local Mark Delete
Log Out Dest Interface CoS  Mask Mask Source Port End  Destination Port End  Source MAC

QoS can be configured in the Ingress and Egress pages on a per interface basis. The Policy
Database page enables you to classify packets on the basis of various fields in the packet.

The following fields can be configured for QoS:

e CoS

e Source IP address/mask

e Destination IP address/mask
e Protocol

e Source port start

e Source port end

e Destination port start

e Destination port end

e Source Mac address
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Ingress Interface
Destination Interface
DiffServ Code Point

Class of Service

Source IP
Mask
Destination IP

Mask

Protocol

Source Port Start

Source Port End

Destination Port Start

Destination Port End

Source MAC
Local Routing Mark

This field is applicable for policy routing configuration only (see Policy Database)
This field is applicable for policy routing configuration only (see Policy Database)
This field is applicable for policy routing configuration only (see Policy Database)

The selections are (in the order of priority): CoS1, CoS2, CoS3, CoS4, CoS5,
CoS6, and N/A.

The IP address of the traffic source.
The source IP netmask. This field is required if the source IP has been entered.
The IP address of the traffic destination.

The netmask of the destination. This field is required if the destination IP has been
entered.

The selections are TCP, UDP, ICMP, Specify, and none. If you choose Specify,
you need to enter the protocol number in the box next to the Protocol field.

This field cannot be configured alone, additional fields like IP and/or Source MAC
should be configured.

This field is also required if the source port or destination port has been entered.

The starting port of the source protocol. You cannot configure this field without
entering the protocol first.

The ending port of the source protocol. You cannot configure this field without
entering the protocaol first.

The starting port of the destination protocol. You cannot configure this field
without entering the protocol first.

The ending port of the destination protocol. You cannot configure this field without
entering the protocol first.

The MAC address of the traffic source.

This field is applicable for policy routing configuration only (see Policy Database)

To configure QoS to give PC1 traffic over PC2 traffic

WAN

LAN group 1
192.168.1.x
LAN

PC1 PC2:
192.168.1.10

192.168.1.5

PPPoE1

LAN group 2
192.168.2.x

5 5

In our example there are two PCs in LAN group 1. You use PC 1 (192.168.1.5) to download
movies and PC 2 (192.168.1.10) to surf the internet.

1. Inthe Ingress field, select N/A (not applicable).

The field is applicable for policy routing only.

2. Inthe Destination Interface field, select N/A.
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The field is applicable for policy routing only.

In the Class of Service field, leave the default CoS1.

In the Destination IP field, enter 192.168.1.5.

In the Destination IP Mask field, enter 255.255.255.255.

In the Protocol field, leave the default selection, TCP.

Click Apply to temporarily activate the settings on the page.
The rule is generated at the bottom of the page.

To make the change permanent, click Tools and select System Commands. On the
System Commands page, click Save All.
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Egress

Egress denotes the direction of a frame exiting an interface. For outgoing packets the CoS
marking needs to be translated to mapping understood by the network domains.

No Egress

Layer2

Layer3

(Z)ZHONE

UPnP

SMTP

Port Forwarding

IP Filters

LAN Clients

LAN Isolation
TR-068 WAN Access
Bridge Filters
Dynamic DNS Client
IGMP Proxy

Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

Shaper

Access Control

Log Dut

HOME SETUP ADVANCED

The default Egress page setting. Domain mappings of the packets are not altered

Enables you to map an outgoing packet to user priority bits which are honoured by
the VLAN bridged network. Only supported on WAN interfaces.

Enables you to map CoS to ToS bits so priority marking of outgoing packets work
properly on IP networks.

TOOLS  STATUS  HELP

Egress

Connection : IUSB 'l

(® Mo Egress (O Layer? (O Layers

Mo Egress TCA defined

Cancel

To configure QoS on egress:

1.

2.

From the navigation bar at the top of the screen click Advanced

From the left hand navigation pane select Egress.

On the Egress page, select the interface from the Interface drop down.

Select the appropriate No Egress, Layer2, or Layer3 radio button.

Click Apply

The Apply button will temporarily save this connection. To make the change permanent, click
Tools (at the top of the page) and select System Commands. On the System Commands
page, click Save All.

No Egress Mode

The default Egress page setting for all interfaces is No Egress. In this mode, the domain
mappings of the packets are untouched.
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Egress Layer 2 Configuration

The Egress Layer 2 feature enables you to map the CoS of an outgoing packet to user priority
bits, which is honored by the VLAN network. This feature is available on the WAN interface only.

HOME ~ SETUP  ADVANCED  TOOLS  STATUS  HELP

uPnP Egress

SNTP
Connection ; |[PPPoET ¥
Port Forwarding

IP Filters (0 No Egress (@ Layer2 (O Layer3
LAN Clients

LAN Isolation

TR-068 WAN Access Unclassified Packet : | V|
Bridge Filte - = -

[t A User Priority : |0 % Class of Service : CoS1 v
Dynamic DNS Client i L
Class of Service User Priority
IGMP Proxy
Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

Shaper

Access Control

— [ Cancel

Interface Select the WAN/LAN interface here to configure the QoS for outgoing traffic to
the IP network.

Default Non-IP Locally generated packets (such as ARP packets) do not have a CoS marking.
You can define the CoS for all unclassified outgoing packets on layer 3 using
this field. The selections are (in the order of descending priority): CoS1, CoS2,
CoS3, CoS4, CoS5, and CoS6. The default value is CoS1 (recommended).

Translated ToS The Type of Service field takes values from 1 to 255. The selections are 0, 1, 2,
3,4,5,6,7.
Class of Service The selections are (in the order of descending priority): CoS1, CoS2, CoS3,

CoS4, CoS5, and CoS6.
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WLAN QoS Support

Shaper

User Priority
0 (Best-Effort)
1 (Background)
2 (Background)
3 (Best-Effort)
4 (Video)

5 (Video)

6 (Voice)

7 (Voice)

UPnP

SNTP

Port Forwarding

IP Filters

LAN Clients

LAN Isclation
TR-D68 WAN Access
Bridge Filters
Dynamic DNS Client
IGMP Proxy

Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

Shaper

Access Control

Log Out

HTB

Low Latency

HOME  SETUP  ADVANCED

The WLAN QoS is supported; however, it is hard-coded and is not configurable on the Ingress
and Egress pages.

Class of Service WME Priority DSCP Map
CoS5 0 0 (0x0)
CoS6 1 8 (0x20)
CoS6 2 16 (0x40)
CoS5 3 24 (0x60)
CoS2 4 32 (0x80)
CoS2 5 40 (0xA0)
CoS1 6 48 (0xCO0)
CoS1 7 56 (OXEOQ)

There is no shaper support on WLAN interface.

The shaper provides a way of determining priorities of different traffic classes. Three shaper
algorithms are supported: HTB (hierarchical token bucket), Low Latency Queue Discipline, and
PRIOWRR (priority based round robin).

TOOLS  STATUS  HELP

Shaper Configuration

Interface : IUSEI 'l
[] HTB Queue Discipline Max Rate: I

[ Low Latency Queue Discipline

Cos1 I Kbits  cpgz . I
Co53 I Khits  cps4 | Khbits
Coss ; | Kbits  Caoges : |

[] PRIOWRR

CoS2 l_% CoS3: l_% CoS4 l_% Co55 l_% CoS6 I_%

Khits

Khits

Shapes the traffic of a class over the specific interface. All CoSx (where x=1 to 6) is
assigned a specific rate that data will be shaped to meet; for example, if CoS1 is
100Kbps even 300Kbps of data is received on the interface only 100Kbps will be
sent. Of the Max Rate entered rates for each CoS channel may be configured. If
Max Rate is 300Kbps, Cos1 is configured for 100Kbps, CoS2 and CoS3 are
configured for 150Kbps each and CoS6 for 300Kbps. CoS6 can use the whole
300Kbps of bandwidth only when there are no CoS1, CoS2, or CoS3 packets.

CoS1 is not rate limited, so the CoSL1 field is disable when Low Latency Queue
Discipline is checked. CoS1 takes priority (much as if CoS1 was set to Max Rate) If
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CoS2 is configured for 100Kbs and CoS6 for 300Kbps, CoS2 takes 100Kbps when
there are no CoS1 packets. CoS6 can take 300Kbps when there are no CoS1 or
CoS2 packets.

PRIOWRR Queues CoS2 to CoS6 are serviced round robin. CoS1 has the highest priority and
is not controlled by the WRR data shaping algorithm.

PRIOWRR does not use Max Rate. Percentages of packets received are sent out.
CoS2 to CoS6 will not be serviced while there are CoS1 packets. CoS2 to CoS6 will
share based on the percentages of the packets. PRIOWRR is similar to Low
Latency except that Low Latency is rate based and PRIOWRR is packet based.

To configure Shaper:

1. From the navigation bar at the top of the screen click Advanced

2. From the left hand navigation pane select Shaper.

3. Onthe Shaper page, select the interface from the Interface drop down.

4. Select the appropriate shaper algorithm (HTB, Low Latency or PRIOWRR) and adjust rates
as appropriate.

5.  Click Apply
The Apply button will temporarily save this connection. To make the change permanent, click
Tools (at the top of the page) and select System Commands. On the System Commands

page, click Save All.

Example 1: HTB Queue Discipline Enabled

In the example below, HTB Queue Discipline is enabled. The PPPoE1 connection has a total of
300 kbits of bandwidth, of which 100 kbits is given to CoS1 and another 100 kbits is given to
CoS2. When there is no CoS1 or CoS2 packets, CoS6 packets have the whole 300 kbits of
bandwidth.

HOME  SETUP  ADVANCED  TOOLS  STATUS  HELP

UPnP 5haper Configuration
SNTP

Port Forwarding

Interface :
IP Filters

LAN Clients E HTB Queue Discipline Max Rate: 300

LAN Isolation [ Low Latency Queue Discipline

TR-D68 WAN Access )

Bridge Filters Cosi 100 Kbits Cos2 100 Kbits
Dynamic DNS Client [ [

1GMP Prosy cos3: |0 | kbits  Cosa : |0 | koits
Static Routing coss - |0 Kbits roge - 900 Kbits
Dynamic Routing D PRIOWRR

Policy Database S .
CoS52 : % CoS3: % CoS4 : % Co55: % CoS6: %

Ingress

Egress

Shaper

Log Out
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Example 2: Low Latency Queue Discipline Enabled

In this example Low Latency Queue Discipline is enabled. CoS1 is not rate controlled (hence the
field is disabled). CoS2 takes 100 kbits when there are no CoS1 packets. CoS6 has 300 kbits

when there are no CoS1 or CoS2 packets. This is similar to the HTB queue discipline as they are
both rate-based algorithm, except that CoS1 is handled differently.

SETUP ADVANCED

uPnP

SNTP

Port Forwarding
IP Filters

LAN Clients [[] HTB Queue Discipline

LAN Isolation g Low Latency Queue Discipline

TOOLS

STATUS

Interface :

Max Rate: 300

TR-068 WAN Access

[COSI :

Bridge Filters

Kbits

Dynamic DMNS Client 0
CoS3 .
IGMP Proxy
Static Routing CoS5 : 0
Dynamic Routing [ PRIOWRR
Policy Database
L CoS2:| % CoS3:

Ingress

Egress

Kbits Cosa : |0

Kbits Cose : |300

% CoS54 :

HELP

Shaper Configuration

PPPoE1 v

Cos2 : 100

Kbits

Khits

Kbits

% CoS55: % CoS6:

=

Shaper

Access Control

Creser J rovis ] concer ]

Log Out

Example 3: PRIOWRR Enabled

In this third example, PRIOWRR is enabled. Since PRIOWRR operates only on the number of

packets being transmitted, the max rate field has been disabled. Only percentage can be

assigned to the CoS2 - CoS6. CoS1 is not rate controlled (hence the field is not displayed). When
there are no CoS1 packets, CoS2, CoS3, CoS4 each has 10 percent, and CoS6 has 70 percent.
This is similarly to the Low Latency Queue discipline, except that one is packet-based, and the

other is rate-based.

SETUP ADVANCED

uPnP

SNTP

Port Forwarding
IP Filters

LAN Clients [0 HTB Queue Discipline
LAN Isolation [0 rew Latency Queue Discipline
TR-068 WAN Access

CoS51 : |

Bridge Filters
Dynamic DNS Client
IGMP Proxy Cos3: |
Static Routing CoS55 : |
Dynamic Routing E PRIOWRR
Policy Database |
Cosz2: 10 s cos3: 10

Ingress

Egress

TOOLS

STATUS

HELP

Shaper Configuration

Interface :

Max Rate:

| Kbits €082 :

Kbits  CoS4 :

Kbits CoSE -

% Cos4: 10

PPPoE1 v

| kbits
| kbits

| kbits

|o Coss5 : ;|70

shaper

Access Control

T T

Log Out
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Access Control

The Access Control page provides a means to allow Telnet, Web, FTP (file transfer protocol) or
TFTP (trivial FTP) access to the 6381 RG for devices which are either on the WAN or LAN sides
of the 6381 RG.

170.14.140.68
WAN

-1

192.168.1.5 192.168.1.10

When Enable Access Control is checked, the devices in the IP Access List, designated by their
IP Addresses will have the access defined in the WAN or LAN group 1 column.

HOME  SETUP  ADVANCED ~ TOOLS  STATUS  HELP

UPnP Access Control

SNTP

Port Forwarding ™ Enable Access Contral

IP Filters All LAN access allowed, all WAN access denied.
LAN Clients Service Name WAN LAN group 1
LAN Isolation Telnet cf cf
TR-068 WAN Access ﬁ';h % %‘
Bridge Filters TFTR Ef M
Dynamic DNS Client

IGMP Proxy IP Access List: ISeIec‘iIP 'l [ Delete
Static Routing New 1P: [170.04.74068 ¥ add
Dynamic Routing

Policy Database

Ingress

Egress

shaper

Access Control m

Log Out

To configure access to the 6381 RG:

1. From the navigation bar at the top of the screen click Advanced
2. From the left hand navigation pane select Access Control.

3. To enable access to the 6381 check Enable Access Control.

4. To enable access to a device within your network, select the Telnet, Web, FTP or TFTP
options for LAN group 1, and add the IP for that address to the IP Access List
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Click Apply

To enable access to a device outside your network (on the WAN side of the 6381 RG),
select the Telnet, Web, FTP or TFTP options for WAN, and add the IP for that address to
the IP Access List

Click Apply
The Apply button will temporarily save this connection. To make the change permanent,

click Tools (at the top of the page) and select System Commands. On the System
Commands page, click Save All.
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Chapter 4 Tools

This section provides access to the following pages—

e System Commands

e Remote Log—Modem
e User Management

e Analyzer

e Ping Test

e Modem Test

System Commands

To make the changes permanent, click on Tools (at the top of the page) and select System
Commands. The following commands are used to configure the modem:

e Save all: Press this button in order to permanently save the current configuration of the

modem. If you do re-start the system without saving your configuration, the modem will revert
back to the previously saved configuration.

e Restart: Use this button to re-start the system. If you have not saved your configurations, the
modem will revert back to the previously saved configuration upon re-starting. NOTE:
Connectivity to the unit will be lost. You can reconnect after the unit reboots.

e Restore Defaults: Use this button to restore factory default configuration. NOTE:
Connectivity to the unit will be lost. You can reconnect after the unit reboots.

HOME  SETUP ~ ADVANCED  TOOLS  STATUS  HELP

System Commands £ 3 Tools
Remote Log - Router
User Management

Update Gateway

Analyzer
_ m Perrmanently save the current configuration,
Ping Test
Modem Test
Log Out
Restart the systern, Unsaved changes will be lost,

Restore Defaults Restore factory default configuration, Systerm will restart,




Remote Log - Router

The remote log feature forwards all logged information to a remote PC. The type of information
forwarded to the remote PC depends upon the Log level. Each log message is assigned a
severity level, which indicates how seriously the triggering event affects router functions. When
you configure logging, you must specify a severity level for each facility. Messages that belong to
the facility which are rated at that level or higher are logged to the destination.

For PPPoE and PPPoA connections, you can select Debug in the Log Level field if you want to
log the connection information. This is helpful when trying to debug connection problems. The
remote log feature allows you to forward all logged information to one (or more) remote syslog
server. The type of information forwarded to the remote server depends upon the Log level. Each
log message is assigned a severity level, which indicates how seriously the triggering event
affects RG functions. When you configure logging, you must specify a severity level. Log
messages that are rated at that level or higher are sent to the syslog server and can be viewed
using the syslog server application, which can be downloaded from the web or comes with a linux
machine.

You can display the system log for your RG by clicking the System Log link from the Status main
page.

HOME ~ SETUP  ADVANCED  TOOLS  STATUS  HELP

System Commands Remote Log - Router Settings

Remote Log - Router

Log Level

User Management
Update Gateway Log Level, |Motice

Analyzer

Ping Test add an IP Address: m
Modem Test

Log Out Select a logging destination: | Mone

To forward logging information:
1. From the navigation bar at the top of the screen click Tools
2. From the left hand navigation pane select Remote Log - Router.

3. Inthe Log Level drop down select the severity level to notify the address

Severity Level Description

Panic System panic or other condition that causes the router to stop functioning.

Alert Conditions that require immediate correction, such as a corrupted system
database.

Critical Potentially critical conditions, such as hard drive errors.

Error Error conditions that generally have less serious consequences than errors in
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the panic, alert, and critical levels.

Warning Conditions that warrant monitoring.

Notice Conditions that are not errors but might warrant special handling.

Info Events or non-error conditions of interest.

Debug Software debugging messages. Specify this level only if so directed by your

technical support representative.

4. Inthe Add an IP Address text box enter the destination IP address (if not already existing).

5. From the Select a logging destination drop down, select a destination for the severity
level.

6. Click Apply

The Apply button will temporarily save this connection. To make the change permanent,
click Tools (at the top of the page) and select System Commands. On the System
Commands page, click Save All.

For PPPoE and PPPoA connections, select Debug if you want to log the connection information.
This is helpful when trying to debug connection problems. Verify that the Debug box is checked
on the PPPoA or PPPoE Connection Setup screen.

User Management

You can change your modem’s username, password and the idle timeout; you will need to log
back onto the modem once the timeout expires.

If you forget your password, press and hold the reset to factory defaults button for 10 seconds.
The modem will reset to its factory default configuration and all custom configurations will be lost.

To change user management settings:
1. From the navigation bar at the top of the screen click Tools
2. From the left hand navigation pane select User Management.

3. To change the user name (from the default “Admin”): in the User Name text box enter a new
user name for the device.

4. To change the password (from the default “Admin”): In the Password text box enter the new
password, then again in the Confirm Password text box.

5. To change the idle timeout settings: in the Idle Timeout text box enter the idle timeout
duration in minutes.

6. Click Apply
The Apply button will temporarily save this connection. To make the change permanent,

click Tools (at the top of the page) and select System Commands. On the System
Commands page, click Save All.
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Update Gateway

You can remotely update the router’s firmware from the web interface.

To upgrade the firmware
1.

2.

From the navigation bar at the top of the screen click Tools

From the left hand navigation pane select Update Gateway.

Click Update Gateway.

To upgrade the firmware, click Browse, find the firmware file to download.

Make sure this is the correct file.

Click Upgrade Firmware.

Once the upgrade is complete the modem will reboot. You will need to log back onto the
modem after the firmware upgrade is complete.

The firmware upgrade should take less than 5 minutes to complete. If it takes longer than 5
minutes, something has gone wrong.

Note: Do not remove power from the modem during the firmware upgrade procedure.

System Commands
Remote Log - Router
User Management
Update Gateway
Analyzer

Ping Test

Modem Test

Log Out

SETUP  ADVANCED  TOOLS  STATUS  HELP

Update Gateway

Update Gateway

To get the configuration file from the gateway, click the button

below,

Get Configuration

The systern will give the configuration file only if it was earlier saved by

pressing "Save All" in the Systern Cormrnands menu

To update your gateway, click the button below.
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Analyzer

Ping Test

This section shows a diagnosis of the various statuses.

SETUP ~ ADVANCED  TOOLS  STATUS  HELP

- _____________________________________________________________________]
System Commands Analyzer

Remote Log - Router

User Management

Ethernet: up

Update Gateway
DSL Link: Do
Analyzer

R¥ Idle Cells: SKIPPED
Ping Test & ells
Modem Test QAM Ping: SKIPPED
Log Out ping localhost:  PASS
ping gateway: PASS

ping nameserver: FAIL

Once you have your modem configured, make sure you can ping the network. You can get to the
Ping web page by going to the Home screen, under the Tools title, and clicking Ping Test. Type
the target address that you want to ping. If you have your PC connected to the modem via the
default DHCP configuration, you should be able to ping the network address 192.168.1.1.

If your ISP has provided their server address you can try to ping the address. If the pings for both
the WAN and the LAN side complete, and you have the proper protocols configured, you should

be able to access the Internet.

By default when you select ping test, the modem will ping itself 3 times. If this first ping test does
not pass, the TCP/IP protocol is not loaded for some reason, and then you should restart the

modem.

SETUP  ADVANCED  TOOLS  STATUS  HELP

System Commands Ping Test

Remote Log - Router

User Management Enter IP address to ping: [192.168.1.1

Update Gateway TOS Byte: |0
Analyzer .
Packet size: |64 bytes
Ping Test
Modem Test Mumber of echo requests: |3
Status: Alive
Pings: Transmit Receive Lost Lozt Ratio
3 ] 1] 0%
Foundtrip Delayins): Minimum Max imuam Average Stdhew
<10 <10 <10 1]
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Modem Test

The Modem Test is used to check whether your modem is properly connected to the WAN
Network. This test may take a few seconds to complete. To perform the test, select your
connection from the list and press the Test button. Before running this test, make sure you have a
valid DSL link. If the DSL link is not connected, this test will always fail.

TOOLS HELP

SETUP  ADVANCED STATUS

System Commands Modem Test

Remote Log - Router This test can be used to check whether your Moder is properly connected to the Metwark, This test may
take a few zeconds to complete, To perform the test, select wour connedtion fram the list and press the
User Management Test button,

Update Gateway

Connection Type WPLWCI
() Bridge bridge 0:35
Ping Test (O Test pppoe 2375
Modem Test

Analyzer

. w
Log Dut Test Type: | F4 End

Modem Test Result: Mo test is running
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Chapter 5 Status

The Status section allows you to view the Status/Statistics of different connections and interfaces.

e Network Statistics — Select to view the Statistics of different interfaces: Ethernet, USB, and
DSL.

e Connection Status — Select to view the Status of different connections.
e DHCP Clients — Select to view the list of DHCP clients.

e Modem Status — Select to view the Status and Statistics of your broadband (DSL)
connection.

e Product Information — Select to view the router's driver and run-time information
e System Log

Network Statistics
Select to view the Statistics of different interfaces - Ethernet/USB/DSL.

SETUP  ADVANCED  TOOLS

STATUS  HELP

Metwork Statistics Network Statistics

Connection Status Choose an interface to view your network statistics:

DDNS Update Status ® Ethernst O DSL
DHCP Clients Transmit
N . Good Tx Frames 4807
QOS-TCA NTCA Status Good Tx Broadcast Frames O
Modem Status Good Tx Multicast Frames a
T Total Bytes 3863445
Product Information collisions u]
3 Error Frames u]
S Lo Carrier Sense Errors u]
Log Out Receive
Good Rx Frames 2976
Good Rx Broadcast Frames 68
Good Ry Multicast Frames 13
Rx Total Bytes 311658
CRC Errors u}
Undersized Frames u]
COwerruns u}
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Connection Status

Select to view the Status of different connections.

SETUP  ADVANCED

TOOLS  STATUS  HELP

Metwork Statistics Connection Status (2)

Connection Status
A . A MAC
ORI ELeR S Description Type |IP |State Online Disconnect Reason address I/F Mame
DHCP Clients Bridge bridge | Ma N Ma N Mone naso
N, — Not DSL Line is
QODS-TCA NTCA Status|jfs: pppoe N o cted 0 |isconnacted Mone nasl Mone
Modem Status
Product Information
System Log
Log Out

DDNS Update Status

Select to view the DDNS status for the WAN connections.

You can view the DDNS update status of your WAN connection from the DDNS Status page.

SETUP  ADVANCED  TOOLS  STATUS  HELP

MNetwork Statistics DDNS Update Status
Connection Status
DDNS Update Status Connection: | Test ¥

DHCP Clients
DDNS Server: | DynDNS w

QOS-TCA NTCA Status

Modem Status
Product Information DDNS Client is disabled
System Log

Log Out

The DDNS client is disabled by default for your RG. When DDNS client is enabled, the DDNS
client updates every time the RG gets a new IP address. The DDNS Status page provides you
the DDNS update status of your RG.
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DHCP Clients

Select to view the list of DHCP clients.

If you have enabled the DHCP server, you can view a list of the DHCP clients from the DHCP
Clients page which will display:

e MAC Address
e |P Address
e Host Name
e Lease Time

P/ B ATRSBNESM HOME  SETUP  ADVANCED  TOOLS  STATUS  HELP

L
Network Statistics DHCP Clients

Connection Status Select LaM: | LAM group 1
DDNS Update Status No DHCP Clients Available
DHCP Clients

NOS-TCA NTCA Status

Modem Status

Product Information

System Log

Log Out
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QOS-TCA NTCA Status

This page shows modem'’s packet transfer statistics.

HOME SETUP ADVANCED TOOLS STATUS HELP

[ ]}
MNetwork Statistics QO5-TCA MTCA STATUS

Connection Status QOS FrameWork : Enabled

DDNS Update Status Scheduling Algorithm : Strict Round-Robin

DHCP Clients MQM Received Statistics MQM Dropped Statistics

Cos1 Pkts received © s Enabled Scheduling &lgorithm =
Strict Round-Robin -- NOM Received Statistics -- CoS1
Pkts Received = 0 CoS2 Pkts Received = 0 CoS3 Pkts
Received = 0 CoS4 Pkts Received = 0 CoSS Pkts

QOS-TCA NTCA Status

hifoitem isis Cos1 Pkts received @ 0

(FrmdnE I e Received = 0 CoS6 Pkts Received = 6162 — NQM
System Log Dropped Statistics -- CoS1 Pkts Dropped = 0
Cos2 Pkts received © s Enabled Scheduling algorithm =
Log Out Strict Round-Robin -- NQM Received Statistics -- CoS1
Pkts Received = 0 CoS2 Pkts Received = 0 CoS3 Pkts
Cos2 Pkts received @ 0 Received = 0 Co54 Pkts Received = 0 CoSS Pkts

Received = 0 CoS6 Pkts Received = 6162 —- NQM
Dropped Statistics -—- CoS1 Pkts Dropped = 0 CoS2
Pkts Dropped =0

Cos3 Pkts received @ s Enabled Scheduling &lgarithm =
Strict Round-Robin -- NOM Received Statistics -- CoS1
Pkts Received = 0 CoS2 Pkts Received = 0 Co53 Pkts
Cos3 Pkts received : O Received = 0 Co54 Pkts Received = 0 CoS3 Pkts
Received = 0 CoS6 Pkts Received = 6162 -- NQM
Dropped Statistics -- CoS1 Pkts Dropped = 0 CoS2
Pkts Dropped = 0 CoS3 Pkts Dropped = 0

Cos4 Pkts received : s Enabled Scheduling Algorithm =
Strict Round-Robin -- NOM Received Statistics -- CoS1
Pkts Received = 0 CoS2 Pkts Received = 0 CoS3 Pkts
Received = 0 CoS4 Pkts Received = 0 CoSS Pkts
Received = 0 CoS6 Pkts Received = 6162 -- NQM
Dropped Statistics -- Co51 Pkts Dropped = 0 Co52
Pkts Dropped = 0 Co53 Pkts Dropped = 0 CoS54 Pkts
Dropped = 0

Cos5 Pkts received @ s Enabled Scheduling algorithrn =
Strict Round-Rohin -- NQM Received Statistics -- CoS1
Pkts Received = 0 CoS2 Pkts Received = 0 CoS3 Pkts
Received = 0 CoS4 Pkts Received = 0 CoSS Pkts
Received = 0 CoSa Pkts Received = 6162 - NOQM
Dropped Statistics -—- CoS1 Pkts Dropped = 0 CoS2
Pkt= Dropped = 0 CoS3 Pkts Dropped = 0 CoS4 Pkis
Dropped = 0 CoS5 Pkts Dropped =0

Cosa Pkts received © s Enabled Scheduling algorithm =
Strict Round-Robin -- NOM Received Statistics -- CoS1
Pkts Received = 0 CoS2 Pkts Received = 0 CoS3 Pkts
Received = 0 Co54 Pkts Received = 0 CoSS Pkts

Cosh Pkts received | 6162 Received = 0 CoS6 Pkts Received = 6162 -- NQM
Dropped Statistics -—- CoS51 Pkts Dropped = 0 CoS2
Pkts Dropped = 0 CoS3 Pkts Dropped = 0 CoS4 Pkts
Dropped = 0 CoS5 Pkts Dropped = 0 CoSa Pkts
Dropped =0

Cos4 Pkts received @ 0

Cos3 Pkts received : O

NQM Congestion Control Translation Statistics

Packets Remarked : is Enabled Scheduling &lgorithm =
Strict Round-Robin -- NQM Received Statistics -- CoS1
Pkts Received = 0 CoS2 Pkts Received = 0 CoS3 Pkts
Received = 0 Co54 Pkts Received = 0 CoSS Pkts
Received = 0 CoS6 Pkts Received = 6162 —- NOQM
Dropped Statistics -—- CoS1 Pkts Dropped = 0 CoS2
Pkts Dropped = 0 CoS3 Pkts Dropped = 0 CoS4 Pkis
Dropped = 0 CoS5 Pkts Dropped = 0 CoSa Pkts
Dropped = 0 -- NOM Congestion Control -- CoSl
Queue = Empty CoS52 Queue = Empty CoS3 Queue =
Empty CoS54 Queue = Empty Ca55 Queue = Empty
CoS6e Queus = Empty Congestion State = Mot
Congested -- Classification Statistics -- Classification
Errars = 0 Unclassified Packets = 0 Fragmented
Parkets = N -- Translatinn Lnit Statisticg - Packets

Cosl Queue : Empty
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Modem Status

The modem must be connected to DSL service in order to view the modem’s status.

HOME  SETUP ~ ADVANCED  TOOLS  STATUS  HELP

Network Statistics

Connection Status

DDNS Update Status

Modem Status

Modem Status

Connection Status Connecting...

DHCP Clients s Rate (kKbps) n]
g N Ds Rate (kKbps) ]
QOS-TCA NTCA Status US Margin o
Modem Status OS Margin u]

) Trained Modulation MNO_MODE
Product Information LOS Errars o
System Log DS Line Attenuation ]
Log Out US Line Attenuation 0

9 Peak Cell Rate 0 cells per sec

CRC Rx Fast ]
CRC Tx Fast ]
CRC Ry Interleaved 0
CRC Tx Interleaved 0

Path Mode Fast Path

DSL Statistics

Mear End F4 Loop Back Count ]
MNear End FS Loop Back Count u]

Product Information

On the Product Information page, information pertaining to the modem'’s software and hardware
are shown.

TOOLS  STATUS  HELP

Network Statistics
Connection Status
DDMS Update Status
DHCP Clients
QOS-TCA NTCA Status
Modem Status

Product Information

Product Information

Software “ersion R4.00.00

Release Version 3.7.2_0300
SHEEm Loy DSL Datapump  7.04.03.00
Log Out Boot Loader 1.4.0.4

Model Number 635 1-Ad-Kx

HYY Revision A4

Serial Mumber 12345

Ethernet MAC

00:50:F1:12:27:06
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System Log

You can display the modem'’s log by going to the Home screen, under the Status title, click
System log. From here you can view all logged information. Depending upon the severity level,
this logged info will generate log reports to a remote host (if remote logging is enabled).

le-7 VA Qe BSBA HOME  SETUP  ADVANCED  TOOLS  STATUS  HELP

L
MNetwork Statistics System Log

Connection Status

DDMS Update Status
2002:9:5:13:12 PPPoE Relaunch = 0 ~

112 Mac Address =

112 del_iptable_rules : ppp_name not intact

112 del_iptable_rules : ppp_name not intact

112 del_iptable_rules : ppp_name not intact

112 PPPoE Apply Transaction

112 PPPoE Current State = 2

112 PPFPoE Apple Code =2

112 PPPoE ReStart Flag =0

112 PPPoE Relaunch =0

112 PPPoE AFTER apply Transaction

112 PPPoE Current State = 2

112 PPPoE Apple Code =10

112 PPFoE ReStart Flag =0

112 PPPOE Relaunch = 0

112 del_iptable_rules : ppp_name not intact

116 DSL Carrier is training

116 del_iptable_rules : ppp_name not intact

117 Got group error |IP Addr Should be in 192.168.1.0 network|
117 set error: message= :Bad value for key 'settings/class0/pczfip' %

DHCP Clients
QOS-TCA NTCA Status
Modem Status
Product Information
System Log

Log Out
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Chapter 6 Troubleshooting

The Router Is Not Functional

1. Check to see that the power LED is green and the network cables are installed correctly.
Refer to the quick start guide for more details.

2. Check to see that the LAN and Status LEDs are green.

3. Make sure you are not connecting the USB and the Ethernet port to the same PC at the
same time.

4. Check the settings on your PC. Again, refer to the quick start guide for more details
5. Check the router's settings.

6. From your PC, can you ping the router? Assuming that the router has DHCP enabled and
your PC is on the same subnet as the router, you should be able to ping the router.

7. Can you ping the WAN? Your ISP should have provided the IP address of their server. If you
can ping the router and your protocols are configured correctly, you should be able to ping
the ISP's network. If you cannot ping the ISP's network, make sure you are using the correct
protocols with the correct VPI/VCI values.

8. Make sure NAT is enabled if you are using private addresses on the LAN ports.

You Cannot Connect to the Router
1. Check to see that the power LED is green and that the network cables are installed correctly.

2. Make sure you are not connecting the USB and the Ethernet port to the same PC at the
same time.

3. Make sure that your PC and the router are on the same network segment. The router's
default IP address is 192.168.1.1. If you are running a Windows-based PC, type ipconfig /all
(or winipcfg /all on Windows 95, 98, or ME) at a command prompt to determine the IP
address of your network adapter. Make sure that it is within the same 192.168.1.x subnet.
Your PC's subnet mask must match the router's subnet mask. The router has a default
subnet mask of 255.255.255.0.

4. Make sure NAT is enabled if you are using private addresses on the LAN ports.

LEDs Blink in a Sequential Pattern

This typically means that either the kernel or flash file system is corrupted. Notify your service
representative.

The Status LED Continues to Blink

This means that the DSL line is trying to train but for some reason it cannot establish a valid
connection. The likely cause of this is that you are too far away from the central office. Contact
your DSL service provider for further assistance.
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The Status LED is Always Off

1. Make sure you have DSL service. You should receive natification from your ISP that DSL
service is installed. You can usually tell if the service is installed by listening to the phone
line: you will hear some high-pitched noise. If you do not hear high-pitched noise, contact
your ISP.

2. Verify that the phone line is connected directly to the wall and to the line input on the router.
If the phone line is connected to the phone side of the router or you have a splitter installed
on the phone line, the DSL light will not come on.

Diagnosing Problems using IP Utilities

Ping

Ping is a command you can use to check whether your PC can recognize other computers on
your network and the Internet. A ping command sends a message to the computer you specify. If
the computer receives the message, it sends messages in reply. To use it, you must know the IP
address of the computer with which you are trying to communicate.

On Windows-based computers, you can execute a ping command from the Start menu.

3. Click the Start button, and then click Run. In the Open text box, type a statement such as
the following:

ping 192.168.1.1 or the IP address you have changed

4. Click OK. You can substitute any private IP address on your LAN or a public IP address for
an Internet site, if known.

If the target computer receives the message, a Command Prompt window is displayed:

\WINDDWS' system32'cmd.exe

ping 192.168.1.1
Pinging 192.168.1.1with 32 bhytes of data:

Reply froml92.168.1.1: hytes=32 time<{iBms TTL=128
Heply from192.168.1.1: hytes= time{1@ms TTL=128
Reply from192.168.1.1: byt time<1@ms TTL=128
Reply from192.168.1.1: bytes=32 timed{1Bms TTL=128

Ping statistics for 192.168.1.1
Packets: Sent = 4. Received = 4, Lost = 8 (@x
Npproximate round trip times in milli-seconds:
Hinimum = Bms. Maxinum = Bms. Average = @ms

A

If the target computer cannot be located, you will receive the message “Request timed out.”

Using the ping command, you can test whether the path to the device is working (using the
preconfigured default LAN IP address 192.168.1.1) or another address you assigned.

You can also test whether access to the Internet is working by typing an external address, such
as that for www.yahoo.com (216.115.108.243). If you do not know the IP address of a particular
Internet location, you can use the nslookup command, as explained in the following section.

From most other IP-enabled operating systems, you can execute the same command at a
command prompt or through a system administration utility.
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Nslookup

You can use the nslookup command to determine the IP address associated with an Internet site
name. You specify the common name, and the nslookup command looks up the name in on your
DNS server (usually located with your ISP). If that name is not an entry in your ISP’s DNS table,
the request is then referred to another higher-level server, and so on, until the entry is found. The

server then returns the associated IP address.

On Windows-based computers, you can execute the nslookup command from the Start menu.

5. Click the Start button, and then click Run. In the Open text box, type the following:

Nslookup

6. Click OK. A Command Prompt window displays with a bracket prompt (>). At the prompt,
type the name of the Internet address that you are interested in, such as

www.microsoft.com.

The window will display the associate IP address, if known, as shown below:

[#i]command Prompt - nslookup

Mon—authoritative answer:
ame . akadns

ro
Addres 46.230.218, 2

crosoft.com

>

-net
B7.46.230.229, 287.46.131.91. 207.46.197.102

There may be several addresses associated with an Internet name. This is common for web
sites that receive heavy traffic; they use multiple, redundant servers to carry the same

information.

7. To exit from the nslookup utility, type exit and press [Enter] at the command prompt.
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Appendix A — Glossary

Term

802.11

10BASE-T

100BASE-T

ADSL

Analog

ATM

Authenticate

Binary

Bit

Bps

Bridging

Description

A family of specifications for wireless

LANs developed by a working group of the IEEE. This wireless Ethernet
protocol, often called Wi-Fi.

A designation for the type of wiring used by Ethernet networks with a data
rate of 10 Mbps. Also known as Category 3 (CAT 3) wiring. See data rate,
Ethernet.

A designation for the type of wiring used by Ethernet networks with a data
rate of 100 Mbps. Also known as Category 5 (CAT 5) wiring. See data
rate, Ethernet.

Asymmetric Digital Subscriber Line

The most commonly deployed “flavor” of DSL for home users is
asymmetrical DSL. The term asymmetrical refers to its unequal data rates
for downloading and uploading (the download rate is higher than the
upload rate). The asymmetrical rates benefit home users because they
typically download much more data from the Internet than they upload.

An analog signal is a signal that has had its frequency modified in some
way, such as by amplifying its strength or varying its frequency, in order to
add information to the signal. The voice component in DSL is an analog
signal. See digital.

Asynchronous Transfer Mode

A standard for high-speed transmission of data, text, voice, and video,
widely used within the Internet. ATM data rates range from 45 Mbps to 2.5
Gbps. See data rate.

To verify a user’s identity, such as by prompting for a password.

The “base two” system of humbers that uses only two digits, 0 and 1, to
represent all numbers. In binary, the number 1 is written as 1, 2 as 10, 3
as 11, 4 as 100, etc. Although expressed as decimal numbers for
convenience, IP addresses in actual use are binary numbers; e.g., the IP
address 209.191.4.240 is 11010001.10111111.00000100.11110000 in
binary. See bit, IP address, network mask.

Short for “binary digit,” a bit is a number that can have two values, 0 or 1.
See binary.

bits per second

Passing data from your network to your ISP and vice versa using the
hardware addresses of the devices at each location. Bridging contrasts
with routing which can add more intelligence to data transfers by using
network addresses instead. The device can perform both routing and
bridging. Typically, when both functions are enabled, the device routes IP
data and bridges all other types of data. See routing.
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Broadband

Broadcast

DHCP

DHCP relay

DHCP server

Digital

DNS

Domain name

Download

DSL

Encryption keys

Ethernet

Firewall

A telecommunications technology that can send different types of data
over the same medium. DSL is a broadband technology.

To send data to all computers on a network.

Dynamic Host Configuration Protocol

DHCP automates address assignment and management. When a
computer connects to the LAN, DHCP assigns it an IP address from a
shared pool of IP addresses; after a specified time limit, DHCP returns the
address to the pool.

Dynamic Host Configuration Protocol relay

A DHCP relay is a computer that forwards DHCP data between
computers that request IP addresses and the DHCP server that assigns
the addresses. Each of the device’s interfaces can be configured as a
DHCP relay. See DHCP.

Dynamic Host Configuration Protocol server
A DHCP server is a computer that is responsible for assigning IP
addresses to the computers on a LAN. See DHCP.

Of data, having a form based on discrete values expressed as binary
numbers (0's and 1's). The data component in DSL is a digital signal. See
analog.

Domain Name System

The DNS maps domain names into IP addresses. DNS information is
distributed hierarchically throughout the Internet among computers called
DNS servers. For example, www.yahoo.com is the domain name
associated with IP address 216.115.108.243. When you start to access a
web site, a DNS server looks up the requested domain name to find its
corresponding IP address. If the DNS server cannot find the IP address, it
communicates with higher-level DNS servers to determine the IP address.
See domain name.

A domain name is a user-friendly name used in place of its associated IP
address. Domain names must be unique; their assignment is controlled by
the Internet Corporation for Assigned Names and Numbers (ICANN).
Domain names are a key element of URLS, which identify a specific file at
a web site. See DNS.

To transfer data in the downstream direction, i.e., from the Internet to the
user.

Digital Subscriber Line
A technology that allows both digital data and analog voice signals to
travel over existing copper telephone lines.

See network keys

The most commonly installed computer network technology, usually using
twisted pair wiring. Ethernet data rates are 10 Mbps and 100 Mbps. See
also 10BASE-T, 100BASE-T, twisted pair.

A firewall is protection between the Internet and your local network. It acts
as the firewall in your car does, protecting the interior of the car from the
engine. Your car's firewall has very small opening that allow desired
connections from the engine into the cabin (gas pedal connection, etc),
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FTP

Gbps

Host

HTTP

Hub

ICMP

IEEE

Internet

Intranet

IP address

ISP

but if something happens to your engine, you are protected.

The firewall in the router is very similar. Only the connections that you
allow are passed through the firewall. These connections normally
originate from the local network, such as users web browsing, checking e-
mail, downloading files, and playing games. However, you can allow
incoming connections so that you can run programs like a web server.

File Transfer Protocol

A program used to transfer files between computers connected to the
Internet. Common uses include uploading new or updated files to a web
server, and downloading files from a web server.

Abbreviation of Gigabits per second, or one billion bits per second.
Internet data rates are often expressed in Gbps.

A device (usually a computer) connected to a network.

Hyper-Text Transfer Protocol
HTTP is the main protocol used to transfer data from web sites so that it
can be displayed by web browsers. See web browser, web site.

A hub is a place of convergence where data arrives from one or more
directions and is forwarded out in one or more directions. It connects an
Ethernet bridge/router to a group of PCs on a LAN and allows
communication to pass between the networked devices.

Internet Control Message Protocol
An Internet protocol used to report errors and other network-related
information. The ping command makes use of ICMP.

The Institute of Electrical and Electronics Engineers is a technical
professional society that fosters the development of standards that often
become national and international standards.

The global collection of interconnected networks used for both private and
business communications.

A private, company-internal network that looks like part of the Internet
(users access information using web browsers), but is accessible only by
employees.

See TCP/IP.

Internet Protocol address

The address of a host (computer) on the Internet, consisting of four
numbers, each from 0 to 255, separated by periods, e.g., 209.191.4.240.
An IP address consists of a network ID that identifies the particular
network the host belongs to, and a host ID uniquely identifying the host
itself on that network. A network mask is used to define the network ID
and the host ID. Because IP addresses are difficult to remember, they
usually have an associated domain name that can be specified instead.
See domain name, network mask.

Internet Service Provider
A company that provides Internet access to its customers, usually for a
fee.
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LAN

LED

MAC address

Mask

Mbps

NAT

Network

Network keys

Network mask

NIC

Packet

Ping

Port

Local Area Network.

A network limited to a small geographic area, such as a home or small
office.

Light Emitting Diode
An electronic light-emitting device. The indicator lights on the front of the
device are LEDs.

Media Access Control address

The permanent hardware address of a device, assigned by its
manufacturer. MAC addresses are expressed as six pairs of hex
characters, with each pair separated by colons. For example;
NN:NN:NN:NN:NN:NN.

See network mask.

Abbreviation for Megabits per second, or one million bits per second.
Network data rates are often expressed in Mbps.

Network Address Translation

A service performed by many routers that translates your network’s
publicly known IP address into a private IP address for each computer on
your LAN. Only your router and your LAN know these addresses; the
outside world sees only the public IP address when talking to a computer
on your LAN.

A group of computers that are connected together, allowing them to
communicate with each other and share resources, such as software,
files, etc. A network can be small, such as a LAN, or very large, such as
the Internet.

(Also known as encryption keys.) 64-bit and 128-bit encryption keys used
in WEP wireless security schemes. The keys encrypt data over the
WLAN, and only wireless PCs configured with WEP keys that correspond
to the keys configured on the device can send/receive encrypted data.

A network mask is a sequence of bits applied to an IP address to select
the network 1D while ignoring the host ID. Bits set to 1 mean “select this
bit” while bits set to 0 mean “ignore this bit.” For example, if the network
mask 255.255.255.0 is applied to the IP address 100.10.50.1, the network
ID is 100.10.50, and the host ID is 1. See binary, IP address, subnet.

Network Interface Card

An adapter card that plugs into your computer and provides the physical
interface to your network cabling. For Ethernet NICs this is typically an
RJ-45 connector. See Ethernet, RJ-45.

Data transmitted on a network consists of units called packets. Each
packet contains a payload (the data), plus overhead information such as
where it came from (source address) and where it should go (destination
address).

Packet Internet (or Inter-Network) Groper

A program used to verify whether the host associated with an IP address
is online. It can also be used to reveal the IP address for a given domain
name.

A physical access point to a device such as a computer or router, through
which data flows into and out of the device.
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PPP

PPPOA

PPPOE

Protocol

Remote

RIP

RJ-11

RJ-45

Routing

SDNS

Subnet

Subnet mask

TCP

TCP/IP

Point-to-Point Protocol

A protocol for serial data transmission that is used to carry IP (and other
protocol) data between your ISP and your computer. The WAN interface
on the device uses two forms of PPP called PPPoA and PPPoE. See
PPPOoA, PPPoE

Point-to-Point Protocol over ATM

One of the two types of PPP interfaces you can define for a Virtual Circuit
(VC), the other type being PPPoE. You can define only one PPPoA
interface per VC.

Point-to-Point Protocol over Ethernet

One of the two types of PPP interfaces you can define for a Virtual Circuit
(VC), the other type being PPPoA. You can define one or more PPPoE
interfaces per VC.

A set of rules governing the transmission of data. In order for a data
transmission to work, both ends of the connection have to follow the rules
of the protocol.

In a physically separate location. For example, an employee away on
travel who logs in to the company’s intranet is a remote user.

Routing Information Protocol
The original TCP/IP routing protocol. There are two versions of RIP:
version | and version II.

Registered Jack Standard-11

The standard plug used to connect telephones, fax machines, modems,
etc. to a telephone port. It is a 6-pin connector usually containing four
wires.

Registered Jack Standard-45
The 8-pin plug used in transmitting data over phone lines. Ethernet
cabling usually uses this type of connector.

Forwarding data between your network and the Internet on the most
efficient route, based on the data’s destination IP address and current
network conditions. A device that performs routing is called a router.

Secondary Domain Name System (server)
A DNS server that can be used if the primary DSN server is not available.
See DNS.

A subnet is a portion of a network. The subnet is distinguished from the
larger network by a subnet mask that selects some of the computers of
the network and excludes all others. The subnet's computers remain
physically connected to the rest of the parent network, but they are
treated as though they were on a separate network. See network mask.

A mask that defines a subnet. See network mask.

See TCP/IP.

Transmission Control Protocol/Internet Protocol

The basic protocols used on the Internet. TCP is responsible for dividing
data up into packets for delivery and reassembling them at the
destination, while IP is responsible for delivering the packets from source
to destination. When TCP and IP are bundled with higher-level
applications such as HTTP, FTP, Telnet, etc., TCP/IP refers to this whole
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Telnet

TFTP

TKIP

Triggers

Twisted pair

Unnumbered interfaces

Upstream

VvC

VCI

VDSL

suite of protocols.

An interactive, character-based program used to access a remote
computer. While HTTP (the web protocol) and FTP only allow you to
download files from a remote computer, Telnet allows you to log into and
use a computer from a remote location.

Trivial File Transfer Protocol
A protocol for file transfers, TFTP is easier to use than File Transfer
Protocol (FTP) but not as capable or secure.

Temporal Key Integrity Protocol (TKIP) provides WPA with a data
encryption function. It ensures that a unique master key is generated for
each packet, supports message integrity and sequencing rules and
supports re-keying mechanisms.

Triggers are used to deal with application protocols that create separate
sessions. Some applications, such as NetMeeting, open secondary
connections during normal operations, for example, a connection to a
server is established using one port, but data transfers are performed on
a separate connection. A trigger tells the device to expect these
secondary sessions and how to handle them.

Once you set a trigger, the embedded IP address of each incoming
packet is replaced by the correct host address so that NAT can translate
packets to the correct destination. You can specify whether you want to
carry out address replacement, and if so, whether to replace addresses
on TCP packets only, UDP packets only, or both.

The ordinary copper telephone wiring used by telephone companies. It
contains one or more wire pairs twisted together to reduce inductance and
noise. Each telephone line uses one pair. In homes, it is most often
installed with two pairs. For Ethernet LANSs, a higher grade called
Category 3 (CAT 3) is used for 10BASE-T networks, and an even higher
grade called Category 5 (CAT 5) is used for 100BASE-T networks. See
10BASE-T, 100BASE-T, Ethernet.

An unnumbered interface is an IP interface that does not have a local
subnet associated with it. Instead, it uses a router-id that serves as the
source and destination address of packets sent to and from the router.
Unlike the IP address of a normal interface, the router-id of an
unnumbered interface is allowed to be the same as the IP address of
another interface. For example, the WAN unnumbered interface of your
device uses the same IP address of the LAN interface (192.168.1.1).

The unnumbered interface is temporary — PPP or DHCP will assign a
‘real’ IP address automatically.

The direction of data transmission from the user to the Internet.

Virtual Circuit
A connection from your DSL router to your ISP.

Virtual Circuit Identifier
Together with the Virtual Path Identifier (VPI), the VCI uniquely identifies a
VC. Your ISP will tell you the VCI for each VC they provide. See VC.

Very High Speed Digital Subscriber Line
It provides faster transmission rate and is capable of supporting high
bandwidth applications like IPTV and bandwidth consumed applications.
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Wireless
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WPA

www

Virtual Path Identifier
Together with the Virtual Circuit Identifier (VCI), the VPI uniquely identifies
a VC. Your ISP will tell you the VPI for each VC they provide. See VC.

Wide Area Network
Any network spread over a large geographical area, such as a country or
continent. With respect to the device, WAN refers to the Internet.

A software program that uses Hyper-Text Transfer Protocol (HTTP) to
download information from (and upload to) web sites, and displays the
information, which may consist of text, graphic images, audio, or video, to
the user. Web browsers use Hyper-Text Transfer Protocol (HTTP).
Popular web browsers include Netscape Navigator and Microsoft Internet
Explorer. See HTTP, web site, WWW.

A web site file typically containing text, graphics and hyperlinks (cross-
references) to the other pages on that web site, as well as to pages on
other web sites. When a user accesses a web site, the first page that is
displayed is called the home page. See hyperlink, web site.

A computer on the Internet that distributes information to (and gets
information from) remote users through web browsers. A web site typically
consists of web pages that contain text, graphics, and hyperlinks. See
hyperlink, web page.

Wired Equivalent Privacy (WEP) encrypts data over WLANS. Data is
encrypted into blocks of either 64 bits length or 128 bits length. The
encrypted data can only be sent and received by users with access to a
private network key. Each PC on your wireless network must be manually
configured with the same key as your device in order to allow wireless
encrypted data transmissions. Eavesdroppers cannot access your
network if they do not know your private key. WEP is considered to be a
low security option.

Wireless is a term used to describe telecommunications in which
electromagnetic waves (rather than some form of wire) carry the signal
over part or the entire communication path. See wireless LAN.

A wireless LAN (WLAN) is one in which a mobile user can connect to a
local area network (LAN) through a wireless (radio) connection. A
standard, IEEE 802.11, specifies the technologies for wireless LANS.

Wi-Fi Protected Access

WPA is an initiative by the IEEE and Wi-Fi Alliance to address the security
limitations of WEP. WPA provides a stronger data encryption method
(called Temporal Key Integrity Protocol (TKIP)). It runs in a special, easy-
to-set-up home mode called Pre-Shared Key (PSK) that allows you to
manually enter a pass phrase on all the devices in your wireless network.
WPA data encryption is based on a WPA master key. The master key is
derived from the pass phrase and the network name (SSID) of the device.

It provides improved data encryption and stronger user authentication.
The mode of WPA supported on your device is called Pre-Shared Key
(PSK), which allows you to manually enter a type of key called a pass
phrase.

World Wide Web

Also called (the) Web. Collective term for all web sites anywhere in the
world that can be accessed via the Internet.
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