WIRELESS

Parameter

Description

Bandwidth

Broadcast SSID

Protected Mode

802.11e/WMM
QoS

* 20MHz: Sets the operation bandwidth as 20 MHz.

* 20/40MHz: Allows automatic detection of the operation
bandwidth between 20 MHz and 40 MHz.

Choosing the bandwidth mode as 20/40MHz allows you to
use the extension channel.

Enable or disable the broadcasting of the SSID. Disabling SSID

broadcast will provide increased security by hiding the SSID of
your wireless network.

Enabling this function to ensure the best performance of your
11n throughput in case there is a lot of interference from the
11g and 11b devices in the wireless network.

Enable or disable the use of QoS. The QoS (Quality of Service)
function allows you to differentiate WMM (Wi-Fi Multimedia)
traffic and provide it with high-priority forwarding setvice
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Access Control
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Using the Access Control functionality, you can restrict access based on
MAC address. Each PC has a unique identifier known as a Medium Access
Control (MAC) address. With MAC filtering enabled, the computers
whose MAC address you have listed in the filtering table will be able to
connect (or will be denied access) to the Barricade.

# Home

Access Control

For 3 more secure Wireless network you can specify that only certan Wireless PCs can connect to the Access Pont,
Up to 32 MAC addresses can ba added to the MAC Fitering Tabls. When enabled, al registered MAC addresses ams
controlled by the Accass Fule.

+ Enabls MAC Filtaring :  Oves @Na
Channal and 5510

Access Gontrol » Accuss Rule for registored MAG address : @ allow O oeny

Security

S + MAC Filtering Tabl (up to 32 stations)

::,T": o] macagdess ]

WI-Fi Protectad Sat . 00 [:8 o0 [0 |:i00 |-/

ik 2 o0 |; (o oo | oo o0 ;o0

PBC 3 o0 |+ J:fi0 |-fo | fo0 |: o0

al " o0 |ife0 |:fo0 |:foo |:fov | [0
5 o0 |0 [sf0 |sioo |elov | oo
& o |:pa |- |- |:fo0 |0
7 o0 |0 |-/ |-f0 |.fo0 |0
& an ;| {11] on on {]
v o |- |- |- |:fo |
10 o0 |:fs0 [sfo0 |:foo |efon | [0
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Security

To make your wireless network safe, you should turn on the security

function. The Barricade supports the following security mechanism:

* WEP

*  WPA

Security

The router can transmit your data securely over Une wireless retwork, Matching security mechanisms must be
satup on your reuter and wireless chiont devices. You can choose the allowed secunty mechanisms in this page and
canfigura them in the sub-pages.

abawnd Chant Typa: | MNoWEF, Mo WFA, =

Access Control [HELF | [ SAVESETTINGS | [ CANCEL |

WEP Cinky L WE SE CANCEL

Becurity WA Ol

WEP

WPA

B02.1%
WI-Fi Protected Set

PIN
PEC
Manuat
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WEP

If you want to use WEP to protect your wireless network, you need to set
the same parameters for the Barricade and all your wireless clients.

WEP

WEP is the basic mechanism to transmit your data securely over the wirnless notwork, Matching encryption keys
st ba SBtUp on your routar and wireless cliEnt dRVICES 10 USR WEP.

g Ced-bit @ 120-bi
Channal and 5510

@ Hex Cascl
Access Control
Security

Gtatlc WEP Koy Satting

10/26 N digits for B4-WER/128-WED

s aEnERATE |
Manual 32 characters)
Parameter Description
WEP Mode Select 64 bit or 128 bit key to use for encryption.

Key Entry Method  Select Hex or ASCII to use for encryption key.

Static WEP Key You may automatically generate encryption keys or manually
Setting enter the keys.

To generate the key automatically with passphrase, enter a string of
characters and click the GENERATE button. Select the default key from
the drop-down menu. Click SAVE SETTINGS.

Note: The passphrase can consist of up to 32 alphanumeric characters.

To manually configure the encryption key, enter five hexadecimal pairs of
digits for the 64-bit key, or enter 13 pairs for the 128-bit key.
(A hexadecimal digit is a number or letter in the range 0-9 or A-F)

Note: WEP protects data transmitted between wireless nodes, but does

not protect any transmissions over your wired network or over the
Internet.
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WPA

Wi-Fi Protected Access (WPA) combines temporal key integrity protocol
(TKIP) and 802.1x mechanisms. It provides dynamic key encryption and
802.1x authentication setvice.

WPA

WRA i 8 secunty enhancement that strongly increates the level of data protection and sccess control for existing
wirgless LAN, Matching suthentication and encryption methods must be setup on your router and wirgless client
devices to use Wk,

Channal and 5510 [weabsk =
Access Control
Security

WEP

WPA

BO2.4X

WI-Fi Protected Set

THIP
Qenz.ax (= Pra-shared Key

() passphrase (I~63 characters) () Heu (B4
digits)

PIN
FEC

HELP I SAVESETTINGS || CANCEL

Parameter Description

Authentication Choose 802.1X or Pre-shared Key to use as the authentication
method.

* 802.1X: for the enterprise network with a RADIUS server.
See “802.1X” on page 4-34.

* Pre-shared key: for the SOHO network environment
without an authentication server.

Pre-shared key type Select the key type to be used in the Pre-shared Key.
Pre-shared Key Type in the key here.
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WPA2

WPA2 is a product certification that is available through the Wi-Fi
Alliance. WPA2 certifies that wireless equipment is compatible with the
IEEE 802.11i standard. The WPA2 product certification formally replaces
Wired Equivalent Privacy (WEP) and the other security features of the
original IEEE 802.11 standard. The goal of WPA2 certification is to
support the additional mandatory security features of the IEEE 802.11i
standard that are not already included for products that support WPA.

WPA

WRA i & secunty enhancement that strongly increades the level of deta protection and sccess control for existing
wirgless LAN, Matching authentication and encryption methods must be $8tup on your router and wirgless chent

devices to use WA,
Channel and SSI10
Access Contrel
Security

WEP
WPA
BO2.4X

WI-Fi Protected Set

@ Cenz.ax (= Pra-shared Key

# Passphrase (A~63 characters) ) Hax (64

PIN

PBC
Manual HELP | [ SAVESETTINGS

Parameter Description

Authentication Choose 802.1X or Pre-shared Key to use as the authentication
method.

* 802.1X: for the enterprise network with a RADIUS server.
See “802.1X” on page 4-34.

* Pre-shared key: for the SOHO network environment
without an authentication server.

Pre-shared key type Select the key type to be used in the Pre-shared Key.
Pre-shared Key Type in the key here.
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WPA+WPA2

Wi-Fi Protected Access (WPA) combines temporal key integrity protocol
(TKIP) and 802.1x mechanisms. It provides dynamic key encryption and
802.1x authentication setvice.

Wi-Fi Protected Access 2 (WPAZ2) is a product certification that is available
through the Wi-Fi Alliance. WPA2 certifies that wireless equipment is
compatible with the IEEE 802.11i standard. The WPA2 product
certification formally replaces Wired Equivalent Privacy (WEP) and the
other security features of the original IEEE 802.11 standard. The goal of
WPA2 certification is to support the additional mandatory security features
of the IEEE 802.11i standard that are not already included for products
that support WPA.

WPA

WRA i 8 secunty enhancement that strongly increates the level of data protection and sccess control for existing
wirgless LAN, Matching suthentication and encryption methods must be setup on your router and wirgless client
devices to use Wk,

Channsl and 5510 o
Access Control
Security

WEP

WPA

B02.1X

WI-Fi Protected Set

THIFHAES a0

@ea.1x O Pra-shared Key

Mool Il Explores '_ TGS ] [rAﬁr.rTJ

PIN
FEC
Manual
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Parameter Description

Authentication Choose 802.1X ot Pre-shared Key to use as the
authentication method.

* 802.1X: for the enterprise network with a RADIUS server.
See “802.1X” on page 4-34.

* Pre-shared key: for the SOHO network environment
without an authentication server.

Pre-shared key type  Select the key type to be used in the Pre-shared Key.
Pre-shared Key Type in the key here.

802.1X

If 802.1x is used in your network, then you should enable this function for
the Barricade.

802.1X

This page sllows you to se1 the BOZ.1x, a method for perf g auth 1o wirgless . These
parameters are used far this access point 1o connoct to the Authenticaton Server

Channel and SSI0 @Enanie  Consahbla

Access Control ELT] Seconds { 0 for no bimecut checking )
Becurity

WEP

WPA

B02.1%

WI-Fi Protectad Set

PN

PBC

Manual

600 Saconds { 0 for na ra-authanticatian )

&0 | Saconds aftar authentication faled

NAT
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Parameter

Description

Authentication

Session Idle
Timeout

Re-Authentication
Period
Quiet Period

Server Type

Enable 802.1x authentication.

Defines a maximum period of time for which the connection is
maintained during inactivity.

Defines a maximum period of time for which the
authentication server will dynamically re-assign a session key to
a connected client.

Defines a maximum period of time for which the ADSL Router
will wait between failed authentications.

The Server Type of your authentication server is RADIUS.

RADIUS Server Parameters

Server IP
Server Port

Secret Key

NAS-ID

The IP address of your authentication server.
The port used for the authentication service.

The secret key shared between the authentication server and its
clients.

Defines the request identifier of the Network Access Server.
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Wi-Fi Protected Setup (WPS)

The Barricade was implemented with the ease-of-use Wi-Fi Protected
Setup (WPS). WPS makes a secure wireless network much easier to achieve
by using an eight-digit PIN number and the Push Button Control (PBC).

4-36

WI-Fi Protected Setup (WPS)

Wi-Fi Protecled Setup o used Lo easily add devices to a netwark using a PIN or
button press, Divices must supsort Wi-Fi Protected Setup in order to be
configurad by this mathod.
Channal and 5510

d O
Access Gontrel Wi-Fi Protected Setup (WPS)  Cinisatles () Enablad
Security
WEP
WPA
B02.1X

Changes

Currant PINGIA15582

WI-Fi Protected Sat | Genemie New FIN_| |__Restore Detaull FIN__|

PIN
FEC
Manual

Check Enable and click SAVE SETTINGS.
Pressing Generate New PIN creates a new Current PIN number.

Pressing Restore Default PIN sets the PIN code to the factory default
number.

Take the following steps for easy network security settings.



WIRELESS

PIN Code Setup

PIN Method

Entar 1ha PN from 1he clhant deace and click “Stan PN Then stan WS on the clisnt
devce brom s wineleas ubiily or WIS appheabwn within 2 minules

channel and S50

Access Contrel
Security

WEP
WPA
BO2.4X

WI-Fi Protected Set

PIN
FEC
Manual

1. Power on your client device supporting WPS PIN code method.

2. Start WPS PIN process on client device. For instructions on how to do
this refer to the user manual of the client device.

3. Enter the PIN code of client device.

Note: The PIN code is generally printed on the bottom of the unit or
displayed in the configuration utility.

4. Click the Start PIN button on the screen.
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Push Button Configuration (PBC) Method

To achieve successful WPS connection, you can use one of the following
ways: (1) push and hold the WPS button on your Barricade, or (2) click the
Start PBC button on this screen.

FPush Button Configuration (PEC) Method

Push and hold the WPS batiion en your router for 4 seconds o chick “Slast PBC" button, Now
push ar click WPS bation an fhe chant duvice you am connecting. Nate; This must bn dore
within 2 minutes of pressing the WS bution.

Channel and SSI10
Access Contrel
Security

WEP
WPA
BO2.4X

WI-Fi Protected Set

PIN
FEC
Manual

1. Power on your network devices such as an access point and client
network devices.

2. Press the WPS button for 4 seconds, or click the Start PBC button on
the screen.

3. Press the WPS button or click the PBC button on your client devices
of your network.

Note: This connection procedure must be done within 2 minutes after
pressing the WPS button on the Barricade.
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Manual

For client devices without WPS, manually configure the device as displayed

on the screen.

For clienn devices withoul WS, manually configura the devce with The fallowing settings,

Configured
SMC

Disable

Wi-Fi Pretacted Sati

PIN
PBC
Manual
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NAT

Network Address Translation allows multiple users to access the Internet

sharing one public IP.

NAT Settings

Metwork Address Translation (NAT) sllows multiple users st your Iocal site to access the Internet though a single
public 1P address or multiple public IP addresses, NAT can alse prevent hacker attacks by mapping lecal addresses
to public acdresses for key services such as the Web or FTR.
Enablo or disable NAT module function 1 EEnable O Disabin
Addrass Mapping

Virtual Sarver

Special Application
NAT Mapping Table
ROUTING
FIREWALL

4-40
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Address Mapping

Allows one or more public IP addresses to be shared by multiple internal
users. This also hides the internal network for increased privacy and
security. Enter the Public IP address you wish to share into the Global IP
field. Enter a range of internal IPs that will share the global IP into the
“from” field.

Address Mapping

Metwirk Address Translation (NAT) sllows [P sudresses used in a private local network to be mapped o ane of
more addrasses usoed in the public, glabal Intemaet. This foature limits the number of public 1P addresses required
from the 158 and alsa maintains the privacy and secunty of the local netwark. We allow one or more than ans
public P address to ba mapped to 4 paol of local addrassas

Addrass mapping W oens |

Virtual S&rvar 1. Global |0 0 AL {0 is transformed as multiple virtual IPs
Special Application

wom0 |0 o 0 o o o |
NAT Mapping Table .

2ogiobal a0 U0 [0 U0 s transformed as mudtiale virtual IFs
o OO O |

3. Global 190 0 .0 |0 is transformed as multigle virtual IPs
om0 |0 o o hep o ol

4. Global 19:|0 i 0 i) i transformed ag muttiple virtual IPs
om0 10 1o o ho 1o o |

&, clobal (9:[0 0 [0 U0 is transfommed ss mutiple virtual 1

fom® 10 o o el o o |
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Virtual Setrver

4.42

If you configure the ADSL Router as a virtual server, remote users
accessing services such as web or FTP at your local site via public IP
addresses can be automatically redirected to local servers configured with

private IP addresses. In other words, depending on the requested service
(TCP/UDP pott numbet), the ADSL Router redirects the external service
request to the appropriate server (located at another internal IP address).

Virtual Server

You can configure the router & & virtual server So that remate Lsers accessng services such as the Web or
FTP at veur local site via public 1P sddresses can be automaticaly redrected to local sanvers configured with
private 1P addrasses. [n other words, depanding on the requasted service (TCRAIDR part numbar), the routar
WIRELESS radiracts the extemal sarvice raquast to the sppropriate server (Iocated at anather intarnal [P asdress). This
NAT foo! can support bath port ranges, multiple ports, and combinations of the two,

Address Mapping For gramplel

virtual Bervar

o « Port Ranges: ax. 100-150
SRSIN APl SIS » Muiltiple Forts: ex. 25,110.80
NAT Mapping Table = Combination: ex. 25-100,60

= O [Aa) (een)
|.|J D [A‘*‘J Lar\MJ
0 [Asd][Cean |
0 [Ad] [Ceen

0 (2] (Ceen ]
o [ ess ]
O [Aa)(Geen)
o

[Add] [Cienn | »

FIREWALL

TCP
TCF

[ P R R P S

o
€ &% |5 2

For example, if you set Type/Public Port to TCP/80 (HT'TP or web) and
the Private IP/Port to 192.168.2.2/80, then all HT'TP requests from
outside users will be transferred to 192.168.2.2 on port 80. Therefore, by
just entering the IP address provided by the ISP, Internet users can access
the service they need at the local address to which you redirect them.

The more common TCP service ports include:
HTTP: 80, FTP: 21, Telnet: 23, and POP3: 110.

A list of ports is maintained at the following link:
http://wwwiana.org/assignments/port-numbers.



NAT

Special Application
Some applications require multiple connections, such as Internet gaming,
video-conferencing, and Internet telephony. These applications may not
work when Network Address Translation (NAT) is enabled. If you need to
run applications that require multiple connections, use these screens to

specify the additional public ports to be opened for each application.

Special Application

Some apphcations reguire multiple connections, such as Intermet gaming, video conferencing, Internet telephany and
others. Thise appications carmot work whin Network Address Translation (MAT) i enabled. 1f you need 1o run
applicatians that roquirt multiple connoctians, spacify the part namally associated with an apphication in the
*Trgger Port® fied, salect the protocol type as TCP or UDP, than anter the public ports assaceated with the tiggar
gort ta opan them far mbound traffic.

Mote: The range of the Trggor Ports i from 1 to AE53E.

Address Mapping
L .-n_m

Speacial Application QTee @ver
AT Mispl g Tabie 1 Pannn e 6T, 7300-2400 47524 Z0000-23000 Buoe
ROUTING o) o)
= Erce (o8] a
Clupe Cuop
ETCR @Tee
= 1
Cluok Cuoe &
ETce T @Tep
4 3 1
Chuok Cuoe =
ETeR @TeR
& 2 1
Cluok Cruoe 8
TR @Tee
. 1
Clupe Cuop 2
mTre e =

Addrass Mapping

virtual Bervar

Spucial Application

NAT Mapping Table

Oues

@Tce @ T

¥ fall. Cuop E
@Tce

o Cuor Bl
®TCe

A0 Ouoe F

Popubar applications | MSN Gaming Zoee = CORYTO 1 -
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NAT Mapping Table

This screen displays the current NAPT (Network Address Port
Translation) address mappings.

444

8 NAT Mapping Table

MAT Mapping Table displays the current NART address mappings.

WIRELESS

NAT
Addrass Mapping
virtual Bervar

[HEF]

Spucial Application
MAT Mapping Table

FIREWALL

NAT Mapping Table displays the current NAPT address mappings. The
NAT address mappings are listed 20 lines per page, click the control
buttons to move forwards and backwards. As the NAT mapping is
dynamic, a Refresh button is provided to refresh the NAT Mapping Table
with the mots updated values.

The content of the NAT Mapping Table is described as follows.
*  Protocol - protocol of the flow.

*  Local IP - local (LAN) host’s IP address for the flow.

*  Local Port - local (LAN) host’s port number for the flow.

*  Pseudo IP - translated IP address for the flow.

e Pseudo Port - translated port number for the flow.

e Peer IP - remote (WAN) host’s IP address for the flow.

*  Peer Port - remote (WAN) host’s port number for the flow.
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Routing

These screens define routing related parameters, including static routes and

RIP (Routing Information Protocol) parameters.

Static Route

SMC*

BETUP WIZARD
AETUE WizARD Static Route Parameter

Flease Onter the Folowing Canfiguration Parameters:
. | f

Nk

Static Route

HELF | [ SAVE SETTINGE

Routing Table

Parameter Description
Index Check the box of the route you wish to delete or modify.
Network Address Enter the IP address of the remote computer for which

to set a static route.

Subnet Mask Enter the subnet mask of the remote network for which
to set a static route.

Gateway Enter the WAN IP address of the gateway to the remote
network.

Click Add to add a new static route to the list, or check the box of an
already entered route and click Modify. Clicking Delete will remove an
entry from the list.
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Routing Table

SMC*

SETUP WIZARD
ininitl: Routing Table

Lsst Pouting Tabde:

192.168.2.0 26E.256.255.0 diractly LaN
127.0.0.1 254,255.255.255 directly Locgback

Fiags © © - directly connected, S - stahic, R = RIF, 1 = [CMP Redrect
Static Route HELF
Routing Table

FIREWALL

Parameter Description

Flags Indicates the route status:

C = Direct connection on the same subnet.

S = Static route.

R = RIP (Routing Information Protocol) assigned route.

I =ICMP (Internet Control Message Protocol) Redirect route.

Network Address Destination IP address.
Netmask The subnetwork associated with the destination.

This is a template that identifies the address bits in the
destination address used for routing to specific subnets. Each bit
that corresponds to a “1” is part of the subnet mask number;
each bit that corresponds to “0” is part of the host number.

Gateway The IP address of the router at the next hop to which frames are
forwarded.

Interface The local interface through which the next hop of this route is
reached.

Metric When a router receives a routing update that contains a new or

changed destination network entry, the router adds 1 to the
metric value indicated in the update and enters the network in
the routing table.
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Firewall

The Barricade Router’s firewall inspects packets at the application layer,
maintains TCP and UDP session information including time-outs and the
number of active sessions, and provides the ability to detect and prevent
certain types of network attacks.

Network attacks that deny access to a network device are called
Denial-of-Service (DoS) attacks. DoS attacks are aimed at devices and
networks with a connection to the Internet. Their goal is not to steal
information, but to disable a device or network so users no longer have

access to network resources.

Security Settings (Firewall)

The Device provides extensive frawall p by resticting p o Imit. the risk af hatker
attack, and defending against 3 wide amay of common attacks. However, for applications that require unrestrcted
Aaccess to the Intamat, you can configurs & spacific clent/rerver as a demiitarized zone (DMI),

Enable or disable Flrewall features ;. GEnable O Dsable

Access Contral
MAC Fiiter
VRL Blocking
Schedule Rule

Intrusian Dataction

The Barricade protects against the following DoS attacks: IP Spoofing,
Land Attack, Ping of Death, IP with zero length, Smurf Attack, UDP port
loopback, Snork Attack, TCP null scan, and TCP SYN flooding,

(For details see“Intrusion Detection,” page 4-54.)

The firewall does not significantly affect system performance, so we advise
enabling the function to protect your network.

Select Enable and click the SAVE SETTINGS button.
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Access Control

448

Access Control allows users to define the outgoing traffic permitted or
not-permitted through the WAN interface. The default is to permit all

outgoing traffic.

g Access Control

Access Controd alaws users to defing the traffic type permitted or not-parmitted to WAN port service. This page

inclusdes P address filterng and MAC address fitenng,

WIRELESS « Ennble Fittering Functlon :  @ves O No

NAT

ROUTING » Narmal Filtaring Tabia (up to 10 computers)

FIREWALL
Accass Control

MAC Filter A 102.168.2.150 ~ WWW with URL Rlocking, HTTPS, FTR, Teiet, Always
URL Blocking 4 20 AlM, DHT Blocking

Edit Defate

Bchedule Rule

Add pe
Intrusien Datactian

owz
UPnP

DODNS

TOOLS

STATUS

The following items are on the Access Control screen:

Parameter Description
Enable Filtering Enable or Disable Access control function.
Function

Normal Filtering Table Displays descriptive list of Filteting rules defined.
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To create a new access control rule:

Click Add PC on the Access Control screen. The Access Control Add
PC screen will appear.

2. Define the appropriate settings for client PC services.

3. Click OK and then click SAVE SETTINGS to save your settings.

Access Control Add PC

This page allows users to define service imitatsans of chent PCs, including IP address, service typs and schedulng rule
eritana. For the URL blocking function, you need to configure the URL address first on the "URL Blacking Site® page. Far
the scheduling functicn. you alz need to configure the schedule ruls frst on the *Schedule fule® page.

= Rube Description: lesing

+ Client PC 1P Address: 192,160.2, (150 |~ (200

s Control » Clinnt P Sorvice:
MAG Filter Senvico Nama ______Joetal Descrgtion ________________________lslcking |
URL Bl ng i HTT#, TCP Port 80, 3129, 8000, £001, 8080 0
Sehaduls Rule WAWW with URL Blacking HTTP (Raf. URL Blocking Site Page) =
Intrusion Detestion E-mal Sending SMTP, TCP Port 25 (3]
Naws Forums NNTR, TCP Part 119 (=)
E-mad Recewing POP3, TCP Port 110 O
Socure HTTR HTTPS, TEP Port 443 5]
File Transfer FTP, TCP Port 21 53]
Telnot Service TCP Part 23
alM AOL Instant Messonger, TCP Port 5190
KotMeating H.323, TCP Part 1720, 1503 [m]
ons UG Part 53 5]

Mpws Farnsng MNTP, TCP Port 119 [}
E-mail Recaning BOP3, TCP Port 110 o
Secure HTTP HTTPS, TCP Part 443 =
File Transfar FTP, TCP Fart 21 =
Telngt Service TCP Port 23 cal
AIM ACL Instant Messenger, TCP Port 5190
HetMeeting H.323, TCP Port 1720, 1503 )
DHS UDP Port 53 =
8% Control
SHMP UDP Port 161, 162 O
MAC Filter
VPN-PPTR TCP Part 1723 m}
URL Blocking
Sl VPN-LZTP UDP Port 1701 1]
Intrusion Datactian Ly A TR Pt o
uDP A8 UDP Part O
Protocal: CITCP CUDR
Port Range: |0 { - i [ [0 -1 L |o ko |t [0

[ Clenr

= scheduling Fule (el Schodule Rule Page): | Ak Blodeg
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MAC Filter
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The MAC Filter allows you to define what client PC’s can access the
Internet. When enabled only the MAC addresses defined in the MAC
Filtering table will have access to the Internet. All other client devices will

be denied access.

You can enter up to 32 MAC addresses in this table.

8 MAC Filtering Table

This section provides MAC Filter configuratian, Whon enabled, only MAC sddresses configured will have access to your
natwork. All athar clhent devices will gat denied access, This secunty featune can suppart up to 33 devices and apples
to cliants.

& MAC Addrass Control: Oves & Mo
ROUTING
FIREWALL * MAC Filtering Table (up to 32 computers)
L) T
MAC Flitar 1 o0 P 1 [E2 oo || T [FR
URL Blocking s
Schedule Rule 5
Intrusian Dataction -
"
DMI
L
6 t 1
?
[
@
10
11 -

1. MAC Address Control: select enable or disable.

2. MAC Filtering Table: enter the MAC address in the space provided.
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URL Blocking

The ADSL Router allows the user to block access to web sites by entering
cither a full URL address or just a keyword. This feature can be used to

protect children from accessing violent or pornographic web sites.

s URL Blocking
Dizallowad Web Sstes and Keywords.

¥ou can block access to certain Web sites fram a particular PC by entering sither a full UL address or just a koyward
of the Weh sita.

To specify the particular PC, go back 1o the “Access Contral® pags and check the bax for "Http with URL Blocking®in
the “Narmal Filtening Table®

Site 1 dag Site 18
MAC Ejitar Sito 2 qun Site 17
VRL Blocking Site 3 e Site 10
Schedule Rule

site * chat site 19
Intrusian Detection

Site & | Site 20

Site & GSita 21

site 7 site 22
TOOLS Site B Site 23
STATUS e 8 Hin

site 10 Site 28

Site 11 Site 26

Site 12 Site 27

You can define up to 30 sites here.
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Schedule Rule

You may filter Internet access for local clients based on rules. Each access
control rule may be activated at a scheduled time. Define the schedule on
the Schedule Rule screen, and apply the rule on the Access Control screen.

a Schedule Rule
This page defines schodule rule names and sctivates the schedule for use in the "Access Contrel® page,

» Schaduls Ruls Table {up to 10 rules)
WIRELESS
NAT L mietams | Riecomment | configurs ]

ROUTING normal affice haurs Edit Dalnte
FIREWALL

Access Control ag
MAC Filter

URL Blecking [r_mLP SAVESETTINGS | [ cancel |

Bchedule Rule

Intrusien Datactian
DMZ

UPnP

DDNS

TOOLS

STATUS
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Follow these steps to add a schedule rule:

g Edit Schedule Rule

Hams: narmal
Comment: | ofice kours

Actvate Time Penod:

Accass Control Evary Oay
MAG Filtar sunday
URL Blacking Marday ERL w0
ik LA 1 Tunsday 0 0 W :m
Intrusien Dataction
Wadnasday L] an L] on
Thursday 3 ylo0 B0
Friday o ;o w_
Satunday
STATUS
EA Cancel
»

1. Click Add Schedule Rule on the Schedule Rule screen. The Edit
Schedule Rule screen will appear.

2. Define the appropriate settings for a schedule rule.

3. Click OK and then click SAVE SETTINGS to save your settings.
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Intrusion Detection

. Intrusion Detection Feature

Stateful Packet Inspection (SPI) and Anti-DoS firewall protection
(Default: Enabled) — The Intrusion Detection Feature of the Barricade
Router limits access for incoming traffic at the WAN port. When the SPI
feature is turned on, all incoming packets will be blocked except for those
types marked in the Stateful Packet Inspection section.

RIP Defect (Default: Enabled) — If an RIP request packet is not
acknowledged to by the router, it will stay in the input queue and not be
released. Accumulated packets could cause the input queue to fill, causing
severe problems for all protocols. Enabling this feature prevents the

packets from accumulating.

Discard Ping to WAN (Default: Disabled) — Prevent a ping on the
Barricade’s WAN port from being routed to the network.

§ Intrusion Detection

whan the 521 (Stateful Packet Inspection) frewall feature fs ensbiled, 8l packets can be blocked, Stateful Packet
Inspoction (SP1) allows full support of different applcation types that are ugsing dynamic port numbers. For the
applications chacked in the kst below, the Device will support full operation as initiated from the local Lal

The Devies firawall 2an block common hacker sttacks, mckiding 1P Spoafing, Land Attack, Ping of Death, [P with

zero length, Smurf Attack, UDP part loopback, Snork Attack, TC@ nll scan, and TC@ SYN floading
ROUTING

FIREWALL = Intrusion Detection Feature
Access Control
= n 5]

MAC Flitar
[ st o

URL Blocking

senedule Rule | o g v wan interface =

» Stateful Packot Inspoction

[ eacketrragmeniaten @
[ e conmeten e
| uoesemen =
| e ]
ENETETE 0 ©
EENGEE @

Scroll down to view more information.
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« When hackers attempt to enter your network, v can shert you by e-masil
Yeur E-mail Address |
EMTP Sorver Address ;|
POPY Server Address ©
User name :|

Access Contral Dassword
MAC Fiiter
VRL Blocking
Schedule Rule

+ Connoetion Policy
Eragmentation half-open wait; |10 seCS
Intrusian Dataetion
TCR SYN wait: 30 8¢,
TCPR EIN wait: |5 00,
TEP connectan idle timeout: | J600 sec,

UDP sassion idie timeput: | 120 s

H.323 data channal idle timeout: |150 6T

5

H.323 data channel idle timeous: 180

+ Do% Detect Critaria:

Total incomplete TCP/UDP sessions HIGH: | 300 Session
Total incomplete TCPAJDP sessions LOW: |750 SEIIION
Incomplats TCP/UDE sesmons (par min) HIGH; | 250 SREEON
Access Control
MAC Fiitar Incompleta TCRAIGS sessions {par min} LOW: |200 sessian
URL Blocking
Schedule Rule Madmum incamplote TCRAIDR sossians number from same host: |30
Intrusian Dataetion
Incomplete TCR/UDS sessions dotoct senditive tene ponod; | 300 maec,

M hall-open fragmentation packel number from same host: |30
Half-cpen fragmentaton detect sensitive tme penod; | 10000 MEEE.
Floadng crackar biock tems: 300 R

v

SAVESETTIGS | [ CANEL |
*  Stateful Packet Inspection

This is called a “stateful” packet inspection because it examines the
contents of the packet to determine the state of the communications; i.e., it
ensures that the stated destination computer has previously requested the
current communication. This is a way of ensuring that all communications
are initiated by the recipient computer and are taking place only with
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sources that are known and trusted from previous interactions. In addition
to being more rigorous in their inspection of packets, stateful inspection
firewalls also close off ports until connection to the specific port is
requested.

When particular types of traffic are checked, only the particular type of
traffic initiated from the internal LAN will be allowed. For example, if the
user only checks “FTP Service” in the Stateful Packet Inspection section,
all incoming traffic will be blocked except for FTP connections initiated
from the local LAN.

Stateful Packet Inspection allows you to select different application types
that are using dynamic port numbers. If you wish to use the Stateful Packet
Inspection (SPI) to block packets, click on the Yes radio button in the
“Enable SPI and Anti-DoS firewall protection” field and then check the
inspection type that you need, such as Packet Fragmentation, TCP
Connection, UDP Session, FTP Service, H.323 Setvice, or TFTP Service.

*  When hackers attempt to enter your network, we can alert you by

e-mail

Enter your email address. Specify your SMTP and POP3 servers, user

name, and password.



*  Connection Policy

FIREWALL

Enter the appropriate values for TCP/UDP sessions as described in the

following table.
Parameter Defaults Description
Fragmentation 10 sec Configures the number of seconds that a packet

half-open wait

TCP SYN wait 30 sec

TCP FIN wait 5 sec

TCP connection 3600

idle timeout seconds
(1 hour)

UDP session idle 30 sec
timeout

H.323 data channel 180 sec
idle timeout

state structure remains active. When the timeout
value expires, the router drops the unassembled
packet, freeing that structure for use by another
packet.

Defines how long the software will wait for a
TCP session to synchronize before dropping the
session.

Specifies how long a TCP session will be
maintained after the firewall detects a FIN
packet.

The length of time for which a TCP session will
be managed if there is no activity.

The length of time for which a UDP session will
be managed if there is no activity.

The length of time for which an H.323 session
will be managed if there is no activity.
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*  DoS Criteria and Port Scan Criteria

Set up DoS and port scan criteria in the spaces provided (as shown below).

Parameter

Defaults

Description

Total incomplete
TCP/UDP sessions
HIGH

Total incomplete
'TCP/UDP sessions
LOW

Incomplete
TCP/UDP sessions
(per min) HIGH

Incomplete
TCP/UDP sessions
(per min) LOW

Maximumincomplete
TCP/UDP sessions
number from same
host

Incomplete
TCP/UDP sessions
detect sensitive time
petiod

Maximum half-open
fragmentation packet
number from same
host

Half-open
fragmentation detect
sensitive time period

Flooding cracker
block time

300
sessions

250

sessions

250

sessions

200
sessions

10

300
msec

10000

msec

300

second

Defines the rate of new unestablished sessions
that will cause the software to szar# deleting
half-open sessions.

Defines the rate of new unestablished sessions
that will cause the software to s7op deleting half-
open sessions.

Maximum number of allowed incomplete
TCP/UDP sessions per minute.

Minimum number of allowed incomplete
'TCP/UDP sessions per minute.

Maximum number of incomplete TCP/UDP
sessions from the same host.

Length of time before an incomplete
TCP/UDP session is detected as incomplete.

Maximum number of half-open fragmentation
packets from the same host.

Length of time before a half-open
fragmentation session is detected as half-open.

Length of time from detecting a flood attack to
blocking the attack.

Note: The firewall does not significantly affect system performance, so

we advise enabling the prevention features to protect your

network.



DMZ

FIREWALL

If you have a client PC that cannot run an Internet application propetly

from behind the firewall, you can open the client up to unrestricted two-
way Internet access. Enter the IP address of a DMZ (Demilitarized Zone)
host on this screen. Adding a client to the DMZ may expose your local
network to a variety of security risks, so only use this option as a last resort.

MAC Filtar L

URL Blocking 2

Schedule Rule

Intrusian Dataction

* |

§ DMZ(Demilitarized Zone)

Enable DMZ:

0.0.0.0 152.168.2.(0
(] 152.168.2.0
0 192.168.2.0
a 192.168.2.(0
0 152.169.2.0
(] 1921807, 0
0 152.188.2.(0
(] 152.160.2,0

1T you hive  local chent PC that cannot rin an intemet application properly fram behind the AT Giowall, thin you
can opan the chent up to unmestricted two-way Intemat access by defining a Virtual DME Host.

Multiple PCs can b eaposed to the Intermet for Bwo=wiy communications 0.9, Inlumu\ gaming, videa canfurencing,
or WPH connactions. To use the DM2, you must 5ot & static 1P addrass for that P

Aceess Contral = Public 1P Address | Cliunt PCIP Addruss |

HELP SAVE SETTINGS CANCEL

-
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4-60

The Universal Plug and Play architecture offers pervasive peer-to-peer
network connectivity of PCs of all form factors, intelligent appliances, and

wireless devices.

UPnP enables seamless proximity network in addition to control and data
transfer among networked devices in the office, home and everywhere

within your network.

UPnP(Universal Plug and Play) Setting
Thie Universsl Plug and Play architecture offérs pervasive peer-to-peer network connectivity of BCs of all form
factors, intalfigent appliances, and wirslss dovices. UPAR enables seamless prosinity netwark in addition to control

d transfar among natworked devices in the homa, office and everywhars in between,
WIRELEES il data: irsmly ko he ® and sverywhers in betwes:

NAT B oo Onisatie

ROUTING
FIREWALL

DDNS
TOOLS
STATUS

UPnP allows the device to automatically:
*  join a network
*  obtain an IP address

*  convey its capabilities and learn about the presence and capabilities of
other devices.

Check the Enable radio button to activate this function.



DDNS§

DDNS

Dynamic Domain Name Service (DDNS) provides users on the Internet
with a method to tie their domain name to a computer or server. DDNS
allows your domain name to follow your IP address automatically by
having your DNS records changed when your IP address changes.

This DNS feature is powered by DynDNS.org or TZO.com. With a
DDNS connection you can host your own web site, email server, FTP site,

and more at your own location even if you have a dynamic IP address.

DDNS (Dynamic DNS) Settings

Dynamic ONS provides users on the Intemet a method to tie their domain name(s) 10 computers or servers. DONS
allaws your domain name to fallow your IF address automatically by having your DS records changed whan your 19
addrass changes.

CiEnable () Disabls

HELP SAVE BETTINGS CAMCEL
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Tools

Use the Tools menu to backup the current configuration, restore a

previously saved configuration, update firmware, and reset the Barricade.

Configuration Tools

Choose a function and click Next.

Configuration Tools

Use the "Backup® ol (o save the router's cumment configuration to a file named backip bn® on your PC. You can
then use the "Restore™ tool to restors the saved configuration to the router. Altematively, you can use the
*Restore to Factory Defaults® tool to force the muter to perform a pawer resat and restore the original factary.
WIRELESS settings.

NAT
ROUTING @ fackup Rauter Canfquratian

o re from saved Configuration file (backup bin}
LALLG AR OR=stors router to Factory Defaits

UPnP

oons

TOOLS

Geonfiguration Teols

Firmware Upgrade
Raset
STATUS

*  Backup Router Configuration: this allows you to save the Barricade’s
configuration to a file.

*  Restore from saved Configuration file: this function is used to restore
the previously saved backup configuration file.

*  Restore router to Factory Defaults: this resets the Barricade back to the
original default settings.
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Firmware Upgrade

Use this screen to update the firmware or user interface to the latest

versions.

1. Download the upgrade file from the SMC web site first, and save it to
your hard drive.

2. 'Then click Browse... to look for the downloaded file. Click BEGIN
UPGRADE.

Check the Status screen Information section to confirm that the upgrade

process was successful.

s Firmware Upgrade

This tool allows you 1o updrade the ruter firmware using a file provided by w5, You can downlasd the latest firmware
fram hitp:/fsmw.sme.com

Gntar the path and name, or browss to the location, of tha upgrade file than click tha ARPLY Button. You will be
orompted to confirm the upgrade to complete the process.

] ==

Gonfiguration Toals

Firmware Upgrade

Raset
STATUS
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Reset

Click REBOOT ROUTER to reset the ADSL Router. The reset will be
complete when the power LED stops blinking.

4-64

Reset

In the avent that the system stops respondng comactly or in some way stops functicning, you can perform a
resel. Your seltngs wil not be changed. To perform the reset, chck on the APPLY button below, You wil be
asked o confirm your decigion. The recet wil be complate whon the power ight stops binking.

WIRELESS

HAT

ROUTING [hew ] [ resoaTmouTeR | [(canceL |

FIREWALL

Genfiguration Tools

Firmware Upgrade

Raset
STATUS

If you perform a reset from this screen, the configurations will not be
changed back to the factory default settings.

Note: If you use the Reset button on the back panel, the Barricade
performs a power reset. If the button is pressed for over
10 seconds, all the LEDs will illuminate and the factory default
settings will be restored.



TooLs

STATUS

The Status screen displays WAN/LAN connection status, firmwate, and
hardware version numbers, illegal attempts to access your network, as well
as information on DHCP clients connected to your network. The security

log may be saved to a file by clicking Save and choosing a location.

Status
¥ou £an use th S131US SErean to Loe the CONNOSNON Status far the routers WAN/LAN intorfaces, frmwang and
hardwarn vorsion numbars, any illegal attempts to access your network, as wel as information on all DHCP chent
PBC§ curmantly connectsd 19 your natwork.

Cuerant Tima: 07,/20/2007 01:21:20 pm

INTERNET GATEWAY INFORMATION

WAN IP: 0.0.0.0 IP Address: 192.160.2.1 Husnibsars of DHCP Chents: 1

Subnet Ma: 0.0.0.0 Subnet Mask: 285,285 2850 funtime Code Version!

Gateway: 0.0.0.0 OHCP Server:  Enabled 0.00.08 (Jul 16 2007 |4 13002)

Pnmary DNS: 0.0.0.0 Firewal: Enabled Boot Code Version: v0O.0

Secondary DNS: 0.0.0.0 UPnP: Enabled LAN MAC Address; D0-17-: :F 0-53-17
wirsdess: Enabled Wirsless MAC addross: 00-17-3F-88-

53-18

‘WAN MAC Address: 00-17-3F-8R-53~
19 [Chaive MAC)

Hardware Version:

o1
Senal Num:  12717623300177

07/23,/2007
o7/23/2007
07/23/2007
naezaeznnT

Security Log
Wigw any attempts that have besn made to gain access  Viaw infarmatan on LAN DHCP clients currantly inked to
ta your netwark.

13
3
1
EEPELT

vHer

Client: [
Elyenes [
B

T

Flianrs

€14

DHCP Client Log

he router.

4 1p=192.168.2,100 moc=00-04-E2-00- - |

Scroll down to view more information on the Status screen.

Subnet Maski 265286 286 0
OHCP Sarver Enabled

; Enabled

i Enabled

wireless: Enabled

Meraf

nunne{:nd 16 mu? 14 :3«2)
Boot Code Varsion:
LAN MAC Address: un 1! IF-00-53-17
Wraless MAC Address: 00-17-3F-88-
5318
WAN MAC Atdress: D0-17-3F-FR-53-
19 (Clone MAC)
Hardware Yerson: 01
Sarial Hum: wme'zmm

Secondary ONS I'I D 0.0

Security Log DHCP Client Lag
Viaw any attampts that have baen made to gan ACCess View information on LAN DHCP chants currantly lnked to

to your netws the router.

07/23/2007 DECF Cliemc: [A| 1p=192.168,2.100  mac-D0-DA-E2-0D.
07/23/2007 DECP Client: [

0773342007 DREP Cliemt: [

o3/i3/ 2007 DHCE Client: [

072342007 DECF Client: [

0742372007 DHEF Clicmt: [

07423/ 007 DREP Cliemt: [

073342007 2 RSP Clisnt: [

07/23/2007 13:06:4D DECP Client: [

< < ¥
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The following items are included on the Status screen:

Parameter Description
INTERNET Displays WAN connection type and status.
Renew Click on this button to establish a connection to the WAN.
GATEWAY Displays system IP settings, as well as DHCP Server and
Firewall status.
INFORMATION  Displays the number of attached clients, the firmware versions,

Security Log
Save
Clear
Refresh
DHCP Client Log

the physical MAC address for each media interface and for the
ADSL Router, as well as the hardware version and serial
number.

Displays attempts to access your network.
Click on this button to save the security log file.
Click on this button to delete the access log.
Click on this button to refresh the screen.

Displays information on DHCP clients on your network.




FinpiNG tHE MLAC ADDRESS OF A NETWORK CARD

Finding the MAC address of a Network Card

WINDOWS NT4/2000/XP

Click Start/Programs/Command Prompt. Type “ipconfig /all” and press
“ENTER”.

The MAC address is listed as the “Physical Address.”

MACINTOSH

Click System Preferences/Network.

The MAC address is listed as the “Ethernet Address” on the TCP/IP tab.

LINUX

Run the command ““/sbin/ifconfig,”

The MAC address is the value after the word “HWaddr.”

467



CONFIGURING THE BARRICADE

4-68



APPENDIX A

TROUBLESHOOTING

This section describes common problems you may encounter and possible

solutions to them. The Barricade can be easily monitored through panel

indicators to identify problems.

Troubleshooting Chart

Symptom Action

LED Indicators

Power LED is .
off

Check connections between the Barricade, the
external power supply, and the wall outlet.

If the power indicator does not turn on when the
power cord is plugged in, you may have a problem
with the power outlet, power cord, or external power
supply. However, if the unit powers off after running
for a while, check for loose power connections, power
losses, or surges at the power outlet. If you still cannot
isolate the problem, then the external power supply
may be defective. In this case, contact Technical
Support for assistance.
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Troubleshooting Chart

Symptom Action

LED Indicators

LAN LED is *  Verify that the Barricade and attached device are
Off powered on.

*  Be sure the cable is plugged into both the Barricade
and the corresponding device.

*  Verify that the proper cable type is used and that its
length does not exceed the specified limits.

e Be sure that the network interface on the attached
device is configured for the proper communication
speed and duplex mode.

*  Check the adapter on the attached device and cable
connections for possible defects. Replace any
defective adapter or cable if necessary.

Network Connection Problems

Cannot ping the *  Verify that the IP addresses are propetly configured.

Barricade from For most applications, you should use the Barricade’s
the attached DHCP function to dynamically assign IP addresses to
LAN. or the hosts on the attached LAN. Howevert, if you manually

configure IP addresses on the LAN, verify that the
same network address (network component of the IP
address) and subnet mask are used for both the
Barricade and any attached LAN devices.

Barricade cannot
ping any device
on the attached

LAN
*  Be sure the device you want to ping (or from which
you are pinging) has been configured for TCP/IP.




TROUBLESHOOTING

Troubleshooting Chart

Symptom Action

Management Problems

Cannot connect *  Be sure to have configured the Barricade with a valid
using the web IP addtess, subnet mask, and default gateway.
browser

e Check that you have a valid network connection to the

Barricade and that the port you are using has not been
disabled.

*  Check the network cabling between the management
station and the Barricade.

Forgot or lost e Press the Reset button on the rear panel (holding it
the password down for at least six seconds) to restore the factory
defaults.
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Troubleshooting Chart

Action

Symptom

Wireless Problems

A wireless PC
cannot associate
with the
Barricade.

Make sure the wireless PC has the same SSID settings
as the Barricade.
See “Channel and SSID” on page 4-26.

You need to have the same security settings on the
clients and the Barricade. See “Security” on page 4-29.

The witeless
network is often
interrupted.

Move your wireless PC closer to the Barricade to find
a better signal. If the signal is still weak, change the
angle of the antenna.

There may be interference, possibly caused by
microwave ovens or wireless phones. Change the
location of the possible sources of interference or
change the location of the Barricade.

Change the wireless channel on the Barricade. See
“Channel and SSID” on page 4-26.

Check that the antenna, connectors, and cabling are
firmly connected.

The Barricade
cannot be
detected by a
witeless client.

The distance between the Barricade and wireless PC is
too great.

Make sute the witeless PC has the same SSID and
secutity settings as the Barricade. See “Channel and
SSID” on page 4-26 and “Security” on page 4-29.




APPENDIX B
CABLES

Ethernet Cable

Caution: Do not plug a phone jack connector into an RJ-45 port. For

Ethernet connections, use only twisted-pair cables with RJ-45

connectors that conform to FCC standards.

Specifications

Cable Types and Specifications

Cable Type Max. Length Connector
10BASE-T Cat. 3, 4, 5 100-ohm UTP 100 m (328 ft) | RJ-45
100BASE-TX | Cat.5100-ohm UTP 100 m (328 ft) | RJ-45

Wiring Conventions

For Ethernet connections, a twisted-pair cable must have two pairs of

wires. Each wire pair is identified by two different colors. For example, one

wire might be red and the other, red with white stripes. Also, an RJ-45

connector must be attached to both ends of the cable.

B-1




CABLES

Each wire pair must be attached to the RJ-45 connectors in a specific
orientation. The following figure illustrates how the pins on an Ethernet
RJ-45 connector are numbered. Be sure to hold the connectors in the same

orientation when attaching the wires to the pins.

1 1

Figure B-1. RJ-45 Ethernet Connector Pin Numbers

R]J-45 Port Ethernet Connection

B-2

Use the straight-through CAT -5 Ethernet cable provided in the package
to connect the Batricade to your PC. When connecting to other network
devices such as an Ethernet switch, use the cable type shown in the
following table.

Attached Device Port Type Connecting Cable Type
MDI-X Straight-through
MDI Crossover




RJ-45 Port ETHERNET CONNECTION

Pin Assignments
With 10BASE-T/100BASE-TX cable, pins 1 and 2 are used for

transmitting data, and pins 3 and 6 for receiving data.

RJ-45 Pin Assignments

Pin Number Assignment*
1 Tx+

2 Tx-

3 Rx+

6 Rx-

*The “+” and “-” signs represent the polarity of the
wires that make up each wire pair.

Straight-Through Wiring

If the port on the attached device has internal crossover wiring (MDI-X),
then use straight-through cable.

Straight-Through Cable Pin Assignments
End 1 End 2

1 (Tx+) 1 (Tx+)

2 (Tx-) 2 (Tx-)

3 (Rx+) 3 Rx+)

6 (Rx-) 6 (Rx-)
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Crossover Wiring

If the port on the attached device has straight-through wiring (MDI), use

crossover cable.

Crossover Cable Pin Assignments

End 1 End 2
1 (Tx+) 3 (Rxt)
2 (Tx-) 6 (Rx)
3 Rx+) 1 (Tx+)
6 Rx) 2 (Ix)




APPENDIX C
SPECIFICATIONS

IEEE Standards

IEEE 802.3 10 BASE-T Ethernet

IEEE 802.3u 100 BASE-TX Fast Ethernet
IEEE 802.3, 802.3u, 802.11g, 802.1D

LAN Interface

4 RJ-45 10 BASE-T/100 BASE-TX potts

Auto-negotiates the connection speed to 10 Mbps Ethernet or 100 Mbps
Fast Ethernet, and the transmission mode to half-duplex or full-duplex

WAN Interface
1 RJ-45 port
Indicator Panel

Power, WAN, Online, WLAN, LAN 1~4, WPS

Dimensions
188 x 133 x 33 mm (7.40 x 5.24 x 1.30 in)

Weight
0.285 kg (0.764 Ibs)

Input Power

12V1A

DVE EU DSA-12R-AEU 120120, US DSA-12R-AUS 120120
Leader EU MV12-4120100-C5, US MV12-4120100-A1

Power Consumption
8 Watts maximum
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Advanced Features

Dynamic IP Address Configuration — DHCP, DNS

Firewall — Client privileges, hacker prevention and logging,
Stateful Packet Inspection

Virtual Private Network — PPTP, L2TP, IPSec pass-through, VPN
pass-through

Internet Standards
RFC 826 ARP, RFC 791 IP, RFC 792 ICMP, RFC 768 UDP, RFC 793 TCP,
RFC 783 TFTP, RFC 1661 PPP, RFC 1866 HTML, RFC 2068 HTTP

Radio Features

Wireless RF module Frequency Band
802.11n Radio: 2.4GHz
802.11g Radio: 2.4GHz
802.11b Radio: 2.4GHz

USA - FCC

2412~2462MHz (Ch1~Ch11)
Canada - IC

2412~2462MHz (Ch1~Ch11)
Europe - ETSI
2412~2472MHz (Ch1~Ch13)
Japan - STD-T66/STD-33
2412~2484MHz (Ch1~Ch14)

Modulation Type
OFDM, CCK

Operating Channels IEEE 802.11n Compliant:
11 channels (US, Canada, Europe, Japan)

Operating Channels IEEE 802.11g Compliant:
11 channels (US, Canada)
13 channels (Europe, Japan)
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Operating Channels IEEE 802.11b Compliant:
11 channels (US, Canada)

13 channels (Europe)

14 channels (Japan)

Standards Compliance

Safety
LVD

Environmental
CE Mark

Temperature

Operating 0 to 40 °C (32 to 104 °F)
Storage -40 to 70 °C (-40 to 158 °F)
Humidity

5% to 95% (non-condensing)

Vibration
IEC 68-2-36, IEC 68-2-6

Shock
IEC 68-2-29

Drop
IEC 68-2-32
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Networks

TECHNICAL SUPPORT
From U.S.A. and Canada (24 hours a day, 7 days a week)
Phn: (800) SMC-4-YOU / (949) 679-8000
Fax: (949) 679-1481

ENGLISH
Technical Support information available at www.smc.com

FRENCH
Informations Support Technique sur www.smc.com
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