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LIMITED WARRANTY

Limited Warranty Statement: SMC Networks, Inc. (“SMC”) warrants its products to be
free from defects in workmanship and materials, under normal use and service, for the
applicable warranty term. All SMC products carry a standard 90-day limited warranty from
the date of purchase from SMC or its Authorized Reseller. SMC may, at its own discretion,
repair or replace any product not operating as warranted with a similar or functionally
equivalent product, during the applicable warranty term. SMC will endeavor to repair or
replace any product returned under warranty within 30 days of receipt of the product.

The standard limited warranty can be upgraded to a Limited Lifetime* warranty by registering
new products within 30 days of purchase from SMC or its Authorized Reseller. Registration
can be accomplished via the enclosed product registration card or online via the SMC web
site. Failure to register will not affect the standard limited warranty. The Limited Lifetime
warranty covers a product during the Life of that Product, which is defined as the petiod of
time during which the product is an “Active” SMC product. A product is considered to be
“Active” while it is listed on the current SMC price list. As new technologies emerge, older
technologies become obsolete and SMC will, at its discretion, replace an older product in its
product line with one that incorporates these newer technologies. At that point, the obsolete
product is discontinued and is no longer an “Active” SMC product. A list of discontinued
products with their respective dates of discontinuance can be found at:

http:/ /www.smc.com/index.cfm?action=customer_service_warranty.

All products that are replaced become the property of SMC. Replacement products may be
either new or reconditioned. Any replaced or repaired product carries either a 30-day limited
warranty or the remainder of the initial warranty, whichever is longer. SMC is not responsible
for any custom software or firmware, configuration information, or memory data of
Customer contained in, stored on, or integrated with any products returned to SMC pursuant
to any warranty. Products returned to SMC should have any customer-installed accessory or
add-on components, such as expansion modules, removed prior to returning the product for
replacement. SMC is not responsible for these items if they are returned with the product.

Customers must contact SMC for a Return Material Authotization number ptior to returning
any product to SMC. Proof of purchase may be required. Any product returned to SMC
without a valid Return Material Authorization (RMA) number clearly marked on the outside
of the package will be returned to customer at customer’s expense. For warranty claims within
North America, please call our toll-free customer support number at (800) 762-4968.
Customers are responsible for all shipping charges from their facility to SMC. SMC is
responsible for return shipping charges from SMC to customer.
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WARRANTIES EXCLUSIVE: IF AN SMC PRODUCT DOES NOT OPERATE AS
WARRANTED ABOVE, CUSTOMER’S SOLE REMEDY SHALL BE REPAIR OR
REPLACEMENT OF THE PRODUCT IN QUESTION, AT SMC’S OPTION. THE
FOREGOING WARRANTIES AND REMEDIES ARE EXCLUSIVE AND ARE IN
LIEU OF ALL OTHER WARRANTIES OR CONDITIONS, EXPRESS OR IMPLIED,
EITHER IN FACT OR BY OPERATION OF LAW, STATUTORY OR OTHERWISE,
INCLUDING WARRANTIES OR CONDITIONS OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. SMC NEITHER ASSUMES NOR
AUTHORIZES ANY OTHER PERSON TO ASSUME FOR IT ANY OTHER
LIABILITY IN CONNECTION WITH THE SALE, INSTALLATION,
MAINTENANCE OR USE OF I'TS PRODUCTS. SMC SHALL NOT BE LIABLE
UNDER THIS WARRANTY IF I'TS TESTING AND EXAMINATION DISCLOSE THE
ALLEGED DEFECT IN THE PRODUCT DOES NOT EXIST OR WAS CAUSED BY
CUSTOMER’S OR ANY THIRD PERSON’S MISUSE, NEGLECT, IMPROPER
INSTALLATION OR TESTING, UNAUTHORIZED ATTEMPTS TO REPAIR, OR
ANY OTHER CAUSE BEYOND THE RANGE OF THE INTENDED USE, OR BY
ACCIDENT, FIRE, LIGHTNING, OR OTHER HAZARD.

LIMITATION OF LIABILITY: IN NO EVENT, WHETHER BASED IN CONTRACT
OR TORT (INCLUDING NEGLIGENCE), SHALL SMC BE LIABLE FOR
INCIDENTAL, CONSEQUENTIAL, INDIRECT, SPECIAL, OR PUNITIVE
DAMAGES OF ANY KIND, OR FOR LOSS OF REVENUE, LOSS OF BUSINESS, OR
OTHER FINANCIAL LOSS ARISING OUT OF OR IN CONNECTION WITH THE
SALE, INSTALLATION, MAINTENANCE, USE, PERFORMANCE, FAILURE, OR
INTERRUPTION OF ITS PRODUCTS, EVEN IF SMC OR ITS AUTHORIZED
RESELLER HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

SOME STATES DO NOT ALLOW THE EXCLUSION OF IMPLIED WARRANTIES
OR THE LIMITATION OF INCIDENTAL OR CONSEQUENTIAL DAMAGES FOR
CONSUMER PRODUCTS, SO THE ABOVE LIMITATIONS AND EXCLUSIONS
MAY NOT APPLY TO YOU. THIS WARRANTY GIVES YOU SPECIFIC LEGAL
RIGHTS, WHICH MAY VARY FROM STATE TO STATE. NOTHING IN THIS
WARRANTY SHALL BE TAKEN TO AFFECT YOUR STATUTORY RIGHTS.

* SMC will provide warranty service for one year following discontinuance from the active
SMC price list. Under the limited lifetime warranty, internal and external power supplies, fans,
and cables are covered by a standard one-year warranty from date of purchase.

SMC Networks, Inc.
38 Tesla
Irvine, CA 92618

Warranty terms may differ according to geographic region. For complete details please
consult your country's support section of the SMC web site, http://www.smc.com



COMPLIANCES

Federal Communication Commission Interference
Statement

This equipment has been tested and found to comply with the limits for a Class B digital

device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable

protection against harmful interference in a residential installation. This equipment generates,

uses and can radiate radio frequency energy and, if not installed and used in accordance with

the instructions, may cause harmful interference to radio communications. However, there is

no guarantee that interference will not occur in a particular installation. If this equipment

does cause harmful interference to radio or television reception, which can be determined by

turning the equipment off and on, the user is encouraged to try to correct the interference by

one or mote of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the distance between the equipment and receiver.

*  Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

*  Consult the dealer or an experienced radio/ TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following

two conditions: (1) This device may not cause harmful interference, and (2) this device must

accept any interference received, including interference that may cause undesired operation.

FCC Caution: Any changes or modifications not expressly approved by the party

responsible for compliance could void the uset's authority to operate this equipment.

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with a minimum distance of
20 cm between the radiator and your body.

This transmitter must not be co-located or operating in conjunction with any other antenna
or transmitter.

IMPORTANT NOTE:

IEEE 802.11b or 802.11g operation of this product in the U.S.A. is firmware-limited to
channels 1 through 11.

il
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Industry Canada Statement

Operation is subject to the following two conditions:
1. this device may not cause interference and

2. this device must accept any interference, including interference that may cause undesired
operation of the device

To prevent radio interference to the licensed service, this device is intended to be operated
indoors and away from windows to provide maximum shielding. Equipment (or its transmit
antenna) that is installed outdoors is subject to licensing.

This device has been designed to operate with an antenna having a maximum gain of 1.5 dBi.

Any antenna having a higher gain is strictly prohibited per regulations of Industry Canada.
The required antenna impedance is 50 ohms.

To reduce potential radio interference to other users, the antenna type and its gain should be
so chosen that the EIRP is not more than required for successful communication.

To prevent radio interference to the licensed service, this device is intended to be operated
indoors and away from windows to provide maximum shielding. Equipment (or its transmit
antenna) that is installed outdoors is subject to licensing.

EC Declaration of Conformity (€@

SMC contact for these products in Europe is:
SMC Networks Europe,
Edificio Conata II,
Calle Fructuos Gelabert 6-8, 20, 4a,
08970 - Sant Joan Despi,
Barcelona, Spain.

Marking by the above symbol indicates compliance with the Essential Requirements of the
R&TTE Directive of the European Union (1999/5/EC). This equipment meets the
following conformance standards:

EN 300 328-1 December 2001 V1.3.1
EN 300 328-2 December 2001 V1.2.1
EN 301 489-1 September 2001 V1.4.1
EN 301 489-17 September 2000 V1.2.1
EN 60950 January 2000



COMPLIANCES

Countries of Operation & Conditions of Use in the
European Community

This device is intended to be operated in all countries of the European Community.
Requirements for indoor vs. outdoor operation, license requirements and allowed channels of
operation apply in some countries as described below:

Note: The user must use the configuration utility provided with this product to ensure the
channels of operation are in conformance with the spectrum usage rules for European
Community countries as described below.

*  This device requires that the user or installer propetly enter the current country of
operation in the command line interface as described in the user guide, before operating
this device.

*  This device will automatically limit the allowable channels determined by the current
country of operation. Incorrectly entering the country of operation may result in illegal
operation and may cause harmful interference to other system. The user is obligated to
ensure the device is operating according to the channel limitations, indoot/outdoor
restrictions and license requirements for each European Community country as described
in this document.

*  This device may be operated zndoors or outdoors in all countries of the European Community
using the 2.4 GHz band: Channels 1 - 13.

Declaration of Conformity in Languages of the
European Community

English Hereby, SMC Networks, declares that this Radio LAN device is in
compliance with the essential requirements and other relevant provisions
of Directive 1999/5/EC.

Finnish Valmistaja SMC Networks vakuuttaa titen ettd Radio LAN device
tyyppinen laite on direktivin 1999/5/EY oleellisten vaatimusten ja sitd
koskevien direktiivin muiden ehtojen mukainen.

Dutch Hierbij verklaart SMC Networks dat het toestel Radio LAN device in
overeenstemming is met de essentié€le eisen en de andere relevante
bepalingen van richtlijn 1999/5/EG

Bij deze SMC Networks dat deze Radio LAN device voldoet aan de

essentiéle eisen en aan de overige relevante bepalingen van Richtlijn

1999/5/EC.

French Par la présente SMC Networks déclate que I'appareil Radio LAN device est
conforme aux exigences essentielles et aux autres dispositions pertinentes

de la directive 1999/5/CE
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Swedish

Hirmed intygar SMC Networks att denna Radio LAN device stir I
overensstimmelse med de visentliga egenskapskrav och 6vriga relevanta
bestimmelser som framgér av direktiv 1999/5/EG.

Danish

Undertegnede SMC Networks erklaerer herved, at folgende udstyr Radio
LAN device overholder de vasentlige krav og ovrige relevante krav i
direktiv 1999/5/EF

German

Hiermit erklirt SMC Networks, dass sich dieser/diese/dieses Radio LAN
device in Ubereinstimmung mit den grundlegenden Anforderungen und
den anderen relevanten Vorschriften der Richtlinie 1999/5/EG befindet".
(BMWi)

Hiermit erklirt SMC Networks die Ubereinstimmung des Gerites Radio
LAN device mit den grundlegenden Anforderungen und den anderen
relevanten Festlegungen der Richtlinie 1999/5/EG. (Wien)

Greek

Me tnv TTapouca sme networks dnAwvel ot radio LAN device
QUUHOPQUWVETAI TTPOC TIC OUCIWDEIC ATTAITNTEIC KAl TIO AQITTED
oXeTIke Olatagelo Tno odnyiaa 1999/5/ek

Ttalian

Con la presente SMC Networks dichiara che questo Radio LAN device ¢
conforme ai requisiti essenziali ed alle altre disposizioni pertinenti stabilite
dalla direttiva 1999/5/CE.

Spanish

Por medio de la presente SMC Networks declara que el Radio LAN device
cumple con los requisitos esenciales y cualesquiera otras disposiciones
aplicables o exigibles de la Directiva 1999/5/CE

Portuguese

SMC Networks declara que este Radio LAN device esta conforme com os
requisitos essenciais e outras disposi¢des da Directiva 1999/5/CE.
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Safety Compliance

Underwriters Laboratories Compliance Statement

Important! Before making connections, make sure you have the correct cord set. Check it

(read the label on the cable) against the following:

Operating Voltage Cord Set Specifications

120 Volts UL Listed/CSA Certified Cord Set
Minimum 18 AWG

Type SVT or SJT three conductor cord
Maximum length of 15 feet

Parallel blade, grounding type attachment plug rated
15 A, 125V

240 Volts (Europe only) Cord Set with HO5VV-F cord having three conductors
with minimum diameter of 0.75 mm2

IEC-320 receptacle
Male plug rated 10 A, 250 V

The unit automatically matches the connected input voltage. Therefore, no additional
adjustments are necessary when connecting it to any input voltage within the range marked
on the power adapter.

Information for Power Source N11846

This unit is to be used with a class 2 or level 3 external power adapter, approved suitable for
use in North American equipment installation, having an output voltage rating of 9 V DC,
and output current rating of 1.0 A or equivalent. The external AC adapter must be complied
with the requirements of LPS (Limited Power Sources).

vii
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Wichtige Sicherheitshinweise (Germany)

10.
11.

12.

13.

14.

15.

Bitte lesen Sie diese Hinweise sorgfiltig durch.

Heben Sie diese Anleitung fiir den spiteren Gebrauch auf.

Vor jedem Reinigen ist das Gerit vom Stromnetz zu trennen. Verwenden Sie keine Fliis-

sigoder Aerosolreiniger. Am besten eignet sich ein angefeuchtetes Tuch zur Reinigung.

Die Netzanschlu Bsteckdose soll nahe dem Gerit angebracht und leicht zuginglich sein.

Das Gerit ist vor Feuchtigkeit zu schiitzen.

Bei der Aufstellung des Gerites ist auf sicheren Stand zu achten. Ein Kippen oder

Fallen konnte Beschadigungen hervorrufen.

Die Beliiftungséffnungen dienen der Luftzirkulation, die das Gerit vor Uberhitzung

schiitzt. Sorgen Sie dafiir, daB diese Offnungen nicht abgedeckt werden.

Beachten Sie beim Anschluf3 an das Stromnetz die AnschluB3werte.

Verlegen Sie die Netzanschluflleitung so, daf3 niemand dartiber fallen kann. Es sollte

auch nichts auf der Leitung abgestellt werden.

Alle Hinweise und Warnungen, die sich am Gerit befinden, sind zu beachten.

Wird das Gerit iiber einen lingeren Zeitraum nicht benutzt, sollten Sie es vom Strom-

netz trennen. Somit wird im Falle einer Uberspannung eine Beschidigung vermieden.

Durch die Liftungséffnungen dirfen niemals Gegenstinde oder Flissigkeiten in das

Gerit gelangen. Dies kénnte einen Brand bzw. elektrischen Schlag auslosen.

Offnen sie niemals das Gerit. Das Gerit darf aus Griinden der elektrischen Sicherheit

nur von authorisiertem Servicepersonal geéffnet werden.

Wenn folgende Situationen auftreten ist das Gerit vom Stromnetz zu trennen und von

ciner qualifizierten Servicestelle zu tiberpriifen:

a. Netzkabel oder Netzstecker sind beschidigt.

b. Flissigkeit ist in das Gerit eingedrungen.

c. Das Gerit war Feuchtigkeit ausgesetzt.

d. Wenn das Gerit nicht der Bedienungsanleitung entsprechend funktioniert oder Sie mit
Hilfe dieser Anleitung keine Verbesserung erzielen.

e. Das Gerit ist gefallen und/oder das Gehiuse ist beschadigt.

f. Wenn das Gerit deutliche Anzeichen eines Defektes aufweist.

Stellen Sie sicher, daf3 die Stromversorgung dieses Gerites nach der EN 60950 gepriift

ist. Ausgangswerte der Stromversorgung sollten die Werte von AC 7,5-8 V, 50-60 Hz

nicht tiber oder unterschreiten sowie den minimalen Strom von 1 A nicht unterschreiten.

Der arbeitsplatzbezogene Schalldruckpegel nach DIN 45 635 Teil 1000 betrigt 70 dB(A)
oder weniger.
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CHAPTER 1
INTRODUCTION

Congratulations on your purchase of the BARRICADE 54Mbps g
Wireless Broadband Router (SMCWBR14-G2). We are proud to provide
you with a powerful yet simple communication device for connecting your
local area network (LAN) to the Internet. For those who want to sutf the
Internet in the most secure way, this router provides a convenient and

powerful solution.

About the BARRICADE

The BARRICADE provides Internet access to multiple users by sharing a
single-user account. This new technology provides many secure and
cost-effective functions. It is simple to configure and can be up and

running in minutes.

11



FrATURES AND BENEFITS

Features and Benefits

1-2

Local network connection via a 10/100 Mbps Ethernet port

DHCP for dynamic IP configuration, and DNS for domain name
mapping

Firewall with Stateful Packet Inspection, client privileges, intrusion
detection, and NAT

NAT also enables multi-user Internet access via a single user account,
and virtual server functionality (providing protected access to Internet
services such as web, FTP, email, and Telnet)

VPN pass-through (IPSec-ESP Tunnel mode, L2TP, PPTP)

User-definable application sensing tunnel supports applications
requiring multiple connections

Easy setup through a web browser on any operating system that
supports TCP/IP

Compatible with all popular Internet applications



INTRODUCTION

Applications

Many advanced networking features are provided by this BARRICADE:

Wired and Wireless LAN

The BARRICADE provides connectivity to 10/100 Mbps devices,
and wireless IEEE 802.11g compatible devices, making it easy to
create a network in small offices or homes.

Internet Access

This device supports Internet access through an ADSL connection.
Since many ADSL providers use PPPoE or PPPoA to establish
communications with end users, the BARRICADE includes built-in
clients for these protocols, eliminating the need to install these

services on your computer.
Shared IP Address

The BARRICADE provides Internet access for up to 253 users via a
single shared IP address. Using only one ISP account, multiple users

on your network can browse the web at the same time.
Virtual Server

If you have a fixed IP address, you can set the BARRICADE to act as
a virtual host for network address translation. Remote users access
various services at your site using a constant IP address. Then,
depending on the requested service (or port number), the
BARRICADE can route the request to the appropriate server (at
another internal IP address). This secures your network from direct
attack by hackers, and provides more flexible management by allowing
you to change internal IP addresses without affecting outside access

to your network.

1-3
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DMZ Host Support

Allows a networked computer to be fully exposed to the Internet.
This function is used when NAT and firewall secutity prevent an

Internet application from functioning correctly.
Security

The BARRICADE supports security features that deny Internet
access to specified users, or filter all requests for specific services that
the administrator does not want to serve. The BARRICADE's firewall
also blocks common hacker attacks, including IP Spoofing, Land
Attack, Ping of Death, IP with zero length, Smurf Attack, UDP port
loopback, Snork Attack, TCP null scan, and TCP SYN flooding.
WPA/WPA2, WEP, SSID, and MAC filtering provide secutity over

the wireless network.
Virtual Private Network (VPN Pass-through)

The BARRICADE supports three of the most commonly used VPN
protocols — PPTP, L2TP, and IPSec. The VPN protocols supported
by the BARRICADE are briefly described below.

*  Point-to-Point Tunneling Protocol — Provides a secute tunnel for
remote client access to a PPTP security gateway. PPTP includes
provisions for call origination and flow control required by ISPs.

e L2TP merges the best features of PPTP and L.2F — Like PPTP,
L2TP requires that the ISP’s routers support the protocol.

*  IP Security — Provides IP network-layer encryption. IPSec can
support large encryption networks (such as the Internet) by using

digital certificates for device authentication.



CHAPTER 2
INSTALLATION

Before installing the BARRICADE, verify that you have all the items listed

under “Package Contents.” If any of the items are missing or damaged,

contact your local distributor. Also be sure that you have all the necessary
cabling before installing the BARRICADE. After installing the
BARRICADE, refer to “Configuring the BARRICADE” on page 4-1.

Package Contents

After unpacking the BARRICADE, check the contents of the box to be
sure you have received the following components:

BARRICADE 54Mbps g Wireless Broadband Router
(SMCWBR14-G2)

Power adapter
One CAT-5 Ethernet cable (R]-45)
One documentation CD

Quick Install Guide

Immediately inform your dealer in the event of any incorrect, missing, or

damaged parts. If possible, please retain the carton and original packing

materials in case there is a need to return the product.

2-1



INSTALLATION

System Requirements

You must meet the following minimum requirements:

* Internet access from your local telephone company or Internet Service
Provider (ISP) using a DSI. modem or cable modem.

* A computer with a CD-ROM drive
*  Windows (98 or later), MacOS (9.x)
*  Anup to date web browser:

* Internet Explorer 5.5 or later

e Mouzilla 1.7/Firefox 1.0 or later

Hardware Description

2-2

The BARRICADE connects to the Internet or to a remote site using its
WAN RJ-45 port linked to a modem. It also can be connected directly to
your PC or to a local area network using the Fast Ethernet LAN port.

Access speed to the Internet depends on your service type. Full-rate ADSL
provides up to 8 Mbps downstream and 1 Mbps upstream. G.lite (or
splitterless) ADSL provides up to 1.5 Mbps downstream and 512 kbps
upstream. However, you should note that the actual rate provided by

specific service providers may vary dramatically from these upper limits.

Data passing between devices connected to your local area network can
run at up to 100 Mbps over the Fast Ethernet port and 54 Mbps over the
built-in wireless network adapter.

The BARRICADE includes an LED display on the front panel for system
power and port indications that simplifies installation and network
troubleshooting.



HARDWARE DESCRIPTION

Figure 2-1. Front LED indicators

The power and port LED indicators on the front panel are illustrated by
the following table.

LED Status Description
Power On The BARRICADE is receiving power. Normal
operation.
Off Power off or failure.
WLAN On WLAN link.
Flashing The BARRICADE is sending or receiving data
via WLAN.
Off No WLAN link.
PPPoE/DSL On PPPoE/DSL connection is functioning
correctly.

Flashing The BARRICADE is sending or receiving data

via PPPoE/DSL link.
Off PPPoE,/DSL connection is not established.
WAN On WAN link.
Off No WAN link.
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LED Status Description

LAN 1~4 On Ethernet link.

Flashing The LAN port is sending or receiving data.

Off No Ethernet link.

The following figure and table shows the rear panel of the BARRICADE.

LANT LANZ NE P
RJ-45 RJ-45 LAN Ports J Power Antenna
WAN Port Connector

Figure 2-2. Rear Panel

Item Description

WAN Port Connect your WAN line to this port. (RJ-45)

LAN Ports Fast Ethernet ports (RJ-45). Connect devices on your local
area network to these ports (i.e., a PC, hub, switch or IP set
top box).

Power Inlet Connect the included power adapter to this inlet.

Warning: Using the wrong type of power adapter may cause
damage.

Antenna Antenna is connected here.

24



ISP SETTINGS

ISP Settings

Please collect the following information from your ISP before setting up
the BARRICADE:

* ISP account user name and password
*  Protocol, encapsulation and VPI/VCI circuit numbers
e DNS server address

*  IP address, subnet mask and default gateway (for fixed IP users only)

Connect the System

Desktop Installation

The BARRICADE can be positioned on any convenient flat surface in
your office or home. No special wiring or cooling requirements are
needed. You should, however, comply with the following guidelines:

¢ Keep the BARRICADE away from any heating devices.
* Do not place the BARRICADE in a dusty or wet environment.

You should also remember to turn off the power, remove the power cord
from the outlet, and keep your hands dry when you install the
BARRICADE.

2-5
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Wall-Mount Installation

There are two wall-mount holes at the bottom of the BARRICADE.
Before drilling two holes into the wall, make sure the holes are 87 mm
apart.

5 g -
" peerennnnnnt "
- P .
{ 2 3
: R R EEEEREREN] :
2 AR ERERARN =
B PELLLEEEET i
87 mm
- -

1. Choose a suitable location for the BARRICADE.

Note: It should be accessible for installing, cabling and maintaining the
device.

2. Measure the distance of the two wall-mount holes.
3. Dirill two holes into the wall.
4. Insert a screw into each hole.

Note: Leave 5 mm exposed of the screw head.

5. Attach the BARRICADE to the wall with two wall-mount slots, and
then slide the device down until the screws fit firmly into the slots of
the device.

2-6



CONNECT THE SYSTEM

Connecting the BARRICADE to your LAN

The four LAN ports on the BARRICADE auto-negotiate the connection
speed to 10 Mbps Ethernet or 100 Mbps Fast Ethernet, as well as the
transmission mode to half duplex or full duplex.

Use RJ-45 cables to connect any of the four LAN ports on the
BARRICADE to an Ethernet adapter on your PC. Otherwise, cascade any
of the LAN ports on the BARRICADE to an Ethernet hub or switch, and
then connect your PC or other network equipment to the hub or switch.
When inserting an RJ-45 connector, be sure the tab on the connector

clicks into position to ensure that it is propetly seated.

Warning: Do not plug a phone jack connector into an RJ-45 port. This
may damage the BARRICADE. Instead, use only twisted-pair
cables with RJ-45 connectors that conform with FCC
standards.

Notes: 1. Use 100-ohm shielded or unshielded twisted-pair cable with RJ-
45 connectors for all Ethernet ports. Use Category 3, 4, or 5 for
connections that operate at 10 Mbps, and Category 5 for
connections that operate at 100 Mbps.

2. Make sure each twisted-pair cable length does not exceed
100 meters (328 feet).

Connect the Power Adapter

Plug the power adapter into the power socket on the side panel of the
BARRICADE, and the other end into a power outlet.

Check the power indicator on the front panel is lit. If the power indicator is
not lit, refer to “Troubleshooting” on page A-1.

In case of a power input failure, the BARRICADE will automatically
restart and begin to operate once the input power is restored.

If the BARRICADE is propetly configured, it will take about 30 seconds to

establish a connection with the ADSL service provider after powering up.
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Application Example

The following diagram shows a typical network application.

@
(
W
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CHAPTER 3
CONFIGURING THE

CLIENT PC

After completing hardware setup by connecting all your network devices,
you need to configure your computer to connect to the BARRICADE.
You can either configure your computer to automatically obtain IP settings
(DHCP) or manually configure IP address settings (Static IP).

Depending on your operating system see:
“Windows 2000” on page 3-3,
“Windows XP” on page 3-9,

or

“Configuring Your Macintosh Computer” on page 3-15.
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TCP/IP Configuration

3-2

To access the Internet through the BARRICADE, you must configure the
network settings of the computers on your LAN to use the same IP subnet
as the BARRICADE. The default network settings for the BARRICADE
are:

IP Address: 192.168.2.1
Subnet Mask: 255.255.255.0

Note: These settings can be changed to fit your network requirements,
but you must first configure at least one computer to access the
BARRICADE’s web configuration interface in order to make the
required changes. (See “Configuring the BARRICADE” on page
4-1 for instructions on configuring the BARRICADE.)



Windows 2000
DHCEP IP Configuration
1. On the Windows desktop,
click Start/Settings/
Network and Dial-Up
Connections.

Click the icon that
corresponds to the

connection to your
BARRICADE.

The connection status
screen will open. Click
Properties.

CONFIGURING THE CLIENT PC

@ Mew Office Document:
[ Open Office Document
% Windows Update

E Acrobat Reader 5.0

@ WinZip
(&) Frograms 3

‘2§ Documents 4

B o
Q Search

g G (&) Printers
Run... .
SR R Taskbar & Start Menu. ..

&) shut Down...
[t | (A & S 0y |

General |

— Connection

Statusz Connected

Druration: 00:15:12

Speed: 10.0 Mbps
— Bctivik =

Sent — 2= —  Received
L4

Packets: 43 | 0

'E'ropertles Dizable |
Close |
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TCP/IP CONFIGURATION

4. Double-click Internet
Protocol (TCP/IP).

5. If Obtain an IP address

automatically and Obtain

DNS server address
automatically are already
selected, your computer is
already configured for
DHCP. If not, select these

options now and click OK.

Internet Protocol (TCP/IP) Properties

Local Area Connection 1 Properties

General | Sharing |
Connect using:

| B9 SME EZ Card 104100 (SMC1211T)

Camponents checked are used by this connection:

Client far Microsoft Metworks

File and Printer Sharing for Microsoft Metwarks
r ]

2=

General

“You can get IP settings assigned automatically if your network supparts
this capability. Dthersise, you need to ask your network administrator for
the appropriate |P settings.

& fibtain an I address automatically

—{ Use the following IP address:

|F address:
Subnet mask;
Default gateway.

& Dbtain DNS server address automatically
—{ Use the following DNS server addresses:

Prefered DNG server:

Lltemnate DHS server

——

Adyanced...

Canicel

2lx|
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Obtain IP Settings From Your BARRICADE

Now that you have configured your computer to connect to your
BARRICADE, it needs to obtain new network settings. By releasing old
DHCP IP settings and renewing them with settings from your
BARRICADE, you can verify that you have configured your computer
correctly.

1. On the Windows desktop,
click Start/Programs/

% Windows Update ‘

E Programs
Inkernet Explorer mmand Prompt
=
ﬁ Documents P (3 outlookExpress Y Paint
3 ¥ wordPad

Y

(5 Communications ¥

Accessories/Command
Prompt.

T & &

listart || ] & <32

2. In the Command Prompt window, type “IPCONFIG /RELEASE”
and press the Enter key.
Microsoft Windows 26088 [Version 5.08.21951
(C> Copyright 1985-2000 Microsoft Corp.
C:\Documents and Settings\laurence>IPCONFIG /RELEASE
Windows 2888 IP Configuration
IP address successfully released for adapter "Local Area Connection 2"

C:\Documents and Settings\laurence>
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3-6

Type “IPCONFIG /RENEW” and press the Enter key. Verify that
your IP Address is now 192.168.2.xxx, your Subnet Mask is
255.255.255.0 and your Default Gateway is 192.168.2.1. These values
confirm that your BARRICADE is functioning correctly.

WINNT \system32'cmd.exe
Microsoft dous 2068 [U
CC> Copyright 1985-2088 Mi

C:\Documents and Settings\laurence>IPCONFIG ~RELEASE
Windows 2888 IP Configuration
IP address succ fully released for adapter "Local Area Connection 2"
IC:\Documents and Settings“\laurence>IPCONFIG ~/RENEW
Windows 2888 IP Configuration
[Ethernet adapter Local Area Connection 2:
Connection-specific DNS Suffix . :
IP Addy =« = » = = 192,168.2
Subnet Mask ST LR

Default Gateway . . . . . . . . . = 192.168.2.

C:\Documents and Settings\laurence>_

Type “EXIT” and press the Enter key to close the Command Prompt
window.



Manual IP Configuration

1.

2.

CONFIGURING THE CLIENT PC

Follow steps 1-4 in “DHCP IP Configuration” on page 3-3.

Select Use the
following IP address.
Enter an IP address
based on the default
network 192.168.2.x
(where x is between 2
and 254), and use
255.255.255.0 for the
subnet mask. Use
192.168.2.1 for the
Default gateway field.

Select Use the
following DNS server

addresses.

Internet Protocol {TCP/IP} Properties

General |

“fou can get IP settings assigned automatically if wour network supports
thiz capability. Othenwise, you need to ask wour netwark. administrator for
the appropriate |P settings.

" Obtain an IP address automatically

— % Use the following IP address:

2l

IP address: 192 1668 2 . 20
Subnet magk: 256,265 .266 . O

192 168 2 1

Drefault gateway:

€ [btain DHE server addiess automatically
—{*" Llse the following DNS server addresses
Prefeired DNS server, 192 .18, 2 1

. . |

Altemate DNS server:

Advanced...

Caneel |

Enter the IP address for the BARRICADE in the Preferred DNS server
field. This automatically relays DNS requests to the DNS server(s)

provided by your ISP. Otherwise, add a specific DNS server into the
Alternate DNS Server field and click OK to close the dialog boxes.

Record the configured information in the following table.

TCP/IP Configuration Setting

IP Address

Subnet Mask
Preferred DNS Setver
Alternate DNS Server
Default Gateway

3-7



TCP/IP CONFIGURATION

3-8

Disable HTTP Proxy

You need to verify that the “HTTP Proxy” feature of your web browser is
disabled. This is so that your browser can view the BARRICADE’s HTML

configuration pages.

1. To disable the proxy in
Internet Explorer, click
Tools. Click Internet
Options... and then
the Connections tab,
shown on the right. In
the Local Area Network
(LAN) settings section,
click LAN Settings...
to display the Local
Area Network (LAN)
Settings pop-up window
below.

2. In the Proxy server
section, ensure the Use
a proxy server for
your LAN (These
settings will not apply
to dial-up or VPN
connections) check

box is not ticked.

3. Click OK.

Internet Options

21x|

EBnBlaW] SEl:urilyl F'livan:yl Content  Connections IngramI Advam:sdl

= To set up an Intemnet connection, click
% S Setup...
r~ Diglup and Virtual Private Network settings———————————————————
Add..

Remove
Settings

€| Diallwhenever a network connection is not present

Set Default

Choose Settings if you need to configure a proxy
server for a connection.

| Never dial a connection

(g} Always disl my default connection

Current defaul. — None

i Local Area Network [LAN) settings

LAN Settings do not apply to dial-up connections.
Choose Settings abave for dial-up settings.

0K | Cancel | Apply

Local Area Network (LAN) Settings ﬂﬁ[

i~ Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

¥ automatically detect settings
™ Use automatic configuration script

Address I
~Proxy server -
Use a proxy server For your LAN (These settings will not apply to
dial-up or YPI connections),
ficldre | Forts | Advanced,.,
™ Bypass proxy server for local addresses
canc




Windows XP

DHCP IP Configuration

1.

2.

On the Windows desktop,
click Start/Control Panel.

In the Control Panel window,
click Network and Internet
Connections.

The Network Connections
window will open. Locate and
double-click the Local Area
Connection icon for the
Ethernet adapter that is

connected to the BARRICADE.

In the connection status screen,
click Properties.

@m Q¥ P |

CONFIGURING THE CLIENT PC

5 My Recent Documents »

ﬁ My Pictures

) My Music

9.] My Computer

is‘.“l E-mail

Outlook Express
“ MM Explarer

@ Windews Media Player
@ Windows Movie Maker
@ Tour Windows =P

Files and Settings Transfer
Wizard

&i’; Printers and Faxes

@) Help and Support
@ Snaglt 5.0 =
') Search
All Programs b ¥ Run...

4 start

r
% Hetwork Conne

Fia Edt Vew Faerbes Tooh Advaoed el

Fokders 731

s & hate o srnal
etvecy

-t Local Area Connection 2 Status

General | Support |
Connection
Status: Connected
Duration: 00:47.38
Speed: 11.0 Mbps
Activig
Sent — ﬂ— Received
Packets: 42 | 43

Cloze
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5. Double-click Internet
Protocol (TCP/IP).

-4 Local Area Connection 3 Properties

General | Advanced|

Connect using:

| ER SMCEZ Card 100100 [SMC1255FTH-5T) #2 |

This connection uses the following items:

& J80c5 Packet Scheduler S
= AEGIS Protocol IEEE 80214 v23 19
e :

Internet Protocol (TCP/IP) Properties

6. If Obtain an IP address
automatically and Obtain
DNS server address

General | Altermate Configuration

ou can get IP setiings assigned automaticaly # your network supports
this capabilty. Otherwiss, you need ta ask your network administrator for
the appropriate |P settings,

(&) Dbtain an P address sutomatically

automatically are already 0 Use the olowing P sress:

selected, your computer is b %

already configured for DHCP. et oty I

If not, select these options (® Obiain DNS servr ackess automalicaly

now and click OK. Ouse R e Edd"m:l
T
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Obtain IP Settings From Your BARRICADE

Now that you have configured your computer to connect to your
BARRICADE, it needs to obtain new network settings. By releasing old
DHCP IP settings and renewing them with settings from your
BARRICADE, you can verify that you have configured your computer
correctly.

1. On the Windows desktop, click Start/Programs/Accessories/
Command Prompt.

W Windows Catelog 1 -

\’ M5 Explorer I Accessibill: 3

o ® Windows Update 'j ¥
) Communications 3

@ RO MedE i i) Entertainment »
I

W I Games 3 "

WoRL windows Movie Makel (@ system Tools

T Stret Ex Y address Back
7 fr 3
@ Tour Windaws xP @ startup Calculator

& Internet Explorer

»1) Files and Settings Trl wd sy Explorer
>3

Wizard & Hotepad
[5) Outlook Express Y Fant
Snaglt 5.0 .
@ vl Remots Assistance @) Program Compatibiity Wizard

& windows Media Player € synchronize

All Programs I 4 windows Messenger &) Tour Windows i

|3 windows Explorer

W, Windows Movie Maker

A wordrad

2. In the Command Prompt window, type “IPCONFIG /RELEASE”
and press the Enter key.

Command Prompt

:\>ipconfig /release

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection cific DNS Suffix
IP Addres:
Subnet M

Default Gateway
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3. Type “IPCONFIG /RENEW” and press the Enter key. Verify that
your IP Address is now 192.168.2.xxx, your Subnet Mask is
255.255.255.0 and your Default Gateway is 192.168.2.1. These values
confirm that your BARRICADE is functioning correctly.

Command Prompt

N\>ipconfig ~release

dindows IP Configuration

[Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix
IP Addre: L
Subnet Mask . .
Default Gateway

[C:~>ipconfig Arenew

dindows IP Configuration

[Ethernet adapter Local Area Connection:

Connecti pecific DNS Suffix
IP Addre: -

Subnet Mask .

Default Gateway

4. Type “EXIT” and press the Enter key to close the Command Prompt
window.

Your computer is now configured to connect to the BARRICADE.
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Manual IP Configuration

CONFIGURING THE CLIENT PC

1. Follow steps 1-5 in “DHCP IP Configuration” on page 3-9.

2. Select Use the following IP
Address.

3. Enter an IP address based on
the default network
192.168.2.x (where x is
between 2 and 254), and use
255.255.255.0 for the subnet
mask. Use 192.168.2.1 for the
Default gateway field.

4. Select Use the following
DNS server addresses.

General

You ean get P seltings assigned automaically if your network supparts
this capabilly. Otherwise, you need to ask your network administrator for

the appropriate I settings

(2 Olbtain an P address automatically

(&) Use the following IP address:

1P address: 132
Subnet mask 255
Default gateway 132

() Use the following DNS server addresses:
Freferred DNS server (.

Alternate DN% server:

2%

265 255 0
€2 1

5. Enter the IP address for the BARRICADE in the Preferred DNS
server field. This automatically relays DNS requests to the DNS

server(s) provided by your ISP. Otherwise, add a specific DNS server
into the Alternate DNS Server field and click OK to close the dialog

boxes.

6. Record the configured information in the following table.

TCP/IP Configuration Setting

IP Address

Subnet Mask

Preferred DNS Server

Alternate DNS Server

Default Gateway
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Disable HTTP Proxy

You need to verify that the “HTTP Proxy” feature of your web browser is
disabled. This is so that your browser can view the BARRICADE’s HTML

3-14

configuration pages.

1. 'To disable the proxy in
Internet Explorer, click
Tools. Click Internet
Options... and then
the Connections tab,
shown on the right. In
the Local Area Network
(LAN) settings section,
click LAN Settings...
to display the Local
Area Network (LAN)
Settings pop-up window
below.

2. In the Proxy server
section, ensure the Use
a proxy server for
your LAN (These
settings will not apply
to dial-up or VPN
connections) check
box is not ticked.

3. Click OK.

Internet Options El@
| General Seculiuf Privacy | Content Connections Programs | Advanced
To set up an Internet connection, click
1] setup. Setup...

Dial-up and Virtual Private Network settings

Choose Settings if you need to configure a proxy
server for a connection.

Local Area Network [LAN] settings

LAN Settings do not apply to diakup connections,  [LAN Settings...|

Chaose Settings above for dial-up settings.

Cancel

cal Area Network (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings, To ensure the
use of manual settings, disable automatic configuration.

D Automatically detect settings

|:| Use automatic configuration script

Proxy server

O Use a proxy server For your LAN {These settings will not apply to
dial-up or YPM connections).




CONFIGURING THE CLIENT PC

Configuring Your Macintosh Computer

You may find that the instructions here do not exactly match your

operating system. This is because these steps and screen shots were created

using Mac OS 10.2. Mac OS 7.x and above are similar, but may not be

identical to Mac OS 10.2.

Follow these instructions:

1. Pull down the Apple Menud. Click

System Preferences.

Edit View

]

Finder File

About This Mac
Get Mac OS5 X Software...

System Preferences...

Dock >
Location |
Recent Items >
Force Quit...
Sleep
Restart...
Shut Down. ..
Log Out... 0%Q
2. Double-click the Network icon in the
Systems Preferences window.
886, System Preferences =
Personal
=)
E 0 e 1A &
Deskiop Dock General International  Login ltems My Account  Screen Effects
Hardware
e Tl . = N
N G B—\i = =¥ LY, &
CDs & DVDs ColorSync Displays Energy Keyboard Mouse Sound
Saver
Internet & Network
® (@)QA @
Internet Network QuickTime Sharing
System
- o 2
21 @ & & § 4
Accounts Classic Date & Time Software Speech Startup Disk Universal
Update Access
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3. If Using DHCP Serveris eo Hetwork o
already selected in the bocatr """‘"“_'_'_‘l L

Configure field, your

[rceie] reroe | Appietanc | proxies |

computer is already Contipre: (sing o8P ]
DNS Servers Ot
conﬁgured fOI' DHCP If 1P Address: 10.1.28.83
. . rovided by OHCP Sarvert
not, select this option. Suboet Mask: 295.255.252.0
Roater: 10.1.28.254 Search Domains el
DHCP Client 1D
Optisaat
[ ——
Ethernet Address: 0050 04 00 2¢.06 earihhnk
&) Gl the hock 1o prevent further changes. (Revert ) (" Apphy Now

4. Your new settings ate shown in the TCP/IP tab. Vetify that yout IP
Address is now 192.168.2.xxx, your Subnet Mask is 255.255.255.0 and
your Default Gateway is 192.168.2.1. These values confirm that your
BARRICADE is functioning,

5. Close the Network window.

Now your computer is configured to connect to the BARRICADE.
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Disable HTTP Proxy

You need to verify that the “HTTP Proxy” feature of your web browser is
disabled. This is so that your browser can view the BARRICADE’s HTML
configuration pages. The following steps are for Internet Explorer.

Internet Explorer

1. Open Internet Explorer and click the Stop & File Edit View G
. B O About Internet Explorer...
button. Click Explorer/Preferences. | License Agreement... ;
2. In the Internet Explorer Preferences window, | _@: ™ "
. Hide Explorer WH
under Network, select Proxies. Hide thers e

Quit Explorer w0

3. Uncheck all check boxes and click OK.

38 C Internet Explorer Preferences

@ Security | If you are accessing the Internet from a private network, you can set
: gateways to allow Intermet access. Contact your network manager

@ Security Zones for more information. Nete: These settings are shared with ather
@ Ratings applications through Internet Config.
@ Advanced Use Proxy Servers

W Forms AutoFill | Web Proxy: Settings...
@ Forms AutoComplete R D Use Web Praoxy for all
@ AutoFill Profile D Bypass Web Proxy far FTP

¥ Receiving Files D Sacure Praxy: Settings...
@ Downdoad Options e — - =

: Settings.

@ File Helpers IRy —_—
@ Cookies | Gopher Proxy: Settings...
¥ Network = = =

List the sites you want to connect to directly, bypassing the proxies
@ Protocol Helpers set above. Put a space or comma between each site.
@ Proxies
@ Site Passwords
) o
¥ E-mail A
@ General Y-

2] Camee) @O0
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CHAPTER 4

CONFIGURING THE
BARRICADE

Aftet you have configuted TCP/IP on a client computet, use a web
browser to configure the BARRICADE. The BARRICADE can be
configured by any Java-supported browser such as Internet Explorer 5.5 or
above. Using the web management interface, you can configure the
BARRICADE and view statistics to monitor network activity.

To access the BARRICADE’s management interface, enter the IP address
of the BARRICADE in your web browser:

http://192.168.2.1

(The BARRICADE automatically switches to Port 80 for management
access.)

41
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CONFIGURING THE BARRICADE

Navigating the Web Browser Interface

4.2

The BARRICADE’s management interface consists of a Setup Wizard,
a Home Network Settings section, a Security section and an Advanced

Settings section.

Setup Wizard: Use the Setup Wizard for quick and easy configuration of
your Internet connection and basic LAN settings. Go to “Setup Wizard”
on page 4-5.

Home Network Settings: Use the Home Network Settings section to
configure your LAN, WAN and wireless settings. Go to “Home Network
Settings” on page 4-14.

Security: In this section, you can easily configure your wireless security

settings. Go to “Security” on page 4-29.

Advanced Settings: Advanced Settings supports more advanced
functions like NAT, system maintenance and UPnP. Go to “Advanced
Settings” on page 4-53.



NAVIGATING THE WEB BROWSER INTERFACE

Making Configuration Changes

Configurable parameters have a dialog box or a drop-down list. Once

a configuration change has been made on a page, be sure to click the
Apply or Save Settings or NEXT button at the bottom of the page to
enable the new setting,

Note: To ensure proper screen refresh after a command entry, be sutre
that Internet Explorer 5.5 is configured as follows: Under the
menu Tools/Internet Options.../General/Temporaty Internet
Files/Settings..., the setting for Check for newer versions of
stored pages should be Every visit to the page.
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Login Screen

The Login screen automatically appears first.

= :

Passwaord: [~
CANCEL

Enter the default password “smcadmin” and then click LOGIN.
Note: Your password is case sensitive.

4.4
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Setup Wizard

Getting Started

The Setup Wizard automatically appears by clicking on the Setup Wizard
button of the left-hand menu. The first item in the Setup Wizard is Getting
Started.

svc

et i startud 1. Getting started

2. Wirelnss sottings Welcome |
2. Intermot sattings Make surs the Ethermet eable is connected cormoetly to the SMCWBR14-G2.

4. Modum sullings

NEXT

5. ADSL settings

Simply click NEXT to proceed to the following screen and configure your
Wireless Settings.
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Wireless Settings

46

Enter your wireless network settings on this page. You must specify

a common radio channel and SSID (Service Set ID) to be used by the
BARRICADE and all of its wireless clients. Be sure you configure all of its
clients to the same value. For security purposes, you should change the
default SSID immediately.

2. Wireless settings

This page alaws you to enter the Wirsless Network Hame(S5ID) and the Cha

2. Intarnet sattings

Wreless Notwork Name(SSID) I!’;Mc
Broadcast Winsless Network & gnasle  © DISABLE
Nama
Wirnlizs Modi [17 b Mised mode =
Wi=Fi Channel rumbier ib |

Extond Fange " ENABLE = DISABLE

4. Modum sullings

5. ADSL settings

i |

Parameter Description
Wireless Network The Service Set ID (SSID) is the name of your wireless
Name (SSID) network. The SSID must be the same on the

BARRICADE and all of its wireless clients.

(Default: SMC)
Broadcast Witeless Enable or disable the broadcasting of the SSID. If you
Network Name disable broadcast of the SSID, only devices that have the

correct SSID can connect. This nullifies the wireless
network “discovery” feature of some products such as
Windows XP. (Default: Enable)

Wireless Mode This device supports the following modes: 11g only, 11b
only, and 11b/g mixed mode.
(Default: 11b/g Mixed mode)




SeETuP Wi1zARD

Parameter

Description

Wi-Fi Channel
Number

The radio channel used by the BARRICADE and its

clients to communicate with each other. This channel
must be the same on the BARRICADE and all of its

wireless clients.

The BARRICADE will automatically assign itself a radio
channel, or you may select one manually.
(Default channel: 6)

Extend Range

Increases the range of the BARRICADE.
(Default: Disable)
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Internet Settings

48

Specify the WAN connection type required by your Internet Service
Provider. Specify Cable modem, Fixed-IP xDSL, PPPoE xDSL, PPTP or

BigPond.

1. Uetting stamod
2 Wlrelnss settings
1 IRt snttings
4. Mudum sellings

5. ADSL settings

=

3. Internet Settings

Specify the WAN canns
PRFIOE NDEL

on bype requred by your Intemnet Service Provider. Specify Cable modem, Froed-IP xDSL, o

r k Cable Modem

A cable modem requres minimal configuration. When you have setup an account with your Internet provider, the
wirghess router will be automatically configured whin pliged inta the cable mo The host name feld is cptional, but
may ba requrd by some Service Providers. 1f there is a Domain Namo Sarver (DNS) that you wauld rather wsa, you
nead to gpacify the 1P addeass in the "WAN" page.

B4 Fixed-1p xDSL

Same HOSL Intemaet Service Providers may assign a fived IP address for your gatoway. If you have been provided with
this information. choces this option and enter the assigned 1P address, subnet mask, gataway 19 and ONS 1P addresses
far your wirslass routar.

[~ g PPPoE xDSL i |

If you connsct ta the Internat using an WDSL Modem and your ISP has provided you with & password, and sorvice nama,
than your 15P uses PARGE. ¥ou must choose thes option and enter the required information.

s @ PPTP

Point=to-Pont Tunneling Protocel & 4 commen connection method used For NDSL connectians in Burone.

Select your connection type to proceed. Click BACK to go back and
change your settings.



SeETuP Wi1zARD

Cable Modem Settings

If the ISP requires you to input a Host Name, type it in the Host Name
field. The MAC Address field will be filled automatically.

svc

1. et tirng stariud 4, Cable Modem settings

MBS Ry Cable Hodem

) Intarmet gattings

Host Name ri
T T e e =l T

A cable modem requres mirimal configuration, 1f the 159 requines you to nput & HOSE Name, type it in the “Host Name*
field above

(Back | e |

Click NEXT to proceed, or BACK to change your settings.
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ADSL Settings - Fixed-IP xDSL

Enter the IP address, Subnet Mask, and Gateway IP address provided to
you by your ISP in the appropriate fields below.

svic

1./ etting starod 5. ADSL settings

2, Wirsliss sttings

B4 Fixed-1P xDSL

1, intmenet enttings

Padimss: [ F . F .
subnetmask o 0
Cawway Paddess [ o o |

1

Enter the IP address, Subnet Mask and Sateway 1P address provided to you by your 15P in the appropriate fields abave

(Bank | e |

Click NEXT to proceed, or BACK to change your settings.

4-10



SeETuP Wi1zARD

ADSL Settings - PPPoE

Enter the User Name and Password required by your ISP in the
appropriate fields. If your ISP has provided you with a Service Name enter
it in the Service Name field, otherwise, leave it blank. Leave the Maximum
Transmission Unit (MTU) at the default value (1454) unless you have

a particular reason to change it. Enter the maximum idle time for the
Internet connection. After this time has been exceeded the connection will
be terminated. Check Keep session to keep the session alive. Check the
Auto-connect check box to automatically re-establish the connection as
soon as you attempt to access the Internet again. Check the Manual-

connect check box to manually re-establish the connection.

L ST,

5. ADSL settings

.EF PPPoE

Use PPPoE Authentication
Usor Name | ,7
Paggword: [
Please rotype your passward | ,7
Service Name: [
MTUS 15 (576<=MTU Valus<=1452)

Masimam (din Tima [ (eniny
" Keep session
& Auto-connact
T Manuah-connect

Enter tha User Nams and Pass:

te fislds. [f your ISP has provided you with 3
Service Name enter it in the *

Click NEXT to proceed, or BACK to change your settings.

Note: Clicking NEXT will not automatically connect the BARRICADE
to the Internet. The BARRICADE will only connect when you
explicitly request it to, for example, by launching your web
browser.
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ADSL Settings - PPTP

Enter the User ID and Password required by your ISP in the appropriate
fields. Enter the Idle Time Out for the Internet connection. This is the
period of time for which the connection to the Internet is maintained
during inactivity. The default setting is 10 minutes. If your ISP charges you
by the minute, you should change the Idle Time Out to one minute. After
the Idle Time Out has expired, set the action you wish the BARRICADE
to take. You can tell the device to connect manually or automatically as

soon as you try to access the Internet again, or to keep the session alive.

5. ADSL settings |

& PPTP

Paddess:i o b p
SubnetMask: B b b P
Bofault catewsy: o o | P
userio: [
Password: '—
PRTRGateway: B b B B
Idle Tine Out: [i0 iy

" Marual-connect

. Auta-connsct
" Keap session

Pont-te-Pont Tunnelng Protocal o & comenen connection methed used for xDEL connectons n Durcpe,

e | e

Click NEXT to proceed, or BACK to change your settings.
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ADSL Settings - BigPond

If you use the BigPond Internet Service which is available in Australia,
enter the the User Name, Password and Authentication Service Name for
BigPond authentication.

svic

¥, Qarttiog startud 5. ADSL settings
2. Wrlewlues settings @Bi
gPond
3 Intermit sattings
vsermame: [
4. Mndem sottings

Password: [
Posce rotype yout passwerd : [~
Authentication Seres Name  fognsermr

Enter tha Usar Name and Passward rquired by yeur ISP in the appropriate fisids. IF your 15P has provided you with 3
Sernce Name enter it in the "Authentication Service Name® field, otherwise, leave it blank

|

Click NEXT to proceed, or BACK to change your settings.
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Home Network Settings

414

Clicking
Main Me

the Home icon at any time, returns you to this home page. The

nu links are used to navigate to other menus that display

configuration parameters and statistics.

Setup Wizard

Status

Home Network

Settings
Securlty
Advanced Set

atus for the wiraless router's WaN/LAN interfaces,
LS 10 ACCRss your natwork, a5 wel a5 informatian an all

rean to £08 the Sonnns
mba

ed to your n
tings

» Current Tene: 2005-10-10 15:42: 16

The BARRICADE’s Home Network Settings interface contains four

main menu items as described in the following table.

Menu Description

Status  Provides WAN connection type and status, firmwate and hardware
version numbers, system IP settings, as well as DHCP, NAT, and firewall
information.
Displays the number of attached clients, the firmware versions, the
physical MAC address for each media interface, and the hardware version
and serial number.
Shows the security and DHCP client log.

LAN Sets the TCP/IP configuration for the BARRICADE LAN interface and

Settings DHCP clients.

WAN  Specifies the Internet connection settings.

Settings

Wireless Configures the radio frequency, SSID, and security for wireless

communications.




Status

HomE NETWORK SETTINGS

The Status screen displays WAN/LAN connection status, firmware and
hardware version numbers, as well as information on DHCP clients

connected to your network. You can also view the Security Log,

Setup Wirard
Home Network

Status

Security
Advanced gettings

your network

Home Notveork (LAN)
1P Address

Subnet Mask

DMCF Server

Frawall

upnR

Wirslass

INFORMATION
Numbers of DHCR Clionts
Runtima Coda Varsian
Bogt Code version

LAN MAC Addrass
wirgless MAC Address
WAH MAC Address

Settings You can use the Status screen to see the connection status for the wiroless routee’s WANAAN intorfaces, firmware and hardws
wersion numbars, any ilegal attempts to 3ccess your natwork, 38 wel a5 nfoemation on 3ll DHCP clignt BCs currantly connectad

s Current Teng: P005-10-10 19:28:22

INTERNET
Link Status CONNECTED
WA P

Subnet Mask =
Gateway 10.1.20.254
Frimary ONS 10138
Secandary DG 10.2.3:4

Reluage

192.168.2.1

V1,00 (Dt 18 2005 13:03:17)
Voo

D0-12-RF=10-C7-RC
00-12-8F-10-C7-EE
00-12-BF-10-C7-ID
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- Rep—

Setup Wizard
Home Network

Sacurity
Advanced Seltings

The security file,

Boat Code Version

D0-12-BF=10-C7-EE

WAN MAC Aodress D0-12-8F-10-CT-FD
Mardware Version 01
Sarial Num 1539000065

DHCP Client Log

Wiew Infarmation on LaN BHEP clients curently linked to the wirtess router

TR mamtalbar_isi Wl |
ip=192. name=cest-dkl
1p=192 . name=Enoppis
rpe1t.1 nsme=30018_haueh

=
Lal of

Security Log

View any attempts that have besn made to gain access to your netwark

0 19:20:22 DUCP
5 1% DHCP
P

i Beceive Ak from 10.2.3.4, ‘Lease :1n¢'-zs:-::u|:ﬂ

8 19
TRt

a0

o 10, (200

Domain name accton e

Eend Requese, Reguest IP=10.1.20.47

Send Bequeat, Mequest 1P10,1.20,47

Could noe 2ind DHCP deenon to get infoceatish |
| ;l_l

a DHCE
3 19 DHCP
8 19:28:76 DHCP
4 18:28:18 DHCP

4l
e I T

SMCWBR14G2_logfile.log, may be saved by clicking

Save and choosing a location.

The following items are included on the Status screen:

Parameter Description
Current Time Displays the current time.
INTERNET Displays WAN connection status.
Renew Click on this button to establish a connection to the WAN.

Home Network
(LAN)
INFORMATION

DHCP Client Log
Security Log

Save

Clear

Refresh

Displays system IP settings, as well as DHCP Server, Firewall,
UPnP and Wireless status.

Displays the number of attached clients, the firmware versions,
the physical MAC address for each media interface and for the
BARRICADE, as well as the hardwate version and serial
numbet.

Displays information on DHCP clients on your network.
Displays illegal attempts to access your network.

Click on this button to save the security log file.

Click on this button to delete the access log.

Click on this button to refresh the screen.
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LAN Settings

You can enable DHCP to dynamically allocate IP addresses to your client
PCs, or configure filtering functions based on specific clients or protocols.
The BARRICADE must have an IP address for the local network.

Setup Wizard LAN Settings =1
Home Network
[Settings You can enable DHCP to dynamicaly aliocate 19 addresses 1o your client PCs, or configure filterng functions based on

=  specific chents or protoceis. The wireless router must have an 1P address for the local network

Lan settings. | Wireless Router IP Address

WA Settings

Wiralass 10 addmss [izz [es ;

O T T ] .

Security
Advanced Seltings [P Subnal Mask peq 205 PS5 ﬁ

DHCP Server

DHCP Server & Enabied © Disabied

DHCP Sarver 1D ,7
DHCP IP Address Pool
startit iz fies P [ica
UL I =R ]

Doendin Name
Lease Te [One Duy “‘I

The LAN Settings parameters are listed below.

Parameter Description

Wireless Router IP

Address
IP Address The IP address of the BARRICADE.
IP Subnet Mask The IP subnet mask.

DHCP Setver

DHCP Setver ~ DHCP allows individual computers to obtain the TCP/IP
configuration at startup from a centralized DHCP server. To
dynamically assign an IP address to a client PC, enable the
DHCP (Dynamic Host Configuration Protocol) function.

DHCP Setver ID Enter the DHCP Server ID here.
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Parameter Description
DHCP IP Address The DHCP IP Address Pool is the range of IP addresses set
Pool aside for dynamic assighment to the computers on your
network.
Start IP This field indicates the first of the contiguous IP addresses in
the IP address pool.
End IP This field indicates the last of the contiguous IP addresses in

Domain Name

Lease Time

the IP address pool.
The domain name is the name you assign to your network.

The length of time the DHCP server will reserve the IP
address for each computer. Setting lease times for shorter
intervals such as one day or one hour frees IP addresses after
the specified period of time. This also means that a particular
computer’s IP address may change over time. If you have set
any advanced features such as DMZ, this is dependent on the
IP address. For this reason, you will not want the IP address
to change.
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WAN Settings
Specify the WAN connection type required by your Internet Service
Provider. Specify Dynamic IP Address, PPPoE, PPTP, Static IP
Address or BigPond.

WAN Settings

The Wireless Router can be connected to your service provider in any of the fallawing ways:
& Dynamic 1# Address Obtens an 10 addrese automatically from your service grovider.

Q3 PPE ovier Ethemet is & comman connecton method wsed for xOSL

curity

oeTe Peint-to-Peint Tunneling Protocol is 8 common connection methed used for wDSL
Advanced Settings connections in Eurapn

™ Static IP Address Your service provider provides a static 1P address to access Intemet services

~ Blgrond I this section yau can configurs the built-in cliant for the BigPand Intemat service

availabla in Australia

Mrw Configuration I

Select the connection type and click More Configuration.
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Dynamic IP

The Host name is optional, but may be required by some Service
Provider’s. The default MAC address is set to the WAN?’s physical interface
on the BARRICADE.

If required by your Service Provider, you can use the Clone MAC
Address button to copy the MAC address of the Network Interface Card
(NIC) installed in your PC to replace the WAN MAC address.

If necessary, you can use the Renew button on the Status page to renew
the WAN IP address.

tup Wizard ;

RAd L Dynamic IP
Home Network
|Bettings The Host name is optional, but may be required by some Service Frovider's. The default MAC addross is st to the

status WAN'S physical intarface on the Wirslass Routar
| LaNse i If required by your Service Provie tha *Clone MAC Addne i 10 copy the MAC address of thi

WAN Sottings Natwork Intorface Card installed i y place the WaN MAC ad
s'“"-‘-"‘]:“ If nacessary, you can use the Ranew” buttan an the Status pags to renew the WAN IP address,
|Security
Advanced Settings HostMama s [

MAC Address = op  .[12  -fgF -0 -7 -|ED
Clore MAC Address I
SAVESETINGS | CAMCEL

Note: Make sure you record the MAC address that you clone, so that if
you lose your settings you will be able to re-connect to the

Internet.

Click Save Settings to proceed, or Cancel to change your settings.
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PPPoE

Enter the PPPoE user name and password assigned by your Service
Provider. The Service Name is normally optional, but may be required by
some service providers. Enter a Maximum Idle Time (in minutes) to define
a maximum period of time for which the Internet connection is
maintained during inactivity. If the connection is inactive for longer than
the Maximum Idle Time, then it will be dropped. You can enable the
Auto-reconnect option to automatically re-establish the connection as

soon as you attempt to access the Internet again.

Setup Wizard PPPoE
:""‘:1:“"“"‘" The WAN port s connected to

Knap sesmon, Auta connect an

Security

e icie time setting is ignored. The connection will shways be alive.
Advanced Settings

< beoken by the idle time, any Intomat/WAN tigger wil cause the router to re-establsh the

sabled in this mede, When ©

NOTE: If your are on a leased b
connecton 1o drop after 3 minutes of

r min. connection - pleass set your max
v 50 you won't be charged for sutra on

time 1o 3 minutes. This wil cause your intemat
tima from your ISP

Use PRRGE Authentication
Usar Hama ¢ [
Password: [
Ploase retypa your passwend : [
Servcotamer [
MIUL (1482 (57acamTy Yahios=1452) 3
Masinum e Tene B g

T Keep session
¥ auto-connect
 Manual-cannact =l

Click Save Settings to proceed, or Cancel to change your settings.
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PPTP

The PPTP screen displays the IP Address, Subnet Mask and Default
Gateway of your BARRICADE. Enter the User ID and Password assigned
by your ISP in the appropriate fields. Enter the Idle Time Out for the
Internet connection. This is the period of time for which the connection to
the Internet is maintained during inactivity. The default setting is 10
minutes. If your ISP charges you by the minute, you should change the Idle
Time Out to one minute. After the Idle Time Out has expired, set the
action you wish the BARRICADE to take. You can tell the device to
connect manually or automatically as soon as you try to access the Internet
again, or to keep the session alive.

Setup Wizard
Home Network
|Settings

WA Settings
Security
Advanced Settings

PPTP

Pont-te-Pont Tunnelng Protocal & & commen connection method used for xDSL connectons n Durcpe,

] e el
sunstMask: 5 B p b
Default Gateway: |5 o B P
weerto: [~
Pasgwords [
EeTRGatewa:- 0 B b
Tdle Timg Out: ||0—(,m,}

© Manual-connect
 jwto-connect
" kpop session

* 1f yau hava an ISP that chames by the time, changs yaur idie tims out valus to | minuts,

SAVESETIINGS | cancel |

Click Save Settings to proceed, or Cancel to change your settings.
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Static IP
If your Service Provider has assigned a fixed IP address, enter the assigned
IP address, subnet mask and the gateway address on this screen.

Static IP

If your Service Provider has assigned & feoed IP address; enter the assigned IP address, subnet mask and the gateway
Aaddress provided.

Has your Service Provider given you an 1P address and Gatewsy sddress?
1P addeass essiqned by your senvce provider - b b
Swmettiski B b
Service Provider Gateway Addwess: o g @ .0

[Security

[ sAvEsETmNGs | _eancel, |

Click Save Settings to proceed, or Cancel to change your settings.
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BigPond
BigPond is a service provider in Australia that uses a heartbeat system to
maintain the Internet connection. Configure the built-in client with your

user name, password and service name to get on line.

BigPond

In this section you can canfigure the bualt-in chant for the BgPond Internet serace available Austraha,
User Name - Ii
Password: [
.Munood Hettings Poase rotyps your password s [~
Authentication Sendce Mame © foginsermr

SAVE SETTINGS CANCEL

Click Save Settings to proceed, or Cancel to change your settings.
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Wireless

The BARRICADE can be quickly configured for roaming clients by
setting the Service Set Identifier (SSID) and channel number. It supports
data encryption and client filtering;

Setup wizard 2]

Home Network
Settings

Wireless Settings

The wireless router can be quckly configured for roamng chents by setting the serice set identifier Wirslass Netwark
Mama(ESI0) and charmel number. [t sl supperts data encryption and cient fitering

Enable or disable wireless module function ® Enabls T Disable

SAVE SETTINGS I

Ly
Advanced Settings

S

To use the wireless feature, check the Enable check box and click Save
Settings. After clicking Save Settings, you will be asked to log in again.

See “Security” on page 4-29 for details on how to configure wireless

security.
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Channel and SSID

Enter your wireless network settings on this screen. You must specify

a common radio channel and SSID (Service Set ID) to be used by the
BARRICADE and all of its wireless clients. Be sure you configure all of its

clients to the same value. For security purposes, you should change the
default SSID immediately.

i) MY Home @ Logout

BRI LYIZAT, 7| channel and Wireless Network Name(SSID)
Home Network
Settings This pag ou te enter the Wireless 551D} and the Chanrel rumber, These parameters are used
Status for a wirsless
L satings
WA Settings Wirslass Natwork Nama (S310) o
e, o Broadcast Wirsloss Notwork Name @ Enaple  © pisapce
| Channel and SSID°
twes Wirgless MO8 [11 bjg Mined mode =
Security Va-Fi Channel number [5 =]
Advanced gettings BN RAO0S|  ENAME © DESABE

SAVE SETTINGS CANCEL

S

Parameter Description

Wireless Network The Service Set ID (SSID) is the name of yout witeless
Name (SSID) network. The SSID must be the same on the BARRICADE
and all of its witeless clients. (Default: SMC)

Broadcast Wireless ~ Enable or disable the broadcasting of the SSID. If you

Network Name disable broadcast of the SSID, only devices that have the
correct SSID can connect. This nullifies the wireless
network “discovery” feature of some products such as
Windows XP. (Default: Enable)

Wireless Mode This device supports the following modes; 11g only, 11b
only, and 11b/g mixed mode. (Default: 11b/g mixed mode)
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Parameter Description
Wi-Fi Channel The radio channel used by the BARRICADE and its clients
Number to communicate with each other. This channel must be the

same on the BARRICADE and all of its wireless clients.

The BARRICADE will automatically assign itself a radio
channel, or you may select one manually. (Default: 6)

Extend Range Extends the range of the BARRICADE. (Default: Disable)
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The Wireless Distribution System (WDS) provides a means to extend the
range of a Wireless Local Area Network (WLAN). WDS allows the

BARRICADE to establish a direct link to other wireless base stations and
allows clients to roam freely within the area covered by the WDS. To carry

out a site survey of available wireless base stations, click Scan.

svc

Setup Wizard
Home Network
|settings
erbibo
‘Wiraless
{ Chaonml o
Security
Advanced gettings

S

Site Survey

m (WS} provides 3 means to eutend the range of 3 Wirskess Local Area Network
tor 1o establish 3 direct nk to other wirnless base stations and to allows staticns to

|
ULAWEPSL 1111914444 3 3011084542 wer [
UEWERZE- 11111111111 111 [ 00-11-95-ca-de b wen o}
SMC L] D002 205 | mi
Manial 1 " S W r
Manual 2 wm [ r
Manual 3 w [ i r
Manual 4 ma [ ] ik r

SAVE SETTINGS CANCEL

Parameter Description

SSID The Service Set ID (SSID) is the name of your
witeless network. The SSID must be the same on
the BARRICADE and all of its wireless clients.

Channel This device supports the following modes 11g only,
11b only, and 11b/g mixed mode.

MAC Address The media access control address (MAC addtess) is
a unique identifier attached to each wireless base
station.

Security Displays the security mechanism in use.

Enable WDS Enables the WDS feature. When enabled, up to 4

WDS links can be set by specifying their Wireless
MAC addresses in the MAC address table. Make
sure the same channel is in use on all devices.

(Default: Disable)




SECURITY

Security

The first menu item in the Security section is Firewall. The BARRICADE
provides a stateful inspection firewall which is designed to protect against
Denial of Service (DoS) attacks when activated. Its purpose is to allow a

private local area network (LAN) to be securely connected to the Internet.

The second menu item is Wireless. This section allows you to configure
wireless security settings according to your environment and the privacy

level required.

svic

Setup Wizard

Security
Home Network

Device provides a state wan firewal which
Security activated. Its purpase a private local area r

-Ad vancad setun s

To configure your firewall settings, click Firewall in the left-hand menu.
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Firewall

4-30

The BARRICADEs firewall inspects packets at the application layer,
maintains TCP and UDP session information including time-outs and the
number of active sessions, and provides the ability to detect and prevent
certain types of network attacks.

Setup Wizard E|
Home Network
|=ettings
Security
Firewal
| Setwaduli Ruli Enable
1 Aecess Confral
+ MAC Fiter

.MHD::W _ SAVE SETTINGS |

Firewall

all protection by restricting connection parameters to fimit the risk of hacker attack
uire unrastncted access ta

ure & spacif

t, wou

isabile Frawall festures Enable T Dumable

Ad u;a.m.:ed Settings

d | o

Network attacks that deny access to a network device are called Denial-of-
Service (DoS) attacks. DoS attacks ate aimed at devices and networks with
a connection to the Internet. Their goal is not to steal information, but to
disable a device or network so users no longer have access to network

resources.

The BARRICADE protects against the following DoS attacks: IP
Spoofing, Land Attack, Ping of Death, IP with zero length, Smurf Attack,
UDP portloopback, Snork Attack, TCP null scan, and TCP SYN flooding,
(See “Intrusion Detection” on page 4-37 for details.)

The firewall does not significantly affect system performance, so we advise

leaving it enabled to protect your network.

Enable the firewall feature, and click Save Settings to proceed.
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Schedule Rule
The first item listed in the Firewall section is Schedule Rule. You may filter

Internet access for local clients based on rules.

Setup Wizard =l
Home Network
Sattings This page defines schadule rule names and activates the scheduls far use in the "Access Contral® page.

Schedule Rule

Becurity
« Schedus Rule Tabls (up to 10 nles)
Pl Namo Fulp Commant Canfigum
Weekdays Rulel No weakday emaling Edit| Delete
Add Schodule fule I
bl s
Advanced Settings SAVE SETTINGS CANCEL

S
You may filter Internet access for local clients based on rules.

Each access control rule may be activated at a scheduled time. First, define
the schedule on the Schedule Rule page, then apply the rule on the Access
Control page.

To add a new rule, click Add Schedule Rule. Proceed to the following
page.
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Edit Schedule Rule

1. Define the appropriate settings for a schedule rule (as shown on the
following screen).

svc

setup Wizard & gy gopedule Rule
Homie Network
settings. « Name :[Weehdoys kel
Becurity
« Commont: e weekday emaing
+ Activate Time Penad:
Wank Day Start Tima (hh:men) End Tima (hhimen)
Every Day T e
Sunday oo :foa oo :foa
Advanced Settings e oo :foa” [ :foa
Tuesday [on zfca [ :foa
wednasday [on :fea [in :foa”
Thursday [oa” :foa 18" :foa
Friday. foo :foa fin cfoa
Saturdsy [ :fea oo :foa J |
L] Cancal j
1 S| A:I S

2. Upon completion, click OK to save your schedule rules, and then click
Save Settings to make your settings to take effect.
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Access Control

Setup Wizard
Home Network

| Access Control

[Bettings Access Control aliaws users to define the traffic type pormitted or not-pemitted to WaN port sorvice. Thes page
Security includas [P address fitanng and MAC addrass filtanng,
e
'i_..._____ - » Enable Fitering Function © Enable @ Disable
1 Setadul Rulie
| Ascess Corfrol « Marmal Filterng Table fup ta 10 camauters)
-+ Parntal Control. R Description Clignt PC IR clignt Service Schotule Rule | Configure
L ntrusion Detectan hdmss
DMz Mo smading 192.165.2.10 ~ 20 | G-mail Sendng, E-mail Waskdays Fual | gdie| Delete
wiralags Recaing
Advanced Settings Add PC

SAVE SETTINGS CANCEL

d |

Used in conjunction with the Schedule Rule screen, the Access Control
screen allows users to define the outgoing traffic permitted or
not-permitted. The default is to permit all outgoing traffic.

The BARRICADE can also limit the access of hosts within the local area
network (LAN). The MAC Filtering Table allows the BARRICADE to
enter up to 32 MAC addresses that are not allowed access to the WAN port.

1. Click Add PC on the Access Control screen.

2. Define the appropriate settings for client PC services (as shown on the
following screen).

3. Click OK and then click Apply to save your settings.

The following items are displayed on the Access Control screen:

Parameter Description

Enable Filtering Function — Enables or disables the filtering function.

Normal Filtering Table Displays the IP address (or an IP address range)
(up to 10 computers) filtering table.
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Access Control Add PC

Define the access control list in this page. The settings in the screen shot

below will block all email sending and receiving during weekdays (except
Friday). See “Schedule Rule” on page 4-31.

Setup wWizard AlAccess Control Add PC

Home Network
|settings This page allaws users to defing serice lim

leritaria. Far the Paental Cantral functia
tha schaduling function, you also nead t

= Client PC Description: (Mo emating
= Glient PG 1P Address: 192.180.2, |10 - EU

» Cliont PG Srrvice:

Service Name Detad Dascnption Blocking
o - WWW HTTR®, TCP Fart &0, 3128, 8000, FOD1, ROSO I
KV BncEd Bt Ras WWW with Panental Contral HTTR (Ref. Parental Control Page) ul
F-mal Sending SMTP, TCR Port 25 =}
News Forums NNTR, TCP Part 119 w
F-mal Raceiving PORR, TCP Port 110 (=] W
Securs HTTR HTTES, TCP Port 443 n
File Transfer FTR, TCP Port 21 r
Teinat Sarvice TCP Part 23 r
Al ADL Instant Messengar, TCP Port 5190 -
Nethaating TCP Part 1720, 1503 ul
= ohE UDE Part 53 r
'I ;I:I VRN-FRTR TCP Port 1723 o =
Define the appropriate settings for e A ———

client PC services (as shown above). TN |
At the bottom of this screen, you can

set the scheduling function. You can set this function to Always Blocking
or to whatever schedule you have defined in the Schedule Rule screen.
Click OK to save your settings. The added PC will now appear in the
Access Control page.

For the URL/keyword blocking function, you will need to configure the
URL address or blocked keyword on the Parental Control page first. Click
Parental Control to add to the list of disallowed URL’ and keywords.

To enable scheduling, you also need to configure the schedule rule first.
Click Schedule Rule in the left-hand menu to set the times for which you

wish to enforce the rule.



MAC Filter

SECURITY

Use this page to block access to your network using MAC addresses.

Setup Wizard E
Home Network
Eattings

curity

&) #hHome 3 1oeut §

MAC Filter
This section heips provides MAC Fiter configuratian, Whan snabled, only MAC addrosses

configured will Rave azcess to your natweek, All pthar client devices will gat denied access.
This secunty feature can suppart up to 32 devices and apphes to chents.

= MAC addrass Contral:  © Enable Cisable SAVE SETTINGS
CANCEL

= MAC Filtering Table {up 1o 32 computers):

13 MAC Address u
! [ TN P " N
2 [oo” :foo :[55 il fes ili9
3 [ EP T T Y T
£ (o &4 B @ A
= ..
3 [_ &1 &1 o &l
g [_ & & o @ B
& .
L -
L . =

Connectad Devicas:

In=197.168,2.103 name=tncop: ] _Leevto | [3 5]
BTN ber
p=192. 1

The BARRICADE can also limit the access of hosts within the local area
network (LAN). The MAC Filtering Table allows the BARRICADE to
enter up to 32 MAC addresses that are allowed access to the WAN port.
All other devices will be denied access. By default, this feature is disabled.

Click Save Settings to proceed, or Cancel to change your settings.
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Parental Control

The BARRICADE allows the user to block access to web sites from a
particular PC by entering either a full URL address or just a keyword. This
feature can be used to protect children from accessing violent or

pornographic web sites.

sl Eibe i ~| Parental Control |
Home Network

|settings Crsaliowsd Web Sites and Keywords,

Security

You can bleck aceess te covtain Wob sites from 3 particular PC by entering either 2 fufl URL Jddress or just & keywerd of
the web site

Ta spacify the particular BC, ga back to the "Access Control page and chack the box far *Wttp with Barantal Cantroffin
tha "Nosmal Fitanng Tabls®.

Pude Number unL / Keyword Fude Numbr URL [/ Keyword

site 1 [guns site 16 [

wilozs site 2 [ sito 17 [

Advanced Settings Site 3 [ww umsuzabia com Site 108 [

site 4 [ sitn 10 [

Site 5 | ste 20 |
site o [ fite 21 [ |

site 7 sita 27 [

site 8 [ site 23 [

Site 8 [ Site 24 [

Site 10 | Site 28 [

site 11 [ site 26 [

= site 12 | ste 27 [

; d:l site 12 [ site 28 [
[ e | ]

You can define up to 30 sites or keywords here. To configure the Parental
Control feature, use the table to specify the web sites (www.somesite.com)

and/or keywords you want to block on your network.

To complete this configuration, you will need to create or modify an access
rule in “Access Control Add PC” on page 4-34. To modify an existing rule,
click the Edit option next to the rule you want to modify. To create a new
rule, click on the Add PC option.

From the Access Control, Add PC section, check the option for WWW
with Parental Control in the Client PC Service table to filter out the web
sites and keywords selected below, on a specific PC.

Click Save Settings to proceed, or Cancel to change your settings.
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Intrusion Detection

The BARRICADE’s firewall inspects packets at the application layer,

maintains TCP and UDP session information including timeouts and

number of active sessions, and provides the ability to detect and prevent
certain types of network attacks such as Denial-of-Service (DoS) attacks.

Setup Wizard
Home Network
Settings
Security

Advanced Settings

Intrusion Detection

T

| I,

When the SPI (Statelul Packet Inspection) frewal featurs s enabled, all packets can be blocked. Stateful Packet
Inspection (SP1) allows full support of different Jppication types that dre wing dynamic port rmbers, Foe the
applications chackod in the G5t balaw, the Dovice will suppart full operation as initiated fram tha local LAN,

The Device firmwall can block comman hacker attacks, including 1P Spaafing, Land Attack, Ping of Death, 1P with zem
length, Smurf Attack, UDP port lcapback, Snork Attack, TCP null scan, and TCP SYN flaoding.

= Intrusion Detectan Faatus

SPL and Anti=DoS firewall protection r
P dofect ™
Discard Ping To WaN Interface -

= Stateful Packet Inspecton

Packat Fragmantatian
TCP Connoation:

UDP Sostion

FTP Service

TFTP Service

o« B N - S

s when hackers attemgt 1o enter your network, the wirtess router can alert you by e=mail

setup wizard 2|
Home Network
Settings
Security

=

» When hackers attempt to entor your network, the wirsless mouter can alert you by a-mail

¥our E-mal Addrass [

SMTP Sarver Address [

POPE Sarver Address I

gt name [

Pazsword [ i
= Cannaction Palicy

Fragmentation half-open wait fin sees

TCR S¥N wait fo see

TCP FIN wait T—

TCP cannection die timraut 3600 e

UDR session idie timeout (T—
« D95 Datect Criteria

Total incomplete TCRAIDP sessions HIGH 00 sossion

Taral incamelate TEBAINGD wossinne | AW S A
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setup Wizard = -
- Do Detect Criteria
HG!IIII' Network
[Settings
Total incamplete TCRAIDP sessions HIGH 200 55
Security sossion
 Firgwall Total incomplete TORAIOR sessions LOW ] session
Incomplate TCPAUGR sessions (per min) HIGH ] Seszion
Incomplate TCR/UDR sessions (per min) LOW [200 Lassion
Mazimim seomplete TCRUDS sescions number from sami host 30
Incompiate TCR/UOP seccions delect sensitive time perod [e00 manc.

B Maimum half-open fragmentation packet rmber fram same hast ]
Advanced Settings

Hall-apan fragmentation detect sensitive tme perod 10000 mEes.
Flooding cracker black time 00 waC.

FAVE SETTINGS CANCEL

d [ =

Network attacks that deny access to a network device are called DoS
attacks. DoS attacks are aimed at devices and networks with a connection
to the Internet. Their goal is not to steal information, but to disable a
device or network so users no longer have access to network resources.

The BARRICADE protects against DoS attacks including: Ping of Death
(Ping flood) attack, SYN flood attack, IP fragment attack (Teardrop
Attack), Brute-force attack, Land Attack, IP Spoofing attack, IP with zero
length, TCP null scan (Port Scan Attack), UDP port loopback, Snork
Attack.

Note: The firewall does not significantly affect system performance, so
we advise enabling the prevention features to protect your
network.
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The table below lists the Intrusion Detection parameters and their

descriptions.
Parameter Defaults Description
Intrusion Detection
Feature
SPI and Anti-DoS No The Intrusion Detection feature of the

firewall protection

RIP Defect

Discard Ping to
WAN

Disabled

Don’t
discard

BARRICADE limits the access of incoming traffic
at the WAN port. When the Stateful Packet
Inspection (SPI) feature is turned on, all incoming
packets are blocked except those types marked
with a check in the SPI section at the top of the
screen.

If the router does not reply to an IPX RIP request
packet, it will stay in the input queue and not be
released. Accumulated packets could cause the
input queue to fill, causing severe problems for all
protocols. Enabling this feature prevents the
packets accumulating.

Prevents a ping on the router’s WAN port from
being routed to the network.
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Parameter

Defaults Description

Stateful Packet
Inspection

Enabled

This option allows you to select different
application types that are using dynamic port
numbers. If you wish to use Stateful Packet
Inspection (SPI) for blocking packets, click on the
Yes radio button in the “Enable SPI and Anti-DoS
firewall protection” field and then check the
inspection type that you need, such as Packet
Fragmentation, TCP Connection, UDP Session,
FTP Service and TFTP Service.

Itis called a “stateful” packet inspection because it
examines the contents of the packet to determine
the state of the communication; i.e., it ensures that
the stated destination computer has previously
requested the current communication. This is a
way of ensuring that all communications are
initiated by the recipient computer and are taking
place only with sources that are known and trusted
from previous interactions. In addition to being
more rigorous in theit inspection of packets,
stateful inspection firewalls also close off ports
until a connection to the specific port is requested.

When particular types of traffic are checked, only
the particular type of traffic initiated from the
internal LAN will be allowed. For example, if the
user only checks FTP Service in the Stateful Packet
Inspection section, all incoming traffic will be
blocked except for FTP connections initiated from
the local LAN.

When hackers
attempt to enter
your network,
we can alert you
by email

Your E-mail
Address

SMTP Server
Address

POP3 Server
Address

User Name

Enter your email address.

Enter your SMTP server address (usually the part
of the email addtess following the “@” sign).

Enter your POP3 server address (usually the part
of the email addtess following the “@” sign).

Enter your email account user name.
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Parameter

Defaults

Description

Password

Enter your email account password.

Connection Policy

Fragmentation 10 secs  Configures the number of seconds that a packet

half-open wait state structure remains active. When the timeout
value expites, the router drops the unassembled
packet, freeing that structure for use by another
packet.

TCP SYN wait 30 secs  Defines how long the software will wait for a TCP
session to reach an established state before
dropping the session.

TCP FIN wait 5 secs Specifies how long a TCP session will be managed
after the firewall detects a FIN-exchange.

TCP connection 3600 secs The length of time for which a TCP session will be

idle timeout (L hour) managed if there is no activity.

UDP sessionidle 30secs  The length of time for which a UDP session will

timeout be managed if there is no activity.

DoS Detect Criteria

Total incomplete 300 Defines the rate of new unestablished sessions that

TCP/UDP sessions  will cause the software to szar# deleting half-open

sessions HIGH sessions.

Total incomplete 250 Defines the rate of new unestablished sessions that

TCP/UDP sessions  will cause the software to stop deleting half-open

sessions LOW sessions.

Incomplete 250 Maximum number of allowed incomplete

TCP/UDP sessions  TCP/UDP sessions per minute.

sessions (per min.)

GH

Incomplete 200 Minimum number of allowed incomplete

TCP/UDP sessions  TCP/UDP sessions per minute.

sessions (per min.)

Maximum 10 Maximum number of incomplete TCP/UDP

incomplete sessions  sessions from the same host.

TCP/UDP

sessions number
from same host
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Parameter Defaults Description
Incomplete 300 msecs Length of time before an incomplete TCP/UDP
TCP/UDP session is detected as incomplete.

sessions detect
sensitive time

petiod

Maximum 30 Maximum number of half-open fragmentation
half-open sessions  packets from the same host.

fragmentation

packet

number from

same host

Half-open 1 sec Length of time before a half-open fragmentation
fragmentation session is detected as half-open.

detect sensitive

time period

Flooding cracker 300 secs Length of time from detecting a flood attack to
block time blocking the attack.

Note: We do not recommend modifying the default parameters shown
above.

Click Save Settings to proceed, or Cancel to change your settings.
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DMZ

sl Eibe i = DMZ({Demilitarized Zone)
Home Network
Settings

If you have & lacal client PC that cannot run an Intermet appbcation graperly from bstnd the frewall, then you can
Security apen the chent up 1o unrstricted two-way ntemet acciss by dufiing 3 Yirtual OMZ Hast.

= Enabls DMZ: € Enable & Disable

» Multiplo PCs can be exposed to the Intemat for two-way communications e.g. Intemat gaming, video
confarencing, or VPN connections. To use the DMZ, you must sat a static [P address for that BC,

Public 1P Address Chent PC 1P Address
1. 10.1.20.47 weea2ff
O T T T T T T
ap F P P wmasszb
+ b p  F P szasszb
5P F  F  F s
sp F B b weasszbh
L I T T T
L L3 TR T T TR

I | A—I Mate: Please make sure your DHCP server lnase time is sot to *Forpvor®. -

If you have a client PC that cannot run an Internet application propetly
from behind the firewall, you can open the client up to unrestricted
two-way Internet access. Enter the IP address of a DMZ (Demilitarized
Zone) host on this screen. Adding a client to the DMZ may expose
your local network to a variety of security risks, so only use this option
as a last resort.
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Wireless

444

The BARRICADE can be quickly configuted for roaming clients by
setting the Service Set Identifier (SSID) and channel number. It supports
data encryption and client filtering,

To use the wireless feature, check the Enable check box and click Save
Settings.

sl Eibe i T| Wireless Settings
Home Network
Settings The wireless router can be quekly configured for raamng clients by sstting the ssroce set identifier Wirslass Network
Security Mame({SSE0) and channel number. it alse supperts data encryption and chent ftering

Enable or disable Wreless module function © % Enabls " Disable

SAVE SETTINGS |

Advanced Settings
1 | ;i"l

To begin configuring your wireless security settings, click Wireless
Encryption.
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Wireless Encryption

The BARRICADE can transmit your data securely over a wireless

network. Matching security mechanisms must be set up on your
BARRICADE and your wireless client devices. Select the most suitable

security mechanism from the drop-down list on this screen.

Setup Wizard

Home Network
[Settings
Security

| Security

nfiguro them in t
» Mlowed Client Typs: [No WEP, No WPA/WRAZ ¥]

WEB Oy

RANEAR ole SAVE SITTINGS I CANCEL
;\.&vaneed- set‘l“i‘nga
S
Parameter Description

No WEP, No WPA/WPA2  Disables all wireless security. To make it easier to

set up your wireless network, we recommend
enabling this setting initially. By default, wireless
security is disabled.

WEP Only

Once you have your wireless network in place, the
minimum security we recommend is to enable the
legacy security standard, Wired Equivalent Privacy
(WEP). See “WEP” on page 4-47.

WPA/WPA2 Only For maximum wireless security, you should enable

the WPA/WPA2 option. See “WPA/WPA2” on
page 4-49.

Click Save Settings to proceed, or Cancel to change your settings.
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Access Control

For a more secure wireless network you can specify that only certain
wireless clients can connect to the BARRICADE. Up to 32 MAC
addresses can be added to the MAC Filtering Table. When enabled, all
registered MAC addresses are controlled by the Access Rule.

I

Setup Wizard |
Home Network
Settings

Access Control

For a more secure Wireless netwaork you can specify that only
Security covtain Wirtlass PCs can connict 1o the Wirslass Router. Up to 32

MAC addrossas can bo added to the MAC Fitering Table, Whan
anabiad, all regstared MAC addresses ame controfed by the Access
Pude.

= Enable MaC Filterng: " Enable @ Disable BANE SETTINGS
CANCEL

* Access Pule for registered MAC address: = Abaw i

Advanced sgng’ = MAC Filtoring Table (up 1o 32 statimns):
L] MALC Addrass
! [ :foa:foo s foa s fon: foa
2 oo ifoo oo cfo sfon cfoa
3 foo efoo:[o0 cfoa s fan s oo
4 oo ifoo :foo wfoo afoo :foo”
$ oo ;oo :fo0 ifeo sfon cfoo
— Ol TS N S T ST
i o R |

By default, this MAC filtering feature is disabled.
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SECURITY

WEP is the basic mechanism to transmit your data securely over a wireless

network. Matching encryption keys must be set up on your BARRICADE

and and each of your witeless client devices.

Setup Wizard |

Advanced Settings

WEP
Home Network
[Settings WIP 15 the basic
Security be sotup on your
| Wirglazs Encrypson

i o less netwaork, Matchng encryplion keys must

oister 4 et % 10

WEP Mode & sa-bit " 128-bit
Eey Entry Mothod 7 pex CAseil

Koy Provisanng  static  © Dynamic

Statlc WEP Kny Satting
10728 hem digits far S4=WER/1Z8-WER
Defautt Kay 10 [1=]
Passphease [ (132 characters)
O

- JC|
T [ mave aerrmes | reaneal 22
Parameter Description
WEP Mode Select 64-bit or 128-bit key to use for encryption.
Key Entry Method Select hexadecimal (Hex) or ASCII for the key entry

method.

Key Provisioning

Select Static if there is only one fixed key for encryption. If
you want to select Dynamic, you need to enable 802.1X
function first.

Default Key ID Choose which key to use as default.

Passphrase Check the Passphrase check box to generate a key
automatically.

Key 1~4 The BARRICADE supports up to 4 keys. You select the

default key.
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You may automatically generate encryption keys or manually enter the
keys. To generate the key automatically with passphrase, check the
Passphrase box, and enter a string of characters. Select the default key
from the drop-down menu. Click APPLY.

Note: The passphrase can consist of up to 63 alphanumeric characters.
Hexadecimal Keys

A hexadecimal key is a mixture of numbers and letters from A-F and 0-9.
64-bit keys are 10 digits long and can be divided into five two-digit
numbers. 128-bit keys are 26 digits long and can be divided into 13
two-digit numbers.

ASCII Keys

There are 95 printable ASCII characters:

"#$%&' ()*+,-./0123456789:;<=>?
@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]"_
“abedefghijklmnopqrstuvwxyz { | }~

Having selected and recorded your key, click Save Settings to proceed, or
Cancel to go back.



SECURITY

WPA/WPA2

WPA/WPA2 is a secutity enhancement that strongly increases the level of
data protection and access control for existing wireless LAN. Matching
authentication and encryption methods must be set up on your
BARRICADE and wireless client devices to use WPA/WPA2. To use
WPA, your wireless network cards must be equipped with software that
supports WPA. A security patch from Microsoft is available for free
download (for XP only).

[) iiome @ Lo §
Setup Wizard = WPA/WPA2
Home Network
Settings
Security
R_IW‘
wiraless Cher sutte [Tripsars (wenwenz) =]
| Wirgless Encryption
,m;w Authontication 021 Pre-shared Koy
VWER. Pri-shared kiy Tvpe & pascphrase (8~63 charactors)
L wWRaWRRZ 1 Hex (64 digits)
L :
Advanced Sattings imtatai D)
Group Key Re_Keving < oo [1600 Saconds
" Per [1000 ¥ Packots
" Disable
SAVE SETTINGS CANCEL
HE ;lﬂ
Parameter Description
Cipher Suite The security mechanism used in WPA for encryption.
Select TKIP+AES (WPA/WPA2) or AES WPA2 Only.
Authentication Select 802.1X or Pre-shared Key for the authentication
method.
- 802.1X: for the enterprise network with a RADIUS
server.

- Pre-shared key: for the SOHO network environment
without an authentication server.

Pre-shared key type Select the key type to be used in the Pre-shared Key.

Pre-shared Key Type the key here.

Group Key Re_Keying The petiod of renewing the broadcast/multicast key.
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WPA

WPA addresses all known vulnerabilities in WEP, the original, less secure
40 or 104-bit encryption scheme in the IEEE 802.11 standard. WPA also
provides user authentication, since WEP lacks any means of
authentication. Designed to secure present and future versions of IEEE
802.11 devices, WPA is a subset of the IEEE 802.11i specification.

WPA replaces WEP with a strong new encryption technology called
Temporal Key Integrity Protocol (TKIP) with Message Integrity Check
(MIC). It also provides a scheme of mutual authentication using either
IEEE 802.1X/Extensible Authentication Protocol (EAP) authentication
or pre-shared key (PSK) technology. The passphrase can consist of up to
32 alphanumeric characters.

WPA2

Launched in September 2004 by the Wi-Fi Alliance, WPAZ2 is the certified
interoperable version of the full IEEE 802.11i specification which was
ratified in June 2004. Like WPA, WPA2 supports IEEE 802.1X/EAP
authentication or PSK technology. It also includes a new advanced
encryption mechanism using the Counter-Mode/CBC-MAC Protocol
(CCMP) called the Advanced Encryption Standard (AES).

WPA and WPA2 Mode Types
WPA WPA2

Enterprise Mode Authentication: Authentication:
IEEE 802.1X/EAP IEEE 802.1X/EAP
Encryption: Encryption:
TKIP/MIC AES-CCMP

SOHO Mode Authentication: Authentication:
PSK PSK
Encryption: Encryption:
TKIP/MIC AES-CCMP

Click Save Settings to proceed, or Cancel to change your settings.



802.1X

SECURITY

I1f 802.1X is used in your network, then you should enable this function for
the BARRICADE. This screen allows you to set the 802.1X parameters.
802.1X is a method of authenticating a client wireless connection. Enter
the parameters below to connect the BARRICADE to the Authentication

Server.

Setup Wizard =

Home Network
Settings

Security
Firewal
Wiraless
1 Wirgless Entryption
 hecass Cantrol
LwER
L WRAWRAZ
peonax
Advanced Sattings

S

L) 1iome @ oo §
B02.1X - |

This page alows you to set the B02.1¥, & method for performng suthentication to wirsless connectan, These
paramaters ane wied far this winless rauter to connect to the Authentication Serer

2,15 AUhORNCATON  Enable ¥ pisable
Sesgion Idle Teout [0 Saconds (0 for na timaout checking )
Fe-suthontication Peniod: [0 geconds { 0 for ne re-authentication )
QuistPenad BT saconds after suthentication faded
Server Type [Ranius =]

RADILE Server Parametors
Seevec IP 1oz 162 2 .1
Server Port [1312
Seoret key [
L

SAVE SETTINGS CANCEL

Parameter

Description

802.1X Authentication Enable or disable the authentication function.

Session Idle Timeout  This is the time (in seconds) that a session will sit inactive

before terminating. Set to 0 if you do not want the session
to timeout. (Default: 300 seconds)

Re-Authentication The interval time (in seconds) after which the client will

Period

be asked to re-authenticate. For example, if you set this to
30 seconds, the client will have to re-authenticate every 30
seconds. Set to 0 for no re-authentication.

(Default: 3600 seconds)

Quiet Period This is the interval time (in seconds) for which the
BARRICADE will wait between failed authentications.
(Default: 60 seconds)

Server Type Sets the authentication server type.

Server IP Set the IP address of your RADIUS server.
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Parameter Description

Server Port Set the connection port that is configured on the radius
server.

Secret Key The 802.1X secret key used to configure the
BARRICADE.

NAS-ID Defines the request identifier of the Network Access
Server.

The use of IEEE 802.1X offers an effective framework for authenticating
and controlling user traffic to a protected network, as well as dynamically
varying encryption keys. 802.1X ties EAP (Extensible Authentication
Protocol) to both the wired and wireless LAN media and supports
multiple authentication methods, such as token cards, Kerberos, one-time

passwords, certificates, and public key authentication.

Click Save Settings to proceed, or Cancel to change your settings.
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Advanced Settings

To configure the advanced settings such as NAT, Maintenance, System
settings and UPnP, click Advanced Settings.

Note: Changing some of the device settings in the Advanced Settings
mode may cause the BARRICADE to become unresponsive.

The BARRICADE’s advanced management interface contains 6 main

menu items as described in the following table.

Menu Description
NAT Shares a single ISP account with multiple users, sets up virtual
servers.

Maintenance Allows you to backup, restore, reset, and upgrade the
BARRICADE’s firmware.

System Sets the local time zone, the password for administrator access, the
IP address of a PC that will be allowed to manage the BARRICADE
remotely, and the IP address of a Syslog Server.

UPnP Universal Plug and Play (UPnP) allows for simple and robust
connectivity between external devices and your PC.

DNS Sets the IP address of a Domain Name Server.

DDNS Dynamic DNS provides users on the Internet with a method to tie

their domain name to a computer or server.

Routing Sets routing parameters and displays the current routing table.
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The first menu item in the Advanced Settings section is Network Address
Translation (NAT). This process allows all of the computers on your home
network to use one IP address. Using the NAT capability of the
BARRICADE, you can access the Internet from any computer on your
home network without having to purchase more IP addresses from your

ISP.

svic

Setup wWizard

Home Network
Settings

Security
Adyanced Settings

NAT Settings

Network Address Translation (NAT) allows multgle users at your locsl site to access the Intemet through a single puble
1P address or multiple public 1P Jddresees. NAT can also prevent hacker sttacks by mapping local sddresses to publc
addresses for key services such as the Web or FTP.

Enable or dissble NAT module function ®gnanle O Dizable

SAVE SETTINGS I

To use the NAT feature, check the Enable radio button and click Save

Settings.
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Address Mapping

Network Address Translation (NAT) allows IP addresses used in a private
local network to be mapped to one or more addresses used in the public,
global Internet. This feature limits the number of public IP addresses
required from the ISP and also maintains the privacy and security of the
local network. We allow one public IP address to be mapped to a pool of
local addresses.

sl Eibe i ~| Address Mapping
Home Network
Settings Matwerk Address Translation (NAT) allows 1P addresses used = a private local network to be mapped to one or mare
Security andresses used in the pubic, global Interner, This feature fimits the rumer of publc [ addresses requined from the (56

and alsa maintains the privacy and secunty of the local network, We allow ane public [P address to be mapped ta a pool
Advanced Settings | or wacal addresses

Address Mapping
atal i i3] 13 p 5 trangformed az multiple virtual 15
from 192,168,200 to m.me.e.ﬁ

Rote: Please make sure your DHCR server 0350 tind is set to "Forever

SAVE SETTINGS cmcn.j

Click Save Settings to proceed, or Cancel to change your settings.
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Virtual Server

Setup Wizard =

Home Network
|Settings

Securily
|Advanced Settings

Virtual Server

Yau can configure the wirebess router as a wrtual
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? waaz] = I L LAdd| Clean |
L ¥ wezasaz] = ) I - ﬁﬂ
_lﬂ ¥, waasnal = | | r Jaud| Clean
1 S n — == r - vl Ereesl i 21

Using this feature, you can put PCs with public IPs and PCs with private
IPs in the same LAN area.

If you configure the BARRICADE as a virtual server, remote users
accessing services such as web or FTP at your local site via public IP
addresses can be automatically redirected to local servers configured with
private IP addresses. In other words, depending on the requested service
(TCP/UDP pott number), the BARRICADE redirects the external service
request to the appropriate server (located at another internal IP address).

For example, if you set Type/Public Port to TCP/80 (HTTP or web) and
the Private IP/Port to 192.168.2.2/80, then all HT'TP requests from
outside users will be transferred to 192.168.2.2 on port 80. Therefore, by
just entering the IP address provided by the ISP, Internet users can access
the service they need at the local address to which you redirect them.

The more common TCP service ports include: HTTP: 80, FTP: 21,
Telnet: 23, and POP3: 110. Click All known port number for more
information about public service ports.
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Special Applications

Some applications, such as Internet gaming, videoconferencing, Internet
telephony and others, require multiple connections. These applications
cannot work with Network Address Translation (NAT) enabled. If you
need to run applications that require multiple connections, use the
following screen to specify the additional public ports to be opened for
each application.

Click the List of well known special applications link for more

information.
Setup Wizard #| Special Applications =
Home Network
|Settings foren srat telephony and
od to run
bl an application in the *Tngger
(Advanced Settings atacel type as TCP or UDP, then enter the public ports associated with the tegger port to apen
- Trigger Ports is from 1 to GE53E
Trigger Public Port Puiblic Enablod
Type ust of well known sgecisl applications Type
* TCR (o [+ ] r
~uoe  upp
& TCR (o [} r
" Uoe ~upp
F 1cm | # Top "
 uoe Uk
#7ce | F TcR r B
 uoe © upe
* TCR (o [+ ] r
~uoe  upp
& TCR (o [} r
L  Uos  uoe
_ILI . & TCR '— = TR m
1 EEE in Funn =

Specify the public port number normally associated with an application in
the Trigger Port field. Set the protocol type to TCP or UDP, then enter
the ports that the application requires. The ports may be in the format of a
single port, or in a range, e.g., 72-906, or a combination of both.
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Popular applications requiring multiple ports are listed in the Popular
Applications field. From the drop-down list, choose the application and
then choose a row number to copy this data into.

= N

setup wizard =

stings | C T

:::::d gettings —

. —
—
—
—
—
—
Popular sppications

Note: Choosing a row that already contains data will overwrite the
current settings.

For a full list of ports and the services that run on them, see
www.iana.org/assignments/port-numbers
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NAT Mapping Table

This page displays the current NAPT (Network Address Port Translation)
address mappings.

Setup Wizard ZAINAT Mapping Table 2
Home Network
Settings IAT Mapging Tabis displays the currant NADT addrass mappings.
Securl I
acerty Irdex Protocol (Local 12 Local  [Paewdo 1P Pseudn Pees 1P |Pear
Advanced gettings | oy b i

|Ter  192.260.2.100 (2148

0.1.20.47 2190 207,66, 170.61 |30

[1sz68.7.003 (2191 (10120472191 10138 [4as
|182.068.2.003 (2207 [10.1.20.47 [2207 10.04.118 |80
152820032151 [10.1.20.47 [2150 0138 445
102.168.2.103 |22 [16.1.20.47 [2208

10.1.4.118

a.1 E
|192.168.2.203 (2282 [10,2.20.47 [2362 10.1.3.8
|18z 18820032179 | |
|152.160.2. 109 2102

[192.360.2.200 [2104

“[1s2 s
[1sz8e7003 (7187 | RCNEE]
lisz.asa.2.000l2e3r  l10.1.20.47 fz2ar 10038 le45 =

10.1.4.118 |80
10.1.6.118 B0
“[waaze sz
o e

IBREBE :Izlnﬂ:alu N i

The NAT address mappings are listed 20 lines per page, click the control
buttons to move forwards and backwards. As the NAT mapping is
dynamic, a Refresh button is provided to refresh the NAT Mapping Table
with the most updated values.

The content of the NAT Mapping Table is described as follows:
*  Protocol - protocol of the flow.

*  Local IP - local (LAN) host’s IP address for the flow.

*  Local Port - local (LAN) host’s port number for the flow.

*  Pseudo IP - translated IP address for the flow.

*  Pseudo Port - translated port number for the flow.

*  Peer IP - remote (WAN) host’s IP address for the flow.

e Peer Port - remote (WAN) host’s port number for the flow.
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Maintenance
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Use the Maintenance menu to back up the current settings, to restore
previously saved settings, or to restore the factory default settings.

Configuration Tools

Setup Wizard =

Home Network
|Settings

Security

Configuration Tools

Use the "Backup® toal to save the wireless router's cu

diancEd Gattingy || Yo ¢ then use the Restore® ool to restore the saved configuratian to. the wirsless routar

e

perform & power reset
o tha usemama and

® Backup Wirghess Rauter Configuratian

© Restors fram savad Configuration fls (SMCWIRL4GE_hackup. bin)

™ Rostore Wireless Mouter to Fattory Defaults

Meat >>

S

Check Backup Wireless Router Configuration and click NEXT to save
your BARRICADE’s configuration to a file named configbin on your PC.

You can then check the Restore from saved Configuration file
(SMCWBR14-G2_backup.bin) radio button and click NEXT to restore
the saved backup configuration file.

To restore the factory settings, check Restore Wireless Router to

Factory Defaults and click NEXT. You will be asked to confirm your
decision.
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Firmware Upgrade

Use this screen to update the firmware to the latest version.

Setup Wizard |
Home Network
Settings

Security
Adyanced Settings

Firmware Upgrade

This tool slows you to upgrade the wireless router firmware. You can dawnload the latest frmware from the SMC
SUpDOMt gitg. The praduct code & SMCWBR14-G2.

Enter the path and nama, or browse to the lacation, of the uparade flo then cick the BEGIN UPGRADE buttan, You wil
bie prompted to confim the Upgrade to complate the process

F'llanii| Peowes [
BEGIN UPGRADE CANCEL

Go to www.smc.com to find the latest firmware. Download the firmware
to your hard drive first. Click Browse... to locate the saved file. After
locating the new firmware file, click BEGIN UPGRADE. Follow the
instructions to complete the upgrade. After restarting, check the Status

page to make sure the device is running the new code.
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Reset

Perform a reset from this screen.

Setup wizard 4]

Home Network
Settings

Security
Adyanced Settings

Reset

In the event that the system stops responding cormectly or m some way stops functonng, you can perform a reset,
Your settings will not be changed, Ta perform the recet, click on The *SAVE SETTINGE” buttan below, You wil be asked
to confimm yaur docision. The reset wil be comploto whon the power light stogs biinking,

Pebool Wireless Router !

To perform a system reset, click the Reboot Wireless Router button in

the screen above. The configurations that you have set previously will not
be changed back to the factory default settings.

Note:

You may also use the reset button on the bottom of the

BARRICADE to perform a reset. Push for one second to perform
a reboot. All of your settings will remain upon restarting. Push for
six seconds to return the BARRICADE to factory default settings.
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System

This section includes all the basic configuration tools for the
BARRICADE, such as time settings, password settings, and remote
management.

Time Settings

L (T = Time Settings 1
Home Network
sattings

Usa this setting to insure the time-basad clisnt filtering foature and system log entries are based on the camect
Security localzad time.

Advanced Settings

sint Time Tone: [(GMT+01:00) Amsterdam, Serin, Bem, fome, Stockholm, Vienna =]

™ Enable Daylight Savings

Start Daylight Savings Tme: [ lanuary -v||| —|
End Daylight Savings Time:  [Jangary 3] 1 2]

et pate and Time Manually

vate: [Grmer 5] [93] [BBE Trmethemisscy: [53] ; [G3] : [BE

I Enabile Tirme Server =

Wi you enable this eption you will need to canfigurs tea different tine servers, ute the options belaw to set the
primary and secondary NTP Strvtes in your ane:

»| Configure Tima Sarver (NTP):
of

Set the time zone and time server for the BARRICADE. This information
is used for log entries and client access control.
*  SetTime Zone

Select your time zone from the drop-down list

*  Enable Daylight Savings
Check Enable Daylight Savings, and set the start and end dates if
your area requires daylight savings.

*  Set Date and Time Manually

For manually setting the date and time, configure the date and time by
selecting the options from the drop-down list.
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¢ Enable Automatic Time Server Maintenance

Check Enable Automatic Time Server Maintenance to
automatically maintain the BARRICADE's system time by
synchronizing with a public time server over the Internet.

*  Configure Time Server (NTP):

Configure two different time servers by selecting the options in the
Primary Server and Secondary Server fields.

Satup Wizard

Home Network
Sellings

Gonflgurn Time Sarvor (NTP):

You ean autamatically maintain the system tima on your Wirsless Router by synchronizing with 3 public tes servar
aver the [nternet.

Primary Sorver:  [139.132.2.21 - Furooe =1
secondary Server: [130,149.17 8 - Europe =1

SAVE SETTINGE I CANCEL I J
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Password Settings

Use this page to restrict access based on a password. For security you
should assign one before exposing the BARRICADE to the Internet.

Setup Wizard |

Home Network
[Settings

Securily
Adyanced Settings

Password Settings

uter, If you want to ma
lio spocify thie 1P address of the

management access to the w
of the lacal network), you mus
MaNAGement man

= Currant Password
« Now Password
= Re-Enter Password for Verification

® Idig Time Cuti]10  Min {(Idle Teme =0 : NO Time Qut)

SAVE SETTINGS CANCEL

S

Passwords can contain from 3 to12 alphanumeric characters and are case
sensitive.

Note: If your password is lost, or you cannot gain access to the user
interface, press the Reset button on the bottom panel (holding it
down for at least six seconds) to restore the factory defaults. The
default password is smcadmin.

Enter a maximum Idle Time Out (in minutes) to define a maximum period
of time an inactive login session will be maintained. If the connection is
inactive for longer than the maximum idle time, it will be logged out, and
you will have to log in to the web management system again. Setting the
idle time to 0, will mean the connection never times out.

(Default: 10 minutes)
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Remote Management

By default, management access is only available to users on your local
network. However, you can also manage the BARRICADE from a remote
host by entering the IP address of a remote computer on this screen.
Check the Enabled check box, and enter the IP address of the remote
host and click Save Settings.

Setup Wizard |

Home Network
|Settings

Securily
Adyanced Settings
WA Enabled [~

Most address [ 0 [0 o
Port. [Gao0

Remote Management

saveceTTivgs | cancer |

S

Note: If you check Enabled and specify an IP address of 0.0.0.0, any
host can manage the BARRICADE.

For remote management via WAN IP address you need to connect using
port 8080. Simply enter WAN IP address followed by :8080 in the address
field of your web browser, for example, 212.120.68.20:8080.
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Syslog Server

o ks Lo | syslog Server
Home Network
gettinge Wsing third party syslog software, the Sysleg Server tool will automatically download the router log ta the server IP
Security address specified bolow

Advanced Settings
0]

Borver LAN 1P Address o T

Enabled

SANE SETTINGS l CANCEL

The Syslog Server downloads the BARRICADE log file to the server with
the IP address specified on this screen. Syslog servers offer the possibility
to capture the live logs of the router on a PC. There are many shareware
syslogs servers available on the web. (Default: Disabled)
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UPnP

4-68

Universal Plug and Play technology makes home networking simple and
affordable. This architecture offers pervasive peet-to-peer network
connectivity of PCs of all form factors, intelligent appliances, and wireless
devices. UPnP atchitecture leverages TCP/IP and the web to enable
seamless proximity networking in addition to control and data transfer
among networked devices in the home, office, and everywhere in between.

Click Enable to turn on the Universal Plug and Play function of the
BARRICADE. This function allows the device to automatically and
dynamically join a network.

ST,

Setup Wirard
Home Network
|Bettings The Universal Plg and Play architecturn offers pervasive poer-to-paer netwark cannectivity of PCs of all farm factors
Security Intedl a5, and wrraless devi FnA enables sRAMIEES provenity netwark in asdition o control and data
networked devices in the home, office and everywhere in betwesn,
Advanced Settings

UPnP(Universal Plug and Play) Setting

sable UPr® module function : & Dnabls  © Disable

SAVE SETTINGS CANCEL

Click Save Settings to proceed, or Cancel to change your settings.
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DNS (Domain Name Server)

svc

Setup Wizard DNS

Home Network

Settings A Damain Name Server (DNS) is an index of [P addresses and Web addresses, 1f you type a Web address inta your

Security browser, such a2 www.sme.com, 3 DNS server will find That name in its st and find the matching [P address;
161.88.242.11. Since your Senics Provider may connsct to the Intemet with dynamic IP sattings, it is likely that the

Advanced Settings

DN server IP°s are also provided dynamically, Howavar, if thare is a DNS servar that you would rather use, you nead to
- specify the IP address here.

Domain Mame Server (NS} address B B B B
‘Secondary ONS Addmss (aptional) b . F .F

FAVE SETTINGS CANCEL

Domain Name Servers are used to map a domain name

(e.g., www.somesite.com) to the equivalent numerical IP address

(e.g., 64.147.25.20). Your ISP should provide the IP address of one or
more Domain Name Servers. Enter those addresses on this page.
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DDNS (Dynamic DNS)
Dynamic DNS (DDNS) provides users on the Internet with a method to

tie their domain name to the router or server. DDNS allows your domain
name to follow your IP address automatically by having your DNS records
changed when your IP address changes. (Default: Disabled)

The DDNS service dynamically updates DNS information to a static
hostname, provided by the DDNS service provider, as clients’ IP
addresses change.

Setup Wirard o .
L DDNS (Dynamic DNS) Settings
Home Network
|Bettings Dynamic DNS provides users on the Intemet a methad to tie their doman nama(’s) to computers or servers. DONS alows
Security your damain Aams to fallaw yeur [P asdress autamatically by having your DNS records changad whan your 1P adrass

hanges

Advanced Settings

Dynamic ONS 1 Enable 7 Dicable

Provider [izacom =

Donain Hame

acoount / E-mail I

fieig 55

Password / Kay |

| SAVE SITTINGS ! CANCEL

Note: Please visit the web sites of the DDNS providers for details.

DDNS Service Provider Web Site

DynDNS.org http:/ /www.dyndns.otg

TZ0O.com http:/ /www.tzo.com

For using DDNS, click on the enable radio button, select the DDNS
Service type, and then entet the Domain Name, Account/E-mail address,
and Password/Key.
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Routing

This section defines routing related parameters, including static routes and
RIP (Routing Information Protocol) parameters.

Static Route

Eetup Wizard
Home Network
|Settings Please Enter the Following Configuration Parameters:

Static Route Parameter

nced Settings | Index  Network Addmess Subnet Mask Gateway Canfigura

P Valid $tatic Moute Entry 110

add

SAVE SETTINGS CANCEL

Setup Wizard
Home Network

Static Route Parameter

Settings Plaase Dnter the Following Cenfiguration Parameters:
Security
Advancad Settings | Index Motwoek Addross Subnat Mask Gatewsy Canfigue
| NAT T I WA
L SAVE sETTINGS | | cANcEL

Click Add to add a new static route to the list.

Parameter Description

Index Index number of the route.

Network Address ~ Enter the IP address of the remote computer for which to set
a static route.

Subnet Mask Enter the subnet mask of the remote network for which to set
a static route.

Gateway Enter the WAN IP address of the gateway to the remote
network.

Configure Allows you to edit existing routes.

Click Save Settings to save the configuration.
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RIP

RIP sends routing-update messages at regular intervals and when the
network topology changes.

Setup Wizard

Home Network
|Settings The device supparts Pouting Infarmatian Protecal (RIP} v1 and v2 to dynamically exchange routing sifaimation with
Security :
|Advanced Settings

RIP Parameter

Please Enter the follawing Configuration Parameters:
» Gonoral RIP paramatar:
= AP mode: CEnable & Disable
= Aulo summary © Enable & Disable
« Table of current interface RIP parametar:

Interface Oparation Made Vorsion  Poison  Authentication Authentication
Brse Required tede

wan [Oisabie =] [12] [Enatie =] [rier =0
Wy [Deabes) 2 [Ewwe 5 [ 2 [
wistia  [Disaie ®]  [13] [Enable =] | =0T u
WLANXR  [Disable ] [T 2] [Enable =] [one =
wos-1  [Disabinx]  [1z] [Evabe ] [oe 2] [
L wos2  [Disabley]  [12] [Enabie =] e = |
) ;ﬁl wos-3 | [Towes] 13 [Ewe g e o ]
Parameter Description
General RIP
Parameters
RIP mode Globally enables or disables RIP.

Auto summary  If Auto summary is disabled, then RIP packets will include
sub-netwotk information from all subnetworks connected to
the router. If enabled, this sub-network information will be
summarized to one piece of information covering all

subnetworks.
Table of cutrent
Interface RIP
parameter
Interface The WAN interface to be configured.

Operation Mode Disable: RIP disabled on this interface.
Enable: RIP enabled on this interface.

Silent: Listens for route broadcasts and updates its route table.
It does not participate in sending route broadcasts.
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Parameter

Description

Version
Poison Reverse

Authentication
Required

Authentication
Code

Sets the RIP (Routing Information Protocol) version to use on
this interface.

A method for preventing loops that would cause endless
retransmission of data traffic.

None: No authentication.

Password: A password authentication key is included in the
packet. If this does not match what is expected, the packet will
be discarded. This method provides very little security as it is
possible to learn the authentication key by watching RIP
packets.

Password Authentication key.

When a router receives a routing update that includes changes to an entry,

it updates its routing table to reflect the new route. RIP routers maintain

only the best route to a destination. After updating its routing table, the

router immediately begins transmitting routing updates to inform other

network routers of the change.

Click Save Settings to proceed, or Cancel to change your settings.
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Routing Table

Click Routing Table to view the screen below.

L e

Lol it = Routing Table
Home Network
[settings + List Routing Table
Security N
Advanced sg[“nog ﬂig; Natwork Address Natmask Gateway Interfaca  Matric
Na'l' e 0.0.0.0 0.0.0.0 drgctly WaN -
Maintonarce 2 10,120,254  255.355.255.255 deectly  WAN
w v 10,1.30.0 255.255.252.0  dwectly WaN =
oG c 192.168.2.0 255.2585.255.0 I!'Ut”y Lam
m c 137.0.0.1 F55.355.255.255 dractly Loophack ——
Roubing » Flags € = directly connected, § - static, B = RIP, | = 1CMP Redirect
LRp
Parameter Description
Flags Indicates the route status:
C = Direct connection on the same subnet.
S = Static route.
R = RIP (Routing Information Protocol) assigned route.
I =ICMP (Internet Control Message Protocol) Redirect route.
Network Address Destination IP address.
Netmask The subnetwork associated with the destination.
This is a template that identifies the address bits in the
destination address used for routing to specific subnets. Each
bit that corresponds to a “1” is part of the subnet mask
number; each bit that corresponds to “0” is part of the host
number.
Gateway The IP address of the router at the next hop to which frames
are forwarded.
Interface The local interface through which the next hop of this route is
reached.
Metric When a router receives a routing update that contains a new or

changed destination network entry, the router adds 1 to the
metric value indicated in the update and enters the network in
the routing table.




APPENDIX A

TROUBLESHOOTING

This section describes common problems you may encounter and possible
solutions to them. The BARRICADE can be easily monitored through
panel indicators to identify problems.

Troubleshooting Chart

Symptom Action

LED Indicators

Power LED is .
off

Check connections between the BARRICADE, the
external power supply, and the wall outlet.

If the power indicator does not turn on when the
power cord is plugged in, you may have a problem
with the power outlet, power cord, or external power
supply. However, if the unit powers off after running
for a while, check for loose power connections, power
losses, or surges at the power outlet. If you still cannot
isolate the problem, then the external power supply
may be defective. In this case, contact Technical
Support for assistance.
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Troubleshooting Chart

Action

Symptom

LED Indicators

LAN LED is
Off

Verify that the BARRICADE and attached device are
powered on.

Be sure the cable is plugged into both the
BARRICADE and the corresponding device.

Verify that the proper cable type is used and that its
length does not exceed the specified limits.

Be sure that the network interface on the attached
device is configured for the proper communication
speed and duplex mode.

Check the adapter on the attached device and cable
connections for possible defects. Replace any
defective adapter or cable if necessary.

Network Connection Problems

Cannot ping the

Verify that the IP addresses are propetly configured.

BARRICADE For most applications, you should use the

from the BARRICADE’s DHCP function to dynamically
attached LAN assign IP addresses to hosts on the attached LAN.
or the > However, if you manually configure IP addresses on
BARRICADE the LAN, verify that the same network address

cannot ping any
device on the
attached LAN

(network component of the IP address) and subnet
mask atre used for both the BARRICADE and any
attached LAN devices.

Be sure the device you want to ping (or from which
you are pinging) has been configured for TCP/IP.
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Troubleshooting Chart

Symptom Action

Management Problems

Cannot connect *  Be sure to have configured the BARRICADE with a
using the web valid IP address, subnet mask, and default gateway.

browser *  Check that you have a valid network connection to the

BARRICADE and that the port you ate using has not
been disabled.

*  Check the network cabling between the management
station and the BARRICADE.

Forgot or lost e Press the Reset button on the bottom panel (holding
the password it down for at least six seconds) to restore the factory
defaults.
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Troubleshooting Chart

Action

Symptom

Wireless Problems

A wireless PC
cannot associate
with the
BARRICADE.

Make sure the wireless PC has the same SSID settings
as the BARRICADE.
See “Channel and SSID” on page 4-26.

You need to have the same security settings on the
clients and the BARRICADE. See “Security” on page
4-29.

The wireless
network is often
interrupted.

Move your wireless PC closer to the BARRICADE to
find a better signal. If the signal is still weak, change
the angle of the antenna.

There may be interference, possibly caused by
microwave ovens or witeless phones. Change the
location of the possible sources of interference or
change the location of the BARRICADE.

Change the wireless channel on the BARRICADE.
See “Channel and SSID” on page 4-20.

Check that the antenna, connectors, and cabling are
firmly connected.

The
BARRICADE
cannot be
detected by a
wireless client.

The distance between the BARRICADE and witeless
PCis too great.

Make sure the wireless PC has the same SSID and
security settings as the BARRICADE. See “Channel
and SSID” on page 4-26 and “Security” on page 4-29.




APPENDIX B
CABLES

Ethernet Cable

Caution: Do not plug a phone jack connector into an RJ-45 port. For

Ethernet connections, use only twisted-pair cables with RJ-45

connectors that conform to FCC standards.

Specifications

Cable Types and Specifications

Cable Type Max. Length Connector
10BASE-T Cat. 3, 4, 5 100-ohm UTP 100 m (328 ft) | RJ-45
100BASE-TX | Cat.5100-ohm UTP 100 m (328 ft) | RJ-45

Wiring Conventions

For Ethernet connections, a twisted-pair cable must have two pairs of

wires. Each wire pair is identified by two different colors. For example, one

wire might be red and the other, red with white stripes. Also, an RJ-45

connector must be attached to both ends of the cable.
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Each wire pair must be attached to the RJ-45 connectors in a specific
orientation. The following figure illustrates how the pins on an Ethernet
RJ-45 connector are numbered. Be sure to hold the connectors in the same

orientation when attaching the wires to the pins.

1 1

Figure B-1. RJ-45 Ethernet Connector Pin Numbers

R]J-45 Port Ethernet Connection

B-2

Use the straight-through CAT -5 Ethernet cable provided in the package
to connect the BARRICADE to your PC. When connecting to other
network devices such as an Ethernet switch, use the cable type shown in
the following table.

Attached Device Port Type Connecting Cable Type
MDI-X Straight-through
MDI Crossover




RJ-45 Port ETHERNET CONNECTION

Pin Assignments
With 10BASE-T/100BASE-TX cable, pins 1 and 2 are used for

transmitting data, and pins 3 and 6 for receiving data.

RJ-45 Pin Assignments

Pin Number Assignment*
1 Tx+

2 Tx-

3 Rx+

6 Rx-

*The “+” and “-” signs represent the polarity of the
wires that make up each wire pair.

Straight-Through Wiring

If the port on the attached device has internal crossover wiring (MDI-X),
then use straight-through cable.

Straight-Through Cable Pin Assignments
End 1 End 2

1 (Tx+) 1 (Tx+)

2 (Tx-) 2 (Tx-)

3 (Rx+) 3 Rx+)

6 (Rx-) 6 (Rx-)
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Crossover Wiring

If the port on the attached device has straight-through wiring (MDI), use

crossover cable.

Crossover Cable Pin Assignments

End 1 End 2
1 (Tx+) 3 (Rxt)
2 (Tx-) 6 (Rx)
3 Rx+) 1 (Tx+)
6 Rx) 2 (Ix)




APPENDIX C
SPECIFICATIONS

IEEE Standards

IEEE 802.3 10 BASE-T Ethernet

IEEE 802.3u 100 BASE-TX Fast Ethernet
IEEE 802.3, 802.3u, 802.11g, 802.1D

ITU G.dmt

ITU G.Handshake

ITU T.413 issue 2 - ADSL full rate

LAN Interface

4 RJ-45 10 BASE-T/100 BASE-TX ports

Auto-negotiates the connection speed to 10 Mbps Ethernet or 100 Mbps
Fast Ethernet, and the transmission mode to half-duplex or full-duplex

WAN Interface
1 ADSL RJ-45 port

Indicator Panel
LAN 1~4, WLAN, PPPoE/DSL., WAN, Power

Dimensions
124.18 x 115.93 x 33.51 mm (4.89 x 4.56 x 1.32 in)

Weight

0.175 kg (0.469 1bs)
Input Power
I9V1A

DVE EU DV-91AUP, US DV-91A
Leader EU 48090100-C5, US 480910003CT

Power Consumption

8 Watts maximum
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Advanced Features

Dynamic IP Address Configuration — DHCP, DNS, DDNS

Firewall — Client privileges, hacker prevention and logging,
Stateful Packet Inspection

Virtual Private Network — PPTP, IPSec pass-through, VPN pass-through,
VLAN Ping

Internet Standards

RFC 826 ARP, RFC 791 IP, RFC 792 ICMP, RFC 768 UDP, RFC 793 TCP,
RFC 783 TFTP, RFC 1483 AAL5 Encapsulation, RFC 1661 PPP,

RFC 1866 HTML, RFC 2068 HTTP, RFC 2364 PPP over ATM

Radio Features

Wireless RF module Frequency Band
802.11g Radio: 2.4GHz
802.11b Radio: 2.4GHz

USA - FCC

2412~2462MHz (Ch1~Ch11)
Canada - IC

2412~2462MHz (Ch1~Ch11)
Europe - ETSI
2412~2472MHz (Ch1~Ch13)
Japan - STD-T66/STD-33
2412~2484MHz (Ch1~Ch14)

Modulation Type
OFDM, CCK

Operating Channels IEEE 802.11b Compliant:
11 channels (US, Canada)

13 channels (ETSI)

14 channels (Japan)

Operating Channels IEEE 802.11g Compliant:
13 channels (US, Canada, Europe, Japan)
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RF Output Power Modulation Rate-Output Power (dBm)
802.11b - 1Mbps 17

802.11b - 2Mbps 17

802.11b - 5.5Mbps 17

802.11b - 11Mbps 17

Modulation Rate-Output Power (dBm)
802.11g - 6Mbps 16

802.11g - 9Mbps 16

802.11g - 12Mbps 16

802.11g - 18Mbps 16

802.11g- 24Mbps 16

802.11g - 36Mbps 16

802.11g- 48Mbps 14

802.11g - 54Mbps 12

Standards Compliance

Environmental
CE Mark

Temperature

Operating 0 to 40 °C (32 to 104 °F)
Storage -40 to 70 °C (-40 to 158 °F)
Humidity

5% to 95% (non-condensing)

Vibration
IEC 68-2-36, IEC 68-2-6

Shock
IEC 68-2-29

Drop
1IEC 68-2-32
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FORTECHNICAL SUPPORT, CALL:
From U.S.A.and Canada (24 hours a day, 7 days a week)
(800) SMC-4-YOU; Phn: (949) 679-8000; Fax: (949) 679-1481
From Europe : Contact details can be found on
WWW.SMC-eUrope.com or www.smc.com
From Asia Pacific : Contact details can be found on

WWW.smc-asia,com
INTERNET
E-mail addresses:

techsupport@smc.com

european.techsupport@smc-europe.com

support@smc-asia.com
Driver updates:

httpy//www.smc.com/index.cfm?action=tech_support_

drivers_downloads

http://www.smc-asia.com/index.php?option=com_downloads&Itemid=50)
World Wide Web:

http://www.smc.com/

http://www.smc-europe.com/

hittp://www.smc-asia.com/
For Literature or Advertising Response, Call:
U.5.A.and Canada: (800) SMC-4-YOU  Fax(949) 679-1481
Spain: 34-91-352-00-40 Fax 34-93-477-3774
UK: 44(0)8712779802 Fax44(0) 1189748701
France: 33(0)41383232 Fax33(0)41380158
Italy: 39(0) 3355708602 Fax39027391417
Benelux: 31334557288 Fax31334557330
Central Europe; 49(0)8992861-0  Fax49(0)8992861-230
Nordic: 46(0)86870700  Fax 46 (0) 887 6262
Eastern Europe: 34-93-477-4920 Fax3493 477 3774
Sub Saharan Africa: 216-712-36616 Fax216-71751415
North West Africa: 3493477 4920 Fax 34934773774
ClSs: 7(095) 7893573 Fax7(095) 789 357
PRC: 86-10-6235-4958  Fax 86-10-6235-4962
Taiwan: 886-2-87978006  Fax886-2-87976288
Asia Pacific: (65) 62386556 Fax(65) 6238 6466
Japan: 81-45-224-2332 Fax 81-45-224-2331
India: 91-11-51436361/62 Fax91-11-51601838
Thailand; (66) 2651 8733 Fax (66)2 651 8737
Middle East: (971) 4883 0610 Fax (971) 4883 0611

If you are looking for further contact information, please

Visit Www.smc.com, WWw.smc-europe.com or Www.sme-asia.com,
SMCWBR14-G2

E032006-R02F1.0

Netwour
38Tesla

Irvine, CA90618
Phone: (943) 679-8000
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