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Copyright

The contents of this publication may not be reproduced in any part or as a whole, stored,
transcribed in an information retrieval system, translated into any language, or
transmitted in any form or by any means, mechanical, magnetic, electronic, optical,

photocopying, manual, or otherwise, without the prior written permission.

Trademarks

All products, company, brand names are trademarks or registered trademarks of their
respective companies. They are used for identification purpose only. Specifications are

subject to be changed without prior notice.

FCC Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against radio interference in a commercial environment. This
equipment can generate, use and radiate radio frequency energy and, if not installed and
used in accordance with the instructions in this manual, may cause harmful interference
to radio communications. Operation of this equipment in a residential area is likely to
cause interference, in which case the user, at his own expense, will be required to take

whatever measures are necessary to correct the interference.

CE Declaration of Conformity

This equipment complies with the requirements relating to electromagnetic compatibility,

EN 55022/A1 Class B.

A-LINK WNAP4G User Manual 4



Chapter 1 Introduction

The WNAP4G Router is a high-performance device that supports gigabit Ethernet,
wireless networking at home, work, or in a public place. The WNAP4G Router supports
3G/4G USB modems, either WCDMA or EVDO and even HSPA and LTE as well, and
supports wireless data transfers up to 300M bps, and wired data transfers up to

100Mbps. The WNAP4G Router is compatible with industry security features.

1.1 Package List

Item | Description Contents Quantity
S
1 | WNAP4G Router 1
2 | SMA antenna 2
3 | Power adapter 1
4 | RJ-45 cable 1
‘\ 7\\\
5 | USB cable 1
P
6 |CD 1
AL
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1.2 Hardware Installation

A. Hardware configuration

Reset
Button
Mobile/
Status
LED WAN
LED WiFi LAN
LED LED

WNAP4G o

@ 9
Status WAN  WLAN

Reset uUse

A-LINK WNAP4G User Manual

WPS
Button




B. LED indicators

LED Indicator Description
Green and Blink once | No external USB device is attached,
per second and this router is working.
Status/USB Green and Steady On | An external USB device is attached
Data packet transferred via attached
Green and Blinking USB device (e.g. USB drive, 3G/4G
dongle)
Green and Steady On Ethemet WAN connection is
established
Ethernet WAN
Green and Blinking Data packet transferred via Ethernet
WAN
Green and Blinking Data packet transferred via WiFi
WLAN Green and Fast In WPS PBC mode
Blinking
OFF WiFi radio is disabled
Green and Steady On Etherqet LAN connection is
established
Ethernet LAN 1~4
Green and Blinking E}zﬁ packet transferred via Ethernet
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C. Installation Steps

/\ Note: DO NOT connect the router
&R power before performing the
installation steps below.

Step 1.
Plug a USB modem into USB port.

Step 2.

Insert RJ45 cable into LAN Port on the
back panel of the router. Then plug the
other end of into computer.

Step 3.

Plug the power jack into the receptor on
the back panel of the router. Then plug

the other end into a wall outlet or power
strip.
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Chapter 2 Getting Started with Easy Setup Utility

There are two approaches for you to set up the WNAP4G Router quickly and easily. One
is through executing the provided Windows Easy Setup Utility on your PC, and the other

is through browsing the device web pages and configuration.

2.1 Easy Setup by Windows Utility

Step 1 : Welcome to the Easy Setup for A-LINK WNAP4G
Install the Easy Setup A-‘ I JJ\JJK
Ut|||ty from the pI’OVIded lgzigiizr&:ﬂ%y%g;mﬂy and quickly
CD then follow the steps 1 ‘E.J
to configure the device. ——
h

. 2 lf
Step 2 ) S Y Selec@ Lanquge:
Select Language then N ¥
click “Next” to continue. 3 W

l Next > ] [ Cancel ]

A-LINK WNAP4G User Manual 9



Step 3:
Then click the “Wizard”
to continue.

Step 4 :
Click “Next” to continue.

Step5:

Select Wireless Enable,
and then click “Next” to
continue.

Setup Mode *_{]}"—ID

This step will let vou to choozs one of the sstup modes. bzl
S f"—ID """""" | Thisstep-by-step zmide will let you easily and quicky connect to the
. -} il Infemet.
Pl
Wizard
./\'"_‘_,( Thiz will provide a diagnostic of your network and the settings vsed by the
N Touter.
Advanced

Co

Prepare Setup "_d—Ia
This step will make sure connection can be established between your PC and nouter FezlL,

Please make sure the following items.

1. Make sure the router is powered on.
2. Make sure your network adapter is connected to the LAN port of the router.

3. Make sure your network adapter has an [P addres.

L

==

<Back | [ Wewt> | [ Comcel

This step will setup wour bazic wireless network sttings. bl

Thiz will provide wou with a basic workable sething for vour wireless. You can alwo select to do it
Tater.

Wireless:

[]1Do not set at this time.

< Back H Next » H Cancel

A-LINK WNAP4G User Manual
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Step 6:

Enter SSID, Channel
and Security options,
and then click “Next” to
continue.

Step 7 -

Click” Let me select
WAN service by myself’
to select WAN service
manually.

Step 8:

Select 3G Service by
clicking 3G icon to
continue.

37

This step will setup your basic wireless network ssttings, Rl

Pleaz azsign the parameters o your wireless networking, If you need more setings, pleas login to
the Gateway's configuration page.

BEID:
Channel: |11 v

Secwrity. | WEP v

Eew: [ ®vwekeries

<Back | [ Wewt> | [ Comel |
Auto Detect WAN Service .H‘P
Thiz step will antomatically detect one snitable WAN service for Eouter L‘é_l._.

A dymamic TP service has been found for wour WAN. The following setup steps will be based on

If dymarnic TP iz not wour expected WAN service, please wmlect the cormrect one manuvally.

[ Let me smlect WAN service by myslt

<Back | [ West> | [ Concel |
Select WAN Service ‘g—P
]

This step lets wom select WAN sovice b wourslf Feell,
Pleam select the WAN service for setup,

Dy TP Static [P PPFoE

FFTP L2TP 3

A-LINK WNAP4G User Manual
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Step 9-1:

Select “Auto-Detection”
and the Utility will try to
detect and configure the
required 3G service
settings automatically.
Click “Next” to continue.

Step 9-2 ¢

Or you can select
“‘Manual” and manually
fill in the required 3G
service settings provided
by your ISP.

Click “Next” to continue.

Step 10:
Click “Next” to save your
setting.

A-LINK WNAP4G User Manual

WAN Setting
3G Bervice

&
_ﬂ;

5

Pleaze input the WAN service information.

Dial-Tp profile
(®) Auto-Detection () Manual

PIN Code: (Crptinmal)

APN: (Crptional)
Dialed Humber:

Tsername:

Pazpwond:

<Back | [ Wet> | [ Concal |

WAN Seiting
3G Service

&
_ﬂ;

8

Please input the WAN service information.

Dial-TTp profile
(O Autn-Detection

PIN Code: internet {Optional)
APN: 1234 {Optional)
Dialed Mumber: HOF
Tsermame: Admin
Pazword: 1234

<Back | [ Wet> | [ Camcel |

Save Sethings

=

{il{t

The settings will be saved 1o the Fouter and reboot at the next step.

S51D:default PN
Channel:11
Secunty:'wEP

WAMN Setting [3G Service]

APN:1234

PIN Code:internet

Dialed Mumber:*99#

Username:Admin

Password:1234 hd

- Modify Seffings

<Back ][ Next » ][ Cancel
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Step 11 :

The WNAP4G Router is
rebooted to make your
entire configuration take
effect.

Step 12:

Click “Next” to test the
Internet connection or
you can ignore test.

Step 13 :
Click “Next” to test WAN
Networking service.

A-LINK WNAP4G User Manual

Save Settings :J}‘
e
Eeboot router. ..
WAN Service Test "‘J,J :
¥
e,

Thiz step will test the intemet connection to make sure wou can surf the nfernet.

| <Bak || FWet> || come |
Save Seltings ﬁ—f
Settings have been ssved and dnitiakized,

The rest step will test your Internet connestion. Or you can choose o ignore the fest.

Help [ <Back ][ Text » ][ Cancel ]
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Step 14 . Setup Completed
Setup is completed.

The Router is configured, and the WAN service functionality is working

2o @

g

2.2 Easy Setup by Configuring Web Pages

You can also browse web Ul to configure the device.

A. Browse to Activate the Setup Wizard

Step 1: Type in the IP Address (http://192.168.1.254)

S (@] 1921681254

Step 2:

Type in the default
password “admin” in the
System Password and
then click “login” button.
Select your language.

A-LINK WNAP4G User Manual
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http://192.168.1.254/

Step 3:
Select “Wizard” for basic
settings with simple way.

l. Basic Network

l@ Advanced Network
l Applications
l@ System

Step 4:
Press “Next” to start the
Setup Wizard.

! Setup Wizard [T

Setup Wizard will guide you through a basic configuration procedure step by step.

+ Step 1. Setup Login Password.
+ Step 2. Setup Time Zone.

b Step 3. WAN Setup.

+ Step 4, Wireless Setup.

+ Step 5. Summary.

+ Step 6. Finish

< Back [ Start » Password > Time > LAN/WAN > Wireless > Summary > Finish!]

B. Configure with the Setup Wizard

A-LINK WNAP4G User Manual 15



Step 1: # Setup Login Password [ExT]
Change System

Password. » Old Password
Set u p your SySte m » New Password
password. » Reconfim

(Default : admin)

<Back [ Start » Password > Time > LAN/'WAN > Wireless > Summary > Finish! ] Next>

Step 2:
Select Time Zone.

¥ Setup Time Zone [EXIT]

|(GT+18:00) Being, Chongaing, Hang Kong, Uruma b

- DetectAgain

<Back [ Start > Password > Time » LAN/WAN * Wireless * Summary * Finish!] Next>

Step 3: ! Select WANType 1B
Select WAN Type.

Choose Auto-Detecting

or Manually to set WAN

Type. & Auto Detecting WaN Type

" Setup WAN Type Manually

=Back [ Start » Password > Time > LAN/WAN > Wireless > Summary > Finish! | Next=
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Step 4

Select Wan Type.

» LAN IP Address 1192.168.1 254
If you want to use 3G R T |
service as the main ) Manual 6

internet access, please
set the WAN interface as
“Wireless WAN” and the
WAN type as “3G”.

<Back | [ Start > Password > Time > LAN/WAN > Wireless > Summary > Finish! ]

Step 5: « Setup Wizard 36 [EXT]
3G Mode.

. » DialUp Profle & puto-Detecion € Manual
Select Auto-Detection _

. » PIN Code Intermet (optional)
then click “Next” to
continue.
<Back | Start > Password > Time » LAN/WAN » Wireless » Summary » Finish! ]

Step 6: # Satup Wizard -Wirekess 246 seflings [ET]
Set up your Wireless R A
Network. ) Network D(SSID) fofaut
Set up your SSID. » Channel Ul

< Back [ Start > Password > Time > LAN/WAN > Wireless » Summary > Finish!]
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Step 7: * Setup Wizard - Wireless 2.4G settings [EXIT]

Setup your Encryption o T—

key here, and then click » Encrption [wep =]

« ” : & WEPKey 1 [Hex xl1234567300

Next” to continue. C WEPKey 2 [HEX. = |[1234567820
C WEPKey 3 [HEx xf1234367890
C WEPKey 4 [Hex xl1234567300

< Back [ $tart » Password > Time > LAN/WAN > Wireless > Summary > Finish! ]

Step 8: b= ]

App ly your Setti ng. Please confirm the information below
Then click Apply Setting. [WAN Settng ]

WAN Type kl¢]

APN

PIN Code

Dialed Number

Account

Password s

[Wireless Setting ]

Wireless 24G Enable

$8ID default

Channel "

Authentication Auto (Open/Shared)

Encryption WEP

WEP Key 1234567890

Do youwant to proceed the network testing?

< Back [ Start > Password > Time > LAN/WAN > Wireless > Summary > Finish! ] Apply

A-LINK WNAP4G User Manual 18



Step 9:
Click Finish to complete
it.

Configuration is Completed.

Please click "Finish" to back fo Stafus page.

| Finish! Fish

Chapter 3 Configurations- Basic Network

You can do Basic Network settings in this section for (LAN(WiFi) & WAN, NAT, Routing

and Client/Server/Proxy as shown in the icon below.

ALINK WNAP4G UserManval 19



& Basic Network

» LAN(WIF) & WAN
- Network Setup : Configure LAN IP, and select WAN type.

-Wireless - Wireless settings allow you to the wirel ion items.
- LAN{WiFi) & WAN . NAT
« NAT - \irtual Server - Allows others fo access WWW, FTP, and other senices on your LAN.
- Routing + Client/Server/Proxy
- Client/Server/Proxy - DHCP Server - The settings include HostIP, Subnet Mask, Gateway, DNS, and WINS configurations

- Dynamic DNS : Te hostyour server on a changing IP address, you have fo use dynamic domain name sernvice (DDNS).

|® Advanced Network |
|® Applications |
|® Systern |

3.1 LAN(WIiFi) & WAN Setup

® Network Setup: Configure LAN IP and select WAN type
® |Pv6: six types of IPv6 setttings- Static IPv6/ DHCPv6/ PPPOE/ 6 to 4 / IPv6
in IPv4 tunnel/ RD6
® Wireless: Wireless settings allow you to configure the wireless
configuration
items

® Advanced Wireless Setting

Neotwark Setup IPve Wireless Advanced Wiroless Settings

(== e

Rem
() Bosic Network L o
» LAN P Address fziesiase
| O LANWIFI) & WAN | =
- MAY » Subnet Mask [2552552550 3]
eog Y
« Cllost/ ServerProxy » Combo WAN Sats Disadie | SeBOS
L EMmernet WAN
’e Advanced Network | ede i [ =
» WAN Tion [Crmamic @ Aoaress =]
.0 APprCuSOn ' » HostName ‘—‘ )
'0 System i » ISP 100 ees NAC A0t [ — Glane |
» Mamum igie Time r seconds
» Comnacton Condol Icmon-oum -I
» NAT disabile ™ Enatée
» 1GVP Proy ™ Enetie

s unds |
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3.1.1 Network Setup

This router allows you to do LAN Setup and Internet Setup. Please see the

following instructions to do the necessary settings.

Wireless

Advanced Wireless Settings

Ber Setng

Il‘i.’ 131254

3.1.1.1 LAN Setup

Wireless Advanced Wirele ss Settings

1. LAN IP Address: The local IP address of this device. The computers on

your network must use the LAN IP address of this device as their Default
Gateway. You can change it if necessary.
2. Subnet Mask: Input your Subnet mask. (All devices in the network must

have the same subnet mask.) The default subnet mask is 255.255.255.0.

3.1.1.2 Internet Setup

This device is equipped with two WAN Interfaces to support different WAN Type

connections.
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L i
NOTROR Setp | 1PvG

Advanced

Wireless Settings

Sefirg
WAY 25350 5
< Hiowieg
= Cliea' ServerProxy + Combo Wi Sty Daatte  eOn5 I
'e Advonced Hetwork ‘ + WAN intarface Em.:m -
¢ W Ton .
Chl - e
1) srem i + SP regeiernd MAC Addess M ce
+ Maemen e Time r.m
» Conacson Contres Conrec-onDemang .
» KAT datie ™ Enatie
+ IGWP Provy ™ Enatie

1. Combo WAN Status

Display status of combo WAN. With Combo WAN feature, you can choose one

primary WAN connection, and set another WAN connection for backup.

Otherwise, you can also choose “Load Sharing” to use Ethernet WAN and 3G

WAN simultaneously. The combo WAN status will be showed here. Press

“Settings” button to configure this feature.

* Internet Setup

| r Combo WAN Status |

Disable ~ Seffings.. |

¥ WAN Interface IWireIess WAN "l
» WAN Type G -

2. WAN Interface

Select Ethernet WAN or Wireless WAN to continue.

¥ Internet Setup

¥ Combo WAN Stafus

Disable | Setings.. |

F WAN Interface IEIhemei AN v|
¥ WAN Type Dynamic IP Address j
Static IP Address |
+ HostName :Dynamic IP Address (optional)

kISP registered MAC Address

PPP over Ethernet
PFTP

A-LINK WNAP4G User Manual
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3. WAN Type

You can choose the correct WAN Type of 3G or iBurst from the following

options.

» Combo WAN Status

Disable ~ Sefings... |

» WAN Inferface

Wireless WAN =

F \WAN Type

¢ Dial-Up Profile

A. 3G

This device supports different WAN types of connection for users to connect to

remote wireless ISP, such as 3G (WCDMA, HSxPA, HSPA+, CDMA2000, EV-

DO, TD-SCDMA), iBurst, or Wi-Fi Hotspot.

Note: Users need to insert USB modem card for 3G WAN connections.

+ Combo WAN Status

Disable _ Seftings.. |

+ WAN Inferface

\Wireless WAN 4

» WAN Type

G ~x

» Dial-Up Profile

& puto-Detection  Manual

» PIN Code I (optional)
¥ Primary DNS I (optional)
+ Secondary DNS I (optional)

¥ Connection Control

|Aulu Reconnect (always-on) j

¥ Allowed Connection Time

& Aways C BySchedule

& Disable
" LCP Echo Request

¢ Interval |1" seconds

+ Max Failure Time |3 times

r Keep Alive
" Ping Remote Host
» HostiP |
+ Interval |"3 seconds
» 1GNP Proxy " Enable

a. WAN Type: Choose 3G for WAN connection.

b. Dial-Up Profile: Please select Auto-Detection or Manual. You can choose

A-LINK WNAP4G User Manual
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“Auto-Detection”, and the router will try to detect and configure the required 3G
service settings automatically. Otherwise, you can select “Manual”, and
manually fill in the required 3G service settings provided by your carrier or ISP.
c. Country*: Select your country.

d. Telecom™*: Select your telecom.

e. 3G Network*: Select the 3G network

f. APN*: APN information for your 3G data card. It will show a value after you
choose country and telecom. You can also change it manually.

g. PIN Code: Enter the PIN Code for your SIM card if required. (Optional)

h. Dialed Number*: It will show a value after you choose country and
telecom. You can also change it manually.

i. Account*: The user name for 3G connection. It will show a value after you
choose country and telecom. You can also change it manually.

j. Password*: The password for 3G connection. It will show a value after you
choose country and telecom. You can also change it manually.

k. Authentication*: Choose authentication of 3G connection. You can leave it
as “Auto” if you are not sure.

I. Primary DNS*: You can assign a Primary DNS server if required.
(Optional)

m. Secondary DNS*: You can assign a Secondary DNS server if required.
(Optional)

n. Connection Control: There are 3 options to start connection:

m Auto Reconnect (Always-on): The device will always try to link to Internet.

m Connect-on-demand: The device won't try to connect to Internet until LAN
PCs or devices try to go to Internet. Once Internet connection is established,

this device will drop the connection if maximum idle time is reached.
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m Manually: The device won't try to connect to Internet until users press
“connect” button at Status page. Once Internet connection is established, this
device will drop the connection if maximum idle time is reached.

0. Allowed Connection Time: You can limit WAN connection in a period of
time if required.

p. Keep Alive: There are three options for keep alive feature as below.

B Disable: Disable keep alive feature.

B LCP Echo Request: The device will constantly send LCP packets for
keeping alive. Enter the time interval and the maximum failure count.

B Ping Remote Host: Enter the Remote host IP address and the time interval
to send the ping packets for keeping alive.

g. NAT Disable: You can disable NAT feature if required.

r. IGMP Proxy: Enable this feature allows multicast stream (e.g. IPTV

stream) to pass-through this device.

Note: The items with * above are only available when choosing Manual for

Dial-up Profile.

B. iBurst

Note: Users need to insert USB modem card for iBurst WAN connections.
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+ Combo WAN Status

Disable = Seffings. |

I'k".rlreless WWAN "I

F WAN Interface

+ WAN Type m
+ Account |

» Password |

+ Primary DNS

—

+ Secondary DNS

—

» Conneciion Conirol |connecton-Demand x|
» Maximum Idle Time 600 seconds
b Senice Name | (optional)

» Assigned IP Address

| (opiional)

|ﬂ' (0is auto)

+ MTU
+ NAT disable " Enable
+ IGMP Proxy " Enable

a. WAN Type: Choose iBurst for WAN connection.

b. Account: Enter the User Name for iBurst connection.

c. Password: Enter new Password for iBurst connection.

d. Primary DNS: You can assign a Primary DNS server if required. (Optional)

e. Secondary DNS: You can assign a Secondary DNS server if required.

(Optional)

f. Connection Control: There are 3 options to start connection:

B Auto Reconnect (Always-on): The device will always try to link to Internet.

B Connect-on-demand: The device won'’t try to connect to Internet until LAN

PCs or devices try to go to Internet. Once Internet connection is established,

this device will drop the connection if maximum idle time is reached.

A-LINK WNAP4G User Manual
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B Manually: The device won't try to connect to Internet until users press
“connect” button at Status page. Once Internet connection is established, this
device will drop the connection if maximum idle time is reached.

g. Maximum Idle Time: The amount of time of inactivity before disconnecting
Internet connection. Set it to zero, or choosing “Auto-reconnect” mode to
disable this feature.

h. Service Name: Input the service name if your ISP requires it. (Optional)

i. Assigned IP Address: Input a IP address if your ISP requires it. (Optional)
J. Maximum Transmission Unit (MTU): You can change MTU value if
required. The default MTU value is set to O (auto).

k. NAT disable: You can disable NAT feature if required.

I. IGMP Proxy: Enable this feature allows multicast stream (e.g. IPTV

stream) to pass-through this device.

C. Static IP Address
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e.

f.

g.
h.

+ Combo WAN Status Disable  Setiings... |

b WAN Interface |E1hernet WAN v|

F WAN Type |Sta1ic IF Address j

FWAN P Address Dynamic IP Address
PPP over Ethernet
+ WAN Subnet Mask FPTP
L2TF
+ WAN Gateway

b Primary DNS I

b Secondary DNS I

» NAT disable " Enable

¥ IGMP Proxy " Enable

Undo |

. WAN Type: Choose Static IP Address.
. WAN IP Address: Input the IP address you got from ISP.
. Subnet Mask: Input the subnet mask of IP address you got from ISP.

. WAN Gateway: Input the IP address of WAN gateway you got from ISP.

Primary DNS: Input the IP address of primary DNS you got from ISP.
Secondary DNS: Input the IP address of secondary DNS you got from ISP.
NAT disable: You can disable NAT feature if required.

IGMP Proxy: Enable this feature allows multicast stream (e.g. IPTV

stream) to pass-through this device.

D. Dynamic IP Address
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+ Combo WAN Status Disable = Seffings... |

¥ WAN Interface [Ethemetwan =]

» WAN Type v

F HostMame | (optional)
kISP registered MAC Address | ﬂl

F Maximum ldle Time 500 zeconds

+ Connection Control IConnect-on-Demand j

» NAT disable ™ Enable

v |GMP Proxy " Enable

Undo |

a. WAN Type: Choose Dynamic IP Address.

b. Host Name: Optional, required by some ISPs, for example, @Home.

c. ISP registered MAC Address: Some ISP (Cable company) will record your
MAC address on PC. You can press “Clone” button to copy the MAC address
on your PC here, or you can input it manually.

d. Maximum Idle Time: The amount of time of inactivity before disconnecting
Internet connection. Set it to zero, or choosing “Auto-reconnect” mode to
disable this feature.

e. Connection Control: There are 3 options to start connection:

B Auto Reconnect (Always-on): The device will always try to link to Internet.
B Connect-on-demand: The device won'’t try to connect to Internet until LAN
PCs or devices try to go to Internet. Once Internet connection is established,
this device will drop the connection if maximum idle time is reached.

B Manually: The device won't try to connect to Internet until users press
“connect” button at Status page. Once Internet connection is established, this
device will drop the connection if maximum idle time is reached.

f. NAT disable: You can disable NAT feature if required.

A-LINK WNAP4G User Manual 29



g. IGMP Proxy: Enable this feature allows multicast stream (e.g. IPTV

stream) to pass-through this device.

E. PPP over Ethernet

+ Combo WAN Status

Disable | S€itings... |

» WAN Interface IEIhemel WAN "I
F WAN Type PPP over Ethemet  §4
v IPvG Dualstack [~ Enable

+ PPPoE Account

» PPPoE Password

+ Primary DNS

—

» Secondary DNS

—

v Maximum Idle Time 500 seconds

» Connection Control [ Manually |

» PPFoE Senice Name | (opfional)
b Azzigned IP Address I {optional)

» MTU Iﬂ—{ﬂis auto)

» NAT disable " Enable

v IGMP Proxy " Enable

Undo |

a. WAN Type: Choose PPP over Ethernet.

b. IPv6 Dual Stack: If your ISP supports IPv6 dual stack, you can check this

check box to get an IPv4 address and an IPv6 address via one PPPoE
connection. After you check this check box, you also need to enable IPv6
function at Advanced Setting->IPv6 setting page.

c. PPPoE Account and Password: The account and password your ISP
assigned to you.

d. Primary DNS: You can indicate IP address of primary DNS if required.

e. Secondary DNS: You can indicate IP address of secondary DNS if
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required.

f. Connection Control: There are 3 options to start connection:

B Auto Reconnect (Always-on): The device will always try to link to Internet.
B Connect-on-demand: The device won'’t try to connect to Internet until LAN
PCs or devices try to go to Internet. Once Internet connection is established,
this device will drop the connection if maximum idle time is reached.

B Manually: The device won't try to connect to Internet until users press
“connect” button at Status page. Once Internet connection is established, this
device will drop the connection if maximum idle time is reached.

g. Maximum Idle Time: the amount of time of inactivity before disconnecting
your PPPOE session. Set it to zero or enable “Auto-reconnect” to disable this
feature.

h. PPPOE Service Name: Optional. Input the service name if your ISP
requires it.

i. Assigned IP Address: You can input a IP address if you got a fix IP
address from ISP.

J. Maximum Transmission Unit (MTU): Most ISP offers MTU value to users.
The default MTU value is 0 (auto).

k. NAT disable: You can disable NAT feature if required.

I. IGMP Proxy: Enable this feature allows multicast stream (e.g. IPTV

stream) to pass-through this device.

F. PPTP
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+ Combo WAN Status

Disable | Seftings.. |

IEmemetwm "l

+ WAN Interface

» WAN Type v
» IP Mode |Dynamic IP Address |
F My IF Address |—

F My Subnet Mask

r Gateway IP

F Server IP Address/Mame

¥ PPFTP Account

¥ PFTF Password

¥ Connection ID

| (opfional)

F Maximum Idle Time

600 seconds

¥ Connection Conirol

|Cunnect—un-Demand ﬂ

F MTU

IE' {0 is auto)

k IGMP Proxy

" Enable

a. WAN Type: Choose PPTP.

Undo |

b. IP Mode: You can select “Static IP Address” or “Dynamic IP Address”.

c. My IP Address*, My Subnet Mask*, and Gateway IP*: The IP address,

subnet mask, and IP address of gateway your ISP assigned to you.

d. Server IP Address/Name: The IP address of the PPTP server.

e. PPTP Account and Password: The account and password your ISP

assigned to you.

f. Connection ID: Optional. Input the connection ID if your ISP requires it.

g. Connection Control: There are 3 options to start connection:

B Auto Reconnect (Always-on): The device will always try to link to Internet.
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B Connect-on-demand: The device won't try to connect to Internet until LAN
PCs or devices try to go to Internet. Once Internet connection is established,
this device will drop the connection if maximum idle time is reached.

B Manually: The device won'’t try to connect to Internet until users press
“connect” button at Status page. Once Internet connection is established, this
device will drop the connection if maximum idle time is reached.

h. Maximum Idle Time: the time of no activity to disconnect your PPTP
session. Set it to zero or enable “Auto-reconnect” to disable this feature.

i. Maximum Transmission Unit (MTU): Most ISP offers MTU value to users.
The default MTU value is 0 (auto).

J. IGMP Proxy: Enable this feature allows multicast stream (e.g. IPTV

stream) to pass-through this device.

Note: The items with * above are only available when choosing Static IP

Address in IP mode.
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G.L2TP

» Combo WAN Status Disable | Seffings.. |
¥ \WAN Interface IEIhemet WAN -l

» WAN Type T3 -
» IP Mode | Dynamic IP Address |
¢ IP Address I—
* Subnet Mask I—
» WAN GatewayIP I—

r Server IP Address/Name

b L2TP Account

» L2TP Password

|
|
|
» Maximum Idle Time W seconds

» Connection Confrol |Cunnect—un-Demand ﬂ
¥ MTU |ﬂ (Dis auto)
b IGMP Proxy " Enable

a. WAN Type: Choose L2TP.

b. IP Mode: You can select “Static IP Address” or “Dynamic IP Address”.

c. My IP Address*, My Subnet Mask*, and Gateway IP*: The IP address,
subnet mask, and IP address of gateway your ISP assigned to you.

d. Server IP Address/Name: The IP address of the L2TP server.

e. L2TP Account and Password: The account and password your ISP
assigned to you.

f. Connection ID: Optional. Input the connection ID if your ISP requires it.
g. Connection Control: There are 3 options to start connection:

B Auto Reconnect (Always-on): The device will always try to link to Internet.
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B Connect-on-demand: The device won't try to connect to Internet until LAN
PCs or devices try to go to Internet. Once Internet connection is established,
this device will drop the connection if maximum idle time is reached.

B Manually: The device won'’t try to connect to Internet until users press
“connect” button at Status page. Once Internet connection is established, this
device will drop the connection if maximum idle time is reached.

h. Maximum Idle Time: the time of no activity to disconnect your L2TP
session. Set it to zero or enable “Auto-reconnect” to disable this feature.

i. Maximum Transmission Unit (MTU): Most ISP offers MTU value to users.
The default MTU value is 0 (auto).

J. IGMP Proxy: Enable this feature allows multicast stream (e.g. IPTV

stream) to pass-through this device.

Note. The items with * above are only available when choosing Static IP

Address in IP mode.

4. Combo WAN Setting

With Combo WAN feature, you can choose one primary WAN connection, and
set another WAN connection for backup. Otherwise, you can also choose
“Load Sharing” to use Ethernet WAN and 3G WAN simultaneously. The combo
WAN status will be showed at Internet Setup page. Press “Settings” button to

configure this feature.

» Combo WAN Status Disable| ~ Settings.. |

F \WAN Interface I*Mreless WAN "l

» WAN Type G x>
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At Combo WAN setting page, you can choose Disable, Load Sharing, or
Failover options.
This Combo WAN feature will be deactivated if you select “Disable” from the

list.

m IPv6 Wireless Advanced Wireless Settings

[tem Setting

» Combo WAN Mode IDisahI& vl

Load Sharing
Failover

Back

A. Load Sharing

The feature of Load Sharing will activate 3G WAN and Ethernet WAN

simultaneously.

Item Setting
» Combo WAN Mode I Load Sharing 'l I
» Remote Hostfor Keep Alive |
Primary WAN 3G
Secondary WAN - New Add

a. Combo WAN Mode: Choose Load Sharing mode.

b. Remote Host for Keep Alive: Type an IP address or domain name of
remote host to detect if Internet connection is alive.

c. Primary WAN: The primary WAN is the WAN type you set at Internet Setup
page.

d. Secondary WAN: Press “New Add” button to add the secondary WAN. If
the primary WAN is 3G or iBurst, then you can choose one of Static IP,

Dynamic IP, and PPPoE as the secondary WAN. However, 3G can be the
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secondary WAN if primary WAN is Static IP, Dynamic IP, or PPPOE.

Item Setting

+ Combo WAN Mode ILoad Sharing vl

» Remote Host for Keep Alive |

Primary WAN 3G
Secondary WAN I—Selel:t one - 'I New Add

— Select one —

Static IP fo | Back |

Dynamic IP
PPPOE

B. Failover

With this function enabled, when the primary WAN connection is broken, the
device will automatically switch to secondary WAN connection and keep you
connected to Internet. Meanwhile, if the device detects that the primary WAN
connection is recovered, your Internet connection will be switched from

secondary WAN back to primary WAN.

[tem Setting

+ Combo WAN Mode IFaiIomer vl

» Remote Host for Keep Alive |

Primary WAN 3G

Secondary WAN

[Static IP
Dynamic IP
PPPoE

a. Combo WAN Mode: Choose Failover mode.

b. Remote Host for Keep Alive: Type an IP address or domain nhame of
remote host to detect if Internet connection is alive.

c. Primary WAN: The primary WAN is the WAN type you set at Internet Setup
page.

d. Secondary WAN: Press “New Add” button to add the secondary WAN. If
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the primary WAN is 3G or iBurst, then you can choose one of Static IP,
Dynamic IP, and PPPoE as the secondary WAN. However, 3G can be the

secondary WAN if primary WAN is Static IP, Dynamic IP, or PPPoOE.

3.1.2 |IPv6

The growth of the Internet has created a need for more addresses than are possible
with IPv4. IPv6 (Internet Protocol version 6) is a version of the Internet Protocol
(IP) intended to succeed IPv4, which is the protocol currently used to direct almost
all Internet traffic. IPv6 also implements additional features not present in IPv4. It
simplifies aspects of address assignment (stateless address auto-configuration),
network renumbering and router announcements when changing Internet
connectivity providers. This router supports 6 types of IPv6 connection (Static IPv6/
DHCPV6/PPPOE/6 to 4/IPv6 in IPv4 tunnel/6RD). Please ask your ISP of what

types of IPv6 are supported before you proceed with IPv6 setup.

Network Setup: - Wireless Advanced Wireless Settings
.

Item Setting
r IPVG = Disable T Enable
» IPvi Connection DHCPvG 'l
Static IPvG
PPPoE
) fito 4 ddress Automatically
» DNS Setting 04
IPVG in IPv4 Tunnel N3 address
§RD
+ Primary DNS Address

+ Secondary DNS Address

» Enable DHCP-FD & Enable  Disable

» LAN IPvG Address 64

» LAN IPv6 Link-Local Address

» Autoconfiguration  Disable ® Enable
+ Autoconfiguration Type IStateIess 'l
» Router Advertisement Lifetime I3500 Seconds

Undo |
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3.1.2.1 Static IPv6

Item Setting

v IPvG C Disable ® Enable

» IPvG Connection I | Static IPv6 E I

1. IPv6: Disable or enable the IPv6 functions.

2. IPv6 Connection: you can choose Static IPv6 from the list.

3. WAN IPv6 address settings: you can add IPv6 address / subnet prefix
length / default Gateway / Primary DNS address and secondary DNS address.
4. LAN IPv6 address settings: you can add LAN IPv6 address, and IPv6
Link-Local address will be showed automatically.

5. Address auto configuration setting: Disable or enable this auto
configuration setting. You may set stateless or stateful( Dynamic IPv6), and

also check if need to send Router advertisement messages periodically.

3.1.2.2 DHCPv6

[tem Setting
= " Disable @ Enable
+ IPvG Conneclion DHCPG -

1. IPv6 DNS settings: You may obtain IPv6 DNS automatically or set DNS
address manually for Primary DNS address and secondary DNS address.
2. LAN IPv6 address settings: You can add LAN IPv6 address, and IPv6
Link-Local address will be showed automatically.

3. Address auto configuration setting: Disable or enable this auto
configuration setting. You may set stateless or stateful( Dynamic IPv6), and

also check if need to send Router advertisement messages periodically.
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3.1.2.3 PPPoE

= |Pv6 Setting

Item

Setting

» IPvE

" Disable ® Enable

» IPvG Connection

PPPOE

K

1. PPPOE settings: You need to type username and password of PPPoE

connection. The service name is only required when ISP asks you to input it.

MTU is 1492 by default.

2. LAN IPv6 address settings: You can add LAN IPv6 address, and IPv6

Link-Local address will be showed automatically.

3. Address auto configuration setting: Disable or enable this auto

configuration setting. You may set stateless or stateful( Dynamic IPv6), and

also check if need to send Router advertisement messages periodically.

3.1.2.4 When “6t0 4” is selected, you need to do the following settings.

Network Setup IPv6 Wireless

= |Pv6 Setting

Item

Advanced Wireless Settings

Setting

+ IPvG

" Disable @ Enable

¢ IPvG Connection

1 6 to 4 Settings

» Primary DNS Address

X -

» Secondary DNS Address
*1 LAN IPv6 Address Setiings

b LAN IPvG Address

» LAN IPvG Link-Local Address
* Address Autoconfiguration Settings

+ Autoconfiguration

" Disable ™ Enable

+ Autoconfiguration Type Stateless -
» Router Adveriisement Lifetime I3BUU Seconds
o

1. 6 to 4 Settings: you may obtain IPv6 DNS automatically or set DNS
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address manually for Primary DNS address and secondary DNS address.

2. LAN IPv6 address settings: LAN IPv6 address and LAN IPv6 Link-Local

address.

3. Address auto configuration settings: Disable or enable this auto
configuration setting. You may set stateless or stateful (Dynamic IPv6), and

also check if need to send Router advertisement messages periodically.

3.1.25 When “IPv6 in IPv4 Tunnel” is selected you need to do the

following settings.

Network Setup m Wireless Advanced Wireless Settings

[tem

Setting

b IPvG

(" Disablel ® Enable

v IPvG Connection

[IPvG in IPva Tunnel |

+ Remote IPv4 Address

[196.190.107.183

b Local IPv4 Address

[2553.0.0

¥ Local IPvG Address

64

v Primary DNS Address

+ Secondary DNS Address

+ LAN IPvG Address

54

b LAN IPvG Link-Local Address

v Autoconfiguration

(" Disable & Enable

v Autoconfiguration Type

Istateless 'I

+ Router Advertizement Lifetime

|3500 Seconds

1 IPv6 in IPv4 Tunnel Settings: you may add remote / local IPv4 address

and local IPv6 address, then set DNS address manually for Primary DNS

Undo |

address and secondary DNS address.

2 LAN IPv6 address setting: LAN IPv6 address and LAN IPv6 Link-Local
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address.

3 Address auto configuration setting: Disable or enable this auto
configuration setting. You may set stateless or stateful (Dynamic IPv6), and

also check if need to send Router advertisement messages periodically.

3.1.26 ©6RD

To set up this 6RD tunneling connection you will need to have the following

information from your IPv6 Internet Service Provider. If you do not have this

information, please contact your ISP. Remote IPv4 Address, IPv4 Mask Length,

Remote Prefix, Prefix Length, Primary DNS Address, and Secondary DNS

Address

Network Setup m Wireless

Advanced Wireless Settings

v IPVE ” Disable ® Enable
+ IPv6 Connection -
» Remote IPvd Address |

 IPv Mask Length [

v Remote Prefic I

v Prefix Length I—

¥ Primary DNS Address |

¥ Secondary DNS Address |

A-LINK WNAP4G User Manual

42



3.1.3 Wireless Settings

Wireless settings allow you to set the wireless configuration items.

Item Setting

¥ Wireless Module & Enable C Disable
r Wireless Operation Mode |ﬁP Router Mode j
» AP Number lm [+ Enable
r Wireless Schedule Im
+ Network ID{S3ID) |defau|t
» SSID Broadcast & Enable C Disable
» Channel 11 =
+ Wireless Mode lm
» Authentication [ Auto -]
+ Encryption Im
» Scan Remote AP's MAC List ﬂl

Remote AP MAC1 I—

Remote AP MAC2 I—

Remote AP MAC3 I—

Remote AP MAC4 I—

[save| undo| wPSSetup.. |  Wireless ClientList.

1. Wireless Module: You can enable or disable wireless function.
2. Wireless Operation Mode: There are different wireless operation modes for
you to configure.
A. AP Router Mode: The device functions as a router and Access Point
simultaneously.
B. AP only Mode: The device functions as a pure access point.
C. WDS Hybrid Mode: The device can support WDS and AP mode
simultaneously.

D. WDS only Mode: The device can provides WDS point-to-point bridging,
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and point-to-multipoint bridging for deployment over large area. With the WDS
feature, the WLAN coverage range can be easily extended.

E. Lazy Mode: Lazy mode can auto-learning WDS peers without input other
AP's MAC address. Otherwise, you have to input the peer AP's MAC address

one by one to extend your wireless range.

Item Setting
» Wireless Module = Enable " Disable
F Wireless Cperafion Mode |WDS Only Mode j
| + Lazy Mode | ~

F. Universal Repeater Mode: Universal Repeater is another technology used
to extend wireless coverage. It provides the function to act as Adapter (client) and
AP at the same time and can use this function to connect to a Root AP and use
AP (SSID name is the same as Root AP) function to service all wireless stations
within its coverage. All the stations within the coverage of this access point can
be bridged to the Root AP.

3. AP Number: Always keep “AP1” as the default.

4. Wireless Schedule: You can limit Wi-Fi functions in a period of time if required.

5. Network ID (SSID): Network ID is used for identifying the Wireless LAN

(WLAN). Client stations can roam freely over this device and other Access Points

that have the same Network ID. (The factory default setting is “default_2.4g”)

6. SSID Broadcast: The router will broadcast beacons that have some

information, including SSID so that wireless clients can know how many AP devices

by scanning the network. Therefore, if this setting is configured as “Disable”, the

wireless clients cannot find the device from beacons.

7. Channel: The radio channel number. The permissible channels depend on the

Regulatory Domain. The factory default setting is as follow: channel 1~11 for North
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America. (Channel 1~13 for European (ETSI); channell~ 14 for Japan).
8. Wireless Mode: Choose “B/G mixed”, “B only”, “G only”, “N only”, “G/N mixed”
or “B/G/N mixed”. The factory default setting is “B/G/N mixed”.
9. Authentication mode: You may select one of authentication to secure your
wireless network: Open Shared, Auto, WPA-PSK, WPA, WPA2-PSK, WPA2, WPA-
PSK/WPA2-PSK, or WPA /WPA2.
A. Open
Open system authentication simply consists of two communications. The first is
an authentication request by the client that contains the station ID (typically the
MAC address). This is followed by an authentication response from the AP/router
containing a success or failure message. An example of when a failure may
occur is if the client's MAC address is explicitly excluded in the AP/router
configuration.
B. Shared
Shared key authentication relies on the fact that both stations taking part in the
authentication process have the same "shared" key or passphrase. The shared
key is manually set on both the client station and the AP/router. Three types of
shared key authentication are available today for home or small office WLAN
environments.
C. Auto
The AP will Select the Open or Shared by the client’s request automatically.
D. WPA-PSK
Select Encryption and Pre-share Key Mode
If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F)
digits. If you select ASCII, the length of pre-share key is from 8 to 63.

Fill in the key, Ex 12345678
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E. WPA

Check Box was used to switch the function of the WPA. When the WPA function
is enabled, the Wireless user must authenticate to this router first to use the
Network service. RADIUS Server IP address or the 802.1X server’s domain-
name.

Select Encryption and RADIUS Shared Key

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If you select ASCII, the length of pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is
consistent with the key value in the RADIUS server.

F. WPA-PKS2

WPA-PSK2 user AES and TKIP for Same the encryption, the others are same the
WPA-PSK.

G. WPA2

Another encryption options for WPA-PSK-TKIP and WPA-PSK2-AES, the others
are same the WPA-PSK.

H. W PA/WPA2

Another encryption options for WPA-TKIP and WPA2-AES, the others are same

the WPA.

By pressing “WPS Setup”, you can configure and enable the easy setup feature

WPS (Wi-Fi Protection Setup) for your wireless network.
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Network Setup IPv6 m Advanced Wireless Settings

Item Setting
» WPS @ Enable C Disable
» AP PIN 6eg53a44  Generale NewPIN |
v Config Mode Im
+ Config Status CONAGURED  Release
» Config Method [Push Bution =]
» WPS status NOUSED

Sa!.lel Triggerl Cancel |

1. WPS: You can enable this function by selecting “Enable”. WPS offers a safe and
easy way to allow the wireless clients connected to your wireless network.

2. AP PIN: You can press Generate New Pin to get an AP PIN.

3. Config Mode: Select your config Mode from “Registrar” or “Enrollee”.

4. Config Status: It shows the status of your configuration.

5. Config Method: You can select the Config Method here from “Pin Code” or
“Push Button”.

6. WPS status: According to your setting, the status will show “Start Process” or

“No used”

By selecting WDS Hybrid Mode, you can connect this device to another AP via

WDS connection.
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% Wireless Setting

ltem Setting

» Wireless Module & Enable © Disable
+ Wirgless Operation Mode |WDS Hybrid Mode vl
» Lazy Mode C
» Wireless Schedule I(D) Always vl
» Network ID(SSID) [default
+ SSID Broadcast @ Enable C Disable
+ Channel m
» Authenfication Auto -
» Encryption -
» Scan Remote AP's MAC List Scan

Remote AP MACT l—f-‘ Copy MAC fo Here

Remote AP MAC2 |— ' CopyMAC fo Here

Remote AP MAC3 l— C CopyMAC to Here

Remote AP MAC4 |— C CopyMAC fo Here

[save] undo | wPsSewp. |  wireless ClientList.

1. Wireless Module: You can enable this function by selecting “Enable”

2. Remote AP MAC 1~4: Enter the MAC address for remote AP that you want to

connect via WDS.

3. Encryption type: Select the appropriate category. Once you set up that type of

encryption, second LAN PC must enter the same encryption type as the first one.

Press “Wireless Clients List” and the list of wireless clients will be shown

consequently.

Network Setup IPvb

Wireless

Advanced Wireless Settings

* Wireless Clients List

D

‘ MAC Address

Backl Refresh |
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3.1.4 Advanced Wireless Settings

Network Setup IPv6 Wireless Advanced Wireless Settings

* Advanced Wireless Settings

Item Setting
Regulatory Domain Europe (1-13)
Beacon Interval : 100 (msec, range:1~1000, default 100)
Transmit Power : IW
RTS Threshold - [2387 (1~2347 defauit2347)
Fragmentafion : lﬁ (256~2346,default 2346,even number only)
OTIM Inferval - |1— (range: 1~255, default 3)
WM Capable @ Enable C Disable
TXRates - lﬁ

- Undo

Click on “Save” to store your settings or click “Undo” to give up the changes.
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3.2 NAT

'@ Wizard
' Status

' l!!l en'er Special AP

Loopback

well known seruices|—-seleclun9-- 'l Copy to ||D|-— -l

' pasic Network (0] Service Ports Server IP Enable
- LAN(WiFi) & WAN " l— l— r
2 r r =
-+ Routing
+ Client/Server/Proxy ? O
: 7 r =
'9 Advanced Network I
5 7 r =
' Applications | 6 l— l— r
'@ Systemn I ! I I -
B 7 7 =

® Virtual Server: Allows others to access WWW.FTP. And other services on your

LAN.

® Special Application: This configuration allows some applications to connect

and work with the NAT router.

® Loopback: This option allows local hosts to access local virtual server via WAN
IP address of this router

® DMZ: Allows a computer to be exposed to unrestricted 2-way communication for
Internet games, Video conferencing, Internet telephony and other special

applications.

3.2.1 Virtual Server

This product’'s NAT firewall filters out unrecognized packets to protect your Intranet,
so all hosts behind this product are invisible to the outside world. If you wish, you

can make some of them accessible by enabling the Virtual Server Mapping.
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A virtual server is defined as a Service Port, and all requests to this port will be
redirected to the computer specified by the Server IP. Virtual Server can work with
Scheduling Rules, and give user more flexibility on Access control. For the details,

please refer to Scheduling Rule.

W Special AP Loopback ' DMZ
=
Well known senices [ selectone - | MI b[- =]
D Service Ports server IP Enable Use Rulet

For example, if you have an FTP server (port 21) at 192.168.123.1, a Web server
(port 80) at 192.168.123.2, and a VPN server at 192.168.123.6, then you need to

specify the following virtual server mapping table:

Service Ports Server IP Enable
P [192168.123 1 ~
T [192168.1232 ~
[ [192168.1236 ~

Click on “Save” to store your settings or click “Undo” to give up the changes.
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3.2.2 Special AP

Some applications require multiple connections, like Internet games, Video
conferencing, Internet telephony, etc. Because of the firewall function, these
applications cannot work with a pure NAT router. The Special Applications feature
allows some of these applications to work with this product. If the mechanism of
Special Applications fails to make an application work, try setting your computer as

the DMZ host instead.

Virtual Server m Loopback DMZ

Popular applications IW, ﬂl ID l_;,

] Trigger Incoming Ports Enable Use Rule#

' [ | m [0y Aviays =]
2 [ | [(0) Aways =]
3 [ | m [0y Aviays =]
4 I | | |{u) Aways -[
5 [ | m [0y Aviays =]
8 I | | |{u) Aways -[
7 [ | m [0y Aviays =]
8 I | | |{u) Aways -[

[sawe] undo

1. Trigger: The outbound port number issued by the application.

2. Incoming Ports: When the trigger packet is detected, the inbound packets
sent to the specified port numbers are allowed to pass through the firewall.

3. Enable: Check the checkbox to activate each of rule.

4. Use Rule#: you can set a schedule rule for each of rule.

This device provides some predefined settings. Select your application and click
“Copy to” to add the predefined setting to your list.

Click on “Save” to store your settings or click “Undo” to give up the changes.
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3.2.3 Loopback

With NAT Loopback enabled, you can access to the device using its WAN IP
Address or domain name from the LAN side, just like you are accessing it from the
internet. This function is helpful when there are some virtual servers operated under

this device, and you can easily access to these servers no matter where you are.

Virtual Server Special AP m DMZ

~

Item ‘ Setting Enable

» NAT Loopback r

- Undo |
3.2.4 DMZ
Virtual Server Special AP Loopback m
~J
ltem Setting Enable
» IP Address of DMZ Host | r

1. DMZ Settings

DMZ (Demilitarized Zone) Host is a host without the protection of firewall. It
allows a computer to be exposed to unrestricted 2-way communication for
Internet games, Video conferencing, Internet telephony and other special

applications.

Click on “Save” to store your settings or click “Undo” to give up the changes.
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3.3 Routing

3.3.1 Static Routing

If you have more than one routers and subnets, you will need to enable routing

table to allow packets to find proper routing path and allow different subnets to

communicate with each other. The routing table allows you to determine which

physical interface addresses are utilized for outgoing IP data grams.

Static Routing: For static routing, you can specify up to 8 routing rules. You can

enter the destination IP address, subnet mask, gateway, and hop for each

routing rule, and then enable or disable the rule by checking or un-checking the

Enable checkbox

|@ Wizard Wﬂ]g Dynamic Routing
| Status =
Item Setting
l e » Static Routing & Disable C Enable
- LAN[WiFi] & WAN D Destination Subnet Mask Gateway Hop Enable
- o — | r
. — — — =T
« Client/Server/Proxy ) l— l— l— l_ -
'9 Advanced Network 'I 4 li li l— l— r
| Applications i 5 1 r
: r r 1 1 r
O — — —— || r
e r r 1 1 r
- Undo
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3.3.2 Dynamic Routing

Dynamic Routing: Routing Information Protocol (RIP) will exchange information
about destinations for computing routes throughout the network. Please select
RIPv2 only if you have different subnets in your network. Otherwise, please select

RIPv1 if you need this protocol.

]
Static Routing Dynamic Routing

* Routing Table [HELP]
ltem Setting
» Dynamic Routing @ Digable © RIPv1 © RIP\2
- Undo
3.4  Client/Server/Proxy
E! m Dynamic DNS
LVELR |
tem Setting
.@ Basic Network o DHCP Sarver [OHCP T 2] € Disasie & Enatie
- LAN(WIFT) & WAN " LAN IP Addvess fisz1ee 1253
- NAT + IP Pool Starting Address [1e2
* 1P Poot Enaing Adcrots W
e * Loase Tme WS‘&OGI
.9 Advanced Network ’ o Dotk Nedse I'—
.0 Applications . + Pemary DNS l
» Secondary DNS [
. -
Q) Sreem | pe— —
» Secondary WINS |
» Gateway l (cptonal)

[Ssw] undo| contsist | Foeavesong |

® DHCP Server: The settings include Host IP, Subnet Mask, Gateway, DNS, and

WINS configurations.
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® Dynamic DNS: To host your server on a changing IP address, you have to use

dynamic domain name service (DDNS).

3.4.1 DHCP Server

o ——

o DHCH Satver’ ey
Bem Setting

+ DHCP Sarvr ‘[chT’TE] € Disadie & Eaatie 7

LA P Aomuss [Faim

+ P Pool Sanng Address [T

+ P Poot Endng ASdtest LT

¢ Lease Tme 5400  Sacenos

+ Domaen Name [—

* Prmary DNS ,—

» Secondary DNS —

+ Primary WINS [_

+ Secencary WINS —

+ Gateway [— (spsonet)

1. DHCP Server: You can have total four (DHCP1~DHCP4) different settings
of DHCP server configurations on this device. If you divide LAN network into
different groups via VLAN ID (Please refer to Advanced Setting->VLAN for
detail), you can have different DHCP server settings for each of them.

2. IP Pool Starting/Ending Address: Whenever there is a request, the
DHCP server will automatically allocate an unused IP address from the IP
address pool to the requesting computer. You must specify the starting / ending
address of the IP address pool.

3. Lease Time: DHCP lease time to the DHCP client.

4. Domain Name: Optional, this information will be passed to the clients.

5. Primary DNS/Secondary DNS: Optional. This feature allows you to assign

a DNS Servers.
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6. Primary WINS/Secondary WINS: Optional. This feature allows you to
assign a WINS Servers

7. Gateway: Optional. Gateway Address would be the IP address of an
alternate gateway. This function enables you to assign another gateway to your

PC, when DHCP server offers an IP to your PC.

Click on “Save” to store your settings or click “Undo” to give up the changes.

Press “Clients List” and the list of DHCP clients will be shown consequently.

IP Address Host Name MAC Address Type Lease Time Select

102 168.1.100 25613109 00-A2-24-61-A2-55 Wired 21:22:48

Doiete | Back| Retesh | FuedMapping |

Press “Fixed Mapping” and the DHCP Server will reserve the special IP for

designated MAC address.

DHCP clients| - Selectone — =] _Copyto |ip [- =]
ID MAC Address IP Address Enable
1 — — i
2 I— I— i
3 I— I— i
4 — — i
5 I— I— i
6 |— — i
7 — — i
8 I— I— i
9 r r O
10 — — i

=<Previous | Next=> ISa\oeI Undo | Backl
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3.4.2 Dynamic DNS

To host your server on a changing IP address, you have to use dynamic domain
name service (DDNS). So that anyone wishing to reach your host only needs to
know the name of it. Dynamic DNS will map the name of your host to your current
IP address, which changes each time you connect your Internet service provider.
Before you enable Dynamic DNS, you need to register an account on one of these

Dynamic DNS servers that we list in Provider field.

P Server N IDTOMEDNOR

-
Iltem Setting
» DDNS @ Disable © Enable
+ Provider h
» HostName |
¥ Usemname / E-mail |
+ Password / Key |
- Undo
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Chapter 4 Configurations- Advanced Network

The Advanced Wireless Settings provide some 802.11 parameters for you to configure
and adjust the wireless behavior and performance. If you are not familiar with 802.11

technology, it is not recommended to change the default settings.

|@ Wizard = Advanced Network

' St « Frewall
- Packet Filters : Allows you fo confrol access to a network by analyzing the incoming and outgoing packeis and leting them pass or halting them
Basic Network
'. SHEHEENE based on the IP address of the source and destination.
- Domain Filters - Let you preventusers under this device from accessing specific URLS.
'9 Advanced Network | |
- URL Blocking : URL Blocking will block LAN computers fo connectto pre-defined websites.

- Firewall -MAC Address Confrol : MAC Address Confrol allows you o assign diflerent access right fordifferent users and fo assign a specific IP address fo
- QoS a3 certain MAC address.

- VLAN * VPN-LZTP Client

- Green - In order to create virual private connectien via tunneling to remote VPN-L2TP servers.

* Management = VPN-PPTP Client

o - In order to create virtual private connection via tunneling to remote VPN-FPTF senvers.
I & Applications
- - Discard PING from WAN side- When this feature is enabled, hosts on the WAN cannot ping the Device.

'® System s QoS

- Scenario Selection - Quality of Senvice can provide different priority to diffierent users or data flows, or guarantee a certain level of performance.

« Management

- SNMP : Gives a user the capability to remetely manage a computer network by pelling and setting terminal values and monitering netwerk events.

This router also support many advanced network features, such as firewall, QoS, VLAN

and Management. You can finish those configurations in this section.

4.1 Firewall

The firewall functions include Packet Filters, Domain Filters, URL Blocking, and MAC

Control.
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]
.@ Wizard Firewall Status Packet Filters Domain Filters URL Blocking MAC Control Others

* Qutbound Riter
(&) sows B — =

ftem Status

I Basic'Network Outbound Filter Disable

Local Client Only Allow Remote Host ‘ Service Working Time

|® Advanced Network |

- =1 Inbound Filter
@ Firewall
Item Status
- Qo$

. VLAN Inbound Filter Disable

- Green Remote Host Deny Remote Host to access ‘ Service Working Time

- Management = Domain Filter

"D Applications ftem Status

Domain Filter Disable

'@ Systemn

Domain Access

All other Domains Yes

4.1.1 Firewall Status

This page shows the status of Firewall settings such as Packet Filters (for both
Outbound and Inbound Filters) and Domain Filters. You can do the settings by
clicking the Modify button on the right hand side or by going into the specific page

hereunder explained.

Firewall Status Packet Filters Domain Filters URL Blocking MAC Control Others

ltem Status
Qutbound Filter Disable
Local Client Only Allow Remote Host | Service ‘ Working Time
ltem Status
Inbound Filter Disable
Remote Host Deny Remote Host to access | Service ‘ Working Time
Item Status
Domain Filter Disable
Domain Access
All other Domains Yes
Refresh
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4.1.2 Packet Filters

Firewall Status w Domain Filters

Item

URL Blocking MAC Control Others

Setting

+ Quibound Packet Filter ™ Enable

& Allow all to pass exceptthoze match the following rules.

€ Denyall fo pass exceptthose match the following rules.
D Source IP Destination IP : Ports Enable Use rule#
1 I— | I r {0) Aways
! [ | | (0) Aways =]
3 [ | | r ) Aways 7]
4 [ [ ] r (0) Aways =]
; — | ] | [@aesd
B I— | I r (0) Always
! [ | | r ) Aways 7]
¢ I | | r (0) Aways =

sawe | undo | nbound Fitter | MAC Level |

Packet Filter includes both outbound filter and inbound filter. And they have same

way to setting. It enables you to control what packets are allowed to pass the router.

Outbound filter applies on all outbound packets. However, inbound filter applies on

packets that destined to Virtual Servers or DMZ host only. You can select one of the

two filtering policies:

1. Allow all to pass except those match the specified rules.

2.Deny all to pass except those match the specified rules.

You can specify 8 rules for each direction: inbound or outbound. For each rule, you

can define the following:

[ ) Source IP address
° Source port

) Destination IP address
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o Destination port
) Protocol: TCP or UDP or both.

) Use Rule#

For source or destination IP address, you can define a single IP address (4.3.2.1) or
a range of IP addresses (4.3.2.1-4.3.2.254). An empty implies all IP addresses.

For source or destination port, you can define a single port (80) or a range of ports
(1000-1999). Add prefix "T" or "U" to specify TCP or UDP protocol. For example,
T80, U53, U2000-2999, No prefix indicates both TCP and UDP are defined. An
empty implies all port addresses. Packet Filter can work with Scheduling Rules,
and give user more flexibility on Access control. For Detail, please refer to
Scheduling Rule.

Each rule can be enabled or disabled individually.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the

changes.
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4.1.3

Firewall Status

Item

Domain Filters

Packet Filters m URL Blocking

MAC Control

Others

Setting

» Domain Filter I Enable

+ Log DNS Query " Enable

r Privilege IP Addreszes Range mel—Tul—
D Domain Suffix Action Enable Use Rule#
1 | ™ Drop " Log i Im
2 I ™ Drop [~ Log i lm
3 | ™ Drop T Log | lm
4 | ™ Drop " Log i Im
5 I ™ Drop [~ Log i lm
6 | ™ Drop T Log | lm
7 | ™ Drop ™ Leg [ |(D) Aways vl
8 I ™ Drop [~ Log i lm
9 | ™ Drop T Log | lm
10 * (all others) ™ Drop T Log [0y Aways =]

- Undol

Domain Filter prevents users under this device from accessing specific URLS.

1. Domain Filter: Check if you want to enable Domain Filter.

2. Log DNS Query: Check if you want to log the action when someone

accesses the specific URLSs.

3. Privilege IP Address Range: Setting a group of hosts and privilege these

hosts to access network without restriction.

4. Domain Suffix: A suffix of URL can be restricted, for example, ".com”,

"xxx.com".

5. Action: When someone is accessing the URL met the domain-suffix, what

kind of action you want.

Check “Drop” to block the access. Check “Log” to log these access.
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6. Enable: Check to enable each rule.
Afterwards, click on “Save” to store your settings or click “Undo” to give up

the changes.

4.1.4 URL Blocking

URL Blocking will block LAN computers to connect with pre-define Websites. The
major difference between “Domain filter” and “URL Blocking” is Domain filter
requires user to input suffix (like .com or .org, etc), while URL Blocking requires user
to input a keyword only. In other words, Domain filter can block specific website,

while URL Blocking can block hundreds of websites by simply a keyword.

Firewall Status Packet Filters Domain Filters m MAC Control Others

e———)
-
Item Setting
» URL Blocking I~ Enable
ID URL Enable
1 | r
2 | r
3 | r
4 | r
5 | r
8 | r
7 | r
8 | r
9 | r
10 | r
[save ] undo |

1. URL Blocking: Check if you want to enable URL Blocking.
2.  URL: If any part of the Website's URL matches the pre-defined word, the

connection will be blocked. For example, you can use pre-defined word "sex" to
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block all websites if their URLs contain pre-defined word "sex".

3. Enable: Check to enable each rule.

Afterwards, click on “Save” to store your settings or click “Undo” to give up

the changes.

4.1.5 MAC Control

MAC Address Control allows you to assign different access right for different users

and to assign a specific IP address to a certain MAC address.

Firewall Status Packet Filters Domain Filters URL Blocking m

Item

Setting

» MAC Address Control ™ Enable

" Connection control Wireless and wired clients with C checked can connect fo this device; and Ialluw 'l unszpecified MAC addresses fo connect

™ Association control Wirelezz clients with Achecked can azzociate to the wireless LAN; and W pecified MAC add o associate.
DHCP clientsl - selectone - j Copyto |ID l_;l

D MAC [ A Use Rule#

; I r r [@Awars 5]

> I r r [ A =]

3 I r r [©Awars 5]

4 I r r [@Awars 5]

5 I r r [ A =]

==Previous | Neyt== ISaveI Undu|

1. MAC Address Control: Check “Enable” to enable the “MAC Address

Control”. All of the settings in this page will take effect only when “Enable” is

checked.

2. Connection control: Check "Connection control" to enable the controlling of

which wired and wireless clients can connect with this device. If a client is denied
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to connect with this device, it means the client can't access to the Internet either.
Choose "allow" or "deny" to allow or deny the clients, whose MAC addresses are
not in the "Control table" (please see below), to connect with this device.

3. Association control: Check "Association control” to enable the controlling of
which wireless client can associate to the wireless LAN. If a client is denied to
associate to the wireless LAN, it means the client can't send or receive any data
via this device. Choose "allow" or "deny" to allow or deny the clients, whose MAC
addresses are not in the "Control table", to associate to the wireless LAN.
Afterwards, click on “Save” to store your settings or click “Undo” to give up the

changes.

4.1.6 Others

Firewall Status Packet Filters Domain Filters URL Blocking MAC Control m

Item Enable

» MAC Address for Wake-on-LAN I \Wake up |

b Discard PING from WAN side

» DoS Attack Detection

» SPlmode

» Disable PPTP Passthrough

v Disable L2TF Passthrough

» Disable IPSec Pazsthrough

a0 n

b Keep WAN in stealth mode

- Undo |

1. MAC Address for Wake-on-LAN: Input MAC address of host that you want
to use WOL.

2. Discard PING from WAN side: When this feature is enabled, any host on
the WAN cannot ping this product.

3. DoS Attack Detection: When this feature is enabled, the router will detect

A-LINK WNAP4G User Manual 66



and log the DoS attack coming from the Internet. Currently, the router can detect
the following DoS attack: SYN Attack, WinNuke, Port Scan, Ping of Death, Land
Attack etc.

4. SPI mode: You can enable this function and the router will check every
incoming packet to verify if this packet is valid or not, and drop those invalid
packets.

5. Disable PPTP passthrough: The PPTP passthrough is enabled by default.
You can disable here.

6. Disable L2TP passthrough: The L2TP passthrough is enabled by default.
You can disable here.

7. Disable IPSec passthrough: The IPSec passthrough is enabled by default.
You can disable here.

8. Stealth Mode: If enable this option, router will become “hidden” if someone

uses port scan utility to scan available ports on this router.

Afterwards, click on “Save” to store your settings or click “Undo” to give up

the changes.

4.2 QoS (Quality of Service)

Quiality of Service (QoS) helps to prioritize data as it enters your router. By attaching
special identification marks or headers to incoming packets, QoS determines which
gueue the packets enter, based on priority. This is useful when there are certain types of
data you want to give higher priority to, such as voice data packets given higher priority
than Web data packets.

This router provides two types of Cross-layer QoS (support throughout Application/
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Transport/ Data link/Network Layers in the network) tools. They are “Smart QoS” and
“User Defined Rule-based QoS” to help you easily configure the QoS that you need.
Please find more details in the later section.

The main goal of QoS is prioritizing incoming data, preventing data loss due to factors
such as jitter, delay and dropping. Another important aspect of QoS is ensuring that
prioritizing one data flow doesn’t interfere with other data flows. QoS can be toggled
Activated and Deactivated. QoS must be activated before you can edit the following

options. When you are done making changes, click on Save to save your changes.

4.2.1 Smart QoS

Scenario Selection

Item Setting

r Cross-layer Qo3

I Disable =

» Qo5 Mode

I Smart-QoS 'l

+ Bandwidth of Upstream

I Kbps (Kilobits per second)

+ Bandwidth of Downsiream

I Kbps (Kilobits per second)

» Flexible Bandwidih Management

I Disable «

Item

Select

» Game

» Chat

+ VoIP

» P2P

» Video

r Web

EEEE R NN

1. QoS : you can select enable/disable the QoS control

2. QoS Mode : select “Smart-QoS” for your own QoS control

3. Bandwidth of Upstream / Bandwidth of Downstream : you can input the

value of maximize of upstream and downstream bandwidth from your ISP
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4. Flexible Bandwidth Management (FBM):

Btm SaTling
T Dig abiy =
v D05 Mode Emar-OoZ b

o Bandwdh WManagement [E':I:l:'g

A. When this management is enabled, system will share the bandwidth of those
selected applications to other applications if user do not run those selected
application, for example, If you select Game/ VolP/ Video 3 applications for
higher priority in your system, then the system will automatically reserve 10% of
bandwidth to other application, and share the rest of bandwidth (100-
10)/3=30% each to Game/VolP/Video, so if user do not play a game, then the
system will flexible share the 30% of bandwidth to other application.

Example for Smart-QoS with FBM enable : Mr. Wang selects Game/ VolP/
Video 3 applications for higher priority in his system, the system will automatically
reserve 10% of minimum rate of bandwidth to other application, and share the
rest minimum rate of bandwidth (100-10)/3=30% each to Game/VolP/Video. If
Mr. Wang’s son plays on-line game in the morning, the total bandwidth will all
reserve to his son. By the evening, when Mr. Wang back home and wants to
watch IPTV, then he will get the same priority with his son, and share the
bandwidth.

B. When this management is disabled, system will allow you to input percentage

of bandwidth manually.
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[tem Select

» Game [

» Chat

» VoIP

» P2P

» Video

a0

» Web

4.2.2 User Defined Rule-based QoS

Scenario Selection

-
Item Setting
¥ Crozs-layer QoS lm
» QoS Mode [User-defined QoS Rule ]
+ Bandwidth of Upsiream l— Kbps (Kilobits per second)
+ Bandwidth of Downsiream l— Kbps (Kilobits per second)
» Flexible Bandwidih Management Disable 'l
-
QoS Rules Table
Add New Rule... |
Restart | | Resst |

1. QoS: You can enable/disable this QoS control.

2. QoS Mode: You can select User defined QoS rule for your own QoS control
3. Bandwidth of Upstream / Bandwidth of Downstream: You can input the
value of maximize of upstream and downstream bandwidth from your ISP

4. Create a QoS Rule: You can press the button of ‘Add New Rule’ shown in
the icon above to create a new QoS rule. you can enable the rule, and select
QoS class type as below. Please do “Class” selection before you do “Function”
selection. Each “Class” has its own subordinated “Function” options.

5. Add a Conjunction (AND) Rule: You can add a conjunction rule by clicking

the “Add a Conjunction (AND) Rule...” button and you will be able to see two
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more items- “And Rule - Class” and “And Rule — Class Info” in the icon below.

Item Setting
+ Rule [+ Enable
} Class TCPPORT 'I
+ Class Info - PORT
» Function FRI 2
+ Function data - Priority
+ Direction m
+ Schedule (0) Aways 'l
+ And Rule - Class P 'l
+ And Rule - Class Info

A. Class: You can create your own QoS rule by different classes as below.

Item Setting
» Rule [¥ Enable
» Class Info - IP TCPPORT -IP
 Functon UMACDF'F'ORT
» Function data - Priority e ]
» Direction In =
¥ Schedule (D) Always x
» And Rule - Class [TCFPORT =]
» And Rule - Class Info l—
Iciass Description
IP IP address based
N TCP port
JUDPPORT |UDP port
MAC MAC based
DSCP DSCP based
TOS TOS based
VLANPRI VLAN enabled PRI

DSCP setting: You can set your own DSCP value here.
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DiffServ Code Point: You can select code value.
Service Type: You can select their service type.

B. Function: You can set your own function value to enable your QoS rule as

below.

Scenario Selection

[tem Setting

» Rule " Enable

b Class IP hd

b Class Info- IP | ~

» Function

+ Function data - Priority
MINR
+ Direciion SESSION
DROP
+ Schedule LOG
ALERT
sae| Undo|  AndanewRule..
Function Description Data
PRI Priority 1~-6
MAXR Maximum bandwidth Rate KBps/MBps
MINR Minimum bandwidth Rate KBps/MBps
SESSION Connection session number
DROP Drop packet None
LOG Log event None
ALERT Alert event None
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PRI: Function data- Priority : 1~6

Scenario Selection

C. Direction: You can select inbond/ outbond for your direction.

IDirection

IIN inbond

IOUT outbond

IBOTH inbond & outbond

ftem Setting
+ Rule ¥ Enable
+ Class lm
» DiffServ CodePoint [IFPrecedenca 2(C2) x|
+ Senice Type IKE{UDP:500) -
+ Funciion FRI -
| Funcion data -Priory | -
+ Direction m
+ Schedule lm
+ And Rule - Class IP -
+ And Rule - Class Info l—

D. Schedule: leave the default value of “(0)Always” as it is.

7. Finishing QoS settings:

Once you saved the QoS rule, system will show you the rule as below, you can

add another new rule accordingly.
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= Advanced Setting

QoS Rules Table

1 ¥ DSCP :C52 SetPRIPriority - (In) (Always)

Add New Rule... |
Restart | Resetl

Saved! The change takes effective immediately!

System will show you all your QoS rules as below

= Advanced Setting

QoS Rules Table

1w # DSCP  :CS2 SetPRIPriority (In) (Aways)
AND i UDPPORT : 5060
[F 2 # ®DSCP :BE SetMAXRRate :KBps (In) (Always)

AN_MD\',;'UDORT 122
Add New Rule... |
Resfart | Resetl

Move up Rule 2 OK!

J

Note 1. : You can move up or down the priority of al/ rules by pointing the “’or’|
if you want to change the priority.

Note 2. : You can unmark any rule if you do not want it enable now.

% Advanced Setting

QoS Rules Table

:BE SetMAXR Rate :KBps (In) (Always)

Add New Rule... |
Resfart | Resetl
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4.3 VLAN

The VLAN function allows you to divide local network into different “virtual LAN”. In some
cases, ISP may need router to support “VLAN tag” for certain kinds of services (e.g.
IPTV) to work properly.

There are four LAN ports with this router, so you can have up to 4 VLAN if required.
Those four LAN ports belong to one VLAN by default. If you want to divide them into
different VLAN, you just need to assign different “VID” for them. If ISP requests a “VLAN

Tag” with your outgoing data, please remember to check the checkbox of “Tx TAG”.

|® Wizard

| Status = LANVLAN Settings
. Ethernet WAN/ILAN vID Tx TAG
l. Basic Network
Port 1 WAN 0 B
l@ Advanced Network | Fort 2 Lan |1— -
- Firewall Fort 3 LAN 1 C
- QoS Port 4 LAN 1 r
LOVLAN Port5 LAN 1 -
= Green _—
- Management
Internet or ISP map WAN(VLAN
| Applications VLAN ID on LAN LANWireless LAN(Interface) Tag Type
o D)
|@ o 1 Port?, Port3, Porid, Ports += NAT 0

save| Undo | | wAN VLAN Setiings |

If you want to map WAN ID, you can press “WAN VLAN settings”, and change router type
to Bridge and add WAN Map VLAN ID to your value.

*1 VLAN Setfings

Item Setting

» VD IE
» Routing Type INAT 'l
» DHCP Setiing IDHCP 1 vl
[save ] undo | Back |
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4.4 Green

I@ Wizard
—
I Status
Item Enable
| C) Basic Network  Green AP m
» Power Saving Mode r
I@ Advanced Network 'l
» Power Saving Check Inferval I
« Firewall
- -m Undo
* QoS

|

"+ Management

I Applications
I@ Systemn

The Smart Green Settings provide different power saving options for you to configure.

1. Green AP: With this function enabled, the device will try to turn off one wireless TX
path to save the power when there is no any wireless client connected.

2. Power Saving Mode & Power Saving Check Interval: With the power saving mode,
and time interval been specified, the device will automatically check if the power saving
criteria is meet or not periodically and reduce the overall power consumption of the

device consequently.

4.5 Management

45.1 UPNnP

The device supports the UPnP function. If the OS of your client computer supports
this function, and you enabled it, like Windows XP, you can see the following icon

when the client computer gets IP from the device.
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1-@ Wiras
tc’ Sthm

t(:} [T T,

tﬂ Aivmced Herwork |

- Firewall
- On%

< VLAM

= Gieen

o Management |
tO Applirasens \

J @ e |

45.2 SNMP

In brief, SNMP, the Simple Network Management Protocol, is a protocol designed to

give a user the capability to remotely manage a computer network by polling and

setting terminal values and monitoring network events.

| &N wizard

| Status

| CJ Basic Network

| €3 Advanced Network |

- Firewall
- QoS
- VLAN

- Green

' Applications |

'@ System |

|
uPn® [ YSNMP

=1 SNMP Setting

Item

TR-069

Setting

» Enable SNMP

™ Local ™ Remote

» Get Community

» Set Community

IR

P2

HIP3

HIP4

» SNMF Version

» WAN Access IP Address

1. Enable SNMP: You must check “Local’, “Remote” or both to enable SNMP

function. If “Local” is checked, this device will respond request from LAN. If

“‘Remote” is checked, this device will respond request from WAN.
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2. Get Community: The community of GetRequest is that this device will
respond.

3. Set Community: The community of SetRequest is that this device will
accept.

4. IP1,IP 2, 1P 3, IP 4: Enter the IP addresses of your SNMP Management
PCs. User has to configure where this device should send SNMP Trap message.
5. SNMP Version: Select proper SNMP Version that your SNMP Management
software supports.

6. WAN Access IP Address: If you want to limit the remote SNMP access to
specific computer, please enter the PC’s IP address. The default value is 0.0.0.0,
and it means that any Internet connected computer can get some information of
the device with SNMP protocol.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the

changes.
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4.5.3 TR-069 Remote Management

UPnP SNMP TRO69

% TR-069 Setting

Setting

» TR-069
= ACS Setting

» ACS URL

@ Disable C Enable

» ACS URL I

» ACS UserName I

» CPE Sefiing IBI]QQ

» ConneclionReguest Port I

» ConneclionRequest UserName I

» Inform Setting  Disable & Enable
+ Inform 200 seconds

1. TR-069: Disable or enable the TR-069 settings.

Undo |

2. ACS setting: you may add ACS URL/ Username/ Password.

3. CPE setting: you may add CPE connection request port/ username

/password.

4. Inform setting: you may enable/disable the interval of informing CPE.

Note: TR-069 is a customized feature for ISP only and end user can not see this

setting page. If you are an ISP please contact with us once you get any problem to

configure.
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Chapter 5 Configurations - Applications

In this section you can do Disk Utility, Samba Server, FTP Service Configuration, Access

Control, iTunes Server, Download Assistant, and Web HDD settings.

|@ Wizard =

l S + Disk Utility

~For disk format and size limitation
| Basic Network |

'@ Advanced Network I - For samba server naming

« Samba Server

< « FTP Service Configuration
' R | - FTP Service Configuration
- Mobile Applications * Access Control
NAS - Management for fip / samba user list

|® Sy » iTunes Server

- For enable itunes server

+ Download Assistant
- For FTPMHTTP/BT download senvice

« Web HDD
- For guestand admin to check web hdd

5.1 USSD

USSD is a way to let subscribers finish some application on line, such as recharge SIM
card.

Enter the USSD command you got from ISP or carrier, and press button “Send” to send
this request to ISP or carrier. In most cases, ISP/Carrier will return a message regarding
to your USSD command. The replied message will be showed at this page as well.
Please note some replied message is sent back via SMS, and this device can’t deal with
any SMS message. If you don’t get any response after sending the command, please call

your ISP/carrier to confirm you request has been accepted.
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» USSD

5.2 NAS

With NAS function on this device, you can share your USB drive or USB HDD via

network easily.

5.2.1 Disk Utility

| " Disk WElity File Sharing  Access Control — iTunes Server  Download Assistant  Download States — Web HDD

r Disk Totad Capadity = 2500585 LB

Partition

Frge{MIB)

Ursesd{MB)

Total{ RIE)

1MTFS]

199091

Wadnan ! Formating will erase ;II Aaka ok i pamlon

1. Format

This utility would format the certain partition.

Please be noted! This action will clear all your data in this partition. You will not

e

be able to recover it any more.

2. Check

This utility could help you check the partition, find the lost files, try to fix some

problems.
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5.2.2 Samba Server

FTP Service Configuration ' Access Control  iTunes Server  Download Assistant  Download Status  Web HDD  Miscellaneou

Item Setting
» Samba Server EH&IEDwsable C Enable
» Computer Name |
» WorkGroup |
» Server Comment I
Savel Undul

These settings are for Samba Server (Windows My Network Places).

1. Samba Server: Enable or Disable Samba server functions.

2. Computer Name

The name that is showed on the windows network neighbors search result.

3. WorkGroup

This name MUST be the same as your computer, or you could not search this
device via windows.

4. Server Comment: Just a comment for recognize.

5.2.3 FTP Server Configuration

Disk Utility = Samba Serve ervice' Configuration Access Control * iTunes Server Download Assistant * Download Status - Web HDD * Miscellaneous
Item Setting
» FTP  Eneble ® Disable
¥ FTP Port |21—
» FTP Max Connection per IP IE
» FTP MAX Clients IE
» Client Support UTFS ® Yes C No
- Undo
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These settings are for FTP service.
1. FTP: Enable or disable functions of FTP server on this device.
2. FTP Port:
The default port is 21, but sometimes you might want to hide your FTP service by
changing it. We have the ability to receive the request on non-standard FTP port,
but please be noted, some NAT router could not support non-standard FTP port,
that means some of your clients might have to use passive mode to get file.
3. FTP Max Connection per IP: You can limit the maximum number of FTP
connection for each client.
4. FTP MAX Clients: You can indicate how many FTP clients can access the
FTP service on this device at the same time.
5. Client Support UTF8:
This option is used when your FTP client could support UTF8. Usually, the

default value “No” is okay for most clients.

5.2.4 Access Control

5.2.4.1 User Access Configuration

Disk Utility * Samba Server ' FTP Service Configuratiol |_ iTunes Server ' Download Assistant ' Download Status - Web HDD  Miscellaneous

Item Setting

» Security Level @ Guestmode © Authorization mode

Sawe User Configuration

The default setting is “Guest mode”, all clients could access as anonymous
users.
If you want to control the permission, change to “Authorization mode” and save it,

then go to “User Configuration”.
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5.2.4.2 User Configuration

Disk Utility * Samba Server ' FTP Service Configuratio 1 iTunes Server ' Download Assistant ' Download Status ' Web HDD * Miscellaneous

Item

Setting

+ Username

I ((Max. 20 users))

+ Password

—

D ‘

Username

Password

Select

New Add | Delete | Undo | Back |

In this page, you can manage the user account.

Key in the user name and password then press “Add” could let you add a new

user.

If you want to delete an account, select it and click “Delete” button.

5.2.5 iTune Server

Disk Ltility ~ Samba Server * FTP Service Configuration * Access Contr( 'Iw Download Assistant ' Download Status  Web HDD * Miscellaneous

Item

Setting

+ Sendce

" Enable # Disable

+ Share Partition

+ Senice Name

+ Senice Port

+ Access Password

This function could enable the built-in iTunes Server to support iTunes which is a

media player released by Apple.

1. Server Name: The name of this server, it will be shown on the iTunes.

2. Share Partition: Select which partition on USB drive that you want to share.

3. Service Port: The TCP port for WEB management interface, for example, if
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the default value is 3689, then your iTunes server URL will be
http://This_Device 1P:3689
4. Access Password: The password for iTunes Server WEB management

interface.

5.2.6 Download Assistant

With Download Assistant, you don’t need to turn the computer all day on to wait for
download to be finished. This device will help you download files from remote FTP

server or HTTP server automatically

5.2.6.1 Download Assistant- FTP
If you want to download something from a FTP site regularly but you don’t want
to spend time on remembering doing this, this FTP download assistant could help

you.

Disk Ukiliey ~ File Sharing * Access Comtral * iTunes Senner Inl:lm Download Stanss  Web HDD
= Download Assistant - FTP

Iesm Selmrg

» Dawnlasd Tipe EFTE QHETTE O BT

Sl Hames

» LURL

» Saee To Mo Dgenicadef TR

s Lagin meted & ananymsus O Ancount

» LIsername |
v Pagswcrd |

» Start Time O Schaags &) Al Onca
Tirres | [2ERIS

"R w0 Ll I-I"-': dewriload sanice of FTF, HTTF, o BT,
please chaeck il these files you downdcaded are legal or nat

[ E-mail slert Configuration [ Save |[ Undo |

1. Job Name:
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It's for you to remember the job easily, and the device would use this name to
info you when the job is done.

2. URL:

The URL for the file you want to download.

You have to use this format:

IP/path/file, you don’t have to add protocol part such like “ftp://”.

3. Save To:

The destination path on USB disk that you want to save files.

Default value is /C/Download/FTP

4. Login method:

Anonymous, you can access this site without any authentication

Account, you have to enter the username and password to login.

5. Start Time:

Schedule: this device will start FTP download on the time that you specified. The
schedule job that is saved could be check on Status page by selecting “View

Scheduled Download Status”.

Note: The FTP download would be started immediately.
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5.2.6.2 HTTP

Disk Urilsty ~ File Sharing  Access Contred — iTunes Serve rl S0 . Download Status

Rem Setnrg
 Dowmiload Type CETP SHTTE BT
v Job Mame
» ILIRL
» Sared To M DowrloadsMT TR
s Sxnt Tifme O Sehedule (5 AL O
me
T S [ ad F [ r
P e fles Fded 3 aa
E-mail Aler Configuration | Bave )| Undo |
1. Job Name:

It's for you to remember the job easily, and the device would use this name to
info you when the job is done.

2. URL:

The URL for the file you want to download.

You have to use this format:

IP/path/file, you don’t have to add protocol part such like “http://”.

3. Save To:

The destination path on USB disk that you want to save files.

Default value is /C/Download/HTTP

4. Start Time:

Schedule: this device will start FTP download on the time that you specified. The
schedule job that is saved could be check on Status page by selecting “View

Scheduled Download Status”.
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5.2.6.3 BT (Bit Torrent)

P
Disk Uttty  File Sharing  Accoess Control - (Tunes Server] Sliowmicad Assistamt  Downlosd Sistus — Webs HIDD

¢+ Dowmload Trpe OFTP GH!TF'I'E}:ET

Openn Remove | Pause Resume | Pause Al Resume Al Eter  [nspedtor
B Trarafers L
D Downloading Seeding  Paused  Quesmsd O, Filtor

1. Start BT download

First, you have to get a seed file, which we called “torrent”. Then click the “Open”
link on Ul, it would pop up a sub menu to let you upload.

Or, if your torrent file could be download from network, you could just enter a

URL.

Download Status  Web HDO

2. BT download status- Job List

After you upload the torrent, download job would be started immediately.

The device could support 3 concurrent download jobs, other jobs would wait in
job queue. If one of the three running job is done, the next new job would be
started.

At this page, you could see the download process and the bandwidth.
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5.2.7 Download Status

Select any job on the list, and click right button of mouse, you could see a menu
with several actions you could do. You could “Pause”, “Delete” or “Remove” a job

with this sub menu.

Disk Utility ~ Samba Server ' FTP Service Configuration * Access Control * iTunes Server  Download Amimrlm Web HDD  Miscellaneous

There are 0 download jobs in the list.
* View IRUHan (0 Jobs) 'l Download Status

Page 1

‘ Type ‘ Name ‘ Status

Pause | Delete | Resume | StartNow

Reiresh

5.2.8 Web HDD

This Web HDD can allow you to enter HDD by web Ul, and also can allow you to let

‘guest’ to enter the ‘public’ area only.

Disk UHility ~ Samba Server ' FTP Service Configuration * Access Control  iTunes Server  Download Assistant * Download Stat |sm Miscellaneous

Name Size Last modified

™ # Top Directory
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5.2.9 Miscellaneous

This setting is for UPnP AV media server service.

Disk LHility - Samba Server ' FTP Service Configuration * Access Control * iTunes Server  Download Assistant  Download Status - Web HDL § SMiscellaneous

Iltem Setting

» Media Server C

- Undo |
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Chapter 6 System

In this section you can see system information, system logs, use system tools for system

update and do service scheduling and system administration setting.

(&Y wizerd

|' mazian « System Information
- View the system logs.
I. Basic Network
+ System Tools
|® Advanced Network - Account & Password - Allow you 1o change system password.
- FW Upgrade : Prompi the i for a file and itto this device.
'@ Applications - System Time : Allow you to set device time manually or consult network ime from NTP server.
- Backup Setfing : Save the setfings of this device fo afile.
'@ System - Resetfo Default- Resetthe seffings of this device fo the default values.

- - Reboot: Reboot this device.
- Systemn Information
- Domain Name or IP address for Ping Test Allow you fo configure an IP, and ping the device. You can ping a secific IP fo testwhether itis

= System Status -
alive.

- Systemn Tools

+ Scheduling

- Scheduling
- Schedule Rule : Apply schedule rules fo Packet Filters and Virtual Server.

- Administrator Time-out The amount of ime of inactivity before the devicewill aut tically close the Admini: ion. Setthis to zero to

disable it
- Remote Adminisirator Host In general, only Infranet user can browse the buili-in web pages to perform administration task This feature
enables you to perform adminisfration task from remote host.

6.1 System Information

]
System Info

% System Infomation

tem Setting

» WAN Type Dynamic IP Address

+ Display time Wed, 21 Nov2012 11:59:44 <0800

» Log Types Setting |

Refresh

You can view the System Information and System log, and download/clear the System

A-LINK WNAP4G User Manual 91



log, in this page.

6.2 System Status

6.2.1 Web Log

]
Web Log Syslogd Email Alert
% WebLog
Time Log

Page: 0/0 {Log Number:0)

==Preyipus | Ne:cl»l First Page | Last Page |
Refreshl Download | Clear logs

6.2.2 System Log

]
Web Lo Syslogd Email Alert

-
* System Log Settings [HELP]
Item Setting Enable
» IP address for syslogd I C

Undo |

This page supports two methods to export system logs to specific destination by
means of syslog (UDP) and SMTP(TCP). The items you have to setup include:

1. IP Address for Syslog: Host IP of destination where syslog will be sent to.

Check Enable to enable this function.
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6.2.3 Emalil Alert

Web Log Syslogd m

ltem ‘ Setting Enable
+ Setling of Email alert r

« SMTFP Server : port | ;l

« SMTP Usemame I—

+ SMTP Password I—

* E-mail addresses | =]

» E-mail subject I—

_Unco |
View Log... Email Log Mow |

1. Setting of Email alert: Check if you want to enable Email alert (send syslog
via email).

2. SMTP Server: Port: Input the SMTP server IP and port, which are connected
with "', If you do not specify port number, the default value is 25.

For example, "mail.your_url.com" or "192.168.1.100:26".

3. SMTP Username: Enter the Username offered by your ISP.

4. SMTP Password: Enter the User name offered by your ISP.

5. E-mail Addresses: The recipients are the ones who will receive these logs.
You can assign more than 1 recipient, using ;' or ',' to separate these email
addresses.

6. E-mail Subject: The subject of email alert is optional.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the

changes.
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6.3 System Tools

6.3.1 Account & Password
You can change the System Password here. We strongly recommend you to

change the system password for security reason. Click on “Save” to store your

settings or click “Undo” to give up the changes.

Others

P
'@ Wizard Account & Password FW Upgrade System Time

() sows
item Setting
'. BasicHEtwork I » Old Password l—
'@ Advanced Network I » New Password
» Reconfirm l—
' Applications I m —

l@ System |

- System Information
- System Status

@ System Tools

- Scheduling

6.3.2 FW Upgrade

If new firmware is available, you can upgrade router firmware through the WEB GUI

here.

]
Account & Password FW Upgrade Systemn Time Others
——

* Frmware Upgrade

Hrmware Flename

| S
Current firmware version iz R0.02d0-11060950.

Mote! Do not interrupt the process or power off the unitwhen itis being upgraded.

‘When the process is done successiully, the unit will be restarted automatically.

[~ Accept unofficial firmware.

Cancel |
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Press “browse” button to indicate the file name of new firmware, and then press

Upgrade button to start to upgrade new firmware on this device. If you want to

upgrade a firmware which is from GPL policy, please check “Accept unofficial

firmware”.

NOTE: Please do not turn the device off when upgrade is processing.

6.3.3 System Time

Account & Password

Item

FW Upgrade m

Setting

r Time Zone

|(GMI’+08:DD) Beijing, Chongaing, Hong Kong, Urumagi

» Auto-Synchronization

[¥ Enable

Time Server :IAIJtD 'l

Sync with Time Server

Undo |

Sync Result

H

Syncwith my PC (undefined November 24, 2012 12:21:21)

1. Time Zone: Select a time zone where this device locates.

2. Auto-Synchronization: Check the “Enable” checkbox to enable this function.

Besides, you can select a NTP time server to consult UTC time.

3. Sync with Time Server: Click on the button if you want to set Date and Time

by NTP Protocol .

4. Sync with my PC: Click on the button if you want to set Date and Time using

PC’s Date and Time.

Afterwards, click on “Save” to store your settings or click “Undo” to give up
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the changes.

6.3.4 Others

In this section you can do system backup, reset to default, system reboot settings

and ping test.

Account & Password FW Upgrade

P
System Timu Others

% Miscellaneous Settings [HELP]
Item Setting
+ Backup Setting Backup
+ Reset to Default Reset |
+ Reboot Reboot |
+ Domain Name or IP address for Ping Test || ml
m Undo

6.3.4.1 Backup Settling

|@ Wizard
| Status
l. Basic Metwork |

|® Advanced Network |

|® Applications

0% / config bin § 192.168.123.254 Bk NEGR

BXTH X

EHETHER - X2 HEIREBRERHEA?

" E#: config bin
#58: T OARMEFIEEY  1.00KE

fi2: 192.168.123.254

e ERrE R TR R RS EEET
AR B haTeEh - WATTE fiﬁBEE FrEPRRE
HEFESHES  HEMTHEE - BEEnEE?

l@ System

+ System Information

» System Status

@ System Tools

- Scheduling
- MM

You can backup your settings by clicking the “Backup Setting” function item and

save it as a bin file. Once you want to restore these settings, please click

Firmware Upgrade button and use the bin file you saved.
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6.3.4.2 Reset to Default

]
Account & Password FW Upgrade System Time Others

Item

@ Reset all settings to factory defanlt?

» Backup Setfing MI
I I Reset
+ Resetto Default o |

» Reboot _Reboot |

+ Domain Name or IP address for Ping Test

Save | Undo |

You can also reset this device to factory default settings by clicking the” Reset to

default” function item.

6.3.4.3 Reboot

|
Account & Password FW Upgrade System Time Others
* Miscellaneous Settings HAEHAA Zl

Reboot right now?
» Backup Setting Backup @
» Reset to Default Reset
_ we | mE |
I + Reboot I . Reboot

+ Domain Name or IP address for Ping Test | Ping

Save | Undo |

You can also reboot this device by clicking the “Reboot” function item.

6.3.4.4 Domain Name or IP Address for Ping Test

Account & Password FW Upgrade System Time

* Resot o Defautt

o
» Backup Seting _Backp |
Resat|
Lo

* Reboot

» Domain Name or iP address for Ping Test I [192.18816

E

1. Domain Name or IP address for Ping Test allow you to configure an IP,
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and ping the device. You can ping a specific IP to test whether it is alive.

Afterwards, click on “Save” to store your settings or click “Undo” to give up

the changes.

6.4 Scheduling

You can set the schedule time to decide which service will be turned on or off. The added

rules will be listed and you can decide if you want to enable the set rules by checking or

un-checking the “Enable” box in the icon below.

l@ Advanced Network I

' Applications I
@ syeem |

- System Information
- System Status
= System Tools

I & Scheduling =

item

Setting

™ Enable

Rule Name

New Add

Mew Add

New Add

New Add

New Add

Mew Add

New Add

New Add

Mew Add

RERERRRRE:

New Add

~previous | Next== [sawe]

hdd New Rule

Add New Rule: To create a schedule rule, click the “New Add” button or the “Add New

Rule...” button at the bottom in the icon above. When the next icon popped out you can

edit the Name of Rule, Policy, and set the schedule time (Week day, Start Time, and

End Time). The following example configures “wake-up time* everyday from 06:00 to

07:00. Afterwards, click “save” to store your settings or click “Undo” to give up the

changes.
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Schedule Settings

% Schedule Rule Setting [HELP]
Item Setting
» Name of Rule 1 I
» Policy Ilnacli\rate 'lexceplme selected days and hours below.
ID Week Day Start Time (hh:mm) End Time (hh:mm)

1 I—cnooseone— vl
2 I—cnooseone— vl
3 |—cnooseone— vl
4 I—cnooseone— vl
5 I—cnooseone— vl
G I—cnooseone— vl
7 I—cnooseone— vl
8 I—cnooseone— vl

I
I

[sawe ] undo | Back |

6.5 MMI
You can set Ul administration time-out duration give remote administration host port in
this page. When the host port is given please remember to check the enable box and

save your settings.

|@ Wizard

* Miscellaneous Settings
| Status

Item Setting Enable

'@ Basic Network » Administrator Time-out 300 seconds (0 fo disable)

.@ Advanced Network » Remote Adminisirator Hosi: Port [ 1 | | -

- Undo
|6 Applications m
|® Systemn

- System Information

- Systemn Status
- System Tools

+ Scheduling
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Chapter 7 Troubleshooting

This Chapter provides solutions to problems for the installation and operation of the

WNAP4G Router. You can refer to the following if you are having problems.

1 Why can’t | configure the router even the cable is plugged

and the LED is lit?

Do a Ping test to make sure that the WiFi

Broadband Router is responding.

Go to Start > Run.

1. Type cmd.

Ron 2| x|

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: |=m] =l

2. Press OK.

3. Type ipconfig to get the IP of default gateway.

4. Type “ping 192.168.1.254”. Assure that you ping the correct IP Address
assigned to the WiFi Broadband Router. It will show four replies if you ping

correctly.

inging 192.168.1.254 with 32 bhytes of data:

from 192.168.1.254: hytes= time<{ims
from 192.168.1.254: ;=32 time<lims
from 192.168.1.254: time<{ims
from 192.168.1.254: hytes=32 time<{lims
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Ensure that your Ethernet Adapter is working, and that all network drivers are installed
properly. Network adapter names will vary depending on your specific adapter. The
installation steps listed below are applicable for all network adapters.

1. Go to Start > Right click on “My Computer” > Properties.

2. Select the Hardware Tab.

3. Click Device Manager.

4. Double-click on “Network Adapters”.

5. Right-click on Wireless Card bus Adapter or your specific network adapter.

6. Select Properties to ensure that all drivers are installed properly.

7. Look under Device Status to see if the device is working properly.

8. Click “OK”.

2 What can I do if my Ethernet connection does not work

properly?

A. Make sure the RJ45 cable connects with the router.

B. Ensure that the setting on your Network Interface Card adapter is “Enabled”.

C. |If settings are correct, ensure that you are not using a crossover Ethernet cable,
not all Network Interface Cards are MDI/MDIX compatible, and use a patch cable
is recommended.

D. If the connection still doesn’t work properly, then you can reset it to default.

3 Problems with 3G connection?

A. What can I do if the 3G connection is failed by Auto detection?

Maybe the device can’t recognize your ISP automatically. Please select
“‘Manual” mode, and filling in dial-up settings manually.

B. What can I do if my country and ISP are not in the list?
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Please choose “Others” item from the list, and filling in dial-up settings manually.

C. What can I do if my 3G connection is failed even the dongle is plugged?
Please check the following items:

I.  Make sure you have inserted a validated SIM card in the 3G data card, and the
subscription from ISP is still available

II. If you activate PIN code check feature in SIM card, making sure the PIN code you
fill in dial-up page is correct

[ll. Checking with your ISP to see all dial-up settings are correct

IV. Make sure 3G signal from your ISP is available in your environment

D. What can | do if my router can’t recognize my 3G data card even it is
plugged?
There might be compatibility issue with some certain 3G cards. Please check

the

latest compatibility list to see if your 3G card is already supported.

E. What should linsert in APN, PIN Code, Account, Password, Primary DNS,
and Secondary DNS?
The device will show this information after you choose country and Telcom. You
can also check these values with your ISP.

F. Which 3G network should | select?
It depends on what service your ISP provide. Please check your ISP to know

this

information.

G. Why my 3G connection is keep dropping?
Please check 3G signal strength from your ISP in your environment is above

middle level.
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4 Something wrong with the wireless connection?

A. Can’t setup a wireless connection?

VI.

VII.

Ensure that the SSID and the encryption settings are exactly the same to the
Clients.

Move the WNAP4G Router and the wireless client into the same room, and
then test the wireless connection.

Disable all security settings such as WEP, and MAC Address Control.
Turn off the WNAP4G Router and the client, then restart it and then turn on
the client again.

Ensure that the LEDs are indicating normally. If no, make sure that the AC
power and Ethernet cables are firmly connected.

Ensure that the IP Address, subnet mask, gateway and DNS settings are
correctly entered for the network.

If you are using other wireless device, home security systems or ceiling fans,
lights in your home, your wireless connection may degrade dramatically.
Keep your product away from electrical devices that generate RF noise such

as microwaves, monitors, electric motors...

B. What can I do if my wireless client can not access the Internet?

Out of range: Put the router closer to your client.
Wrong SSID or Encryption Key: Check the SSID or Encryption setting.
Connect with wrong AP: Ensure that the client is connected with the correct
Access Point.
Right-click on the Local Area Connection icon in the taskbar.
Select View Available Wireless Networks in Wireless Configure.
Ensure you have selected the correct available network.

Reset the WNAP4G Router to default setting
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C. Why does my wireless connection keep dropping?

I.  Antenna Orientation.
i. Try different antenna orientations for the WNAP4G Router.
ii. Tryto keep the antenna at least 6 inches away from the wall or other

objects.
II. Try changing the channel on the WNAP4G Router, and your Access Point
and Wireless adapter to a different channel to avoid interference.
lll. Keep your product away from electrical devices that generate RF noise, like

microwaves, monitors, electric motors, etc.

5 What to do if | forgot my encryption key?

1. Go back to advanced setting to set up your Encryption key again.

2. Reset the WNAP4G Router to default setting

6 How to reset to default?

1. Ensure the WNAP4G Router is powered on
2. Find the Reset button on the right side
3. Press the Reset button for 8 seconds and then release.

4. After the WNAP4G Router reboots, it has back to the factory default settings.
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Appendix A. Spec Summary Table

Hardware & Port Configuration

CDW571A
M-U02

Wireless WAN USB 2.0 for external 3G/4G modem 1
Ethernet WAN RJ-45 port, 10/200/1000Mbps, auto-MDI/MDIX 1
Ethernet LAN RJ-45 port, 10/100/1000Mbps, auto-MDI/MDIX 4
USB Sharing USB 2.0 for file sharing (shared USB port) 1
Antenna 1.8 dBi SMA antenna 2
WPS Button For WPS connection 1

Reset Button

Reset setting to factory default

LED Indication

Status(USB)/ WAN/ WLAN/ LAN1~4

Power Jack

DC Power Jack

Wireless LAN (WiFi)

Standard IEEE 802.11b/g/n compliance °
SSID SSID broadcast or in stealth mode °
Channel Auto-selection, manually °
Security WEP, WPA, WPA2, WPA-PSK, WPA2-PSK °

WPS/ WIfi On-Off

WPS (Wi-Fi Protected Setup) / WIfi On-Off

WMM

WMM (Wi-Fi Multimedia)

Functionality

, PPP (for WCDMA/HSPA) °
Wireless WAN :
PPPoE (for iBurst) °
Ethernet WAN PPPoE, DHCP client, Static IP, PPTP, L2TP )
WAN Connection | Auto-reconnect, dial-on-demand, manually °
Combo WAN Auto-Failover, Load Sharing °
IPv6 support Dual Stack, 6-in-4, 6-to-4, Static IPv6 °
One-to-Many NAT | Virtual server, special application, DMZ )
SPI Firewall IP/Service filter, URL blocking, MAC control °
DoS Protection DoS (Deny of Service) detection )
Routing Protocol Static route, dynamic route (RIP v1/v2) )

Storage/File
Sharing

FAT16/FAT32, EXT2, NTFS ( Read only)
Samba server, FTP server

Media server

UPnP AV media server, iTunes server

Management

SNMP, UPnP IGD, syslog

Administration

Web-based Ul, remote login, backup/restore
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setting

Environment & Certification

WNAP4G, DC 5V/2A power adapter, RJ-45

Package Content N °
cable, USB cable, CD (Manual, Utility)

Temp.: 0~40°C, Humidity 10%~90% non-

Operation Temp. i °
condensing
Temp.: -10~70°C, Humidity: 0~95% non-

Storage Temp. i °
condensing

CE, FCC, RoHS CE/FCC, RoHS compliance °

*Specifications are subject to change without prior notice
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Appendix B. Licensing information

This product includes copyrighted third-party software licensed under the terms of the GNU General Public

License. Please refer to the GNU General Public License below to check the detailed terms of this license.

The following parts of this product are subject to the GNU GPL, and those software packages are copyright

by their respective authors.
Linux-2.4.28 system kernel
busybox_1 00 _rc2
bridge-utils 0.9.5
dhcpcd-1.3
ISC DHCP V2 P5
util-linux 2.12b for fdisk application
e2fsprogs 1.27
mini-lpd
samba 2.2.7a
syslogd spread from busybox
wireless tools
ntpclient of NTP client implementation
RT61apd for 802.1X application
vsftpd-2.0.3
guota-tools 3.13
GNU Wget

Availability of source code

Please visit our web site or contact us to obtain more information.
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GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA  02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast,
the GNU General Public License is intended to guarantee your freedom to share and change free software-
-to make sure the software is free for all its users. This General Public License applies to most of the Free
Software Foundation's software and to any other program whose authors commit to using it. (Some other
Free Software Foundation software is covered by the GNU Library General Public License instead.) You
can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are
designed to make sure that you have the freedom to distribute copies of free software (and charge for this
service if you wish), that you receive source code or can get it if you want it, that you can change the software
or use pieces of it in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you
to surrender the rights. These restrictions translate to certain responsibilities for you if you distribute copies
of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the
recipients all the rights that you have. You must make sure that they, too, receive or can get the source
code. And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives
you legal permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that there is
no warranty for this free software. If the software is modified by someone else and passed on, we want its
recipients to know that what they have is not the original, so that any problems introduced by others will not
reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that
redistributors of a free program will individually obtain patent licenses, in effect making the program
proprietary. To prevent this, we have made it clear that any patent must be licensed for everyone's free use
or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.

GNU GENERAL PUBLIC LICENSE
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TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder
saying it may be distributed under the terms of this General Public License. The "Program”, below, refers to
any such program or work, and a "work based on the Program" means either the Program or any derivative
work under copyright law: that is to say, a work containing the Program or a portion of it, either verbatim or
with modifications and/or translated into another language. (Hereinafter, translation is included without
limitation in the term "modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are outside
its scope. The act of running the Program is not restricted, and the output from the Program is covered only
if its contents constitute a work based on the Program (independent of having been made by running the
Program). Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any medium,
provided that you conspicuously and appropriately publish on each copy an appropriate copyright notice and
disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty
protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the
Program, and copy and distribute such modifications or work under the terms of Section 1 above, provided
that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files and the
date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived
from the Program or any part thereof, to be licensed as a whole at no charge to all third parties under the
terms of this License.

c) If the modified program normally reads commands interactively when run, you must cause it, when
started running for such interactive use in the most ordinary way, to print or display an announcement
including an appropriate copyright notice and a notice that there is no warranty (or else, saying that you
provide a warranty) and that users may redistribute the program under these conditions, and telling the
user how to view a copy of this License. (Exception: if the Program itself is interactive but does not
normally print such an announcement, your work based on the Program is not required to print an
announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived
from the Program, and can be reasonably considered independent and separate works in themselves, then
this License, and its terms, do not apply to those sections when you distribute them as separate works. But
when you distribute the same sections as part of a whole which is a work based on the Program, the
distribution of the whole must be on the terms of this License, whose permissions for other licensees extend
to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you;

rather, the intent is to exercise the right to control the distribution of derivative or collective works based on

the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work

based on the Program) on a volume of a storage or distribution medium does not bring the other work under

the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or

executable form under the terms of Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which must be
distributed under the terms of Sections 1 and 2 above on a medium customarily used for software
interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no
more than your cost of physically performing source distribution, a complete machine-readable copy of
the corresponding source code, to be distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,

c) Accompany it with the information you received as to the offer to distribute corresponding source code.
(This alternative is allowed only for noncommercial distribution and only if you received the program in
object code or executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an
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executable work, complete source code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to control compilation and installation of the
executable. However, as a special exception, the source code distributed need not include anything that is
normally distributed (in either source or binary form) with the major components (compiler, kernel, and so on)
of the operating system on which the executable runs, unless that component itself accompanies the
executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place counts as distribution of the source
code, even though third parties are not compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this
License. Any attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will
automatically terminate your rights under this License. However, parties who have received copies, or rights,
from you under this License will not have their licenses terminated so long as such parties remain in full
compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants
you permission to modify or distribute the Program or its derivative works. These actions are prohibited by
law if you do not accept this License. Therefore, by modifying or distributing the Program (or any work
based on the Program), you indicate your acceptance of this License to do so, and all its terms and conditions
for copying, distributing or modifying the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically
receives a license from the original licensor to copy, distribute or modify the Program subject to these terms
and conditions. You may not impose any further restrictions on the recipients' exercise of the rights granted
herein. You are not responsible for enforcing compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not
limited to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise)
that contradict the conditions of this License, they do not excuse you from the conditions of this License. If
you cannot distribute so as to satisfy simultaneously your obligations under this License and any other
pertinent obligations, then as a consequence you may not distribute the Program at all. For example, if a
patent license would not permit royalty-free redistribution of the Program by all those who receive copies
directly or indirectly through you, then the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance
of the section is intended to apply and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to
contest validity of any such claims; this section has the sole purpose of protecting the integrity of the free
software distribution system, which is implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed through that system in reliance on consistent
application of that system; it is up to the author/donor to decide if he or she is willing to distribute software
through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this
License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by
copyrighted interfaces, the original copyright holder who places the Program under this License may add an
explicit geographical distribution limitation excluding those countries, so that distribution is permitted only in
or among countries not thus excluded. In such case, this License incorporates the limitation as if written in
the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License
from time to time. Such new versions will be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this
License which applies to it and "any later version", you have the option of following the terms and conditions
either of that version or of any later version published by the Free Software Foundation. If the Program
does not specify a version nhumber of this License, you may choose any version ever published by the Free
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Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are
different, write to the author to ask for permission. For software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we sometimes make exceptions for this. Our decision
will be guided by the two goals of preserving the free status of all derivatives of our free software and of
promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE
PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED
IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS"
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS
WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL
NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,

INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT
OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA
OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR
AFAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER
OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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