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Section 1 - Product Overview

Package Contents

* D-Link DIR-615 Wireless Router
* Power Adapter

* Ethernet Cable

* Manual and Warranty on CD

Note: Using a power supply with a different voltage rating than the one included
with the DIR-615 will cause damage and void the warranty for this product.

Note: Always attach the power cord plug to the power supply, before inserting
the power cord and connected power supply to the wall outlet.

Diink & @ § O @ @ @

System Requirements

* Ethernet-based Cable or DSL Modem

* Computers with Windows®, Macintosh®, or Linux-based operating systems with an installed Ethernet
adapter

* Internet Explorer 6 or Firefox 2.0 or above (for configuration)
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Section 1 - Product Overview

Features

e Faster Wireless Networking - The DIR-615 provides up to 300Mbps™ wireless connection with other
802.11n wireless clients. This capability allows users to participate in real-time activities online, such as
video streaming, online gaming, and real-time audio.

e Compatible with 802.11b and 802.11g Devices - The DIR-615 is still fully compatible with the IEEE
802.11b and IEEE 802.11¢g standard, so it can connect with existing 802.11b and IEEE 802.11g PCI,
USB and Cardbus adapters.

e Advanced Firewall Features - The Web-based user interface displays a number of advanced network
management features including:

» Content Filtering - Easily applied content filtering based on MAC Address, URL, and/or
Domain Name.

* Filter Scheduling - These filters can be scheduled to be active on certain days or for a
duration of hours or minutes.

» Secure Multiple/Concurrent Sessions - The DIR-615 can pass through VPN sessions. It
supports multiple and concurrent IPSec and PPTP sessions, so users behind the DIR-615
can securely access corporate networks.

» User-friendly Setup Wizard - Through its easy-to-use Web-based user interface, the DIR-615 lets you
control what information is accessible to those on the wireless network, whether from the Internet or from
your company’s server. Configure your router to your specific settings within minutes.

* Maximum wireless signal rate derived from |IEEE Standard 802.11g and Draft 802.11n specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental
conditions will adversely affect wireless signal range.
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Section 1 - Product Overview

Hardware Overview
Connections

Pressing the Reset Button restores
the router to its original factory
default settings.

Receptor for the Power Adapter. J

INTERNET [ ey

LAN Ports The Auto MDI/MDIX WAN
Connect Ethernet devices such as phort Elshthe CO””GIC“O” fr?r |
computers, switches, and hubs. the Ethernet cable to the

Cable or DSL modem.
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Section 1 - Product Overview

Hardware Overview
LEDs and USB Port

INTERNET WLANLED
A solid light indicates A solid light indicates that the

connection on the WAN wireless segment is ready. This
port. This LED blinks during LED blinks during wireless data

data transmission. transmission.

-4

USB Port

Connect a printer or a printej

server to share the network.

—

\

Power LED Local Network LEDs

A solid light indicates a proper
connection to the power supply.

A solid light indicates a connection to an
Ethernet-enabled computer on ports 1-4.
This LED blinks during data transmission.
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Section 2 - Installation

Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the
router in an enclosed area such as a closet, cabinet, or in the attic or garage.

Before you Begin

Please configure the router with the computer that was last connected directly to your modem. Also, you can only use
the Ethernet port on your modem. If you were using the USB connection before using the router, then you must turn off
your modem, disconnect the USB cable and connect an Ethernet cable to the WAN port on the router, and then turn
the modem back on. In some cases, you may need to call your ISP to change connection types (USB to Ethernet).

If you have DSL and are connecting via PPPoE, make sure you disable or uninstall any PPPoE software such as
WinPoet, Broadjump, or Ethernet 300 from your computer or you will not be able to connect to the Internet.
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Section 2 - Installation

The D-Link wireless router lets you access your network using a wireless connection from virtually anywhere within
the operating range of your wireless network. Keep in mind, however, that the number, thickness and location of
walls, ceilings, or other objects that the wireless signals must pass through, may limit the range. Typical ranges vary
depending on the types of materials and background RF (radio frequency) noise in your home or business. The key

Wireless Installation Considerations

to maximizing wireless range is to follow these basic guidelines:

1

.Keep the number of walls and ceilings between the D-Link router and other network devices to a

minimum - each wall or ceiling can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position
your devices so that the number of walls or ceilings is minimized.

.Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a

45-degree angle appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet
(14 meters) thick! Position devices so that the signal will travel straight through a wall or ceiling (instead
of at an angle) for better reception.

. Building Materials make a difference. A solid metal door or aluminum studs may have a negative effect on

range. Try to position access points, wireless routers, and computers so that the signal passes through
drywall or open doorways. Materials and objects such as glass, steel, metal, walls with insulation, water
(fish tanks), mirrors, file cabinets, brick, and concrete will degrade your wireless signal.

.Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that

generate RF noise.

. If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and

home security systems), your wireless connection may degrade dramatically or drop completely. Make
sure your 2.4GHz phone base is as far away from your wireless devices as possible. The base transmits
a signal even if the phone in not in use.
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Section 2 - Installation

Connect to Cable/DSL/Satellite Modem

If you are connecting the router to a cable/DSL/satellite modem, please follow the steps below:

1.

2.

Place the router in an open and central location. Do not plug the power adapter into the router.

Turn the power off on your modem. If there is no on/off switch, then unplug the modem’s power adapter. Shut down
your computer.

. Unplug the Ethernet cable (that connects your computer to your modem) from your computer and place it into the

WAN port on the router.

. Plug an Ethernet cable into one of the four LAN ports on the router. Plug the other end into the Ethernet port on

your computer.

. Turn on or plug in your modem. Wait for the modem to boot (about 30 seconds).

. Plug the power adapter to the router and connect to an outlet or power strip. Wait about 30 seconds for the router

to boot.

. Turn on your computer.

. Verify the link lights on the router. The power light, WAN light, and the LAN light (the port that your computer is

plugged into) should be lit. If not, make sure your computer, modem, and router are powered on and verify the cable
connections are correct.

. Skip to page 16 to configure your router.
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Section 2 - Installation

Connect to Another Router

If you are connecting the D-Link router to another router to use as a wireless access point and/or switch, you will have
to do the following before connecting the router to your network:

* Disable UPnP™

* Disable DHCP

* Change the LAN IP address to an available address on your network. The LAN ports on the router cannot
accept a DHCP address from your other router.

To connect to another router, please follow the steps below:

1.

Plug the power into the router. Connect one of your computers to the router (LAN port) using an Ethernet cable.
Make sure your IP address on the computer is 192.168.0.xxx (where xxx is between 2 and 254). Please see the
Networking Basics section for more information. If you need to change the settings, write down your existing settings
before making any changes. In most cases, your computer should be set to receive an IP address automatically in
which case you will not have to do anything to your computer.

. Open a web browser and enter http://192.168.0.1 and press Enter. When the login window appears, set the user

name to admin and leave the password box empty. Click OK to continue.

. Click on Advanced and then click Advanced Network. Uncheck the Enable UPnP checkbox. Click Save Settings

to continue.

. Click Setup and then click Network Settings. Uncheck the Enable DHCP Server server checkbox. Click Save

Settings to continue.

. Under Router Settings, enter an available IP address and the subnet mask of your network. Click Save Settings to

save your settings. Use this new IP address to access the configuration utility of the router in the future. Close the
browser and change your computer’s IP settings back to the original values as in Step 1.

D-Link DIR-615 User Manual 9



Section 2 - Installation

6. Disconnect the Ethernet cable from the router and reconnect your computer to your network.

7. Connect an Ethernet cable in one of the LAN ports of the router and connect it to your other router. Do not plug
anything into the WAN port of the D-Link router.

8. You may now use the other three LAN ports to connect other Ethernet devices and computers. To configure your
wireless network, open a web browser and enter the IP address you assigned to the router. Refer to the Configuration
and Wireless Security sections for more information on setting up your wireless network.

D-Link DIR-615 User Manual 10



Section 3 - Configuration

Configuration

This section will show you how to configure your new D-Link wireless router using the web-based configuration
utility.

Web-based Configuration Utility

To access the configuration utility, open a web-browser
such as Internet Explorer and enter the IP address of
the router (192.168.0.1).

2 D-Link - Microsoft Internet Explorer

File Edit Miew Favarites Tools  Help

: @Eack - '\._,4] D @ ;j | J Search
| Address |&] 192.168.0.1 -| 4 Go |J

Enter the user name (admin) and your password. Leave

If you get a Page Cannot be Displayed error, please
refer to the Troubleshooting section for assistance. Lo

UWIRELESS
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Section 3 - Configuration

Setup Wizard

You may run the setup wizard from the opening
Internet Setup window to quickly set up your router.
Click Internet Connection Setup Wizard, and the first
window of the wizard will open.

& 4 d e o B £BArag
naew Bhlink Syatems Router to the Iniemnes, dok on the bution bel

| et Lot A e |

Mol Bafore bunchng the wesed, pikiss make use you hive folowsd Bl @api cutines m the
Qunck InFataven Geod nouded In The package

HANUAL THITHMLT CONNTCTION OPFTINS

¥ vou mould Ber £ configurs The BT peTings of your e DeLnk Boster maraly, (hen
cick o Eive Sution balw

ol boberreet Corvchon brke |

This wizard wil guide you through a step-by-step process to configure your new D-Link router and connect to the
Internet.

Click Next to continue.

Step 1: Set your Password

Step 2: Select your Time Zone

Step 3: Configure your Internet Connection
Step 4: Save Settings and Connect

Create a new password, and then click Next to continue. | STEP 1: SETYOURPASSWORD

By default, your new D-Link Router does not have a password configured for administrator access to the Web-
based configuration pages. To secure your new networking device, please set and verify a password below:

—
Confim passords
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Section 3 - Configuration

Select your time zone and prefered NTP Server from
the drop-down menus, and then click Next to continue.

Select the type of Internet connection you use and then
click Next to continue.

If selecting DHCP Connection (Dynamic IP Address),
idntify VLAN in the VLAN ID field. You may need to
enter the MAC address of the computer that was last
connected directly to your modem. If you are currently
using that computer, click Clone MAC Address and
then Next to continue.

The Host Name is optional but may be required by
some ISPs. The default host name is the device name
of the Router and may be changed.

Select the appropriate time zone for your location. This information is required to configure the time-based options
for the router.

Time Zone : | (GMT+08:00) Kuala Lumpur, Singapore v |
NTP Server Used : | nip1.dink.com v

) DHCP Connection (Dynamic IP Address)

Choose this option if your Internet connection automatically provides you with an IP Address. Most Cable
Modems use this type of connection.

) username / Password Connection (PPPoE)

Choose this option if your Internet connection requires a username and password to get online. Most DSL
modems use this type of connection.

() static IP Address Connection
Choose this option if your Internet Setup Provider provided you with IP Address information that needs to be
configured manually.

To set up this connection, please make sure that you are connected to the D-Link Router using the PC that was
originally connected to your broadband connection. If you are, then click the Clone MAC Address button to copy
your computer's MAC Address to the D-Link Router.

Wan Connection Mode :
Vian Id :
MACAddras:|:|-|:|-|:|—|:|—|:|—|:|(Dptional)

Host Name : |DIR-615 |

MNote: You may also need to provide a Host Name. If you do not have or
know this information, please contact your ISP.

D-Link DIR-615 User Manual
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Section 3 - Configuration

If selecting Username / Password Connection
(PPPOE), enter VLAN ID provided by the ISP. If the
ISP doesn’t provide a specified IP address information,
simply enter your PPPoE username and password.

Click the Static IP radio button if the ISP assigned
you the IP address, subnet mask, and start/end
LAN IP address. Enter the required information in IP
Unnumbered Address, IP Unnumbered Netmask,
LAN Start IP and LAN End IP.

Click Next to continue.

Note: Make sure to remove your PPPoE software from
your computer. The software is no longer needed and
will not work through a router.

If selecting Static IP Address Connection, enter your
network settings provided by your ISP. Click Next to
continue.

To set up this connection you will need to have a Username and Password from your Internet Service Provider. If
you do not have this information, please contact your ISP.

\ﬂanld:

Address Mode : () Dynamic IP O Static IP
User Name :

Password : | ========== |

Verify Password : | “““““ |

Service Name :

| (Optional)

Mote: You may also need to provide a Service Name. If you do not have or
know this information, please contact your ISP.

To set up this connection you wil need to have a complete list of all the IP information provided by your Internet
Service Provider. If you have a Static IP connection and do not have this information, please contact your ISP.

Wan Connection Mode :
Vian Id :
1P Address : |:|
Subnet Mask : l:l
Gateway Address : |:|
Primary DNS Address : |:|
Secondary DNS Address : l:l (Optional)

D-Link DIR-615 User Manual

14



Section 3 - Configuration

Click Connect to go to the next page.

Click Wireless Connection Setup Wizard to open the
wizard window of configuring wireless connection. Click
Reboot to directly restart the Router.

If clicking Reboot, the Router will save the new settings
and reboot. Please allow 1-2 minutes for rebooting.
When the router has finished rebooting, the opening
window will be displayed.

If clicking Wireless Connection Setup Wizard, this
window will open. Click Next to continue.

The Setup Wizard has completed. Click the Connect button to save your settings and reboot the router.

Click the Reboot button to reboot the router or dlick the Wireless Connection Setup Wizard button to start the
Wireless Connection Setup Wizard

[ Wireless Connection Setup Wizard ] [ Reboot ]

Saving Changes and Restarting.

If you changed the IP address of the router
you wil need to change the IP address in your
browser before accessing the configuration Web site again.

This wizard wil guide you through a step-by-step process to setup your wireless network and make it secure.

e Step 1: Set your Wireless Network.
e Step 2: Set your Wireless Security Password
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Section 3 - Configuration

Enter a Wireless Network Name, also known as SSID,
in the text box. Click Automatically assign a network
key (Recommended) or Manually assing a network
key for the wireless security key, and use the check box
to select the desired level of wireless security, WEP,
WPA. and then click Next to continue.

If selecting Manually assign a network key in the
previous window, this window will open. Enter a wireless
security password in the Network Key box. Click Next
to continue.

This window displays a summary of your wireless
security settings. Please print this out or record this
information in a safe place and then click Save to
continue.

Give your network a name, using up to 32 characters.

Wireless Network Narme (SSID)

(3) Automatically assign a network key (Recommended)

To prevent intruders from accessing your network, the router wil automatically assign a security key (also
called WEP or WPA key) to your netwaork.

) Manually assign a network key

Use this option if you prefer to create your own key.

Use WPA encryption instead of WEP (WPA is stronger than WEP and all D-LINK wireless client adapters
support WPA)

You have selected your wireless security lavel - you wil need to set a wireless security password.
The WPA (Wi-Fi Protected Access) key must meet one of following guidelines:

- Between 8 to 63 characters (A longer WPA key is more secure than a short one)

- Exactly 84 characters using 0-9 and A-F

Mote: You wil need to enter the same password that you created in this step into your wireless clients in order to
enable proper wireless communication.

Below is a detailed surmmary of your wireless security settings. Please print this page out, or write down the
information on a piece of paper, so you can configure the correct settings on your wireless client adapters.

Wireless Network Name (SSID) : dlink
Security Mode :  Auto (WPA or WPA2) - Personal
Cipher Typa : TKIP or AES
Network Key : mS34iBhvxS

Mote: In some smart wireless utilities (e.g. D-LINK wireless utility or wireless zero configuration), you only need to
select a Wireless Metwork Name and enter a Network Key to access the Internet.
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Section 3 - Configuration

The Router will save the new settings and reboot.
Please allow 1-2 minutes for rebooting. When the router
has finished rebooting, the opening Wireless Setup
window is displayed.

Saving Changes and Restarting.
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Section 3 - Configuration

Internet Setup

If you want to configure the Router manually without using the
wizard, click the Manual Internet Connection Setup button.

This window will display for you configure the Internet connection
manually.

Tick Enable Access Point Mode if you want to change the
Router to an access point.

In Internet Connection Type section, you may choose up to
4 WAN connections from the WAN Connection drop-down
menu, and choose one of them as the using one by ticking WAN
Connection Enable. You can also choose the WAN Connection
Mode between router and bridge, and enter the VLAN ID. Select
the Internet connection type from My Internet Connection is
drop-down list, and different configurations based on various
connection types will display below.

I wou are configurng (e devioe flor T finit time, we recommend ot wpu o on the Intemat
ConhedTon Setin Waied Buftoe e Polow the nitruthons o the streen. If yvou wah to madiy
wm-h.n Ehe Savee St maesaly, Cick Eha bl Intarngt Comnacton Satup Bukton

INTERNET CONNBECTION SETUP WITARD

¥ vou wrould oy o ot oot ey b o Web-Baed Wised bo smat you 0 CoAnectng your
naw D-Link Systems Router to the lntwnes, cick en the button below

| et Lot A e |

Mol Bafore bunchng the wesed, pikiss make use you hive folowsd Bl @api cutines m the
Qunck InFataven Geod nouded In The package

HANUAL THITHMLT CONNTCTION OPFTINS

¥ vou mould Ber £ configurs The BT peTings of your e DeLnk Boster maraly, (hen
cick o Eive Sution balw

Livs Eha saction bo configure vour Titemet Donnedien method. Tham e sevenl docnsdiion
mathods to chooss oo State 1P, DHEP, PPPoE. I you are unsure of yeur connection mathad,
plades COMLACY your Intersat et Providier,

Note: If utng the POPal coton, vou wil feed Lo fesove of deabie By PRPOE dient sofTwale
B YOS SHTELSE,

| v farmege || Do Eaes Rattege

e this 55 Saable HAT on the reuter ind tum £ F40 0 ASCes Pot.

[ inibie Accems Pors Moda

Chodie this mode 10 be wbed by the ioeter (o connedt to M IRtemet

WAH SOANSEEEA | | TWIH corwuniion |
WA Cormacmon [rasis 1 [
Wan Coneacton Hods @ |smw e
L 8 -l
My Intemat Connecion | | Dy IF 0] w
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Internet Setup
Static (assigned by ISP)

Select Static IP Address if all WAN I[P information is provided to you by your ISP. You will need to enter in the IP address, subnet mask,
gateway address, and DNS address(es) provided to you by your ISP. Each IP address entered in the fields must be in the appropriate IP
form, which are four octets separated by a dot (x.x.x.x). The Router will not accept the IP address if it is not in this format.

IP Address: Enter the IP address assigned by your ISP.

Subnet Mask: Enter the Subnet Mask assigned by your |SP Choose the mode to be used by the router to connect to the Internet.
WAN connection :
ISP Gateway Enter the Gateway assigned by your ISP. WAN Connection Enable :
Address: Wan Connection Mode :
Vian Id : {100
MAC Address: The default MAC Address is set to the WAN'’s physical | My intemnet connection s : [static P |

interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address

unless required by your ISP.

Enter the static IP address information provided by your Internet Service Provider (ISP).

IP Address : |:| (assigned by your ISP)

Clone MAC The default MAC address is set to the WAN’s physical subnetMask: [ |
Address: interface MAC address on the Broadband Router. You ISP Gateway Address: [ |
can use the Clone MAC Address button to copy the MAC MAC Address « -1 1-L_J-[ ][ [-[[(optional
address of the Ethernet Card installed by your ISP and [_Clone MAC Address |

replace the WAN MAC address with the MAC address of the Primary NS Address: [ |
router. It is not recommended that you change the default | Secondarvons address: [ [(optional
MAC address unless required by your ISP. MTU :

Primary DNS Enter the Primary DNS (Domain Name Server) server |IP address assigned by your ISP.
Address:

Secondary DNS Enter the Secondary DNS server IP address assigned by your ISP. This is optional.
Address:

MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1492 is the
default MTU.
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Host Name:

MAC Address:

Clone MAC
Address:

DNS Address

MTU:

Internet Setup
Dynamic

Choose Dynamic IP Address to obtain IP Address information automatically from your ISP. Select this option if your ISP does not give
you any IP numbers to use. This option is commonly used for Cable modem services.

The Host Name is optional but may be required by some
ISPs. The default host name is the device name of the
Router and may be changed.

The default MAC Address is set to the WAN’s physical
interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address
unless required by your ISP.

The default MAC address is set to the WAN’s physical
interface MAC address on the Broadband Router. Click
the Clone MAC Address button to copy the MAC address
of the Ethernet Card installed by your ISP and replace the
WAN MAC address with the MAC address of the router.
It is not recommended that you change the default MAC
address unless required by your ISP.

Enter the Primary and Secondary DNS Server Addresses.

Maximum Transmission Unit - You may need to change
the MTU fo roptimal performance with your specific ISP.

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

WAN connection WAN connection 1 |%

WAN Connection Enable :

Wan Connection Mode :

Vian Id
My Internet Connection is : | Dynamic IP (DHCP) v|

DYNAMIC IP (DHCP) INTERNET CONNECTION TYPE

Use this Internet connection type if your Internet Service Provider (ISP) didn't provide you with
IP Address information and/or a username and password.

Host Mame : [DIR-615 |

MAC Address : [ | C|0||'n; |MAC .-'-\|c|-d|ress | -]l | -l | -| | ossera)
Primary DNS Address : |:|
Secondary DNS Address : |:| (optional)
MTU :

D-Link DIR-615 User Manual
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PPPOE:

User Name:

Password:

Confirm
Password:

Service Name:

IP Unnumbered
Address:

IP Unnumbered
Netmask:

LAN IP:

DNS:

DNS
Addresses:

Internet Setup
PPPoE
Choose PPPoE (Point to Point Protocol over Ethernet) if your ISP uses a PPPoE connection. Your ISP will provide

you with a username and password. This option is typically used for DSL services. Make sure to remove your PPPoE
software from your computer. The software is no longer needed and will not work through a router.

Select Dynamic (most common) or Static. Select Static

if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses.

Enter your PPPoE user name.
Enter your PPPoOE password.

Retype the new password.

Enter the ISP Service Name (optional).

Enter the IP address (Static PPPoE only).

Enter the IP netmask (Static PPPoE only).

Enter Start and End LAN IP address.

Click Recieve DNS from ISP to get the DNS automatically.
Click Enter DNS Manually to enter the DNS information
below.

Enter the Primary and Secondary DNS Server Addresses.

Choose the mode to be used by the router to connect to the Internet.

WAN connection : | WAN connection 1 %

WAN Connection Enable :
Wan Connection Mode :

Vian Id : |100

My Internet Connection is : |F‘PF‘0E {Username | Password) vl

PPPOE

Enter the information provided by your Internet Service Provider (ISP).

(& Dynamic PPPoE O Static PPPoE

User Name : | |

Password : | """"" |

Confirm Password : [=s=s=wssss |

Service Name : | |(Dpti0na|]

VR P B S I
[ Clone MAC Address ]

(® Receive DNS from ISP (O Enter DNS Manually

Primary DMS Address : |:|
Secondary DMNS Address : |:| (optional)
Maxirmurm Idle Time : :l Minutes

MTU @ [1482
Alw, w New Schedule
Connect mode select : ® | Hays | [ ]
O Manual O Connect-on demand
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Maximum Idle Enter a maximum idle time during which the Internet connection is maintained during inactivity. To disable this feature,
Time: enable Auto-reconnect.

MTU: Maximum Transmission Unit - You may need to change the MTU for optimal performance with your specific ISP. 1492 is
the default MTU.

Connection Select either Always-on, Manual, or Connect-on demand.
Mode Select:
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Wireless Setup

Wireless settings for the router may be configured
manually or by using a wizard. To use the wizard,
click the Wireless Connection Setup Wizard button
and then follow the steps that are described below.
To configure the wireless settings manually, click the
Manual Wireless Connection Setup button. The
parameters for this window are described later in this
section. The Wireless Security section that directly
follows this Configuration section provides additional
explanation for how to configure the WEP, WPA,
WPA2, and WPA/WPA2 wireless security mode
options. If you want to have more wireless network
name, also known as SSID, click the Multiple
Wireless network Name Setup button.

Thaos e T wayl 10 setup youl wises connection. You can ol thi Winileas Connecton Setus |

\Weard o you e runualy conligure the consection,

Pieass nate that changes made in this saction will also nesd to be duplicated on your
wrinelie chenls and PCs.

WIKILLSS COMMICTION SUTUP WIZARD

¥ you would o T0 utice cur ey CD Use WeD-Canad VWi 10 SR ¥0u B COPNECIIY YU
fwy C-Link Systerm Wieekeil Routad tn the REemnet, ok on Che Buthin below

I o Lorrecte et s ]

| Mote: Bafore Bunching the wimed, phass maior sure yOu fuve folowsd 3 e outines B the
| Gk InEatanen Godd nduded B the padage
1

HANOAL WIRILESS CONNDCTION DPFTIONS

¥ i wodiid Il L0 configate tha BEsat settngl oF poar Sbw DLPk Racher masualy, Bhes
ek 5N Eha BuT1ee b

| WL e Connecton Seen ]

HUELTIPLE WIRELESS RETWORE RAME [551ID5]

¥ you weouid e to confgore the mulble Wiesses Natwork Mame settngs & your D-Link Rootei
remruly, than e o thi hutsen Beiaw

D-Link DIR-615 User Manual

23



Section 3 - Configuration

Click Wireless Connection Setup Wizard to start
wireless setup wizard. Click Next to continue.

Enter a Wireless Network Name, also known as SSID,
in the text box. Click Automatically assign a network
key (Recommended) or Manually assing a network
key for the wireless security key, and use the check box
to select the desired level of wireless security, WEP,
WPA. and then click Next to continue.

If selecting Manually assign a network key in the
previous window, this window will open. Enter a wireless
security password in the Network Key box. Click Next
to continue.

This wizard wil guide you through a step-by-step process to setup your wireless network and make it secure.

e Step 1: Set your Wireless Network.
e Step 2: Set your Wireless Security Password

Give your network a name, using up to 32 characters.

Wireless Network Name (S5ID)

(*) Automatically assign a network key (Recommended)

To prevent intruders from accessing your network, the router wil automatically assign a security key (also
called WEP or WPA key) to your netwark.

() Manually assign a network key

Use this option if you prefer to create your own key.

Use WPA encryption instead of WEP (WPA is stronger than WEP and all D-LINK wireless client adapters
support WPA)

You have selected your wireless security level - you wil need to set a wireless security password.
The WPA (Wi-Fi Protected Access) key must meet one of following guidelines:

- Between & to 63 characters (A longer WPA key is more secure than a short one)

- Exactly 84 characters using 0-9 and A-F

Mote: You wil need to enter the same password that you created in this step into your wireless clients in order to
enahle proper wireless communication.
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This window displays a summary of your wireless
security settings. Please print this out or record this
information in a safe place and then click Save to
continue.

The Router will save the new settings and reboot.
Please allow 1-2 minutes for rebooting. When the router
has finished rebooting, the opening Wireless Setup
window is displayed.

Below is a detailed summary of your wireless security settings. Please print this page out, or write down the
information on a piece of paper, so you can configure the correct settings on your wireless client adapters.

Wireless Network Name (SSID) :  dlink
Security Mode :  Auto (WPA or WPAZ) - Personal
Cipher Type : TKIP or AES
Network Key : mS34Bhvxs

Mote: In some smart wireless utilities (e.g. D-LINK wireless utility or wireless zero configuration), you only need to
select a Wireless Metwork Name and enter a Network Key to access the Internet.

Saving Changes and Restarting.
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Wi-Fi
Protected
Setup:

Enable:

Enable Wireless
Channel:

Transmission
Rate:

Wireless
Network Name:

WMM Enable:

To implement Wi-Fi protection, or WCN 2.0, tick the Enable
checkbox, click either Generate New PIN or Reset PIN to
Default, and then configure the Wi-Fi settings below. Please
see the Setting Up Wi-Fi Protection (WCN 2.0 in Windows
Vista) section later in this manual for detailed configuration
information.

Check the box to enable the wireless function. If you do
not want to use wireless, uncheck the box to disable all the
wireless functions.

Indicates the channel setting for the DIR-615. By default
the channel is set to 6. The Channel can be changed to
fit the channel setting for an existing wireless network or
to customize the wireless network. The Auto Channel
Selection setting can be selected to allow the DIR-615 to
choose the channel with the least amount of interference.

Use the drop-down menu to select the appropriate
Transmission Rate in Mbits per second. Many users will
want to use the default setting, Best (automatic).

Service Set Identifier (SSID) is the name of your wireless
network. Once created and enabled a name in Multiple

L ths secmon to confgune the wnsess sectrgn for your D-Unk router, Fisass nete That
chmegd mmikde 0 thl SCUon My Bea ikdd £0 b deplcited on your wrikiaa chant

T prSEact yold By i £30 CoRSgune winimi SRCLTTy Feltuiel, Thl Devin Boports thins
WS BTy Modal MCuorgr WEP, WRA and WPAZ,

[[eveieton || foviSewmionres |

W PROFLCTED SLTUF (ALSOD CALLLD WON 2.0 TN WINDDOWS VISTA)
Frobe: [
Curmgrss P : 123A5ET0

Wi Protectnd S0t - Enabiend | ot Configuted

Rt i Urniorvioured

T T |

[Can Aot B8 veriskil davit wha halden S5H0. )

WIRLILIEE NTTWORE CLOLAL SITTINGS
Enaly Auvte Crannel Selechon: [
s Channs LI

Trarriemeen Rate 0 | e fastomanc) 0 (HBE)

MULTIPLE WIRLLESS Nl TWORE S5 TTIRGS

e el Tierse [
WHM Enabie : [ {vrreliee Qo)
Brable bekden Wislai 1 [ (A ied the 550 Broadcart]

SHCUMty Mode @ | Disbls Wirsees Secrlly imal recsrerded) w

[ Sembemrgn || Contiamietng |

Wireless Network Name (SSIDs) window, you may select fromthe drop-down menu.

Enable Wi-Fi Multimedia to enjoy basic quality of service features. WMM prioritizes traffic according to four access categories:

voice, video, best effort, and background.

Enable Hidden Check this option if you would not like the SSID of your wireless network to be broadcasted by the DIR-615. If this option is
Wireless: checked, the SSID of the DIR-615 will not be seen by Site Survey utilities so your wireless clients will have to know the SSID
of your DIR-615 in order to connect to it.
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1. To enable Enable WPA/WPA2 Wireless Security
(enhanced).

2. Next to Cipher Type, select TKIP, AES, or
AUTO(TKIP/AES).

3. Next to PSK / EAP, select PSK.

4. Next to Network Key, enter a passphrase. The
key is an alpha-numeric password between 8 and
63 characters long. The password can include
symbols (1?7*&_) and spaces. Make sure you enter
this key exactly the same on all other wireless
clients.

5. Click Save Settings to save your settings. If you
are configuring the router with a wireless adapter,
you will lose connectivity until you enable WPA,
WPA2, or WPA/WPA2 (whichever of the three
options you have selected above) on your adapter
and enter the same network key as you did on the
router.

WIRELESS SECURITY MODE

Security Mode : | Enable WPA Only Wireless Security (enhanced) |

WPA ONLY

WPA Only requires stations to use high grade encryption and authentication.

Cipher Type :

PSK / EAP :
Network Key : |
(863 ASCII or 64 HEX)

[ Save Settings ][

Don't Save Settings ]
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1. To enable Enable WPA/WPA2 Wireless Security
(enhanced).

2. Next to Cipher Type, select TKIP, AES, or
AUTO(TKIP/AES).

3. Next to PSK / EAP, select EAP.

4. Next to RADIUS Server IP Address enter the IP
address of your RADIUS server.

5. Next to Port, enter the port you are using with your
RADIUS server. 1812 is the default port.

6. Next to Shared Secret, enter the security key.

7.Click Save Settings to save your settings.

WIRELESS SECURITY MODE

Security Mode : | Enable WPA Only Wireless Security (enhanced) |

WPA ONLY

WPA Only requires stations to use high grade encryption and authentication.

Cipher Type :
PSK / EAP :

802.1X
RADIUS Server IP Address : | |
Shared Secret ; |
[ Save Settings ][ Don't Save Settings ]
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1.To enable WPA, WPA2, or WPA/WPA2 for
a RADIUS server, next to Security Mode,
select Enable WPA Only Wireless Security
(enhanced), Enable WPA2 Only Wireless Security
(enhanced), or Enable WPA/WPA2 Wireless
Security (enhanced).

2. Next to Cipher Type, select TKIP, AES, or
Auto.

3. Next to PSK/EAP, select EAP.

4. Next to RADIUS Server 1 enter the IP Address
of your RADIUS server.

5. Next to Port, enter the port you are using with your
RADIUS server. 1812 is the default port.

6. Next to Shared Secret, enter the security key.

7.1f you have a secondary RADIUS server, enter its
IP address, port, and secret key.

8. Click Save Settings to save your settings.

WIRELESS SECURITY MODE

Security Mode . | Enable WwPA Only Wireless Security (enhanced) |

WPA ONLY

WRA Only requires stations to use high grade encryption and authentication.

Cipher Type :
PSK [ EAP ;
802,1x

RADIUS Server 1 IP Address [ |
Port ]
Shared Secret ; |

RADIUS Server 2 IP fddress < [ |
Port : I:l

Shared Secret ; |

[ Save Settings ] [ Don't Save Settings ]
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LAN Setup

This section will allow you to change the local network settings of the router and to configure the DHCP settings.

Router IP Enter the IP address of the router. The default
Address: |P address is 192.168.0.1.

s TUr

If you change the IP address, once you click
Apply, you will need to enter the new IP address
Live tha saction bo coffigene the rrlemal sefwork st of your routin and a0 1o

in your browser to get back into the configuration e £ Bul-5 DHCH servr t= sy, B crvwes 1o competan o yous secnes. The B ddrom

tilit ; batace. T you change e T addness. m this kecten, yo may raed b st your PO
utii y b nEtEeon setings to acosas the netwoek agan.

Pleaas neti Hhat this section & eptional and you do ot meed o change any of tha
et tings hens bo gel yeour nelwork wp and ninning.,

Default Subnet Enterthe Subnet Mask. The default subnet mask
Mask: is 255.255.255.0.

| e Batten || Dot e femegs |

| Use the section to configere the nbemal setwork settrgs of vour recter. The I sddress that s
configuned hers i Tha I sddrem Thit you Uss 10 Bt the Wieb-hised mansge=we nisfe

Local Domain Enter the Domain name (Optional). | o o e B 4t . v 7 a5 S 5 P8 A S 3

Ghe fterdny dgin.

Name: el N
Enable DNS Check the box to transfer the DNS server pr s
Relay: information from your ISP to your computers. If
unchecked, your computers will use the router e tha sction £ condgure the Sulkn DHCD perver 12 aaige P bdram £ B ¢

FOUT rETARDR

for a DNS server.

Enahle DHIP Serar - [
DHIP P Addrem Fangs ] th (E | [ddnksied sEhin TR LA fubsat)
CHOP Laasa Tims WME | [Findted)

Refer to the next page for DHCP information.

MAT Ldgem

Eemaneg numoer of cencs Tat can b configuned © 15
e e e e S e e,
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DHCP Server Settings
DHCP stands for Dynamic Host Control Protocol.

The DlR-61 5 haS a built-in DHCP Serveyr. The DHCP Use this sectLi(m to configure the buitt-in DHCP server to assign IP address to the computers on
. . . your network.
Server will automatically assign an IP address to the
. Enable DHCP Server :

CompUterS on the LAN/prlvate net\N_ork' Be Sure_ tO DHCP IP Address Range : to (addresses within the LAN subnet)
set your computers to be DHCR clients by setting DHCP Lease Trme : [10080 | (minutes)

their TCP/IP settings to “Obtain an IP Address
Automatically.” When you turn your computers

on, they will automatically load the proper TCP/IP Host Name tp Address MAC Address Bxpied Time

settings provided by the DIR-615. The DHCP Server
will automatically allocate an unused IP address from
the IP address pool to the requesting computer. You
must specify the starting and ending address of the T

Rermaining number of clients that can be configured : 25

IP Address MAC Address

IP address pool. O | i i |
O | | | | | |

O | | | | | |

Enable DHCP Check the box to enable the DHCP server on O | Ll N |
Server: your router. Uncheck to disable this function. 0 | | N |
DHCP IP Enter the starting and ending IP addresses for O | | | |
Address Range: the DHCP server’s IP assignment. O | | || |
_ P | O | | | | | |

D e e o I orese e | | —| —
0 | | | | | |

O | | | | | |

O | | | | | |
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Time and Date

This section will allow you to configure, update, and maintain the correct time on the internal system clock.

Time Select the Time Zone from the drop-down
Zone: menu.

Enable Ticking this checkbox enables Daylight Saving

Daylight time. Click Sync. your computer’s time e e Confurte sptan alows you to condgurs, codate, ind martae the | [
- - . . pre = ot T b4 th timal B oo Faoem il SRCE0A whu C30 it the B 3054 fou 38 R [Fr—
Saving: settings to copy your PC’s time settings. S e bt the MTP Dotk Tonm Prctocs() Sarver, Deykht S can o be confred
= B S ieinn || Domitewmieowee |
NTP Tick the Automatically synchronize with e ———
Server D-Link’s Internet time server check box and B s Trew ¢ G1/01/2000 01:09:42

Tires Tone @ | [T L00000] Eusl lumpur, Srgasies

Used: then use the drop-down menu to selectan NTP e Diyight Samg
server. NTP is short for Network Time Protocol. .
NTP synchronizes computer clock times in a

AUTOMATIC TIME AND DATE CONFIGURATION

B mutoeratcaly synchionde with DLnk's INamat timd s

network of computers. TP Sarver ond : ooyt dek om0 [ Lmae s |

Manual: To manually input the time, deselect
Automatically synchronize with D-Link’s
Internet time server check box and then enter
the values in these fields for the Year, Month,
Day, Hour, Minute, and Second. Click Save
Settings.
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Parental Control

This feature allows you to create a list of websites that you want to either allow or deny users access.

Configure Select Turn Parental Control OFF, Turn Parental
Parental Control ON and ALLOW computers access to
Control: ONLY these sites, or Turn Parental Control ON

and DENY computers access to ONLY these
sites.

Website URL: Enter the keywords or URLs that you want to
block (or allow). Any URL with the keyword in
it will be blocked.

Schedule: The schedule of time when the parental control
filter will be enabled. The schedule may be set
to Always, which will allow the particular service
to always be enabled. You can create your
own times in the Maintenance > Schedules
section.

Parenial Eorvirad are ol tools for restnctng Infaemet acoess. The Webats URL cpton aloes
S Bo Guekly radta 8 e of ol welb §2es TR rou wisk 55 Mo pf decy piets Fram Rcoaiaing,
The Schedu opoon oS you (0 Cominsl wives Oty of PCS Connectnd o the Rouber ae
erwed 1o aotes the Intemat

[_seve setonge | [ Dor Save sesirgs |

18 - PARINTAL CONTROL RULES

Corfiguin Parental Contral Rules balow

Tir Pirartsl Conts Buisd OO
Ramarrg numbe of rules (s can be craaties: 1¢

Wieiate URL Uier 7

[(Eemtetiren || Corifaveiciing |
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Port Forwarding

This will allow you to open a single port or a range of ports.

Rule: Check the box to enabled the rule.
Name: Enter a name for the rule.

IP Address: Enter the IP address of the computer on your local
network that you want to allow the incoming service
to.

Start Port/ Enter the port or ports that you want to open. If
End Port: you want to open one port, enter the same port in
both boxes.

Traffic Type: Select TCP, UDP, or Any

owr-s1suff]

WU

Part N vou 0 defre 2 sngie pubilc ot on your outer for
FRdTRLTIon Bo an ntemal LAN 1P Addoem dnd Prvita LA poft F regured, Tha fadtire & wiafsl
Far Bagr sning saearel weh o FTP o Vel

|| Bavw Satmrgn || Dot Saew Setwwn. ||

i ADVARCED PORT HTORWARDING RULES

Publc P

[ [t e
Publc B

[52] scoseaner rame
Pute 7

(2] [ acocanen s
Pubic P Pruaty Post

e e e e T e e e e e e ey,
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Port Mapping

Port Mapping allows you to redirect the LAN ports or SSIDs to WAN connection.

Enable Port Tick to enable port mapping function.

Mapping:
Interface: This column displays the available LAN port WH s ECICETI v
and SSIDs y—
e Port HanEor @ widd 1o dlow WA LT 30 LAN masod)
WAN Use the drop-down menu to select which WAN s Corxseme ) [ mrieesms )
Connection: connection will be used for port mapping. o o b |

[ Enatend Pt Haporg

Fwfae
LA Port 1

LAN Port 3
LA Pt )
LAN Post 4
WLAN §530 1 (nic)

[ Seatemrgn || Dontismiatng |
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SNMP

SNMP (Simple Network Management Protocol) is used to monitor and control a network.

SNMP Agent: Clickthe Enable radio buttonto enable a network-management
software.

WU m HAINTINANLE LTATUS

Enable SNMP The management agent can send an event notification
Traps: to the management system to identify the occurrence of P e e e
conditions such as threshold that exceeds a predetermined Sl wid nackari | metari X vapuc s i s o o o e
value. Tick the check box to enable the function.
This section allows you to add client community for SNMP e MR
Add access. Click Save/Apply to add the community to the
Community: Existing Community section. In this section, you may
remove or edit the community.

iy |

Name: Use the drop-down menu to select the community name
between Public and Private.

Damnamon P Addres

Permissions: Use the drop-down menu to select the access right between AR —
Read only and Read & Write. Vv S0PV
Destination IP Enter the destination IP address to launch trap message.
Address:

Community Use the drop-down menu to select the existing community name.
Settings:

Version: Use the drop-down menu to select between SNMP v1 and SNMPv2c.
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QoS Engine

The QoS Engine option helps improve your network gaming performance by prioritizing applications. By default the
QoS Engine settings are disabled and application priority is not classified automatically.

Enable QoS This option is disabled by default. Enable this option for
Engine: better performance and experience with online games and
other interactive applications, such as VolP.

The speed at which data can be transferred from the router =
Manual Uplink to your ISP. This is determined by your ISP. ISP’s often [ ey A T e R R o S e P
Speed: speed as a download/upload

IrmrsaaETTTTT e

pair. For example, 1.5Mbits/284Kbits. Using this example, &  fimanamy
you would enter 284. Alternatively you can test your uplink 2 = .

speed with a service such as www.dslreports.com.

Connection By default, the router automatically determines whether
Type: the underlying connection is an xXDSL/Frame-relay network
or some other connection type (such as cable modem or
Ethernet), and it displays the result as Detected xDSL or
Frame Relay Network. If you have an unusual network connection in which you are actually connected via xDSL but for which
you configure either “Static” or “DHCP” in the Internet settings, setting this option to xDSL or Other Frame Relay Network
ensures that the router will recognize that it needs to shape traffic slightly differently in order to give the best performance.
Choosing xDSL or Other Frame Relay Network causes the measured uplink speed to be reported slightly lower than before
on such connections, but gives much better results.

Detected xDSL When Connection Type is set to Auto-detect, the automatically detected connection type is displayed here.
or Other Frame
Relay Network:
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Filter Rules

The Filter Rules allows you to configure IP or MAC address of a network adapter and allow or deny its network access
at certain time.

MAC/IP Enter the MAC or IP address of a network
Address: adapter for a filter rule.

Destination Enter a port or range of ports of TCP or UDP
Port: for the filter rule.

e tha secton to configere B-Unk's Gof Engre. The Gt Engre rmpeowes voor onlng gaminsg
axganence by sniummg thit you game tele u prorteed swir othet et e, mach 3
FTP & Wab.

Traffic Type: Select a traffic type (TCP, UDP, or Any) that will
be used for the filter rule.

[Coemsetrgs | [ oennssmmionea |

Action: Use the drop-down menu to select Allow or
Deny the network access.

Schedule: Select Always to apply for this filter rule all
the time, or select one of the scheduled time.
The scheduled time should be configured in
Maintenance > Schedules section in advance.
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Enable LAN to
WAN Firewall:

WAN
Connection:

Enable WAN to
LAN Firewall:
DMZ:

DoS Attack:

Post Scan
Attack:

Service Filter:

Firewall & DMZ

This section will allow you to set up inside and outside firewall. The outside firewall can choose various which part
you want to prevernt from.

Tick to enable the firewall from LAN to WAN.

Select the WAN Connection you want to set up the firewall.

Tick to enable the firewall from WAN to LAN.

Tick DMZ Enable check box to enable DMZ, and enter an
IP adrees of a computer in the IP field to be accessible to
Internet traffic.

DoS (Denial-of-service) attack makes the computer
resources unavailabel for intened users. Tick the Enable
DoS Attack Prevention check box to enable the function,
and tick the rest of the check boxes to prevent from various
type of DoS attack.

Post scan attack targets the opening ports and attacks those
ports. Tick the Enable Post Scan Attack Prevention check
box to enable the function, and tick the rest of the check
boxes to prevent from various type of post scan attack.

Service FilterTick the Enable Service Filter Blocking
check box to enable the function, and tick the rest of the
check boxes to deny the access from various tools.

e m HAINTINARLE LTATUS

[ | Frirwal ks £an e ssed o alow of dany tafie paseng thoogh B routet

DM main “DamEed Jota”, DMI Mowa coTonlen Datrd Ee el il to D
accwyulis (0 Intemat ffic, Tyoacaly, your [T would (ontan Web tervery, FTP ssnven ind
ohe

Seve Setorgn | [ Dot Sawe Setrgn |

Ensti LA & Wrl Feawal © [

(HITSIDE FIREWALL SETTING

Vi Connemon © | e Correcten 1
Enabia WAN to LAN Frewal =[5
Friraald Lel1rg Pist Mama Frawal Pat Satting Rewu

B

e T

Enatie Do ATTADE Prevanton ; [7]

Sym Fiaading = [+

lervp Feading | =]

Enabis POET SCAN ATTAL Preventes | =]
Enatie AHP Xmag Prevenoon (=)

Enitsia Jer Frevanton (7]

nhis MULL Lean et @ (7]
Enatrle S¥N ACK Provetion 1 [5]
Eratis S0 BET Piwpwrmian ¢ (=]

[Enatiie 5YN FIN Prevention | £

L e e S e
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Advanced Wireless

This window allows you to change the behavior of the 802.11g wireless radio from the standard settings. Please be aware that any changes
to the factory default settings may adversely affect the behavior of your network.

Transmit Set the transmit power of the antennas.

Power:

Beacon
interval:

RTS Threshold:

Fragmentation:

DTIM Interval:

Preamble Type:

CTS Mode:

Beacons are packets sent by an Access Point to synchronize
a wireless network. Specify a value. 700 is the default EEES
Sett|ng and |S recommended o . [ | Thess ootons ane for ceees that weh fo change the betawior of ther 8011 in wirshes ado

foorm the pandard setEngL Ve G0 Ao ricorTrend chinigng thads wiongt Bom tha Bicrory

dufasin. ICITECT SEHENS may AT O periormance of your wieen Rdo. The Sl
B |G RSl pevde the Deil wielei 100 performance 0 ol Ehwasmenti.

This value should remain at its default setting of 2346. |f MEEEEEEE | e || o

inconsistent data flow is a problem, only a minor modification | Aovancro winiiess sriTinGs

should be made. Tt e | n ¥

The fragmentation threshold, which is specified in bytes, T R e
determines whether packets will be fragmented. Packets s Trpe © (5 Shar Prasrbie. O Long Praamibe
exceeding the 2346 byte setting will be fragmented before CTsMoce:  tone O Rimars @ o

transmission. 2346 is the default setting. Vi i 1 i)

Band Wit || a0 Hrridesm) ¥

Short; Guard Intenval 1 [F]

(Delivery Traffic Indication Message) 1 is the default setting. A DTIM is a countdown informing clients of the next window for
listening to broadcast and multicast messages.

Select Short or Long Preamble. The Preamble defines the length of the CRC block (Cyclic Redundancy Check is a common
technique for detecting data transmission errors) for communication between the wireless router and the roaming wireless
network adapters. Auto is the default setting. Note: High network traffic areas should use the shorter preamble type.

CTS (Clear To Send) is a function used to minimize collisions among wireless devices on a wireless local area network (LAN).
CTS will make sure the wireless network is clear before a wireless client attempts to send wireless data. Enabling CTS will
add overhead and may lower wireless through put. None: CTS is typically used in a pure 802.11g environment. If CTS is
set to “None” in a mixed mode environment populated by 802.11b clients, wireless collisions may occur frequently.Always:
CTS will always be used to make sure the wireless LAN is clear before sending data. Auto: CTS will monitor the wireless
network and automatically decide whether to implement CTS based on the amount of traffic and collisions that occurs on
the wireless network.
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Wireless Mode: Select one of the following:
802.11n Only - Select only if all of your wireless clients are 802.11n.
802.11 Mixed(g/b) - Select if you are using both 802.11b and 802.11g wireless clients.
802.11 Mixed(n/g/b) - Select if you are using a mix of 802.11n, 11g, and 11b wireless clients.

Channel Width: Select the Channel Width:
20MHz - Select if you are not using any 802.11n wireless clients. This is the default setting.
20/40MHz(Auto) - Select if you are using both 802.11n and non-802.11n wireless devices.

Short GI: Check this box to reduce the guard interval time therefore increasing the data capacity. However, it’s less reliable and may
create higher data loss.
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Advanced Network

This window allows you to change the LAN settings. Please be aware that any changes to the factory default settings

may affect the behavior of your network.

Enable UPnP: To use the Universal Plug and Play (UPnP™)
feature tick this checkbox. UPNP provides
compatibility with networking equipment, software
and peripherals.

WAN Port You may set the port speed of the WAN port to
Speed: 10Mbps, 100Mbps, or 10/100Mbps Auto. Some
older cable or DSL modems may require you to

set the port speed to 10Mbps.

Enable Tick the check box to allow multicast traffic to pass

Multicast through the router from the Internet.
Streams:

Wireless Tick the check box to allow wireless multicast
Enhance Mode: traffic to pass through the router.

Thass nptons ane for wsers that wah to change the LAN settngs. W da not recommand
Eaaegng thase settngs fom fctony defalt. Chingng thass SEEFce My B%ct the betuwor of
AT PRTER,

[ ietrm | [ toisemtenre |

Erubis P8 ; 5]

Enshie MuEe! Streiee

| Wirehess Enhance Mode

T T
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Routing

This option allows you to define fixed routes to defined destinations.

Enable: Tick this checkbox to enable or disable fixed
routes to defined destinations.
Interface: Use the drop-down menu to choose the WAN or i
WAN (Physical Port) Interface the IP packet must
use to transit out of the Router.

Tt Boutng opmion: slows. you 1o defing Sams mutes te meohic detnanons.

oz | mnzmems | -

RSTEneg nimosr of ruley (Rt on be created: 1%

Destination: The IP address of the packets that will take this
route.

Trtarfate (£ g ] Sofrel M Galewdy
WANL

Wil b

Subnet Mask: The subnet of the IP address of the packets that

will take this route. 3
Gateway: Specifies the next hop to be taken if this route is e
used. e

WAL -

WanL W

WANL W

WANL W

WL W

oo oo0omi

et SSns g = R e e e e o e e s
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TR-069

TR-069 (WAN Management Protocol) allows the remote server to connect to the device and configure the device.
When using this function, usually the router needs to have a physical IP address. With TR-069 STUN, you can evern
configure the router when it is behind NAT.

Enable TR-069: Tick this checkbox to enable TR-069 function

Enable TR-069 Tick this to enable TR-069 function from LAN . e
From LAN: instead of WAN port. = :
A protadl far CommUnCETon Detween 3 CFE and Axto-Confquraton Senver [ACSL
Username: Enter the username for the remote server to be (atee J[_teltonicoe )
able to login to the router. - T
Password: Enter the password for the remote server to be e e —

able to login to the router = g
s Dafault ALS LR 3 | hripe | mcec Buern -3 30, TROGE

CPELRL ¢ htoci1eg. B 1, 18002 feet

ACS URL: Enter the IP address of ACS (Auto-configuration

Server). LA
Default ACS URL: Enter the IP address of default ACS. paros it T R i
CPE URL: Enter the IP Address of the CPE (Customer- _
premises equipment). $TUN Sarver Addoom 1 [

BTUHE Sarvar Past |
ETUR Sarve Usei Narrm 1

Periodic Inform Tick the check box to send the information STLMN Sarear e |
Enable: periodically. Lecal Lot ore

el 'ﬂz ] Cuntl S IIE-:IDE

Periodic Infrom The duration for sending the information.
Interval:

Periodic Inform Configure the specific time and date to start
Time: sending the information.
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Enable STUN: Tick the check box to enable the STUN function for TR-069

STUN Server Enter the IP address of a STUN server.
Address:

STUN Server Port: Enter the port of the STUN server.

STUN Server User Enter the username of the STUN server.
Name:

STUN Server Enter the password of the STUN server
Password:

Local Listen Port Enter a port of the router that allow STUN server to get through.
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This window will allow you to change the Administrator password. You can also enable Remote Management.

| A=A

Administrator
Password:

User Login
Name:

User Password:

Enable Remote
Management:

IP Allowed to
Access:

Port:

Device Administration

Enter a new password for the Administrator Login Name
and then retype the new password in the Confirm Password
textbox. The administrator can make changes to the
settings.

Enter a new Login Name for the User account.

Enter a new password for the User Login Name and then
retype the new password in the Confirm Password textbox.
The administrator can make changes to the settings.

Remote management allows the DIR-615 to be configured
from the Internet by a web browser. A username and
password is still required to access the Web-Management
interface. In general, only a member of your network can
browse the built-in web pages to perform Administrator
tasks. This feature enables you to perform Administrator
tasks from the remote (Internet) host.

The Internet IP address of the computer that has access to
the Broadband Router. If you leave this field blank or type
0.0.0.0, then any computer will be able to access the Router.
This would present a security risk and is not recommended.

The port number used to access the DIR-615. For example: ===

http://x.x.x.x:8080 whereas x.x.x.x is the WAN IP address

Bl | Tha ‘ade s ket SC00uNEE £30 BOre Bhe managamant Pteface. The aimn R riad)wets

Bt @l £an changs pesiiesddi, whis tha use bai resd-ooly dccdis. Ty delual thard b fo
pamsw menfigueed. B 5 highly FECETITEndeS That you U 3 S [0 KD vDur mte
i,

| G I

ADMIN PASSWORD

Pieats #nter e T ToMwond BE0 both Dodes'or confrmaton

Faw Bamieord sessssssns

Confim Pamsword: [ese

Piaass ante S e seswend mbs beth boawilor confrmation

Lhear Blarte  umer
Hew Famra s sssssssnss

Canfrm Paieird: | e

e

Enutisy Rewots Munagarment; [
P Alowed to Acoess
Part

Eraibly Bamote SEH:
Rarrotd Covirgl 7 Addreia

Port

Enatil Raota Teleats [

Remote Contigd F AGShew:

USER PASSWORD

of the DIR-615 and 8080 is the port used for the Web-Management interface.

Enable Remote Tick this check box to allow the remote SSH to be able to configure DIR-615.

SSH:

R T A P R E TR
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Remote Control Enter a IP address that the remote SSH with this IP address can access the router. If you leave this field blank or type 0.0.0.0,
IP Address: then any computer will be able to access the Router. This would present a security risk and is not recommended.

Port: The port number used to access the DIR-615.

Enable Remote Tick this check box to allow the remote Telnet to be able to configure DIR-615.
Telnet:

Remote Control Enter a IP address that the remote Telnet with this IP address can access the router. If you leave this field blank or type
IP Address: 0.0.0.0, then any computer will be able to access the Router. This would present a security risk and is not recommended.

D-Link DIR-615 User Manual 47



Section 3 - Configuration

Save and Restore

This window allows you to save your configuration file to a hard drive, load configuration settings from a hard drive,
and restore the Router’s factory default settings.

Save Settings Use this option to save the current router
to Local Hard configuration settings to a file on the hard disk of the
Drive: computeryou are using. First, click the Save button.
You will then see a file dialog, where you can select

a location and file name for the settings.

Gnce the rmoeter & configuned you cn v tha © settngs o 2 corfgeaton fis en
o Rird v, Tou BBa hive the Sof6n 13 Eas saTENgL, £ fmifoe e lactory
defadk prrngs,

Load Settings Use this option to load previously saved router
from Local configuration settings. First, use the Browse

Sawe Satings To Lol Hard Dive : | Seve |

Hard Drive: control to find a previously save file of configuration i PPN Sty TSI |G
settings. Then, click the Upload Settings button to . SRR ————
transfer those settings to the Router. . One Lirgusge Pack - (Gea |

Restore to This option will restore all configuration settings
Factory Default back to the settings that were in effect at the time
Settings: the router was shipped from the factory. Any settings
that have not been saved will be lost, including any
rules that you have created. If you want to save the
current router configuration settings, use the Save

button above.

Reboots: Click the Reboot button on the left side of the
window to restart the Router.
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Firmware Update

You can upgrade the firmware of the Router here. Make sure the firmware you want to use is on the local hard drive of
the computer. Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support
site for firmware updates at http://support.dlink.com. You can download firmware upgrades to your hard drive from the

D-Link support site.

Firmware Click the Check Now button (or the link at the top

Upgrade: of the window) to find out if there is an updated
firmware; if so, download the new firmware to your
hard drive.

Browse: After you have downloaded the new firmware,
click Browse in this window to locate the firmware
update on your hard drive. Click Save Settings to
complete the firmware upgrade.

S Tur ADVANCID m STATUS

Thne may D new Brmsans for your OR-615 to mprove fenctonaity and pedormance.,
Qe b b chick Por b UDNIN o ST RAOCON ISR,

To wograde the frmwaie, Gote the carade fid o0 the Boal hard dove with the Brawie
butinn, Onie vou hive fund tha e o be cied, ok Fhe Upkad boftos bo bt e freavare

uDgrade.
Tha BNQUEGE Dack 3w yed Lo change tha Grguage of the uaer imtertace on the DIR-G1S. We

DO T i EDOfdE youl curment RROuBgE PR I ivou LoOidE 1 frmiveaii. TRE efone
hat any Canges n e Srmate ane depied comecthy,

To wogriche Eha languags pack, locile the woorads e on M ol hand drive wit® tha Nrtens
button. Once yzu huss found the fie 10 be wsd. cick the Upioad botton Do IKNT the Brguage
e wprgrade

Cumrent Drmmsans Verson ;| 5 00001
Currenit Fammsaes Date ;| Moo 17 &g 1008

Chusch Qe Mow for Latest Pemmwars Version : | Owsoes |

| Moke: Some frmwars upgrades resat the configuration aotons to the factary
dledaultsn. Refure pradurming am upgrade, be dere 0w The osmen? configueratioe

1o upgrads the Frmasns, your PT must have & wined connecton to the router. Dater
the name of the (rwware upgrade (e, and dhok on the Upload button.

pioaed 1 (e

[
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DDNS Setting

The router supports DDNS (Dynamic Domain Name Service). The Dynamic DNS service allows a dynamic public IP
address to be associated with a static host name in any of the many domains, allowing access to a specified host from
various locations on the Internet. This is enabled to allow remote access to a host by clicking a hyperlinked URL in the
form “hostname.dyndns.org”. Many ISPs assign public IP addresses using DHCP, this can make it difficult to locate
a specific host on the LAN using standard DNS. If for example you are running a public web server or VPN server on
your LAN, this ensures that the host can be located from the Internet if the public IP address changes. DDNS requires
that an account be setup with one of the supported DDNS providers.

Enable DDNS: Tick the Enable DDNS checkbox to enable support

for DDNS.
Server Select one of the DDNS registration organizations T
Address: form those listed in the pull-down menu. Available . SURIN 1 Do OAS o ko you S hist 5 e (VoD TP, Gt S, #81...) s
. . SRR i domat: rams that you Pavs penchased {swewtateseFoumames. 0o with your dynamally
servers include dlinkddns.com(Free), DynDns. magred P adrem, Moxt braadbnd Eamat S Povden ssign dima (cangrg) B
org(Custom), Dyn.Dns.org(free), and Dyn.Dns. ”""I'I"“"‘.""p"“"‘“'“"“’_"”"“
org(Static).

Host Name: Enter the host name of the DDNS server.

Erable bOMS + [[]
SErvar Ludramn | dewsdes soulFres) W

Username: Enter the username given to you by your DDNS : Hosk v

Upamare

server. Pasvweed | snreseans
[ DM Aomunt Tesang

Password: Enter the password or key given to you by your
DDNS server.
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System Check

This tool is used to verify the physical connectivity on both the LAN and the WAN interfaces. The Ping Test can be
used to test the status of the Internet.

Virtual Cable VCT is an advanced feature that integrates a
Tester (VCT) LAN cable tester on every Ethernet port on the
Info: router. Through the graphical user interface
(GUI), VCT can be used to remotely diagnose
and report cable faults such as opens, shorts,
swaps, and impedance mismatch. This feature
significantly reduces service calls and returns by
allowing users to easily troubleshoot their cable
connections.

WU AVANCID

Ping Test: The Ping Test is used to send Ping packets to
test if a computer is on the Internet. Enter the IP
Address that you wish to Ping, and click Ping.
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Schedules

The Router allows the user the ability to manage schedule rules for various firewall and parental control features on
this window. Once you have finished configuring the new schedule rule, click the Save Settings button at the top of
the window.

Name: Enter a name for the new schedule rule.

Day(s): Choose the desired day(s), either All Week or
Select Days. If the latter is selected, please use the

checkboxes directly below to specify the individual - : R SRR Foolioustipt st Wowall W T il il ooy EOL
da S Frewad Rules™ 3l Pavenial Conirol,
ys. (Entme | tentretemre |
All Day - 24 hrs: Tick this check box if the new schedule rule applies — !
to the full 24-hour period. Davis)t O Akwesk @ Swinct Darls)
. . P _r:"h.n Clien CITes [Clwved Tl Clea 3t
Start Time/ If the new schedule rule does not apply to the full AR Start Time 1 [30 ] + 30 [0 ] (roueinuta, 12 houe tre)

End Time: 24-hour period, untick the previous checkbox and _ e Tanet (51 ¢ 0_JLLIR Doty 12 bowr rved
then enter a specific beginning and ending time.
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Log Settings

The system log displays chronological event log data specified by the router user. You may also save a simple text file
containing the log to your computer. Click the Save button and follow the prompts to save the file.

Save Log File: Click on the Save button link on this window to
save the log file to your local hard drive.

S Tur ADVANCID m STATUS

Syslog Server: click the checkbox to save the log in the log server = =
in the LAN side. o

Ligs o Bt v by sending £ to o admn erall addres

[ _sevesetongs || Do Sees Semngs |

Log Type & Click the checkbox(es) of the type of log information
Level: requested: “System, Firewall & Security, Router

Status, Critical, Warning and Information” e el .
| seswoaseoere |
Send by Mail: Enter the your SNTP server name(or IP address) | e
and enter your mail address before sending your

system log by mail.

SEND BY HATL
fread Rddram:

Errad Sulject:

Sander el Aadeu:
SHTP Safver | I Adsran
e liame:

Puaywred:

Confir Panrword
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Device Info

This window displays the current information for the DIR-615. It will display the LAN, WAN, and Wireless
information.

If your WAN connection is set up for a Dynamic IP address then a DHCP Release button and a DHCP Renew button
will be displayed. Use DHCP Release to disconnect from your ISP and use DHCP Renew to connect to your ISP.

If your WAN connection is set up for PPPoE, a Connect button and a Disconnect button will be displayed. Use
Disconnect to drop the PPPoE connection and use Connect to establish the PPPoE connection.

LAN: Displays the MAC address and the private (local)
IP settings for the router.

sTUr ADVANCID HAINTINANT§

WAN: Displays the MAC address and the public IP

settings for the router. a N 17 oo It i st o Coewsoctinm shecal e iy . il e Th T
N PIrEC B decayed Pare

Firmwears Wraion | 0011, Mon LF fusg JO0%

Wireless Displays the wireless MAC address and your
802.11N: wireless settings such as SSID, Channel, and
Encryption status. e s IR

Subnfet Moak @ 235.235.73%.0
DHOP Sanar - Enabled

HAL Rddiesi : QR IRIS2:07
_ CHOF chart  Conmactng.
Connecmon
P Addnesi @ 0.0.0.0
St Mgk o 0.0.0.0
Dk Gateway @ 0.0.0.0
o : 3.0.0.0

Cranegl: §
(S50 - Frorypibion]

dink | Deodked
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Log

This window allows you to view a log of activities on the Router. This is especially helpful detecting unauthorized
network usage.

First Page: View the first page of the log.

Last Page: View the last page of the log.

Previous: View the previous page. The Virw Log depiars e actwiies sccurmrg o0 e DIR613, e
Next: View the next page. Lo e o[-
Clear: Clear the log. 8 b e e
Tan j DLOTES CHICR: Ot saend DECOVTR.
Ban 1 11hec? DHCP: Chent send DEOOVENR.
Link tq Log C!ICk this bu_tton to go directly to th_e Log Settings bt it
Settings: window (Maintenance > Log Settings). B 1 13119 OHOP! (et sant DISCOVER.

lan 1 033803

Tan 1 01opEeAs DR st il DESCOVTIEL
Tan 1 0110853
lan 1 01:3cAR
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Statistics

The window below displays the Traffic Statistics. Here you can view the amount of packets that pass through the DIR-615
on both the WAN and the LAN ports. The traffic counter will reset if the device is rebooted.

g

ADVARCTD HAINTIMANLT

Active Session

The NAPT Active Session table displays a list of all active conversations between WAN computers and LAN computers.

sFTuw ADVARCID HAINTERANLCE

1P Address
103, 168,020
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Wireless

The wireless client table displays a list of current connected wireless clients. This table also displays the connection
time and MAC address of the connected wireless client.

ADVARLLD HAINTERANLL STATUS

| The Wreless Chant tabin below depdays Wirsisss clants Connacted to the AR {Access Fant),

HUMBLR OF WIRELESS CLIENTS : O

Coniesid Time HMAL Adldress TP Address  Mode Rale  Signal (%)
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Help

Click the desired hyperlink to get more information about how to use the Router.

DIR-615U, SETUP ADVANCED MAINTENANCE STATUS HELP
SsweeoRTmME

Logout Setup

e Internet Setu
* Wireless Setup
s e LAN Sefup

4 offine » Time and Date
» Parental Contro|

_ Advanced

* Port Forwarding

« Application Rules

» Filter Rules

o Firewall & DMZ

» Advanced Wireless
* Advanced MNetwork
« Routin

F=  Internet

Maintenance
» Device Administration

Save and Restore
Firmware Update
DDNS Setfing
System Check
Schedules
Log Settings

Status
» Device Info
Log
Statistics
Active Session
Wireless
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Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The
DIR-615 offers the following types of security:

* WPA2 (Wi-Fi Protected Access 2) * WPA2-PSK (Pre-Shared Key)
* WPA (Wi-Fi Protected Access) * WPA-PSK (Pre-Shared Key)
* WEP (Wired Equivalent Privacy)

What is WEP?

WEP stands for Wired Equivalent Privacy. It is based on the IEEE 802.11 standard and uses the RC4 encryption
algorithm. WEP provides security by encrypting data over your wireless network so that it is protected as it is transmitted
from one wireless device to another.

To gain access to a WEP network, you must know the key. The key is a string of characters that you create. When
using WEP, you must determine the level of encryption. The type of encryption determines the key length. 128-bit
encryption requires a longer key than 64-bit encryption. Keys are defined by entering in a string in HEX (hexadecimal -
using characters 0-9, A-F) or ASCII (American Standard Code for Information Interchange — alphanumeric characters)
format. ASCII format is provided so you can enter a string that is easier to remember. The ASCII string is converted to
HEX for use over the network. Four keys can be defined so that you can change keys easily.
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Configure WEP

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

1. Log into the web-based configuration by opening a web browser and entering the IP address of the router (192.168.0.1).
Click on Wireless Setup on the left side.

2. Next to Security Mode, select Enable WEP Wireless Security (basic).

3. Next to Authentication, select either Shared Key or Open. Security Mode : [Enatle WEF Wadkes Securty (e S

Shared Key is recommended as it provides greater security ]
when WEP is enabled.

WEP is the wireless encryption standard. To use it you must enter the same key(s) into the
router and the wireless stations, For 64 bit keys you must enter 10 hex digits into each key box,
For 128 hit keys you must enter 26 hex digits into each key box, & hex digit is either a number

4_ Select e|the|’ 64Blt or 1288[t encryp‘“on from the drop-down from O to 9 or a letter from & to F. For the most secure use of WEP set the authentication type
. to "Shared Key" when WEP is enabled.
menu next to WEP Encryption.

You may also enter any text string into a WEP key box, in which case it wil be corwerted into a
hexadecimal key using the ASCI values of the characters, & maximum of 5 text characters can
be entered for 64 bit keys, and a maximum of 12 characters for 128 bit keys.

5. Next to Default Key Type, select WEP Key 1 and enter a WEP

. Authentication ;| Open A
key that you create. Make sure you enter this key exactly on WEP Encryption ;[ edsi. v
all your wireless devices. You may enter up to four different Default WEP Key: [WEP Key 1
WEP Key (S ASCIT or 10 HEX)

keys either using Hex or ASCII. Hex is recommended (letters
A-F and numbers 0-9 are valid). In ASCI// all numbers and letters s ) otz )
are valid.

6. Click Save Settings to save your settings. If you are configuring the router with a wireless adapter, you will lose
connectivity until you enable WEP on your adapter and enter the same WEP key as you did on the router.
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What is WPA?

WPA, or Wi-Fi Protected Access, is a Wi-Fi standard that was designed to improve the security features of WEP (Wired
Equivalent Privacy).

The two major improvements over WEP:

* Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys
using a hashing algorithm and, by adding an integrity-checking feature, ensures that the keys haven’t
been tampered with. WPA2 is based on 802.11i and uses Advanced Encryption Standard (AES) instead
of TKIP.

» User authentication, which is generally missing in WEP, through the extensible authentication protocol
(EAP). WEP regulates access to a wireless network based on a computer’s hardware-specific MAC
address, which is relatively simple to be sniffed out and stolen. EAP is built on a more secure public-key
encryption system to ensure that only authorized network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric
password between 8 and 63 characters long. The password can include symbols (17*&_) and spaces. This key must
be the exact same key entered on your wireless router or access point.

WPA/WPAZ2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a
more secure public key encryption system to ensure that only authorized network users can access the network.
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Configure WPA-PSK and WPA2-PSK

It is recommended to enable encryption on your wireless Router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to

the added overhead.

1. Log into the web-based configuration by opening a web browser
and entering the IP address of the router (192.168.0.1). Click on
Wireless Setup on the left side.

2. Next to Security Mode, select Enable WPA Only Wireless
Security (enhanced) or Enable WPA2 Only Wireless Security
(enhanced).

3. Next to Cipher Mode, select TKIP, AES, or Both.

4. Next to PSK/EAP, select PSK.

5. Next to Network Key, enter a key (passphrase). The key is an
alpha-numeric password
between 8 and 63 characters long. The password can

include symbols (!?7*&_) and spaces. Make sure you enter
this key exactly the same on all other wireless clients.

6. Click Save Settings to save your settings. If you are configuring

WIRELESS SECURITY MODE

Security Mode : | Enable WPA Only Wireless Security (enhanced) W

WPA ONLY
WP Cnly requires stations to use high grade encryption and authentication.,

Cipher Type : | TKIP
PSK JEAP ; [PSk v

Metwark Key (8~63 ASCIL or 64 HEX)

[ Sawe Settings ] [ Dan't Save Settings

WIRELESS SECURITY MODE

Security Mode ;| Enable WPAZ Only Wireless Security (enhanced)

WPAZ OMLY
WRAZ Only requires stations to use high grade encryption and authentication.

Ciphet Type | TKIP %
PSK f EAP : |FSK v

Metwork Key (8~632 ASCII or 64 HEX)

[ Save Setbings ] [ Don't Save Settings

the Router with a wireless adapter, you will lose connectivity until you enable WPA-PSK or WPA2-PSK on your
adapter and enter the same passphrase as you did on the Router.
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Section 4 - Security

Configure WPA/WPA2-PSK

It is recommended to enable encryption on your wireless Router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

1. Log into the web-based configuration by opening a web browser

and entering the IP address (_)f the router (192.168.0.1). Click on Socurity Modk [ Enable WhAJWaZ Wreless securty (emarced) T
Wireless Setup on the left side.
2. N eXt tO Secu rity MOde, Se|eCt Enable WPA/WPA2 ereless WRAMNPAD requires stations to use high grade encryption and authentication,
Security (enhanced). Cipher Type : TP &
PSK f EAP ;| PSE
. Metwork Key (8~63 ASCII or 64 HEX)
3. Next to Cipher Mode, select TKIP, AES, or Both. '

Save Settings ] [ Don't Save Settings

4. Next to PSK/EAP, select PSK.

5. Next to Network Key, enter a key (passphrase). The key is an alpha-numeric password
between 8 and 63 characters long. The password can include symbols (17*&_) and spaces.
Make sure you enter this key exactly the same on all other wireless clients.

6. Click Save Settings to save your settings. If you are configuring the Router with a wireless adapter, you will lose
connectivity until you enable WPA/WPA2-PSK on your adapter and enter the same passphrase as you did on the
Router.
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Section 4 - Security

Configure WPA, WPA2, and WPA/WPA2 (RADIUS)

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to

the added overhead.

1. Log into the web-based configuration by opening a web browser and entering the IP address of the router (192.168.0.1).

Click on Wireless Settings on the left side.

2. Next to Security Mode, select Enable WPA Only Wireless Security (enhanced), Enable WPA2 Only Wireless Security
(enhanced), or Enable WPA/WPAZ2 Wireless Security (enhanced).

3. Next to Cipher Type, select TKIP, AES, or Auto.
4. Next to PSK/EAP, select EAP.

5. Next to RADIUS Server 1 enter the IP Address of
your RADIUS server.

6. Next to Port, enter the port you are using with your
RADIUS server. 1812 is the default port.

7. Next to Shared Secret, enter the security key.

8. If you have a secondary RADIUS server, enter its IP
address, port, and secret key.

9. Click Save Settings to save your settings.

WIRELESS SECURITY MODE

SecLrity Mode :

WPA ONLY

WPA Only requires stations to use high grade encryption and authentication,

Enable WP Only Wireless Security (enhanced) W

Cipher Type :
PSE | EAP

TKIF |+
EAP |+
a02.1x
RADIUS Server 1 IP Address
Part
Shared Secret ;
RADIUS Server 2 1P Address
Part
Shared Secret ;
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Section 5 - Connecting to a Wireless Network

Connect to a Wireless Network
Using Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for
Service Pack 2 users. If you are using another company’s utility or Windows® 2000, please refer to the user manual
of your wireless adapter for help with connecting to a wireless network. Most utilities will have a “site survey” option

similar to the Windows® XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click
on the center of the bubble to access the utility.

or

Right-click on the wireless computer icon in your system tray
(lower-right corner next to the time). Select View Available
Wireless Networks.

The utility will display any available wireless networks in your
area. Click on a network (displayed using the SSID) and click
the Connect button.

If you get a good signal but cannot access the Internet,
check you TCP/IP settings for your wireless adapter. Refer
to the Networking Basics section in this manual for more
information.

9 Wireless networks detected x

Orne or more wireless networks are in range of this computer.,
To see the list and connect, dick this message

Change Windows Firewall settings
Open Network Connections

Repair
Yiew Awvailable Wireless Networks

R T T ey m—— 3

Choose a wirtless nebawork
Ll ger S v B b B b STES] T 8 pe itk AEbedrh © raege S 15 000 e

g e g

-;cT: Test &

Rrlskrd Taaks {.;i:.; deloult

Lrsecured vreess networi il

_L, Lewrn absnsl wircless Lrisdures wrsiisy feteari ”j”
netrariag : P

(i)
oy Cange the order of

preferred netwaris T eourhy-anabing REER et I””

((m bt

‘g Crange adwarced
setangs

R T T eI prap—re—"

This s fmork; seuines @ Setmork by, I pos ward Is corvect o e
retrark, ok Carmeit.

':,';?:'? DG -4000
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Section 5 - Connecting to a Wireless Network

Configure WEP

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking Change Wincows Firenal settings
on the wireless computer icon in your system tray Open Network Connections
(lower-right corner of screen). Select View Available Repair

Wireless Networks Yiew Available Wireless Networks

1" Wireless Hetwork Connection 6 B'
Nbwork Tasks Choose a wireless network
@ Refresh network kst ik 1 ibem i) She let below o connect to & pirekess netwark N rAnge & 50 gat more

wlrernaran
N et et Pt twrk Test
R o o sl offoe {{i:}

Unboured wiresess natiork 0}}]
2. Highlight the wireless network (SSID) you would like to Related Tasks @ detaut .
connect to and click Connect. e st e " s e )
1
“ m’ﬁm‘f i i’ Security-pnaied wingiess ne twerk “)]]
3 Change adunced oy testl

Setungs

a Securiby-snabled vwirshess nebwork Il |

This neébreck requires & netveork key. IF v want b connect bs this
netwerk, dek Cannect.
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Section 5 - Connecting to a Wireless Network

3. The Wireless Network Connection box will appear. Enter the
same WEP key that is on your router and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WEP settings are correct. The
WEP key must be exactly the same as on the wireless router.

Wireless Network Connection E|

The network 'test1' requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this network.

Type the key, and then dick Connect.

Metwork key: | | |

Connect l [ Cancel l
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Section 5 - Connecting to a Wireless Network

Configure WPA-PSK

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking
on the wireless computer icon in your system tray
(lower-right corner of screen). Select View Available
Wireless Networks.

2. Highlight the wireless network (SSID) you would like to
connect to and click Connect.

Change Windows Firewall settings

Cpen Metwork Connections

Repair

¥Yiew Available Wireless Metworks

Hetwork Tasks

@ Refresh network kst

o FEtup & wirekess network
e & hawme e small nHfior

Related Tasks

i Learn pbout wirdless
rreterorking

iy Change the order of
prefenned ne bworics

G Change acvanced
settngs

1" Wireless Network Connection & B|

Choose a wireless network

Cheks &) (bam i The ket bkt 10 Connedt 1o & preitss retwrk i range & o petmone

Fiemanan

{ai:} =t &

Ungourid wingigss ndtwdrk l)}]]
{-{i:'} delault

Ursenred wreiess netwerk ;}]]]
{nioa} —

T SEUnty -Snsbied WIneless ne taare I.}l]

oy bestl

a Securiby-snabled vwirshess nebwork Il |

This neébreck requires & netveork key. IF v want b connect bs this
netwerk, dek Cannect.
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Section 5 - Connecting to a Wireless Network

3. The Wireless Network Connection box will appear. Enter the
WPA-PSK passphrase and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WPA-PSK settings are correct.
The WPA-PSK passphrase must be exactly the same as on the
wireless router.

Wireless Network Connection fgl

The network 'testl requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

Type the key, and then dick Connect.

Metwork key: | | |
| |

Connect l l Cancel ]
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Section 6 - Setting Up Wi-Fi Protection (WCN 2.0 in Windows Vista)

Setting Up Wi-Fi Protection
(WCN 2.0 in Windows Vista)

The DIR-615 supports Wi-Fi protection, referred to as WCN 2.0 in Windows Vista. The instructions for setting this up
depend on whether you are using Windows Vista to configure the Router or third party software.

Initial Router Configuration for Wi-Fi Protection

When you first set up the Router, Wi-Fi protection is disabled and unconfigured. To enjoy the benefits of Wi-Fi protection,
the Router must be both enabled and configured. There are three basic methods to accomplish this: use Windows
Vista’s built-in support for WCN 2.0, use software provided by a third party, or use the traditional Ethernet approach.

If you are running Windows Vista, tick the Enable checkbox on the Wireless Network window. Use the Current PIN
that is displayed on the Wireless Network window or choose to click the Generate New PIN button or Reset PIN to
Default button.

WI-FI PROTECTED SETUP {ALSOD CALLED WCN 2.0 IN WINDOW VYISTA)

Enahle :
Current PIMN : 83449611
[ Generate Mew PIN ] [ Reset PIN ko Default ]
Wi-Fi Protected Status : Enabled [ Not Configured

[ Add wireless Device wizard ]

If you are using third party software to set up Wi-Fi Protection, carefully follow the directions. When you are finished,
proceed to the next section to set up the newly-configured Router.
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Section 6 - Setting Up Wi-Fi Protection (WCN 2.0 in Windows Vista)

Setting Up a Configured Router

Once the Router has been configured, you can use the push button on the Router or third party software to invite a
newcomer to join your Wi-Fi protected network. For maximum security, the software method is recommended. However,
the push button method is ideal if there is no access to a GUI.

If you are using the Router’'s Wi-Fi Security push button option, simultaneously depress the push button located on
the side of the Router and the button on the client (or virtual button on the client’s GUI). Next click Finish. The Client’s
software will then allow a newcomer to join your secure, Wi-Fi protected network.

If you are using third party software, run the appropriate Wi-Fi Protected System utility. You will be asked to either use
the push button method or to manually enter the PIN. Follow the on-screen instructions.
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Section 7 - Changing the Computer Name and Joining a Workgroup

Changing the Computer Name and Joining a
Workgroup

The following are step-by-step directions to change the computer name and join a workgroup.

1. Click on Properties. Opea

Explore
Search...
Manage

Scan with AVG Free

Map Metwork Drive...

Disconnect Network Drive...

Create Shortcut
Delete

Renarne

Properties

2. Click on the Advanced system settings link.

View basic information about

¥ Device Manager

Windows edition

¥ Remote settings

Windows Vista™ Enterprise

F",‘ System protection . .
2 Copyright ® 2006 Microsoft Corpore

¥ Advanced systern settings
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Section 7 - Changing the Computer Name and Joining a Workgroup

3. Click the Computer Name tab in the System Properties window
and enter a description of your computer in the textbox. When you
are finished, click the Change button.

4. Go to the Computer Name/Domain Changes window and
click the radio button next to the Workgroup you want to
join. When you are finished, click the OK button.

System Properties

X

Computer Name |Hardware I Advanced I System Protection I Remote|

.ﬁ-hv on the netwark.

Computer description:

Full computer name:

Worgroup:

workcgroup, click Change.

Windows uses the following information to identify your computer

To use a wizard to join a domain or waorkgroup, click
Networds 1D Networ 1D....
To rename this computer or change its domain or

For example: "Kitchen Computer” or "Mary’s
Computer”.

Ryan-PC-Dell
WORKGROUP

= ————

Computer Name/Domain Changes &

More information

Computer name:
Office

Full computer name:

Office

Member of
() Domain:

@ Workgroup:

You can change the name and the membership of this
computer. Changes might affect access to network resources.

ACCOUNTING

i OK ! Cancel
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Section 8 - Configuring the IP Address in Vista

Configuring the IP Address in Vista

The following are step-by-step directions to configure the IP address in Windows Vista.

1. Click on Properties.

2. Go to the Network and Internet window and click the
appropriate Local Area Connection icon.

3. Right-click the Local Area Connection icon and then select
Properties from the drop-down menu.

5@; ] Open
Explore
Scan with AVG Free

Map Metwark Drive...
Disconnect Metwork Drive...

Create Shortcut
Delete
Properties
T &
T Em————————a

- - -
— —
@@‘ﬁgp <« MNetwork and Internet » Metwork Connections »

MNarme Status Device Name Connectivity Metwork Cater
LANM or High-5peed Internet (1)

T— x
L- Local Area Connection
o dlink.com.tw
@2 Broadcom 440x10/100 Integ...

~ || Local Area Connection
. '™ .~

diink.comdw

= Broadco Disable

Status

Diagnose
Bridge Connecticns

Create Shortcut
Drelete

Rename

Properties

&
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Section 8 - Configuring the IP Address in Vista

4. Tick the Internet Protocol Version 4 (TCP/IPv4) checkbox in
the Networking tab in the Local Area Connection Properties

window.

5. Click the “Use the following IP address” option in the General
tab in the Local Area Connections Properties window and
enter the desired IP address in the space offered. Then click
the “Use the following DNS server adresses” option on the
same tab and enter the desired DNS server information.

-:'3;' Local Area Connection Properties

—_—

MNetworking

Connect using:
i_-? Broadcom 44{kx 104100 Integrated Controller

This connection uses the following items:

o8& Client for Microsoft Networks

4= 005 Packet Scheduler

.Q File and Printer Sharing for Microsoft Networks

- Intemet Protocal Version 6 {TCP/IPvE)

-4 Intemet Protocol Version 4 {TCP/IPv4)

-4 Link-Layer Topology Discovery Mapper /0 Driver
& Link-Layer Topology Discovery Responder

Description

Install... Uninstall Properties

Imtemnet Protocol Version 4 (TCP/IPw) Properties

fereral |

for e sppropriale [P sellings.

Cialar ar TP acddr e aulomalically
|8 Use the following I address: |

P ol 192,168, 0 . 2
Subried mask: 255,255 .255. @
Deladt galeway;

Frefert ed DG e ver: %3.95. 1.1

Alerrale DS seroer:

Teond can gel 1P geltrgs scogned sutomabcaly of your rebwork suppor s
this rapabdity. Qtherwise, you need i ask your network adminstrabse
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Section 8 - Configuring the IP Address in Vista

6. Right-click the Local Area Connection icon and then select Status

from the drop-down menu.

7. Go to the Local Area Connection Status window and click
the Details button.

8. Confirm your new settings on the Network Connection Status
window. When you are finished, click the Done button.

LAM or High-5peed Internet (1)

.-".' Local Area Connection
. I dlink.com.tw
P dlink.com.tw

%= Broadcom 440x 10/10] Dizable
Status r!
Diagnose "

Eridge Connections

Create Shortcut

Delete
Rename
Properties
w Lecal Aswy Comnaction Slatus HH
e a
|
Coreion
Fvd Carmwcinify Lmated
Pyl Carrac ity Lrvtnd
Hhpcia Slate Enablad |
Purwbon; [ Eh)
Sl 1501 Pl

ity |

Byt 4.0 L

L bl P Adeem =i0 o8 m s el SENLE

.
1
|
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Section 9 - Setting Up a Connection Wirelessly

Setting Up a Connection or Network
Wirelessly

The following are step-by-step directions to set up a wireless connection.

1. Click on Set up a connection or network in the Network and
Sharing Center section.

BYAH-CDELL

(Tl giviine]
s ol iiimasei Vil

Wiiwhriy Apbwmbn die eyl i

2. Go to the Set up a connection or network window and choose the Set
up a wireless router or access point Set up a new wireless network m..
for your home or business option. Click the Next button.

Chiiki & cannrdlion aption

'“ Cannrersd 1 Wy ey

PUREL U T Y

151 il e ik ibebwolh Fi) il Ve o il e

‘. Wanaanlly caneed to o sl netene
- o114 0 D i

& 9 b ilmin o P {C it o aev ] perielih
AR (M — ] gl

g i 4 i i

o+

‘HII.I |
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Section 9 - Setting Up a Connection Wirelessly

3. Click the Next button on the Set up a wireless router or access . - |
point window. e

Bt i oty o7 il Erushiriin rectntor
F jr bt i s et o ot heerm o s, pwa oee b op i esberast be pnes! e
T, il o | S 1o st o o oo |
I L (R
gl § Sl DA O BT PR
T Vi el i Ry

Lpen wbmeeh e g wml e il S Ve | v Ve e e e e e e
netan

Vb widded wed onn Pons 0 pswin rondbonned

Paprssiy v ot =it haduan sevnm o fba s phen g el b e slskie
D urivlam
[l EEFE T

RS AT S e

|
4. The following window displays the system progress. w‘m

Dhebecieng retwork hurdwane and setings

N - [

Gl | |

5. This window confirms that you want to create wireless network m_.m——l‘—-—-
settings that are savable to a USB flash drive. R b e

B yow bapvs @ roruder, mube sore B o plugged eils thg oo el bry ageen. Chedd e

sfarmaben thas ceme meth the novier Sor moee detsibed matructont.

* Create wirehess network settings and save 10 USE flash deve |
Thia mall crnste -.--l-n.nd&nw.lhi Fers diw Bl 15 Thee routen st m LISE Bl dirres o
il oy o il i harves i vtk s Thilt epports DB Nmh den Sovilagarrtein.

i-—r.dil
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Section 9 - Setting Up a Connection Wirelessly

6. Enter a network name on the Give your network a name window

in the Set up a wireless router or access point wizard. Click the
Next button.

7. Enter a passphrase on the Help make your network more secure
with a passphrase window in the Set up a wireless router or

access point wizard. Click the Show advanced network security
options link.

8. Select security method on the Choose advanced network security

options window in the Set up a wireless router or access point
wizard. Click the Next button.

]
L =
LER T R —
Give your neleork 3 name
Cheurur a name hal progpie whe corerent o yeue netwerh will oegeine
| kS0 |
Vi can By wp for 2§ bertery oo nusmdsees
Mt i | amcel
e
m"""ﬁm_-—' — _
l Heelfs frvibe gl Aitmeaih friole secale willh d pad iR
| vy el ey Yo s ik bt B el 7 by Ry For e o st
tore Pl peepim coreseit A2 the ey they o8 e the papheEe
| S——
w7k md JADO; Whe O G E L1
Thet pitiatid i Fol b B b | (B P bt o e el e
# Curpiey ahgmacisn
E . rl = L ]
[Chea | [ o
. — _
A - | —
Thoooe advanoed network security options
W ren mmmreed g We S Bt Saems 2 TAVPED Frosnall broene f provdo Bdie
secasy bet & net oupperied by devces msde Before XL
Tty rewthced
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WA Pt
WRAL Pomomal
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& Dhigdey chuminbera
I L L= ] L
T
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Section 9 - Setting Up a Connection Wirelessly

9. Once you have selected the desired security method on the Choose
advanced network security options window in the Set up a
wireless router or access point wizard, click the Next button.

10.Select the desired file and printer sharing option on the Choose
file and printer sharing options window in the Set up a wireless
router or access point wizard. Click the Next button.

11.0nce you have saved your network settings to USB, use the pull-
down menu on the Insert the USB flash drive into this computer
window in the Set up a wireless router or access point wizard
to select a destination for your network settings. Click the Next
button.

T AR B e
¥ o T

[mu,.w.m.mm-—  —

Choase advanced network securfty opbiond

W teceenrrend utierg Wi F Protoected Accesi 2 (APAD-Priionil) Bedirie 8 presade betb
securty. Byt /i not supssrtad by dences marde betom J001

s utiy mathioit

| e Secwrti 5

Crante o diflerid ieourits by o prigitenne di me

T

o ——— i
R e —
Chinode lile and prinds shasing optians

D vt s by gl s iy
Vi 4 G o N R i L By e T ek el Thares Canne &/ Dot
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Section 9 - Setting Up a Connection Wirelessly

12.0nce you have saved your network settings to USB, the
Copying settings to the USB drive window in the Set up
a wireless router or access point wizard opens to indicate
the system progress.

13.0nce you are finished, the To add a device or computer, follow
these instructions window in the Set up a wireless router or
access point wizard opens. When you are finished, click the Close
button.

EEE ey

s i E
i R —
Copyng settings 1o the USH Nash drive.
i -~
:h i
|
|
— |
|
J
o ——— I
- = lm__" | —
To add a devioe or computer, follow these instructions

1  Farncrs D USE S drrer s S senmpulis.

2 Tnpetthe VSR fact dovvw win o US goet 00 the dence or the compaie. [Tommaen ot be
Ty W, 8 gr ke nla
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Section 10 - Connecting to a Secured Wireless Network (WEP, WPA-PSK & WPA2-PSK)

Connecting to a Secured Wireless Network
(WEP, WPA-PSK & WPA2-PSK)

The following are step-by-step directions to set up a wireless connection.

1. Click on Properties.

Open
Explore
Scan with AVG Free

Map Metwark Drive...
Disconnect Metwork Drive...

Create Shortcut
Delete

Properties

2. Click the Manage network connections link in the Network
and Sharing Center window.

FiaM-BC- DL
T normaded

Bt ik v Pt itk
Arzau ke e it
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Section 10 - Connecting to a Secured Wireless Network (WEP, WPA-PSK & WPA2-PSK)

3. Right-click the Wireless Network Connection entry and then select ..

Connect/Disconnect from the drop-down menu. Katl

‘Wirehess Network Connection

Disalle
Connecl [ Drsconncel

Dusgnise
Hrdge Conmechsns

Creste Shorout

Rename

Propertie

J

4. Select a network to connect to in the Select a network to connect
to window in the Connect to a network wizard and then click the
Connect button.

=
ad

W Comectis a setwork

Select a netwaor

K o Eoinect b

hew (44 m

K i S p— M II

B8 erhTheticriand  Uscumd netert A
Urrigmured retwh

!} e

5. The following Connect to a network wizard window displays the
system progress.

?‘ e
= B Comnectic s natwork
Conmecting o diink 300
L | W
e A
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Section 10 - Connecting to a Secured Wireless Network (WEP, WPA-PSK & WPA2-PSK)

6. Enter the network security key or passphrase for the Router in
the textbox provided in the Type the network security key or

passphrase for dlink300 window in the Connect a network wizard.
When you are finished, click the Connect button.

7. The following Successfully connected to dlink300 window in the
Connect to a network wizard is displayed. Choose to save to the
network and/or start the new connection automatically. When you

are finished, click the Close button.

8. The successful connection is displayed at the bottom of the

Windows start up menu.

-

| g T Comerl i netesr
|
Sueceschully connectad ta dlink =00

# Larey Than e
o Sart tha ¢ oroechicn iultcrmdicaly
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Section 10 - Connecting to a Secured Wireless Network (WEP, WPA-PSK & WPA2-PSK)

9. Confirm your new settings by calling up the command prompt and
then entering the ipconfig command.

10.To test the new IP address, use the Ping feature of the command
prompt.
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Section 11 - Connecting to an Unsecured Wireless Network

Connecting to an Unsecured Wireless
Network

The following are step-by-step directions to set up an unsecured wireless connection.

1. Click on Properties. - e

Explore

Scan with AVG Free

Map Metwork Drive...
Disconnect Metwork Drive...

Create Shortcut
Delete

Properties

2. Go to the Network and Sharing Center window and click
the Manage Network Connections link.

Metwaork and Sharing Center

A L.

FvaM-PC-DELL dliniLenimtw [
Ihagrces and pepan (Thid e puta]
El“.:nm.hﬂﬂubltmwﬂ £ it pevae
EEiL ) Local snd briwenet
Connrten Local Area Connecton Wi i

H Sharing srd Discavery

Hetwark dacovery @ on W

e shawwag @ o w

Poislic falder tharing & 0 w

Pewter phating ® off -
Pappwoed protected shanng @ On i
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Shirs e sl B Tie sl feldein ] wn sharesg I
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Section 11 - Connecting to an Unsecured Wireless Network

3. Right-click the Wireless Network Connection entry and then select
Connect/Disconnect from the drop-down menu.

4. Select a network to connect to in the Select a network to connect
to window in the Connect to a network wizard and then click the
Connect button.

5. Confirm your desire to connect anyway on the following Network
Connection Status window.
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Section 11 - Connecting to an Unsecured Wireless Network

6. The following Connect to a network wizard window displays the
system progress.

7. The following Successfully connected to dlink300 window in the
Connect to a network wizard is displayed. Choose to save to the
network and/or start the new connection automatically. When you
are finished, click the Close button.

8. The successful connection is displayed at the bottom of the Windows
start up menu.
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Section 11 - Connecting to an Unsecured Wireless Network

9. Confirm your new settings by calling up the command prompt
and then entering the ipconfig command.

10.To test the new IP address, use the Ping feature of the command
prompt.

O\ Windowrryrtem S eve

i
W C Windimilipitemddirmd et - fing ITLIGRAL 4

D-Link DIR-615 User Manual

89



Section 12 - Troubleshooting

Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DIR-615. Read
the following descriptions if you are having problems. (The examples below are illustrated in Windows® XP. If you
have a different operating system, the screenshots on your computer will look similar to the following examples.)

1. Why can’t | access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.0.1 for example), you are not connecting to a website on
the Internet or have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself.
Your computer must be on the same IP subnet to connect to the web-based utility.

» Make sure you have an updated Java-enabled web browser. We recommend the following:

* Internet Explorer 6.0 or higher

* Netscape 8 or higher

e Mozilla 1.7.12 (5.0) or higher

* Opera 8.5 or higher

 Safari 1.2 or higher (with Java 1.3.1 or higher)
e Camino 0.8.4 or higher

* Firefox 1.5 or higher

* Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using
a different cable or connect to a different port on the device if possible. If the computer is turned off, the link light may
not be on.

* Disable any internet security software running on the computer. Software firewalls such as Zone Alarm, Black Ice,
Sygate, Norton Personal Firewall, and Windows® XP firewall may block access to the configuration pages. Check the
help files included with your firewall software for more information on disabling or configuring it.
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Section 12 - Troubleshooting

» Configure your Internet settings:

» Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab,
click the button to restore the settings to their defaults.

» Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings
button. Make sure nothing is checked. Click OK.

» Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three
times.

* Close your web browser (if open) and open it.

* Access the web management. Open your web browser and enter the IP address of your D-Link router in the address
bar. This should open the login page for your the web management.

* If you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait
about 30 seconds and try accessing the configuration. If you have multiple computers, try connecting using a different
computer.

2. What can | do if | forgot my password?

If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back
to the factory defaults.

To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a
paperclip to hold the button down for 10 seconds. Release the button and the router will go through its reboot process.
Wait about 30 seconds to access the router. The default IP address is 192.168.0.1. When logging in, the username is
admin and leave the password box empty.
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Section 12 - Troubleshooting

3. Why can’t | connect to certain sites or send and receive emails when connecting through my router?

If you are having a problem sending or receiving email, or connecting to secure sites such as eBay, banking sites, and

Hotmail, we suggest lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, etc).

Note: AOL DSL+ users must use MTU of 1400.

To find the proper MTU Size, you'll have to do a special ping of the destination you’re trying to go to. A destination

could be another computer, or a URL.
e Click on Start and then click Run.

* Windows® 95, 98, and Me users type in command (Windows® NT, 2000, and XP users type in cmd) and
press Enter (or click OK).

* Once the window opens, you’ll need to do a special ping. Use the following syntax:

ping [url] [-f] [-1] [MTU value] C:\>ping vahoo.com —f —1 1482

Pinging yahoo.com [66.94_234.13]1 with 1482 hytesz of data:

Packet needs to be fragmented hut DF set.
Packet needs to be fragmented hut DF set.
Packet needs to be fragmented hut DF set.
Packet needs to he fragmented but DF set.

Ping statistics for 66.94.234.13:
Packets: Sent = 4, Received = B, Lost = 4 (188x loss),

Example: ping yahoo_com _f _| 1472 Approximate round trip timeg in milli-seconds:

Minimum = Bmz,. Maximum = Bms. Average = Bns

C:>ping yahoo.com —f -1 1472
Pinging yahoo.com [66.94.234.13]1 with 1472 bytes of data:

66.94.234.13: bytes=1472 time=93ms TTL=52
66.94.234.13: bytes=1472 time=18%ms TTL=52
66.94.234_.13: bytes=1472 time=12tmsz TTL=52
Reply from 66.94.234.13: bytes=1472 time=283ms TTL=52

Ping statistics for 66.94.234.13:

Packets: Sent = 4. Received = 4, Lost = @ (@x loss>.
Approximate round trip timesz in milli—seconds:

Minimum = 23mz,. Maximum = 283ms,. Average = 13Zms

LR
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Section 12 - Troubleshooting

You should start at 1472 and work your way down by 10 each time. Once you get a reply, go up by 2 until you get a
fragmented packet. Take that value and add 28 to the value to account for the various TCP/IP headers. For example,
lets say that 1452 was the proper value, the actual MTU size would be 1480, which is the optimum for the network

we’re working with (1452+28=1480).

Once you find your MTU, you can now configure your router with the proper MTU size.

To change the MTU rate on your router follow the steps below:
* Open your browser, enter the IP address of your router (192.168.0.1) and click OK.

 Enter your username (admin) and password (blank by default). Click OK to enter the web configuration
page for the device.

* Click on Setup and then click Manual Configure.

e To change the MTU enter the number in the MTU field and click the Save Settings button to save your
settings.

* Test your email. If changing the MTU does not resolve the problem, continue changing the MTU in
increments of ten.
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Appendix A - Wireless Basics

Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business or public access wireless networks. Strictly adhering to the IEEE standard,
the D-Link wireless family of products will allow you to securely access the data you want, when and where you want
it. You will be able to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals
instead of wires. Wireless LANs are used increasingly in both home and office environments, and public areas such
as airports, coffee shops and universities. Innovative ways to utilize WLAN technology are helping people to work and
communicate more efficiently. Increased mobility and the absence of cabling and other fixed infrastructure have proven
to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop
and desktop systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in
order to use servers, printers or an Internet connection supplied through the wired LAN. A Wireless Router is a device
used to provide this link.
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What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi
uses radio frequency to connect wirelessly, so you have the freedom to connect computers anywhere in your home
or office network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products.
D-Link delivers the performance you need at a price you can afford. D-Link has all the products you need to build your
network.

How does wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point A to point
B. But wireless technology has restrictions as to how you can access the network. You must be within the wireless
network range area to be able to connect your computer. There are two different types of wireless networks Wireless
Local Area Network (WLAN), and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access
point has a small antenna attached to it, which allows it to transmit data back and forth over radio signals. With an
indoor access point as seen in the picture, the signal can travel up to 300 feet. With an outdoor access point the signal
can reach out up to 30 miles to serve places like manufacturing plants, industrial locations, college and high school
campuses, airports, golf courses, and many other outdoor venues.
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Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range
up to 30 feet away.

Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn’t use
nearly as much power which makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops,
speakers, and other devices that operate on batteries.

Who uses wireless?

Wireless technology as become so popular in recent years that almost everyone is using it, whether it’s for home,
office, business, D-Link has a wireless solution for it.

Home
 Gives everyone at home broadband access
 Surf the web, check email, instant message, and etc
* Gets rid of the cables around the house
e Simple and easy to use

Small Office and Home Office
* Stay on top of everything at home as you would at office
* Remotely access your office network from home
e Share Internet connection and printer with multiple computers
* No need to dedicate office space
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Where is wireless used?

Wireless technology is expanding everywhere not just at home or office. People like the freedom of mobility and it's
becoming so popular that more and more public facilities now provide wireless access to attract people. The wireless
connection in public places is usually called “hotspots”.

Using a D-Link Cardbus Adapter with your laptop, you can access the hotspot to connect to Internet from remote
locations like airports, hotels, coffee shops, libraries, restaurants, and convention centers.

Wireless network is easy to setup, but if you're installing it for the first time it could be quite a task not knowing where to
start. That’s why we’ve put together a few setup steps and tips to help you through the process of setting up a wireless
network.

Tips
Here are a few things to keep in mind, when you install a wireless network.
Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try
to place the router/access point as high as possible in the room, so the signal gets dispersed throughout your home.
If you have a two-story home, you may need a repeater to boost the signal to extend the range.

For the wireless repeater, there are two types of repeater in D-Link for user to select:

0 Universal repeater: It acts as an AP and a wireless STA at the same time. It can support all AP and wireless STA
if they work in the same wireless channel.

0 AP-repeater (AP with WDS): only repeat same model or limited models which base on the same proprietary
protocol.

Please choose a universal repeater to boost the signal to extend the range.
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Wireless Modes

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the
router/access point. This would significantly reduce any interference that the appliances might cause since they operate
on same frequency.

Security

Don’t let you next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning
on the WPA or WEP security feature on the router. Refer to product manual for detail information on how to set it up.

There are basically two modes of networking:

* Infrastructure — All wireless clients will connect to an access point or wireless router.

» Ad-Hoc — Directly connecting to another computer, for peer-to-peer communication, using wireless network
adapters on each computer, such as two or more WNA-2330 wireless network Cardbus adapters.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect
to the wireless router or access point.

An Ad-Hoc network contains only clients, such as laptops with wireless cardbus adapters. All the adapters must be in
Ad-Hoc mode to communicate.
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Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from
a DHCP server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK.

e CAWINDOWS\system32\cmd.exe
At the prompt, type ipconfig and press Enter. Microsoft Windous RF [Uersion 5.1.2600]

<G> Copyright 19852881 Microsoft Corp.

This will display the IP address, subnet mask, and iR e L
the default gateway of your adapter. indous IF Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . : dlink

If the address is 0.0.0.0, check your adapter IP Address. - - - « - - - - - . . f 10.5.7.114
. . . . h Subnet Mask : 255 _255_255.8
installation, security settings, and the settings Default Gateway 10.5.7.1

C:~Documents and Settings>_

on your router. Some firewall software programs
may block a DHCP request on newly installed
adapters.

If you are connecting to a wireless network at a
hotspot (e.g. hotel, coffee shop, airport), please contact an employee or administrator to verify their wireless network
settings.
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps
below:

Step 1
Windows® XP - Click on Start > Control Panel > Network Connections.
Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2
Right-click on the Local Area Connection which represents your D-Link network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4
Click Use the following IP address and enter an IP address that is on the same subnet as your network or the LAN
IP address on your router.

Intarmet Protocol [TCPIP) Praperties

Grereial

Example: If the router’s LAN IP address is 192.168.0.1, make your IP address | oot s ssmci o st aope.
192.168.0.X where X is a number between 2 and 99. Make sure that the number | ™= ==

you choose is not in use on the network. Set Default Gateway the same as the LAN | Sy s

IP address of your router (192.168.0.1). St AL

Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The
Secondary DNS is not needed or you may enter a DNS server from your ISP. %) Use the fobomarg DN servs oo

Prelesed DNG perver 1%2.168. 0 .1

Alerale ONS seever

Step 5
Click OK twice to save your settings.

[ advanced |

[ o ][ Coes |I
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Technical Specifications

Standards
* |[EEE 802.11g
e |[EEE 802.11b
* |EEE 802.11n draft 2.0
* [IEEE 802.3
e |EEE 802.3u
Wireless Signal Rates*
* 300Mbps * 54Mbps
*48Mbps  * 36Mbps
* 24Mbps * 18Mbps
*12Mbps  * 11Mbps
* 9Mbps * 6Mbps
*55Mbps ¢ 2Mbps
* 1Mbps

Security
* WPA - Wi-Fi Protected Access (TKIP, MIC,
IV Expansion, Shared Key Authentication)
* 802.1x
* 64/128-bit WEP
* PIN/PBC WPS

Modulation Technology

802.11 b : DSSS / DBPSK / DQPSK / CCK

802.11 g : 16QAM / 64QAM / BPSK / QPSK with OFDM
802.11 n: 16QAM / 64QAM / BPSK / QPSK with OFDM

Receiver Sensitivity
802.11n

HT20
* 300Mbps OFDM, 10% PER, —-68dBm

HT40
* 300Mbps OFDM, 10% PER, —-64dBm

802.11b and 802.11g

* 54Mbps OFDM, 10% PER,-70dBm
* 48Mbps OFDM, 10% PER,-72dBm
* 36Mbps OFDM, 10% PER,-76dBm
e 24Mbps OFDM, 10% PER,-78dBm
* 18Mbps OFDM, 10% PER,-80dBm
* 12Mbps OFDM, 10% PER,-83dBm
* 11Mbps CCK, 8% PER,-85dBm

* 9Mbps OFDM, 10% PER,-85dBm
* 6Mbps OFDM, 10% PER,-88dBm
* 5.5Mbps CCK, 8% PER,-87dBm

* 2Mbps DQPSK, 8% PER,-89dBm
* 1Mbps DBPSK, 8% PER,-90dBm

VPN Pass Through/ Multi-Sessions
* PPTP
* |IPSec

Device Management
* Web-based Internet Explorer v6 or later; Netscape Navigator
v6 or later; or other Java-enabled browsers
e DHCP Server and Client
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Wireless Frequency Range Safety and Emissions
2.4GHz to 2.497GHz (802.11b) FCC Part 15B/ 15C/ MPE
2.4GHz to 2.4835GHZ (802.11g and 802.11n) IC RSS-210
NCC LP0002

Wireless Operating Range2

* Indoors - up to 328 ft. (100 meters) LEDs

e Outdoors- up to 1312 ft. (400 meters) * Power

* Status

Wireless Transmit Power (AVG Power) * Internet
11b:17dBm(Max) 11g:16dBm(Max) 11n:13dBm(Max) * WLAN (Wireless Connection)

* LAN (10/100)
External Antenna Type

Two fixed reverse SMA external antenna Dimensions
e =135mm
Advanced Firewall Features e W =99.8mm

* NAT with VPN Pass-through (Network Address Translation)e H = 31.5mm
* MAC Filtering

¢ |P Filtering Weight
* URL Filtering 0.246kg
* Domain Blocking

* Scheduling

Operating Temperature
32°F to 129 °F ( 0°C to 40°C)

Humidity
95% maximum (non-condensing)

* Maximum wireless signal rate derived from IEEE Standard 802.11b, 802.11g and 802.11n specifications. Actual data throughput will vary. Network
conditions and environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual
data throughput rate. Environmental factors will adversely affect wireless signal range.
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FCC statement in User's Manual (for class B)

"Federal Communications Commission (FCC) Statement

This Equipment has been tested and found to comply with the limits for a class B digital

device, pursuant to Part 15 of the FCC rules. These limits are designed to provide reasonable

protection against harmful interference in a residential installation. This equipment generates,

uses and can radiate radio frequency energy and, if not installed and used in accordance with

the instructions, may cause harmful interference to radio communications. However, there is

no guarantee that interference will not occur in a particular installation. If this equipment

does cause harmful interference to radio or television reception, which can be determined by

turning the equipment off and on, the user is encouraged to try to correct the interference by

one or more of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

- Consult the dealer or an experienced radio/TV technician for help.



FCC Caution:

1.The device complies with Part 15 of the FCC rules. Operation 1s subject to the following

two conditions:
(1) This device may not cause harmful interference, and
(2) this device must accept any interference received, including interference that may

cause undesired operation.

2.This device and its antenna(s) must not be co-located or operating in conjunction with
any other antenna or transmitter.

2. Changes or modifications to this unit not expressly approved by the party responsible
for comphance could void the user authority to operate the equipment.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:
This equipment complies with FCC radiation exposure limits set forth for an uncontrolled

environment. This equipment should be installed and operated with minimum distance
20cm between the radiator & your body.





