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Ahout the Product

» The MOFI4500-4GXELTE-SIM4 is an IEEE802.11n wireless broadband Router with 3G/4G/LTE support. Simply put

your SIM Card in and plug in the Router, an Internet connection can be accessed and shared virtually anytime

anywhere within a wireless broadband network. Includes a cellular module build in that will allow you to insert your SIM

card directly in the router.

» 4-Port Wireless-N Broadband Router to Share Wireless Internet Connection with more users.
MOFI4500-4GXELTE-SIM4 integrates router function so that Internet can be accessed through WIFI connection
simultaneously. MOF14500-4GXELTE-SIM4 4-port wireless-N router function provides an excellent solution for sharing
a wireless Internet connection and files such as High Definition (HD) video, music, photos and documents with the

wireless speed up to 300Mbps.

» Advanced Wireless Security
The MOFI4500-4GXELTE-SIM4 creates a secure Wi-Fi® network by supporting the latest wireless security features to
prevent unauthorized access. It supports for 64/128-bit WEP, WPA, and WPA2 to ensure that you will be able to secure
your Wi-Fi network, regardless of your client devices. In addition, the 3G/4G/LTE/LTE2 Mobile Router utilizes dual

active firewalls (SP1 and NAT) to prevent potential attacks from across the Internet.

»  Wide Wireless Coverage
The product integrates 2x2 (2 transmit and 2 receive) 5dBi antennas. This MIMO technology overlay the signals of

multiple radios, which successfully reduce “dead sports”, increase throughput and increase wireless coverage range.

» Easytoinstall and Use
By connecting a USB modem into USB port of MOFI4500-4GXELTE-SIM4, Internet access can be accessed and
shared virtually anywhere within a wire or wireless broadband network. You can also directly connect Ethernet-based

devices to its built-in 4-port full-duplex 10/100 switch.
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Features

V V V V V V V VYV V V

Multi function Router - Support for 3G/4G/LTE/LTE Advanced mobile broadband plus 4-port wireless N router
Support (3G/4G/LTE) USB modem connection - to offer a network connection with full mobility

Latest Cellular Embedded Modem that allows the fastest and most stable connection possible

Support [IEEE802.11b/g and 11n wireless standard - data transfer rate reaches up to 300Mbps

Support WAN Port and 4-Port 10/100M Ethernet - dual way connections to DSL/Cable modem for Internet access
Support for 64/128-bit WEP, WPA, and WPA2 - ensure secure WiFi network, and prevent unauthorized access
Support WiFi Protected Setup - reduce by half the user steps to configure a network

Adopt 2x2 MIMO technology - increase throughput and increase wireless coverage range

Detachable Antennas - allows flexible gain performance antennas for both the cellular and wifi connection

Auto Fail Over (Can have a cellular and Cable/DSL/Satellite connection, if the Cable/DSL/Satellite connection is
lost, the cellular connection will take over and as soon as the connection is established again, it will revert back to
the Cable/DSL/Satellite connection.

Many more features is included in the router which you can find at www.mofinetwork.com for help and videos.

You can also send us an email anytime to: support@mofinetwork.com
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Requirements

Your computer must meet the following minimum requirements.
Any internet browser to surf the internet
Ethernet network adapter or wifi network adaptor

The MOFI router will work with basically any operating system and devices.

V V V V V

When changes are being made in the router, it is recommended not to use any Google Chrome
Use any other browser such as Internet Explorer, Firefox or Safari.
> After set up is completed in router, you can use any browser such as Google Chrome if

needed.
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Package Content

The package should contain the following items:

MOF14500-4GXELTE-SIM4 V2 Model
RJ 45 Network Cable

12.0V, 1A UL Power Adapter

Easy Start Guide

2 x 7 Inch WiFi Antenna

2 x 7 Inch Cellular Antenna with an SMA Male connection at the end.
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Device Design - Front Panel

Note: Includes 2 External Antenna for just the WiFi signal & 4 External Antenna for the Cellular Signal

LED Behavior | Description
A | Power/Boot Status Blink when booting, Solid when competed boot.
On Have internet access
B | Internet
Off No Internet access
On Wireless is enabled (will blink to show the wireless traffic)
C | Wi-Fi Off Wireless is disabled
Blinking | Normal Use
Very Fast | Unitis in recovery mode
On Connected to a Cable/DSL/Satellite
D | WAN
Off No Modem connection
On Connected to an Active Ethernet Device
E | Ethernet 1-4 Off No Ethernet Connection
Blinking | Transmitting/Receiving Data
Back Panel
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WAN  RESET{hold 18 sec)
WS (click)

¥4

POWER

N

Label Description
A | Ethernet Port 1-4 Connecting with computers/devices using an Ethernet cable
B | WAN Connect to a modem using an Ethernet cable

Press for 10 seconds to reset to the Factory Default.
C | Reset/WPS

Press for 2 seconds to setin WPS mode

D Power Jack Use 12V 1.0A Power Adapter
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(retting Started

Plan your Network

You may need to check some

RemOVe/Disa ble setting or disable some
CO nﬂ|CtS application before installation.

Connect the modem,

Setu p the ROUter computer, and power adaptor

to the router.

Open a browser to access the

ConneCt tO the Web User Interface and then use
Setup Wizard to connect to the
mternet Intemnet.

l

Ready to Use
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Plan Your Network

1. Using a 3G/4G/LTE USB Modem Stick
- -

PDA ) t Connect via Wireless

Eth2
Ethl Eth2 Eth3 Eth4d
3G/4G/LTE USB Modem/Hotspot
] N n
) Y 1
— - = w

2. Using a DSL/Cable modem (If your DSL/Cable modem is both a router and a modem, contact us.

- -
oA Correct via Wireless
Fhone
WAN Port
Porer Adapater
-,
V Ethl EthZ Eth3 Ethd
ADSLfCable Modem
i' —_
= - . 7 b
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Remove or Disable Contlicts

To make sure the router installation moves on smoothly, you need to remove or disable conflicts that may interfere the

installation. Probable conflicts may include:

e Internet sharing applications
e  Proxy software

e  Security software

e  TCP/IP settings

e Internet properties

e  Temporary Internet files

Internet Sharing, Proxy, and Security Applications

Internet sharing, proxy software, and firewall applications may interfere with the router installation. These should be removed

or disabled before start the installation.

If you have any of the following or similar applications installed on your computer, remove or disable them according to the

manufacturer’s instructions.

Internet Sharing Applications Proxy Software Security Software
Microsoft Internet Sharing WinGate Symantec
WinProxy Zone Alarm

Configuring the TCP/IP Settings

Check if your computer uses default TCP/IP Settings

To check the TCP/IP properties:

1. Click the Start button, and then click Run. This opens the Run dialog box.

2. Typein ncpa.cpl, and then click OK. This opens the Network Connections in your computer.

3. Right-click LAN, and then select Properties. This opens the Local Area Connection Properties dialog box.

4.  Select Internet Protocol (TCP/IP), and then click Properties. This opens the Internet Protocol (TCP/IP) dialog box.
5. Select Obtain an IP address automatically.

6. To close the Internet Protocol (TCP/IP) dialog box, click OK.

7

To close the Local Area Connection Properties dialog box, click OK.

Page 11 of 59



User Manual v1.0

Configuring Internet Properties

To set the Internet Properties:

1. Click the Start button, and then click Run. This opens the Run dialog box.

2. Typeininetcpl.cpl, and then click Ok. This opens the Internet Properties.

3. Click the Connections Tab.

4. In Dial-up and Virtual Private Network settings, select Never dial a connection.
5

Click Ok the button to close the Internet Properties.

Removing Temporary Internet Files

Temporary Internet files are files from Web sites that are stored in your computer. Delete these files to clean the

cache and remove footprints left by the Web pages you visited.

To remove temporary Internet files:

Click the Start button, and then click Run. This opens the Run dialog box.
Type control, and then click OK. This opens Control Panel.

Double-click Internet Options. This opens Intemnet Options.

Click Delete Files.

1
2
3
4. Inthe Temporary Internet Files pane, click Delete Cookies.
5
6. To close Internet Properties, click OK.
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Installing your Router

The MOFI4500-4GXELTE-SIM4 can be used in many ways including as a 3G/4G/LTE/LTE2 router or just a regular
Cable/DSL/Satellite high speed router.

Using a SIM card from your provider direct from provider

1. Insert your SIM card in the SIM card slot on the side of the router and connect all 4 antennas to router.

2. Connect the power cable to the router’'s power jack and plug it in to the wall socket.

3. Connect your PC to any available Ethernet port using an Ethernet cable or connect via wireless.
(do not use the WAN)

4. At this point, your connection should be connected. If not, you might need to go to the 3G/4G/LTE build in modem

section in basic mode and make sure you provider and correct APN is selected

Using a DSL or Cable Modem or Satellite Modem

If you choose to use a DSL, Cable or Satellite modem you are required to have the following:

= DSL or cable modem or Satellite modem

= Active Internet Account
1. Connect your DSL, Cable or Satellite modem to the router's WAN port using an Ethernet cable.
2. Connect the power cable to the router’s power jack and plug it in to the wall socket.

3. Connect your PC to any of available Ethernet port using an Ethernet cable or connect via wireless.

If you are using a Satellite system like Xplornet, you should log into the MOFI router and run the wizard. You will see

the option in the wizard to select Xplornet. This will set up the router with optimized satellite settings automatically.

Note: Ensure that the router's IP address does not conflict with the DSL/Cable/Satellite modem. Please refer to your
modem’s User Manual on how to change the LAN IP address. The default IP on the MOFI4500-4GXELTE-SIM4 is
192.168.10.1
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Connecting to the Internet VIA 3G/4G/LTE/LTE2

If you have a cable, DSL or Satellite modem that does not need to have a username/password, just connect the
output from the Cable/DSL/Satellite to the WAN port of the router then repower your Cable/DSL/Satellite box and
you should be online.

To Connect to the Internet via the Web User Interface with a 4G//LTE/LTE2 connection, you only need to put the sim card in
and the router should auto detect and it should work. If you need to manually enter the info, do the following:

1. Open your Internet web browser.

2. Type http://192.168.10.1 in the address bar and press enter. This opens the login authentication page.

3. Type your Username and Password. Your default Username is root and the password is: admin

The router should self configure itself to work with your modem

4. Run the wizard on the left and follow the on screen options

& 192,168.10.1/cgi-bin/luci < Search B 9 3+ A ©

MOFI4500 | www.mofinetwork.com | support@mofinetwork.com Basic Advanced

MOFI NETWORK MOFI4500-4GXelTE

Authorization Required

Please enter your username and password.

Username [&raot

Password | 2

(@ Reset| @ Lngin.

If you have a micro or nano sim, you can use the included sim adaptor to make it into a
standard full size sim. Turn the router on the bottom and you will see this picture.

—» Note the gold portion of the sim card is facing upwards and slot side in first.
. EIE your sim over this picture and then move it over and push in side of router.
L= ick in if it is inserted the correct way.
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WPS (Wi-H Protected Setup)

WPS button allows you to activate Wi-Fi Protected Setup (WPS). When you press the reset button and hold it down
for 2-3 seconds, it automatically detects and connects wireless clients into the wireless network by broadcasting
the wireless network settings from your Access Point to you wireless device/s. Note also this LED shows your wifi
status so when it is blinking, it is the status of your receive/transmitting on your wireless network. Note that WPS
must be active by going in basic mode then wifi. It is disabled by default for security reason

Note not to hold the reset button down too long as it will do a factory default on the router so just hold down for 2-3

seconds max.

To setup WPS:

Press the reset button and hold it down for 2-3 seconds (back of the unit), If you hold it longer than 5 seconds, it

will reset the router.

Within 2 minutes, press the WPS button on the Wireless Client.
Note that you must select WPA2-PSK Security Type for this to be active. Note also that the WPS PIN is set to

dynamic and will change everything it is accessed in the router.

WPS is not recommended to be used as it opens a major security issue as that it is why it is disabled by default.

Note: WPS can only be used with wireless client devices that have a compatible WPS component.
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USB PRINT SERVER

This option is used if you have an old USB printer and want to share this on your network so all devices that can

install your printer driver can print to.
In basic mode, go to Network --> USB Print Server
Check to enable it and then save and reboot router

Now, you will need to re-install the driver for your printer on all your device you can do and configure it using the

instruction in next part.

MOFI NETWORK MOFI4500-4GXelLTE-V2

+ Overview .
P p210nd - Printer server
General First you have to install the packages to gat support for USB (kmod-usb-printer) or parallel port (kmod-Ip).
3G/4G/LTE Built-In Modem Settings
3G/4G/LTE Usb Port
% Delete
Wifi
enable
Wifi Bridge/Repeater
ge/ep Device [idev/usbyipd
Captive Portal
P Port (9100 v
HiES @ TP istener port.
PHCP Bidirectional mode Cd
Speed Limiter
“Add|

Port Forwarding

Auto Port Forwarding

oMz 9 Reset| & Save|

Network Shares
USB Print Server
QoS
SQM QoS

+ MOFI Business

+ Wizard

+ Gather Support Logs

ADD A NETWORK PRINTER
FOR WINDOWS 8

Type “Control Panel”
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Click on Hardware and Sound > Devices and Printers > Add a printer

s User Manual v 2.7 [Compatibility Mode] - Microsoft Word ¢ - dEE

Select a printer

Printer Name Address
= KYOCERA MITA Printing System 192.168.0.123

I | o |

# The printer that | want isn't listed

Cancel |

yrE—
<l )

1

If needed, click on “The printer that | want isn’t listed”
Select “Add a printer using a TCP/IP address or hostname”

= ak. — - Ko - B
& Devices and Printers » - ofies
(€ v 1 @i ControlPanel » Hardwaresnd Sound » Devicesand Printers » v | & | SearchDevicesand Printers 0

Add 2 device Add a printer Remove device
(narpaul-pc) (keshan-pc) (NARPAUL-E

° ) ol

Find a printer by other options

OWNER-PC: OWNER-PC: Nan: OWNER-P(
Guest: Owner:

S () Select a shared printer by name

Browse...

Example: \\computemameprintername or
e prir \printer

@ Add 5 printer using 3 TCP/IP address or hostname.
ABS PDF Driver Brother Bullzip PD| (7) Add a Bluetooth, wireless or network discoverable printer
w400 HL-2170W series. Printer 4 . z 2
(0 Add & local printer or network printer with manual settings

Kyocera Mita Kyocera Mita Microsoft
FS-3820N 10 FS-3820MKX  Document W

w Guest (narpaul-pc) State: k. Network ConnectedCategory: Digital media server

Mnufacturer:  Microsoft Corporation  Status:  Offline
Model: Generic software device

L 1 o )
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< [#2] [ Seorch Devices and printers 2|

@C-\@ + Control Panel » Hardware and Sound b Devices and Printers b

E)

Addadevice  Add a printer

4 Devices (1)

\J = Add Printer

USERPC1901 What type of printer do you want to install?

4 Printers and Faxes (9)
<+ Add a local printer
Use thic option only if you don't have 2 USE printer. (Windows automatically installs USE printers
when you plug them in))

s

Bullzip PDF Fax FRONT i < Add a network, wireless or Bluetooth printer
Printer Make sure that your computer is connected to the network, or that your Bluetooth or wireless
printer is turned on.

;' 10 ftems.

Stop the Auto Detect and click on
"The printer that | want isn't listed"

H9-0)+ User Manual v 2.7 [Compatibility Mode] - Microsoft Word &5 -~ oS

I

= | Home | insen  Pagelajout  References  Mailings  Review  View @
i B a3 [ T s i P - | #AFind -
B wawres 1o (ST T s ACD] AUBI AaBb( AsBoCe AsBboe AaBb( meceon A PTN

‘ Faste 5 Foematvainter /B |7 U~ ahe x x* AR'H*"A'| 1= “ T Caption THeading1 THeading2 T Heading3 THeading4 THeading5 N Heading6 T Heading7 — gli;?:sn_r” 1 scpas

| Clipboard | Font . Basaaoh fa e — 5| Editing

o

Type a printer hostname or IP address

Device type: | Autodetect

Hostname or IP address: [192:168.107]

Port name: [192.168.101

Query the printer and automatically select the driver to use

=N

s D] AR AsBo AaBetc dséince ABBb e :ﬁ.::‘.‘

Page: 200155 | Words: 5,417 | B | U3
1:27AM

é @ A 1 . | ﬁ;: T O s

Enter IP address: 192.168.10.1 or whatever your router’s ip address is and then click on Next

Windows will now search for the printer
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@tﬁ 5-0)-
= | Home | Insert

Page Layout

References

User Manual v 2.7 [Compatibility Mode] - Microsoft Word "

Mailings

F B oo

 Arial Marrow

T[]

Lia copy
Paste

~ Jf Format Painter

Cliphaard &

Font

raeecesl A AdBI AaBb( AaBbCc AaBbce AaBb( asoceoa

7 Caption

¥ Heailing | {0 Hoaiding 2948 Headig 347 Heading 41 Heading S§1 Heading G Heading 7 (iR
e

Page: 21 of 5 | Words: 5417 | <% |

Detecting TCP/IP port

Detecting the TCP/IP port...

Windows will automatically move to the next page when the detection is done.

LY

~ Change

| & Find ~
3, Replace
s~ || by Sefect~

|| Editing

1:27 AM
12/30/2013

5 — - T U= Viontal 26 [Compatikility Mode] - Mictosot word . 0 T = @ = |
| Home | Inset  Pagelayout  Refersnces  Maliings  Review  View @
iz cut = T oS = = - A Find ~
\J ;[nw Arial Narrow -l -[[& It E‘\@H naenceodl [ACAED AdBI AaBb( AaBbCc AaBbCe AaBDb( avceod = % ”&"..R':i:iam
o of runmatvaies |B|Z U~ x x* A"Hw'ﬁ'll = \_-”%J‘ TCaption THeading1 THeading2 THeading3 THeading4 fHeading5 THeading6 1 Heading7 - ?;l:syf | & seect-
Clipboard 0 Font L ir] || Editing

@ Add Printer

e

Select a printer

Printer Name

8 HP Deskjet 1050 410 series on USERPC1901
9 HP Deskjet 1050 1410 series (Network) on US...
1 HP Photosmart C4200 series on USERPC1901

Address
\WUSERPC1901\HP Deskjet 1050 1410 series
\WUSERPC1901\HP Deskjet 1050 H10 series (Ne...
\WUSERPCIS01\HP Photosmart C4200 series

2 The printer that Iwant isn't listed

Select: "Add a printer using a TCP/IP address or hostname" and press Next
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@Lﬂ W) <) ) Jser Manual v 26 [Compatibility Mode] - Microsoft Wor = =
i /| Home | Inset  Pagelayout  References  Mailings  Review  View ©
I %ot = g s T == % A Find ~
B e ECIRA P 7] [T ‘DL“ nagoceoa A AdBI AaBb( AaBbCc AaBbce AaBb( asccoa B
‘ Pa:(e yﬁ"’mmm"“n|z U - abe X, X ArHak’ A- |” f Caption T Heading1 T Heading2 T Heading3 THeading4 THeading5 THeading6 1 Heading7 — Ei;:;y ‘Lgs:sm ‘

[ Clipboard e Font

@ & Add Printer
- - .- -

Find a printer by name or TCP/IP address

©) Browse for a printer

) Select a shared printer by name

| [ Browse.

Example: \\computername\printername or
htp: prir printer

@ Add a printer using a TCP/IP address or hostname

Page: 19 0f 5 | Words: 5011 | <% English (United States) |

For Device type: Select TCP/IP Device
Enter Hostname or IP address: 192.168.10.1
The Port Name should auto file with same: 192.168.10.1

You can leave the check box "Query the printer and automatically select the driver to use" and then go Next
Windows should detect the settings

Select Custom Settings and leave everything as default:
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_(-D ‘Lﬂ W) <) ) jser Manual v 2.6 [Compatibility Mode] - Microsoft Wor: = =
| Home | Inset  Pagelsvout  References  Mailings  Review  View @
i & cut = g = % 34 Find ~
B b IR (2] ucon A AABD AaBb( AaBbCc AaBbGe AaBbl ssvceon B
Paste T Caption THeading1 THeading2 T Heading3 THeading4 THeading5 M Heading6 T Heading7 - Change

Sg,,“ ‘Lgs:sm |

oo | [P [ A

[ Clipboard | Font

=}

Additional port information required

The device is not found on the network. Be sure that:

1. The device is turned on.

2. Thenstwork is connected,

3. The device s properly configured.

4. The address on the previous page s correct.

I you think the address is not correct, click Back to return to the previous page. Then correct the
address and perform another search on the network, If you are sure the address is correct, select the
device type below.

Device Type

© Standard | GEneric Network Card

Page: 20 of 55 | Words: 5,060 | <  English (United States) |

ﬁp \H9-0 - - - U= vantalv 26 [Compatibility Mode] - Mictoeoft Word MR T | = % |

| Home | insert  Pagelsyout  References  Mallings  Review  View @
i ¥ cut 2 = L= = - SaFna - |
lj i arial Narrow o -[a x| DL\‘ wasoceodl A AdBI AaBb( AaBbCc AaBbCe AaBb( ambccom M & paie
‘ paste o Formatvainter [ B 2 1~ she 3, 2 Aa~|[B- A - TCaption THeadingl THeading2 T Heading3 THeading4 THeading5 NHeading6 T Heading7 gﬁv! ‘ I3 selea~ |
- | o5 -
| Clipboard & | Font G| Stules || Editing

@ @ Add Printer

Al Configure Standard TCP/IP Port Monitor

Port Settings

Port Name: 92.168.0.1 1

Printer Name or IP Address: 192.168.01

Protocol
® Raw

Raw Settings
Port Number:

LPR Settings
Queus Narme

[]LPR Byte Counting Enabled

[T] SNMP Status Enabled

Community Name: | public

L
SHMP Device Index: [1
L

port number should be 9100 as RAW

press OK to continue

At this point, this is why you will need to have your printer driver (same as you have when you installed it on your
pc)

Select Have Disk, locate and it will install the printer.

You printer will show up, go Next to continue

Select "Use the driver that is currently installed (recommended)” then go next

Enter the printer name you want to called (suggested you put Network at the end so you do not confuse the one

that you currently may have installed. At this point, everything should be installed and your printer should work.
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FOR WINDOWS 7

Click on the Start Button > Control Panel > Hardware and Sound > Devices and Printers > Add a printer

Select Add a network, wireless Printer

T -_TTeT T g — T ———— =@ = |
@L_/'\@ » Control Panel » Hardware and Sound » Devices and Printers » +[##] [ Search Devices and Printe o]
Addadevice  Addaprinter 5 @

4 Devices (1)

&) = Add Printer

USERPC1901 What type of printer do you want to install?

4 Printers and Faxes (9)

% Add a local printer
Use this option only if you don't have a USB printer. (Windows automatically installs USB printers

. B \ when you plug them in) /
y ' s-l =7 4 !

Bullzip PDF Fax FRONT i % Add a network, wireless or Bluetooth printer
Printer Make sure that your computer is connected to the network, or that your Bluetooth or wireless
printer is turned on.
10 items.

Stop the Auto Detect and click on

"The printer that | want isn't listed"

}‘Lﬂ 0y )= T - T ania 2.6 [Compatibility Mode] - Mictaeort Word MR w * = = |

| Home | Insert  Pagelaoul  References  Mallings  Review  View @

"51"1 # cut

Arial Narrow sl -llaa|E)] 4

-3 Copy = 7537 b £ Replace
5 = ¢ Aa-|[®7- A - _ Change

o sttty B I U - se % ¥ Aa I rE A || T Caption THeadingl THeading2 T Heading3 THeading4 THeadingS T Heading6 1 Heading? — Smtsﬂ_ Iy sei~ |

Clipboard {F Font. L b ") Sk i) Editing

*_W\ rasoccoa AAID] AdBI AaBb( AaBbCc AaBbCe AaBb( amsceoa M e \

Faste

&

% Add Printer |
Select a printer
Printer Name Address
§ HP Deskjet 1050 J410 series on USERPC1901  \\USERPC1901\HP Deskjet 1050 J410 series
A1 HP Deskjet 1050 1410 series (Network) on US... \\USERPCIS01\HP Deskjet 1050 1410 series (Ne...

@ HP Photosmart C4200 series on USERPC1901  \\USERPC1901\HP Photosmart C4200 series

e | Sechagain |

# The printer that Iwant isn't listed

=
°

Select: "Add a printer using a TCP/IP address or hostname" and press Next
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@Lﬂ G- d )E Jser Manual v 26 [Compatibility Mode] - Microsoft Wor = =
R —
/| Home | mnset  Pageloyout  References  Mailings View ©

"’3 %ot

“— LaCopy

‘ ~ o Format Painter
Clipboard |

= FAT mcon AADI AUBI AaBbl AsBbCc AsBbCe AaBb( memoa A 21T

il £, Replace |
‘ T Caption THeading1 1Heading2 T Heading3 THeading4 THeading5 MHeading6 T Heading7 — Chang
|
|

Siyl:s' .\ lg Sefect~

| Arial Narrow -l A A‘”j
D5 a4

Font

|| Editing

@ & Add Printer
_-_ - .

Find a printer by name or TCP/IP address

©) Browse for a printer

) Select a shared printer by name

Example: \\computername\printername or
htp: prir printer

@ Add a printer using a TCP/IP address or hostname

Fage: 19 0f 55  Words: 5011 | <&  English (United States) |
o R

For Device type: Select TCP/IP Device
Enter Hostname or IP address: 192.168.10.1
The Port Name should auto file with same: 192.168.10.1

You can leave the check box "Query the printer and automatically select the driver to use" and then go Next
Windows should detect the settings

Select Custom Settings and leave everything as default:

([On)\H 90 ) -_TTTYT W =< ioont 25 [Compatiility Mode] - Mitoeort Word WD T = = |
e =

| Home | Inset  Pagelayout  References  Mailings  Review  View @

3. %ot - . AR & Find ~
E i | Aral Norrow = -[axlE] DD‘ namnceoel AN AdBI AaBb( AaBbCc AaBbce AaBb( ssoeoa % (o |
B 7 0~ abe x x par|W-A- || = ‘ TCaption THeading1 THeading2 T Heading3 THeading4 THeading5 Heading6 T Heading? — C:;?ES_ I; L}Sezmv‘
L

Paste
Font Ry || Editing

| = - Format Painter

[t Clipboard |

Additional port information required

The device is not found on the network. Be sure that:

1. Thedeviceis tumed on.
2. The network is connected.

3. Thedeviceis properly configured.

4. The address on the previous page i correct.

I you think the address is not correct, click Back o retumn to the previous page. Then correct the
address and perform another search on the network. If you are sure the address is correct, select the
device type below.

Device Type

© Standard | Generic Network Card

@ Custom

§e|ecf CUS fom gEHInQSﬁ

Page: 20 of 56 | Words: 5060 | G English (United States) |
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Ji!n ‘\ H9-0 S User Manual v 2.6 [Compatibility Mode] - Microsoft Wort = =
R ——
/| Home | Inset  Pagelayout  References  Mailings  Review  View @
e =
=i I W3 g = - % #Find - |
| Bl GiEtiscs o -jaa|E]| neecesl A AdBI AaBb( AaBbCc AaBbcc AaBb( aasoceoa & |
‘ Faffe L ot ety ‘n]r U - abe x, X AlvHak?:AvM f Caption T Heading1 T Heading2 T Heading3 THeading4 THeading5 THeading6 1 Heading7 — ;?;é’:;n_! [§ Select~
Clipboard {rt Font (| ‘uxu 5 ir} Editing ||
. " - % | =
&5
@ & Add Printer |
Ad Configure Standard TCR/IP Port Moritor ===
Part Settings
Port Name:
Printer Name or P Address: 19216801
Protocal
@ Raw ILPR 3
ct the
Raw Settings
Port Number: 9100
LPR Settings 4
Queue Name: |
[|LPR Byte Counting Enabled
[ SNMP Status Enabled ncel
Cornmunity Name: [ public ‘ u
|
SHMP Device Indesd |1 ‘
2
2
0K Caneel k
Page: 20 of 55 Words: 5,060 < English (United States) | *
== 2 5 e =

port number should be 9100 as RAW

press OK to continue

At this point, this is why you will need to have your printer driver (same as you have when you installed it on your
pc)

Select Have Disk, locate and it will install the printer.

You printer will show up, go Next to continue

Select "Use the driver that is currently installed (recommended)” then go next

Enter the printer name you want to called (suggested you put Network at the end so you do not confuse the one

that you currently may have installed. At this point, everything should be installed and your printer should work.

FOR WINDOWS XP

Before you continue, ensure that you have installed the printer’s driver on this computer and the printer is
attached to the MOFI4500-4GXELTE-SIM4

Click on the Start Button > Control Panel > Printers and Other Hardware > Printers and Faxes.
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B Control Panel
He Edt Ve Fawries Toos Hep
o © 3 Psewen [ roes [~

@ Control Pare v Be

‘ Pick a category
? ‘Appearance and Themes Printers and Other Hardware

R Windovis Lndate

&) Helpand Support

{0 Other Control Panel
Optons

E 6 #udd or Remave Programs Date, Time, Language, and Regional Otions
% 4” Sounds, Speech, and Audio Devices

P orform=nce sad Hamteaace

BB Yigw Panries Took b [

S search [ poders | [T

-~

See Also

2] Treubleshact printing

@) et help with printing

Other Places

[3+ Control Panel

Sy, Scanners and Cameras
(L) My Documsnts

(Y My Pictures

g My Computer

f Creates a new printer,

Click on Next on the Add Printer Wizard page.

Add Printer Wizard

Welcome to the Add Printer
Wizard

This wizard helps you install a printer or make printer
connections

I you have a Plug and Play printer that connects
\'].i) through a USB port {or any other hot pluggable

port, such as IEEE 1394, infrared, and so on}, you
do not need to use this wizard. Click Cancel to
close the wizard, and then plug the printer’s cable
into your computer or point the printer towand your
computer's infrared port, and tum the printer on.
Windows will automatically install the printer for you.

To continue, click Mext.

Cancsl

Choose Local Printer attached to this computer and click Next, on the Local or Network Printer page.
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Add Printer Wizard

Local or Network Printer
The wizard needs to know which type of printer to set up.

Select the option that describes the printer you want to Lge:

()il ocal printer attached to this computer
[ futomatically detect and install my Plug and Play printer

(3 & network printer, or & printer attached to another computer

- To set up & netwark printer that is not attached to & print server.
‘:‘!P) uze the "Local printer' option,

[ < Back ” Next » I[ Cancel ]

Choose Create a new port and on the drop down box choose Standard TCP/IP Port then click Next.

Add Printer Wizard
Select a Printer Port
Computers communicate with printers through parts, v

Select the port you want vour printer to uze. - If the port is not lizted, vou can create a
new port.

) Use the following port:

(3) Create a new port 3 -
Tupe of port | Standard TCP/IF Part |

Welcome to the Add Standard
TCP/IP Printer Port Wizard

*r'ou use this wizard to add a port for a network printer
Before continuing be sure that:

1. The device is tuned on
2. The network is connected and configured,

To continue, click Nest.

Cancel

Enter your MOFI4500-4GXELTE-SIM4 Default Gateway IP address 192.168.10.1 then click Next.
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Add Standard TCP/IP Printer Port Wizard X
Add Port N\L

For which device do you want to add a port?
N—=

Enterthe Printer Name or IP address, and a port name for the desired device.

Printer Name or IP Address: 192.168.0.1

Port Name [IP_192.168.0.1

[ < Back ][ Next > ][ Cancel ]

Under Additional Port Information Required choose Custom then click Next

Add Standard TCP/IP Printer Port Wizard

Additional Port Inf ion R oo

The device could not be identified,

The device is not found on the network. Be sure that:

1. The device is tumed on.

2. The network is connected.

3. The device is properly configured

4. The addiess on the previous page is correct,

If you think the address is not correct, click Back to retum ta the previous pags. Then comect

the address and perform ancther search on the network. |f you are sure the address is comect,
select the device type below.

Device Type
() Standard

(% Custom Seftings. __

[ < Back ][ Hext » ][ Cancel ]

Once the computer detects the printer on the Print Server, it will ask for the printer manufacturer and model, a list

of printers will be shown, select the your printer from the list and click OK.

Add Printer Wizard

Al Select the manufacturer and model of your printer. f your printer came with
7 an installation disk, click Have Disk. f your prirter is not listed, consult your
printer dacumentation for 3 compatible printer.

Manufacturer ||| Printers L
ATAT — Manufacturer Printer Model 1
Printer Manufacturer Manufacturer Printer Model 2
Bull Manufacturer Printer Model 3
Canaon Manufacturer Printer Model 4 =
Citizen Manufacturer Printer Model 5
C-ttoh A Manufacturer Printer Model 6 A

i i i i i 1
£ U e
Tell me why driver signing is important

[ 0K H Cancel ]

Choose Keep existing driver (recommended) then click Next until you reach Completing the Add Printer Wizard.
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Add Printer Wizard

Use Existing Driver
A driver iz already installed for this printer. Yiou can uge or replace the existing
driver.

Brother MFC-215C LISE Printer

Do pou want to keep the existing diver or use the new one?

(S)ikeep existing driver [reconmendsdf

() Beplace existing driver

[ < Back ][ Next ¥ ][ Cancel

Click Finish to complete the installation.

Add Printer Wizard

Completing the Add Printer
. Wizard

“rou have successfully completed the Add Frinter 'wizard,
‘You specified the follawing printer settings:

MName: Erather MFC-215C USE Printer

Share name:  Brotherd

Port: test-printer

Model: Brother MFC-215C USB Printer

Default: e

Testpage:  ‘Yes

Location:

Comment:

Ta close this wizard, click Finish.

<Back |[ Firish J[ Cancel

PRINTING A TEST PAGE AFTER INSTALLATION
Open the Printers and Faxes page from Control Panel.
Right click on the new printer and click on Properties.

Click on the Print Test Page button on the Printer properties page, the test page will be printed on the network

printer.

FOR WINDOWS VISTA
Click on the Start Button> Control Panel.

Click Printer under the Hardware and Sound category.
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=i
) E » CortoiPana » -Ta]l 2]
= Control Panel Home " . -
z System and Maintenance User Accounts-and Family
S Get started with Windows Safety
Back up your computer @ Set up parental controls for any user
) Add or remove user accounts
_ .
[ Security
A Check for updates

,  Appearance and
Check this computer's security status %

@ Alow  program thicugh Windows Personalization
el Change desktop background

Customize colors
Adjust sereen resolution

. Network and Internet
@h View network status and tasks . .
“SRo  Set up file sharing “ Clock, Language, and Region
62 Change keyboards or other input
methods

Hardware and Sound

Change display language
Play CDs o other media automatically

a

Printer
M Ease of Access.
ause
Let Windows suggest settings
Optimize visual display
Programs

Uninstall a program

Bingari pogians Additional Options

Click on Add a Printer.

(L)) |8 » ControlPanc » Hardwsreand Sound » Printers [ 42 [ searen

Fvorteting Documents  Status Comments  Location  Model
5 | Micrezoft PS Document

[E Documents Wiiter

B Pictures ‘% (]

B Music

{3 Recently Changed

IR Searches

0 Publi Click on Add a Printer

Folders ~

Click on Add a local printer then click Next.
[ - =5

= -
i @ Add Printer .

Choose a local or network printer

¥ Add & local printer
Use this option only if you don't have a USB printer. (Windows automatically
installs USE printers when you plug them in.}

% Add a network, wireless or Bluetooth printer
Make sure that your computer is connected to the network, or that your Bluetooth
or wireless printer is turned on.

Select Create a new port, on the drop down box choose Standard TCP/IP port then click Next.
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Choose a printer port

A printer port is a type of connection that allows your computer to exchange information with a
printer.

() Use an existing port: ILPTl: (Priniter Port)

@ Create a new port:
Tt T 1)

‘Local Port 2 }
Standard TCPP Porf

Enter the Default Gateway IP address of your MOFI4500-4GXELTE-SIM4 router 192.168.10.1 then click Next.
e e 0 | X}
@ f=  Add Printer

Type a printer hostname or IP address

Device type: [rcpp Deviee -
Hostname or IP address: 192.168.0.1
Port name: 192.168.0.1

Query the printer and automatically select the driver to use

e ——_——

Under Additional Port Information Required window, select Custom then click Next.

Additional Port Information Required

The device is not found on the networs. Be sure that:

. The device is tumed on.

. The network is connected.

. The device is propery configured.

. The address on the previous page is comect.

L P

If you thirk the address is not comect, click Back to retum to the previous page. Then comect
the address and perform ancther search on the network. f you are sure the address is comect,
select the device type below,

Device Type

(@) Standard iGBneric Netwaork Card =T

@ Custom

"
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Once the computer detects the printer on the Print Server, it will ask for the printer manufacturer and model, a list

of printers will be shown, select the your printer from the list and click OK.

. .
Add Printer Wizard T

, ;  Select the manufacturer and moded of your printer. f your prirter came with
=%  aninstallation disk, click Hawve Disk. If your printer is not listed, consult your
B printer documentation for @ compatible printer.

Manufacturer * || Printers

Manufacturer Printer Model 1

Printer Manufacturer —
Manufacturer Printer Model 2

Brother Manufacturer Printer Model 3
Canon Manufacturer Printer Model 4
Citizen Manufacturer Printer Model 5
Tl g Manufacturer Printer Model 6

.‘g' This driveris digitally signed.
Tell me why driver signing is important

Select Use the driver that is currently installed then click Next.

@ s Add Printer -3
Which version of the driver do you want to use?
\Windows detected that a driver is already installed for this printer.
@ 1se the driver thatis currently installed (recommended):
) Replace the current driver

To print a test page click on Print a test page on the confirmation screen, click Finish to complete the installation.
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() ® AddPrinter

a test page.

Print a test page

You've successfully added EPSON TX100 Series (Copy 1)

To see if the printer is working correctly, or to see troubleshooting information for the printer, print

If Printing was unsuccessful right click on the Printer’s icon then select Properties.

el o0 ]

@va » Control Panel + Printers

]+ searcn

File Edit View Tools Help

Name

[E| Documents

-l

B Pictures

B Music 7 /Ml(msof’tXPS
More » Sy e

Folders v

=5 Local Disk (G =
&, winvista ()
s Data &PC Drin__
< pvD/cD-RW D!
& Network
[E] Control Panel
) AdmmlstralelE
[5 AutoPlay ‘
W Backup and Re
@ Default Progra
@ Ease of Access,

Documents
7 EPSON TX100 Series

1A Fonts
X Network and §
B peformance It
| & personalizatior
3§ Power Options
l &3 Printers
=

Status Comments
7 Fax
| D
Open

I#  Run as administrator
Printing Preferences.
Pause Printing

Sharing...
Use Printer Offline

Refresh

Create Shortcut
Delete

Rename

Properties

»

Location IModel

Under printer’s Properties click Port Tab and tick the IP address (192.168.10.1) that was set on previous settings

then click Apply.
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Color Management | Security l ‘ersion Information
Genersl |  Shaing |  Ports | Advanced

,‘.@f EPSON TX100 Series

Frint to the following portis). Documents will print to the first free

checked port.
I Port Description Printer m
[T coma: Seral Port
[T com4: Senal Port
. [E] FILE: Print to File L
[E1 useooi Virtual printer port fo... i
192.168.0.1 Standard TCF/IP Port  EFSON TX100 Series
"'_'| ¥PSPnrt- | aral Part Mirrnarft ¥PS Daeoime i
4 | m | b
| AddPot. || DeletePot | | ConfiguePor.. |

Enable bidirectional support
[7] Enable printer pooling

ok ][ cancel || 2oy |

Note: Scanning, Faxing and Photocopying functions on Multifunction printers are currently not supported on the MOFI4500-
4GXELTE-SIM4 , Print function is the only feature that will work on these printers type when connected to the MOFI4500-
4GXELTE-SIM4 .
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WAN connection

By default, the WAN connection type is set to automatic which is DHCP. Most Cable and DSL connections are automatic.

On this section you can choose your Internet connection type from Static IP (manual), PPPoE, PPTP, and DHCP
(Automatic)

If you need to change this to PPPoE or PPTP or just want to disable it, log into the router and in basic mode, click on
Network and go to the bottom "Intemnet Connection”

If you have a DSL connection, you may need to use automatic or PPPoE. If automatic does not work, call your provider and
ask them what type of connection you have as if you have PPPoE, you will need to also get your username and password
that you will have to put in the router for this to work.

+ Firewall Internet Connection
+ Logout
Protocol oo

{automatic

Clamp Segment Size disabled d behaviour for some
manual
PPPoE
© Reset] il & save

1. StaticIP (Manual)

Select this Internet connection type if your ISP provides the IP addresses that are required to establish a

connection.

a.) IP Address - Enter the IP address provides by your ISP.

) Subnet Mask - Enter the Subnet Mask provides by your ISP.

.)  Default Gateway - Enter the Default Gateway provides by you r ISP.

) DNS Server - Enter the Primary DNS server IP address provides by your ISP. If you have a secondary DNS

Server, put a space and type it in.

2. DHCP (Automatic)

Select this Internet connection type for your router to get an IP address from your ISP or the DHCP server.

3. PPPoE
Select this Internet connection type if you're ISP provides you a username and password to establish a
connection.
a.) Username - Enter the username provides by your ISP
b.) Password - Enter the password provides by your ISP
c) Check the automatically reconnect if you want your connection to automatically reconnect if you get

disconnected.

Note: Please contact your Internet Service Provider if you do not have this information.
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Wireless

By default, the wireless network name is: MOFINETWORKXXX where the XXXX is the last 4 digits of your router's
mac address.

If you do not require changing this and do not want to set up a wireless password, you do not have to do anything

else.

If you want to change the network name (ESSID) or add a wireless password, please do the following:

You can just run the wizard which will allow you to set this up very easy or if you want more control, you can do

this by going to Basic Mode --> Wifi

Wifi

Here you can configure installed wifi devices.

. Devices
enable
wifi Channel |5 v
Hardware Mode |g.ln Mixed =
HT mode [20MHz v
Press Here to RESET Wireless to | Press Hers to RESET Wirsless to Factory Defaulis
Factory Defaults @ This Button will run a script to reset vireless profile

- wifi basic
MAIN
disabled O
Hardware Mode [ Provide (Access Point) v
Network Name (ESSID) [MafiNetworkEC4
Hide Wifi Access Point O
Isolate [J @ his vill separate tha AP from the rest of the network
Enable WPS pushbutton, raqu\resl Enabled v
WPA(2)-PSK
Wifi Security | Mo Encryption v

@ Encryption/Security Type (WPAZ-PSK) is recommendad
Encryption Type [AES =
a Wireless Password/Key (Case [0 &
Ty —— Sensitive) @ Passwords Must be between 8 and 63

The most popular encryption is WPA2-PSK. It is recommended to select this and enter the password
in the Key Field (minimum 8 characters)

Click on Save to save the changes
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How to iorward ports:

+ Overview "
+ Bandwidth & Monitoring Port forwardmg
+ MOFI Business Port forwarding allows to provide network services In the internal netwerk to an external network,
+ Wizard = = = T
If you have a static IP on a device, you should enable a device scan at boot up that is located in Cverview
+ Gather Support Logs -» Connected Devices -> Configure

This will let the MOFI detect your static setting automatically as well as add the device automatically to t

) ok he static route that is located in Network -> DHCP and then Static Leases

General
3G/4G/LTE Built-In Modem
3G/4G/LTE Usb Port

Wi Name Select External Source Protocol E"‘":al o Inlernals:P addre Xm!rr';'l L

Wifi Bridge/Repeater {opiigney; SHISRWEDOF VPN Soumce ["'dhi;":'&y SPALSUAnEling that dmvfce tad (optional)

Captive Portal [ovr vpn v [TcP+{~| booo [162.168.10,~] [eoo0 Delete]
Wes Liadd|

DHCP

Speed Limiter ] Reset_| ﬂ|

Port Forwarding

Auto Port Forwarding

DMz

Located in Basic Mode on the top right

Port Forwarding on the side under Network

Click on Add

For Name, enter whatever you want to call it

Select the Protocol you want to use

Enter the external port that you want to forward to

Normally internet and external ports would be the same

Select your ip address that your device you want to forward to

Click on "Save"

If you are using a mobile internet connection like a cellular connection, you will probably have a private IP from
your provider. If you have a private IP, you will not be able to use any port forwarding features.

If you would like a public IP that will work with port forwarding, we offer a service call Mofi Cloud Link for $14.99 a
month. Call us to get this set up.

There are 2 ways to get around this,
Is it contact your provider and try to get a public IP address. Some provider do not offer this.

We offer a public IP option for $14.99 a month. To get this, contact us and we can instantly set up your account
and you will be able to get a public IP address and have access remotely to your network. A lot of customers use
this options to use with a video camera system so if this is something you are looking to do, contact us toll free at

1-800-586-0345 or email sales@mofinetwork.com
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How to open ports in the router:

Note that normally, you would not have to do this. If you feel you need to, first double check as when you do a port

forward, it should automatically open the ports for you.

These are the default port that are open by default
WEB 80

SSH 22

HTTPS 443

RDP 3389

UDP 68

If you want to be use or open some of the uncommon ports to connect to your DVR or other devices from the
outside, below is the instruction on how to open up ports.
note that when you do a port forwarding rule, it normally opens the port by default so the below is normally not

needed.

Log into the router

Click on Advanced Mode --> Network Tab --> Firewall

Under Rules, click Add

For the Name, put whatever you like to describe it

Source Zone: Leave at WAN/USB

Protocol: Select which one you want or "Any" if you are not sure

Source Address: Leave it default "any"”

Destination Address: (this is where you would enter the port you would like to open) example 2100
Action: Leave default at "accept”

Click "Save & Apply" to save the changes

Now the port is open in the router.

To actually use this, you may have to set a port forward rule
The easiest way is to upgrade to version 3.1 or later where has the port forwarding in the basic menu

Click on the basic mode --> Network Tab --> Port Forwarding
Click on Add

For Name, enter whatever you want to call it

Select the Protocol you want to use

Enter the external port that you want to forward to

Select your ip address that your device you want to forward to

Click on "Save"
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How to Set a Wireless Bridge/Repeater:

The first thing you need to know ahead of time is the wireless SSID (network name) and password of the device that

you want to connect to if it has a security enable on it. Note it is case sensitive so make sure you have everything
exactly the way it is.
If you are using a hotspot device such as the MiFi units, the wireless password is printed on the inside cover of the

unit.

Connect the router to your pc with the Ethernet cable in one of the 4 ports (not the WAN port)

Open your web browser such as internet explorer or Fire Fox (do not use any other browser to set up router, after it

is set up, you can use any browser to surf)

Log into the router,
http://192.168.10.1
username: root

password: admin

1. If your hotspot or other router that you want to get the internet from has as the ip address range of
192.168.10.something, then you need to do the following 2 steps, if not go to step 3.

Note that most devices such as the wifi hotspot do not have this address so most likely you can skip this.

Go to "Network -> Interfaces -> LAN" and and set the IP address subnet to something other than the ip range of the
origin router.

(example, if the original router is 192.168.10.1, then you have to change the setting on this router such as to

192.168.50.1, but both router cannot have same ip address)

2. If you had to change the router ip address, Select the "Save and Apply" button. Since you just changed the IP of
the router, you will need to re-connect your PC to the router (DHCP). Close your browser and wait for a few mins
then reopen browser again.

You can also speed this up by taking out the network jack at back of the router and put it in another one of the 4

ports. Else worst case, just reboot your pc.

After your PC has received a new IP address, enter the router's new IP address in your web browser and re-login to
the router using the new ip you selected.

If you changed the router ip for example to 192.168.50.1, then you need to enter this in order to log into the router.
If you make a mistake and loose connection to the router, you can reset the router by hold down the reset button in
the back (next to the USB port) for 2 seconds while the power is on the router. After you release the button, the
router will reset back to the default address 192.168.10.1

3. Go to "Network -> Wifi Bridge/Repeater"
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4. Enter the SSID of the main router you are trying to connect to and the wireless password. You can select this
from the box. If you are unable to select this, click on the Wifi Bridge/Repeater on the left hand side again to

refresh that screen.

5. Under repeater mode, change it to ENABLED and enter the SSID that you want to use for the repeater router. For
the wifi security, select WPA2-PSK and then enter the wifi password that you want to use for the new router.

6. When completed, click on save,

It should take 1 min for settings to be saved.
After it is saved, you should reboot the router by taking the power off and then one again.

After router comes back up, you should have internet access off it.

If you are having issues, go back to the wireless bridge/repeater section and go to the bottom and click on the

button “Press Here To Update Wifi Profile if Unable to Connect”

After you do that, best to reset the router by going to system in the basic mode then factory default and do a

factory default and start over again.

You can use this for example to supply internet to multiple devices connected to the Ethernet port and this is a
great way if you want for example to connect your DVD Player, TV, or other device to the internet without having to

run network cables in your living room.

For many customers, you might want to use this wireless repeater to boost the signal in different parts of your

house like the basement.
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How o do a Firmware Upgrade:

There are 2 ways to do an update.

One is if you have internet access, you can do a remote update.
This is located in Basic Mode --> System --> Remote Update

If you do not have internet access on the router, you may have to do a manual firmware
update

Go to www.mofinetwork.com

Click on the Support --> Download section to get the latest firmware

Follow the instructions there on how to do the update.

If you make a mistake or an error and the router is non functional, look at our section below
on how to do a MOFI Recovery.
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How to Remote Login into the Router:

Remote Login is enabled by default and can be access on port 80,81 and 8080

Port 8080 is the official port for remote access

If you have a public IP address, you will be able to access your router remotely by going to:
http://yourpublicIPaddress:8080

However, if you are using a cellular connection and have not paid or added a public ip option
to your account, you cannot get direct access to the router as the NAT will not let you do this,

If you have a security camera system for example and want to log in directly, you will need
to contact you provider and get a public ip option or contact us for a public IP option that we
offer.
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How to modily settings/ports ior remote access
to the router:

By default, the router is set to receive on port 80, 81 and 8080

If you want to change this, log into the router and go into Basic Mode --> Mofi Business -->
Web Server

To change the port, click on the HTTP Port option and select custom

You can now delete what is there by default: 0.0.0.0:80 0.0.0.0:81 0.0.0.0:8080
and change it to what you want.

If you want port 90 for example, you would type: 0.0.0.0:90

If you want to disable access for remote access, just turn remote access off.

If you want to limit remote access to specific IP address, for Remote Access White list, turn it
ON

For the Interface, select the current internet connection type you have. By default, WAN port
is selected.

Under White list, type the IP address that can have access to the router.

If you want multi IP, click on the plus icon on the right

If you want to disable the reset button, you can also do it in this menu by checking the
Disable Reset Button check box.

This is done for cases where you are worried someone may press the reset button that can
lose all your setting change in the router.

Note if this option is Activated, you will need to use the MOFI Recovery if you lose access to
router and need to gain access again.

+ Overview

+ Bandwidth & Monitoring we',sewer
+ MOFI Business Configures Luci Interface
Mofi Cloud Link-West
HTTP Port [Port 8080 <
Mofi Cloud Link-East = Toe]
Aceess Type Filter [Lan (Default) ot

Mofi Alert Monitoring
Mofi Extender

IP Passthrough
Webserver
Multi-LAN/WAN

SERVER PPTP VPN CUrGRETP: 108.114.6.195

CLIENT PPTP VPN Remote Access WhiteList ‘ OFF b
Mofi OpenVPN & Make sure your static ip Is in the list balow!!!

Webserver Remote Access

Requires a Static Public IP

SMS Remote Control Remote Access (Port 80} ‘ON -

Watchdog System
USB Printer Server

OpenDNS Reset Button

Countdown Timer System Turn Reset Button On/Off

Fallover
+ Wizard Disable Reset Button

+ Gather Support Logs

+ Network @ Reset| B save

General
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There are many more features that are not covered in this manual such as

We are currently making some changes to this section but below is some more options not
fully documented

- Parental Control Scheduler (ability automatically to allow or block access to
individual devices via the mac address). This feature is great to block kids for use of
internet when they should not be using it.

- Wifi speed limiter. This allow you to set the upload and download speed of your wifi
signal. You can add up to 7 wifi network and each of these can be individually
control the speed. This feature would be great for customers of a bus company or
store that want to give their customers access to the internet but do not want a
customer to kill the bandwidth usage and cause a slow down for everyone else or use
up too much data.

- Bandwidth monitoring. This feature allow to see the usage at any point during the
month for each individual device. This is great if you have an infecting device and
want to track where the extra data use is coming from.

- Bandwidth control: This feature allow you to set specific amount of data to an
individual device via the mac address. You ,can also use this option in daily or
monthly quota so if a user used too much data in the allotted time, they will loose
internet access automatically until their time gets reset normally the next day or when
the billing month starts over.

- Mofi Alert Monitoring - Allows you to set up a MOFI Heartbeat to receive emails at
specific interval thus allow to know that the router is active (missing emails means router is
down). This section also has the ability to send emails when fail over is activated or when
router is rebooted due to watchdog restarting router automatically.

- Mofi Extended - An easy way to daisy change multiple MOFTI routers to increase your
wireless range using multiple MOFI routers. This method is the preferred way but will
require connecting each router using a Ethernet (wired) connection.
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FAIL OVER

If you require the highest stability, Fail Over can be a life saver.

To active fail over, go to Mofi Business --> Fail Over

1. Enable by checking box

2. Normally, 99% of customers wants WAN as primary and cellular as secondary so
you can select the default profile. If you want to change, select the option you need.

3. Save & reboot router

Fail Over. Ability to run 2 connections at the same time and only use the second
connection if the first connection fails. It will automatically go back to the primary
connection once it is back. This is great for someone looking for a backup solution.

+ Overview

Global Settings

+ Bandwidth & Monitoring

+ MOFI Business
Mofi Cloud Link-West

Enable Fallover

Primary Connection
Mofi Cloud Link-East

Mofi Alert Monitoring
Mofi Extender

IP Passthrough
Webserver
Multi-LAN/WAN
SERVER PPTP VPN
CLIENT PPTP VPN
Mofi OpenVPN

SMS Remote Control
Watchdog System
USE Printer Server

OpenDNS

Countdown Timer System

Failover
Global Settings
Overview
Configuration

Advanced

&

[Dehult WAN Primary failover to Wifi, USB, Internal Module hd
IDefault WAN Primary faflover to Wifi, USB, Internal Module
Load Balancing: WAN <==> Lan Port 1 and/or 2 as WAN
'WAN Ethernet Port

Internal Module

& Save

Page 46 of 59




User Manual v1.0

LOAD BALANCING

If you require the fastest internet possible, the Load Balancing feature will allow you to
take two WAN connection and make the work as one.
This feature is currently being worked on. Contact us for more details on this.

To active fail over, go to Mofi Business --> Fail Over
1. Enable by checking box
2. Select Load Balancing
3. Save & reboot router

With this feature, you will need to have 2 internet connection
(one is the WAN port and the other in port 1)

This feature also includes fail over simultaneously so if one connection fails, the other will
still work. If both connection are working, they will bind together and work as one.
This will ensure the faster connection speeds possible than any single connection connected.

+ Overview

Global Settings

+ Bandwidth & Monitoring

+ MOFI Business

Enable Fallover v
Ron:ciso Holoest Primary Connection [Default WAN Primary failover to Wifi, USB, Internal Module -
Mo Cipia Lkt Defauit WAN Primary faliover to Wifi, USB, Tntetnial Module
Maofi Alert Monitoring Load Balancing: WAN <==> Lan Port 1 and/or 2 as WAN

WAN Ethernet Port
Internal Module

&) Save

|
Mofi Extender & Reset |

IP Passthrough
Webserver
Multi-LAN/WAN
SERVER PPTP VPN
CLIENT PPTP VPN
Mofi OpenVPN

SMS Remote Control
Watchdog System
USB Printer Server

OpenDNS

Countdown Timer System

Failover
Global Settings
Overview
Configuration

Advanced
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IP Pass Through

MOFI NETWORK MOFI4500-4GXelLTE-V2

+ Overview

+ Bandwidth & Monitoring IP PASSTHROUGH
+ MOFI Business IP PASS-THROUGH exposes your outside IP to the LAN interface - EVERYTHING is allowed

Mofi Cloud Link-East **x%** NOTE: When Enabled please reboot router and wait up to 2 mins to activate
Mefi Heart Beat

1P Passthrough Enabled

Webserver Primary Connection [ Built-IN MOFI Modem ¥

1PSec Static IP Mode (default \ Dhep v

Mofi Adblock is DHCP) I please Contact MOFI before using, IF Set to Static, Please enable static config on device
SERVER PPTP VPN Select Which DNS to [ Use Your Own (Custom) v

CLIENT PPTP VFN Use @ tell 1p-Passthru if it should use the ISP or a User Entered one..

Custom DNS B8.8.8884.4
i) Enter DNS Server's with a space

SMS Remote Control
Watchdog System
Countdown Timer System

OpenDNS @ Reset| © save|

Failover/Load Balancing

With IP Pass Through, this feature will make your router to work as a modem.
Only 1 device can be connected via Ethernet Port 1.

Enable, save and then reboot router.
You normally never need to change any of the default settings here.

When IP Pass Through is on, your wifi will automatically be disabled.

If you are connected to a device, all ports will be send to this.
This feature will pass everything over to the device connected.

If you connect a different device, you will have to reboot the router for this to be active.

If you need access back to the router after it is in IP Pass Through Mode, go to
http://192.168.10.1:8080 or if you have a public IP Address, http://yourpublicIP:8080

Note that by default, most cellular connection provides a private IP address and as such,
port forwarding will not work.

If you require a public IP address, contact us about this option.
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MOFI RECOVERY

How to recover router from wrong file update or other problem

This MOFI utility will restore your MOFI MOF14500-4GXELTE-SIM4 router back to
working mode.

It will only work on any operating system like Windows, MAC, Linux
Step 1: Set router is recovery mode

Connect the router to your pc with an Ethernet cable to port 1 at the back of the
router.

Unplug the router and press and hold the reset button on the back of the router.
Plug back in power in router and after 10 seconds, release the reset button.

The Wifi status should be blinking fast and as such, the router is now is recovery
mode.

If it does not blink, try it again.

Step 2: Set your network connection to static ip address: 192.168.1.7
To set your static ip address, you can do this:

Go to control panel --> network connection or network and internet

then network and sharing center

then click on change adaptor settings or network connections

under network connections, right click on local area connections and then select
properties

click on Internet Protocol TCP IP V4 so it turns blue

click on properties and enter the below:

IP: 192.168.1.7

subnet: 255.255.255.0

default gateway: 192.168.1.1

Then go out and save

Step 3: Mofi Recovery Interface

Open your web browser to

http://192.168.1.7

Browse to the file you want to recover to and open and run

Will take approx 4 mins for router to complete.

You will see the power/booting status light go off and flash and then go back solid

Step 4: Set back your network cable to automatic

To set your network card back to automatic, you can do this:

Go to control panel --> network connection or network and internet

then network and sharing center

then click on change adaptor settings or network connections

under network connections, right click on local area connections and then select
properties

click on Internet Protocol TCP IP V4 so it turns blue

click on properties and select “Obtain an IP address automatically”

Also, make sure the DNS is set to “Obtain DNS server address automatically
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i) Network Connections i ml=
1 & » Control Panel + Network and Internet + Network Connections v & Search Network Connections @
Ormanize = Crmmart Te Dir= bl thir. natwnrls devica _ Disgnose this connection Rename this connection View status of this connection Change settings of this connection B O @
B Wi-Fi Properties %
“Networking |

|
Internet Protocol Version 4 (TCP/IPva) Properties ? M |

Gereral | Altermate

n |

T ‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Validate settings upon exit

%22 PM
12/10/2013

Step 5: Log into the router

Now, you will be able to log back in the router.
To log in router, go to http://192.168.10.1

username: root
password: admin
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MOFI REMOTE MANAGEMENT

How to Enable Remote Management

With your MOFI router, you have the ability to access your router status and make
various changes if need all from an online interface on our server. To use this
feature, you will need to enable this option that is located in:

Basic Mode --> System --> Remote Management

The way this works is the router will contact the server every 4 mins and check to
see if there are any changes needed. If there is, it will take and apply them.

This remote management feature will work on both a public and private IP address
and no need for any special IP settings for this to work.

For customers that want to have all their routers show up under one account so it
can easily be managed, contact us for how you can do this.

+ Overview

+ Bandwidth & Monitoring Mofi Remote Agent

+ MOFI Business Agent allows the Mofi router to be controlled from a remote server Open Remote Management Interface

+ Wizard agent

+ Gather Support Logs
Router's Serial Number: ~ 78A3510F2884

Enable O
Update Agent every ‘240
(Seconds)

+ Network

General

3G/4G/LTE Usb Port
Wifi

Password for Server ‘admin
Wifi Bridge/Repeater

Installer Code ‘1
Captive Portal

WPS

DHCP (D Reset| @ Save

Step 1: Enable it by checking the tip box on
Step 2: Save Settings

Step 3: Reboot router so router can contact our server and set up your account
automatically

Step 4: To access your router, go to this link or click on the link where it displays
"Open Remote Management Interface"

http://www.moficloud.com:81/control/sign-in.php
Your Username/Serial number is the MAC Address in the router
The default password is admin:

Once you log in, you will be able to change your admin password
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Mofi Network Remote Management

E Username: 78A3510F2884

m Login ID: 2060
Max Number of Connections: 1
hge
D User Version | Model Serial Couu}ecled IP_ Internet st
Via Address Seen
Im-
24.114.67.72| 3 .
G, A0t Router/WIFI| Wifi | Wifi ;‘;:’\:zﬂe Firmware |FAS0LY
2060| 78A3510F2884(2.0-beta | 4gxelte- |78A3510F2884 Location: ACTIVE |04-15 |Edifl 5 — — = | o oron | Bandwidth| - | Default{ Reboo|
Password | SSID| Status:ON| GUL Operation: =
2 unknown 00:11:05 - |7 1T Iwo NO

ID: This show your ID for your router that is internet to MOFI NETWORK

User: This is your MAC Address on your router

Version: This is the firmware version that is being used on your router

Model: This is the model router you are using

Serial: This is your MAC Address

Connected VIA: This will show how you are connected, WAN or 4G/LTE

IP Address: Your public IP address you are assigned. Note that your internal IP
address assigned by the provider might be different since be default, most providers
provide a private IP address

Last Seen: This is the last time the server has seen your router

Edit: In this section, once you click on that, you will have the option to change your
password on the server. Default is admin

Router/Wifi Password: You can change both your Router Admin password and/or
your Wifi password in this section

Wifi SSiD: Section to change the network name on your router

Wifi Status: Section to turn wifi on and off.

Show Remote Gui: Section to allow or disable the option to turn on/off remote
management after it has been enabled. You sometimes might not want to have the
ability to disable the remote management by the user and this is how you can do
this.

Bandwidth: Ability to turn on and off bandwidth monitoring

Once bandwidth is hit, you will still be able to access the router via this management
interface but not will have no internet.

Firmware Operation: Ability to push a firmware update to the router

Factory Default: Ability to do a factory default on the router

Reboot: Ability to reboot router
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MOFI CLOUD LINK

STATIC DEDICATED PUBLIC IP SERVICE

Do you need a public IP?
Do you know what is?
99% of all provider gives you what is called a private IP address.

With a private IP address, you cannot do any port forwarding so if you have a device
that needs to forward a port like a camera system, you will need to get a public IP.

Some providers offer this as an add-on but recently, many provider are not offering
this as an option and the MOFI CLOUD solution would make a great solution.

We have this service called MOFI CLOUD that will give you a dedicated static public
IP address. This means your IP address will not change and it is not share with
anyone and will have fully open ports even if they provider has them closed.

A wonderful benefit of the MOFI CLOUD is it does not matter what connection or
provider you use, you will always have the same IP. So if you want a WAN
(cable/DSL/satellite) connection or 3G/4G/LTE connection, it does not matter.

If you have a cellular connection and change provider, it still does not matter.

To use, contact us and we will set you up with a 7 days free trial and assign you a
username, password and static IP.

By phone 1-800-586-0345 or email: sales@mofinetwork.com

Once you have your account and know what server to use such as East or West,
Set Enable Remote Access to ON

Enter username and password

Then Save and reboot router.

+ Overview

Mofi Cloud Link EAST

+ Bandwidth & Monitoring

EMOGL Susineas Enable Remote Access |on v

Mofi Cloud Link-West

Username Imoficloud)Xo

Mofi Cloud Link-East '.
Mofi Alert Monitoring Baspnand patfsanrentecte
Mofi Extender Vpn Tunnel Mode | Split Mode - Only Traffic defined below will use the VPN (Reload Page by dic ¥
IP Passthrough
Webserver NOTE ~ The Label field below is used to keep track of the device and can
Multi-LAN/WAN any meaningful name
SERVER PPTP VPN
CLIENT PPTP VPN
Mofi OpenVEN List of Mac Addresses that will use VPN in Spilt Mode
SMS Remote Control Label {Optional) MAG-Address 1Pv4-Address (Optional)
Watchdog System pvr 34:02:86:29:a0:1a (192.168.10.192) v [192.168.10.192 v Delete|
USE Printer Server “ | Add

@ Reset ) Save

Now you have your public IP address assigned and can access your router anytime
http://YourPublicIP:8080
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To add a device like a video camera recorder (DVR) to get this public IP address and
be able to view your video for example from the outside,

Go back to the MOFI Cloud section where you put in your username and password
and in the bottom, there is an option to add the mac address of the device you want
to use a public IP address with. You can add as many device that you require.

Add the MAC of the device that you would like to you user and the IP Address
associated with it then save. Once this is saved, it will take effect instantly.

Normally before you do this, if you are using a device that has a static IP address, it
is recommended first to add a static route.

To do this, in Basic mode, go to Network --> DHCP

Scroll to the bottom and under Static Lease,

Click on Add

Enter a name to identify your device and select the mac address for it and set the IP
address that you want it to use.

Then click on Save

After it is saved, reboot the router

DHCP Active Leases
Speed Limiter

5 Hostname IPv4-Address MAC-Address Leasetime remaining
Port Forwarding android-eb3d17140b0f186¢ 102.168.10.58 10:85:00:47:1f:b6 11h 48min 255
Auto Port Forwarding mofis4 192,168,10,192 34:02:86:29:80:13 11h 40min 375
bMz Static Leases
Network Shares
Hostname MAC-Address IPv4-Address

USE Print Server

DVR 34:02:86:29:a0:1a (192.168.10.192) b 192.168.10.192 b DeleieJ
QoS el

__|Add
SQM QoS
+ System
& Reset & Save

+ Firewall

The last step is to do your port forwarding.
Since you are using the MOFI CLOUD, when you go to Network --> Port Forwarding
You will have to use VPN instead of WAN

+ Overview
Port forwarding

+ Bandwidth & Monitoring
+ MOFI Business Port forwarding allows to provide network services In the internal network to an external network,

+ Wizard

If you have a static IP on a device, you should enable a device scan at boot up that is located in Overview
+ Gather Support Logs => Connected Devices -> Configure

+ Natwork - This will let the MOFI detect your static setting automatically as well as add the device automatically to t
he static route that is located in Network -> DHCP and then Static Leases

General

3G/4G/LTE Built-In Modem

3G/4G/LTE Usb Port

Wifi Name Select External Source Protocol E‘t":“' e I""”"L:P Adsire I"l!rr';'l L

WIfi Bridge/Repeater (optional)  Select Wen ar VPN Source {ma ke sure [ split tunneling that device 5§ toptionsl)

Captive Portal [pvr vpn v [TcP+t~] Booo [192.168.10/~] foo00 Delete|
wes LAdd]

DHCP

Speed Limiter e Reset| dsﬂ|

Port Forwarding

Auto Port Forwarding

DMZ

That would complete your set up for a device using our MOFI CLOUD.
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In some cases, you might want to use port 80 which is also only as default in the
router. If you want to use this, you will have to de-select port 80 that is in the
router.

To do this, go to Mofi Business --> Webserver

For the HTTP Port, change it from the default 80/81/8080 to 8080 which is the most
common, then click on save.

+ Overview

Webserver

+ Bandwidth & Monitoring

+ MOFI Business Configures Luci Interface
Mofi Cloud Link-West
HTTP Port ‘ Part 8080 ~
Mofi Cloud Link-East
Access Type Filter \Lan (Default) ~

Mofi Alert Monitoring
Mofi Extender

IP Passthrough
Webserver Remote Access

Webserver

Multi-LAN/WAN Requires a Static Public IP

SERVER PPTP VEN CUGRE TP 108.114.6.195

CLIENT PPTP VPN Remote Access WhiteList ‘ OFF b
Mofi OpenVPN & Make sure your static ip Is in the list balow!!!

SMS Remote Control Remote Access (Port B0) ‘ON v

Watchdog System
USB Printer Server

OpenDNS Reset Button

Countdown Timer System Turn Reset Button On/Off

Fallover

+ Wizard Disable Reset Button

+ Gather Support Logs

+ Network D Reset & Save

General

After you reboot the router, to access the router again, you will need to go to
http://192.168.10.1:8080

or

http://YourPublicIPAddress:8080

Since the MOFI router is not using port 80 now by default, you can use this for your
device that might need port 80.
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BAND LOCK

Manually Setting LTE Band

An LTE band is the frequencies that the provider is using.
Here are some potential bands for various provider.

AT&T: B2, B4, B5, B17, B30
T-Mobile: B2, B4, B12
Verizon: B2, B4, B13

To do band lock, log into router and go to
Mofi Internal Modem
Then Click on Advanced Settings Tab
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BANDWIDTH MONITORING

If you want to set a limit of usage per device, this is where you set this.

1. You will need to enable Bandwidth Monitoring

To Enable, this, go to Bandwidth & Filters on the left hand side

Then Check the Enable option and set the day of the month that your billing cycle
starts over at.

Then Save and Reboot router

What this will now do is show the individual usage of all devices connect to router.
This is a nice way to see if a pc is infected with a virus if for example you are not
using it and you noticed an unusual high usage.

Note it can take up to 5 mins for the usage to be updated in this page.

Bandwidth Monitoring
INFORMATION

General

Mofi Internal Modem

wifi

Wifi Bridge/Rapeater

Bandwidth Usage Settings

Enabled Reset Month : Reset Day :
This will enable the Bandwidth Monitaring per User Enter Marith to Reset Database Enter Your Billing Date to Reset Billing Perod
Auto Port Forwarding = [Every M = Z0th =
DM2
Bandwid - A in Moni d 5
Mo Keephlive h Usage in d Period
Dynamic DNS BANDWIDTH

Total Uploaded Amount : O KB

Total Downloaded Amount | 0 KB

Total Bandwidth Amount : O KB

Previous Peried Total OKB

Bandwidth Amount :

Press Here to Reset Usage  Press Here to Reset Uisage Database Previous Months Totals will be Erased|
Database Previous Months & This Button will run a script to remove the database

Totals will be Erased

Internet Usage

Mac Filter
Bandwidth Monitoring

Individual User Bandwidth

User 19 MAC-Address Unload Download Tatal
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Bandwidth - USER LIMITS

Make sure the Bandwidth Monitor is enabled as explained above.

If you are looking to set a limit of data use to an individual device, you would enable
the User Limits

Enable the User Limits by clicking on the check box

uPNP Total Uploaded Amount : OKB

Network Shares Total Downloaded Amount : 0 KB

SNMP Tatal Bandwigth Amount : O KB

Pravious Perlod Total OKB

Bandwidth Amount |

Press Here to Reset Usage  Prass Here to Reset Usage Database Previous Months Totals will be Erased!
Database Previous Months &8 This Button will run & script 10 remove the database

+ Bandwidth & Filters Totals will be Erased

Internet Usage

Mac Filter
Bandwidth Monitoring

Mofi Family. Shield

Individual User Bandwidth
User IP MAC-Address Upload Download Total

Theve are no users,
Auto Limits

OpanDhS
Speed Limiter User Limits

Mofi Adblack

Enabled &
+ Mofi ta Mafi VPN P ; = p—
Policy | Allow Al i

+ System

User Bandwidth Block List

Hostname MAG-Address Bandwidth Limit  BAndWidth Limit 8 Unbloc ggery  status
= YR Or ah o ot (e w ] r Not Block
mype 34:02:86:9:a0:1a (192.14 ¥ {1000 | Megabytes (¥ @ Reset| "7 (174 Delete|

Click on Add and add the device you want to set the limit for.
Note you will need to know the MAC address of the device that you want to set the
limit. You can also see the IP address that the MAC is associated to.

Set the Limit you want, then save and reboot router.

When the user hits this limit, they will not have any access to use more data.

You have the ability to override this by checking the Unblock Option if you need to
as well as see if the limit has been ready by looking as the status as the image is
shown above.
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Regulatory Compliance Notices

FCC Notice

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part
15, 22 and 24 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses, and can radiate radio frequency energy
and, if not installed and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which can be determined by turning
the equipment off and on, the user is encouraged to try to correct the interference by one or more of the following

measures:
Reorient or relocate the receiving antenna.

Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
Consult the dealer or an experienced radio or television technician for help.

Modifications

The FCC requires the user to be notified that any changes or modifications made to this device that are not

expressly approved by MoFi Network could void the user’s authority to operate the equipment.

This device complies with Part 15 of the FCC rules.

This device complies with Part 15 of the FCC rules. Operation is subject to the following two conditions:

This device may not cause harmful interference, and

This device must accept any interference received, including interference that may cause undesired operation.
Exposure Information to Radio Frequency Energy

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This

equipment should be installed and operated with minimum distance of 20 cm between the radiator and your body.

European Regulations

The product has been designed, tested and manufactured according to the European R&TTE directive 1999/5/EC.
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