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Sagemcom assiduously monitors technical developments and is constantly seeking to improve its products in
order to let its clients take full advantage of them. It therefore reserves the right to modify its documentation
accordingly without notice.

All brands mentioned in this guide are registered by their respective owners:

* F@ST is a registered trademark.

* Sagemcom is a registered trademark.

« Windows™ and Internet EprorerT'VI

are registered trademarks of Microsoft Corporation.

The purpose of this reference manual is to give users the functions for operating and managing the equipment.
The only access level required (Administrator) is protected by a password and allows one to access these
functions in read and write mode for all the user and network parameters (Login: admin; password: XXxx).

Note
ﬁ Configuration of the router by HTTP is described in detail (cf. section 5).

To ease legibility of the reference manual, the term "router" will be used throughout the document to designate
F@ST 4310 equipment.

Guide to symbols used in this manual

Symbols Definition

ﬁ Note Gives you important information which you must take into account.

Warns you not to do an action, or commit a serious omission.

\/
\'-J Important
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How should the document be used?

This reference manual is organised into sections and annexes. These sections and annexes cover the
following subjects.

Section 1 Presentation of F@ST 4310 equipment
Section 2 Description of F@ST 4310 equipment
Section 3 Installation of F@ST 4310 equipment
Section 4 Configuration of network parameters
Section 5 Configuration of the router by HTTP
Section 6 Configuration of the advanced parameters
Section 6 Description of Internet access service
Section 7 Description of TV over ADSL service
Section 8 Updating the application
Annex A Troubleshooting
Annex B EC compliance declaration
Annex C Environment
Annex D Technical Characteristics
Annex E Default configuration
Annex F Glossary
Annex G Connector technology

Page 0-2 F@ST 4310 Reference Manual

Sagemcom Broadband SAS document. Reproduction and disclosure prohibited



Contents

Pages
Guide to symbols used in this manual ... s e e 01
How should the document be USEd? ........ e 0-2
L0 o 01 1= o 1 S 0-3
I 1141 o Yo 11T 1 oY o 11
I I e =Y =1 4 o 1-2
0 Pt O o o g =Y 4o ) o SRR 1-2
R O O ¢ = = Vo (Y 13 (o 1-3
1.2 CompoSition Of FOULEN PACK .......eeeiiiiiie e e e e e e e e e e s e e e e e e e nnneenees 1-4
1.3 (MiNiMumM) Prer@QUISITES ...oeeiiiiiiiiiiii ettt e e et e e e e e e e ettt e e e e e e e e e nnnnee e e e e e nnnneeeees 1-5
2. Description and connection of router ... 21
20t I =T g o] o P 2-2
20t 0t T o o 1Yo (o USSP 2-3
2.1.2 LEDS @nd DUHONS ...ttt e e e e e e e e e e et e e e e e e e e e e n e eeees 2-4
2.2 Connecting the ports Of YOUI FOULET ..........oiiiiiiiiiiei e e e e eeeaee s 2-6
2.3 Installation of your F@ST 4310 ..ot e e et e e e e b e e e aeeas 2-7
P Tt B o Y=Y [T TN R UUERUUP SRR 2-7
2.3.2 Connecting the ADSL CabIE ........ooiiiiiiiiiie ettt e e st e e e s et e e e s essae e e e e ssnaeeeesannnaeeeas 2-7
2.3.3 CoNNECHING 1O YOUI COMPULET ....uviiiiiiieeee e ittt e e e e e e e e e e e e e e e eaaeeeeessaaaaast e s beeeeeeaaaeeeesaasnnseneanes 2-8
2.3.4 Connecting the Ethernet interface of your router to your TV decoder ..........ccccoiiiiiiiiieeeiiiiicciieee, 2-9
2.3.5 Connecting the USB interface of yOUr rOULEr ...........oooiiiiiiiiii e 2-9
2.4 Installation safety INSIFUCHONS ........ouiiiii e e e e e e e e e eaaaans 2-10
3. Installing and configuring
the F@ST 4310 router3-1
4. Configuration of network parameters..........ooo e ——— 4-1
4.1 Configuring @s @ DHCP CIENT .....cooiii e e 4-3
4.2 Status Of the DHCP SEIVET ..o ettt eeeeeeeeeeeas 4-4
4.3 Data of the DHCP ClIENt ... ettt ettt e e e e e e e e e eeeeeeeeeeas 4-5
5. Information / Configuration.............ooiiiiir e ————————— 5-1
5.1 Accessing the WEICOME SCIEEN .......uuiii it e e e e e e e et e e e e e e e e eeeaeanenaaans 5-2
LA U= ToTo] o1 g =T o F= 11T} o TS 5-4
F@ST 4310 Reference Manual Page 0-3

Sagemcom Broadband SAS document. Reproduction and disclosure prohibited



5.3 ADSL CONNECHION SEAtUS . oenieeeeeeee ettt 5-5

5.4 DiSPIAY frAMIE ...t e e e e e e e s 5-5
LR T D=1 T | | o P 5-6
5.5, SUMMAIY ittt et e e e e e e e e et te e et e eeeeeeeesaeaaa s essbeeeeeeaeaeeessaaasaseeeeaaaaeseesannsnnssnneees 5-6

LTS T T SRR 5-7
LRI TG T T - | 11 USSP 5-8

Lo T €= 11153 1o USSP 5-8

Lo T T Lo T (SO 5-13
LTSI ST o SRR 5-14

LT TR L 1 SRR 5-15

5.6 INtErNEt CONNECHION ...ttt ssss s sss s s s s s s s ssseeeaeeeeaeeeeees 5-16
B.7 AQVANCEA SELUD ...t e et e e e e e e e e e eea it e s e eeeeeeeesesabn e aaeeaeeaeeennnnans 5-17
L A B - Y=Y o [ 0] (=T o =Tt PRSP 5-18

L A TN N S T L o RS RRR 5-23

L RS I T C I 0] o T SRR 5-47
LI S L SRR 5-48
LT85 T N SRRSO 5-50
LI A ST = Yo U ] 4 1 SRS 5-57
LI A A - 11T o r=1 7] 1o SRR 5-61
5.7.8 QUAIILY Of SEIVICE .. ..ttt ettt e e e et e e e e et e e e e e e nbae e e e ennteeeeeennneeeeeeanneees 5-64
L8 T oo T 11T T PSSR 5-72
LT A L0 1N RSP RR 5-75
LI % T 0 1 SRR 5-78
LT A 17 U o o o T SRR 5-81
B.7.13 DINS PrOXY iueiiiiieiitiiiie e e ettt e e ettt e e e ettt e e s e sttt e e s nateeee e e s st eeee e e nseaeeee e nsbeeeeeaansbeeaannbeeeeeannaeeeeeennnees 5-82
LI A T 1) =Y = Tt Y € o 1U] o] o [PPSO 5-83

L At T O =Y 110 (= S 5-86
5.7.16 POWEr ManagemMENt ..........eeiiiiiiiiie ettt e e et e e e et e e e et ee e e e nbee e e e e nees 5-90

Lo At I A\ (11 =T SRS 5-91

LT T AT (= (=T SRR 5-93
LT TR I = 7= 1T SR PRR 5-93
R S 1= o U | 1 T PP PP PRR 5-96
LIRS TR T 1Y N O (= SRS 5-108
5.8.4 WIFEIESS BIIAGE .....eeeiiiiiiiiiiiiiit ettt e e e e e ettt e e e e e e e e e e e e e e nbb et e e e e e e aeeeeaeaannnes 5-110
5.8.5  AQVANCEM ... et e et e e e e e e e e e e et e e e e e e e e e aaaaae 5-111

L e G S = 111 o I | o PSP EEER 5-115

LR I AV 11 ] 0= = 5-116
LT TR B o ] A0S T Y= USSR 5-116
5.9.2  SHOTAQ@ SEIVICE ...ttt e et e e e et e e e e ab e e e e e e bee e e e e e nbe e e e e e nnees 5-116

LT 01 = o o L] oSO 5-119
LT 11V =T =T =T 0 1= o RSP 5-120
Lot I I S 1= 1 ] o < USSR 5-120
Page 0-4 F@ST 4310 Reference Manual

Sagemcom Broadband SAS document. Reproduction and disclosure prohibited



LTt I Y= =Y o T I Yo PP PPPRRRR 5-125

Lt I I B = o 1 420 I Yo [ PP PRRRRPRN 5-128

Lo 0t I T I 0 I 1 =Y o PR 5-129

Lot I T 1 (=1 4 1= 1T TSR 5-130

5.11.6 ACCESS CONIIOL ...ttt e e e e e e e e e e s e e te e eeeaeaaaeeesaaa e nneeeeeeeaaaaeeeasaaaannnns 5-131

5.11.7 UPAte SOMWAIE ...oeeiiiiiiiieiiie e e e e e e e e e e e e e e et be e e e aeaeeeeaeaensees 5-132

B.41.8 REDOOL ..ottt e e e e e e s r e et e e e e e e e e 5-133

6. INternet aCCESS SEIVICE. ... s s s s s s s m s s s e e e nnmn s s s nnnnmnnssss 6-1
7. TV OVEr ADSL SEIVICEe....cciiiiiiiiiiiiieeeseessssss s i ss s s s s s s s ss s sns s ssss s s s s s s s s e e s annnnnnsssssssssssssssssnnnnnnnns 71
7428 1 1o T VT3 1T o 7-2

7.2 Access to the optional TV over ADSL SEIVICE ........eeiiiiiiiiiiiiiiiieeee et eee s 7-2

8. Updating the firmware ... 8-1
Annex A - TroublesShooting ... e e n s A-1
A.1 Checking the assignment of an IP address ..........ccuuiiiiiiiiiiiiii e A-2

A2 Front PANEI LEDS ....coooiiiiiiiieeeeeeeeee e A-3

A.3 SUPEIVISING YOUF TOULET ....eiiiiiiiiititte et e e ettt e ettt e e e e e bttt e e e e e e e st e et e e e e e e e snnn e e e e e e e nnneen e s A-4

A4 DIiagnoStiCS T00] ...cooiiiiiiiiieee e A-5

A5 INterpreting the LEDS ...t e e e e e e e e e et e e e e e e e e e e e e e e rra A-6

A.5.1 The "ADSL" LED DIINKS SIOWIY ....eeiiiiieiiiiiiee ettt e e e e e e e e e e st eeeeaaeeeeeeeannnnes A-6

R T AT T I 5 o ) 3 PR A-6

TG T I = 0= = ) PR A-6

ALB ReSTartiNg YOUI FOULET ...ttt ettt e e e e e e e eeeeeeas A-7

A.7 Resetting factory CONfIQUIratioN .............eiiiiiiiii e e A-7

A.B OFfliNE MOAE ..o A-8
Annex B - Warnings for safety ... s e B-1
B.1 Warnings for SAfEty ... B-2

B.1.1 Safety levels in relation t0 the CASE .........ooiiiiiii i B-2

B.2 EC complianCe deClaration ..............eeeiiioiiiiiiieie et e e B-2
ANNEX C = ENVIFONMENT ... e s e e e e e e e nnnnnmnnnnn C-1
C.1Directive E 2002/96/CE .......ooeeeeeiieeeee ettt e et e e e e e e e e e e e e e e et aaaaaaeeaaaaa C-2
Annex D - Technical CharacteristiCs.........ccooiiiiiiiim s D-1
D.1 MeChaniCs; DISPIAY ....eeeeeieiiiieiiiiieee e D-2

D.2 Characteristics of the different interfaces ..., D-3

D.3 Environmental characteriStiCS ........oooviiiiiiiiiii s D-5

D.4 Application and ProtOCOIS .......uuuiiiii e e e e et e e e e e e e e e e r e D-6
Annex E - Default configuration ... ——————— E-1
E.1 Default username and PASSWOIA ........coouuuiiiiiiii e e e e e e et e e e e e e e e e e e et e e e e e aeeeeeaaraa e aaaeaaaeas E-2
F@ST 4310 Reference Manual Page 0-5

Sagemcom Broadband SAS document. Reproduction and disclosure prohibited



E.2 Default configuration for the local NEIWOrK(LAN) ..o E-2

E.3 Default configuration for the local wireless network (WLAN) .......ouiiiiiiiiii e E-2
ANNEX F = GIOSSAIY ...ccceiiiiiciiiiiiieeccirsssss s s s s s s s e e e e s s e s nmns s s ss s s s s s e e e s s e e e e e s s nnnnsassssssssssssssssemmennennnnnnnnnnnn F-1
Annex G - Connector TEChNOIOQY .......cccuiiiiiiiiiiiiiiicrrc s s e e e e s s s en s s ss s s s e s e e s e e e e neennnnnnnnnns G-1

G.1PIiNouts of the LINE CONNECION .......coeeeieeeee et e e G-2

G.2Pinouts of the PWR CONNECIOLN ... ..cooeiiiiee ettt e e e e e e e e e e e e e e aaeeeeeeneees G-3

G.3 Pinouts of the LAN1, LAN2, LAN3 and LAN4 CONNECLOTS .......uieeeeeeee e G-4
Page 0-6 F@ST 4310 Reference Manual

Sagemcom Broadband SAS document. Reproduction and disclosure prohibited



This section covers e presentation of the F@ST 4310 router §1.1

e composition of the packaging §1.2

* required hardware and software §1.3
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1- Introduction

1.1 Presentation

This reference manual is dedicated to the F@ST 4310 equipment. This equipment is a router which gives
users broadband Internet access from their computer or their game console by various Ethernet (10 or 100
BASE-T) or Wi-Fi (IEEE 802.11n) interfaces via an ADSL/ADSL2/ ADSL2+ network.

Using these interfaces, this router enables you both to surf the Internet and to watch television. It also allows
give phone calls over the Internet from an IP SIP telephone linked by Wi-Fi to your router.

Important

9 F@ST 4310 products adapt the ADSL function respectively for POTS (UIT
\Q G.992.1/3/5 - Annex A) and for ISDN (UIT G.992.1/3/5 - Annex B).

1.1.1 Connection

Connecting your router

Make the connections as shown in the diagram below.

Line
wall socket
Filter/Spitter

Mains
wall socket

| il

I

1 % Mains Adapter
1 with its lead

[

Not included
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1- Introduction

1.1.2 Characteristic

Its principal characteristics and functions are as follows:

High-performance secure Bridge/Router with ADSL/ADSL2/ADSL2+ and Fast Ethernet (for FTTH)
interfaces,

User access:
- 4 x10/100BT Ethernet ports,
- 1 Wi-Fi interface (802.11n),
- 2USB 2.0,
- HSDPA backup,
- Samba server,
- DLNA serverv 1.5.
DHCP Client/Server/Relay,
DNS Server/Relay,
Access control (FTP/TELNET/HTTP/SSH Client),

NAT/PAT router - FTP Compatibility, IRC, Net2Phone, Netbios, DNS, Netmeeting, VPN passthrough
(IPSec, IKE, PPTP, L2TP), CUSeeMe, RealAudio, Microsoft IM and others,

Security,

Firewall,

Spanning tree,

Multi-VC ATM and ATM Quality of service (CBR, UBR, VBR),

UPnNP,

TRO069,

QosS,

Upgrade Firmware (Local and Remote),

Backup/Restore and Upgrade configuration file (Local and Remote).
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1- Introduction

1.2 Composition of router pack

The router pack is composed of the following elements (present content may vary):

SaceMcoM

Item Description
1 F@ST 4310 router

2 Mains adapter

3 | ADSL RJ11/11 FDT line cable (length = 3 m) used to connect your router to your telephone line

Ethernet RJ45/RJ45 cable (length = 1.75 m) used to connect your router to the Ethernet port of
your computer

5 Quick Installation Guide

6 Filter/Splitter used to connect one phone set and your router to your telephone line*

7 Microfilter used to connect another phone set to your telephone line*

* Option depending on pack content requested

Note

Incomplete or damaged supply
Q If on its receipt the equipment is damaged or incomplete, contact your supplier.
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1- Introduction

1.3 (Minimum) prerequisites

Using a router requires a minimum of:

* a computer equipped with:
- a Wi-Fi 802.11n interface,
or
- an Ethernet interface (10/100BASE-T).
e a WEB browser (Internet Explorer version 8 or higher recommended, Google Chrome, Firefox, Safari).

The minimum configuration of your computer must be:

e for Windows: Pentium IV, 2,8 GHz, RAM: 1Go,
e for MacOS: Power PC G5, 2,5GHz, RAM: 1Go,
e a monitor of minimum resolution: 1024 x 768.

If you wish to use the Wi-Fi function (standard IEEE 802.11n), you must have the Wi-Fi Standard pack (see
Annex G for use of Wi-Fi).

Note

Before installing the router, we advise you to uninstall any modem or other router
Q (for example, an ADSL router).
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2. Description and connection of router

This section covers * the description of your router §2.1
e connecting the ports of your router §22
* installing your router §23
* installation safety instructions §24
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2- Description and connection of router

2.1 Description

The following figure gives an overview of a router F@ST 4310.

I e

Figure 2.1 - Overview of case

This case consists principally of a lid and a base. Inside is a printed circuit equipped with electronic
components.

The front face of the lid has ten display LEDs (see § 2.1.2).
The base has the LED ideograms and the manufacturer logo.

Behind the base is a label on which the product's identification code, serial number and barcode are shown.
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2- Description and connection of router

2.1.1 Connectors

Pk |

# 5 &% % 8 ® B 8 B B B 8 B B 8 B B B B B 5 B B W

[ (TEEEEEERELEEE )Y

[T e

U T —— |
o wwww.lg

Marking Meaning

RJ11 connector - 6 pts. This connector is identified by the colour grey.

LINE It is used for the connection to an ADSL line (WAN interface).
LAN x RJ45 connectors - 8 pts (10/100BASE-T Ethernet Interface). These connectors are
(1 to 4) identified by the colour yellow.

They are used to connect to a computer or a television set (via a TV/Video Decoder).

RJ45 connector - 8 pts (10/100BASE-T Ethernet Interface). This connector is
WAN identified by the color red.
FTTH dedicated port

This button allows the router to be reset to the factory configuration (see § A.7).
RESET This operation deletes the entire personalised configuration of your router: Password,
Configuration, etc..

“‘Master” USB type A female connector (USB Interface ) used for “Memory sharing”

USB and “Printer sharing”

@ Miniature jack fixed connector.
This connector enables the router to be supplied with direct current from a mains
Power | adapter unit.
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2- Description and connection of router

2.1.2 LEDs and buttons

21.21
® @
- L]

On the front panel

The following table describes the meaning of the LEDs on the front panel of the router:

@

Off

LED Status Meaning
Off Power Off
O, Green Power On
Power Red Router in rescue mode
Green steady ADSL Up
© e ADSL Synchronisation in progress
ADSL | Green blinking or
* down
* Power Off
or

* The Internet account must be configured
or
* Bridge mode

Internet
Green steady The Internet account is configured
Green blinking Tx/Rx traffic
Red Invalid or unauthorised Internet account
Off Wi-Fi deactivated
@  [Green steady Wi-Fi activated
WLAN

Green blinking

Wi-Fi Tx/Rx

Off

No link detected on the Ethernet port

LAN x | Green steady Ethernet port has detected a link with 100 Mbps device
(1to4) |Green blinking Tx/Rx traffic at 100 Mbps
Off No USB connection
;j; Green steady USB connection available

Green blinking

USB connection reading in progress

TV

Green steady

activated

Green blinking

Playing IPTV
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2- Description and connection of router

2.1.2.2 On the right panel

I i{u‘f‘

The following table describes the meaning of the buttons on the right panel of the router

Button Action
@ This button allows the router to switch to easy-pairing mode.
WPS

W(I(IiN This button allows to activate or deactivate the WiFi connection
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2- Description and connection of router

2.2 Connecting the ports of your router

Computers associated with the 802.11n Wi-Fi network USB Interface used to "Memory Sharing"

and "Printer sharing"
E D :Ii - Flash memory
m_/‘—‘ % Printer = ‘-. K or t)JrSB key @
:_:4// & — Hard disk
FTTH cable
IEHIIIIIIIHIIIIIIIIIIII!l'.l — o
L] Bl E —
AL m Data
ETH4 cable
ETH3 cable Computer with ETH port a
ETH2 cable or
ETH1 cable

=

| TV/Video Decoder

Video

Television set

Figure 2.2 - Interconnection of ports of F@ST 4310
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2- Description and connection of router

2.3 Installation of your F@ST 4310
2.3.1 Powering up

1. First connect the end of the mains adapter lead, supplied with the equipment, to the Power socket on
your router.

2. Connect the other end of the mains adapter lead to a nearby power outlet.
3. The router switches on automatically.

4. The ((r)) LED will light up first, followed by the four Ethernet LEDs (1 to 4), then these last four LEDs will
be off. The @ and Ethernet (which corresponds to the connected interface) LEDs should be steady
and the & LED blinks during the establishment of the ADSL link, then steadies like the ((1)) LED.

The @ LED goes from blinking to steady when a PPP session has been created successfully.

Note

Q The powering up process lasts around one minute.

2.3.2 Connecting the ADSL cable

1. Connect one end of the RJ11/RJ11 cable supplied with the equipment to the LINE socket of your
router.

2. Connect the other end of the cable as shown in the following figure.

Line

wall socket Filter/Spitter

Phone set

[/ [T e

I"'

weww B.In-

[

Mains
wall socket
Mains Adapter
with its lead
Figure 2.3 - ADSL line / Power Supply Connection
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2- Description and connection of router

2.3.3 Connecting to your computer

Two kinds of connection can be made:

* Connection of the Ethernet interface of your router to your computer.
e Connection of the WLAN (Wi-Fi) interface to your computer.

2.3.3.1 Connecting the Ethernet interface of your router to your computer

1. Connect the end of the yellow Ethernet cable (RJ45/RJ45) supplied in the pack to the Ethernet fixed
connector (marked LAN1, LAN2, LAN3 or LAN4) of your router.

2. Connect the other end of the cable to your computer.

RTINS

9 /%.EJ%W.!-?\
Gy

Computer V\

N
9

2.3.3.2 Connecting the Wi-Fi interface of your router to your computer

Wireless linking enables the router to be connected to your computer.
To make this connection you must have a Wi-Fi pack (option). This pack comprises the following elements:

* Wi-Fi 188470912 key (Dongle) in an anti-static plastic bag,
* CD-ROM.

Inserting a USB Wi-Fi key in your computer

This key should only be connected to your computer during installation of the Wi-Fi drivers (standard
802.11n) (see Quick Installation Guide).

Note

‘B You can also use the Wi-Fi adapter incorporated in your computer.
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2- Description and connection of router

2.3.4 Connecting the Ethernet interface of your router to your TV decoder

1. Connect the end of the yellow Ethernet cable (RJ45/RJ45) supplied in the pack to the Ethernet fixed
connector (marked LAN1, LAN2, LAN3 or LAN4) of your router.

2. Connect the other end of the cable to a TV decoder.

HITHTITITE TN

L
IELETETLT

/l AEARL \\\

m‘v“v‘r‘@l Imao

TV/Video Decoder \

Note

Q For connection to the decoder, refer to the manufacturer's documentation.

2.3.5 Connecting the USB interface of your router

1. Connect the end of the USB cable (type B Slave female USB Connector) to the USB interface of your
router.

2. Connect the other end of the cable to your USB material (printer, Flash memory, USB key or hard disk).
CTEPERTEEER TR

Figure 2.4 - USB Interface Connection

F@ST 4310 Reference Manual Page 2-9

Sagemcom Broadband SAS document. Reproduction and disclosure prohibited



2- Description and connection of router

2.4 Installation safety instructions

Power supply source

Do not cover the router’s mains adapter.
The router comes with its own mains adapter. Do not use another adapter.

This class Il adapter does not need to be grounded (earthed). The connection to the electrical network
should comply with the indications given on the label.

Use a readily accessible mains outlet located near the router. The power supply cord is 1.5 m long.
Arrange the power supply cord in such a way as to avoid any accidental power cut to the router.

The router is designed to be connected to a GG- (ground-to-ground) or GN- (ground-toneutral) type
power supply network.

The router is not designed to be connected to an electrical installation with IT type diagram (neutral
connected to earth through an impedance).

Protection against short-circuits and leaks between the phase, neutral and earth should be provided by
the building’s electrical installation. The power supply circuit for this equipment should be fitted with 16 A
overcurrent protection and differential protection.

Connect the router to the mains via a readily accessible wall socket ensuring the electric cutting.

Location conditions

By choosing an appropriate location, you will preserve the longevity of the device. Ensure that the selected
location has the following characteristics:

Install and use the router inside a building.

The room temperature must not exceed 45°C.

The router can be placed on a desktop or fixed vertically in its wall mounting.

Do not expose the router to strong sunlight or place it near a substantial source of heat.

Do not place the router in an environment where it could be subjected to considerable steam
condensation.

Do not expose the router to splashes of water.
Do not cover the router’s casing.
Do not use the router or its peripherals for outdoor transmissions.

Maintenance

Never open the casing. This must be done only by qualified personnel approved by your supplier.
Do not use liquid or aerosol cleaning agents.
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3- Installing and configuring the F@ST 4310 router

For the installation of the F@ST 4310,
please refer to the Quick Installation Guide of this product.
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4. Configuration of network parameters

This section covers e configuring as a DHCP client §4.1
* reading status of the DHCP server §4.2
* reading data of the DHCP client §4.3
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4- Configuration of network parameters

The aim of this section is:

1. to configure your computer so that it is able to communicate with your router.
2. todisplay the "Networks" parameters of your router.

Your router implements the DHCP (Dynamic Host Configuration Protocol) server, relay and client functions
in accordance with RFC 2131 and RFC 3132, whereas the computer connected directly to the router or via
a local network by its LAN interface implements only the DHCP client function.

c
On receipt of a DHCP query from your computer (see \éf ), whether or not it is connected to your router,
the latter responds by indicating:

* an address from the range defined in the configuration,

* the sub-network mask,

* the default gateway (address of your router),

e the address of the gateway as DNS server. The "DNS Relay" function is activated automatically.

Note

The configured range of IP addresses must be the same in the sub-network as in
'B the LAN interface.

Important

(J It is imperative that your computer is configured as a DHCP client or that it has a
\o fixed IP address in the configuration range defined by the DHCP server.

Configuration as a DHCP client is the more commonly used solution.
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4- Configuration of network parameters

4.1 Configuring as a DHCP client

In Windows XP

1. Click on Start > Control Panel > Network Connections.

2. Right-click the appropriate network, and then select Properties.
The Local Area Connection Properties appears.

3. Select the protocol TCP/IP of the network card, and then click the Properties button.
The screen Internet Protocol (TCP/IP) Properties appears.

4. Select the General tab, then the case "Obtain an IP address automatically" and the case "Obtain
the addresses of the DNS servers automatically".

5. Click the OK button to confirm your choice.

Internet Protocol (TCP/IP) Properties E|®

General | Akemate Configuration

You can get IP settings assighed automatically if vour nebwork supports
this capability. Otherwise, you need to ask your network. administrator for
the appropriate P settings.

(®ilbtain an |P addiess automaticalls
(O Uge the following IP address:

(#) Obtain DNS server address automatically
(O Use the following DNS server addresses:

I 0K ” Caniel ]
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4- Configuration of network parameters

4.2 Status of the DHCP server

To obtain the status of the DHCP server:

1. Open your browser.

2. Enter the router’s IP address (by default http://192.168.1.1) or enter the following URL
http://myrouter

3. Inthe login screen that appears, enter "admin" in the "User Name" field and the "Password" field (see
note).

Note

Q The User name and Password values are written on the label.

4. Click on the OK button to validate.
5. Select Advanced Setup menu, then select the LAN menu.
The following screen appears:

Down N/A refresh
u

SaGemMcoMm e NA  roboot

Internet ¢ Adsl Down.

Local Area Network (LAN) Setup

Name | Default ¥

MAC Address | IP Address Remove

Field Description Display
IP Address Displays the sub-network address. 192.168.1.1
Subnet Mask Displays the sub-network mask of the IP network. 255.255.255.0
Displays the first address attributed by the DHCP server. 192.168.1.2
Start IP Address Note: This IP address must belong to the same

sub-network as that of the local network.

Displays the last address attributed by the DHCP server. | 192.168.1.254

End IP Address Note: This IP address must belong to the same
sub-network as that of the local network.

Displays the period (in hours) for obtaining an IP address 24

Leased Time (hour) for a terminal
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http://myrouter
http://myrouter

4.3 Data of the DHCP client

To obtain this data:

In Windows XP

1. Click on Start > Run, enter cmd and then click OK.

The command prompt screen appears.

4- Configuration of network parameters

2. Enter ipconfig /all (or ipconfig/all) then press Enter.

+ Command Prompt

crosoft Windows HP [Uersion 5.1.26881
<G> Copyright 1985-2881 Microsoft Corp.

C:\Documents and Settings“\DocumentationX>ipconfig ~all

Windows

Ethernet adapter Local Area Connection 92:

IP Configuration

Host Name . . . . .
Primary Dns Suffix
Node Type . . . . .
IP Routing Enabled.
WINS Proxy Enabled. . .
DNS Suffix Search List.

Connection—specific DNS Suffix
Description . s e

(3CP85B-TX>

C:\Documents and Settings“\Documentation>

Physical Adde L

Dhcp Enabled. . . . . . . .
Autoconf iguration Enabhled .
IP Address. .

Subnet Mask . .

Default Gateway

DHCP Server .

DNS Servers . .

Lease Obtained.

Lease Expires

(TR TR T T T

UZY-P1198532
sagem.ads .sagem

Hybrid
No

No

sagen.ads .sagem
home

ads .sagem

home
3Com EtherLink BL 18,188 PCI

Ba-58-DA-BC-CB-FA

Yes

Yes

192.168.1.2
255.255.255.8

192.168 i

192,

192.

17 March 2088 11:28:19
18 March 2088 11:28:19

TX
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5. Information / Configuration

This section covers * Accessing the welcome screen §5.1
* Recommendations for using the configuration screens §52
* The ADSL connection status §5.3

* Indications displayed on the display frame located in the §54
HTTP configurer window

* The "Device Info” section §55
* The "Internet Connection” section §5.6
* The "Advanced Setup” section § 5.7
* The "Wireless” section §5.8
* The "Multimedia" section §59
* The "Diagnostics” section §5.10
* The "Management” section §5.11
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5- Information / Configuration

5.1 Accessing the welcome screen

Note

To access this screen, you must have configured one of your computer's interfaces
Q using the installation CD-ROM provided with your router (see section 3.).

If you are using your computer's Ethernet card to configure your router, connect it to an Ethernet port (LAN1
to LAN4).

Your router is then configured using a simple Web browser (e.g. Internet Explorer).

Note

The router's DHCP server function is activated by default with an address range
'B defined as indicated in subsection.6.4.4.

To access the configurer, proceed as follows:
To obtain the status of the DHCP server:

1. Click on Start > All Programs > F@ST 4310 > Configuration.
2. Inthe login screen that appears, enter your identification information.
By default, the identification information is:

Username: admin

Password: (see on the label)

Connect to 192.168.1.1

=
A

DSL Router

|Usar name: € admin v |
Password: am |

Remember my password

[ OK ] [ Cancel

Note
Q The equipment's IP address (192.168.1.1) appears in the header bar.

3. Click on OK to validate.
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5- Information / Configuration

4. Your computer’s Web browser opens and displays the welcome screen of the router’s HTTP
configuration tool..
The configuration menus appear on the left hand side panel.

a— ADSL mm| DowD /A refresh
- ,, e Internet €3 I-":'Adsl DDVI::A . boo

F@ST™ pyliZ]
Device Info

Board ID: F@S5T2704V2
HardWare Version: FAST2704 V1.0
Serial Humber: N71034600000008
Mac Address: 6c:2e:85:8a:dc:a5
Build Timestamp: 101102_1049
Software Version: 5.16a4N

Bootloader (CFE) Version: 5.16
DSL PHY and Driver Version: | A2pD030n.d23b
Wireless Driver Version: 5.60.120.11.cpe4.406.4

This information reflects the current status of your 'DSL' connection.

Line Rate - Upstream (Kbps): a
Line Rate - Downstream {Kbps): 0

LAN IPv4 Address: 192.168.1.1

WAN IPv4 Address: (nul)

Default Gateway:

Primary DNS Server: 0.0.0.0

Secondary DNS Server: 0.0.0.0

Date/Time: Thu Jan 1 00:23:49 1970

® 2005-2010 SagemCom Corporation. All rights reserved

The HTTP configuration tool opens by default on the Device Info menu:

* the centre panel shows router’s information and the current ADSL connection status (see subsection
5.3).

* the router’s activity and status is always available at the top right corner, as a box which lets you know
the status of the ADSL line, lets you refresh the data displayed and restart your router at any time (see
subsection 5.4).

left hand side panel gives you access to the router’s configuration menus and submenus (see
subsection 5.5 to 5.11).

Note

You can modify the password to access your router's configuration tool to optimise
Q the safety of your network.

F@ST 4310 Reference Manual Page 5-3

Sagemcom Broadband SAS document. Reproduction and disclosure prohibited



5- Information / Configuration

5.2 Recommendations

The meaning of the main buttons most commonly present in all the configuration windows is provided in the

table below.
Button Description
Click on this button to add a new window to fill in the fields used to add an object.
Bt Click on this button to return to the previous screen.

Click on this button to close the active window and return to the main screen.

Click on this button to display a new window to modify the fields that can be
accessed for a previously selected object.

Click on this button to display the next screen.

Click on this button to remove a selected object from a list.
Note: You must check the "Remove" box to delete this object.

Click on this button to save the entry in the router's non-volatile (flash) memory.
Note: This value will only be taken into account when you restart your router.

Click on this button to save the entry in the router's non-volatile (flash) memory.
Note: This value will be taken into account immediately without you having to

restart your router.

Save/Reboot

Click on this button to save the entry in the router's non-volatile (flash) memory
then restart your computer.

Basic principles

1.

Page 5-4

To make this guide easier to read and understand, it does not state that each time you enter
information into a screen you must click on Save or Apply/Save or Save/Reboot (except, of course, if

this is necessary).

When you select a section, the screen for the first menu in the section is displayed. In the same way,
when you select a menu, the screen for the first sub-menu is displayed.

All the fields in the different screens are explained in a table.

Sagemcom Broadband SAS document. Reproduction and disclosure prohibited
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5- Information / Configuration

5.3 ADSL connection status

Refer to subsection 6.2.1 - /Summary.

5.4 Display frame

The router’s activity status is always visible at the left corner or the top right of the HTTP configuration tool.

ADSL &2 DE"’"“ xﬁ refresh
p reboot
Internet ¢ O Adsl Down.

You can perform the following actions:

* click on Refresh to update the data displayed
* click on Reboot to restart your router

ADSL information

The following table presents the possible states of the ADSL field:

Status Meaning
Green ADSL line synchronised
Yellow ADSL line synchronising
Red ADSL line not connected

The Down field displays the nominal downlink bit rate.
The Up field displays the nominal uplink bit rate.

Internet information

The following table presents the possible states of the Internet field:

Status Status Meaning

ADSL Down ADSL line not connected or not activated

Off Not configured The Internet account must be configured
Router rebooting Router is rebooting

Green Connected The Internet connection has succeeded

Yellow Waiting for ISP Connecting to the Internet service

Red Access denied Incorrect Internet account
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5- Information / Configuration

5.5 Device Info

Clicking on this heading displays the following menus:

e Summary (see subsection 5.5.1)
* WAN (see subsection 5.5.2)

* 3G Status (see subsection 5.5.3)
» Statistics (see subsection 5.5.4)
* Route (see subsection 5.5.5)

* ARP (see subsection 5.5.6)

* DHCP (see subsection 5.5.7)

5.5.1 Summary

Object: This menu lets you display the current status of your Internet connection.

* In the Device Info menu, select Summary.
The following screen opens:

Ouwn N/A refrean

M ADSLEB, N/A e
Intermet © Adsl Down.

4310

Device Inlo

Bosard ID>

Hard Ware Verson

Seviad Musmleer

M Addiress

Basik! st aimg

ol twware Versaon

Bootioacier (CFE) Verson

OSL PHY and Driver Version: 2
Wrebess Driver Version

Livst Rate - Upstream [ KBpa)
Liner Rate - Dowrstresm (Kbes)
LAN [Pyt Addrews

WAN [Pd Addrea

Dwd aedlt Goat ewwary

Fromary DNS Server

Sew Oreclary DHS Sevver

Duate/ Teme

Note

Q This screen also appears in the welcome screen (see subsection 5.1).
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5- Information / Configuration

The following table provides the meaning of the different fields which are displayed.

Field Meaning
Board ID Router model
HardWare Version Hardware version of the router
Serial Number Serial number of the router
Mac Address Mac address of the router
Software Version Software version currently installed on the router
Bootloader (CFE) Version Bootloader version currently installed on the router
Wireless Driver Version Software version of the wireless card installed on the router
Line Rate - Upstream (kbps) Nominal up line rate

Line Rate - Downstream (kbps) | Nominal down line rate

LAN IPv4 Address Local network IPv4 address (LAN)

WAN IPv4 Address Remote network IPv4 address (WAN)

Default Gateway Default gateway address

Primary DNS Server Primary DNS server address

Secondary DNS Server Secondary DNS server address

LAN IPv6 ULA Address Local network IPv6 address (LAN)

Default IPv6 Gateway Default gateway IPv6 address
5.5.2 WAN

Object: This menu is used to display all the parameters which concern the remote network.

¢ |n the Device Info menu, select WAN.
The following screen opens:

ADSL e Down NSA refresh

SaGeMmcomMm P U A R

WAN Info

Interface | Desoripthon Type VianMuxid | Igmp NAT | Firewall Statis IPv4 Address
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5- Information / Configuration

5.5.3 3G Status

Object: This menu is used to display all the parameters which concern 3G connection.

* In the Device Info menu, select 3G Status.
The following screen opens:

ADSL &2 Down N/A refresh

SaGcGemMmcom tatarmet T DT 0
T R R AR .,

36 Modem Status

5.5.4 Statistics

Object: This menu is used to display all the router's statistics.
This menu contains the following sub menus:

* LAN (see subsection 5.5.4.1)

*  WAN Service (see subsection 5.5.4.2)
* XTM (see subsection 5.5.4.3)

e xDSL (see subsection 5.5.4.4)
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5.5.41 LAN

Object: This menu is used to display all the parameters which concern the local network (LAN).

* In the Device Info menu, select Statistics then select LAN.
The following screen opens:

A J ted
Errs|Drops Bytes |Pkts | ops
0 [0 [4659 [38 [0 |o

o |o |4659 38 |0 [0

0 o l46sa  [38 fo |o

0 |0 |s37294s(12457[0 |0

[ o |0 0 311 0

¢ Click on the Reset Statistics button to reset statistics.
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5.5.4.2 WAN Service

Object: This menu is used to display all the parameters which concern the remote network (WAN).

* In the Device Info menu, select Statistics then select WAN Service.
The following screen opens:

Downstream  N/A refresh
DSL &
L ) IV Lpstream pia reboot
Internet © 3 Adsl Do

Statistics -- WAN

Interf Description Received Transmitted
Bytes|Pkts|Errs[Drops|Bytes|PktsErrs|Drops
pppl |pppoe_ 0. 832 0 [0 [0 o o [ofo[ o

__Reset Statistics

Internet Connection
Advanced Setup

5-2012 SAGEMCOM Corporation. All rights reserved.

¢ Click on the Reset Statistics button to reset statistics.
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5.543 xTM

Object: This menu is used to display all the xTM statistics of the line.

* In the Device Info menu, select Statistics then select xTM.
The following screen opens:

Statistics - WAN

Interface tion | Received | Transmitted |

i — T stmsorops
1 083 0 |0 ol o [0 oo o

¢ Click on the Reset button to reset statistics.
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5- Information / Configuration

5.5.44 xDSL

Object:

This menu is used to display all the xDSL statistics of the line.

¢ |n the Device Info menu, select Statistics then select xDSL.

The following screen opens:

ADSL &5

SaGemMcoMm

Down
Up

N/A
N/A

refresh
reboot

Statistics -- xDSL

Mode:

Traffic Type:
Status:

Link Power State:

Disabled

Downstream Upstream
Line Coding(Trellis):
SNR Margin (0.1 dB):
\Attenuation (0.1 dB):
Output Power (0.1 dBm):
Attainable Rate (Kbps):
Rate (Kbps):

Super Framas:

Super Frame Errors:

RS Words:

RS Correctable Errors:
RS Uncorrectable Errors:

HEC Errors:
‘OCD Errors:
LCD Errors:
Total Cells:
Data Cells:
Bit Errors:

Total ES:
Total SES:
Total UAS:

Reset Statstics |

| xDSLBER Test ||

* Click on the Reset Statistics button to reset statistics.
* Click on the xDSL BER Test button to display the following screen:

= http:/imyrouteur/berstart.tst?berState=1 - Win... |Z||§|E|

ADSL BER Test - Start

The ADSL Bit Error Rate (BER) test determines the
guality of the ADSL connection. The test is done
by transferring idle cells containing a known pattern
and comparing the received data with this known
pattern to check for any errors.

Select the test duration below and click "Start".

Tested Time (sec):

* In the Tested Time (sec) field, select the test time from the scroll down list.
* Click on the Start button to run the test. The results are displayed once the tests are completed.
* Click on the Close button to close the window and return to the previous screen.
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5.5.5 Route

Object: This menu is used to display all the information concerning your router's routing.

¢ In the Device Info menu, select Route.
The following screen opens:

Device Info -~ Route

Flags: U - up, ! - reject, G - gateway, H - host, R - reinstate
D - dynamic (redrect), M - modified (redirect).

Service | Interface
bro

Destination | Gateway | Subnet Mask | Flag Metric

192.168.1.0 | 0.0.0.0 255.255.255.0 |U o
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5.5.6 ARP

Object: This menu is used to display all the information concerning address resolution (ARP: Address
Resolution Protocol). This shows the physical address of a computer's network card,
corresponding to an IP address.

¢ |n the Device Info menu, select ARP.
The following screen opens:

Device Info -- ARP

IP address | Flags HW Address Device
192.168.1.2 | Complete | 00:11:25:d%:08:84 | br)
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5.5.7 DHCP

Object: This menu is used to display all the computers which obtained an IP address from the router's

DHCP server.

¢ |n the Device Info menu, select DHCP.

The following screen opens:

ADSL &3
[ ) IV Up N/A reboot
- Tt
Device Info -- DHCP Leases
MAC Adds IP Add Expires In
0snpl209779 | 00:11:25:d9:08:84 | 192.168.1.2 | 22 hours, 25 minutes, 53 seconds
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5- Information / Configuration

5.6 Internet Connection

Object: This menu lets you enter your connection ID and your connection password.

¢ Select the Internet Connection menu.
The following screen opens:

ADSL &3 Down N/A refresh

SaGcemMmcom sasermee T a2

PPP Username and Password (Interface: pppl, Description: pppoe_0_8_32 )

& 2005-2010 SagernCom Comportion. All rights reserved

Field Action Default
value
Enter your connection ID. -
PPP Username | This information is provided to you by your Internet Service
Provider (ISP).
Enter your connection password. -
PPP Password | This information is provided to you by your Internet Service
Provider (ISP).
Important
9 If the message "There is no ppp connection" appears, this means that the remote
3 network (WAN) parameters have not been filled in (see subsection

5.7.2 - Advanced Setup > WAN Service).

Disconnect

When you click on the button Disconnect:

* Internet access is no longer possible.

* In the supervision box, the “Internet” indicator switches off and the message “Connected” is replaced
by “PPP disconnected”.

* On the front panel of the router, the indicator (@ goes out.
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5.7 Advanced Setup

Object: This menu is used to configure the specific parameters for your router.

Important
\(J This menu must only be used by experienced users.
L]

This section contains the following menus:

e Layer2 Interface (see subsection 5.7.1)

*  WAN Service (see subsection 5.7.2)

* 3G Config (see subsection 5.7.3)

* LAN (see subsection 5.7.4)

* NAT (see subsection 5.7.5)

e Security (see subsection 5.7.6)

* Parental Control (see subsection 5.7.7)

* Quality of Service (see subsection 5.7.8)

* Routing (see subsection 5.7.9)

* DNS (see subsection 5.7.10)

* DSL (see subsection 5.7.11)

¢ Upnp (see subsection 5.7.12)

* DNS Proxy (see subsection 5.7.13)

* Interface Grouping (see subsection 5.7.14)
* Certificate (see subsection 5.7.15)

* Power Management (see subsection 5.7.16)
* Multicast (see subsection 5.7.17)

Note

The menu Quality of Service only appears if you checked the "Enable Quality Of
Q Service" box in the WAN interface configuration screen (see Advanced
Setup>WAN Service - subsection 5.7.2>Add).
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5.7.1 Layer2 Interface

Object: This menu is used to configure DSL interfaces.
This section contains the following menus:

e ATM Interface (see subsection 5.7.1.1)
e ETH Interface (see subsection 5.7.1.3)

5.7.1.1 ATM Interface

Object: This menu is used to configure DSL ATM interfaces.

* In the Advanced Setup menu, select Layer2 Interface then ATM Interface.
The following screen opens:

ADSL &9 Down N/A refresh
SaGemMmcoMm L,
L Internet € 2 Adsl Down.

DSL ATM Interface Configuration

, or Remove to configure DSL ATM interfaces.
N - DSL Link = Connection Scheduler | Queue Group
Interface | Vpi | Vd Latency Category Type Mode IP QoS Alg Weight | Precedence Remove
atmd 8 |32 | Patho UBR EoA | DefauitMode |Enabled sp E

L Ty re——

Field Meaning
Interface Name of the DSL ATM interface, allocated automatically.
Vpi Value of the VPI.
Vci Value of the VCI.
DSL Latency DSL Latency.
Category Type of service adapter to the traffic.
Link Type Protocol used in the DSL ATM interface.
Connection Mode | Connection mode (Default mode, VLAN MUX Mode or MSC Mode).
IP Qos Status (Enabled or Disabled) of the Quality of Service function.
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5- Information / Configuration

Field Meaning
Value defined to perform multitasking (execute more than one
Scheduler Alg process at a time) and multiplexing (transmit multiple flows
simultaneously).
Queue Weight Value defined to give the queue a priority (called a weight) versus the
other queues.
Check this box and click on the [Remove] button to remove the
Remove . .
selected object from the list.

5.71.2 Add

* Click on the Add button to display the following screen:

SaGcGemMmcomMm

ATHM PVC Configuration
This screen alows you to confi

LLC/SNAP-BRIDGING |+

UBR Without PCR  |»

o of

Down N/A refresh
ADSL &3
up N/A reboot
Internet € 3 Adsl Down.

onfigure an ATM PVC identfier (VPI and VCI), select DSL btency, select 3 service category. Otherwise

@ 2005-2010 SagemCom Corporation. All rights reserved.

ATM PVC Configuration

Field Action 2l
value

VPI Enter a VPI value? between 0 and 255. 0

vCl Enter a VPI value® between 32 and 65535. 32
Select the DSL Latency:

Select DSL . Path0

Latency
* Path1
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Field Action 20T
value
Select the type of network protocol from the scroll down list: EoA
] * EOA: Ethernet over ATM
Select DSLLink 1. pppoa: PPP over ATM
Type
* IPOA: IP over ATM

Note: EOA is for PPPoE and IPoE.

Select the connection mode:

. » Default Mode - Single service over one connection
Select Connection ] ] )
Mode *  VLAN MUX Mode - Multiple Vlan service over one connection
For more details, a summary table is presented below for each

type of protocol.

Select the encapsulation mode for the selected DSL link type. LLC/SNAP
For more details, a summary table is presented below for each -
type of protocol. BRIDGING

Encapsulation
mode

Select the type of service adapter to the traffic from the scroll UBR
down list: without
* UBR without PCR: Unspecified Bit Rate PCR
Service Category |°* UBRwith PCR: Unspecified Bit Rate
+ CBR: Constant Bit Rate
» Non Realtime VBR: Variable Bit Rate
* Realtime VBR: Variable Bit Rate
 Strict Priority
Select IP QoS -Precedence of the lowest queue: 8 (lowest)
Scheduler «  Weighted Fair Queuing
Algorithm -Weight Value of the default queue: [1-63] 1
-MPAAL Group of Precedence: 8

Enter a maximum number of cells transmitted per second -
b ’
Peak Cell Rate™ | ot\veen 1 and 2491.

Enter an average number of cells transmitted per second. -
Note: This number must be lower than the Peak Cell

Sustainable Cell

C
Rate Rate (PCR).
Maximum Burst Enter the maximum number of cells emitted in burst (value -
Size® between 1 and 1000 000).

a. This value is delivered to you by your Internet Service Provider (ISP).

b. This field only appears when the "UBR with PCR", "CBR", "Non Realtime VBR" or "Realtime VBR" type
of service is selected.

c. These fields only appear when the "Non Realtime VBR" or "Realtime VBR" type of service is selected.
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Select Connection Mode

The Connection Mode selection only appears if you have selected the EoA DSL link type.

Field Action Default
value
Default mode Check this box to configure a single service over one connection. | Checked
VLAN MUX Mode Check 'FhIS box to configure Multiple Vlan service over one Not
connection. checked
Encapsulation modes
DSL Link type Action i
value
Select the encapsulation of your choice from the scroll down list. | LLC/SNAP-
EoA . ) BRIDGING
(Ethernet over ATM) LLC/SNAP-BRIDGING
¢ VC/MUX
Select the encapsulation of your choice from the scroll down list. | VC/MUX
PPPoA
(PPP over ATM) VE/MUX
* LLC/ENCAPSULATION
Select the encapsulation of your choice from the scroll down list. | LLC/SNAP-
IPoA . i ROUTING
(IP over ATM) LLC/SNAP-ROUTING
* VC/MUX
5.7.1.3 ETH Interface
Object: This menu is used to configure DSL ETH interfaces.
* In the Advanced Setup menu, select Layer2 Interface then ETH Interface.
The following screen opens:
S3GeMcom Rrsckal B S
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5- Information / Configuration

5.71.4 Add

* Click on the Add button to display the following screen:

Down NfA rufrash

SaGcemMmcom xoan Ome N1 | e

Internet ¢ 3 sl Down.

Seloct Connection Mode

Default
value
Select the encapsulation of your choice from the scroll down list| eth0/eth0
(from 1 to 3).
Select the connection mode of your choice from the scroll down Default
Select Connection | list: Mode
Mode + Default Mode - Single service over one connection checked

DSL Link type Action

Select a ETH port

*  VLAN MUX Mode - Multiple Vlan service over one connection

e Click on the Apply/Save button to confirm the creation of the new ETH interface.
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5.7.2 WAN Service

Object: This menu is associated with the remote network. It is used to display the list of all the configured
PVCs, and to add PVCs or remove them.

* Inthe Advanced Setup menu, select WAN Service.

The following screen opens:

- Do MN/A rofresh
ADSL &3
SaGemMmcom Up  N/A_ ronoot
S— Internet © 3 Adsl Down,
Wide Area Bebwork (WAN) Senice Setup
Interface | Description | Type | VanS02lp  VianMwdd | Tgmp MAT | Feewall | Remowe
0

B 2005-3010 Sagemtom Copomaton. All rghts ressnmed

Field Meaning
Interface Name, allocated automatically, associated with the service name (for example, ppp0).
L Name of the ATM service. This name is made up as follows: Protocol VPI_VCI_Index
Description i
For example: pppoe_0_8 32.
Type Data flow encapsulation mode.
Viang8021p? | Value of the 802.1P Priority.
VianMuxid® | Value of the 802.1Q VLAN ID.
Status (Enabled or Disabled) of the Igmp function.
Igmp Note: This function enables the distribution of Multicast datagrams over the local
network (LAN) and interaction between the router and the local network hosts.
NAT Status (Enabled or Disabled) of the NAT.
Firewall Status (Enabled or Disabled) of the Firewall.
R Check this box and clik on the [Remove] button to remove the selected object from
emove the list.

a. These values only appear if the WAN service is configured over a DSL ATM interface using VLAN MUX

Mode.
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5.7.21 Add

You must have configured a DSL ATM interface (see section 5.7.1) to add a WAN

'B service.

¢ Click on the Add button.

Do A refreah
L B IV pes up WA reboot
Device Info Wide Area Network (WAN) Service Setup
::!\finmdﬁﬂw Choose Add, Remove or EJE to configune 3 WAN senvice over a selected nterface.
u;;'z::::: Interface | Description | Type | VanS021p | VianMuxid | Igmp | NAT | Frewall | Remove
ETH Interface popl | popoe_0_B_32 |PPPoE|  INJA WA | Dsabled | Enabled | Enabled | [
WAN Service S : - -
3G Conllig
HAT
* Select the DSL ATM interface for the WAN service.
ADSL Down MfA rafresh
DN < e a/A reboot

WAN Service Interface Configuration
Selnct 3 byer 2 nterface for ths serace

Mote: For ATM intesface, the descriptor string & (portld_vpi_we)
[For PTM interface, the desoriptor strineg & (portid_high_iow)
Where portid=0 —> D5L Latency PATHD
portid=1 > DEL Latency PATHL

high =) =» High FTM Priorty not set
high =1 —> High PTM Priofty st

* Click on the Next button to continue configuring the WAN service.

Depending on the type of network protocol configured for the selected DSL ATM
'@ interface (EoA, PPPoA or IPoA), the content of the following WAN interface
configuration screens differs.
Therefore, and for more clarity, each type of protocol will be dealt with separately
(screens + associated summary tables) below.

e o
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5- Information / Configuration

5.7.2.2 Ethernet over ATM — PPP over Ethernet (PPPoOE)

* Select the WAN service type PPP over Ethernet (PPPoE).

SaGemcom il BN S

WAN Servics Configuration

Field Action Default value

Displays the name of the service being configured. This | pppoe_eth0
. name, which is allocated automatically, is made up as
Enter _Se_rwce follows: Protocol_VPI_ Index _ VCI

Description For example: pppoe_eth0.

Note: You may enter another service name.

Enter a value for the 802.1P Priority. This value is -1
- - a
Enter 802.1P Priority between 0 and 7.
Enter a value for the 802.1QVLAN ID. This value is -1

a.
Enter 802.1Q VLAN ID® | . “ "¢ 4004,

a. These values only appear if the WAN service is configured over a DSL ATM interface using VLAN MUX
Mode.
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5- Information / Configuration

* Click on the Next button to continue configuring the WAN service.

ADSL &2 Daown HiA L]

SaGemMcom Ponchel SN
e —

PP Usernaine and Passvrd

Hultwast Prowy

Field Action Default
value
Enter your connection ID. -
PPP Username This information is provided to you by your Internet Service
Provider (ISP).
Enter your connection password. -
PPP Password This information is provided to you by your Internet Service
Provider (ISP).
Enter the name of the PPPoE service. -
PPPoE Service Name This information is provided to you by your Internet Service
Provider (ISP).
Select the authentication method of your choice from the scroll| AUTO
down list:
o * AUTO
Authentication Method | PAP
* CHAP
* MSCHAP
. Check the box to connect to the Internet only when needed. Not
Dial on demand Checked
(with idle timeout timer)
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5- Information / Configuration

Field Action Default
value
Enter the inactivity time. This value (in minutes) is between 1 0
Inactivity Timeout and 4320 (i.e. 72 hours).
(minutes):[1-4320]2 If there is no Internet traffic for this period of time, the PPPoE
session is interrupted.
PPP retry on Check the box, PPP can be retried again and again while | Checked
authentication error authentication fails.
PPP retry period Enter if required a retry period. This value (in seconds) is by 15
p | default set to 15 seconds. You can set another value from 3 to
(seconds) ):[3-65535] 65535
Enter an MTU (Maximum Transfer Unit) value. This value (in| 1492
bytes) is between 38 and 1492.
PPP MTU (Bytes) ytes) o : :
Note: The MTU specifies the maximum size of the data used
(IP packets) expressed as a number of bytes.
Use Static IPv4 Address Check the box to use the static IPv4 address. Not
checked
IPv4 Address® Enter the static IPv4 address. 0.0.0.0
Check the box to use the PPP Debug mode. Not
E‘r;a:;:e PPP Debug In the event of connection failure, this option will enable you to | checked
trace a possible problem in the SYSLOG file.
Bridge PPPoE frames Check the box to enable the router when bridging the frames Not
between WAN and Local | between WAN and local Ethernet ports. checked
Ports
Enable IGMP Multicast | Check the box to activate the IGMP function. Not
Proxy checked

a. This field only appears when the "PPP retry on authentication error” field is activated (box checked).
b. This field only appears when the "PPP retry on authentication error” field is activated (box checked).
c. This field only appears when the "Use Static IPv4 Address" field is activated (box checked).

e Click on the Next button to continue configuring the remote network (WAN) in PPPoE mode.
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Select a preferred WAN interface as the system default gateway.

Dawn LIL
ol s LICS

i

Routing -~ Delaull Gateway

et ikl ] only prsety e 20 TR AT e T it S0y F e VAN PRATICH § EoPraeTid.
Priovity ordid o b changed by nemeving B and IS D Mk n agn.
Selected Defaukt oralabie Routed WAN
Gateway Interfaces Interfaces
pepl pepd
ipoat

Click on the Next button to continue configuring the remote network (WAN) in PPPoE mode.

s el Do WA reimh
[ IV 'Ib ll.i'n rabaat

DS Server Configuration
MaMSmtmnmmwmmuﬂmmmmr&mhmmmhimm 1 enly 2 sngie IV with Ped o stinxs o€ protocel 5 confgueed, Szatk S sereer P addresnes must be antered,
DS Server Interfaces o mmmnmrmumnmmwmMmmnlhMxr.mmmmmmwmmmn&numwmmfhwmmumm
‘ender can e changed by removeg il and addeg them back m
o bl VAN et
Selached DS Server
A Foulibia WAN IEiface
e
peet
S L
{81 1 the fellowing Statie DI 1P acdrins:
Py O s [1.234
Sacondey DU e |

Select DNS Server E)c:rer;g:ecjﬁﬁlrl]s, a summary table is presented below 1
Interface from available ) PPP
WAN interfaces

pppoa2
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5- Information / Configuration

Fie

Id

Action Default value

Use the following Static | If you check this box, you must enter DNS server| Not checked
DNS IP address

addresses.

Primary DNS server

Enter a primary DNS server address. -

Secondary DNS server | Enter a secondary DNS server address. -

Select DNS Server Interface from available WAN interfaces

Button

Action

Transfer the interfaces selected in the Available WAN
Interfaces area to the Selected DNS Server Interfaces area.

Transfer the interfaces selected in the Selected DNS Server
Interfaces area to the Available WAN Interfaces area.

* Click on the Next button to continue configuring the remote network (WAN) in PPPoE mode.

ADSLea Dewm WA refreah

SaGemMcom e

Field

Description

NAT

Displays the status of the NAT.

Firewall

Displays the status of the firewall.

IGMP Multicast

Displays the status of the IGMP function.

Quality of Service

Displays the status of the Quality of Service function.

* Click on the Apply/Save button to confirm the new WAN service.
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5- Information / Configuration

5.7.2.3 Ethernet over ATM - IP over Ethernet (IPoE)

* Select the WAN service type IP over Ethernet (IPoE).

ADSL &2

SaGeMcom Bt BSOS
———————————————————————————————————————— e

Field Action Default value

Displays the name of the service being configured. This ipoe_eth0
. name, which is allocated automatically, is made up as
Enter _Se_rwce follows: Protocol_VPI_ Index _ VCI

Description For example: ipoe_ethO.

Note: You may enter another service name.

Enter a value for the 802.1P Priority. This value is between -1
Enter 802.1P Priority? | g ard 7 Y

Enter a value for the 802.1QVLAN ID. This value is -1
Enter 802.1Q VLAN ID* between 0 and 4094.

a. These values only appear if the WAN service is configured over a DSL ATM interface using VLAN MUX
Mode.
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* Click on the Next button to continue configuring the WAN service.

S3GeMcom oo A

WAN

Dawn H/A

L)

refresh

reboot
Enternet

1P Settings

Field Action Default
value
Obtain an IP address | Check the box to obtain an IP address automatically from your | Checked
automatically router's DHCP server.
This feature allows a DHCP server to differentiate between the two -
kinds of client machines and process the requests from the two
Option 60 Vendor ID |types of modems appropriately.
If this feature is enabled on the DHCP server, and you want to use
it, enter the vendor ID.
This features allows a DHCP server to use an Identity Association -
. IDentifier (IAID).
Option 61 1AID If this feature is enabled on the DHCP server, and you want to use
it, enter the DHCP Identity Association ID.
This features allows a DHCP server to use a DHCP Unique -
- IDentifier (DUID).
Option 61 DUID If this feature is enabled on the DHCP server, and you want to use
it, enter the DHCP Unique IDentifier.
Obtion 125 This feature allows you to enable/disable the DHCP | Disable
P Vendor-ldentifying Vendor-Specific 125 option.
Use the following If you check this box, you must enter a static WAN IP address and Not
Static IP address: the dedicated WAN subnet mask and WAN gateway IP address. checked
WAN IP Address Enter the static IP address. -
WAN Subnet Mask Enter the subnet mask. -
WAN gateway IP Enter the gateway IP address. -
address
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* Click on the Next button to continue configuring the remote network (WAN) in IPOE mode.

ADSL e DUWM WA rehean

SaGemMcoMm st o

Metweork Address Transiation Se

Field Action Default value
Check the box to activate the NAT function. Not checked
Note: NAT is a configurable IP address
Enable NAT translation function which will be applied

to the interfaces of your router which you
will have activated for this function.

Check the box to activate the Fullcone NAT | Not checked

Enable Fullcone NAT?

function.
Enable Firewall Check the box to activate the Firewall service. Not checked
Enable IGMP Multicast | Check the box to activate the IGMP function. Not checked

a. This field only appears when the "Enable NAT" field is activated (box checked).
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* Select a preferred WAN interface as the system default gateway.

ADSL e Down WA redreah
DM L rabaat
: 3

outing - Delaull Gabeway

Dtk gatwiy it prvid ealy panity o NOHSL I T BT 86 R ok WA e & seted.
Briovey oo can be changed By nemenng il and eng tham ok n 3gan.

Selected Defaull Aadabile Rowted WAN
Gakiwray Interfaoes Interfaces

pept

BB

» Click on the Next button to continue configuring the remote network (WAN) in IPOE mode.

apsLgs DoWm WA relrean
DM dims0s gl reboot

D45 Server Configuration

Sainct A5 Sarvee Intartace bom wvalabie VAN nbectaces OR anter weatic B sarver 5 addruasas for the syitem. In ATM mads, 1 enly 3 sngle PVC with Ied o static Ik protocel & configuned, Szt DIl sarver B addowsses must ba antared,
WSS Server Intorfaces Con hirve Mutiis WAR netaces served a5 fritem da Sareers but ooly 0 il b4 wied accoedies) 13 the praety g Th hgeit and the bt ety cenmcied. Precty
‘ST €3 B changd by eamovg il asd addng them Back i agar..

ke

- st VAN itk
o)
pepl
I
@ tsa the ollowing Static DI 1P address:
Py O sarvers [1.2.0.4

Sacondiey DS pervee: |

Selected DNS Server | For more details, a summary table is presented below
Interfaces for each column.

Available WAN
Interfaces

Primary DNS server Enter the primary DNS server

Secondary DNS server | Enter the primary DNS server
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Select DNS Server Interface from available WAN interfaces

Button Action
Transfer the interfaces selected in the Available WAN
Interfaces area to the Selected DNS Server Interfaces area.

Transfer the interfaces selected in the Selected DNS Server
Interfaces area to the Available WAN Interfaces area.

* Click on the Next button to continue configuring the remote network (WAN) in IPOE mode.

Down WA relresh

Sa3GemMcoM Fome BN SRR

WAN Setup - Sumssary

Field Description

Connection Type Displays the "IPoE" protocol

NAT Displays the status of the NAT.
Firewall Displays the status of the firewall.
IGMP Multicast Displays the status of the IGMP function.

Quality Of Service Displays the status of the Quality Of Service function.

e Click on the Apply/Save button to confirm the new WAN service.
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5- Information / Configuration

5.7.2.4 Ethernet over ATM - Bridging

* Select the WAN service type Bridging.

Dowenstream N, refresh

=) /A
S3GemMcom = vt L

WAN Service Configuration

k| o

Default

Field Action
value

Displays the name of the service being configured. This name, | br_0_8_32
. which is allocated automatically, is made up as follows:
Enter Service Protocol_VPI_ Index _ VCI

description For example: br 0 8 32.

Note: You may enter another service name.

Enter a value for the 802.1P Periority. This value is between 0 -1
. .oa
Enter 802.1P Priority and 7.

Enter a value for the 802.1QVLAN ID. This value is between 0 -1
Enter 802.1Q VLAN ID* and 4094

a. These values only appear if the WAN service is configured over a DSL ATM interface using VLAN MUX
Mode.
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5- Information / Configuration

* Click on the Next button to continue configuring the remote network (WAN) in Bridge mode.

a5y & Downstream  N/A —
SaGemMmcom ot Y

WAN Setup - Summary

Maka sure that the settings below match the settings provided by your ISP

Connection Type: [Eido
NAT:

Firewall:

IGMP Muticast;
(Quality Of Service: |Enzbled

Chck “Appiy/Save” to have this interface to be effective. Chdk "Back” to make any modifications.

Field Description
NAT Displays the status of the NAT.
Firewall Displays the status of the firewall.
IGMP Multicast In the "Bridge" connection, this field is: Not Applicable
Quality Of Service Displays the status of the Quality Of Service function.

e Click on the Apply/Save button to confirm the new WAN service.
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5.7.2.5 PPP over ATM (PPPoA)

WAN Service Configuration

Enter Service Descrotion:

Displays the name of the service being configured. This | pppoa_0_0_35
. name, which is allocated automatically, is made up as
Enter Service follows: Protocol VPI_ Index_VCI

Description For example: pppoa_0 0 35.

Note: You may enter another service name.
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* Click on the Next button to continue configuring the WAN service.

ADSL &3 Down N/A refresh

=
: a G EM c 0 M Internet © J “pnd'sr I)cu:r:f.'M i
e ——————————————————————————

PPP Usel

AUTO “

[0 Enabis PPP Debug Mode

Multicast Prosy

O Erable 1GHP Mulicast Proxy

Default

Field Action
value

Enter your connection ID. -
PPP Username This information is provided to you by your Internet Service
Provider (ISP).

Enter your connection password. -
PPP Password This information is provided to you by your Internet Service
Provider (ISP).

Select the authentication method of your choice from the scroll| AUTO

down list:
o * AUTO

Authentication Method | | PAP

* CHAP

* MSCHAP
Dial on demand Check the box to connect to the Internet only when needed. Not
(with idle timeout timer) checked
PPP retry on Check the box, PPP can be retried again and again while | Checked
authentication error authentication fails

Enter if required a retry period. This value (in seconds) is by 15

PPP retry period
ryf default set to 15 seconds. You can set another value from 3 to
(seconds) 65535
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Default

Field Action
value

Enter an MTU (Maximum Transfer Unit) value. This value (in 1500
bytes) is between 46 and 1500.

Note: The MTU specifies the maximum size of the data used
(IP packets) expressed as a number of bytes.

PPP MTU (Bytes)

Use Static IPv4 Address Check the box to use the static IPv4 address. Not
checked
IPv4 Address:? Enter the static IPv4 address. 0.0.0.0
Check the box to use the PPP Debug mode. Not

Enable PPP Debug In the event of connection failure, this option will enable you to | checked

Mode trace a possible problem in the SYSLOG file.
Enable IGMP Multicast | Check the box to activate the IGMP function. Not
Proxy checked

a. This field only appears when the "PPP retry on authentication error" field is activated (box checked).
b. This field only appears when the "Use Static IPv4 Address" field is activated (box checked).

¢ Click on the Next button to continue configuring the remote network (WAN) in PPPoA mode.
e Select a preferred WAN interface as the system default gateway.

ADSL & Down NfA rafresh

S a G e MCOM Internet © 2 upﬁ.dsl 1:!1:\:::l reliset
e ————————————————————————————

Routing -- Default Gateway

Selected Default Available Routed WAN
Gateway Interfaces Interfaces

[ppp1 pppoa2

)

# 2005-2010 SagemCom Conporation. All rights reserved.
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5- Information / Configuration
e Click on the Next button to continue configuring the remote network (WAN) in PPPoA mode.

e ADEL G2 Down NfA refresh
~3GeMCOM et T %

A

OHS Server Interfa

@ Select DS Server Interface from available WAN interfaces:

ool Popoad

EE

O use the following Static DNS 1P address:

€ H00 21 SagenCom Corporafion A righis neseresd

Field Action
Selected DNS Server For more details, a summary table is presented below
Interfaces for each column.
Available WAN
Interfaces
Primary DNS server Enter the primary DNS server
Secondary DNS server | Enter the primary DNS server

Select DNS Server Interface from available WAN interfaces

Button Action
Transfer the interfaces selected in the Available WAN
Interfaces area to the Selected DNS Server Interfaces area.

Transfer the interfaces selected in the Selected DNS Server
Interfaces area to the Available WAN Interfaces area.
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5- Information / Configuration

e Click on the Next button to continue configuring the remote network (WAN) in PPPoA mode.

Down N/A refresh

SaGeMmcomMm L A ey

Internet € 3

WAN Setup - Summary
he settings below match the settings provided by your ISP.

Connection Type: |PPPoA
NAT: Enabled

Firewall: Enak
IGMP Multicast: bled
Quality Of Service: | Enzbled

k "Apply/Save” to have this nterface to be effactive. Cick "Back™ to make any modifications

Field Description

Connection Type Displays the "PPPoA" protocol.

NAT Displays the status of the NAT.
Firewall Displays the status of the firewall.
IGMP Multicast Displays the status of the IGMP function.

Quality of Service Displays the status of the Quality of Service function.

* Click on the Apply/Save button to confirm the new WAN service.
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5.7.2.6 IP over ATM (IPoA)

aosLes DR MA bk
OM : L R

WN Service Configuration

Erder Sarvice Descrvtios[psa 1035

Displays the name of the service being configured. This | ipoa_1_0_35
. name, which is allocated automatically, is made up as
Enter _Se_rv ice follows: Protocol_VPI_Index_VCI

Description For example: ipoa_1_0_35.

Note: You may enter another service name.
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* Click on the Next button to continue configuring the WAN service.

WA IP Settings

AN B Address: (0808
WAN Susnet Masic |nsn

WAN IP Address Enter the static IP address. 0.0.0.0
WAN Subnet Mask Enter a subnet mask. 0.0.0.0
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5- Information / Configuration

* Click on the Next button to continue configuring the remote network (WAN) in IPOA mode.

SaGcemcom

ADSL &3

lermet

Dirwn MiA refreah
ugp LI C e
B Do

Mtk Addre o

sdrew Traniliticn Sethn

Field Action Default value
Check the box to activate the NAT function. Not checked
Note: NAT is a configurable IP address
Enable NAT translation function which will be applied

will have activated for this function.

to the interfaces of your router which you

Enable Fullcone NAT?

Check the box to activate the Fullcone NAT | Not checked

function.
Enable Firewall Check the box to activate the Firewall service. Not checked
Enable IGMP Multicast | Check the box to activate the IGMP function. Not checked

a. This field only appears when the "Enable NAT" field is activated (box checked).

* Click on the Next button to continue configuring the remote network (WAN) in IPOA mode.

Page 5-44

Sagemcom Broadband SAS document. Reproduction and disclosure prohibited

F@ST 4310 Reference Manual



* Select a preferred WAN interface as the system default gateway.

Riwting - Defalt Gabeway

Dretast gunena noterface it G Barve mulipie Vel Aterface served i Symem delit guteways bt only o wil e wiad 20000 1 Thet ety with The i e the Qest and e 36T 0%e thet lovwest poonty £ the Wikl nertace 5 comvanied.
Privty Srder 26 b chinged by femovng b id B3dng tharn e agen.

e[

* Click on the Next button to continue configuring the remote network (WAN) in IPoA mode.

aosLes DT MA b
oM o L L

5 Senver Configeration

e O Sarw efce b e VO rkadace OF et S O s B st for e ot AT oude, o s P nth Pl ot POk st conpne, S O v B s sk b ko,
inberiaces an hiros mutple Ve Ftesiaces weved i syies da sereess v i Bt e Tt o ety f the WA Electicn 8 onsected, Frerty.
mmuwmmsmmmmnw

0 Sebect DNS Server Itarface from svalabls WAN iterlaoes
W"’“"“ & hritie WA Faatace

]

B e Folkwing ST D0 19 adddrisst
Prmary O saee:
Sacsndary DHS narn

Selected DNS Server | For more details, a summary table is presented below
Interfaces for each column.

Available WAN
Interfaces

Primary DNS server Enter the primary DNS server

Secondary DNS server | Enter the primary DNS server
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5- Information / Configuration

Select DNS Server Interface from available WAN interfaces

Button Action
Transfer the interfaces selected in the Available WAN
Interfaces area to the Selected DNS Server Interfaces area.

Transfer the interfaces selected in the Selected DNS Server
Interfaces area to the Available WAN Interfaces area.

* Click on the Next button to continue configuring the remote network (WAN) in IPOA mode.

Dawn HiA relreah

SaGemMCcoM s T

Enternet © Al Down.

WAN Satup - Sumsiany

Field Description

Connection Type Displays the "IPoA" protocol.

NAT Displays the status of the NAT.
Firewall Displays the status of the firewall.
IGMP Multicast Displays the status of the IGMP function.

Quality of Service Displays the status of the Quality of Service function.

e Click on the Apply/Save button to confirm the new WAN service.
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5.7.3 3G Config

Object: This menu lets you configure 3G backup support to use a 3G USB modem that connected to the
USB interface of the router as a backup of ADSL Internet connection.

* In the Advanced Setup menu, select 3G Config.
The following screen opens:

ADSL &3 Down NSA refresh

SaGcGeMmcom o P SR L i

36 Backup Configuration

36 Backup sugoort to use 3 3G USE Modem that connected to the USE
connection. Enable 36 Backup wil make the router connect to the 3G |

th Protocol) AUTO AUTH &

& 2005-2010 SagerCom Copoation All nghis sesened

Field Action Default value
Check the box to enable 3G backup. This backup will make the Disabled
Enable router connect to the 3G USB modem automatically when
ADSL line is broken.
PIN Enter the PIN number. -

Enter the APN (Access Point Name) protocol which allows your -

APN Box to access the Internet.

User Enter the user name. -

Password Enter the 3G USB modem password. -

Dial Number Enter the dial number of the 3G USB modem. -
Select the protocol to use in the scrolling down list: AUTO AUTH
+ AUTO AUTH

Auth Protocol e
* PAP (Password Authentification Protocol)

* CHAP (Challenge Handshake Authentification Protocol)

e Click on the Save button to save the defined parameters.

Note

Q The router needs to be rebooted to take the parameters into account.
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5.7.4 LAN
Object: This is used to configure the IP parameters for the local network (LAN).

* Inthe Advanced Setup menu, select LAN.

The following screen opens:

ADSLem| Povm t/A
SaGeMCOM Internet ¢ & upAdsl Do\:":"‘

Local Area Network (LAN) Setup

Router IP Address and Subnet Mask for LAN interface. Grouphame | Default 3

mE£F ¢

Leas
MAC Address |IP Address Remove

(Chad Entries ) [ Remaya Enmies |

refresh
reboot

B 20052010 SagemCom Corponation. All rights reserved

Field Action Default value

Groupname Select the required group. Default
IP Address Enter the address of your local network. 192.168.1.1
Subnet Mask Enter your network's subnet mask. 255.255.255.0

Check this box to activate the IGMP (Internet Group | Not checked
Enable IGMP Management Protocol) protocol. This lets you manage the
Snooping declarations of belonging to one or more groups with Multicast

routers.

Check the box if you wish the IGMP snooping runs in normal Checked

a
Standard Mode mode (transparency with IGMP frames).
Blocking Mode® Check the box if you wish the IGMP snooping runs in blocking | Not checked
ocking Mode mode (interception and removal of IGMP frames).

Enable LAN side Check the box to activate the LAN side firewall. Not checked
firewall

Check this box to deactivate your router's DHCP server. Not checked

Disable DHCP
Server

Note: You must configure your computer with the parameters
appropriate to your local network (IP address, subnet
mask and default gateway) as well as enter the primary
and secondary DNS server addresses.
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second IP Address
and Subnet Mask for
LAN interface

Field Action Default value
Check this box to activate your router's DHCP server. Checked
Enable DHCP Note: You mu_st configure your cor_nputer as DHCP client and
DNS client (or enter the primary and secondary DNS
server addresses).
Start IP Address Enter the first address attributed by your router's DHCP server. | 192.168.1.2
End IP Address Enter the last address attributed by your router's DHCP server. | 192.168.1.254
Leased Time (hour) Enter an unavailability time (in hours) for each attributed 24
address.
E if i he list of static IP L . -
Static IP Lease List nter i reqU|r.edt elisto sta.tlc ease .
Note: A maximum of 32 entries can be configured.
Configure the Check the box to configure the IP parameters (IP address, | Not checked

subnet mask) of a second address for the local network (LAN).

IP Address®

Enter a second address for your local network (LAN).

Subnet Mask®

Enter a subnet mask for the second address for your local
network (LAN).

a. These fields only appear when the "Enable IGMP Snooping" field is activated (box checked).
b. These fields only appear when the "Configure the second IP Address and Subnet Mask for LAN interface"
field is activated (box checked).
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5.7.5 NAT

Object: NAT is a configurable IP address translation function which is applied to the interfaces of your
router which you have activated for this function.

Several translation function configurations and the NAT actions can be configured and may be
activated as indicated in section 5.7.5.1 > Add.

This section contains the following menus:

e Virtual Servers (see subsection 5.7.5.1)
e Port Triggering (see subsection 5.7.5.2)
* DMZ Host (see subsection 5.7.5.3)

5.7.5.1 Virtual Servers

Object: This menu is used to route directly to the External Ports the incoming data from a Service server
(such as, for example, FTP Server, SNMP, TFTP etc.) of the remote network (WAN) to computers
on the local network (LAN) via the Internal Ports.

* In the Advanced Setup menu, select NAT then select Virtual Servers.
The following screen opens:

Down N/A refresh

ADSL &
S a G EMCOM Internet © 2 uuﬁdsl Uo:ll':.A i
——————————————————————————————————————————————————————

HAT Virtual Servers Sektup

() (Emmn )

Server External Port | External Protocol | INtemal Port | Internal Server IP waN

Hame Start Port End Start Port End Address Interface Remove

010 SagemCam Copamtion. All rights rmeenmd

Field Meaning

+ Select a Service: Service available over Internet (such as, for
Server Name example FTP Server, SNMP, TFTP etc.).

» Custom Service: Name you want to allocate to a local server.
External Port Start Internal start port (WAN side).
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Field Meaning
External Port End Internal end port (WAN side).
Protocol Transport protocol (TCP, UDP or TCP/UDP).

Internal Port Start Internal start port (LAN side).

This internal end port (LAN side) is associated with the external end port
Internal Port End (WAN) side.
Note: This cannot be modified.

Server IP Address Computer address delivered by your router's DHCP server.
WAN Interface WAN interface used.

Check this box and click on the [Remove] button to remove the selected
object from the list.

Remove

Add

e Click on the Add button; the following screen appears:

ADSL &9 Down N/A refresh

SaGemMmcom totrmas ST
R R RO R R RIS

MAT - Virtual Servers

and click "Apply/Save” to forward IP packets for this service to the specified server. NOTE:

- Hormally, it is set to th External Port End” . However, if you maodify
Port End” will be set to the same value as "Internal Port Start”.

be configured: 3z

Port Start™, then ™
number of entries tha

pppoe_0 8 32/pppl1 M

Select One ~

External Port Start |[External Port End | _Protocol Internal Port Start Internal Port End
TCP [
TCP
[Tce

| = =

| I
I |
[ I
L i
I [
[ | | |TeP
I I
| [
| !
| i
| I
| |

_.
13
3

R B|R|R (R R
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Proceed as follows:

e Select the required WAN interface in the Use Interface list.
* Check the Select a Service box, then select the service of your choice from the scroll down list, for
example "SNMP".

The External Port Start, External Port End, Internal Port Start, Internal Port End and Protocol
fields (transport protocol associated with this service) are automatically filled in the table.

Note

Q You may complete the table by adding other ports associated with a protocol.

or

e Check the Custom Service box, enter the name of the server you want to connect to, then:

- Complete the ID Host of your computer's IP address (this is attributed by your router's DHCP
server).

- Fill in the External Port Start, External Port End, Internal Port Start, Internal Port End and
Protocol fields.

A few rules for entering values:

*  When you want to select a single port, the start port (External Port Start or Internal Port Start) and the
end port (External Port End or Internal Port End) must be identical.

*  When you want to select a range of ports, the start port number must be lower than the end port number.
* You must always start entering with the External Port Start and External Port End ports.

* When you allocate a number to an External Port Start, the same number is automatically allocated to
the Internal Port Start and identically for External Port End.

The following diagram contains an example:

(ETEETEITETEIT

Service server  HEE (]
(De|taForcezforexamp|e) (P O 3
[TEEETTT Start internal port : 3568
End internal port : 3569
Protocol : UDP
IP Address

Router of the modem/router: 192.168.1.2

/1/ ﬁ-ﬁ.-ll\i)))» | N

ADSL ETH Wi-Fi Computer
Internet |f port port
\
\ Computer
Start external port : 3568 Start internal port : 3568
End external port : 3569 End internal port : 3569
Protocol : UDP Protocol : UDP
IP Address

of the modem/router : 192.168.1.2

The "Delta Force 2" service is available on your computer via the external ports 3568 and 3569 (WAN side)
and via the internal ports 3568 and 3569 (LAN side).
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5.7.5.2 Port Triggering

Object: The purpose of this menu is to open dynamically the firewall ports (open ports) via "Trigger Ports"
when an application (such as games or video) opens a connection via the transport layer (TCP or
UDP).

* In the Advanced Setup menu, select NAT then select Port Triggering.
The following screen opens:

Down MN/A refresh
ADSL &
c hd p RALS reboot
W a G e co M Internet © & Adsl Down.

NAT Port Triggering Setup

Trigger Open
Application Name Port Range Port Range | WAN Interface | Remove
Protocol Protocol
Start | End Start | End

® 20052010 SsgemGom Corpomtion. All rights resensed

Field Meaning

Application Name | Application name.

* Protocol: Transport protocol (TCP, UDP or TCP/UDP).

Trigger » Port Range: A port range contains a Start port and an End port.

Note: A single port is characterised by an identical start port and end port.
* Protocol: Transport protocol (TCP, UDP or TCP/UDP).

Open * Port Range: A port range contains a Start port and an End port.
Note: A single port is characterised by an identical start port and end port.
WAN Interface WAN Interface used.
R To remove an entry from the list, check the box and click on the [Remove]
emove
button.
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Add

* Click on the Add button; the following screen appears:

ADSL | Down N/A refresh

SaGeMcoMm sntemet T AasrDE e
e ——————————————————————

NAT -- Port Triggering

igured:3

pppoe_0_8_32/pppl1

tion: | SelectOne bt

Trigger Port Start Trigger Port End Trigger ProtocolOpen Port Start Open Port End Open Protocol

| |Tce v | | TCP -
[ |Tce v | [ [Tce -
[ [TcP v | [ [TcP -
[ [Tce v | [ (TCP
[ [ter = | [ [tecp v
[ |Tce vl | [ [Tcp -
| | Tcp > | | TCP -
[ [TcP v | [ [tcp

To configure Trigger Port and Open Port, proceed as follows:

e Select the required WAN interface in the Use Interface list.

* Check the Select an application box, then select the service of your choice from the scroll down list, for
example "Aim Talk".

The Trigger Port Start, Trigger Port End, Open Port Start, Open Port End and Protocol fields
(transport protocol associated with this service) are automatically filled in the table.

Note

Q You may complete the table by adding other ports associated with a protocol.

or

* Check the Custom application box to specify your own application, then:
- Enter the name of your own application.

- Fillin the Trigger Port Start, Trigger Port End, Open Port Start, Open Port End and Protocol
fields.
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A few rules for entering values:

¢ When you want to select a single port, the start port (Trigger Port Start or Open Port Start) and the end
port (Trigger Port End or Open Port End) must be identical.

¢ When you want to select a range of ports, the start port number must be lower than the end port number.

The following diagram contains an example:

Service Server
(Delta Force (client/server) . ”””I“”“l““““
forexample) (ﬁ R ‘L

.........................

Start Open port : 3100
End Open port 1 3999
Router Protocol : UDP
[l TN e \‘
o wwww B.In )>>> —
¢ ADSL ETH Wi-Fi Computer
Internet | port port
1 \
‘\"«,\ Computer
Start Trigger port 1 3568 Start Open port : 3100
End Trigger port : 3568 End Open port 1 3999
Protocol : UDP Protocol : UDP

Using the "Trigger" 3568 port (WAN side), the "Delta Force" service server triggers the opening of port range
3100 to 3999 for your computer to access this service.
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5.7.5.3 DMZ Host

Object: This "DMZ" (DeMilitarized Zone) lets you access the server you selected directly via the Internet
without going through the "Firewall".

Important
\9 Caution, this process presents an intrusion risk. It is therefore vital that you take
e} precautions so that no connections may be initiated to the private network.

* In the Advanced Setup menu, select NAT then select DMZ Host.
The following screen opens:

ADSL &2 D:)an N/A rafresh

s a G EM COM Internet © 3 nidsl Dou:::_l KMo
e ———————————————————————————————————————————————

MAT -- DMZ Host

Field Action LEEUE
value

Enter the IP address of a server to activate the "DMZ" and -
therefore access it directly from the Internet.

DMZ Host IP To deactivate the "DMZ" zone, erase the address entered in the

Address field.
Note: Click on the Apply/Save button to take account of the

address or its erasure.
Note
Q The DMZ zone is deactivated by default.
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5.7.6 Security

5.7.6.1 IP Filtering

Outgoing

Object: This menu is used to create outgoing IP filters to refuse data from the LAN to the WAN and list the

existing outgoing IP filters.

By default, all the outgoing data is accepted.

* In the Advanced Setup menu, select Security > IP Filtering > Outgoing.
The following screen opens:

DSL &

Downstream  N/A refresh

—
= a G EM COM Internet €5 UDStre.:Tsl DownIT”A —

Outgoing IP Filtering Setup
By default, all outgoing 1P traffic from LAN is allowed, but some IP traffic can be BLOCKED by setting up fiters.

Choose Add or Remove to configure outgoing IP fiters.

Filter Name | IP Version | Protocol | SrcIP/ PrefixLength | SrcPort | DstIP/ PrefixLength | DstPort | Remove

Outgoing

® 2005-2012 SAGEMCOM Corporation. All rights resenved

Field Meaning
Filter Name Name of the filter.
IP Version IP version used.
Protocol Transport protocol.

"Source" address (your computer, for example) and

SrclP/ PrefixLength associated subnet mask.

Source Port Source port.
DstIP/ PrefixLength Destination addres_s (a machine on the Internet, for
example) and associated subnet mask.
DstPort Destination port.
Check the box and click on the [Remove] button to
Remove

remove the object from this list.
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Add

* Click on the Add button to display the following screen:

ADSL | Dovm H/A refresh

SaGemMcoMm smarne oo

Addd 19 Filte - Outgoing

e

Field Action
Filter Name Enter a representative name for the filter.
. Select the dedicated IP version from the scroll down list (for example:
IP Version
IPv4).
Protocol Select the dedicated protocol from the scroll down list (TCP/UDP, TCP,
UDP, ICMP).
Source IP Enter the Source IP address (LAN).
address][/prefix
length]

Source Subnet Mask | Subnet Mask.

Enter a "Source" port (LAN) or range of ports.
Note: For one port, for example, enter 80.
For a range of ports, enter 80:90.

Destination IP Enter the Destination IP address (WAN).
address[/prefix
length]

Source Port
(port or port:port)

Enter a "Destination" port (WAN) or range of ports.

Note: For one port, for example, enter 80.
For a range of ports, enter 80:90.

Destination Port
(port or port:port)
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Object: This menu is used to create incoming IP filters to refuse data from the WAN to the LAN and list
the existing incoming IP filters.

By default, all the incoming data is refused when the Firewall is activated.

* Inthe Advanced Setup menu, select Security > IP Filtering > Incoming.
The following screen opens:

;
]
i

Outgoing IP Filtering Setup
By defauk, all outgoing IP traffic from LAN & alowed, but some IP traffic can be BLOCKED by setting up fiters,

Choosa Add or Remove to configure outgoing IP fiters,

Filter Name | IP Version | Protocol | SrcIP/ PrefixLength | SrcPort | DstIP/ Prefixiength | DstPort | Remove |

Add

e Click on the Add button to display the following screen:

Add IP Filter -- Incoming

The screen abows you to create a fiter rule to dentify incoming IP traffic by specifying a new fiter name and at least one condition
below. Al of the specied conditions in this filter rule rmust be satisfied for the rule to take effect, Cick 'ApplyfSave’ to save and

activate the fiver,

- —
TP Version: IPv4 [ ]
Protocok | »
Source IP address]/prefic length]:

Source Port (port or portzport):
Destnation IP address{/prefic length]{
Destnation Port (port of portport):

waN Interfaces (Configured in Routing mode and with firewall enabled) and LAN Interfaces
Select one or more WANSLAN interfaces deplyed below to apply this rule.

B select Al
B pepee_0_8_32fpp
Bl bri/brd
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length]

Field Action
Filter Name Enter a representative name for the filter.
. Select the dedicated IP version from the scroll down list (for
IP Version .
example: IPv4).
Protocol Select the dedicated protocol from the scroll down list (TCP/UDP,
TCP, UDP, ICMP).
Source IP Enter the Source IP address (WAN).
address[/prefix

Source Port
(port or port:port)

Enter a "Source" port (WAN) or range of ports.

Note: For one port, for example, enter 80.
For a range of ports, enter 80:90.

Destination IP
address[/prefix
length]

Enter the destination IP address (LAN).

Destination Port
(port or port:port)

Enter a "destination" port (LAN) or range of ports.

Note: For one port, for example, enter 80.
For a range of ports, enter 80:90.

WAN interfaces

Page 5-60

Field Action Default
value
Check the box to select all WAN interfaces. Checked
Select All Note: By unchecking the box, no interface is selected
and the other WLAN/LAN interfaces displayed
boxes become unchecked.
pppoe_0 8 32/ppp1 Check the box to select the displayed interface. Checked
br0/br0 Check the box to select the displayed interface. Checked
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5.7.7 Parental Control

Object: This menu is used to create and manage access time and Url restrictions for LAN devices which
are connected to the router.

This section contains the following menus:

¢ Time Restriction (see subsection 5.7.7.1)
* Url Filter (see subsection 5.7.7.2)

5.7.7.1 Time Restriction

Object: This menu is used to create and manage access time restriction for LAN devices which are
connected to the router.

e In the Advanced Setup menu, select Parental Control > Time Restriction.
The following screen opens:

ADSL aa  Dewn LA refresh
Sacem M B s e
Inbemmed © & Alisl Do,
Aot TEns RESLICHION -- A maxisum 16 sntres can be configured.
Ibpaarmaans | MUAC | Fon | Tue | Wed | Thia | Fril| Sab | Sumn | Sttt Stop | Rsmoss
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Add
e Click on the Add button to display the following screen:

SacemMcomMm bt o MM L i

Acrems T Restretaon

HonTeeWed ThulFri SatSun
(wfj{=]fu][=]{s|{=]{s]

Field Action
User Name Enter a representative name for the LAN device.
Enter the MAC address of the required LAN device.
MAC Address Note: To find out the MAC address of a Windows based PC,

open a command window and type "ipconfig /all".

Select the days of the week on which the restriction is effective

Days of the week by checking the corresponding box.

Start Blocking Time | Enter the required blocking start hour (for example 08:00).

(hh:mm)
End Blocking Time | Enter the required blocking end hour (for example 20:00).
(hh:mm)
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5.7.7.2 Url Filter

Object: This menu is used to create and manage Url access restriction for LAN devices which are
connected to the router.

¢ In the Advanced Setup menu, select Parental Control > Url Filter.
The following screen opens:

Doven LT rafnekh

Sgsemcom . L e WL e

URL Filier -~ Please select the kst Dype fiest then configurs the kst onbres. Macimoam L0 entries cam be condigueed

= Type: @ Ex

Address | Port | Ressowe

(28) ()

Add
e Click on the Add button to display the following screen:

T T T e Wi S~

Parertal Comtrol -« URL Filter Add

Field Action

URL Address Enter the Url address whose access must be restricted.

Enter the port number of the address which access must be
Port Number restricted.
Note: 80 will be applied by default.
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5.7.8 Quality of Service

This menu contains the following sub-menus:

* Queue Config (see subsection 5.7.8.1)
* QoS Classification (see subsection 5.7.8.2)

Object: This menu is used to allocate different types of traffic queues with different priorities in order to
improve the traffic flow. To do this, the quality of service (QoS) provides the following three
services: Classification (set-1, set-2), Marking (TOS, DSCP) and queues (Queuing).

The quality of service is only significant if all the traffic (data, video) is greater than the up rate of
the ADSL line.

* In the Advanced Setup menu, select Quality of Service.
The following screen opens:

N/A refresh

SacemMmcom 0SS T WAoot

Internet © 2 Adsl Down.

QoS - Queue Management Configuration

If Enable QoS chackbox s salacted, choose a def
particular classifier. Chck "ApplyfSave” button ©

Note: If Enable Qos checkbox is not selected, all QoS will be disabled for all interfaces.

Note: The default DSCP mark is used to mark all egress packets that do not match any classification rules.

] Enable Qos

Select Default DSCP Mark | No Change(-1) |»
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Field Action

Check the Enable QoS box to authorize QoS actions to be performed at the
ingress and egress interfaces.

Enable QoS

The IP datagram DSCP (Differentiated Services Code Point, priority value from 0
to 63) identifies which output queue a packet is to be assigned to.

Default DSCP Mark is used to mark the priority of the packets when they are not
tagged in the computer. In this case the router will do it with the values indicated.

Select from the scroll down list:

* No Change (-1) : Value of -1 indicates no change from the incoming
packet,

* Auto Marking (-2)
* Default (000000) : Marks everything else to DSCP 0,
+ AF13 (001110)

+ AF12 (001100) : Recommended markings for Bulk-Data,
* AF11 (001010) : Recommended markings for Bulk-Data,
+ CS1(001000) : Recommended markings for Scavenger traffic,
+ AF23(010110)
gg‘g;t “Iz::iu" * AF22(010100) : Recommended markings for Transactional-Data,
* AF21(010010) : Recommended markings for Transactional-Data,
+ (CS2 (010000) : Recommended markings for Network Management,
+ AF33 (011110)
+ AF32(011100) : Recommended markings for Mission-Critical Data,
* AF31(011010) : Recommended markings for Mission-Critical Data,
+ (CS3(011000) : Call-Signalling markings,
* AF43 (100110)
* AF42(100100) : Recommended markings for IP/VC,
+ AF41 (100010) : Recommended markings for IP/VC,
+ CS4 (100000) : Recommended markings for Streaming-Video,
+ EF (101110) : IP Phones mark Voice to EF,
+ CS5(101000)
+ CS6 (11000) : Routers mark Routing traffic to CS6,
+ CS7 (111000)
Note: This drop-down list is present only if the box Enable Qos is checked.
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5.7.8.1 Queue Config

Object: This menu is used to enable or disable QoS on an interface, and to configure QoS to use policy
maps attached to an interface.

* Inthe Advanced Setup menu, select Quality of Service then select QoS Queue.
The following screen opens:

ADSL &3 Down N/A refresh

S3GemMcoMm et oy — o
—————————————————————————————————————————————

Qo5 Queue Setup

oS Quewe Setup

The QoS function has been disabled. Queues would not take effects.

Hame Key | Interface S{I':fq"”er Precedence | Weight La?frl;m Pr?:::lllv Enable | Remove
=1 1 Enabled
SP 2 Enable
; SP 3 Enabla
SP 4 Enablad
MM Best Effort | 5 veld sp 5 Enabled
L. sp £ e
WMH cp = Enabl
ackgro

B 20052010 SagemCom Copomtion. All nghts resened

Field State

Name Queue entry name

Key Sequence qqmber allocated by the system, incremented of a unit
to each addition of a QoS Queue.

Interface Name of the network interface configured (8/32 for example).

Scheduler Alg Scheduler algorithm allocated to this queue.

Precedence Priority allocated to "Queue Precedence" from 1 to 3.

DSL Latency? DSL Latency

PTM Priority PTM priority

Enable QoS enabled or disabled for this interface.
Note: This status can be amended starting from this window.

Remove Check the bo?( qnd click on the [Remove] button to remove the
queue from this list.

a. This field appears only if the DSL mode selected is IPOA.
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Add

* Click on the Add button to display the following screen:

ADSL e Down N/A refresh

S a G EMCO M Internet © 7 upﬁdsl E:u:m:::.ll iiaai
R ———

QoS Queue Configuration

s screen allows you to configure 2 QoS queue and assign it to a specific layer2 interface, The schaduler algorithm is dafined by
er2 interface.
te: For SP scheduling, queues assigned to the same layer2 interface shall have unique precedence. Lower
precedence value implies higher priority for this queue relative to others
ave' to save and rate the queue

Chck "Apply/fSave 0 actvate T

Hama:

Enablha: Disable ~
nterface: ethl v
Pracadence: 1
Field Action
Name Enter a representative name.

Select from the scroll down list:
Enable « Disable: To disable the QoS queue entry
+ Enable: To enable the QoS queue entry

Select from the scroll down list:
Interface ¢ Blank
* 8/32: Interface name.

Select from the scroll down list:
¢ Blank
* 1: High priority for this queue,

Precedence . . .

e 2: Medium priority for this queue,

* 3: Low priority for this queue.

Note: A high priority leads to low packet loss.
Queue Weight Enter the corresponding value of the queue weight.
[1-63]?
DSL Latency? Select the DSL latency from the scroll down list.

a. This field appears only if the DSL mode selected is IPOA.
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Object: This menu is used for the classification of packets into traffic classes, and for the enforcement of
policies using queuing.

* Inthe Advanced Setup menu, select Quality of Service then select QoS Classification.
The following screen opens:

Down SR ralresh
ADSL &3
LAY up NiA rabeot
Tmtermet © Adsl Dowe
QoS Setup -+ A mai 32 entries can by o
Choose Add or Remcve 50 configure network Taif classes.
1F you disable WM function in Wirekess Page. ci relatect s will noe aioe e

The QoS function has been disabled Classification rules would not take effects.

= s CLASSIFICATION CRITERLA mlnm?l“ RESULTS E——
I"‘Jﬂu.n'{““ Ether [SrcHACT mc.r[s.-r_lw T&dw P | m"!mim anwl‘ Imﬂ‘ mw’[mmm ml |

(E) ) =)
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Field

State

Class Name

Traffic Class Name.

Order

Sequence number.

Classification Criteria

Class Intf Class Interface (Local, eth0, wi0).

Ether Type Nature of the LAN port.

SrcMAC/Mask "Source" MAC address (your computer, for example) and associated
subnet mask.

DstMAC/Mask "Destination" MAC address (a machine on the Internet, for example)

and associated subnet mask.

SrclP/Prefixlength

"Source" address (your computer, for example) and associated subnet
mask.

DstIP/Prefixlength

"Destination" address (a machine on the Internet, for example) and
associated subnet mask.

Proto Protocol used.

Src Port "Source" port.

Dst Port "Destination" port.

DSCP Check Differentiated Services Code Point, priority value from Default to CS7.

802.1P Check

Priority field 802.1P (value between 0 and 7).

Classification Results

Queue Key Queue number, allocated by the system according to the selected
precedence.

DSCP Mark DSCP priority (from Default to CS7).

802.1P Mark Priority field 802.1P (value between 0 and 7).

Enable QoS enabled or disabled for this traffic class.
Note: This status can be amended starting from this window.

Remove Check this box and click on the [Remove] button to remove the

selected object from the list.
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Add

* Click on the Add button to display the following screen:

ADSL & D

SaGemMmcoM Intermet <> T—KEI IO
e —————————————————————

Add Network Traffic Class Rule

ates a traffic ol

Ru Last &
Ru Disable »
Specify Classification Criteria
A blank criterion indicates it & not used for classification.
LAMN w
v
Specify Classification Results
Must select a classification queue. A blank mark or tag value means no change.
P
Code Point (DSCP): »

# 2005-2010 SagemCom Corporation. All rights reserved.

oW NSA refresh
Up N/A reboot

Field

Action

Traffic Class Name

Enter a name for the traffic class you want to create.

Rule Order

Select from the scroll down list:
* Blank
e Last

*  Number: Number allotted by the system to the existing rules

Rule Status

Select from the scroll down list:
* Disable: QoS disabled for this static class rule
« Enable: QoS enabled for this static class rule

Class Interface

Select from the scroll down list:
* LAN

« WAN

e Local

* jpoa1l

* pp1/atm0
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Field Action
Select from the scroll down list:

e IP

« ARP

* IPv6

Ether Type e PPPoE_DISC

e PPPoE_SES

* 8865

* 8866

« 8021Q

Source MAC Enter a "Source" MAC address.
Address

Source MAC Mask Enter a "Source" MAC mask.
Destination MAC Enter a "Destination" MAC address.

Address
Destination MAC Enter a "Destination" MAC mask.
Mask
Select from the scroll down list:
Specify Class * Blank
Queue *  Number: Priority number and associated queue number, defined by the

system starting from the "Queue Precedence" (see subsection 5.7.8.1).

Mark Differentiated | Select the type of Differentiated Services Code Point (DSCP) mark to be
Service Code Point | allocated (6-bit coding) from the scroll down list.

(DSCP) Default to CS7: 000000 to 111000
Mark 802.1p priority | Select Blank or a priority value between 0 and 7 from the scroll down list.
Tag VLAN ID Enter a value from 0 to 4094.
[0-4094]
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5.7.9 Routing

This menu contains the following sub-menus:

* Default Gateway (see subsection 5.7.9.1)
e Static Route (see subsection 5.7.9.2)

5.7.9.1 Default Gateway

Object: This menu is used either to allocate dynamically a default gateway address to the router from a
PVC or to enter an address or choose an interface.

* In the Advanced Setup menu, select Routing then select Default Gateway.

The following screen opens:

ADSL &= Down N/A refresh
S a G EMCO M Internet ¢ 2 UpAd‘sl Dl:l\:::.lﬂl M

Roditing - Default Gateway

Selected Default Available Routed WAN
Gateway Interfaces Interfaces

[ppp1

[

Default Gateway

Button Action
Transfer the interfaces selected in the Available Routed WAN
Interfaces area to the Selected Default Gateway Interfaces
area.

Transfer the interfaces selected in the Selected Default
Gateway Interfaces area to the Available Routed WAN
Interfaces area.
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5.7.9.2 Static Route

Object: This menu is used to add a static route.

¢ In the Advanced Setup menu, select Routing then select Static Route.
The following screen opens:

ADSL & Down N/A refresh
S a G EMCO M Internet © 2 up.#dsl DI):II:.ln —

Routing -- Static Route (A maximum 32 entries can be configured)

IP Version DstiP/ PrefixLength | Gateway Interface | metric | Remove

Field Meaning

IP Version Internet Protocol version 4.

"Destination" address (a machine on the Internet, for

DstIP/ PrefixLength example) and associated subnet mask.

Gateway Default gateway of the remote network.
Interface Remote network interface.

. Number of hops to reach a distant terminal from the
Metric

Residential Gateway.

Check this box and click on the [Remove] button to

Remove remove the selected object from the list.
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Add
* Click on the Add button to display the following screen:

ADSL Down N/A refresh

SaGcGeMmcom R i
e ———————————————————————————

Routing -- Static Route Add

Enter the destination network address, subnet mask, gateway ANDSOR avaiable WAN interface then dick "Apply/Save™ to add the

IPvd v

® 2008-2010 SagemCom Corporaticn. All righ

Field Action
IP Version Internet Protocol.
Destination Network | Enter the IP address of the remote network.
Address/prefix
length
Select the interface you want to use from the scroll down list
Interface

(pppoa_0_8_32 for example).

Gateway IP Address | Enter the gateway IP address.

Number of hops to reach a distant terminal from the Residential
Metric Gateway.

Note: Metric number should be greater than or equal to one.
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5.7.10DNS

Object: This menu lets you select DNS Server Interface from available WAN interfaces or enter static DNS
server |IP addresses for the system.

This section contains the following subtitles:

¢ DNS Server (see subsection 5.7.10.1)
* Dynamic DNS (see subsection 5.7.10.2)

5.7.10.1 DNS Server

Object: This menu enables the automatic resolution of domain names by polling remote servers.

* In the Advanced Setup menu, select DNS then select DNS Server.
The following screen opens:

S3GeMCOM LS L

DS Server Configuration

DS Server Interfaces can have mukioie VAN it

0 Select DRS Server Interface from avalable WAN interfaces:

B
P

@ use the following Static DS 1P address:

Field Action
Selected DNS Server | For more details, a summary table is presented below
Interfaces for each column.
Available WAN
Interfaces

Primary DNS server Enter the primary DNS server

Secondary DNS server | Enter the primary DNS server
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Select DNS Server Interface from available WAN interfaces

Button Action
Transfer the interfaces selected in the Available WAN
Interfaces area to the Selected DNS Server Interfaces area.

Transfer the interfaces selected in the Selected DNS Server
Interfaces area to the Available WAN Interfaces area.

5.7.10.2 Dynamic DNS

Object: Enables a web surfer to access your router (having no fixed IP address but only a DNS entry)
through a dynamic DNS provider such as, for example, dyndns.org.

¢ In the Advanced Setup menu, select DNS then select Dynamic DNS.
The following screen opens:

SaGEMCOM ADSL &2 DE\:H :I: rr::no::n

Internet ¢ 2 Adsl Down.

Dynamic DNS

amic DNS
Hostname | Username | Service | Interface | Remove

® 20052010 SagemCom Corporation. All rights reserved.

Refer to the next subsection (Add) for detailed information on the fields of the table.

Note

Q The "Service" field is automatically filled by the system in "dyndns".
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Add

The following screen opens:

ADSL &2 Down M/A refresh

SaGcemMmcom Sshas ML JoSSL SN

Add Dynamic DNS

DynDNS org |

pppoa_0_8_32fpppl ~

Add dynamic DDNS
Field Action
Select from the relevant drop-down list:
D-DNS provider * DynDNS.org
* TZO
Enter the symbolic name (for example butterfly) that you want to assign
Hostname to your Residential Gateway.
This is the name provided to you by your dynamic DNS provider (see
Note).
Select from the relevant drop-down list the WAN interface which you
Interface
want to use (pppoa_0_8_ 32/pppoal for example).
Note

If you enter the name "butterfly", the dynamic DNS provider (dyndns.org for
example) incorporates this name in the domain name (butterfly.dyndns.org). The

Q web surfer who wants to access your Residential Gateway receives from the
dynamic DNS provider the dynamic IP address (transcription of the domain name)
of your Residential Gateway supplied by your Internet service provider.

DynDNS Settings

Field Action

Username Enter the account name supplied to you by the dynamic DNS provider.

Password Enter the account password provided to you by the dynamic DNS provider.
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5.7.11DSL

Object: The purpose of this menu is to parameter your ADSL line.

* Inthe Advanced Setup menu, select DSL.
The following screen opens:

ADSL & Down N/A refresh

SaGcGeMmcom R R
e ————————————————

DSL Settings

Select the modulat

[ Bitswap Enable
D

® 2005-2010 SagemCom Componmtion. All rights ressneed

Modulation

¢ Check the boxes according to the characteristics of your line.

Field Default value
G.Dmt Enabled Checked
G.lite Enabled Checked
T1.413 Enabled Checked
ADSL2 Enabled Checked
AnnexL Enabled Checked
ADSL2+ Enabled Checked
AnnexM Enabled Not checked

Phone line pair

* Check the boxes according to the characteristics of your line.

Field Default value
Inner pair Checked
Outer pair Not checked
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5- Information / Configuration

Field Default value
Bitswap Enable Checked
SRA Enable Not checked

¢ Click on the Advanced Settings button to display the following screen:

ADSL &2

Down

N/A

refresh

ci aEeMCOM I I I" — Internet © 2 up.ldsl DO\:::.A _m‘

DSL Advanced Settings

Selact the test mode below.

&N
C Reverb
O Mediey
) No retrain
QL3

[apply ] [ Tone selection

Field Default value
Normal Checked
Reverb Not checked
Medley Not checked
No retrain Not checked
L3 Not checked
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* Click on the Tone Selection button to display the following screen:

- http:/imyrouteur/adsicfgtone. html - Windows Internet Explorer

ADSL Tone Settings

Upstream Tones
Mo M1 M2 M3 M4 Ms Me M7 Me o Mo i1 M1z 13 14 Mi1s
16 M17 18 M19 20 W21 22 23 24 25 M26 27 V28 [¥l29 30 31
Downstream Tones
32 M33 3¢ M35 36 37 38 #3909 M40 a1 M42 F43 44 a5 M4 M7
48 49 Mso Ms1 M52 Ms3 M54 M55 Mse Fs7 Mss Fse Meo Fe1 ez He3
Me4 Mes Mes M67 Mes Mes M70 M7t M72 73 M74 M75 M7e 77 M78 M79
so 81 sz 83 ss ¥ss ss s7 Mses s Moo o1 @92 o3 o4 95
Mos Mo7 Mog Mo 100101 102103 104 105 ¥ 106 [ 107 M 108 100 [ 110 [ 111
M1z @113 114 M11s 116 M117 M118 119 M 120 121 M 122 123 124 F 125 126 [ 127
128129130 M 131 M 132 ¥ 133 [ 134 ¥ 135 M 136 4] 137 M 138 [¥] 139 (M) 140 [¥] 141 [¥] 142 ) 143
[¥] 144 (4 145 [¥] 146 [¥] 147 [¥] 148 ] 149 [ 150 (4] 151 (M 152 ] 153 4] 154 [¥] 155 (] 156 [¥] 157 ] 158 ] 159
160 ¥ 161 M 162 2] 163 [ 164 [¥] 165 [ 166 [¥] 167 M 168 [¥] 169 M 170 ¥ 171 M 172 [F] 173 M 174 ] 175
M176 M 177 178 M 179 [ 180 ¥ 181 [¥] 182 [¥] 183 [ 184 [¥] 185 [¥] 186 [¥] 187 [¥] 188 [¥] 189 [¥] 190 [¥] 191
102 ¥ 193 ¥ 194 [¥] 195 [¥] 196 [¥] 197 [¥] 108 [¥] 199 [ 200 [4] 201 (4] 202 [¥] 203 [¥] 204 [¥] 205 [¥] 206 [¥) 207
4208 M 209 [ 210 M 211 M 212 ¥ 213 [ 214 [¥] 215 M 216 (] 217 [¥] 218 [¥] 219 [¥] 220 (4] 221 [¥] 222 4] 223
[¥] 224 4 225 [¥] 226 [¥] 227 [¥] 228 [¥] 229 [¥] 230 4] 231 M 232 (] 233 ¥ 234 [¥] 235 [¥] 236 [¥] 237 [¥] 238 [M] 239
[ 240 ¥ 241 [¥] 242 (¥ 243 [¥] 244 [¥] 245 [¥] 246 [¥] 247 [ 248 [¢] 249 [¥] 250 [¥] 251 [¥] 252 [¥] 253 [¥] 254 [¥] 255

[ check Al ] [ Clear All | [Apply ] [ Close ]

Note

Q There are 32 ascending tones and 224 descending tones.

¢ Click on the Check All button to select all the tones or the Clear All button to select none of them.

Note

All the tones are selected by default.
To select a tone, simply check the associated box.
To unselect a tone, simply leave its associated box empty.
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5.7.12Upnp

Object: This menu is used to enable or disable the Upnp protocol.
The Upnp function lets you automatically join a network dynamically and obtain an IP address.

* In the Advanced Setup menu, select Upnp.
The following screen opens:

uPnP Configuration
NOTE: UPNP is activated only when there is a live WAN service with NAT enabled.

[# Enable UPRP

* To enable Upnp protocol, check the box. To disable it, uncheck the box.
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5.7.13 DNS Proxy

Object: This menu is used to enable or disable DNS proxy.

* In the Advanced Setup menu, select DNS Proxy.
The following screen opens:

Down N/A refresh

SaGeMmcomMm st MO 1 R

Internet ¢ 2 Adsl Down.

DNS Proxy Configuration

[E Enable DNS Proxy

Field Action BRI
value
To enable Dns proxy, check the box. Checked
Enable Dns Proxy To disable it, uncheck the box.
Hostname of the Default hostname of the modem. MyRouter
modem
Domain name of the | Default domain name of the LAN network. Home
LAN network
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5.7.14 Interface Grouping

Object: This menu is used to host a service (Video, Data, SIP) on an interface (ETH or Wi-Fi) of your
router.

* In the Advanced Setup menu, select Interface Grouping.
The following screen opens:

ADSL &3 D:wn N/A refresh

SacemMmcomMm LN

Internet < 2 Adsl Down.

Interface Grouping - A maximum 16 entries can be configured

Attention Please!!!:  you want to delete a group which enabled IGMP Snooping, please disable IGMP Snooping in LAN page first,
reboot the router, then del

Group Name | Remove | WAN Interface | LAN Interfaces

® 2005-2010 SagemCom Comporation. All ry

Field Meaning
Group Name Group name (see Note).
R Check the box and click the [Remove] button to remove the
emove
group.
WAN Interface WAN interface used.

Lists all your router's interfaces.
Note: This list depends on the network configuration.

LAN Interfaces

Note
By default, all the interfaces are dedicated to data and are associated with the first
VC (Virtual Channel) existing or created.
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Add

* Click on the Add button to display the following screen:

ADSL &3 Down NiA refresh

SaGeMcoMm s L LA
et RGN,

Interface grouping Configuration

IMPORTAMNT If a vendor 1D is configured for a specific client device, please REBOOT the client dewvice attached to the modem to allow it
to obtain an appropriate IP address.

Group Name:

WAN Interface used in the grouping popoe 8 32bpp1

Grouped LAN Interfaces Available LAN Interfaces

tethl
ath
tath3
vlan(

[
()

Field Meaning

Enter a name which represents the service you want to associate
Group Name with a desired interface (for example "video_eth" if you want to
associate the TV over UP service with the interface (Ethernet)).

WAN Interface used | Select the WAN interface you want to use in the grouping.
in the grouping

Displays the interfaces associated with a service you selected in

Grouped LAN the Available LAN Interfaces area then transferred with the
Interfaces
button.
Available LAN Lists all your router's interfaces.
Interfaces Note: This list depends on the network configuration.
Button Action
Transfer the interfaces selected in the Available LAN Interfaces
area to the Grouped LAN Interfaces area.

Transfer the interfaces selected in the Grouped LAN Interfaces
area to the Available LAN Interfaces area.
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The following diagram illustrates the path of the "Video" and "Data" flows.

(TATHTTETHTI

Video Server e ”“”Hl”” ...... \ \
Router / \ LV
AT S

; .-II(“ Wi-Fi

ADSL ETH
port

Remote Network

TV/Video Decoder

VC1 used for the "video" stream : Bridge LLC
VC2 used for the "Data" stream : PPPoE LLC

Computer
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5.7.15 Certificate

This menu contains the following sub-menus:

* Local (see subsection 5.7.15.1)
e Trusted CA (see subsection 5.7.15.2)

5.7.15.1 Local

Object: This menu is used to manage your router's identity certificates. These certificates, which are used
by TR-69 (in SSL mode), enable the mutual authentication of the CPE and the ACS.

* In the Advanced Setup menu, select Certificate then Local.
The following screen opens:

ADSL &3 Dzwn N/A refresh

S a G EMCO M Internet < 2 F'.G.(Isl Dl\:n\:::.lnl R

Local Certificates

this page. Local certificates are used by peers to werify your identity.

Name | In Use | Subject | Type | Action

[ Create Certficate Request ] [ Imeort Certiicate |

© 20052010 SagemCom Comporation. All rights reserved

Field Meaning
Name Name of the certificate.
In Use Indicates whether the certificate can be used or not.
Subject Summarises the main characteristics of the certificate.
Type Indicates the status of the certificate (e.g.: request).
Action Select the action from the list: view, load signed certificate, remove.
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Create Certificate Request

* Click on the Create Certificate Request button to display the following screen:

ADSL &2 Down N/A

SaGcemcom trternet < T KEETOB-

Create new certificate request

refresh
reboot

tificate signing request you need to include Common Name, Organization Mame, State/Province Name, and the 2-

US (United States) b

Field

Action

Certificate Name

Enter the name of the certificate.

Common Name

Enter the name of the certificate's owner.

Organization Name

Enter the name of the organisation which owns the certificate.

State/Province Name

Enter the name of the state or province.

Country/Region Name

Select the country from the scroll down list.
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Import Certificate

* Click on the Import Certificate button to display the following screen:

Import cortificaty

Cartficat haem:

Pt Ky

Certificate Name

----- BEGIN CERTIFIGATE-——
€inaere carsificate here>
smnaafiD CIRTIFICATE e

—T
CLRIEEE DELVALE ey BEre)

Enter certficabe name, paste certificate conten? and private key.

Enter the name of the certificate.

ADSL &2

Down WA relresh
0 WA iy

Certificate

Insert the certificate here.

Private key

Insert the private key here.
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5.7.15.2 Trusted CA

Object: This menu is used to manage the identity certificates of the remote servers. These certificates,
which are used by TR-69 (in SSL mode), enable the mutual authentication of the CPE and
the ACS.

* Inthe Advanced Setup menu, select Certificate then Trusted CA.
The following screen opens:

ADSL e Down N/A refresh

‘-'-:iaﬁemcom - Intarnet > T XTI _""“"‘

| Devicelnfo | Trusted CA (Certificate Authority) Certificates

m this page. CA certificates are used by you to verify peers’ certficates.

Name | Subject Type | Action

Import Certificate
e Click on the Import Certificate button to display the following screen:
ADSL &2 Down N/A refresh
aneMCOM Up N/A —

Internet € O Adsl Down.

Import CA certificate

Field Action
Certificate Name Enter the name of the certificate.
Certificate Insert the certificate here.
F@ST 4310 Reference Manual Page 5-89

Sagemcom Broadband SAS document. Reproduction and disclosure prohibited



5- Information / Configuration

5.7.16 Power Management

Object:

* In the Advanced Setup menu, select Power Management.

Page 5-90

The following screen opens:

SaGemMcom

This menu lets you control power consumption selecting the different options.

Dowm H/A refresh
ApsL e O A
Intermet © Al oW,

Wit instructic

NC Status: Auto

an weisen Ble

%] Enabk  Statws: Enabled

DIRAM Sall Redresh

i Statws: Ensbled

Field Action Default
Check the box to enable the corresponding option: Auto
* Auto
* 1/8 of full speed ASYNC
MIPS CPU Clock * 1/4 of full speed ASYNC
* 1/2 of full speed ASYNC
* Full speed ASYNC
* Full speed SYNC
Wait instruction Check the box to enable the power management. Enabled
when Idle
DRAM Self Refresh | Check the box to enable the DRAM Self Refresh. Enabled
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5.7.17 Multicast

Object: This menu lets you configure IGMP protocol necessary to use video conferencing and
teleconferencing applications for example.

* Inthe Advanced Setup menu, select Multicast.
The following screen opens:
ADSL &3 Down N/A refrash

SaGemMcom B WA oo
e

Internet © 2

IGMP Configuration

5 2005-2010 SagamCom Comparnlian. All nghts rseread

Field Action Default
value
Allows you to set the WAN side version of IGMP 3
protocol version. LAN side always sends IGMPv3
. queries. IGMP proxy/snooping module can handle all
Default Version R e s .
the backward compatibility issues if it receives any
version of IGMP messages.
Note: By default it starts with IGMP version 3.
Query Interval Allows you to set the query interval. 125
Query Response Allows you to set the query response interval. 10
Interval
Last Member Query | Allows you to set the last member query interval. 10
Interval
Robustness Value Allows you to set the robustness value. 2
Maximum Multicast | This value sets the maximum number of groups 25
Groups allowed per interface. It can be changed dynamically.
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Field Action Default
value

Maximum Multicast | Allows you to set the maximum number of groups 10
Data Sources (for sources allowed per multicast group. It can be changed
IGMPvV3 : (1 - 24) dynamically between values 1 to 24.
Maximum Multicast | Allows you to set the maximum number of groups 25
Group Members allowed per group. It can be changed dynamically.

If this value is enabled, IGMP proxy removes the| Checked
Fast Leave Enable membership of a group member immediately without

sending an IGMP membership query on downstream.
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5.8 Wireless

Object: This menu lets you activate a network and also allows you to configure all the basic and advanced
parameters of a wireless network.

This section contains the following menus:

* Basic (see subsection 5.8.1)

e Security (see subsection 5.8.2)

e MAC Filter (see subsection 5.8.3)

* Wireless Bridge (see subsection 5.8.4)
* Advanced (see subsection 5.8.5)

» Station Info (see subsection 5.8.6)

Important

\Q These menus must only be accessed/modified by experienced users.
L&

5.8.1 Basic

* |n the Wireless menu, select Basic.
The following screen opens:

Down N/A refresh

SGGEMCDM ADSL S, ~up N/A e

Internet © 3 Adsl Down.

-~

Wireless -- Basic

SID SAGEM
SSID 6C:2E:85:8A:0C:B1
Cou FRAMCE bl

Wireless - Guest/Virtual Access Points:

Disable
Enabled SSID Hidden g‘zﬂz WM :\';':I'r’k’ . |nssiD
O O O O E
O L2 O O O O
O wil_Guest3 O O O O

& 20052010 SagemGom Gorporation. All rights reserved.
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5.8.1.1 Wireless - Basic

Field Action/Meaning Default value

Check the box to activate the wireless network (Wi-Fi). Checked

Enable Wireless Note: The steady "Wi-Fi" LED on the front of the router shows
that the wireless network (Wi-Fi) is activated.

Check the box to mask the broadcast of the SSID and prevent| Not checked
any unwanted Wi-Fi user to connect on your router.

Hide Access Point | Note: When this box is checked, the router's SSID is absent
from the Wi-Fi adaptor user's own list of monitored sites
(Access Point).

Check the box to select the desired state: Not checked

¢ Disabled: do not isolate the Access Point i.e. authorise
machines connected to the router to communicate with each

Clients isolation
other.

* Enabled: isolate the Access Point, i.e. prohibit machines
connected to the router to communicate with each other.

Disable WMM Check the box to disable Wi-Fi Multimedia feature (Not used| Not checked
Advertise here).

Enable Wireless Check the box to enable multicast frames forwarding over| Not checked
Multicast wireless.
Forwarding (WMF)

SsID Enter your router's SSID. SAGEM_ABCD
Note: This is indicated on the label stuck to the box.
This is the MAC address of the router's Wi-Fi interface (Access [Non
Point). In the "Structure" mode, this address identifies a cell modifiable]
(BSS in English Basic Service Set). This cell is a set formed by
BSSID : . L
the access point and the stations located in its coverage area.
You cannot modify this setting.
Country Select the country of your choice from the scroll down list. FRANCE
Max Clients Maximum number of wireless customers for your router. 16
Note
The router may or may not be secured, at the request of the customer. This level of
security is indicated on the label pasted to the box.
This choice will modify the Wireless configuration screen.
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5.8.1.2 Guest/Virtual Access Points

Sagemcom Broadband SAS document. Reproduction and disclosure prohibited

Field Action/Meaning Default value
Enabled Check the box to activate the second wireless network (Wi-Fi). Unchecked
SSID Enter the SSID of your second wireless network. wl0_Guest1

Check the box to mask the broadcast of the SSID and prevent Unchecked
any unwanted Wi-Fi user to connect on your router.
Hidden Note: When this box is checked, the router's SSID is absent
from the Wi-Fi adaptor user's own list of monitored sites
(Access Point).
Check the box to select the desired state: Unchecked
* Disabled: do not isolate the Access Point i.e. authorise
. machines connected to the router to communicate with each
Isolate Clients
other.
* Enabled: isolate the Access Point, i.e. prohibit machines
connected to the router to communicate with each other.
Disable WMM Check the box to disable Wi-Fi Multimedia feature. Unchecked
Advertise
Enable WMF C_heck the box to enable multicast frames forwarding over| Unchecked
wireless.

. Enter the maximum number of wireless customers for your 16
Max Clients

router.
This is the MAC address of the router's Wi-Fi interface (Access N/A
Point). In the "Structure"” mode, this address identifies a cell
(BSS for Basic Service Set). This cell is a set formed by the
BSSID . . -

access point and the stations located in its coverage area.
You cannot modify this setting.
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5.8.2 Security

Object: The purpose of this menu is to secure your wireless network (Wi-Fi). All types of ingenious
solutions have been deployed to combat attacks from hackers. Encryption modes have been
implemented to secure your wireless network. Two of them are commonly used:

«  WEP (Wired Equivalent Protocol)
*  WPA (Wi-Fi Protected Access) and its derivatives (WPA-PSK, WPA2 etc.).

The WPA encryption mode is the most robust and the best adapted to correctly securing your
wireless network.

* In the Wireless menu, select Security.
The following screen opens:

ADSL G Down N/A refresh
SaGemMmcom ve WA . [seie

-~

Wireless - Security

thr

WPS Setup
Enzble WPS Enabled &
Add Client (This feature is available only when WPA-PSK, WPAZ PSK or OPEN mode is configure:
O Pushution PO
Help
Set WPS AP Mode Corfigured v
Setup AP [Configure all se "#5 stal
Device PIN 21464065 | Hslip

Manual Setup AP

[secem_oce @

Netwark Authentication: WPAPSK v|

Page 5-96 F@ST 4310 Reference Manual

Sagemcom Broadband SAS document. Reproduction and disclosure prohibited



5- Information / Configuration

5.8.2.1 WPS Setup

Field Action/Meaning Default value
Enable WPS Check the box to activate WPS. Enabled
Choose the method to bind a client: PIN
Add Client? + Push-Button
* PIN
Set Authorized | Set authorised MAC clients. -
Station MAC
Set WPS AP Choose whether you router is already configured or not. Configured
Mode
Configure all security settings with an external registar PIN
Setup AP * Push-Button
* PIN
Device PIN CPE PIN number -

a. This feature is available only when WPA-PSK, WPA2 PSK or OPEN mode is configured.

5.8.2.2 Manual Setup AP

Field Action/Meaning Default value
Select the "SSID" of your choice from the scroll down list| SAGEM_ABCD

Select SSID (sagem or Guest).
From the scroll down list, select the security adapted to your Open
router's wireless network.

Network

This choice will modify the Wireless configuration screen.
For more details, a summary table is presented below in
section Network Authentication (see subsection 5.8.2.3).

Authentication

Select from the scroll down list: Disabled
WEP Encryption |+ Disabled to not use WEP encryption.
* Enabled to use WE encryption (see subsection WEP).
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5.8.2.3 Network Authentication

Note

The scroll down list in the Network Authentication field shows the following
possible authentication types:

* Open
* Shared
* 802.1x
« WPA
Q * WPA-PSK
« WPA2
* WPA2-PSK
*  Mixed WPA2/WPA
*  Mixed WPA2/WPA-PSK
A different screen appears for each authentication type.

Open

Object: The Open System authentication enables all users of the Wi-Fi network to authenticate
themselves with the router. No restrictions concerning security are demanded.

In this authentication mode, only the WEP key may be used to encrypt data.

ADSL &9 Down N/A refresh

Wireless — Security

WPS Setup

Enable WPS Enabled &

Set WPS AP Mode Configurad v

Setup AP (Configure all securdy settings with an edernal regists

Davice PIN 2454065 Hylp

Manual Setup AP

102005200 SagemCam COrporation. Al MRS, Tecered
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Shared

Object: This level of security enables users of the Wi-Fi network to be authenticated using their SSID or
their WEP key.
In this authentication mode, the WEP key is used to encrypt data.

* Select the Shared security from the scroll down list; the following screen appears:

— ADSL & Down :}: refresh
baGeMCOM Internet & J upﬁdsl Don:- i
Select 5510 SAGEM_DCB0 &
Field Action/Meaning Default value
WEP This field is always active (Enabled). Enabled
Encryption
Encryption Select 64-bit or 128-bit for an encryption at 64 bits or 128 bits 128-bit
strength respectively.
Current Select a key from the four suggested. The emission key is used to 1
network key encrypt the data sent by your computer.
Network Kev x The WEP key is customised for your router. 1234567890123
(1 to 4) y You may modify the keys by entering them directly into the boxes.
The characters are "0" to "9" and "A" to "F".
Important

Store the key phrase and the keys in a safe location.

Do not write them in a file on your computer.

The "Key phrase" can consist of up to 15 alphanumeric characters.

To manually configure the encryption key, enter five hexadecimal pairs of digits for
\9 each 64-bit key, or enter 13 pairs for the single 128-bit key (A hexadecimal digit is a

number or letter in the range 0-9 or A-F). Note that the WEP key protects data
transmitted between wireless nodes, but does not protect any transmissions over
your wired network (LAN) or over Internet (WAN) using Internet Explorer 5.0 or
above.
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802.1x

Object: The "802.1x" standard is based on the EAP protocol (Extensible Authentication Protocol). This
enables users of the Wi-Fi network to be authenticated using a "RADIUS" authentication server
(Remote Authentication Dial-in User Service).

In this case, the WEP key is used exclusively for data encryption.

e Select the security according to the 802.1x protocol from the scroll down list; the following screen
appears:

ADSL &2 Down NfA mefresh

-
~3GeMCoOM R i e

Wireless — Security

WPS Setup

Enable WPS

Manual Setup AP

Select SSID SAGEM_DCB)

{etwork Authentication B02.1x% v

© 2005-2070 SagemOom Coporation. Al Nghis Nessd

Field Action/Meaning Default value
RADIUS Server | Enter the IP address of the "RADIUS" authentication server. 0.0.0.0
IP Address
RADIUS Port | Enter the port used for the "RADIUS" authentication server. 1812
RADIUS Key Ente.r thg secret key shared between the authentication server -
and its clients
WEP Encryption | This field is always active (Enabled). Enabled
Encryption Select 64-bit or 128-bit for an encryption at 64 bits or 128 bits 128-bit

Strength respectively.

Current Select key 2 or 3. 2
Network Key
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Field Action/Meaning Default value

This field is empty or displays the key value| [Not modifiable]
entered earlier (greyed out)

Enter the encryption on the key you selected in| 1234567890123

Network Key x the "Current Key".
(1to 4) 3 Enter the encryption on the key you selected in| 1234567890123
the "Current Key".
4 This field is empty or displays the key value| [Not modifiable]

entered earlier (greyed out).

WPA

Object: This encryption mode applies the functionalities of the WPA protocol and requires the use of a
"RADIUS" authentication server.

* Select the WPA security from the scroll down list; the following screen appears:

ADSL & Down N/A refresh

SaGeMcom sinene T ™

Wiraless — Sacurity

WPS Setup

Enable WPS

Manual Setup AP

SAGEM_DCBO »

WPA ¥

TKIP+AES

® 20052010 SagemCom Comportion. All rights reserved

Field Action/Meaning G
value
Enter a value (in seconds) which determines the period 0

WPA Group Rekey

after which the WPA key will be regenerated
Interval

(Renewing) in broadcast / multicast (LAN broadcast).
RADIUS Server IP Enter the IP address of the "RADIUS" authentication| 0.0.0.0
Address server.
Enter the port used for the "RADIUS" authentication 1812

RADIUS Port
server.
RADIUS Key Enter the se_,-cret_ key shared between the authentication -
server and its clients
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Field Action/Meaning LEEUL
value
Select the WPA encryption required from the scroll TKIP
down list:
WPA/W/f‘Pl * TKIP (Temporal Key Integration Protocol)
Encryption .
* AES (Advanced Encryption Standard)
+ TKIP + AES
Select from the scroll down list: Disabled
WEP Encryption * Disabled to use WPA encryption only.
* Enabled to use both WPA and WEP encryption.

WPA-PSK

Object: This encryption mode applies the functionalities of the WPA protocol with a pre-shared key, but
does not require an authentication server. The key is regenerated after a period which can be
configured (WPA Group Rekey Interval).

* Select the WPA-PSK security from the scroll down list; the following screen appears:

ADSL &3 Down A mefresh

e
—=3GEeMCOM totrnet T

Wireless — Security

WPS Setup

Erable WPS Enabled w

Add Client (This feature is avalable only when WRA-RSK. WRA

S#t WPS AP Mode Configured ~

Setup AP (Configure al mcurity settings with an exdernal regist

Device PIN

Manual Setup AP

fweapsk ¢

ik hereto Juplyy

THIP-AES

€ 2005-2010 SagemCom Corporation. AN riGhts rebered

Default
value

Enter the secret shared key. This may contain 8 to 63 | ABCDEF23
ASCII characters or 64 hexadecimal symbols (256
WPA/WAPI bits).

passphrase Click on the Apply/Save button to validate the entry.
Note: You may display your secret phrase by clicking

on Click here to display.

Enter a value (in seconds) which determines the period 0
after which the WPA key will be regenerated
(Renewing) in broadcast / multicast (LAN broadcast).

Field Action/Meaning

WPA Group Rekey
Interval
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Field Action/Meaning LEEUL
value
Select the WPA encryption required from the scroll TKIP
down list:
WPA/WA_‘Pl * TKIP (Temporal Key Integration Protocol)
Encryption .
» AES (Advanced Encryption Standard)
+ TKIP + AES
Select from the scroll down list: Disabled
WEP Encryption » Disabled to use WPA encryption only.
* Enabled to use both WPA and WEP encryption.

WPA2

Object: This encryption mode applies the functionalities of the WPA2 protocol and requires the use of a
"RADIUS" authentication server.

* Select the WPA2 security from the scroll down list; the following screen appears:

ADSL &3 Dzwrl N/A refresh

S a G EM co M Internet € 2 p.&dsl Dl\:n\'\erll::Q s

Wireless - Security

WiFi Protcted Setup(WPS

WPS Setup

Enable WPS

Manual Setup AP

SAGEM_DCBO »

WPA2 v

® 2005-2010 SagemCom Corporation. All rights resened.

Default
value

Enter a value (in seconds) which determines the period | 36000

after which the WPA key will be certified.
Enter a value (in seconds) which determines the period 0
after which the WPA key will be regenerated
(Renewing) in broadcast / multicast (LAN broadcast).

RADIUS Server IP Enter the IP address of the "RADIUS" authentication| 0.0.0.0

Field Action/Meaning

Re-auth Interval

WPA Group Rekey
Interval

Address server.
RADIUS Port Enter the port used by the "RADIUS" authentication 1812
server.
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Field Action/Meaning LEEUL
value
RADIUS Key Enter the se_,-cret_ key shared between the authentication -
server and its clients.
Select the WPA encryption required from the scroll AES
down list:
WPA/WA_‘PI + TKIP (Temporal Key Integration Protocol)
Encryption .
* AES (Advanced Encryption Standard)
+ TKIP + AES
Select from the scroll down list: Disabled
WEP Encryption + Disabled to use WPA encryption only.
+ Enabled to use both WPA and WEP encryption.
WPA2-PSK

Object: This encryption mode uses the WPA2 protocol with a pre-shared key, but does not require an
authentication server. The key is regenerated after a period which can be configured (WPA
Group Rekey Interval).

e Select the WPA2-PSK security from the scroll down list; the following screen appears:

ADEL & Down NfA refresh

SaGeMcoM P . S

Wireless - Security

WPS Satup

Set WPS AP Mode Configus

Satup AP (Configure al sscurity settings with an external regist

Davies PIN

Manual Setup AP
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Field Action/Meaning DR
value
Enter a secret phrase. This may contain 8 to 63 ASCII | ABCDEF23
WAP/WAPI characters or 64 hexadecimal symbols (256 bits).
Click on the Apply/Save button to validate the entry.
passphrase

Note: You may display your secret phrase by clicking
on Click here to display.

Enter a value (in seconds) which determines the period 0
Yr\::a?vglmup Rekey after which the WPA key will be regenerated
(Renewing) in broadcast / multicast (LAN broadcast).
Select the WPA encryption required from the scroll AES
down list:
WPANVAPI * TKIP (Temporal Key Integration Protocol)
Encryption

» AES (Advanced Encryption Standard)
+ TKIP + AES

WEP Encryption

Select from the scroll down list: Disabled
* Disabled to use WPA encryption only.

* Enabled to use both WPA and WEP encryption.

Mixed WPA2/WPA

Object:

This encryption mode applies the functionalities of the WPA2 and WPA protocols. It needs a

"RADIUS" authentication server.

¢ Select the Mixed WPA2/WPA security from the scroll down list; the following screen appears:

ADSL @@ Down N/A refresh

S a G eM c 0 M Internet © 3 UDAI{SI Dn:::.n i

SAGEM_DCED |»

Mied WPAZWPA ¥

TKIP+AES
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Field Action/Meaning Default value
Network Re-auth Enter a value (in seconds) which determines the period 36000
Interval after which the WPA key will be certified.

Enter a value (in seconds) which determines the period 0
:’r“’ti ":‘V glr oupRekey | tier which the WPA key will be regenerated
(Renewing) in broadcast / multicast (LAN broadcast).
RADIUS Server IP Enter the IP address of the "RADIUS" authentication 0.0.0.0
Address server.
RADIUS Port Enter the port used by the "RADIUS" authentication 1812
server.
RADIUS Key Enter the s<—_:-cret_ key shared between the authentication -
server and its clients.
Select the WPA encryption required from the scroll| TKIP + AES
down list:
WPA/W/‘_\PI * TKIP (Temporal Key Integration Protocol)
Encryption .
* AES (Advanced Encryption Standard)
+ TKIP + AES
Select from the scroll down list: Disabled

WEP Encryption

* Disabled to use WPA encryption only.
* Enabled to use both WPA and WEP encryption.

Mixed WPA2/WPA-PSK

Object:

does not need a "RADIUS" authentication server.

This encryption mode applies the functionalities of the WPA2-PSK and WPA-PSK protocols.

e Select the Mixed WPA2 /WPA-PSK security from the scroll down list; the following screen appears:

ADSL @] Down N/ A refresh

S BGEM COM Internet © 7 un.Adsl Do::,n e
_—mm .

~
Wireless - Security

WPS Setup

Set WPS AP Mode Corfigured ™

Setup AP (Configure all security settin

Device PIN

Manual Setup AP

© J008-2170 SagemCom Comperation All NGFS fesened
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Field Action/Meaning Dve;r:::t
Enter a secret phrase. This may contain 8 to 63 ASCII | ABCDEF23
characters or 64 hexadecimal symbols (256 bits).
V\;Z'i‘lvx‘:;zle Click on the Apply/Save button to validate the entry.
passp Note: You may display your secret phrase by clicking
on Click here to display.
Enter a value (in seconds) which determines the period 0
Y:E'Or‘vg{ouP Rekey after which the WPA key will be regenerated
(Renewing) in broadcast / multicast (LAN broadcast).
Select the WPA encryption required from the scroll| TKIP + AES
down list:
‘I’EVPANV?M e TKIP (Temporal Key Integration Protocol)
nc ion
P e AES (Advanced Encryption Standard)
* TKIP + AES
Select from the scroll down list: Disabled
WEP Encryption + Disabled to use WPA encryption only.
» Enabled to use both WPA and WEP encryption.
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5.8.3 MAC Filter

Object: The "MAC Filter" function is used to restrict the access to the wireless network.

¢ |n the Wireless menu, select MAC Filter.
The following screen opens:

Down N/A refresh

S3GeMCcoM ot N1 SR

Internet © 3

Wireless - MAC Filter

Select SSID: | SAGEM_DCEQ v

MAC Address | Remove

Default

Field Action/Meaning value

Select the command by checking the appropriate box: | Disabled
* Disabled: Deactivates the MAC filtering

MAC Restrict Mode |° Allow: qubles oply computers whose MAC
address is in the list to use your wireless network

* Deny: Refuses computers whose MAC address is in
the list to use your wireless network.
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Add

Click on the Add button to add a MAC address to be filtered (address of a computer - authorised or non
authorized, according the deny or allow list - to connect to a wireless network).

ADSL &9 Down N/A refresh
SaGcGemMmcom i I
S— Internet © 7 Adsl Down.

Wireless -- MAC Filter
Enter the MAC address and cick "Apply/Save” to add the MAC address to the wireless MAC address fiters.

MAC Address:

® 2005-2010 SagemCom Corporation. All rights resenved

Note

The MAC address can be added automatically at the time of the Wi-Fi installation,
by a short push on button "WLAN/WPS".

Q After approximately 5 minutes, the new address fits in the list and the router passes
in mode of filtering (MAC Restrict Mode) "Allow" to authorize only the computers
whose MAC address appears in the list to be connected to your router.
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5.8.4 Wireless Bridge

Object: This menu is used to configure wireless bridge features of the wireless LAN interface

* In the Wireless menu, select Wireless Bridge.
The following screen opens:

Down N/A refresh

SaGemMcoMm TS Tup WA oot

Internet €5 Adsl Down.

Wireless -- Bridge

T Wireless Distriution System) to disable access point functionaliy. Selecting Access Point enables access point
fi in Bridge Restrict which disables wireless bridge restriction. Any wireless bridge wil be granted access. Selecting
E
ci
a

\pply/Save” T ge opti
A o v|
AP Mode [AccessPaint_[v]
Bridge Restrict: |Enabled =

Remote Bridges MAC Address

Default

Field Action/Meaning value

Select: Access

* Wireless Bridge to set the CPE as a bridge in your Point
WDS network,

* Access Point enables access point functionality.

AP Mode

Select one of the following options: Enabled
+ Disabled to disable wireless bridge restriction.
Bridge Restrict | Note: Any wireless bridge will be granted access.

* Enabled or Enabled(Scan) to enable wireless
bridge restriction.

Remote Bridges Enter the bridges MAC addresses which must be -
MAC Address granted access.
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5.8.5 Advanced

Object: This menu is used to configure the essential parameters of your wireless network (WLAN) 802.11
and configure certain security parameters.

¢ |n the Wireless menu, select Advanced.
The following screen opens:

SaGemMcomMm mivachod IR T SR

Wireless - Ad

Disabled ™
Enabled ™

Important
The table below indicates in more detail how to access your Wi-Fi port (or Access
Point).
U

Nevertheless, it is best to leave the default values for easier usage.

Field Action/Meaning 2Bl
value
Band Select the 2.4 GHz band for the IEEE 802.11g standard. 2.4GHz
This is the radio channel used by the router and its Wi-Fi Auto
clients to communicate with each other. This channel must
be the same for the router and all its Wi-Fi clients.
Select the channel you want from the scroll down list (auto,
channels 1 to 13).
Channel Note: Channel 11 corresponds to frequency 2462 MHz.
Note: If you select "Auto", the Wi-Fi equipment will select
the access point channel (router) which will emit the
strongest signal.
Conform to the CE Declaration of conformity / Radio rules list
in Annex A to paragraph B.2.
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Page 5-112

Field Action/Meaning 2Bk
value
Configure the duration, in minutes, during which the router Auto
Auto Channel |must seek the best wireless channel. This option is only
Timer (min) available when the selection of the channel is configured in
Auto (Automatic).
Select Auto to enable the 802.11n standard and enjoy ideal Auto
802.11n/EWC | speeds for the digital home devices (HDTV, DVD, ...) to 270
Mbit/s.
Brandwidth Select the bandwidht 20 MHz or 40 MHz. 20 MHz
Select in the drop-down list the required value to specify if Lower
Control . ;
. the extension channel should be in the Upper or Lower
Sideband .
sideband.
Select in the drop-down list the Physical Layer (NPHY) rate Auto
required.
802.11n Rate Note: These rates are only available when the 802.11n
mode is set to Automatic.
The 802.11g standards provide a protection method in order Auto
802.11g and 802.11b devices to coexist in the same network
without exchanging data at the same time.
802.11n + Select Off only if there is a possibility that 802.11b or
Protection 802.11g devices will use your wireless network.
» Select Auto for the wireless devices use RTS/CTS to
improve 802.11n performance in mixed 802.11g/802.11b
networks
Select On in the drop-down list to enable support for 802.11n Off
Support802.11n | clients only.
Client Only Note: In this case, note that 802.11g and 802.11b clients will
not be able to connect to the network.
RIFS stands for Reduced Interframe Space. RIFS were Auto
introduced with 802.11n to improve efficiency for
RIFS o : : !

Advertisement transmissions to the same receiver in which a
SIFS-separated response is not required, such as a
transmission burst.

OBSS Select On in the drop-down list number of cases in which the | Enable

Co-Existance |primary and the non-primary channels overlap.

RX Chain Power | Enabling this feature turns off one of the Receive chains. Disable

Save
RX Chain Power The number of seconds the traffic .must be below the PPS 10
. . value below before the Rx Chain Power Save feature
Save Quiet Time . ;
activates itself.
The maximum number of packets per seconds that can be 10
RX Chain Power | processed by the WLAN interface for a duration of Quiet
Save PPS Time, described above, before the Rx Chain Power Save
feature activates itself.
Radio Power | Enabling this feature turns off one of the Transmit chains. Disable
Save
The number of seconds the traffic must be below the PPS 10

Radio Power
Save Quiet Time

value below before the Radio Chain Power Save feature
activates itself.
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Field

Action/Meaning

Default
value

Radio Power
Save PPS

The maximum number of packets per seconds that can be
processed by the WLAN interface for a duration of Quiet
Time, described above, before the Radio Chain Power Save
feature activates itself.

10

54g™ Rate

In the scroll down list, select the transmission rate at which
the information (data or video) will be transmitted or received
on your wireless network (Auto, 1, 2, 5.5, 6, 9, 11, 12, 18, 24,
36, 48 or 54 Mbps).

Note: If you select "Auto", the information will be transmitted
at an optimised rate which takes account of the
transmission constraints.

1 Mbps

Multicast Rate

From the scroll down list, select the transmission rate at
which the "Multicast" packets are transmitted (Auto, 1, 2, 5.5,
6,9, 11,12, 18, 24, 36, 48 or 54 Mbps).

Note: If you select "Auto", the information will be transmitted
at an optimised rate which takes account of the
transmission constraints.

Video conferencing and teleconferencing are "Multicast"

applications.

Auto

Basic Rate

From the scroll down list, select the basic rate at which the
information will be transmitted or received over your wireless
network (Default, All, 1 & 2 Mbps or 1 &2 & 5.5 &6 & 11 &
12 & 24 Mbps).

Default

Fragmentation
threshold

This packet fragmentation mechanism is used to limit errors
and repetitions.

It is recommended not to reduce the packet size too much to
avoid reducing the bandwidth.

Enter a threshold value (in bytes) between 256 and 2347.

2346

RTS Threshold

The RTS/CTS protocol (Request To Send / Clear To Send) is

used to reduce the probability of collisions between stations.

Note: As packet size is set by default to 2346, the RTS/CTS
protocol is inhibited as its value is set by default to
2347.

Enter a threshold value (in bytes) between 1 and 2347.

2347

DTIM Interval

Enter a time interval value between two beacon signals
which shows the activity of the wireless.

Beacon Interval

A beacon is basically a heartbeat for a wireless client or
gateway, sending out a signal informing wireless clients that
the wireless network is still active.

Enter a time in milliseconds between beacon transmissions
between 1 and 1000 milliseconds.

The default beacon interval is 100 ms.

100

Global Max
Clients

Enter the maximum number wireless customers for your
router.

16

XPress™

Technology

From the scroll down list, select Enabled to apply the
"XPressTM" technology or Disabled to not apply it.

Disabled

Transmit Power

If 802.11 h is selected, in the scroll down list select the

cyclical emission ratio (20%, 40 %, 60 %, 80 % or 100 %) at

which you want to transmit.

Note: The power rate will be selected according to your
environment.

100%
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Default
value

WMM(Wi-Fi Select Enabled to apply the WMM support, or Disabled not| Enabled
Multimedia) to apply it in the scroll down list.

Select Enabled or Disabled in the scroll down list to permit| Disabled

Field Action/Meaning

WMM No or prohibit a more effective bit rate of the data flow with, on
Acknowledgem | the other hand, a higher error rate.
ent Note: The scroll down list may only be operational if the

"WMM (Wi-Fi Multimedia)" field is activated.

WMM (Wi-Fi MultiMedia) with APSD (Automatic Power Save | Enabled
Delivery) option manages battery-powered radio devices to
WMM APSD extend their autonomy in some cases. Th_is option prov_ides a
longer range tag to launch an application that requires a
short interval of packet exchange.

Select Enabled to activate this option.

Page 5-114 F@ST 4310 Reference Manual

Sagemcom Broadband SAS document. Reproduction and disclosure prohibited



5- Information / Configuration

5.8.6 Station Info

Object: This menu is used to display all the wireless stations certified, with their status.

* In the Wireless menu, select Station Info.
The following screen opens:

ADSL &3 Down N/A refresh
qi aGeMCO MI" | _ Internet € 3 UDAdsI DO::.A —mhont

Wireless -- Authenticated Stations

This page shows authenticated wireless stations and their status

MAC | Associated | Authorized | SSID | Interface

© 20052010 SagemCom Corporation. Al rights reserved

¢ Click on the Refresh button to refresh the screen.

Note
Only appear the MAC addresses (BSSIDs) of the computers associated with the
router and/or authorized by this one to use your wireless network (see subsection
5.8.3 - MAC Filter).
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5- Information / Configuration

5.9 Multimedia

Object: This menu is used to activate or deactivate the options of the multimedia interface of the router.

This section contains the following subtitles:

e Print Server (see subsection 5.9.1)
e Storage Service (see subsection 5.9.2)

5.9.1 Print Server

Object: This menu allows you to enable/disable printer support of the router.

¢ Select the Multimedia menu, then select Print Server.

S3GemMcoMm

Print Server settings

This page allows you to enable / disable printer support
¥ Enable on-board print server.
Print Server Printer name HPC3100
Make and model HPc3100

Apply/Save

e Check the box to enable the print server of the router.

Set a printer name and a printer model. ( You can set to any name and model )
e Click on the Apply/Save button to save the parameters.

5.9.2 Storage Service

Object: This menu allows you to plug a USB hard drive on the modem and share its content with all clients

connected to the network. You can also create user accounts to control access to shared
contents.

e Select the Multimedia menu, then select Storage Service.
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5.9.2.1 Storage Device Info

Device Info Storage Service

Internet Connection ¥ " " i

Ad i Set The Storage service allows you to use Storage devices with modem to be more easily accessed

Wireless

|

£ - Volumename | FileSystem | Total Space | Used Space
[ usb1_1 fat 7373 6406
Storage Service

User Accounts

5.9.2.2 User accounts

Storage UserAccount Configuration

* Choose Add, or Remove to configure User Accounts.

After accessing samba successfully, then if you want to change a account to access
'@ samba, please reboot your PC ! Because your PC has saved your former account.

Device Info

Storage UserAccount Configuration
Internet Connection

Choose Add, or Remove to configure User Accounts.
111 Attention | After accessing samba successfully,then if you want to change a account to access samba,

please reboot your PC ! Because your PC has saved your former account.

|UserName|HOmEDIr|Relrme|

Enable Samba server

In the boxes below, enter the user name, password and volume name on which the home directory is to
be created.

v@ the volumeName must be showed at 'Storage Device Info' webpage
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Storage User Account Setup

In the boxes below, enter the user name, password and volume name on which the home directory is to be created.

Usemame:
Password:

Confirm Password:
volumeName:

1 11 Attention : the volumeName must be showed at 'Storage Device Info' webpage.

* In this example , the Username = test, the password = test , the volumeName is showed in the storage
device info = usb1_1.

Storage UserAccount Configuration
Choose Add, or Remove to configure User Accounts.
111 Attention : After accessing samba successfully,then if you want to change a account to access samba,

please reboot your PC ! Because your PC has saved your former account.

UserName | HomeDir |Remove
test usbl_Ljtest| O

@ Enable Samba server
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5- Information / Configuration

5.10 Diagnostics
Object: This menu is used to display all the tests performed on the connections made from your router to
your Internet Service Provider (ISP). These tests concern:
e connection to your local network (LAN),
e connection to your "DSL Service Provider",
e connection to your "Internet Service Provider".
Note

A hypertext link (help) enables the user to access context-related help. This help

B

procedures.

gives an explanation concerning the state of the connection (PASS in green,
DOWN in orange and FAIL in red) and supplies the appropriate troubleshooting

The ADSL line translates the three statuses detailed in the table below.

State Meaning
PASS Indicates that the test was completed successfully.
DOWN Indicates that an interface (ETH, Wi-Fi) has not been detected.
FAIL Indicates that the test has failed, or that it is impossible to start a command.

If a test fails, proceed as follows:

1. Click on the corresponding Help link to access detailed information and problem-solving procedures.
2. Click on Test to check the problem is solved and resume the connection tests.

To access the Diagnostic tool:

* Select the Diagnostics menu.

SaGeMmcoMm

F@ST 4310 Reference Manual

pppoe_0_8_32 Diagnostics

Test the connection to your local network
Test your ethl Connection: FAIL |Help

FAIL |Heb
PASS |Help
Test your Wireless Connection: | PASS | Help

Test your eth2 Connection:
Test your eth3 Connection:

Test the connection to your DSL service provider

Test xDSL Synchronization: FAIL

Test ATM OAM F5 segment ping: .

Test ATM OAM F5 end-to-end ping: : Help
Test the connection to your Internet service provider

Test PPP server connection: Help
Test authentication with ISP: A Help
Test the assigned IP address: " Halp
Ping default gateway: FAIL Help
Ping primary Domain Name Server: FAIL Halp

© 2005-20 10 SagemCom Corporation. All rights reserved
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ADSL &3 Dzwn :I: refresh
/ raboot
Internet ¢ 2 Adsl Down.
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5- Information / Configuration

5.11 Management

Object: This menu lets you manage your router.
This section contains the following menus:

e Settings (see subsection 5.11.1)

e System Log (see subsection 5.11.2)

e Security Log (see subsection 5.11.3)

* TR-069 Client (see subsection 5.11.4)

* Internet Time (see subsection 5.11.5)

* Access Control (see subsection 5.11.6)

¢ Update Software (see subsection 5.11.7)
¢ Reboot (see subsection 5.11.8)

* Reboot (see subsection 5.11.8)

5.11.1 Settings

This menu contains the following sub menus:

* Backup (see subsection 5.11.1.1)
* Update (see subsection 5.11.1.2)
¢ Restore Default (see subsection 5.11.1.3)
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5- Information / Configuration

5.11.1.1 Backup

Object: This menu is used to backup the current configuration to a file with a .conf extension.

Important

Q It is recommended to save the current configuration on your computer to a file.
L&

* In the Management menu, select Settings then Backup.
The following screen opens:

Down N/A refresh

ADSL & u N/A

Sattings - Backup

Backup Broadband Router configurations. You may save your router configurations to a file on your PC.

0 SagemCom Corporation. All rights reserved.

* Click on the Backup Settings button; the following screen appears:
File Downioad fix
Do you want lo opon or save thes file?
Eﬁ Hame: bacupsattings.conf

—l Tvpe:  Unkrown File Type
From 192.168.1.1

[ open [ sawe ][ Caca |

[+ Alenas 3k balone ogebeng thes type of i

your computer. If you do nol st the source, do not cpen o

@ m ke from the Inbernet can be usehl, some fikes can potenbally
save Ihis e What's the rak?

Save

* Click on the Save button to save the current configuration file, for example, on your computer.

F@ST 4310 Reference Manual Page 5-121

Sagemcom Broadband SAS document. Reproduction and disclosure prohibited



* Select the directory where you want to save the "backupsettings.conf" configuration file.

'@ The process takes a few seconds.
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5- Information / Configuration

5.11.1.2 Update

Object: This menu enables the router to recover a configuration which has already been saved to a file
with a .conf extension.

¢ In the Management menu, select Settings then Update.
The following screen opens:

ADSL &2 Down N/A refresh

S a G eM co M Internet € 3 UDM;I Do::\ st
e ————————————————————

Tools — Update Settings

Proceed as follows for your router configurer to display a configuration which has already been saved:
e Enter the path then the name of the configuration file.
or

* Click on the Browse button and select the path then the configuration file.

* Select the configuration file then click on the Update Settings button to recover a configuration which
has already been saved.

Note
Q The process takes around 2 minutes.
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5- Information / Configuration

5.11.1.3 Restore Default

Object: This menu is used to return to factory configuration.

Important

9 The existing configuration is completely overwritten.
L]

* Inthe Management menu, select Settings then Restore Default.
The following screen opens:

ADSL &2 Down N/A refresh
SaGceMmcomM -~
e —————————————————————————

Tools - Restore Default Settings

Restore Broadband Router settings to the factory defauks.

© 2005-2010 SagemCom Corporation. Al rights reserved

* Click on the Restore Default Settings button; the following screen appears:

Microsoft Internet Explorer

\?/ Are you sure you want bo restore factory default settings?

e ][ caxa ]

* Click on the OK button if you really want to return to the factory configuration.

Note

All the LEDs go off except for the green "WLAN" - if the wired network is
activated; the green POWER LED then all the LEDs and the process for
returning to the factory configuration starts. It lasts for around 2 minutes.

Once the restore performed, the Internet Connection menu appears. Refer to paragraph 5.6.
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5.11.2System Log

Object: This menu is used to view and/or configure the events which occur on your router.

* Inthe Management menu, select System Log.
The following screen opens:

Down N/A refresh
U Hi/A roboot

System Log

The System Log dialog abows you to view the System Log and configure the System Log options.
Ciick "View System Log” to view the System Log.

Click "Configure System Log” to configure the System Log options.

[ viewsSystemiog ][ Configure SystemLog |

5.11.2.1 View System Log

¢ Click on the View System Log button to display the events with the severity you configured (see table in
section Configure System Log).

Bykiemn Loy
Dure'f'ﬁrnu nfnﬁllwﬂwcrlw Mesmage
J_ﬂi@_t_l;l 27 |daarmen kit ppd[485 ] FFF session estabished.
J:‘r- 10000 jl daemen st pppd[4851: FFP LCP LP,
ari 1 0000 i;':*:la"m‘.n erit repd[ 465 1) Receved vaid [ address from server, Corecten LP
a1 OO0 47 \daarmion o Lizer| i Linabée o refrieve atrbutes 0 soraich FAD
Jan lﬂl1l2r-h?'..3emm‘rr Lisert Shored Parameter AtToee data & comupt or mesng
J:'r- 1 0000 %i-:la-:m:vrl ~_=r| Lzer! '.rl‘.'-Dq_ Ll'hi:l-: o read trESL acs stste da'.a I'-'.-n'l ECranch |.-a_|

[ Fstsh | [Save] [Chose |
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5- Information / Configuration

5.11.2.2 Configure System Log

* Click on the Configure System Log button to configure the events which occur on your router.

ADSL s DOwn N/A refresh

S a GEMCOM Internet © Ul’.Mlsl Do:r'::A e
R R R IR,

Field Action Default
value
L Select Enable to activate the saving of all the events to a log Disable
og . . :

and display on screen or Disable to deactivate.
Select the appropriate severity from the scroll down list. Debugging
All the events with this severity, or a higher severity, will be
saved to your router's volatile "flash" memory.
The severities are classified in decreasing order of
importance.
* Emergency
* Alert

Log Level -
e Critical
e Error
* Warning
* Notice
e Informational
* Debugging
Select the appropriate severity from the scroll down list. All Error
the events with this severity, or a higher severity, can be

Display Level viewed by pressing the View System Log button.
The displayed events are classified in decreasing order of
importance.
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5- Information / Configuration

. . Default
Field Action value
Select the destination ID from the scroll down list: Local

* Local: All the events are returned to your router via a
"Buffer" memory.

* Remote: All the events are returned to the "Syslog"
server.

* Both : Both modes.

Enter the IP address of the "Syslog" address on which all the 0.0.0.0
events will be saved.

Mode

Server IP Address?

Enter the number of the port associated with the "Syslog" 514

a.
Server UDP Port server.

a. These fields only appear when the mode selected is "Remote” or "Both".
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5- Information / Configuration

5.11.3 Security Log

Object: This menu allows you to view the Security Log and configure the Security Log options. This log
deals with all the events (connections, failure, and so on) relative to the firewall rules.

¢ In the Management menu, select Security Log.
The following screen opens:

ADSL e Dovm HiA refresh

SaGeMcoM sl R L

5.11.3.1 Save the security log

Make a right click on the link to save the security log to a text file.

5.11.3.2 View the security log

e Click on the View button to view the security log.
The following screen opens:

Security Log

[Message]
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5- Information / Configuration

5.11.4 TR-069 Client

Object: The TR-069 protocol (WAN Management Protocol) is used, via a remote server
(Auto-Configuration Server (ACS)) to auto configure your router, provide it with certain services

and manage it by establishing "diagnostics".

* In the Management menu, select TR-069 Client.
The following screen opens:

SaGcemMmcom o

Down N/A refresh

reboot

ADSL &

Internet © 3

TR-069 dlient - Configuration

Field Action Default
value
Check the Enable box to activate the "TR-069" or Disable to| Disable
Inform . .
deactivate it.
Enter a time interval between two pieces of information sent 300
Inform Interval from the router to the ACS server.
This interval is a value (in seconds).
ACS URL Enter the URL or the IP address of the ACS server. -
ACS User Name Enter the name of the user of the ACS server. admin
ACS Password Enter the ACS server password. admin
WAN Interface used | Select in the scroll down list the desired WAN interface. Any_WAN
by TR-069 client
Display SOAP Check the Enable box to activate it or Disable to deactivate it. | Disable
Messages on serial
console
Connection Request | Check the box to activate authentication or uncheck it to| Checked
Authentication deactivate it.
Connection Request | Enter the name of the user of your router. admin
User Name
Connection Request | Enter your password for your router. admin
Password
Customize Enter the port to use for Connection request from the ACS. 7547
Connection Request
URL Port

* Click on the Get RPCMethods button to launch the auto-configuration procedure of your router.
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5.11.5 Internet Time

Object: This menu lets you display the date and time in the Date / Time field of your HTTP configurer:

- either the one delivered by your router. The date and time when the router starts are set to: "Jan 1
/ 00:00:00" (i.e. 1st January at 0 am).

- or the one delivered automatically by an Internet time server.

* In the Management menu, select Internet Time.
The following screen opens:

ADSL &3 Down :)‘: refresh
/ reboot

SaGemMcoM Srternat > NaSTTST

® 2008-2010 SagemCom Corporation_ All rights reser

Default

value

* Uncheck the box so that the Date / Time field (which Not
appears, for example in the "Management/System Log" checked
screens) displays the date and time delivered by your
router,

Field Action

or

Automatically » Check the appropriate box so that the Date / Time field
Synchronise with (which appears, for example, in the "Device Info/Summary"
Internet time servers and "Management/System Log" screen) displays the date
and time delivered by the NTP servers (Network Time
Protocol) you selected. These servers display the date and
time GMT (Greenwich Mean Time).

Note: For these events to be displayed and/or saved at an
effective date and time, you should check this box.

Page 5-130 F@ST 4310 Reference Manual

Sagemcom Broadband SAS document. Reproduction and disclosure prohibited



5.11.6 Access Control

This menu contains the following sub menus:

Passwords (see subsection 5.11.6.1)

5.11.6.1 Passwords

The following screen opens:

SaGcemMmcom

Access Control - Passwords

Internet < 3

5- Information / Configuration

In the Management menu, select Access Control then Passwords.

Down N/A
ADSL &= up NA

Adsl Down.

refresh
reboot

Field Action
Select a user name from the scroll down list:
*  Admin
User Name * Support
* User

Note: This list is established in increasing order of restriction.

Old Password Enter your old password

New Password Enter your new password

Confirm Password | Confirm your new password

Note

Q The password is a string of a maximum of 16 alphanumerical characters.

F@ST 4310 Reference Manual

Page 5-131

Sagemcom Broadband SAS document. Reproduction and disclosure prohibited



5- Information / Configuration

5.11.7 Update Software

Object: This menu lets you update the latest version of the router software.

* In the Management menu, select Update Software.
The following screen opens:

ADSL &2 Dzwn N/A refresh

SaGemMcomMm srternet YT
e ———————————————————————————————————

Tools -- Update Software

Software File Name: Parcoui

Proceed as follows to update your router's software version:
* Enter the path then the name of the software version file,
or

e Click on the Browse button and select the path then the software version file.
* Click on the Update Software button to update the software version.

Note
The process takes around 2 minutes.

Q The application of a new software version for the router does not modify the
current configuration at all.

Important
Throughout the download procedure (up to five minutes), you must:
\g  not power down the router
* not disconnect from the ADSL line.
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5- Information / Configuration

5.11.8 Reboot

Object: This menu lets you save all the modifications made to the current configuration and restart the
router with its new parameters.

* In the Management menu, select Reboot.
The following screen opens:

ADSL &2 Down N/A refresh

SaGeMcoM tetarmat ST T

Click the button below to reboot the router.

Reboot

Click on the Reboot button to restart the router.

Note
The process takes around 1 minute.
A countdown is displayed to tell the user how long is left to wait.
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This section covers

* Description of the Internet access service

p. 6-2
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6- Internet access service

The router has been designed to enable you to access the Internet as simply as possible.
Most of the router's parameters are already set:

* ltis configured by default as a DHCP server.
e It relays DNS queries from the local network to the Internet.

(RN RARRNANARA RN N B

17l
r" Tl.lun
ETH4 cable

| \
ETH3 cable ‘\

DSLAM
FeeRRRR

ETH2 cable
ETH1 cable Computer

PPPoA or PPPoE
Routed or Bridged

Depending on your contract with your Internet Service Provider (ISP), you can also have access to television
on ADSL (see section 8).

The configuration parameters of your router are entered during installation (connection identifier, connection

password). These parameters can also be entered or modified in the Internet connection menu of the
HTTP configuration tool (PPP Username, PPP Password).

Observations
If the terminals are not DHCP clients, your local network then uses a static addressing plan.
Check that:

* the router belongs to this addressing plan,
* the default gateway of the equipment in the local network matches the address of your router,

» the DNS addresses are correctly configured in each terminal. The router enables DNS queries to be
relayed.
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This section covers

the introduction

§7.1

access to the optional TV over ADSL service

§7.2
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7- TV

7.1

over ADSL service

Introduction

Your router is compatible with TV over ADSL technology.

7.2

To

Access to the optional TV over ADSL service

access this service, you must have:

made the connection in accordance with section 2.3.4,
necessarily taken a subscription with your Internet Service Provider (ISP)

configured one VC (Virtual Channel) dedicated to video, and another VC dedicated to data (see screen
below)

Down NfA rafresh

SaGemMmcom Momerhon BTSN SO
e ————————

Wide Area Retwork (WAN) Service Setup

Interface | Description Type | VandB021p | VianMuxid | Tgmgp MAT Ferewall  Remowve
e _0_B_32 | PPPOE NfA A Dsabled | Enabled | Enabled 0

Note

In the example above, the ATM interface "ppp_8 35 1" is dedicated to data and the
Q ATM interface "nas_8 50 1" is dedicated to video.

e configured accordingly "Port Mapping" in Advanced Setup (see section 6).
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This section covers

e setting up the download

p. 8-2
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8- Updating the firmware

You can update the firmware using one of the following methods:

* viaHTTP
* via TRG9 protocol
* automatically: the new firmware version download is performed automatically on starting up the router.

Important

\Q Throughout the download procedure (up to five minutes), you must:

o * not power down the router,
¢ not disconnect from the ADSL line.

The download process is transparent on the router side: there is no LED blinking informing you of the
download process. So please make sure to wait for the router to reboot completly. The HTTP tool
configuration however shows the download status in the Supervision box.

Note

To check that the new version has been correctly downloaded, select in the HTTP
Q configuration tool the Device info menu; the Software version field displays the
last software version installed.

HTTP update

You can download the new firmware to update your router using the Management menu in the HTTP
configuration tool (see section 5).

TR69 protocol

Operators can use "TR69" protocol to upgrade the router's firmware from their ACS server.
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Annex A - Troubleshooting

This section covers * checking the assignment of an IP address §AA1
* Front panel LEDs §A2
e Supervision of your router §A3
* the "Diagnostics" tool §AA4
* interpreting the lights §AS5
* reinitialising your router §A6
* resetting factory configuration §AT
* Offline connection mode §A8
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A- Annex A - Troubleshooting

A.1 Checking the assignment of an IP address

In Windows Seven, Vista, XP

1. Click on Start > Run, enter cmd and then click OK.
(Start > all programs > accessories >Run for Windows seven)

The command prompt screen appears.
2. Enter ipconfig then press Enter.
3. Check that the entry IP Address contains a value other than 0.0.0.0 (for example 7192.168.1.10).

Note
Q If no IP address is displayed, enter ipconfig /release then enter ipconfig /renew.

Note

All the troubleshooting procedures described below are undertaken in
Q Windows® XP. These procedures in other Windows operating systems® (Seven
and 8, 8.1) can be slightly different.

Many sources of information are available to help you identify and resolve issues you may experience:

* the LEDs on the front panel of the router.
e the HTTP configuration tool.

For step-by-step and advanced problem-solving procedures, use the Diagnostic tool available in the HTTP
configuration tool.
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A.2 Front panel LEDs

A- Annex A - Troubleshooting

Note
When the router is switched on, the @ LED is green.
If no connection is made, the @ LED is off.
LED Status Meaning
Off Power Off
® Green Power On
Power Red Router in rescue mode
Green steady ADSL Up
(@) * ADSL Synchronisation in progress
ADSL | Green blinking or
e down
* Power Off
or

@

Internet

Off

* The Internet account must be configured
or
* Bridge mode

Green steady

The Internet account is configured

Green blinking

Tx/Rx traffic

Red

Invalid or unauthorised Internet account

Off

No link detected on the Ethernet port

LAN x | Green steady Ethernet port has detected a link with 100 Mbps device
(1to4) | Green blinking Tx/Rx traffic at 100 Mbps
Off Wi-Fi deactivated
((T)> Green steady Wi-Fi activated
WLAN
Green blinking Wi-Fi Tx/Rx
Off No USB connection
- Green steady USB connection available
UsB Green blinking USB connection reading in progress
@ Green steady IP TV Activated
TV Green blinking Playing IP TV
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A- Annex A - Troubleshooting

A.3 Supervising your router

You can monitor the router's activity and status using the router's built-in "DSL Router" HTTP controller,
available in the HTTP configuration tool.

The router’s activity status is always visible at the left corner or the top right of the HTTP configuration tool.

up N/A reboot
Internet € D Adsl Down.

You can perform the following actions:

* click on Refresh to update the data displayed
* click on Reboot to restart your router

ADSL information

The following table presents the possible states of the ADSL field:

Status Meaning
Green ADSL line synchronised
Yellow ADSL line synchronising
Red ADSL line not connected

The Downstream field displays the nominal downlink bit rate.

The Upstream field displays the nominal uplink bit rate.
Internet information

The following table presents the possible states of the Internet field:

Status Status Meaning
Off ADSL Down ADSL line not connected or not activated
Not configured The Internet account must be configured
Router rebooting Router is rebooting
Green Connected The Internet connection has succeeded
Yellow Waiting for ISP Connecting to the Internet service
Red Access denied Incorrect Internet account
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A.4 Diagnostics tool

To access the Diagnostic tool:

1. Open your browser.

A- Annex A - Troubleshooting

2. Enter the router's IP address or enter the following URL: http://myrouter.
3. Inthe login screen that appears, enter your username and password.

Default values are:
- User name: admin

- Password: (see the router sticker)
4. The welcome page of the HTTP configuration tool appears.
5. Select the Diagnostics menu.

Down N/A refresh
ADSL &5
S3GeMCoOM T A
S— Internet € Ads! Bown.

pppoe_0_8 32 Diagnostics

ar

Test the connection to your local network
Test your ethl Connection: FAIL |Hglp

Test your eth2 Connection: FAIL |Help
Test your eth3 Connection: PASS |Halp
Test your Wireless Connection: | PASS | Hel

Test the connection to your DSL service provider
Test xDSL Synchronization: FAIL

Test ATM OAM F5 segment ping:
Test ATM OAM F5 end-to-end ping:

Test the connection to your Internet service provider

Test PPP server connection: Help
Test authentication with ISP: DISA Help
Test the assigned IP address: A Help
Ping default gateway: FAIL Help
Ping primary Domain Name Server: FAIL Help

© 2005-2010 SagemCom Corporation. All rights reserved.

6. Click on Test. The connections to the LAN, to your DSL Service Provider and to your Internet Service
Provider are tested step-by-step:

- successful tests are marked as a pass.

- unsuccessful tests are marked as a fail.

Note

Q Status DOWN means that an interface was not detected (LAN or Wi-Fi).

Note

Q FAIL test

Depending on the nature of the test, it is possible that operation of the router or
access to the Internet may not be prejudiced. For example if you do a "Ping" either
to an ATM OAM F5 segment or to a DNS primary address.
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A- Annex A - Troubleshooting

7. If atestfails, click on the corresponding Help link to access detailed information and problem-solving
procedures.

8. Click on Test to check the problem is solved and resume the connection tests.

If none of the above helps you solve the problem, and you are still having trouble connecting to the Internet,
we recommend that you restart your router (cf. § A.6) and eventually reset the factory configuration
(cf. § A.7). You will then need to re-configure your router as a first-time setup.

A.5 Interpreting the LEDs

A.5.1 The "ADSL" LED blinks slowly

1. Check the connection of your ADSL filters. Each telephone socket of your installation which is used
must be equipped with an ADSL filter.

2. Check that the RJ11 type line cord delivered with your router is connected to one of your sockets. It is
recommended that no telephone extension is used.

3. Finally, check with your ISP that the ADSL service is available on your telephone line.

A.5.2 "Wi-Fi" LED off

If this LED is off, this indicates that the WLAN interface of the router is not active.

To activate the wireless network, access the HTTP configuration tool and check the box "Enable Wireless"
in the Wireless menu (see section 5).

A.5.3 All LEDs are off

1. Check that the type of power available in your premises is compatible with the mains voltage required
for powering your router.
2. Check that the delivered power cord is properly connected at one end to the mains power network.

3. Check that the power connector is inserted correctly in the corresponding connector (power) of the
router.
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A- Annex A - Troubleshooting

A.6 Restarting your router

We recommend that you restart your router if you notice that the router does not operate properly.
To restart your router, use one of the following methods:

¢ Press the Power button located on the rear panel of the router. Press it again to switch it back on.
¢ Click on the Reboot action of the HTTP configuration tool.

During restarting, the status of the LEDs is the following:

The ((1)) LED will light up first, followed by the four Ethernet LEDs (1 to 4), then these last four LEDs will be
off. The @ and Ethernet (which corresponds to the connected interface) LEDs should be steady and the

@ LED blinks during the establishment of the ADSL link, then steadies like the ((1)) LED. The @ goes from
blinking to steady when a PPP session has been created successfully.

Note

‘B The powering up process lasts around one minute.

A.7 Resetting factory configuration

If you lose your password or if, after having entered new parameters in your router, you cannot access the
Internet nor the HTTP configuration tool, you can restore the normal operation with the "factory" parameters
via the Restore Default procedure.

When the procedure is finished you will have to enter again your connection ID and connection password
delivered by your Internet Service Provider (see Internet Connection - section 5.6)

To reset the default settings and therefore restore the router to its factory configuration, use one of the
following methods:

Important

9 This operation deletes the entire personalised configuration of your router:
\(5 Password, Configuration, customized wireless settings, etc.
After a factory configuration reset, it is necessary to install your router again
using the installation CD-ROM, or to enter again the ADSL connection data
supplied by your Internet Service Provider (ISP) (see Internet Connection
section 5.6).

* Press and hold for about 10 seconds the Reset button located on the rear panel of the router.
* Inthe HTTP configuration tool, select Management > Settings > Restore default.
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A- Annex A - Troubleshooting

A.8 Offline mode

To start configuring the router in HTTP mode, the browser opens, the default IP address of the router's LAN
interface appears in the browser's Address field but the home screen does not appear.

The screen opposite appears.
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- T vt Bt o chch Conmamct
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Select the Connections tab and then the Never
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a. When the router is installed, this box is checked.

In the menu bar, select the File menu then deselect the Work Offline command.

Click OK in the browser's Address field to display the home screen.
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e EC compliance declaration §B.2
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Annex B - Warnings for safety

B.1 Warnings for safety

The router is in compliance with standard EN 60950 Ed December 2001.

The safety levels in the sense of this standard are as follows:

B.1.1 Safety levels in relation to the case

Connecteurs Position Safety level
Adaptator Primary Power Supply port HPV2
PWR DC Power Supply port SELVP
LINE ADSL port TNV3©
LAN1 to LAN4 | Ethernet port SELVY

a. Hazardous Primary Voltage circuit
b. Safety Extra Low Voltage Circuit
c. Level 3 Telecommunication Network Voltage

B.2 EC compliance declaration

C € (D marking

The CE marking certifies that the product complies with the essential requirements of the Directive
1999/5/EC concerning radio equipment and telecommunication equipment, and of Directives 2006/95/EC
concerning safety and 2004/108/EC concerning electromagnetic compatibility, defined by the European
Parliament and Council to reduce electromagnetic interferences and protect the health and safety of users.

The product named F@ST 4310 can be operated in the European Union without restrictions indoor but
cannot be operated in France in the whole of the band until further notice.

The CE declaration of conformity can be viewed in the support section of the Sagemcom site
www.sagemcom.com, or it can be obtained from the following address:

Sagemcom - Customer relations department
250, Route de I'Empereur
92848 RUEIL MALMAISON CEDEX - FRANCE
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Annex C - Environment

C.1 Directive E 2002/96/CE

ENVIRONMENT. Preservation of the environment as part of a sustainable development logic is an
essential concern of Sagemcom.

Sagemcom aim is to operate systems safeguarding the environment and consequently it has decided to

integrate environmental performance considerations in the life cycle of its products, from manufacturing to
commissioning, use and disposal.

PACKAGING

The presence of the logo (green dot) means that a contribution is paid to an approved national
organization to improve packaging recovery and recycling infrastructures.

To facilitate recycling, please respect the sorting rules set up locally for this kind of waste.
BATTERIES

If your product contains batteries, they must be disposed of at appropriate collection points.
THE PRODUCT

The crossed-out waste bin marked on the product or its accessories means that the product
belongs to the family of electrical and electronic equipment.

In this respect, the European regulations require you to dispose of it selectively:

At sales points on purchasing similar equipment,

At the collection points made available to you locally (drop-off center, selective collection,
etc.).

In this way, you can participate in the re-use and upgrading of Electrical Electronic Equipment Waste, which
can have an effect on the environment and health.
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Annex D - Technical Characteristics

This section covers * mechanics and display §DA1
» the characteristics of the different interfaces §D.2
* environmental characteristics §D.3
» the application and the protocols §D4
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Annex D - Technical Characteristics

D.1 Mechanics: Display

Page D-2

Mechanical characteristics

Dimensions (mm)

Width: | 175 mm
Depth: | 144 mm
Thickness: | 65 mm
Weight of router 268 g

Display
Marking Abbreviation Meaning
® PWR * Green Power LED
® ADSL * Green ADSL LED
@ Wi-Fi * Green WLAN LED
@ Internet * Green/Red Internet LED
PN uUSB * Green USB LED
2.0 LAN * Green LAN LED
@ IPTV * oGreen IPTV LED
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D.2 Characteristics of the different interfaces

ADSL / ADSL2 /| ADSL2+ Interface

Standards supported * G.992.1 (ADSL), G.992.3 (ADSL2), G.992.5 (ADSL2+)
* (G.994.1 (G.Handshake)

Transmission Code e DMT

Maximum upward e 24,5 Mbit/s

transmission rate

Maximum downward e 1,3 Mbit/s

transmission rate

Latence * Simple (Fast or interleaved)
TX Power e 12,5dB
Access Impedance « 100U

Range

According to standard G.992.1 table Annex

Connection technology

RJ11

Interface LAN Ethernet

Rate

10 Mbit/s or 100 Mbit/s, self-configurable

Half / Full Duplex

Standard

IEEE 802.3

Connection technology

RJ45

Type MDI or MDI-x self-detecting port

Crossed or straight cord

F@ST 4310 Reference Manual

Sagemcom Broadband SAS document. Reproduction and disclosure prohibited

Page D-3



Annex D - Technical Characteristics

Page D-4

Wireless Interface

Standard .

IEEE 802.1b/g1n

Frequencies band .

2412 MHz to 2472 MHz (ISM band)

Transmission rate .

Up to 300 Mbit/s

Safety .

WEP 64 / 128 bits, WPA, WPA2

Filtering by list of MAC addresses

Range .

Up to 300 m in free space

10 to 100 m inside buildings

Mains Power Supply

Type e Plug-in external adapter unit
Class |

Input voltage * 100to 240V, 50 Hz /60 Hz
Power absorbed e <9OW

Output voltage e 12V

Mains Connection e Europlug type A socket

technology

Use Connection technology |°

Cord 2 m + jack diam. 3.5 mm

DC Power Supply Input of router

Input Voltage e 1MV-13V
Power absorbed e <T7TW
Connection technology * Miniature jack fixed connector diam. 3.5 mm
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D.3 Environmental characteristics

Climatic and mechanical environment

Storage « ETS 300 019-1-1 Category T1.2
Transport  ETS 300 019-1-2 Category T2.3
Operation  ETS 300 019-1-3 Category T3.2

Temperature : -5°C / +45°C

Electrical robustness

Standard

e UIT-T K21 Ed 2000 : basic level

Electromagnetic compatibility

Transmission

e EN 55022 (January 1999) Class B

Harmonic currents

* EN 61000-3-2

voltage

Flicker and fluctuations of

* EN 61000-3-3

Immunity

* EN 55024

Radio part for ISM band at 2.4 GHz

Transmission 802.11n

« ETR 300 328-2 Ed. Juillet 2000
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D.4 Application and protocols

Page D-6

IP characteristics

TCP-IP, UDP, ICMP, ARP

Server, Relay

DHCP Relay

DNS

Routing (LAN et WAN) Static

NAT / PAT RFC 1631

Firewall By protocol
By IP address
By port
Statefull / Stateless

IP QoS DiffServ

ATM characteristics

Signalling PVC

Adaptation layer AALS

Number of VCI 8

Quality of service

UBR, VBR, nrtVBR, VBRrt, CBR

Signalling

RFC 2516

self-configuration

Detection of VPI/VCI

Detection of encapsulation

Detection of PPPoE / PPPoA

Detection of PAP / CHAP

Encapsulation protocols

PPP over ATM RFC 2364
PPP over ETH over ATM RFC 2516, RFC 1483/2684
IP over ATM RFC 1483/2684

ETH over ATM

RFC 1483/2684
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Configuration
HTTP e LAN or WAN port (with specific option)
Management * From ETH and WAN (with specific option)
Downloading of version e Client by http mode
CLI * Telnet
TR69 * Via a ACS server
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Annex E - Default configuration

This section covers | * the default username and password § E.1

* the default configuration for the local network (LAN) §E.2

* the default configuration for the local wireless network (WLAN) | § E.3
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Annex E - Default configuration

This section details the values of the default parameters of your F@ST 4310 when it leaves the factory.

These default parameters can be modified by a particular preconfiguration of your F@ST 4310.

E.1 Default username and password

Username: admin

Password: see information given on the router sticker

Note

The Username and Password can be different according to the ISP (Internet
'B Service Provider).

E.2 Default configuration for the local network(LAN)

The following table details the values of the principal LAN parameters of your router (LAN1 to LAN4):

LAN characteristics Value State

LAN1 IP address 192.168.1.1/24 |Internet and HTTP configuration tool access
(bridged)

LAN2 IP address
LANS3 IP address
LAN4 IP address

BROADCAST, ARP, MULTICAST _ Activated
Router _ The LAN ftraffic is routed to your ISP
NAT/PAT Activated

E.3 Default configuration for the local wireless network (WLAN)

The following table supplies the principal default WLAN parameters of your router.

Characteristics (Wi-Fi) Value
IP address 192.168.1.1/24
Enable Wireless Box checked
SSID see information given on the router sticker
Channel Auto
Network Authentication No
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Glossary.

ACL Access Configuration List

ACS Auto Configuration Server

ADSL Asynchronous Digital Subscriber Line

AP Access Point

ARP Address Resolution Protocol

cC Continuity Check

CCK Complimentary Code Keying

CHAP Challenge Handshake Authentication Protocol

CLlI Command Line Interface

CPE Customer Premises Equipment

CTS Clear To Send

DBPSK Demodulator Baseband Phase Shift Keying

DHCP Dynamic Host Configuration Protocol

DNS Domain Name Server

DQPSK Differential Quadrature Phase Shift Keying

DSSS Direct Sequence Spread Spectrum

DTIM Delivery Traffic Indication Message

ESSID Extended Service Set IDentifier

FHSS Frequency Hopping Spread Spectrum

FTP File Transfer Protocol

HTML Hyper Text Markup Language

HTTP Hyper Text Transfer Protocol

IAD Integrated Access Device

ICMP Internet Control Message Protocol

IEEE Institute of Electrical and Electronics Engineers

IEEE 802.11blg ::te\zhc/;g;ﬁa(t\lﬁﬂz [\lvx)lf;ri]c?heu;t-a4 t(gﬁl z“/tl)ggd protocol suitable for the wireless local
IEEE 802.11n-2009 is an amendment to the IEEE 802.11-2007 wireless

IEEE 802.11n networking standard. It governs wireless networking transmission methods,
commonly used today in its 802.11a, 802.11b, 802.11g and 802.11n versions.

IGMP Internet Group Membership Protocol

IMAP Internet Message Access Protocol

IP Internet Protocol

ISDN Integrated Service Digital Network

ISP Internet Service Provider
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L2TP Layer 2 Tunneling Protocol

LAN Local Area Network

LCP Link Control Protocol

LLC Logical Link Control

MAC Medium Access Control

MDI Media Dependent Interface

MER MAC Encapsulation Routing

MTU Maximum Transfer Unit

NAPT Network Address Port Translation

NAT Network Address Translation

OAM Operation, Administration and Maintenance
PAP Password Authentification Protocol

PCI Peripheral Component Interconnect

PCM Pulse Code Modulation

PCMA Pulse Code Modulation Loi A

PCMCIA Personal Computer Memory Card International Association
PCMU Pulse Code Modulation Loi u

PID Protocol IDentifier

PING Packet InterNet Groper

PLC Paquet Loss Concealment

POP3 Poste Office Protocol version 3

POTS Plain Old Telephone Service

PSTN Public Switching Telephonic Network

PPP Point to Point Protocol

PPPoE PPP over Ethernet

PVC Permanent Virtual Circuit

QoS Quality of Service

RADIUS Remote Authentication Dial-In User Service
RFC Request For Comments

RNIS Réseau Numérique Intégration de Services
RIP Routing Information Protocol

RTCP Real Time Control Protocol

RTP Real-time Transport Protocol

SCR Sustained Cell Rate

SMTP Simple Mail Transfer Protocol
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SNDCP Sub Network Dependent Convergence Protocol
SNAP SubNetwork Attachment Point
SNMP Simple Network Management Protocol
SOAP Simple Object Access Protocol
SSID Service Set IDentifier
STB Set Top Box
TCP Transmission Control Protocol
TELNET TELecommunication NETwork
TFTP Trivial File Transfer Protocol
UBR Unspecified Bit Rate
UDP User Datagram Protocol
UPnP Universal Plug and Plug
URL Uniformed Resource Locator
UTP Unshielded Twisted Pair
VBR-nrt Variable Bit Rate - non real time
VBR-rt Variable Bit Rate - real time
vC Virtual Channel
VCC Virtual Channel Connection
VCI Virtual Channel Identifier
VC MUX VC MultipleXing (encapsulation without header)
VP Virtual Path
VPI Virtual Path Identifier
VPN Virtual Private Network
WAN Wide Area Network
WEB Meshed network of information servers
WEP Wired Equivalent Privacy
WFQ Weighted Fair Queuing
Wi-Fi Wireless Fidelity (wireless network)
WLAN Wireless Local Area Network
WPA Wireless Protected Access
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Annex G - Connector Technology

This section covers e pinouts of the LINE connector § GA1

e pinouts of the PWR connector § G2

e pinouts of the LAN1, LAN2, LAN3 and LAN4 connectors | § G.3
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Annex G - Connector Technology

G.1 Pinouts of the LINE connector

The equipment is connected to ADSL using a RJ11 fixed connector (6 pins).

Page G-2
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Contact N° Signal Meaning
3 LINE-A Line A signal
4 LINE-B Line B signal
1 NC Not connected
2 NC Not connected
5 NC Not connected
6 NC Not connected
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G.2 Pinouts of the PWR connector

The mains unit is connected to the equipment using the miniature fixed connector of the case.

Contact N° Signal Meaning
Intérieur +12V Connexion DC "+"
Extérieur Masse Connexion DC "-"
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Annex G - Connector Technology

G.3 Pinouts of the LAN1, LAN2, LAN3 and LAN4 connectors

The Ethernet interface is connected to the equipment using a RJ45 fixed connector (8 pins).

111}
l| 2| 345678
‘Ll_,_’i

Contact No Signal Meaning
1 TXD+ (+) Emission to terminal
2 TXD- (-) Emission to terminal
3 RXD+ (+) Reception of terminal
4 NC Not connected
5 NC Not connected
6 RXD- (-) Reception of terminal
7 NC Not connected
8 NC Not connected

Note

The Ethernet port is self-detecting. You can use either straight or crossed cables.
Q An emission or reception signal is detected automatically.
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