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Chapter 1
Introduction

This Chapter provides an overview of the Wirelesseas Point's features and
capabilities.

Congratulations on the purchase of your new Wisshecess Point. The Wireless Access
Point links your Wireless Stations to your wiredNLAThe Wireless stations and devices on the
wired LAN are then on the same network, and canngonicate with each other without regard
for whether they are connected to the network Wdirgeless or wired connection.

Wireless Stations\ Wireless
Access Point

=7 Wired Lan

Figure 1: Wireless Access Point

The auto-sensing capability of the Wireless Acdgaisit allows packet transmission up to
300Mbps for maximum throughput, or automatic speelliction to lower speeds when the
environment does not permit maximum throughput.

Features of your Wireless Access Point

The Wireless Access Point incorporates many advafezures, carefully designed to provide
sophisticated functions while being easy to use.

e Standards Compliant. The Wireless Access Point complies with the IEGE8&1g and
IEEEB02.11n 2.0 specifications for Wireless LANSs.

e Supports 11n Wireless Stations. The 802.11n standard provides for backward compa-
tibility with the 802.11b standard, so 802.11n, 80® and 802.11g Wireless stations can
be used simultaneously.

e Bridge Mode Support. The Wireless Access Point can operate in Bridgelé/ con-
necting to another Access Point. Both PTP (Poiftdmt) and PTMP (Point to Multi-
Point) Bridge modes are supported.

And you can even use both Bridge Mode and AccessiRoMode simultaneously!
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WPS Support. WPS (Wi-Fi Protected Setup) can simplify the pescef connecting any
device to the wireless network by using the pudtobiconfiguration (PBC) on the Wire-
less Access Point, or entering PIN code if thare'button.

DHCP Client Support. DynamicHostConfigurationProtocol provides a dynamic IP
address to PCs and other devices upon requesiVireéess Access Point can act as a
DHCP Client, and obtain an IP address and related informdtem your existing DHPC
Server.

Upgradeable Firmware. Firmware is stored in a flash memory and canpggraded
easily, using only your Web Browser.

Security Features

Virtual APs. For maximum flexibility, wireless security seti;are stored in Virtual AP.
Up to 7 Virtual APs can be defined and used agiams.

Multiple SSIDs. Because each Virtual AP has it own SSID and beaawhup to 7
Virtual APs can be active simultaneously, multisi8lDs are supported. Different clients
can connect to the Wireless Access Point usingmifft SSIDs, with different security set-
tings.

Virtual APslsolation. If desired, PCs and devices connecting to diffexériual APs
can be isolated from each other.

WEP support. Support for WEP (Wired Equivalent Privacy) islimted. Both 64 Bit
128 Bit, and 152 Bit keys are supported.

WPA support. Support for WPA is included. WPA is more secin@ntWEP, and should
be used if possible. Both TKIP and AES encrypticthods are supported.

802.1x Support. Support for 802.1x mode is included, providingtfee industrial-
strength wireless security of 802.1x authenticadind authorization.

Radius Client Support. The Wireless Access Point can login to your égsRadius
Server (as a Radius client).

Password - protected Configuration. Optional password protection is provided to
prevent unauthorized users from modifying the gpnfation data and settings.

Advanced Features

SNMP Support. SNMP (Simple Network Management Protocol) is sufgd, allowing
you to use a SNMP program to manage the Wireless#cPoint.

WDS Support. Support for WDS (Wireless Distribution Systeripwas the Wireless
Access Point to act as a Wireless Bridge. BothtRoiPoint and Multi-Point Bridge
modes are supported.
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Package Contents

The following items should be included:

WAP-6002 150Mbp# Wireless Access Point

Power Adapter

Quick Start Guide

CD-ROM containing the on-line manual and setuptwtil

If any of the above items are damaged or missilegse contact your dealer immediately.

Physical Details

Front Panel LEDs

Baurky WPS YWirsd pes LAk Powsr

Security

WPS Button

Wireless

LAN

Power

Figure 2: Front Panel

Off - WPS feature is not in use.

On (White) - If the LED is on for a while and then off, WPRSprocessing
successfully.

Blinking (White) - WPS feature is currently in use.

Push the WPS button on the device and on your etleless device to
perform WPS function that easily creates an enwgpecured wireless
connection automatically.

On-Idle

Off - Wireless connection is not available.

On - The LAN port is active.

Off - No active connection on the LAN (Ethernet) port.
On- Normal operation.

Off - No power
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Reset Button  This button has two (2) functions:

e Reboot When pressed and released, the Wireless Acodssvill
reboot (restart).

e Reset to Factory Defaults This button can also be used to clear ALL
data and restore ALL settings to the factory defealues.

To Clear All Data and restore the factory defaalues:
1. Hold the Reset Button for more than 5 seconds.

2. Release the Reset Button.
The factory default configuration has now beenarest, and the
Access Point is ready for use.
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Figure 3: Rear Panel
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Figure 4: Rear Panel

Use a standard LAN cable (RJ45 connectors) to adnthis port to a
10BaseT or 100BaseT hub/switch on your LAN.

Connect the supplied power adapter (12V@1A) here.

The antenna differs according to the different nimde



Chapter 2
Installation

This Chapter covers the physical installation af Wireless Access Point.

Requirements

Requirements:
e TCP/IP network
e Ethernet cable with RJ-45 connectors

e Installed Wireless network adapter for each PCulilhbe wirelessly connected to the
network

Procedure

1. Select a suitable location for the installatioryofir Wireless Access Point. To maximize
reliability and performance, follow these guidekne

e Use an elevated location, such as wall mountedhdhe top of a cubicle.
e Place the Wireless Access Point near the centgmwfwireless coverage area.

e If possible, ensure there are no thick walls orainghielding between the Wireless
Access Point and Wireless stations.

To PC

Figure 5: Installation Diagram
2. Use a standard LAN cable to connect the "LAN" morthe Wireless Access Point to a
10/100BaseT hub/switch on your LAN.

3. Connect the supplied power adapter to the Wirglesgss Point and a convenient power
outlet, and power up.

4. Check the LEDs:
e ThePowerLED should be ON.
e TheLAN andWirelessLEDs should be ON.

For more information, refer teront Panel LEDsSn Chapter 1.



Chapter 3
Access Point Setup

This Chapter provides details of the Setup prof@sBasic Operation of
your Wireless Access Point.

Overview
This chapter describes the setup procedure to thaké/ireless Access Point a valid device on
your LAN, and to function as an Access Point foary@/ireless Stations.

Wireless Stations may also require configuratiar. details, se€hapter 4 - Wireless Station
Configuration

The Wireless Access Point can be configured using Web Browser.

Setup using a Web Browser

Your Browser must support JavaScript The configuration program has been tested on the
following browsers:

¢ MAC OS X/Linux
e  Windows98SE/ME/2000(SP4)/XP SP2/Vista/7

Setup Procedure

Before commencing, install the Wireless Access Faigour LAN, as described previously.

1. Check the Wireless Access Point to determinBéfult NameThis is shown on a label
on the base or rear

2. Use a PC which is already connected to your LAMhegiby a wired connection or another
Access Point.

e Until the Wireless Access Point is configured, blshing a Wireless connection to it
may be not possible.

e If your LAN contains a Router or Routers, ensueeRIC used for configuration is on
the same LAN segment as the Wireless Access Point.

Start your Web browser.
In the Addresshox, enter "HTTP://" and the IP Address of the M/Meless Access Point,
as in this example, which uses the Wireless AcPesst's default IP Address:

HITP:. //192. 168. 0. 1
5. You should then see a login prompt, which will &mka User NameandPassword
Enteradmi n for theUser Nameandpasswor d for thePassword

These are the default values. The password castendd be changed. Always enter the
current user name and password, as set oAdhen Loginscreen.

rw

~
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Windows Security 2
The server 192.168.0.1 at WAP-6002 requires a username and password.
Warning: This server is requesting that your username and password be
zent in an insecure manner (basic authentication without a secure
connection).

vy ) |admir‘| |
|F'asswu:|ru:| |
[7] Remember my credentials
| ok || Cancel

Figure 6: Password Dialog

6. You will then see thélomescreen, which displays the current settings aamistNo data
input is possible on this screen.

level

gEEE

one

IAP Setup. : EE

e
+ Upgrade Firmware

WAP-6002 N Wireless AP

R e T T B G e i e R

wie_comnect workds

Operation Mode.
© AP mode:

This is the default configuration that allows you to connect to device as awireless

@) Station - Infrastucture:

In this mode, this device tums into a “Station* device which assodiates to the remote
AP and bridges the LAN hosts to it

() Bridge - Ponit To Point:
This mode allows one Bridge-mode device to combine to a single distribution system.
©) Bridge - Ponit To Mutt-Point

This mode allows two or more Bridge-mode devics to combine to a single distribution
system

©) WDS Repeater:
This mode is equal to the Bridge Mode but with AP function additionaly.
2 Universal Repeater

In this mode, this device plays two roles, one is a ClientStation to associate the target
AP, and the ofher is an AP ta allow the WLAN client/station to associate into.

& Restart

i Logout

Figure 7: Home Screen
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7. From the menu, check the following screens, andigame as necessary for your environ-
ment. Details of these screens and settings aceilded in the following sections of this
chapter.

8. You may also wish to set the admin password andrastnation connection options.
These are on theasswordscreen accessed from timain menu.

9. Use theLog Out andRestart buttons on the menu to apply your changes andrtabe
Wireless Access Point.

Setup is now complete.

Wireless stations must now be set to match the légiseAccess Point. See Chapter 4 for details.

If you can't connect:

It is likely that your PC’s IP address is incomphiwith the Wireless Access

Point’s IP address. This can happen if your LANgInet have a DHCP Server.
The default IP address of the Wireless Access Poit®2.168.0.1, with a Network
Mask of 255.255.255.0.

If your PC’s IP address is not compatible with tlyisu must change your PC’s IP
address to an unused value in the range 192.168.102.168.0.254, with a Net-
work Mask of 255.255.255.0. Ségpendix C - Windows TCP/I P for details for
this procedure.

Click Setup Wizardn the main menu to help you simplify the configtion.
10. Step through the Wizard until finished.

e You need to know the SSID and security settingsl bgethe APs. Check the data
carefully.

o Refer to the Wireless Mode Screen for more details.
11. If the connection fails:

e Check your data and all connections.

e Check that you have entered all data correctly.
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Wireless Setting Screens

The settings on this screen must match the settisgd by Wireless Stations.

Click Wireless Setting on the main menu to view a screen like the foliamyvi

Iﬁ!llF‘!.-hatu[:lli : 55

+ Setup Wizard

*Wireless
' Options
* Mode
* Schedule
* MAC Filter

" II"‘\I. P E

» Config File
* Upgrade Firmware

Setup Wizard - Basic Wireless Setting

The basic setting such as Network Name(SSID) for AP.

Region: — Select Region — -
802.11 Mode: 11b+g+n -
Bandwidth: 20MHZ only

Channel NO. 1 -

Extension Channel: Down channel

[TT1solation Between SSID
5SID: WAP-8002 ~

55D WAP-6002
Broadcast SSID
[] I1salation Within 331D

[ <Elack] [Nex‘t>] [ Cancel ]

Figure 8:Wireless Setting Screen

10
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Data - Wireless Setting Screen

Region

Region Select the country or domain matching your curlecation.
Options

802.11 Mode Select the desired option:

e Off - select this if for some reason you do not thista transmit
or receive at all.

e Bonly -if selected, only 802.11b connections are allawed
802.11g wireless stations will only be able to amstrif they are
fully backward-compatible with the 802.11b standard

e Gonly -only 802.11g connections are allowed. If you dmdye
802.11¢, selecting this option may provide a penforce im-
provement over using the default setting.

e 11b/g/n- this is the default, and will allow connectidns
802.11n, 802.11b and 802.11g wireless stations.

Channel No If "Automatic" is selected, the Access Point welext the best availa-

ble Channel.

If you experience interference (shown by lost catinas and/or slow
data transfers) you may need to experiment withuaiynsetting
different channels to see which is the best.

Extension Chan-
nel

Select the desired option from the drop-down list.

Isolation
between SSID

If Enabled, devices that have the different SSldsnet be able to
communicate with each other.

WMM Support

Enable or disable this feature as required.

Channel
Bandwidth

Select the desired bandwidth from the list.

11
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Wireless Mode Screen

Clicking theWireless Moddink on the main menu will result in a screen like following.

IAP Setup . - IWileIess Mode
A : ’ 5
= Setup Wizard ¥ Wireless Mode
Hode: AP mode .
' Options
' Mode SsiD: WAP-6002 ~
* Schedule 38D WAP-6002
* MAC Filter
T Broadcast SSID
[T 1solation Within SSID
GLE Security Setting: Disabled [ Configure SSID
* Upgrade Firmware

Figure 9: Wireless Mode Screen

Data - Wireless Mode Screen

Wireless Mode

Mode Select the desired mode:
e AP mode- operate as a normal Access Point

e Station - Infrastructure - Enter the SSID of the access
point whose signal you would like to join or cliok Site
Survey to see a list of available access points.

e Bridge - Point-to-Point - Bridge to a single AP. You must
provide the MAC address of the other AP in the PTP
Bridge AP MAC Address field.

e Bridge - Multi-Point - Select this only if this AP is the
"Master" for a group of Bridge-mode APs. The other
Bridge-mode APs must be set to Point-to-Point Bridg
mode, using this AP's MAC address. They then séind a
traffic to this "Master".

e WDS Repeate - act as a repeater for another Access Point.
If selected, you must provide the address (MAC esislr of
the other AP in themote AP MAC Addressfield. In this
mode, all traffic is sent to the specified AP.

e Universal Repeater- act as an universal repeater for
another Access Point. If selected, you must prothéead-
dress (MAC address) of the other AP in Remote AP
MAC Address field. In this mode, all traffic is sent to the
specified AP.

12
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AP Mode

IWireIess Mode

TWireless Mode

Mode:

S3ID:
V| 381D
¥| Broadcast SSID

Isolation Within SSID
Security Setting:

[Save ] | Cancel | | Help |

cd

AP mode -

WAP-6002 -
WaAP-6002

Disabled Configure 331D

Figure 10: AP Mode

AP Mode

SSID

With Multiple SSIDs, you can have 2 SSIDs on one R&
example, a Guest SSID without encryption for vistm have
Internet access only, and a Admin SSID with enéoyptor
private use to secure your company resources.

Select the desired SSID from the list to configure.

Broadcast SSID

If enabled, the Wireless ADSL Router will broadd#siSSID.
This allows PCs and other wireless stations toalli¢és Access
Point and use the correct SSID.

If disabled, PC users will have to manually enber $SID and
other details of the wireless interface before tteaty connect to
this Access Point.

Isolation within SSID

If Enabled, devices that have the same SSID wilbeoable to
see each other.

Security Setting

The current Wireless security is displayed. Thadkfvalue is
Disabled.

Configure SSID Button

Click this button to access the Wireless secutity-screen, and
view or change the settings. See the followingisedbr de-
tails.

13
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Station - Infrastructure

IWireIess Mode

TWireless Mode

Mode: Station - Infrastructure -
AP S8ID:
Security Setting: Disabled | Security Setting

Site Survey: Site Survey

[Saue ] | Cancel | | Help |

Figure 11: Station - Infrastructure

Station - Infrastructure

AP SSID Enter the desired SSID. Each profile must haveiguanSSID.
Security Setting The current Wireless security is displayed. Thadkfvalue is
Disabled.

Click Security Settindputton to access the Wireless security
sub-screen, and view or change the settings. ®&€feltbwing
section for details.

Site Survey Click the Site Surveyputton to see a list of available access
points.

14
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Bridge - Point To Point

IWireIess Mode

T\Wireless Mode

Mode: Bridge - Ponit To Point -
Security Setting: Disahled[ Security Setting
MAC Address

AP

[Save ][ Cancel ][Help]

Figure 12: Bridge - Point To Point

Bridge - Point To Point

Security Setting The current Wireless security is displayed. Thadkivalue is
Disabled.

Click Security Settindputton to access the Wireless security
sub-screen, and view or change the settings. &deltbwing
section for details.

MAC Address Enter the MAC address of the AP into the field ftowva the
following access point to be connected to the devic

15
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Bridge - Point To Multi-Point

¥Wireless Mode

Mode: Bridge - Ponit To Multi-Point -

Security Setting: Disabled I Security Setting

MAC Address List
AP
AP 2:
AP 3
AP 4

[Save ] [ Cancel ] I HeIpJ

Figure 13: Bridge - Point To Multi-Point

Bridge - Point To Multi-Point

Security Setting The current Wireless security is displayed. Thadkivalue is
Disabled.

Click Security Settindputton to access the Wireless security
sub-screen, and view or change the settings. &deltbwing
section for details.

MAC Address List Enter the MAC address(es) of the AP(s) into thkel§i¢o allow
the following access points to be connected talthace.

16
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WDS Repeater

¥\Wireless Mode

Mode:

331D:
V| 851D
| Broadcast 351D

Isolation Within SSID
Security Setting:

MAC Address List
AP A
AP 2:
AP 3
AP 4

[Saue ] | Cancel | | Help|

WD'S Repeater -

WAP-6002

WAP-6002

Disabled Configure 331D

Figure 14: WDS Repeater

WDS Repeater

SSID

Enter the desired SSID. Each Profile must haveiguenSSID.

Broadcast SSID

If enabled, the Wireless ADSL Router will broadc#siSSID.
This allows PCs and other wireless stations toaliehés Access
Point and use the correct SSID.

If disabled, PC users will have to manually enber $SID and
other details of the wireless interface before ttety connect to
this Access Point.

Isolation within SSID

If Enabled, devices that have the same SSID wilbsoable to
see each other.

Security Setting

The current Wireless security is displayed. Thadkfvalue is
Disabled.

Configure SSID Button

Click this button to access the Wireless secutity-screen, and
view or change the settings. See the followingisedbr de-
tails.

MAC Address List

Enter the MAC address(es) of the AP(s) into thiel§i¢o allow
the following access points to be connected talthece.

17
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Universal Repeater

T\Wireless Mode

Mode:

33ID:
V| 531D
| Broadcast S5ID

Isolation Within SSID
Security Setting:

AP Client 3510:
Security Setting:
Site Survey:

|Save | | Cancel || Help |

Universal Repeater -

WaP-6002

WAP-6002

Disabled | Configure SSID |

Disabled | Security Setting |

Site Survey

Figure 15: Universal Repeater

Universal Repeater

SSID

Enter the desired SSID. Each Profile must haveiguenSSID.

Broadcast SSID

If enabled, the Wireless ADSL Router will broadcésSSID.
This allows PCs and other wireless stations toad¢iés Access
Point and use the correct SSID.

If disabled, PC users will have to manually enter $SID and
other details of the wireless interface before ttey connect to
this Access Point.

Isolation within SSID

If Enabled, devices that have the same SSID willb@oable to
see each other.

Security Setting

The current Wireless security is displayed. Thadkivalue is
Disabled.

Configure SSID Button

Click this button to access the Wireless securityscreen, and
view or change the settings. See the followingisedor de-
tails.

AP Client SSID

Enter the desired SSID. Each profile must haveiguenSSID.

Security Setting

The current Wireless security is displayed. Thadkivalue is
Disabled.

Click Security Settindputton to access the Wireless security
sub-screen, and view or change the settings. &deltbwing
section for details.

18
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Security Settings

Select the desired option, and then enter thengstfor the selected method.

The available options are:

None- No security is used. Anyone using the corredDS&n connect to your network.

WEP - The 802.11b standard. Data is encrypted befaresmission, but the encryption
system is not very strong.

WPA-PSK - Like WEP, data is encrypted before transmissi@RA is more secure than
WEP, and should be used if possible. The PSK (Raeesl Key) must be entered on each
Wireless station. The 256Bit encryption key is dedi from the PSK, and changes fre-
quently.

WPA2-PSK - This is a further development of WPA-PSK, anfiiaf even greater security,
using the AES (Advanced Encryption Standard) mettfaehcryption.

802.1x- This uses the 802.1x standard for client autbatibn, and WEP for data encryp-
tion.

If this option is selected:
e This Access Point must have a "client login" onRaalius Server.
e Each user must have a "user login" on the Radingege

e Each user's wireless client must support 802.1xpaadide the login data when re-
quired.

e All data transmission is encrypted using the WERdard. You only have to select
the WEP key size; the WEP key is automatically gaieel.

19



Wireless Access Point User Guide

Security Settings - None

Setup Wizard - Wireless Security/Encryption Setting for AP

Set the wireless security and encryption.

Security System: Digabled -

[ =Back | [Finish ]| [ Cancel |

Figure 16: Wireless Security - None

No security is used. Anyone using the correct S&b connect to your network.

Security Settings - WEP

This is the 802.11b standard. Data is encryptedrbefansmission, but the encryption system
is not very strong.

Setup Wizard - Wireless Security/Encryption Setting for AP

Setthe wireless security and encryption.

Security System: WEP -

Authentication Type: Automatic -

WEP Data Encryption: G4 bit (10 Hex chars) -

Key 1: @
Key 2: )
Key3: O
Key4: )
Passphrase:

[ <Back | [ Finish | [ cancel |

Figure 17: WEP Wireless Security Screen

20
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Data - WEP Screen
WEP

Authentication Normally, you can leave this at “Automatic”, sottNdireless Stations
can use either method ("Open System" or "Shared.Key

If you wish to use a particular method, selectappropriate value -
"Open System" or "Shared Key". All Wireless stasionust then be set
to use the same method.

Data Select the desired option, and ensure your Wiraled®ns have the
Encryption same setting:

e 64 Bit (10 Hex char)- Keys are 10 Hex (5 ASCII) characters.
e 128 Bit (26 Hex char)- Keys are 26 Hex (13 ASCII) characters.

Key Select the key you wish to be the default. Trartswhitata is
ALWAYS encrypted using the Default Key; the othezys are for
decryption only.

You must enter &ey Value for theDefault Key.

Key Value Enter the key value or values you wish to use. Régis required, the
other keys are optional. Other stations must hheesame key.

Passphrase If desired, you can generate a key from a phras¢ead of entering the
key value directly. Enter the desired phrase, dic#l the "Generate
Keys" button.

Security Settings - WPA-PSK

Like WEP, data is encrypted before transmissionAdPmore secure than WEP, and should
be used if possible. The PSK (Pre-shared Key) brigintered on each Wireless station. The
256Bit encryption key is derived from the PSK, ahdnges frequently.

Setup Wizard - Wireless Security/Encryption Setting for AP |

[ 1 1] |
Setthe wireless security and encryption. != !

Security System: WPA-PSK -

PSSk

Encryption: TKIP ~

[ <Elack] [ Finish] [ Cancel ]

Figure 18: WPA-PSK Wireless Security Screen
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Data - WPA-PSK Screen

WPA-PSK

PSK

Enter the key value. Data is encrypted using a 2368 derived
from this key. Other Wireless Stations must usestrae key.

Encryption

The WPA-PSK standard allows different encryptiorithmds to
be used. Select the desired option. Wireless S&fimust use the
same encryption method.
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Security Settings - WPA2-PSK

This is a further development of WPA-PSK, and affeven greater security, using the AES
(Advanced Encryption Standard) method of encryption

Setup Wizard - Wireless Security/Encryption Setting for AP

Setthe wireless security and encryption.

Security System: WPAZ-PSK
PSK:
Encryption: TKIP -

[ <Elack] [Finish] [ Cancel ]

Figure 19: WPA2-PSK Wireless Security Screen

Data - WPA2-PSK Screen

WPA2-PSK

PSK Enter the key value. Data is encrypted using a #8368 derived
from this key. Other Wireless Stations must usestmae key.

Encryption The WPA-PSK standard allows different encryption methads t
be used. Select the desired option. Wireless S&timist use the
same encryption method.
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Security Settings - 802.1x

This uses the 802.1x standard for client authetimicaand WEP for data encryption. If this
option is selected:

e This Access Point must have a "client login" onRaalius Server.

e Each user must have a "user login" on the RadingeEeNormally, a Certificate is used to
authenticate each user. See Chapter4 for detailsesfconfiguration.

e Each user's wireless client must support 802.1x.

e All data transmission is encrypted using the WERd@ard. You only have to select the
WEP key size; the WEP key is automatically generate

Setup Wizard - Wireless Security/Encryption Setting for AP

Setthe wireless security and encryption.

Security System: WPA-B02 1x R4

Server Addrass:

Radius Port: 1812
Shared Key :

Encryption: TKIP

[ {Eack] [ Finish] [ Cancel ]

Figure 20: 802.1x Wireless Security Screen

Data - 802.1x Screen

Server Address Enter the server address here.
Radius Port Enter the port number used for connections to ¢dil® Server.
Shared Key Enter the shared key. Data is encrypted using alkeyed from the

network key. Other Wireless Stations must use &neeskey. The key
must be from 8 to 63 characters in length.

Encryption The encryption method is TKIP. Wireless Stationsnalso use
TKIP.

24



Access Point Setup

MAC Filter

Use this feature to determine which Wireless statican use the Access Point.

Click MAC Filter on the main menu to view a screen like the foliayyi

¥ Mac Address Filter

Allow access by: @ ALL Wireless stations

Trusted Wireless stations only Set Stations

[save | [ cancel | | Help|

Figure 21: MAC Filter Screen

Data - MAC Filter Screen
MAC Filter

Allow access Use this feature to determine which Wireless statican use the

by ... Access Point. The options are:

e All Wireless Stations- All wireless stations can use the access
point, provided they have the correct SSID and sicsettings.

e Trusted Wireless stations only- Only wireless stations you
designate as "Trusted" can use the Access Poi, iEthey have
the correct SSID and security settings.

This feature uses the MAC address to identify VéBslstations.
The MAC address is a low-level network identifignigh is unique
to each PC or network device.

To define the trusted wireless stations, use tle¢ SEations" but-
ton.

Set Stations Click this button to manage the trusted PC database
Button

Noted: The maximum amount of MAC addresses is 20,0 more can be added.
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Trusted Wireless Stations

To change the list of trusted wireless stations,theModify Listbutton on théAccess Control
screen. You will see a screen like the sample helow

T Trusted Wireless Stations

Manage Station

Trusted Wireless Stations Other Wireless Stations
<]
&)
Edit
Add Station
MName:
Address: (Physical/MAC address)
Add Clear

Help Back

Figure 22: Trusted Wireless Stations

Data - Trusted Wireless Stations

Trusted Wireless This lists any Wireless Stations which you havdgiesed as
Stations “Trusted”.
Other Wireless This list any Wireless Stations detected by thee&sdPoint, which
Stations you have not designated as "Trusted".
Name The name assigned to the Trusted Wireless Statisa this when
adding or editing a Trusted Station.
Address The MAC (physical) address of the Trusted Wire8&dion. Use
this when adding or editing a Trusted Station.
Buttons
<< Add a Trusted Wireless Station to the list (moarfithe "Other
Stations" list).
e Select an entry (or entries) in the "Other Statidiss, and click
the " << " button.
e Enter the Address (MAC or physical address) oftireless
station, and click the "Add " button.
>> Delete a Trusted Wireless Station from the listento the "Other

Stations" list).
e Select an entry (or entries) in the "Trusted Stegtidist.
e Click the " >> " button.
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Edit

To change an existing entry in the "Trusted Statidist, select it

and click this button.

1.
2.

3.
4.

Select the Station in the "Trusted Station" list.
Click the "Edit" button. The address will be coptedhe

"Address" field, and the "Add" button will change"Update".

Edit the address (MAC or physical address) as redui
Click "Update" to save your changes.

Add

To add a Trusted Station which is not in the "Othareless Sta-
tions" list, enter the required data and click thiston.

Clear

Clear theNameandAddresdields.
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Wi-Fi Protected Setup

Click WiFi Protected Setupn the main menu to view a screen like the foltayi

¥ WiFi Protect Setup

¥| Enable WPS

AP PIN Code: 67641925 Regenerate

Join Wireless Client

WPS Status: Idle | Refresh

Input Client PIN Code: 12345670 \%l
Push Button Config: Start PBC

|Save || Cancel ||He|p|

Figure 23: WPS Screen

Data - WPS Screen
WPS

Enable WPS WPS (Wi-Fi Protected Setup) was created and deeélby the Wi-Fi
Alliance. This feature can help to simplify the pedure of configuring
security on a wireless network instead of enteaiththe required data
manually. WPS only works with either WPA-PSK or WRRSK
encryption method.

AP PIN Code Enter the desired pin value manually or click tren&atebutton to
have the new pin code displayed in the field.

Input Client PIN | Enter the PIN code from the client device in tigddf and clickOK
Code button.

Push Button Push a simulated push button in the software omitedess client to
Config initiate WPS mode. You will also need to pressabial WPS button
of the Wireless access Point.

Click the Start PBCbutton.
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Chapter 4
PC and Server Configuration

This Chapter details the PC Configuration requifedeach PC on the local
LAN.

Overview

All Wireless Stations need to have settings whiettam the Wireless Access Point. These
settings depend on the mode in which the Access Bobeing used.

e If using WEP or WPA-PSK, it is only necessary teu@e that each Wireless station's
settings match those of the Wireless Access Paintlescribed below.

e For 802.1x modes, configuration is much more complée Radius Server must be
configured correctly, and setup of each Wireleatist is also more complex.

Using WEP

For each of the following items, each WirelessiStamust have the same settings as the
Wireless Access Point.

Mode On each PC, the mode must be sdhfoastructure.
SSID (ESSID) | This must match the value used on the Wireless gscBeint.

The default value isi r el ess

Note! The SSID is case sensitive.

Wireless e Each Wireless station must be set to use WEP datggion.

Security e The Key size (64 bit, 128 bit, 152 bit) must betsemnatch the
Access Point.

e The keys values on the PC must match the key valuéise Access
Point.

Note:

On some systems, the key sizes may be shown ats 208bit, and
128bit instead of 64 bit, 128 bit and 152bit. Tdierence arises be-
cause the key input by the user is 24 bits lessttmakey size used for
encryption.
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Using WPA-PSK/WPA2-PSK

For each of the following items, each WirelessiStamust have the same settings as the
Wireless Access Point.

Mode On each PC, the mode must be sdnfoastructure.
SSID (ESSID) | This must match the value used on the Wireless #scBeint.
The default value isi r el ess
Note! The SSID is case sensitive.
Wireless On each client, Wireless security must be set tAAWBK.
Security e ThePre-shared Keyentered on the Access Point must also be

entered on each Wireless client.

e TheEncryption method (e.g. TKIP, AES) must be set to match the
Access Point.
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802.1x Server Setup (Windows 2000 Server

This section describes usiiMjcrosoft Internet Authentication Servas the Radius Server,
since it is the most common Radius Server availdtaesupports the EAP-TLS authentication
method.

The following services on the Windows 2000 Domaanteoller (PDC) are also required:

e dhcpd
e dns
e rras

o webserver (IIS)
e Radius Server (Internet Authentication Service)
e Certificate Authority

Windows 2000 Domain Controller Setup

1. Rundcpromo.exdrom the command prompt.

2. Follow all of the default prompts, ensure that Disl$stalled and enabled during installa-
tion.

Services Installation

1. Select theControl Panel Add/Remove Programs
2. Click Add/Remove Windows Componedntsn the left side.
3. Ensure that the following components are activésetected):

e Certificate ServicesAfter enabling this, you will see a warning thtfa¢ computer
cannot be renamed and joined after installing foeate services. Seled¥testo select
certificate services and continue

e World Wide Web ServeselectWorld Wide Web Serven thelnternet Information
ServiceqllS) component.

o From theNetworking Servicesategory, seleddynamic Host Configuration Protocol
(DHCP), andnternet Authentication Servig®NS should already be selected and in-
stalled).
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Windows Components Wizard

wWindows: Components
ou can add or remove components of Windows 2000,

To add or remove a component, click the checkbox, A shaded box means that only
part of the component will be installed. To zee what's included in a compaonent, click

Details.

Components:

Accessories and Utilities 121 MB ﬂ
B3 Centificate Services 1.4 MB

O <> Cluster Service 25 MB

ZP Indexing Service 0.0 MB

Wl & Intemat Infrmmatinn Servires 115 21RMR T

Description:  Message Dueuing provides loosely-coupled and reliable network
communication services.

Total digk space required: 127 MB Dt
Space available on disk; £699.9 ME [ Dseie. |

< Back I Mest » I Cancel |

Figure 24: Components Screen
4. Click Next
5. Select theenterprise root CAand clickNext

Windows Components Wizard x|

Certification Authority Type
There are four types of certification autharities.

Certification Autharity types: Diegcription:
% Enterprise root Ci, The most tusted CA in an -]
enterprize. Should be installed
™ Erterprize subordinate Cé before any other CA. Requires

Active Directary.
" Stand-alone root CA

" Stand-alone subordinate CA j

[ Advanced options

< Back I MNext > I Cancel

Figure 25: Certification Screen
6. Enter the information for the Certificate Authorignd clickNext



Windows Components Wizard

CA Identifying Information
Enter information o idewtify this Cé,

PC and Server Configuration

|

C& name: IWireIessCA
Orgamization: Ilj rganization
Organizational unit: Isystems

City: IDakIand

State or province:

Im Country/region:

T

E-mail: ch@yourdomain.tld
C& description: IWi[eless Ca|
Vald for 2 [Yews =] Ewies  [ori7j200s 638

< Back I Mest » I

Cancel |

Figure 26: CA Screen

7. Click Nextif you don't want to change the CA's configuratitata.

8. Installation will warn you that Internet Informatic&Gervices are running, and must be
stopped before continuing. Cli€kk, thenFinish.

DHCP server configuration

1. Click on theStart- Programs- Administrative Tools DHCP
2. Right-click on the server entry as shown, and $&legv Scope

8 pHCP

5 (=1

| Action Wisw |J¢'-I||X|@“

Tree | | rowan [192,168.0,21]

52 DHCP |

Display Statistics. .,

Me: 2.,

Mew Multicast Scope, ..

Configure the DHCP Server

fore a DHCP server can issue IP
dresses, you must create a scope and

Reconcile All Socopes. .
Autharize

Wthorize the DHCP server.

Define User Classes, .,
Define Yendor Classes, .,
Set Predefined Sptions. .,

cope is a range of [P addresses that is
signed to computers requesting a
natric IP address, Authorization is a
curity precaution that ensures that only

All Tasks

tthorized DHCP servers run on your
twvork.

=

Delete
Refresh

To add & new scope, on the Action menu,
l Mew Scope.

Properties

o authorize this DHCP server, o the
tion menu, click Authorize.

Help:

[Create a new scope

Figure 27: DHCP Screen

3. Click Nextwhen the New Scope Wizard Begins.
4. Enter the name and description for the scope, dliekt
5. Define the IP address range. Change the subnetimastessary. Clickext
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MNew Scope Wizard x|
IP Address Range —
rou define the scope address range by identifying a et of conzecutive |P
addresses.

Enter the range of addresses that the scope distributes.
Start IP address: | 192 .168. 0 . 100

EndIP address: | 192 .168. 0 . 200

A subnet mask definez how many bits of an IP address to uze for the network./subnet
1Dz and haw many bits to uze for the host |D. Y'ou can specify the subnet maszk by
length or az an IP address.

Length: 24 =

Submet mazk: I 255,255,286 0

< Back I Mest » I Cancel

Figure 28:1P Address Screen

6. Add exclusions in the address fields if requiréchd exclusions are required, leave it
blank. ClickNext

7. Change thé.ease Duratiortime if preferred. ClickNext
8. SelectYes, | want to configure these options nand clickNext

9. Enter the router address for the current subnet.rdtiter address may be left blank if
there is no router. Clickext

10. For the Parent domain, enter the domain you sjeekcitir the domain controller setup, and
enter the server's address for the IP addresk Réxt

MNew Scope Wizard x|

Domain Mame and DN5S Servers —r
The Domain Mame Syster [DMS) maps and tranzlates domain names uzed by

clients on pour netwark.

‘f'ou can specify the parent domain you want the client computers on your network to use for
DMNS hame resolution.

Parent domain:  |*ireless. pourdomain.tid

To configure scope clients to use DMS servers on your netwark, enter the P addresses for those
TEIVES,

Server name: IP address:

||. . . fild

Biesclve | 192.168.0.250 Femave

]

[

Do

< Back I Mest » I Cancel |

Figure 29: DNS Screen

11. If you don't want a WINS server, just cliblext
12. SelectYes, | want to activate this scope nd@lick Next thenFinish.
13. Right-click on the server, and seléaithorize It may take a few minutes to complete.
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Certificate Authority Setup

1. SelectStart- Programs- Administrative Tools Certification Authority
2. Right-click Policy Settingsand seleciew- Certificate to Issue

{85 Certification Authority i i =] |
J&CEIDH iew |J¢.-p||||§ |
Tree I | Intended Purpose
@ Certification Authority (Local) (dErs Recovery Agent File Recovery
EI@ WirelessCa sic EFS Encrypting File System
i--[(7 Revoked Certificates main Controller Client Authentication, Server Authentic
(2 Issued Certificates eb Server Server Authentication
[Z Pending Requests mpuker Client Authentication, Server Authentic
: (Z Failed Requests et Encrypting File System, Secure Email, ¢
‘a v mc’ It'F' It lt i = n Authority
- e ertificate ta Issue
._,.—r Code Signing, Microsoft Trust List Signi
Wiew 3
Refresh
Export List. ..
Help
‘ I =
Creates a new object in this container. [ |

Figure 30: Certificate Authority Screen

3. SelectAuthenticated Sessi@andSmartcard Logorgselect more than one by holding down
the Ctrl key). ClickOK.

1 Select Certificate Template - l‘ﬁl

Select a cerificate template to issue certificates

I S
Uzer Signature Only Secure Email, Clier
Smartcard User Secure Email, Clier”
FL Authenticated Session Client Authenticatic
Client Autherticatic

Code Signing Code Signing

g Tzt Lizt Signing Microsoft Trust List
[ﬁ Frrallment &oenk Certificate Fenesf
4 »

|
oK I Cancel |

Figure 31: Template Screen

4. SelectStart- Programs- Administrative Tools Active Directory Users and Computers
5. Right-click on your active directory domain, andeséProperties.
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<% Active Directory Users and Computers = ﬂlﬂ
|]@.gﬂnsnle Wwindow  Help ‘- g L”
[ aton vow | ¢ = |G]m ¥ SRR 2| 0BBYRE |
Trael Domain Controllers 1 objects
3_ Active Direckary Users |Mame [ Type | Description |
- ] uumn.rmE e Computer
- Delag_ate Contral,..
@[ Fnd..
(¢ Connect ta Domain...
E-[  Connect to Domain Controller...
- Operations Masters, .
hlew (3
All Tasks 3

Mew Window from Here

Refresh

N |

|Opens property sheet For the current selection, [ |

iastart”] T 8 “ Porce | Gicontr.| Faddh., | ecabi. | Gt |[SGacuv... @Ervpe.| [Sd BelS 255

Figure 32: Active Directory Screen
6. Select theGroup Policytab, choos®efault Domain Policyhen clickEdit.

wireless.yourdomain.tid Properties L 2] x|

Genelall hanaged By Group Policy |

= Cunent Group Folicy Object Links for wireless

Group Policy Object Links | Mo Overnide | Dizabled |

8 Default Domain Policy

Group Palicy Objects higher in the list have the highest priarity.
Thig ligt obtained fram: rowan wirgless yourdomain.Hd

Mew | add. | Ede | iy |

Options... | Delete... | Properties | [alrr |

[ Block Policy inheritance

oK I Cancel | Anpli |

Figure 33: Group Policy Tab

7. SelectComputer Configuration Windows SettingsSecurity SettingsPublic Key Poli-
cies right-click Automatic Certificate Request Settingslew- Automatic Certificate
Request
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J&ttlnn Wis “@ﬂ -bl‘l[_%@

PC and Server Configuration

L |

Tree |

ﬁz Default Domain Policy [swpa-dell2k. swpa.sercomm.com.bw] P

E@ Computer Configuration

H :] Software Settings

-1 Windows Settings

2] Scripks (StartupfShutdown)

B Security Settings
-2 Accourt Policies
[22) Local Policies
Eg‘ﬂ Event Log
- (8 Rrestricted Graups
- {8 System Services
-8 Registry
- {18 File System
HCJ Public key Policies

A P

L

L__;I Enterprise Trusk

E-{2] Administrative Templates
=] @ User Configuratian

{2 Software Settings

& C] Windows Settings

B[ Admiristrative Templates

4l

i L__'j Encrypted Data Recovery Agents

(20 Trusted Rook Certification Authoriti

1
=53

.g IP Security Policies on Active Directary

ings,

Il

Refresh
“Export List...

Help

Automatic Certificate Request  ~

|Create anew Automatic Certificate Request object and add it to the Security Configuration Editar.

Eﬂstart” | Haa “ N Clipboard - Ir...l @A:tive Diractory.‘..l @Gnouﬁ Palicy

8. When the Certificate Request Wizard appears, diekt
9. SelectComputerthen clickNext

10.
11.
12.

Automatic Certificate Request Setup Wizard

Certificate Template

The next time & computer logs on, a cerificate baged on the template pou select iz

pravided:

||§2l§rnup Policy

Figure 34: Group Policy Screen

| B el 5 zseem

& cerlificate template iz a set of predefined properties for certificates issued to

computers, Select a template from the following list.

Certificate templates:

Hame

| Intended Purpozes

Computer
Cramain. Caontraller
Enrollment Agent [Computer]
IPSEC

Client Authentication, Server Authenticatior
Clignt Authentication, Server Authenticatior

Certificate Bequest Agent
136158822

2]

< Back I MNewut » I

Caricel |

Figure 35: Certificate Template Screen

Ensure that your certificate authority is checkidn clickNext
Review the policy change information and clikish.

Click Start- Run typecmdand press enter.
Entersecedit /refreshpolicy machine_policy
This command may take a few minutes to take effect.
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Internet Authentication Service (Radius) Setup

1. SelectStart- Programs- Administrative Tools Internet Authentication Service
2. Right-click onClients and selecNew Client

"‘.:F Internet Authentication Service

| taon von || & » | Dim| @

=10j x|

£

Tree I

Friendly Mame: |.¢\ddress |Pr0t0c0l

%3 Internet Authentication Service (Local)

Mew 3
Wil r
Expork List, .,
Help

4 |

Figure 36: Service Screen

3. Enter a name for the access point,
4,

entered on th&ecurity Settingef the
5. Click Finish.
6.
7.
8. Click Add...

chtekxt

Wireless Access Point.

Right-click onRemote Access PolicieselectiNew Remote Access Policy
Assuming you are using EAP-TLS, name the paodiap- t | s, and clickNext

Enter the address or name of the Wireless Acceiss, Rod set the shared secret, as

If you don't want to set any restrictions and aditbon is required, sele®@ay-And-Time-

Restrictionsand clickAdd...

i Select Attribute

Select the type of attibute ta add, and then click the Add button,

Attribute types;

2

Hame

I [escription

Called-Station-1d
Calling-Station-1d
Client-Friendly-Name
Client-IP-4ddress
Client-vendor
Dap-tind-Time-F

Framed-Pratocal
MAS - dentifier
MaS5-IP-Address
MaS-Port-Type
Service-Type
Tunnel-Type
YWindows-Groups

.<|

Fhone number dialed by user

Phione number from which call ariginated
Friendly name for the R&DIUS chent. [145
IP addrezs of RADIUS client. (145 only)
Marufacturer of RADIUS prosy or MAS. [
Time penods and days of week during wh
The protocal to be used

String identifying the MAS originating the 1
|P addrezs of the MAS ariginating the requ
Type of physical port uzed by the MAS o
Type of zervice uszer has requested
Tunneling protocols to be uzed

Windows groups that user belongs to

I L

Add... Cancel |

Figure 37: Attribute Screen

9. Click Permitted thenOK. SelectNext

10. SelectGrant remote access permissid@iick Next
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11. Click Edit Profile...and select thAuthenticatiortab. Enablé&Extensible Authentication
Protocol and selecBmart Card or other CertificatdDeselect other authentication me-

thods listed. CliclOK.

Edit Dial-in Profile L 2]

Diakin Constraints | IP | itk
Authentication | Encryphion | Advanced

Check the authentication methods which are allowed for thiz connection,

—Iv Estensible Authentication Pratocol

Select the EAP type which is aceeptable for this policy.

ISmartEaldorotherEertificate j Canfigure... |

[~ Miciosoft Encrypted Authentication version 2 [MS-CHAP +2)
[~ Miciozoft Encrypted Authentication [MS5-CHAR)

™ Enctypted &uthentication [CHAP]
™ Urenciypted Suthertication [PAP. SPAF)

— Unauthenticated Access

Allaw remote PPP chients bo connect without negotiating
any authentication method,

oK I Cancel Apply

Figure 38: Authentication Screen
12. SelectNoif you don't want to view the help for EAP. CliEknish.
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Remote Access Login for Users

1. SelectStart - Programs - Administrative Toelsctive Directory Users and Computers
2. Double click on the user who you want to enable.

3. Select théial-in tab, and enablallow accessClick OK.

alex Properties 4 |
Terminal Services Profile I Exchange General
E-mail Addresses I Exchange Features
General | Address | Account I Frofile I Telephones I Qrganization
Member OFf Dialin I Enwiranment I Sessions I Remate contral

— Remote Access Permizzion [Dialin or YPM)
& Allow access
" Deny access

= Control access trough Femate &ocess Palicy

™ Werify CallerD:
— Callback Optian:

& NoCallback
{~ Set by Caller [Routing and Remaote dccess Service anly)
 Always Callback bo: I

I™ &ssigna Static [P Address I
| &pply Static Foutes

Define routes ta enable for this Diakin Gtatic Foutes.. |
connection.

0k I Cancel | Apply | Help |

Figure 39: Dial-in Screen
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802.1x Client Setup on Windows XP

Windows XP ships with a complete 802.1x client iempéntation. If using Windows 2000, you
can install SP3 (Service Pack 3) to gain the sametibnality.

If you don't have either of these systems, you msstthe 802.1x client software provided with
your wireless adapter. Refer to your vendor's dasation for setup instructions.

The following instructions assume that:

e You are using Windows XP

e You are connecting to a Windows 2000 server fonentication.

e You already have a login (User name and passwardheWindows 2000 server.

Client Certificate Setup

1. Connect to a network which doesn't require porti@utication.

2. Start your Web Browser. In theddresshox, enter the IP address of the Windows 2000
Server, followed by certsrv
eg
http://192.168.0. 2/ certsrv
3. You will be prompted for a user name and passwenter theUser nameandPassword
assigned to you by your network administrator, elick OK.

Connect to 192.168.0.2

2%
: Eﬂlll "‘l,_‘_‘-_

Connecting te 192,1658.0,2

User name: | L 5} w

T
Password: |

[CJRemember my password

[_ (] 4 ] [ Cancel

Figure 40: Connect Screen

4. On the first screen (below), selé&dquest a certificajelick Next
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A Microsoft Certificaie Services - Microsoft Internet Exploren |Z] E [Z|
File Edit View Favorites Tools  Help ":f“
S e = - »
@ Back - ':_J |£| @ _:J /‘.} Search "-Tvr\\? Favorites @ Media {;}
Address |g’j htkp:f (192, 168.0.2fcertsry v| Go Links P
i
Microsoft Certificate Sernces - W
Welcome
You use this web site to request a certificate for your web browser, e-
mail client, or other secure program. Once you acquire a certificate, you
willl be able to securaly identify yourself to other people over the web,
Sign your e-mail messages, encrypt your e-mail messages, and maore
depending upon the type of certificate vou reguest.
Select a task:
O Retrieve the CA certificate or certificate revocation list
@ Request a certificate
O Check on a pending certificate
g
B
@ Done ] Inkernet

Figure 41: Wireless CA Screen

5. SelectUser certificate requestind selectser Certificate the clickNext

ZA Microsoft Certificate Services - Micrasoft Internet Explorer |L]|E|E|
File Edit Wiew Fawaorites Tools  Help :zl\

= »
(

@Back B ‘\,_/ |£| @ _:j /"'\‘ Search ‘\(’;‘\?Favorltes Q‘Medla {f}

Address |@ hitkp:ff192, 168,02/ certsty/certrgus, asp V| GoLpks

b

Choose Request Type

Please select the type of request you wiould like to make:

® User certificate request:

@ Advanced request

62

@ Dome # Internet

6. Click Submit

Figure 42: Request Type Screen
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<} Microsoft Certificate Services - Microsoft Internet Explorer _HE”E|
File Edit View Favorites Tools Help "a*
= = o = i ¥
@ Back = '\.,_,J |ﬂ @ _i] )} Search E\? Favarites @ Media {j}
Address @ htbpiff192,168,0.2 fcertsry frertrabi.asp?type=0 V’| o Lirks ™

Microsoft Certificate

User Certificate - Identifying Information

All the necessary identifving information has already been collected. You
may novy submit your request,

[ flore Options == J

@ Diorie:

a In_ternet

Figure 43: Identifying Information Screen

7. A message will be displayed, then the certificailelve returned to you.
Click Install this certificate

2} Microsoft Certificate Services - Microsoft Internet Explorern

File Edit Wiew Favorites Tools  Help J*‘.'
= —h » = a4 > »
@ Back ~ () \ﬂ @ f_;j /»J Search i\? Fawarites e\ Media @
— :
Address @http:.f.l’192.168.0.2,|’certsrv,|’certfnsh.asp e =1 Go Links. ™

Microsoft Cerificate Se

Certificate Issued

The certificate you requested was issued to you.

Install this cerificate

@ Dane

] Internet

Figure 44:Certificate Issued Screen

8. . You will receive a confirmation message. Cliks
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Root Certificate Store B

15 Do vou wank to ADD the Following certificate to the Roaot Skare?

Subject ; WirelessCh, Svstems, Wireless Widgets, College Park, MD, US, ca@yourdarain. tid
Issuer : Self Issued

Time Yalidity ; Thursday; Gctober 11, 2001 through Saturday, Qctober 11, 2003

Serial Number @ 7E7A300 BE37SRAS ¢F77EOS] S51337C7

Thumbprint {shal) : ESECIFSD BAIBGTEE FOCOS5AE 51017043 BETAOCET

Thurnbprink (rmdS) : 6F171E64 D438B251 A4242464 CDEERLET

P |

Figure 45: Root Certificate Screen

9. Certificate setup is now complete.

802.1x Authentication Setup

1. Open the properties for the wireless connectiorsdigctingStart - Control Panel -
Network Connections.

2. Right Click on thewireless Network Connectipand selecProperties

3. Select thAuthenticationTab, and ensure thBhable network access control using IEEE
802.1Xis selected, an8mart Card or other Certificatis selected from the EAP type.

L Wireless Network Connection Properties D.

General | Wireless Netwnlks”_? Authentication ;_.;-’-‘«dvanced

Select thiz option to provide authenticated network. access for
wired and wireless Ethemet networks.

Enable network access control uzing [EEE 802 1%

EAP type:

Althenticate as computer when computer infarmation is available

[] Authenticate as guest when user or computer information is
unavailable

[ 0K ] [ Cancel

Figure 46: Authentication Tab

Encryption Settings

The Encryption settings must match the APs (Ac&assts) on the Wireless network you wish

to join.

e Windows XP will detect any available Wireless netke and allow you to configure each
network independently.
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e Your network administrator can advise you of theeat settings for each network. 802.1x
networks typically use EAP-TLS. This is a dynaméy lsystem, so there is no need to en-
ter key values.

Enabling Encryption

To enable encryption for a wireless network, follis procedure:
1. Click on theWireless Networktab.

-1 Wireless Network Connection Properties

| General| Wieless Networks | Authentication | Advanced|
|Jze Windows ta configure my wirgless network, settings

Available networks:
To connect to an available network, click Configure.

4 mizslaird - I Configure

i rtest

: 3|

Freferred netwarks:

Automatically connect to available networks in the order listed

belo: .
| 9 umd | Mewe up
izslaind |
L misslain |
[ Add... l [ Remove ] [ Froperties l

Learn about setting up wireless netwark
confiquration,

[ OK ][ Cancel J

Figure 47: Wireless Networks Screen

2. Select the wireless network from tAgailable Networkdist, and clickConfigure

3. Select and enter the correct values, as advisgduryNetwork Administrator.
For example, to use EAP-TLS, you would endbéta encryptionand click the checkbox
for the settingrhe key is provided for me automaticallg shown below.
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Wireless Network Properties

Metwork name [S5107 |misslair.-’-‘« |

Wireless netwaork: key [WEF]
This network, requires a key for the following:

[rata encivption PWEF enabled)
[] Metwark Authentication (Shared mode)

The key iz provided for me automatically

[] This iz & computer-ta-camputer [ad hac) netwark,; wirelezs
access points are not uzed

[ OF. ] I_ Cancel

Figure 48: Properties Screen

Setup for Windows XP and 802.1x client is now cogtgl
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Using 802.1x Mode (without WPA

This is very similar to using WPA-Enterprise.

The only difference is that on your client, you tlN©T enable the settinthe key is provided
for me automatically

Instead, you must enter the WEP key manually, émgitrmatches the WEP key used on the
Access Point.

Wireless Network Properties

MNetwork name [SSID]: | misslaird
Wireless network key (WEP)
This network requires a key for the following:

Data encryption MWEP enabled)
[ ] Network Authentication [Shared mode)

[ ] The key is provided for me automatically

This is a computer-to-computer [ad hoc) network.; wireless
access points are not used

L oK ] [ Cancel

Figure 49: Properties Screen
Note:

On some systems, the "64 bit" WEP key is show@dit" and the "128 bit" WEP key is
shown as "104 bit". This difference arises becdlisdey input by the user is 24 bits less than
the key size used for encryption.
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Chapter 5
Access Point Management

This Chapter explains when and how to use the ¥ésehccess Point's
"Management" Features.

Overview

This Chapter covers the following features, avadain the Wireless Access Poinvkanage-
ment menu.

e Status

e Password

e Config File

e Upgrade Firmware

Status Screen

Use theStatus link on the main menu to view this screen.

I Status

TLAN

IP Address: 192.168.0.1
Network Mask: 2552552550 E
MAC Address. 00:C0:02:FF.CD:20
T Wireless

Region: Asia

Channel "

Wireless Mode: AP mode

SsiD1

Name (SSID1): WAP-6002
Broadcast Name: enable

MAC Address: 00:C0:02:FF:CD:20
S$siD2

Name (SSID2): Guest

Broadcast Name disable

WAC Address: =

SsID3

« . »

Figure 50: Status Screen
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Data - Status Screen

Access Point Management

Ether

IP Address

The IP Address of the Wireless Access Point.

Network Mask

The Network Mask (Subnet Mask) for the IP Addrdssva.

MAC Address The MAC (physical) address of the Wireless AccesistP

Wireless

Region The current region, as set on the Wireless screen.

Channel This shows the Channel currently used, as set@kineless
screen.

Wireless AP This indicates whether or not the Wireless AccesintHeature is

enabled.

Name (SSID 1/2)

It displays the name of the SSID 1/2.

Broadcast Name

This indicates whether or not the SSID is BroadcHsis setting
is on the Wireless screen.

MAC Address

The MAC (physical) address of the Wireless AccesstP

System

Device Name

The current name of the Wireless Access Point. iaise is also
the "hostname" for users with an "@Home" type catioa.

Firmware Version

The version of the current firmware installed.

Current Time

It displays the current time of the system.

Buttons

Refresh Screen

Update the data displayed on screen.
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Password Screen

The Passwordscreen allows you to assign a password to thel®gseAccess Point. This
password limits access to the configuration int&fa he default passwordpassword It is
recommended that this be changed, using this screen

¥ Password

The password protects the configuration data. Once set (recommended), you will be prompted for the password when you connect.
Old Password:
Mew password:

Verify password:

Save | | Cancel || Help

Figure 51: Password Screen

Data - Password Screen

Login

Old Password If you wish to change the Admin password, check fiald
and enter the new login password in the fieldswelo

New Password Enter the desired login password.

Verify Password Re-enter the desired login password.
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Config File

This screen allows you to Backup (download) thefiganation file, and to restore (upload) a
previously-saved configuration file.

You can also set the Wireless Access Point badk factory default settings.

To reach this screen, sel€xnfig Filein the main menu.

¥ Backup Config

Save a Copy of Current Settings: Backup

¥ Restore Config

Restore Saved Settings from a File: Browse...
Restore
¥ Default Config
Revert to Factory Default Settings Factory Defaults
Help

Figure 52: Config File Screen

Data - Config File Screen

Backup

Save a copy of cur- Once you have the Access Point working properly, stoould

rent settings back up the settings to a file on your computern ¥an later
restore the Access Point's settings from this ffilegcessary.

To create a backup file of the current settings:

e Click Backup.

e If you don't have your browser set up to save doaad
files automatically, locate where you want to sthe=file, re-
name it if you like, and clickave

Restore

Restore saved settingd To restore settings from a backup file:

from a file 1. Click Browse
2. Locate and select the previously saved backup file.
3. Click Restore

Defaults

Revert to factory To erase the current settings and restore thenatiéactory

default settings default settings, clickkactory Defaults button.

Note!

e This will terminate the current connection. The Ass Point
will be unavailable until it has restarted.

e By default, the Access Point will act as a DHCRmij and
automatically obtain an IP address. You will needéter-
mine its new IP address in order to re-connect.
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Firmware Upgrade

The firmware (software) in the Wireless Access Poan be upgraded using your Web Brows-
er.

You must first download the upgrade file, and teelectUpgrade Firmwaren the main menu.
You will see a screen like the following.

IUpgrade Firmware

¥ Upgrade Firmware

Locate and Select the Upgrade File from your Hard Disk:

Browse...

Upload || Cancel ||He|p|

Figure 53: Firmware Upgrade Screen

To perform the Firmware Upgrade:

1. Click theBrowsebutton and navigate to the location of the upgrfdde
2. Select the upgrade file. Its name will appear apgrade Filefield.
3. Click theUploadbutton to commence the firmware upgrade.

The Wireless Access Point is unavailable during the
upgrade process, and must restart when the upgrade

MNotel is completed. Any connections to or through the
Wireless Access Point will be lost.
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Specifications

Wireless Access Point

Hardware Specifications

SDRAM 16 Mbytes
Flash ROM 4 Mbytes
LAN port 1 x Auto-MDIX RJ 45 for 10/100Mbps Ethetne

Operating temperature

0°Cto40C

Storage temperature

20°Cto 70 C

Power Adapter

12VDC 1A External

Dimensions

125mm(W) * 123mm(D) * 31mm(H)

Wireless Specifications

Standard

Network Standard IEEE 802.11n 2.0, IEEEBLb and
IEEE 802.11g compliance

Transfer Rate

IEEE802.11b
11M/5.5M/2M/1IM

IEEES02.11g
54M/48M/36M/24M/18M/12M/11M/9M/6M

IEEE802.11n 2.0
300M/270M/243M/240M/216M/180M/162M/120M/108
Mbps in 40Mhz mode
145M/130M/117M/104M/78Mbps in 20Mhz mode

Bandwidth IEEE8B02.11b: Over 5Mbps
IEEEB02.11g: Over 20Mbps
IEEE8B02.11n 2.0: Over 60Mbps (20Mhz mode ) /100
Mbps (40Mhz mode)

Channels 2.4GHz ~ 2.485GHz / 1~13 channels

Transmission mode

IEEE802.11b: CCK (11 Mbps, 5.p8)bDQPSK (2
Mbps), DBPSK (1 Mbps)

IEEE802.11g: OFDM

IEEE802.11n 2.0: OFDM

Transmit Range

Indoor 200~280m/outdoor 450~600m

Modulation

IEEE802.11b DBPSK/DQPSK/CCK
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IEEE802.11g BPSK/ QPSK /16-QAM/64-QAM/
OFDM

IEEE802.11n 2.0 BPSK/QPSK/ 16-QAM/64-QAM/
OFDM

Security

WEP (64/128), WPA/WPA-PSK (Personal),
WPA2/WPA-PSK (Personal), TKIP, AES, Stealth AP
(Hidden ESSID), MAC address filtering, WPS button
support, Wireless client Isolation, 802.1x w/Radius

Antenna power

1.8dBi

Firmware Specifications

Feature Details

Wireless e Windows98SE/ME/2000(SP4)/XP SP2/Vista/7/MAC
OSX/Linux

Recommended e Microsoft Internet Explorer, Safari Verl.2

browser

Protocol Support

NTP (Network Time Protocol)

Management

Web based configuration
SNMP vi/iv2c

Wireless Security

WEP (64/128bit), WPA, WPA-PSK, and WPA2-PSK authent
cation

802.1x w/Radius
MAC address filtering
TKIP

AES

Firmware Upgrade

HTTP upgrade

Operation Mode

AP Mode

AP Client Mode
Bridge Mode
WDS Mode
Repeater Mode
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FCC Statement

This equipment has been tested and found to cowitiiythe limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These liartsdesigned to provide reasonable protec-
tion against harmful interference in a residentiatallation.

This equipment generates, uses and can radiate fraduency energy and, if not installed and
used in accordance with the instructions, may chasaful interference to radio communica-
tions. However, there is no guarantee that interfee will not occur in a particular installation.
If this equipment does cause harmful interferencadtlio or television reception, which can be
determined by turning the equipment off and on,uer is encouraged to try to correct the
interference by one of the following measures:

e Reorient or relocate the receiving antenna.
e Increase the separation between the equipmentaeiler.

e Connect the equipment into an outlet on a circifiéient from that to which the receiver
is connected.

e Consult the dealer or an experienced radio/TV tetdim for help.

To assure continued compliance, any changes orficatitins not expressly approved by the
party responsible for compliance could void ther'ssauthority to operate this equipment.
(Example - use only shielded interface cables wimemecting to computer or peripheral
devices).

FCC Radiation Exposure Statement

This equipment complies with FCC RF radiation expedimits set forth for an uncontrolled
environment. This equipment should be installed @merated with a minimum distance of 20
centimeters between the radiator and your body.

This device complies with Part 15 of the FCC Rul@geration is subject to the following two
conditions:

(1) This device may not cause harmful interfereace,

(2) this device must accept any interference reckiincluding interference that may cause
undesired operation.

This transmitter must not be co-located or opegatinconjunction with any other antenna or
transmitter.
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Appendix B
Troubleshooting

Overview

This chapter covers some common problems that manbountered while using the Wireless
Access Point and some possible solutions to thieyoul follow the suggested steps and the
Wireless Access Point still does not function propeontact your dealer for further advice.

General Problems

Problem 1: Can't connect to the Wireless Access Point to coxfire it.

Solution 1:  Check the following:

e The Wireless Access Point is properly installedN_&onnections are
OK, and it is powered ON. Check the LEDs for pdatiss.

e Ensure that your PC and the Wireless Access Pmnbrathe same
network segment. (If you don't have a router, thist be the case.)

e |fyour PCis set to "Obtain an IP Address autooaly" (DHCP
client), restart it.

e You can use the following method to determine ®i@didress of the
Wireless Access Point, and then try to connectguiia IP address, in-
stead of the name.

To Find the Access Point's IP Address
1. Open a MS-DOS Prompt or Command Prompt Window.

2. Use the Ping command to “ping” the Wireless Acdesit. Enter
pi ng followed by the Default Name of the Wireless AccBoint.
e.g.
pi ng SA003318
3. Check the output of the ping command to deternfied® address of
the Wireless Access Point, as shown below.

"% PDdosnt

Microsoft Windows 2888 [Uersion 5.88.21951
{C» Copyright 1985-2808 Microsoft Corp.

C:>ping =scBB3318
Pinging scB@3318 [192.168.8.511with 32 hytes of data:

Reply from 192.168.8.51: bytes=32 time<18ms TTL=64
Reply from 192 _168.8.51: bytes=32 time<{iBmsz TTL=64
Reply from 192 _.168.8.51: bytes=32 time<iBms TTL=64
Reply from 192 _.168.8.51: bytes=32 time<iBms TTL=64

Figure 54: Ping
If your PC uses a Fixed (Static) IP address, erthatat is using an IP
Address which is compatible with the Wireless Ascsint. (If no DHCP
Server is found, the Wireless Access Point willedéfto an IP Address and
Mask of 192.168.0.1 and 255.255.255.0.) On WindB®s, you can use
Control Panel-Networlto check thdropertiesfor the TCP/IP protocol.

Problem 2 My PC can't connect to the LAN via the Wireless Acess Point.
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Solution 2 Check the following:

The SSID and WEP settings on the PC match thengsttin the Wire-
less Access Point.

On the PC, the wireless mode is set to "Infrastmect

If using theAccess Contrdleature, the PC's name and address is in the
Trusted Station§st.

If using 802.1x mode, ensure the PC's 802.1x soégaconfigured
correctly. See Chapter 4 for details of setup lierWindows XP 802.1x
client. If using a different client, refer to thendor's documentation.
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Windows TCP/IP

Overview

Normally, no changes need to be made.

e By default, the Wireless Access Point will act d&3HCP client, automatically obtaining a
suitable IP Address (and related information) fngsar DHCP Server.

e If using Fixed (specified) IP addresses on your L@iétead of a DHCP Server), there is
no need to change the TCP/IP of each PC. Justgrwafthe Wireless Access Point to
match your existing LAN.

The following sections provide details about chagkihe TCP/IP settings for various types of
Windows, should that be necessary.

Checking TCP/IP Settings - Windows 9x/ME:

1. SelectControl Panel - NetworkYou should see a screen like the following:

Network EHE

Configuration |Identification I Acress Controll

The following netwark components are installed:

[~ MNetBEUI > PCI Fast Ethernet Adapter 5|
T NetBEUI - Dial-Up Adapter

i NetBEUI-» Dial-Up Adapter #2 (VPN Sunnart

Y TCP/IP -> PCl Fast Ethernet Adapter

M TCP/IP-> Dial-Up Adapter
- TCP{IF -> Dial-Up Adapter #2 (VPR Suppor)
| »

U= File and printer sharing for Netiare Netwarks
14

Add Bemowve Properties |

Figure 55: Network Configuration

2. Select theTCP/IP protocol for your network card.
3. Click on thePropertiesbutton. You should then see a screen like thevatig.
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TCP/IP Properties H K=
Bindings | Advanced | MNetBIOS | DMNS Configuration |
Gatewsy I YWINS Configuration IFAddress

An IF address can be automatically assigned to this computer. If
wour network does not autormatically assign IP addresses, ask your
network administrator for an address, and then type itin the space
feloy.

& Dhtain an IP address autormatically

" Specify an IP addrass:

B Adldress: | . . . |

Subnet Mask: | A A | |

Figure 56: IP Address (Win 95)
Ensure your TCP/IP settings are correct, as follows

Using DHCP

To use DHCP, select the radio buttohtain an IP Address automaticallyhis is the default
Windows settings. To work correctly, you need a It&erver on your LAN.

Using "Specify an IP Address"
If your PC is already configured for a fixed (spgiedl) IP address, no changes are required.

(The Administrator should configure the Wireleségs Point with a fixed IP address from
the same address range used on the PCs.)
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Checking TCP/IP Settings - Windows NT4.0

1. SelectControl Panel - Networkand, on thé&rotocolstab, select the TCP/IP protocol, as
shown below.

Metwork EHE
Identificationl Services  Protocols |Adapters| Bindingsl

Metwork Pratocols:

T WetBEU! Protocol

T WwiLink IP3/5 P Compatible Transport
T W Link MetBIOS

] AP Prot

Add. Bemove Properties. .. | edate

— Dezcription:

Transport Contral Pratocal/Internet Protacal, The default wide
area network protocol that provides communication across
diverse interconnected networks.

1] I Caticel |

Figure 57: Windows NT4.0 - TCP/IP
2. Click thePropertiesbutton to see a screen like the one below.

Microzoft TCP/IP Properties EHE

IP Address | DNS | WINS Address | DHCP Relay | Routing |

An P address can be automatically azsigned ta this netwark card
by a DHCP server. |f pour network, does not have a DHCF server,
azk pour netwark, adniniztrator for an address, and then type it in
the space below,

Adapter:

PCI Fast Ethernet Adapter j

" Obtain an IP address from a DHCP server
¢ Specify an |P address

| Eddiess: I : : .
Subret i ast I : : .
Default Eateway I : . .

QK | Cancel | Anply |

Figure 58: Windows NT4.0 - IP Address
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3. Select the network card for your LAN.

4. Select the appropriate radio butto@btain an IP address from a DHCP SereziSpecify
an IP Addressas explained below.

Obtain an IP address from a DHCP Server

This is the default Windows setting. This is théadét Windows settings. To work correctly,
you need a DHCP server on your LAN.

Using "Specify an IP Address"
If your PC is already configured for a fixed (spgied) IP address, no changes are required.

(The Administrator should configure the Wirelescégs Point with a fixed IP address from
the same address range used on the PCs.)
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Checking TCP/IP Settings - Windows 2000

1. SelectControl Panel - Network and Dial-up Connection
2. Right click theLocal Area Connectioiton and seled®roperties You should see a screen
like the following:
Local Area Connection Properties EHE

General |

Connect using:

I Siemens SpeedStream PCI 104100

Components checked are used by this connection:

Client for Microzaft Metwerks
File: and Printer Sharing for Microzoft Metworks
;

Internet Frot

Inztall... | Urinztall Froperties

— Degcription

Trangmigzion Control Protocol/Intermet Protocal. The default
wide area network, protocol that provides communication
across diverse interconnected networks.,

™ Shaw icon in taskbar when connected

Ok | Cancel |

Figure 59: Network Configuration (Win 2000)

3. Select theTCP/IP protocol for your network card.
4. Click on thePropertiesbutton. You should then see a screen like theviotig.

Internet Protocol {TCP/IP) Properties HE
General I

“r'ou can get |P settings assigned automatically if pour network, supports
thiz capability. Othemwise, you need to ask your network. administrator for
the appropriate [P settings.

' Obtain an IP address automatically
—" Use the following IP address:

|F address: I . . .
Subnet magk: I . . .
Default gateway: I . . .

' Obtain DNS server address automatically

—{" Use the following DM5 server addiesses:

Frefermed NS senver: I . . .
Alternate DMNS server: I . . .

()4 | Cancel |

Figure 60: TCP/IP Properties (Win 2000)
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5. Ensure your TCP/IP settings are correct:

Using DHCP

To use DHCP, select the radio buttohtain an IP Address automaticallyhis is the default
Windows setting. This is the default Windows sesinTo work correctly, you need a DHCP
server on your LAN.

Using a fixed IP Address ("Use the following IP Add  ress")
If your PC is already configured for a fixed (sgiedl) IP address, no changes are required.

(The Administrator should configure the Wireleségs Point with a fixed IP address from
the same address range used on the PCs.)
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Checking TCP/IP Settings - Windows XP

1. SelectControl Panel - Network Connection

2. Right click theLocal Area Connectioand choos®roperties You should see a screen
like the following:

=i Local Area Connection Properties

General | Authentication | Advanced

Connect using;

‘ B8 Siemens SpesdStieam PCI 104100 ‘

Thiz connection uzes the follawing items:

% Clignt for Microsoft Networks
.[% File and Frinter Sharing for Microgoft Hetworks
Bl ()65 Packet 5 cheduler

herriet | [TCRAF]
D escription

Transmission Control Protocal/Internet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected netwark s,

] Show icon in natification area when connected

[ 1] ]’ Cancel ]

Figure 61: Network Configuration (Windows XP)
3. Select theTCP/IP protocol for your network card.
4. Click on thePropertiesbutton. You should then see a screen like theviatig.

Internet Protocol (TCP/IP) Properties

General | Altemate Configuration

“rou can get |P zettings assigned automatically if pour netwark supports
thiz capability. Othemwise, you need to agk your network. administrator for
the appropriate [P zettings.

(@ 0btan an IP address automaticall
() Use the following IP address:

(&) Obtain DMS server address automatically
() Use the following DMS server addresses;
Freterod I T

[ 0k l[ Cancel ]

Figure 62: TCP/IP Properties (Windows XP)
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5. Ensure your TCP/IP settings are correct.

Using DHCP

To use DHCP, select the radio buttohtain an IP Address automaticallyhis is the default
Windows setting. To work correctly, you need a DH&Pver on your LAN.

Using a fixed IP Address ("Use the following IP Add  ress")
If your PC is already configured for a fixed (spgiedl) IP address, no changes are required.

(The Administrator should configure the Wireleségs Point with a fixed IP address from
the same address range used on the PCs.)
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Checking TCP/IP Settings - Windows Vista/7

1. Select Control Panel - Network Connections.

2. Right click theLocal Area Connection Statasd choos@roperties Click Continueto the
User Account Contrallialog box, then you should see a screen likdatawing:

U Local Area Connection Properties @

Metwaorling

Connect using:

¥ Intel(R) PRO/100 VE Network Connection

This connection uses the following items:

o8 Clignt for Microsoft Networks

Bl 005 Packst Schedulsr

.@ File and Printer Sharing for Microsoft Networks

B8 Intemet Protocol Version 6 (TCP/IPvE) |

i [ntemet Protocol Version 4 (TCP/IPvd)

i Link-Layer Topology Discovery Mapper 140 Driver
i Link-Layer Topology Discovery Responder

Description

TCP/IP wersion &. The |atest version of the intemet protocol
that provides communication across diverse interconnected
networks.

[ oK ][ Cancel ]

Figure 63: Network Configuration (Windows Vista/7)

3. Select theTCP/IP protocol for your network card.
4. Click on thePropertiesbutton. You should then see a screen like theviatig.
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Internet Protocel Version & (TCP/IPvE) Properties -7 [

General

You can get IPvE settings assigned automatically if vour network supports this capability.
Otherwise, you need to ask your network administrator for the appropriate IPvé settings.

(@) Obtain an IPv6 address automatically

{0) Use the following IPv6 address:

(@) Obtain DNS server address automatically

{7) Use the following DMS server addresses:

[ OK ” Cancel ]

Figure 64: TCP/IP Properties (Windows Vista/7)

5. Ensure your TCP/IP settings are correct.

Using DHCP

To use DHCP, select the radio buttohtain an IP Address automaticallyhis is the default
Windows setting. To work correctly, you need a DH&Pver on your LAN.

Using a fixed IP Address ("Use the following IP Add  ress")
If your PC is already configured for a fixed (sgiedl) IP address, no changes are required.

(The Administrator should configure the Wirelescéss Point with a fixed IP address from
the same address range used on the PCs.)
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About Wireless LANs

Overview

Wireless networks have their own terms and jar¢fda.necessary to understand many of these
terms in order to configure and operate a Wirelgss.

Wireless LAN Terminolog

Modes

Wireless LANs can work in either of two (2) modes:
e Ad-hoc

e Infrastructure

Ad-hoc Mode

Ad-hoc mode does not require an Access Point dredwEthernet) LAN. Wireless Sta-
tions (e.g. notebook PCs with wireless cards) conicate directly with each other.

Infrastructure Mode

In Infrastructure Mode, one or more Access Poiresuged to connect Wireless Stations
(e.g. Notebook PCs with wireless cards) to a w{iettiernet) LAN. The Wireless Stations
can then access all LAN resources.

Access Points can only function in "Infrastructure” mode,
and can communicate only with Wireless Stations whi ch are
Motel  setto "Infrastructure” mode.

SSID/ESSID

BSS/SSID

A group of Wireless Stations and a single AccesatPall using the same ID (SSID), form
a Basic Service Set (BSS).

Using the same SSID is essentidbevices with different SSIDs are unable to commun
cate with each other. However, some Access Pdiots aonnections from Wireless
Stations which have their SSID set to “any” or wh&SID is blank ( null ).

ESS/ESSID

A group of Wireless Stations, and multiple AcceesBs, all using the same ID (ESSID),
form an Extended Service Set (ESS).

Different Access Points within an ESS can use diffeChannels. To reduce interference,
it is recommended that adjacent Access Points SHDURe different channels.
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As Wireless Stations are physically moved throdgharea covered by an ESS, they will
automatically change to the Access Point whichthadeast interference or best perfor-
mance. This capability is call&@baming. (Access Points do not have or require Roaming
capabilities.)

Channels

The Wireless Channel sets the radio frequency fsezbmmunication.

e Access Points use a fixed Channel. You can sddledChannel used. This allows you to
choose a Channel which provides the least interéerand best performance. For 802.11g,
13 channels are available in the USA and CanadalXchannels are available in North
America if using 802.11b.

e If using multiple Access Points, it is better iffacent Access Points use different Channels
to reduce interference. The recommended Channeingpbetween adjacent Access Points
is 5 Channels (e.g. use Channels 1 and 6, or @&nd

¢ In"Infrastructure" mode, Wireless Stations normaltan all Channels, looking for an
Access Point. If more than one Access Point camskd, the one with the strongest signal
is used. (This can only happen within an ESS.)

e If using "Ad-hoc" mode (no Access Point), all Wass$ stations should be set to use the
same Channel. However, most Wireless stationsstililiscan all Channels to see if there is
an existing "Ad-hoc" group they can join.

WEP

WEP (Wired Equivalent Privacy) is a standard foergpting data before it is transmitted. This
is desirable because it is impossible to prevembgears from receiving any data which is
transmitted by your Wireless Stations. But if tladadis encrypted, then it is meaningless unless
the receiver can decrypt it.

If WEP is used, the Wireless Stations and the Wireks Access Point must have the same
settings.

WPA-PSK

Like WEP, data is encrypted before transmissionAdmore secure than WEP, and should
be used if possible. The PSK (Pre-shared Key) beigintered on each Wireless station. The
256Bit encryption key is derived from the PSK, ahdnges frequently.

WPA2-PSK

This is a further development of WPA-PSK, and affeven greater security, using the AES
(Advanced Encryption Standard) method of encryption

802.1x

This uses the 802.1x standard for client authetmicaand WEP for data encryption. If possi-
ble, you should use WPA-Enterprise instead, bec&(RBA encryption is much stronger than
WEP encryption.

If this option is used:
e The Access Point must have a "client login" onRiaglius Server.
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e Each user must have a "user login" on the Radingege
e Each user's wireless client must support 802.1xpaadide the login data when required.

e All data transmission is encrypted using the WERd#ard. You only have to select the
WEP key size; the WEP key is automatically generate
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