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Introduction

Thank you for purchasing Edimax 3G-6200Wg wireless 802.11b/g 3G broadband
router! This high cost-efficiency router is the best choice for Mobile / Small office /
Home office users, all computers and network devices can share a single wireless
3G modem or xDSL / cable** modem internet connection at high speed. Easy install
procedures allows any computer users to setup a network environment in very short
time - within minutes, even inexperienced. When the number of your computers and
network-enabled devices grow, you can also expand the number of network slot by
simple attach a hub or switch, to extend the scope of your network!

You can configure the router by running the Setup Wizard in the CD-ROM provided in
the package. The wizard provides quick setup for wireless 3G/3.5G Internet
connection, Ethernet WAN Internet connection, SSID, wireless security, firmware
upgrade and changing router’s password. When you start the Setup Wizard, you will
get the following Welcome screen. Please choose the language to start with and
follow the easy steps in the Wizard. No instruction for the Setup Wizard is given here.

If you lost the CD-ROM or you prefer the traditional web setup, please follow the
procedures in this Quick Installation Guide to configure the router

English 'Nederlands Deutsch Frangais [taliano
Espaiiol Portugués Polski Cesky Magyar Pycckuit

Romana Tirkge %4 Hit¥ L

i
EDIMAX Routers www.edimax.com () Contactus

** Note : Only one Internet connection (wireless 3G or xDSL/Cable) can be used at
the same time.



Features

- High Internet access throughput

- Allow multiple users to share a single Internet connection

- Supports up to 253 network client users

- Provides two USB port for connecting USB printer

- Internet Access via Cable or xDSL modem

- Access Servers on your LAN from the Public Network

- Equipped with four LAN ports (10/100M) and one WAN port (10/100M)

- Provides IEEE 802.11g/b wireless LAN access point

- Support DHCP (Server/Client) for easy setup

- Support advance features such as: special applications, DMZ, virtual server,
access control, firewall

- Allow you to monitor the router’s status such as: DHCP Client Log, System
Log, Security Log and Device/Connection Status

- Easy to use Web-based GUI for configuration and management

- Remote Management allows configuration and upgrades from a remote site
(over the Internet)

Minimum Requirements

- One External xDSL (ADSL) or Cable modem with an Ethernet port (RJ-45)

- Network Interface Card (NIC) for each Personal Computer (PC)

- Computer with a Web-Browser (Internet Explorer 5.0 or higher / Netscape
Navigator 7.2 or higher)

Package Contents

- One Wireless broadband router
- One Quick Installation Guide

- One User Manual CD

- One Power Adapter

- Ethernet Cable

- Antenna

- Accessories

Note

The WAN “idle timeout” auto-disconnect function may not work due to
abnormal activities of some network application software, computer virus or
hacker attacks from the Internet. For example, some software sends network
packets to the Internet in the background, even when you are not using the



Internet. So please turn off your computer when you are not using it. This
function also may not work with some ISP. So please make sure this function
can work properly when you use this function in the first time, especially your
ISP charge you by access time.

Back Panel
The diagram (fig1.0) below shows the broadband router's back panel. The
router’s back panel is divided into four sections, LAN, WAN, USB, and Reset:

[1] Reset
L2ne uUsB2  USB1 4 3 2 1 WAN

Figure 1.0

1) Local Area Network (LAN)
The Broadband router’s 4 LAN ports are where you connect your LAN’s PCs,
hubs / switches etc.

2) Wide Area Network (WAN)
The WAN port connected to your xDSL or Cable modem which linked to the
Internet.

3) USB
The USB ports allow you to share printer through them. Each port can support
printer .

4) Reset button

When you experience some problem on using this router, or you forgot your
password, you can press the reset button for longer than 10 seconds and the
router will reset itself to the factory default settings (warning: your original
configurations will be replaced with the factory default settings)

Front Panel
On the router’s front panel there are LEDs, which shows the status of this
router. Below is the list of each LED and its description.



Figure 1.1

Light

LED Status Description
PWR ON Router is powered on
WAN ON WAN port is connected at 100Mbps
10/100M Off WAN port is connected at 10Mbps
ON WAN is connected
WAN
LNK/ACT Off WAN is unconnected
Flashing |WAN port is sending / receiving data
LAN ON LAN port is connected at 100Mbps
10/100M ﬁ . g o
(Port 1-4) @) LAN port is connected at 10Mbps
LAN ON LAN port is connected
LNK/ACT Off LAN port is unconnected
(Port 1-4) . , , —
Flashing |LAN port is sending / receiving data
ON USB device is connected
USB Off USB device is not connected
Flashing |USB printer is printing
USB modem card is sending / receiving data
ON Wireless LAN has been activated
WLAN Off Wireless LAN is disabled

Flashing

Wireless LAN is sending / receiving data




Setup Diagram

(A) 3G/3.5G Modem card installation:

If you have 3G/3.5G modem card and SIM card, please follow the following
instructions to establish connection

1. Connect power adapter to 3G-6200Wg

2. Connect another Ethernet cable from the any LAN ports (1~4) on router to the
Ethernet socket on the PC

Broadband Router ? T Laptop / Desktop PC

3. Insert SIM card into 3G/3.5G modem card, and connect the modem card with one
of USB port of 3G-6200Wg. The corresponding USB LED indicator on
3G-6200Wg will light.

Router

361356 USE Modem Computer




(B) Cabling installation:

If you can also access Internet by xDSL/Cable modem, please follow the following
instructions:

1. Connect the Ethernet cable from the router’s WAN port to the LAN port of the
modem.

Broadband Router ? ? ADSL / Cable Modem

2. Connect another Ethernet cable from the any LAN ports (1~4) on router to the
Ethernet socket on the PC.

Broadband Router ? T Laptop / Desktop PC

3. Check to make sure the router’s LINK LED is lit; to confirm the cable
connections are made correctly.



Figure 1.2 below shows a typical setup for a Local Area Network (LAN).

l@ AC Power \\

S Use2  USBL 4 3 2 1 WAN \jb]:r
-

ADSL or
Cable Modem

mfm

————— e

Switch/ Hub [ 1 1 1 1

Figure 1.2

Getting started
This is a step-by-step instruction on how to start using the router and get
connected to the Internet.

1) Setup your network as shown in the setup diagram above (fig 1.2).

2) You will need to set your LAN PC clients so that it can obtain an IP address
automatically. All LAN clients require an IP address. Just like the mailing
address in real world, it allows LAN clients to find one another. (If you already
configured your PC to obtain an IP automatically, please jump to step 3, page
11)

Configure your PC to obtain an IP address automatically

Broadband router’s DHCP function is switched on by default; this means that
you can obtain an IP address automatically once you've configured your PC
to obtain an IP address automatically. This section will show you how to
configure your PC’s so that it can obtain an IP address automatically for either
Windows 95/98/Me, 2000 or NT operating systems. For other operating
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systems (Macintosh, Sun, etc.), follow the manufacturer’s instructions. The
following is a step-by-step illustration on how to configure your PC to obtain
an IP address automatically for:

2a) Windows 95/98/Me
2b) Windows XP
2¢) Windows 2000, and
2d) Windows NT.

2a) Windows 95/98/Me

1.Click the Start button and select Settings, then click Control Panel. The
Control Panel window will appear.

2.Double-click Network icon. The Network window will appear.

3.Check your list of Network Components. If TCP/IP is not installed, click the
Add button to install it; if TCP/IP is installed, jump to step 6.

4.In the Network Component Type dialog box, select Protocol and click Add
button.

5.1n the Select Network Protocol dialog box, select Microsoft and TCP/IP and
then click the OK button to start installing the TCP/IP protocol. You may need
your Windows installation CD to complete the installation.

6.After installing TCP/IP, go back to the Network dialog box. Select TCP/IP
from the list of Network Components and then click the Properties button.

7.Check each of the tabs and verify the following settings:
eBindings: Check Client for Microsoft Networks and File and printer sharing

for Microsoft Networks.

eGateway: All fields are blank.
¢DNS Configuration: Select Disable DNS.
oWINS Configuration: Select Disable WINS Resolution.
o|P Address: Select Obtain IP address automatically.

11



TCFP/IP Properties K

Bindings |  Advanced | NetBIDS |
DMS Configuration l (3 ateway ] WwiNS Corfiguration  |F Address

&n IP addresz can be automatically azzigned to thiz computer.
[f wour netwark, does not automatically aszign IP addreszes, ask
wour nebwork, adminiztratar for an address, and then pe it in
the zpace below.

(¢ Dbtain an IP address automaticall

" Specify an IP address:

8. Reboot the PC. Your PC will now obtain an IP address automatically from
your Broadband Router's DHCP server.
Note: Please make sure that the Broadband router is the only DHCP server on
your LAN.
Once you've configured your PC to obtain an IP address automatically,
please proceed to Step 3

2b) Windows XP

1.Click the Start button and select Settings, then click Network Connections.
The Network Connections window will appear.

2.Double-click Local Area Connection icon. The Local Area Connection
window will appear.

3.Check your list of Network Components. You should see Internet Protocol
[TCP/IP] on your list. Select it and click the Properties button.

4.In the Internet Protocol (TCP/IP) Properties window, select Obtain an IP
address automatically and Obtain DNS server address automatically as
shown on the following screen.

12



Internet Protocol (TCP/IP) Properties E]E|

General | Alternate Configuration

You can get IP zettings azzigned automatically if pyour network, supports
thiz capability. Otherwize, you need to azk your network, administrator for
the appropriate 1P zettings.

{(#) Obtain an IF address: automatically
(7 Uge the follawing IP address:

{#)i0btain DM5 server address aukomaticall

(3 Usze the following DMS server addresses:

[ k. ] [ Cancel ]

5.Click OK to confirm the setting. Your PC will now obtain an IP address
automatically from your Broadband Router’'s DHCP server.

Note: Please make sure that the Broadband router is the only DHCP server on
your LAN.
Once you've configured your PC to obtain an IP address automatically,
please proceed to Step 3

2c) Windows 2000

1.Click the Start button and select Settings, then click Control Panel. The
Control Panel window will appear.

2.Double-click Network and Dial-up Connections icon. In the Network and
Dial-up Connection window, double-click Local Area Connection icon. The
Local Area Connection window will appear.

3.In the Local Area Connection window, click the Properties button.

4.Check your list of Network Components. You should see Internet Protocol
[TCP/IP] on your list. Select it and click the Properties button.

5.In the Internet Protocol (TCP/IP) Properties window, select Obtain an IP
address automatically and Obtain DNS server address automatically as
shown on the following screen.

13



Internet Protocol {TCP/IP) Properties el

General

Yau can get IP settings azsigned automatically if your netwaork, supparts
thiz capability. Othenwize, you need to azk pour network adrinistratar for
the appropriate IP zettings.

£ Obtain an IP address autamatically

— Usze the following IP address:

| addrezs: I
Subrnet magk: I
[refault gateway: I

¢ Obtain DMS server address automatically

" Use the following DMNS server addresses:
Freferred DS zemer: I

Alternate BHS semven I

Advanced...

Qk. Cancel

6.Click OK to confirm the setting. Your PC will now obtain an IP address
automatically from your Broadband Router's DHCP server.

Note: Please make sure that the Broadband router is the only DHCP server on
your LAN.
Once you've configured your PC to obtain an IP address automatically,
please proceed to Step 3

2d) Windows NT

1.Click the Start button and select Settings, then click Control Panel. The
Control Panel window will appear.

2.Double-click Network icon. The Network window will appear. Select the
Protocol tab from the Network window.

3.Check if the TCP/IP Protocol is on your list of Network Protocols. If TCP/IP is
not installed, click the Add button to install it now. If TCP/IP is installed, go to
step 5.

14



4.In the Select Network Protocol window, select the TCP/IP Protocol and click
the Ok button to start installing the TCP/IP protocol. You may need your
Windows CD to complete the installation.

5. After you install TCP/IP, go back to the Network window. Select TCP/IP from
the list of Network Protocols and then click the Properties button.

6.Check each of the tabs and verify the following settings:

IP Address: Select Obtain an IP address from a DHCP server.

DNS: Make all fields blank.

WINS: Make all fields blank.

Routing: Make all fields blank.

Microzoft TCP/IP Properties EHE3 |

IP sddress | NS | WINS Address | Fiouting |

An P address can be automatically azsigned ta this netwark, card
by a DHCP server. |f pour network, does not have a DHCP zerver.
azk pour nebwork, adriniztratar for an addrezz, and then tepe it in
the zpace below,

Adapter:

1] Bealtek BTLA133/81 1< Family PC| Fazt Ethernet Adapter i

% QObtain an IP addrezs from a DHCP server
— " Specify an IP address

|E &ddress: |

Subnet ek |

[efaulb [Eateray I

Advanced...

Ok, Cancel ) [

7.Click OK to confirm the setting. Your PC will now obtain an IP address
automatically from your Broadband Router’s DHCP server.
Note: Please make sure that the Broadband router is the only DHCP server on
your LAN.
Once you've configured your PC to obtain an IP address automatically,
please proceed to Step 3

15



3) Once you have configured your PCs to obtain an IP address automatically,
the router’s DHCP server will automatically give each of your LAN clients an IP
address. By default the Broadband Router's DHCP server is enabled so that
you can obtain an IP address automatically. To see if you have obtained an IP
address, see Appendix A.

Note: Please make sure that the Broadband router’'s DHCP server is the
only DHCP server on your LAN. If there is another DHCP on your network,
then you'll need to switch one of the DHCP servers off. (To disable the
Broadband router’s DHCP server see chapter 2 LAN Port)

4) Once your PC has obtained an IP address from your router, enter the
default IP address 192.168.2.1 (broadband router’s IP address) into your
PC’s web browser and press <enter>

5) The login screen below will appear. Enter the “User Name” and “Password”
and then click <OK> to login.

Note: By default the user name is “admin” and the password is “1234”". For
security reasons it is recommended that you change the password as
soon as possible (in General setup/system/password, see chapter 2)

Connect to 192.168.2.1

Default: admin/1234

User name: € admin hd |

Password: s |

[ |Remember my password

oK %&H Cancel

6) The HOME page screen below will appear. The Home Page is divided into

16



four sections, Quick Setup Wizard, General Setup, Status Info and
System Tools.

HALEDY | &) http102.168 2. Lindes asp w ﬂ#gi EE T @y -

. e e
FDIMAX & 7% A& 7
NETWORKING PEOPLE TOGETHER 1 uick SEtUp &_‘&_Géneral SElUp eSstatus Info "% stem Tools

Quick Setup Wizard
The Quick Setup Wizard provides only the necessary configurations to connect your Broadhand
router to your Internet Service Pravider (ISP} through an external cahle or a DSL modem.

General Setup
The Broadband router supports advanced functions like Virtual Server, Access Control, Hacker
Attack Detection and DMZ. We highly recommend yvou keep the default settings.

Status Information
The Broadband router's status infarmation provides the following information abaut your
Broadband router; HardwarelFirmware version, Serial Mumber, and its current operating
status.

« Hardware § Firmware versiaon

+ Searial Mumber

+ Current operating status

Tools
Broadhand router Tools - Tools include Configuration tools, Firmware upgrade and
Reset.Configuration tools allow you to Backup, Restore, or Restare to Factory Default setting
faryaur Broadband routar. The Firmware upgrade taol allows you to upgrade yaur Broadhand
router's firmware. The RESET tool allows you to resetyvour Broadband router,

« Configuration toals : Allow you to backup, restore or restore to factory default setting for

your broadband router
+ The firmware upgrade taol  Allows you to upgrade vaur broadhand router's firmware
+ The resettonl ; Allows you to resetyour Broadband router w

© FEEE

Quick Setup Wizard (Chapter 1)
Select your Internet connection type and setup the configurations needed to
connect to your Internet Service Provider (ISP).

General Setup (Chapter 2)

This section contains configurations for the Broadband router’s advanced
functions such as: address mapping, virtual server, access control, hacker
attack prevention, DMZ, special applications and other functions to meet your
needs.

Status Info (Chapter 3)

In this section you can see the Broadband router's system information, Internet
Connection, Device Status, System Log, Security Log and DHCP client
information.

Tools (Chapter 4)

17



This section contains the broadband router’s tool sets - tools include
configuration, firmware upgrade and Reset. Configuration tools allow you to
backup (save), restore, or restore to factory default configuration for your
Broadband router. The firmware upgrade tool allows you to upgrade your
Broadband router's firmware. The RESET tool allows you to reset your
Broadband router.

7) Click on Quick Setup Wizard (see chapter 1) to start configuring settings
required by your ISP so that you can start accessing the Internet. The other
sections (General Setup, Status Information and Tools) do not need to be
configured unless you wish to implement/monitor more advanced
features/information.

Select the section (Quick Setup Wizard, General Setup, Status Information
and Tools) you wish to configure and proceed to the corresponding chapter.

18



Chapter 1

Quick Setup

The Quick Setup section is designed to get you using the broadband router as
quickly as possible. In the Quick Setup you are required to fill in only the
information necessary to access the Internet. Once you click on the Quick
Setup Wizard in the HOME page, you should see the screen below.

Step 1) Time Zone
The Time Zone allows your router to base its time on the settings configured
here, this will affect functions such as log entries and firewall settings.

®

At -
FDIMAX & i = ] 4
NETWORKING PEOPLE TOGETHER tuick Setup ’-..*.*@éneral Setup ¥ status Info % 85Ystem Tools

Time Zone

Setthe time zone ofthe Broadhand router. Thig information is used for log entries and firewall
o 1.Time Zone settings.
® 2.3G/3.5G J
i 3.Broadband Type Set Time Zone (GMT)Greenwich Mean Time: Dublin, Edinburgh, Lisbon, Londan %
¥ 4.IP Address Info Time Server

Repiiat 192.43.244.18

Enable Functi
Diaylight Savings [ Enable Function
Times Fram To
w
e ( >
© FEEEE
Parameter Description

Select the time zone of the country you are living. The

Set Time Zone router will set its time based on your selection

Time Server | You can manually assign time server address if the
Address default time server dose not work

The router can also take Daylight savings into account. If
you wish to use this function, you must check/tick the

Daylight Savings enable box to enable your daylight saving configuration

(below)
Times Erom Select the period in which you wish to start using daylight
saving
Times to ?:\l/?r% the period in which you wish to stop using daylight

Click on NEXT to proceed to the next page (step 2): Broadband Type.

19



Step 2) 3G/3.5G Internet Configuration

3G-6200Wg supports most of 3G/3.5G modem cards, just connect the modem card
to the USB port of 3G-6200Wg and 3G-6200Wg will recognize it automatically, no
additional setup procedure required. However, some of modem cards require PIN
code or account / password (you have to use 3G-6200Wg’s web interface to input
these information), and some modem cards requires you to connect the modem card
with your PC and install driver / utility before you connect it with 3G-6200Wg (all PCs
which need to access Internet by 3G-6200Wg requires to perform this procedure
once). If you still not able to connect to Internet, please use wired Internet connection
to access our website :http://www.edimax.com/ ,download latest version of firmware
and upgrade 3G-6200Wg's firmware. If you still not be able to get connected by your
3G/3.5G modem card, please contact your dealer of purchase and provide the model
name of the 3G/3.5G modem card you have, we’ll try our best to help you to solve
the problem.

Only one Internet connection (wireless / wired) can be used at the same time.
Wireless connection (3G/3.5G) will be selected first, and use wired Internet
connection as backup. Therefore, please DO NOT connect your 3G/3.5G modem
card with 3G-6200Wg, or your telecomm service provider may charge you with high
communication fee. For example, if you connect 3G/3.5G modem card with
3G-6200Wg when you're using wired Internet connection, wired connection will be
dropped and use 3G/3.5G wireless connection instead. If 3G/3.5G wireless signal
reception is poor and the connection can not be restored within 60 seconds,
3G-6200Wg will use wired Internet connection again, and will not switch back to
wireless Internet connection (This only happens with wired Internet connection is
available. If wired connection is unavailable, 3G-6200Wg will try to establish 3G/3.5G
wireless connection again and again). If you want to use 3G/3.5G wireless
connection again, you need to remove 3G/3.5G modem card from 3G-6200Wg and
reconnect it back after 5 seconds.

(A) Plug and play, no setup procedure required.

Connect the USB 3G/3.5G modem card with 3G-6200Wg and make sure the
corresponding USB LED indicator of 3G-6200Wg lights up, then you can use the web
browser to access Internet.

( B) PIN code or user name / password required:

Please check the authentication method you want to use. Most of telecomm service
providers require you to input PIN Code, please check ‘SIM’ and input the PIN code
provided by telecomm service provider. Most of options listed here are optional and
you don’t have to provide those information if telecomm service provider doesn'’t
provide you with those information.

If telecomm provider provides you with username / password, please check /User
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Name / Password box and input the user name / password provided by telecomm
service provider, then click ‘APPLY’ button. Wait for 1 minute (for 3G-6200Wg to
reboot), then you can access Internet.

= » !' e 2 -
FDIMAX & Kieq ] /3
METWORKING PEOPLE TOGETHER uick SE[UP % ‘\Géﬂera| Setup Sstatus Info A stem Tools

3GI3.5G

 1.Time Zone

o 2.3G3.5G Network Settings :
# 3.Broadband Type Authentication Method S V:
@ 4.IP Address Info Enter PIN Code
Access Point Mame :.internet
Metwork Preferences Automatic (3G/3.56 prefered) hd
Advanced PPP Settings : T T .
Lsernarme ;
Password
Idle Tirneout D
Echo Timeout : B0
Echo Count: 3

Back ] ’ Mext

( C) Driver / Utility required on PC side

Some 3G/3.5G modem card does not work with instructions (A) or (B) listed above
(ex. BandLuxe C100S). You need to install 3G/3.5G modem card driver / utility on
every PC which needs to access Internet first. After driver / utility installation is
complete, every PC will be able to access Internet via 3G/6200Wg.

1. Plug in the BandLuxe C100S modem card to the USB port of your computer.

2. The system will detect the hardware of C100S USB adapter and also the storage
inside the adapter.

jri Found Mew Hardware j,J Found MNew Hardware

BandLuxe 3.5G H3DPA Adapter 5B Mass Skorage Device
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3. Please click “Cancel” to ignore the message of the found new hardware wizard.

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

Windows will search for curent and updated software by
laaking an paur compuker, on the hardware installation CO, ar an
the ‘Wwindows pdate Web zite [with pour permizsion).

Read our privacy policy

Can Windows connect to Windows Update to search for
zoftware?

) Yes, this time anly
() Yes. now and gvery time | connect a device
{3 Mo, not thiz time

Click Mest to continue,

Cancel

4. Please go to “My computer”, you will see the BandLuxe C100S. Double click the
device.

Other Places S -
k= ﬂ Local Disk (C!) b ‘B Image (D:)
t_! My Metwork Places
L) My Documents
=3 Shared Documents E-;;t#] Data (1)

E} Conkrol Panel

Devices with Removable Storage
Details

My Computer H 3% Floppy (A: ( Q €D Drive (F:

System Folder = i =] 2
e

| \f) Bandluxe C1005 (G:)

& objects 'j My Compi

=—




5. The program inside the adapter will prepare to install the driver and utility of the
adapter.

InstallShield Wizard

Preparing to Install...
]

BandLuxe HSDPA, Liilty R Setup is preparing the
Install=hield Wizard, which will guide vou through the
program setup process. Please wait.

Configuring *indows Installer

(NENRNNRANRRNNRNNRRNRRRNRRNRE )

6. Click “Next”.
i& BandLuxe HSDPA Utility R1 - InstallShield Wizard X

Welcome to the InstallShield Wizard for
BandLuxe HSDPA Utility R1

The InstallshieldiR) Wizard will install BandLuxe HSOPS Utility
F1 on your computer. To continue, click Mext.

WaRNIMG: This program is protected by copyright law and
international treaties,

< Back. [ Next = i [ Cancel
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7. Select “l accept the terms in the license agreement” and click “Next”.
i# BandLuxe HSDPA Utility R1 - InstallShield Wizard

License Agreement

Please read the Following license agreement carefully,

End User License Agreement

IMPORTANT, FEAD CAREFULLY: BandRich Ine("BANDRICH™) licenses the
enclosed asoftware, associated materials and onlinefelectronic  documentation

(“Product™ to you upon the terms contained in this EOLA . Please read the terms

cateflly before using thiz software, as using the software will indicate your azzent ¥

{(¥)1 accept the terms in the license agreement;

{31 do nok accept the terms in the license agreement

[ < Back ” Mext = ] [ Cancel ]

8. If you want to change the destination folder, please click “Change”. Click “Next” to
continue.

i BandLuxe HSDPA Utility R1 - InstallShield Wizard

Destination Folder

lick Mext to install to this Folder, or click Change to install to a different Folder,

Q Install BandLuxe HSDPA Ltility R1 to:

Z:\Program Files\BandRichiBandLuxe HSDPA ukility R1Y

< Back ]| Next = i [ Cancel
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9. Click “install”.
i# BandLuxe HSDPA Utility R1 - InstallShield Wizard

Ready to Install the Program

The wizard is ready ko begin inskallation,

Click. Install ko begin the installation,

If wou want ko review or change any of waour installation settings, click Back, Click Cancel to
exit the wizard.

[ < Back ]| Install i [ Cancel ]

10. The system is installing the driver and utility of the adapter.
i BandLuxe HSDPA Utility R1 - InstallShield Wizard

Installing BandLuxe HSDPA Utility R1

The program Features vou selected are being installed.

Please wait while the InstallShield Wizard installs BandLuxe HSDPA Likility
R1. This may kake several minukes,

Skatus:

< Back Mexk = Cancel
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11. Install successfully, click “Finish” to close the install wizard.
i% BandLuxe HSDPA Utility R1 - InstaliShield Wizard (%]

InstallShield Wizard Completed

The Installshield Wizard has successfully installed BandLuxe
HSDP& Likiliey 1, Click. Finish ko exit the wizard,

= Back Cancel

12. The utility of C100S will start up automaticity.
Please select the “MENU”
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13. Click “Setting”.

14. Select the “Auto connect on startup”.

=ulll Bandluxe™

General 5SMS  SIM ° Radio = MNetwork -

[“]iauto connect on startup: I

Ik, startup

Language

English - Uniked States (17
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15. Plug in the C100S into the USB port of the 3G router.
16. The USB adapter will get the IP address from ISP automatically. You can check the
Status of the 3G-6200Wg on the Web site (ex: 192.168.2.1).

Internet Connection

Wiew the cument intemet connection status and related information,

CUEINNER S CICTS B Dynamic IP disconnect
IP address :
Subnet Mask :
Default Gateway : JRIET N2 8
e T8 DO0E:2E:44:69:CA
210.241.192.201
Secondary DNS : i8N

rrent Time
i 0

Connected
-G 118.231.54.74
Subnet Mask: i e fr
[T 10T 10.64.64.68
CELNETSINCTE BandRich, Inc. (Ox1a8d)

BandLuxe 3.5G HSDPA Adapter
Ox1002)

T 5s577c0104s0675

0%
17. Now you are able to connect to Internet successfully.

2} MSN.com - Microsoft Internet Explorer Q@I@
Fle Edt Wew Favortes Tooks Help "

eﬂack - © |£| IELI ) /r\JSEarch 7 Favoritss {E2) 1= 3

Address @httu:#www.msn‘cumﬂ v B ks 2
5 B
Make MSN your homepage today see what's new
I And get the homepage favored by millions!

view Cheapest Hybrid Sedans Monday, June 23, 2008 Maks this your homspage

Welcome Sign in Page aptions ¥
=] Hotmail Air Tickets/Travel Election 2008 Lifestyle Hews Tech & Gadgets
fin Messenger Autos Games Maps & Directions Real Estate/Rentals ™
2 My MSN Caresrs & Jobs Grasn Money Shopping Weather
¥ st City Guides Health & Fitness Movies Spaces White Pages
“i MSN Directory Dating & Personals Horoscopes Music Sports Yellow Pages
MSNBC News ==
How to Leave 7 g EIE| Fervy capsize could send
Your Husband v P §l Asia typhoon toll higher . limi
Financial tips that will % . - NYT: Are MeCain and Dole Unlimited
= really so similar? local & lon

pay off in the long run e
. Winshouss has lung damage, dad says

- Miss, River crests | Video: Worst over?

- Wideo: Bringing home the grief of war

distance calling

anly$ 99
ﬁ 24 Mo

Wimbledon preview: How will &=
the favorites fare? | Draws d
- Game over? '‘Pacman’ wants to

L

s Plus: 10 stepsto a
money-smart divorce
s FOX Sports E =
< Previous @ Mext =

Today's Picks Carlin dies

- Phatographer claims mob of Camedian drap nickname | Play fantasy
Malibu surfers attacked him suffers heart - Drag racers on track day sfter tragic crash
- Would-be teachers' best bet failure at 71 . Spain stuns Italy on penalty kicks | Phatas Advertissment Ad feedback v
& Done © Iternet
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Note : If your SIM card requires entering the PIN code, please enter into the web
management of the 3G router. In WAN setting web page, select 3G/3.5G. Enter the PIN
code of the adapter.

3GI3.5G
Network Settings :
Authentication Method =11 h
Enter PIM Code
Access Point Mame internet
Metwork Preferences Autormatic (3G/3.5G prefered) b
Advanced PPP Settings :
Usernamme :
Fasswaord
[dle Timeaout : 0
Echo Timeout : B0
Echo Count: 3

[ Back ] [ Mext ]

Step 3) Broadband Type

3G-6200W(g provides two types of Internet connection method: wireless (3G/3.5G) or
wired connection. You can access internet via USB 3G/3.5G modem card, or via
wired xDSL / cable modem connection. However, only one connection method
(wireless or wired) can be used at the same time.

In this section you have to select one of six types of connections that you will
be using to connect your broadband router's WAN port to your ISP (see
screen below).

Note: Different ISP’s require different methods of connecting to the Internet,
please check with your ISP as to the type of connection it requires.
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L

FDIMAX & 4 = (4
METWORKING PEOPLE TOGETHER Y uick SEtUp “'*\Géneral SB[UP eSstatus Info "N %SYystem Tools

Broadband Type
& 1.Time Zone

& 2.3G/3.56

& 3.Broadband Type
i@ 4.IP Address Info O Cable Modem

A connection through a cable modermn requires minimal configuration. When you setup an

accountwith vour Cahle pravider, the Cable provider and your Broadhand router will
automatically establish a connection, so vou probahly do not need to enter anything more.

Specify the WAMN connection type required by vour Internet Service Provider. Specify a Cable
modem, Fixed-IP xDSL, PPPoE xDSL or PPTP xDSL connection.

O FixedIP xDSL

Some xDEL Internet Service Providers may assign a Fixed IP Address for your Broadband
router. Ifyou have been provided with this information, choose this option and enter the
assigned IP Address, Subnet Mask, Gateway IP Address and DMNE IP Address for your
Broadhand rauter.

O PPPoE xDSL

Ifyou connectto the Internet using a xDSL Modem and your ISP has provided you with an
Uzer name and passward, then your ISP uses PPPOE to establish a connection. Yaou must
choose this option and enter the required information.

O PPTP xDSL

Ifyou connect to the Internet using a xDSL Maderm and yaur ISP has provided you with a
FPassword, Local IP Address, Remote IP Address and a Connection D, then your ISP uses
PPTP to establish a connection. You must choose this option and enter the required

informatian.
O 12TP xDSL
Layer Twio Tunneling Protocol is a common connection method used inxDSL cannections.
O Telstra Big Pond hd
© FEEEEE
Menu Description

Cable Modem |Your ISP will assign you with an IP address automatically

Fixed-IP xDSL |Your ISP gave you an IP address already

PPPoE xDSL |Your ISP requires you to use Point-to-Point Protocol over
Ethernet (PPPOE)

PPTP xDSL  |Your ISP requires you to use a Point-to-Point Tunneling
Protocol (PPTP)

L2TP xDSL Your ISP requires you to use a Layer Two Tunneling
Protocol (L2TP)

Telstra Big Pond |This Protocol only used for Telstra Big Pond Internet
service in Australia

Click on one of the WAN type and then proceed to the manual’s relevant
sub-section (1.1, 1.2, 1.3, 1.4, 1.5 or 1.6). Click on Back to return to the
previous screen.
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1.1 Cable Modem

Choose Cable Modem if your ISP will assign you with an IP address
automatically (i.e. DHCP). Some ISP’s may also require that you fill in
additional information such as host name and MAC address (see screen

below).

Note: The Host Name and MAC address section is optional and you can skip
this section if your ISP does not require these settings.

Cable Modem
Host Mame
MAC address
Clone Mac address
T (¥ Disabled O Enabled

[] Enable 802.1x Authentication

UserMame :
Fassword
Back || 0K
Parameters Description
If your ISP requires a Host Name, type in the host name
Host Name provided by your ISP, otherwise leave it blank if your ISP
does not require a Host Name.
Your ISP may require a particular MAC address to
connect to the Internet. This MAC address is the PC’s
MAC address that your ISP had originally connected your
Internet connection to. Type in this MAC address in this
section or use the “Clone MAC Address” button to replace
MAC Address

the WAN MAC address with the MAC address of that PC
(you have to be using that PC for the Clone MAC Address
button to work). To find out the PC's MAC address see
Appendix A. (see Glossary for an explanation on MAC
address)

Click <OK> when you have finished the configuration above. Congratulations!
You have completed the configuration for the Cable Modem connection. You
can start using the router now, if you wish to use some of the advance features
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supported by this router see chapter 2, 3, 4.

1.2 Fixed-IP xDSL
Select Fixed-IP xDSL if your ISP has given you a specific IP address for you to
use. Your ISP should provide all the information required in this section.

Fixed-IP xDSL
Enter the IP Address, Subnet Mask, Gateway IP Address and DHE |P Address provided to you
byt ywour ISP inthe appropriate fields.

IP address assigned by your Service Provider 1721.1.1

Subnet Mask 26526500
DHS address

Service Provider Gateway Address 172.1.1.264
TTL: & Disabled O Enabled

] Enable 802.1x Authentication

Llser Mame :
Passward :
[ Back ][ 0K
Parameters Description

IP address This is the IP address that your ISP has given you.

Subnet Mask |Enter the Subnet Mask provided by your ISP (e.g.
255.255.255.0)

DNS address |This is the ISP’s DNS server IP address

Gateway IP This is the ISP’s IP address gateway
address

Click <OK> when you have finished the configuration above. Congratulations!
You have completed the configuration for the Fixed-IP x DSL connection. You
can start using the router now, if you wish to use some of the advance features
supported by this router see chapter 2, 3,
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1.3 PPPoOE
Select PPPoE if your ISP requires the PPPOE protocol to connect you to the
Internet. Your ISP should provide all the information required in this section.

PPPoE

Enter the User Mame and Passwaord regquired by your ISP inthe appropriate fields. Ifyour ISP
has provided you with 3 "Service Hame" enter it inthe Sendce Mame field, othenwise, leave it

blank.

Use PPPoE Authentication

Llzer Mame

FPassword

Semvice Mame

MTL) 1392 (512<=MTL Value==1492)
Connection Type Continuous hd
ldle Titme Out {1-1000 minutes)
TTL: ® Disabled O Enabled
| Back || oK
Parameter Description
Enter the User Name provided by your ISP for the PPPoE
User Name .
connection
Enter the Password provided by your ISP for the PPPoE
Password

connection

Service Name

This is optional. Enter the Service name of your ISP when
your ISP requires it, otherwise leave it blank.

MTU

This is optional. You can specify the maximum size of
your transmission packet to the Internet. Leave it as it is if
you to not wish to set the maximum packet size. Please
ask your ISP for detailed information.

Connection Type

If you select “Continuous”, the router will maintain the
connection to the ISP. If the WAN connection drops, the
router will reconnect to the ISP automatically.

If you select “Connect On Demand”, the router will
auto-connect to the ISP when someone wants to use the
Internet and keep connected until the WAN idle timeout.
The router will drop the WAN connection if the time period
that no one is using the Internet exceeds the “Idle Time”.
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If you select “Manual”, the router will connect to ISP only
when you click “Connect” manually from the Web
management interface. The WAN connection will not
disconnect because of idle timeout. If the WAN line drops
and connected at a latter time again, the router will not
connect to the ISP by itself.

Idle Time

You can specify an idle time (minutes) for the WAN port.
This means if no packets have been sent (no one using
the Internet) during this specified period, the router will
automatically disconnect the connection to your ISP.

Note: This “idle timeout” function may not work due to
abnormal activities of some network application software,
computer virus or hacker attacks from the Internet. For
example, some software sends data to the Internet in the
background, even when you are not using the Internet. So
please turn off your computer when you are not using it.
This function also may not work with some ISP. So please
make sure this function can work properly when you use
this function in the first time, especially when your ISP
charge you by the connection time.

Click <OK> when you have finished the configuration above. Congratulations!
You have completed the configuration for the PPPOE connection. You can start
using the router now, if you wish to use some of the advance features
supported by this router see chapter 2, 3, 4.
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1.4 PPTP

Select PPTP if your ISP requires the PPTP protocol to connect you to the
Internet. Your ISP should provide all the information required in this section.

+ WAN Imterface Settings

Host Mame | |

MAC address |EIEI1 d0911 cacf H Clone Mac address ]
IF address | |

Subnet Mask | |

Default Gatesway | |

Liser D

Passwaord

FPTF Gateway

Connection D

+ PPTP Settings

0000 |

| ||{Dptinna|}

MTU (512== MTU Yalue==1492)
BEZEL-ISRAEL [ ] Enahle ffar BEZEG netwark in ISRAEL use anly)
Connection Type | Continuous V|
Idle Tirme Qut I:I {1-1000 minutes)
Parameter Description
Obtainan IP | The ISP requires you to obtain an IP address by DHCP
address automatically before connecting to the PPTP server.

Use the following
IP Address

The ISP gave you a static IP to be used to connect IP
address to the PPTP server

IP Address

This is the IP address that your ISP gave you to establish
a PPTP connection

Subnet Mask

Enter the Subnet Mask provided by your ISP (e.g.
255.255.255.0)

Gateway

Enter the IP address of the ISP’s Gateway

User ID

Enter the User Name provided by your ISP for the PPTP




connection. Sometimes called as Connection ID

Password

Enter the Password provided by your ISP for the PPTP
connection

PPTP Gateway

If your LAN has a PPTP gateway, then enter that PPTP
gateway'’s IP address here. If you do not have a PPTP
gateway then enter the ISP’s Gateway IP address, same
as above

Connection ID

This is the ID given by your ISP, and this is optional.

BEZEQ-ISRAE

Select this item if you are using the service provided by
BEZEQ in Israel.

Connection Type

If you select “Continuous”, the router will maintain the
connection to the ISP. If the WAN line breaks down and
links again at a latter time, the router will reconnect to the
ISP automatically; if you select “Connect On Demand”,
the router will auto-connect to the ISP when someone
wants to use the Internet and keep connected until the
WAN idle timeout. The router will close the WAN
connection if the time period that no one is using the
Internet exceeds the “Idle Time”.

If you select “Manual”, the router will connect to ISP only
when you click “Connect” manually from the Web
management interface. The WAN connection will not be
disconnected because of idle timeout. If the WAN line
breaks down and got connected again at a latter time, the
router will not connect to the ISP by itself.

Idle Time

You can specify an idle time threshold (minutes) for the
WAN port. This means if no packets has been sent (no
one using the Internet) throughout this specified period,
then the router will automatically disconnect the
connection to your ISP.

Note: This “idle timeout” function may not work due to
abnormal activities of some network application software,
computer virus or hacker attacks from the Internet. For
example, some software sends network packets to the
Internet in the background, even when you are not using
the Internet. So please turn off your computer when you
are not using it. This function also may not work with
some ISP. So please make sure this function can work
properly when you use this function in the first time,
especially your ISP charge you by time used
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Click <OK> when you have finished the configuration above. Congratulations!
You have completed the configuration for the PPTP connection. You can start
using the router now, if you wish to use some of the advance features
supported by this router see chapter 2, 3, 4.

1.5L2TP
Select L2TP if your ISP requires the L2TP protocol to connect you to the
Internet. Your ISP should provide all the information required in this section.

+ WAN Imterface Settings

Host Mame | |

MAC address |EIEI“I|:|EI91 1cacf | [ Clone Mac address ]
IP address | |

Subnet Mask | |

Default Gateway | |

+« L2TP Settings

Lser D | |

Passwiard | |

LITP Gateway | |

MTU 1352 (512==MTU Value==1432)

Caonnection Type |Cnntinunus V|

[dle Time Qut I:I {1-1000 rminutes)

| Back || OK
Parameter Description
Obtain an IP | The ISP requires you to obtain an IP address by DHCP
address automatically before connecting to the L2TP server.

Your ISP may require a particular MAC address to
connect to the Internet. This MAC address is the PC's
MAC Address |MAC address that you originally made your Internet
connection. Type in this MAC address in this section or
use the "Clone MAC Address" button to replace the WAN




MAC address with the MAC address of that PC (you have
to be using that PC for the Clone MAC Address button to

work). To find out the PC's MAC address see Appendix A.
(see Glossary for an explanation on MAC address)

Use the following
IP Address

The ISP gave you a static IP to be used to connect to the
L2TP server.

IP Address

This is the IP address that your ISP has given you to
establish a L2TP connection.

Subnet Mask

Enter the Subnet Mask provided by your ISP (e.g.
255.255.255.0)

Gateway Enter the IP address of the ISP Gateway
Enter the User Name provided by your ISP for the PPTP
User ID . : :
connection. Sometimes called a Connection ID
Enter the Password provided by your ISP for the PPTP
Password

connection

L2TP Gateway

If your LAN has a L2TP gateway, then enter that L2TP
gateway IP address here. If you do not have a L2TP
gateway then enter the ISP’s Gateway IP address above

MTU

This is optional. You can specify the maximum size of
your transmission packet to the Internet. Keep default
value if you do not wish to set a maximum packet size.

Connection Type

If you select “Continuous”, the router will maintain the
connection to the ISP. If the WAN line breaks down and
links again at a latter time, the router will auto-reconnect
to the ISP. If you select “Connect On Demand”, the router
will connect to the ISP automatically when someone
wants to use the Internet and keep connected until the
WAN idle timeout. The router will close the WAN
connection if the time period that no one is using the
Internet exceeds the “Idle Time”. If you select “Manual”,
the router will connect to ISP only when you click
“Connect” manually from the Web user interface. The
WAN connection will not be disconnected due to the idle
timeout. If the WAN line breaks down and latter links
again, the router will not connect to the ISP by itself.

Idle Time Out

The WAN *“idle timeout" auto-disconnect function may not
work due to abnormal activities of some network
application software, computer virus or hacker attacks
from the Internet. For example, some software sends
network packets to the Internet in the background, even
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when you are not using the Internet. This function also
may not work with some ISP. So please make sure this
function can work properly when you use this function in
the first time, especially your ISP charge you by time
used. Due to the many uncontrollable issues, we do not
guarantee the WAN “idle timeout" auto-disconnect
function will always work. In order to prevent from extra
connection fee, please TURN OFF THE ROUTER WHEN
YOU ARE NOT USING INTERNET.

Click <OK> when you have finished the configuration above. Congratulations!
You have completed the configuration for the L2TP connection. You can start
using the router now, if you wish to use some of the advance features
supported by this router see chapter 2, 3, 4.

1.6 Telstra Big Pond

Select Telstra Big Pond if your ISP requires the Telstra Big Pond protocol to
connect you to the Internet. Your ISP should provide all the information
required in this section. Telstra Big Pond protocol is used by the ISP in
Australia.

Telstra Big Pond {Australia Only)
Telstra Big Pond is an internet service provided in Australia.

User Mame
Password
Login Server
| Back [ ok |
Parameter Description

User Name Enter the User Name provided by your ISP for the Telstra
Big Pond connection

Password Enter the Password provided by your ISP for the Telstra
Big Pond connection

User decide login |Select if you want to assign the IP of Telstra Big Pond’s
server manually |login server manually.

Login Server |The IP of the Login Server.
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Click <OK> when you have finished the configuration above. Congratulations!
You have completed the configuration for the Telstra Big Pond connection. You
can start using the router now, if you wish to use some of the advance features
supported by this router see chapter 2, 3, 4.
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Chapter 2

General Settings
Once you click on the General Setup button at the Home Page, you should
see the screen below.

If you have already configured the Quick Setup Wizard, you DO NOT need to
configure anything thing in the General Setup screen for you to start using the
Internet.

The General Setup contains advanced features that allow you to configure the
router to meet your network’s needs such as: Wireless, Address Mapping,
Virtual Server, Access Control, Hacker Attack Prevention, Special Applications,
DMZ and other functions.

Below is a general description of what advance functions are available in this
broadband router.

e % R
?t“ A LY
EMHGIPEOPLE TOGETHER k. uick SElUp "_"é‘eneral SE[LIP e=otatus Info N ESIEITI Tools

General Setup

The Broadband router supports advanced functions like Virtual Server, Access Control, Hacker
Aftack Detaction and DMZ.
e highly recommend you keep the default zettings.

®F

® Drint Server

?@ D ERSERs

Menu Description

This section allows you to set the Broadband router’s
System system time zone, password and remote management
administrator.

This section allows you to select the connection method
WAN in order to establish a connection with your ISP (same as
the Quick Setup Wizard section)

You can specify the LAN segment’s IP address, subnet

LAN Mask, enable/disable DHCP and select an IP range for
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your LAN

Wireless Setup the wireless LAN'’s SSID, WEP key, MAC filtering.
QoS You can setup the QoS bandwidth control policy.
You can configure the Address Mapping, Virtual Server
and Special Applications functions in this section. This
NAT .
allows you to specify what user/packet can pass your
router’s NAT.
Firewall The Firewall section allows you to configure Access

Control, Hacker Prevention and DMZ.

Print Server

The Print Server section allows you to enable the USB
ports to support USB printer.

Select one of the above General Setup selections and proceed to the manual’s

relevant sub-section
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2.1 System
The system screen allows you to specify a time zone, to change the system
password and to specify a remote management user for the broadband router.

} X B i MAX : { *tatus Info ,&\R’

HETWORKING PEOPLE TOGETHER uick SE[UD '5‘__ié-éneral Selup N S5Vystem Tools

System Setting

This page includes the basic configuration tools for the Broadband router's remote
management access function.

& © AR

Parameters Description

Select the time zone of the country you are living. The

Time Zone : oo _
router will set its time based on your selection

Password Settings | Allows you to define a password in order to access the
web-based management website.

Remote You can specify a Host IP address that can perform
Management |remote management functions.

Select one of the above three system settings selections and proceed to the
manual’s relevant sub-section
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2.1.1 Time Zone

The Time Zone allows your router to reference or base its time on the settings
configured here, which will affect functions such as Log entries and Firewall
settings.

. ® . —
¥ DIMAX Ko e /s
ESstatus Info "N SSystem Tools

NETWORKING PEOPLE TOGETHER 0 uick Setup ”ﬁ_ﬁééneral Setup \

Time Zone
Setthe time zone of the Broadhand router. This infarmation is used for log entries and firewall
settings.

Set Time Zone (GMTIGreenwich Mean Time: Dublin, Edinburgh, Lisbon, London
Titne Server = T
P 192.43.244.18
o g [ Enable Function
Times From To
MNext
W £ >
€ © BEER
Parameter Description

Select the time zone of the country you are living. The

Set Time Zone router will set its time based on your selection.

Time Server The router default the “Time Server Address” is
Address “192.43.244.18"

The router can also take Daylight savings into account. If
you wish to use this function, you must check/tick the

Daylight Savings | 1able box to enable your daylight saving configuration

(below).

Times From Select the period in which you wish to start using daylight
Saving.

Times to Select the period in which you wish to stop using daylight
Saving.

Click <Apply> at the bottom of the screen to save the configurations. You can
now configure other advance sections or start using the router.

2.1.2 Password Settings

You can change the password required to log into the broadband router's
system web-based management. By default, there is no password. So please
assign a password to the Administrator as soon as possible, and store it in a
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safe place. Passwords can contain O to 12 alphanumeric characters, and are

case sensitive.

¥ DIMAX

NETWORKING PEQPLE TOGETHER

® Tirew:
® Drint

b ) -
Bz Wossio @
tuick Setup ¥ 4General Setup ““Status Info N ¥System Tools

Password Settings

You can change the password required to log into the broadband router's system weh-based
management. By default, the password is 1234, S0 please assign a password to the
Administrator as soon as possible, and store itin 3 safe place. Passwords can contain 0to 30
alphanumeric characters, and are case sensitive.

Current Password

MNew Password

Confirmed Passwaord

Apply ‘ I Cancel

© FEER

Parameters Description
Enter your current password for the remote management
Current . 2 :
administrator to login to your Broadband router.
Password

Note: By default there is NO password

New Password

Enter your new password

Confirmed
Password

Enter your new password again for verification purposes
Note: If you forget your password, you'll have to reset
the router to the factory default (No password) with the
reset button (see router’s back panel)

Click <Apply> at the bottom of the screen to save the configurations. You can
now configure other advance sections or start using the router.
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2.1.3 Remote Management

The remote management function allows you to designate a host in the
Internet the ability to configure the Broadband router from a remote site. Enter
the designated host IP Address in the Host IP Address field.

E«Hc;lpmm TOGETHER *umk Setup “" ‘u{\zeneral Setup !Qtatus Info N Estem Tools

Remote Management

The remote management function allows you to designate a host in the Internet to have
managementiconfiguration access to the Broadband router from a remaote site. Enter the
designated hast IP Address inthe Hast IP Addrass field.

T

O

[ Apply ] [ Cancel ]

& ©

Parameters Description

This is the IP address of the host in the Internet that will
have management/configuration access to the
Broadband router from a remote site. This means if you
are at home and your home IP address has been
designated the Remote Management host IP address for
this router (located in your company office), then you'll be
able to configure this router from your home. If the Host
Address is 0.0.0.0, means anyone can access the
router’s web-based configuration from a remote location,
Host Address  |if they know the password.

Click the Enabled box to enable the Remote
Management function.

Note: When you want to access the web-based
management from a remote computer, you must enter
the router’'s WAN IP address (e.g. 10.0.0.1) into your
web-browser followed by colon and port number 8080,
e.g. 10.0.0.1:8080 (see below). You'll also need to know
the password set in the Password Setting screen in order
to access the router’s web-based management.

46



% @ B

ress 10.0.0.1:30380

17y > 0aP EmOe

Port The port number of remote management web interface.
Enabled Select “Enabled” to enable the remote management
function.

Click <Apply> at the bottom of the screen to save the configurations. You can
now configure other advanced functions or start using the router (with the
advanced settings in place)
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2.2 3G/3.5G

3G-6200Wg provides two types of Internet connection method: wireless (3G/3.5G) or
wired connection. You can access internet via USB 3G/3.5G modem card, or via
wired xXDSL / cable modem connection. However, only one connection method
(wireless or wired) can be used at the same time. Related instructions will be given
as follow.

3G-6200Wg supports most of 3G/3.5G modem cards, just connect the modem card
to the USB port of 3G-6200Wg and 3G-6200Wg will recognize it automatically, no
additional setup procedure required. However, some of modem cards require PIN
code or account / password (you have to use 3G-6200Wg’s web interface to input
these information), and some modem cards requires you to connect the modem card
with your PC and install driver / utility before you connect it with 3G-6200Wg (all PCs
which need to access Internet by 3G-6200Wg requires to perform this procedure
once). If you still not able to connect to Internet, please use wired Internet connection
to access our website :http://www.edimax.com/ ,download latest version of firmware
and upgrade 3G-6200Wg's firmware. If you still not be able to get connected by your
3G/3.5G modem card, please contact your dealer of purchase and provide the model
name of the 3G/3.5G modem card you have, we’ll try our best to help you to solve
the problem.

Only one Internet connection (wireless / wired) can be used at the same time.
Wireless connection (3G/3.5G) will be selected first, and use wired Internet
connection as backup. Therefore, please DO NOT connect your 3G/3.5G modem
card with 3G-6200Wg, or your telecomm service provider may charge you with high
communication fee. For example, if you connect 3G/3.5G modem card with
3G-6200Wg when you're using wired Internet connection, wired connection will be
dropped and use 3G/3.5G wireless connection instead. If 3G/3.5G wireless signal
reception is poor and the connection can not be restored within 60 seconds,
3G-6200Wg will use wired Internet connection again, and will not switch back to
wireless Internet connection (This only happens with wired Internet connection is
available. If wired connection is unavailable, 3G-6200Wg will try to establish 3G/3.5G
wireless connection again and again). If you want to use 3G/3.5G wireless
connection again, you need to remove 3G/3.5G modem card from 3G-6200Wg and
reconnect it back after 5 seconds.

(A) Plug and play, no setup procedure required.

Connect the USB 3G/3.5G modem card with 3G-6200Wg and make sure the
corresponding USB LED indicator of 3G-6200Wg lights up, then you can use the web
browser to access Internet.

(B) PIN code or user name / password required:

Please check the authentication method you want to use. Most of telecomm service
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providers require you to input PIN Code, please check ‘SIM’ and input the PIN code
provided by telecomm service provider. Most of options listed here are optional and
you don’t have to provide those information if telecomm service provider doesn’t

provide you with those information.

If telecomm provider provides you with username / password, please check /User
Name / Password box and input the user name / password provided by telecomm
service provider, then click ‘APPLY’ button. Wait for 1 minute (for 3G-6200Wg to

FDIMAX @& e

HNETWORKING PEOPLE TOGETHER

Network Settings :
Authentication Method

Enter PIN Code
Access Paint Mame

Metwork Preferences
Advanced PPP Settings :
® Drint Serve Username :

Passward
|dle Timeout:
Echo Timeout :

Echo Count:

.@J hitpaitesen ed imas com b

WReluick Setup “®4Geéneral Setup

|60

tatus Info % Estenw Tools

3GI3.56G

Sk v

internet

Automatic (3G/3.5G prefered) |

Back ] [ Mext

B FERREE

2.3 WAN

Use the WAN Settings screen if you have already configured the Quick Setup
Wizard section and you would like to change your Internet connection type.
The WAN Settings screen allows to specify the type of WAN port connect you
want to establish with your ISP. The WAN settings offer the following selections
for the router’'s WAN port, Dynamic IP, Static IP Address, PPPoE, PPTP,

L2TP, Telstra Big Pond, DNS and DDNS.
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WAN Settings

The Broadband router can be connected to yaur Service Provider through the following methods

(*) Dynamic IP Chtains an IP Address automatically from your Service Provider.

¢ Static IP Ilzes a Static P Address. Your Service Provider gives a Static [P
Address to access Internet services.

) PPPoE FFF over Ethernetis a comimon connection method used in
¥DEL connections.

) PPTP Paoint-to-Faoint Tunneling Protocol is & commaon connection
method used in xDEL connections.

) L2TP Laver Two Tunneling Protocol is & commaon connection method
used inxDEL connections.

() Telstra Big Pond Telstra Big Pond is an internet service provided in Australia.

Parameters Description

Dynamic IP Your ISP will assign you an IP address automatically
Static IP Your ISP gave you an IP address already
PPPoE Your ISP requires PPPoE connection.

Your ISP requires you to use Point-to-Point Tunneling

PPTP Protocol (PPTP) connection.

L2TP Your ISP requires L2TP connection.

Telstra Big Pond |Your ISP requires Telstra Big Pond connection.

DNS You can specify a DNS server that you wish to use

You can specify a DDNS server that you wish to use and
DDNS configure the user name and password provided by you
DDNS service provider.

Once you have made a selection, click <More Configuration> at the bottom
of the screen and proceed to the manual’s relevant sub-section

2.3.1 Dynamic IP

Choose the Dynamic IP selection if your ISP will assign you an IP address
automatically. Some ISP’s may also require that you fill in additional
information such as Host Name, Domain Name and MAC address (see
chapter 1 “Cable Modem” for more detail)

50



2.3.2 Static IP Address

Select Static IP address if your ISP assigned you with a specific IP address for
you to use. Your ISP should provide all the information required in this section.
(See chapter 1 “Fixed IP” for more detail)

2.3.3 PPPoE (PPP over Ethernet)

Select PPPOE if your ISP requires the PPPOE protocol to connect you to the
Internet. Your ISP should provide all the information required in this section.
(See chapter 1 “PPPoE” for more detail)

2.3.4 PPTP

Select PPTP if your ISP requires the PPTP protocol to connect you to the
Internet. Your ISP should provide all the information required in this section.
(See chapter 1 “PPTP” for more detail)

2.35L2TP

Select L2TP if your ISP requires the L2TP protocol to connect to the Internet.
Your ISP should provide all the information required in this section. (See
chapter 1 “L2TP” for detailed information)

2.3.6 Telstra Big Pond

Select Telstra Big Pond if your ISP requires the Telstra Big Pond protocol to
connect to the Internet. Your ISP should provide all the information required in
this section. Telstra Big Pond protocol is used by the ISP in Australia. (See
chapter 1 “Telstra Big Pond” for more detail)
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2.3.7 DNS

A Domain Name System (DNS) server is like an index of IP addresses and
Web addresses. If you type a Web address into your browser, such as
www.router.com, a DNS server will find that name in its index and the
matching IP address. Most ISPs provide a DNS server for speed and
convenience. If your Service Provider connects you to the Internet with
dynamic IP settings, it is likely that the DNS server IP address is provided
automatically. However, if there is a DNS server that you would rather use,
you need to specify the IP address of that DNS server here.

DNS

A Domain Mame Systermn (ODMNS) server is like an index of IP Addresses and Weh Addresses. If
vou type aWeh address into your browser, such as wasw broadbandrouter.com, a DNS server
will find that name inits index and find the matching IP address. Most ISPs provide a DRS
server for speed and convenience. Since youdr Service Provider may connect vou to the Internet
through dynamic P settings, it is likely that the DMNE semver IP Address is also provided
dynamically. Howeever, if there is a DNS server that you would rather use, vou need to specify the
IP Address ofthat DME server. The primary DMNS will be used for domain name access first, in
case the primary DME access failures, the secondary DMES will he used.

Has yaur Internet service provider given vou a DMNE address?

DMS address

Secondary DRE Address (optional)

[ Apply ] [ Cancel

Parameters Description

Fill in the ISP’s DNS server IP address; or you can specify

DNS address your own preferred DNS server IP address

Secondary DNS |This is optional. You can enter another DNS server’s IP
Address address as a backup. The secondary DNS will be used
(optional) when the above DNS fail.

Click <Apply> at the bottom of the screen to save the configurations. You can
now configure other advance sections or start using the router (with the
advanced settings in place)

2.3.8 DDNS

DDNS allows you to map the static domain name to a dynamic IP address.
You must get an account, password and your static domain name from the
DDNS service providers. This router supports DynDNS, TZO and other
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common DDNS service providers.

DDNS

ODMS allows users to map the static domain name to a dynamic I[P address. You must get an
account, password and your static domain name from the DDME service providers. Our
products have DOMS suppor for sy dyndns.org and wasas Zo.com now.

Ciynatmic DRS (O Enabled & Disabled

Provider
Domain Mame
Account I E-hail

FPasswiord / Key

[ Apply ] [ Cancel
Parameters Default Description
Enable/Disable Disable Enable/Disable the DDNS function of
this router
Provider Select a DDNS service provider
Domain name Your static domain name that use
DDNS

The account that your DDNS service

Account/E-mail . .
provider assigned to you

The password you set for the DDNS

Password/Ke .
y service account above

Click <Apply> at the bottom of the screen to save the configurations. You can
now configure other advance sections or start using the router.
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2.4 LAN

The LAN Port screen below allows you to specify a private IP address for your
router’s LAN ports as well as a subnet mask for your LAN segment.

LAN Seftings

You can enahble the Broadband router's DHCP server to dynamically allocate IP Addresses o
wour LAM client PCs. The broadband router must have an [P Address forthe Local Area

Metwark.

LANIP

IP Address 192 168.21

IP Subnet Mask : 252552550

202.1d Spanning Tree Disabled
DHCP Server Enabled »

Lease Time : Forever w

DHCP Server
Start 1P : 192.168.2.100
End IF : 1892 168.2.200

Ciomain Mame

Static DHCP Leases Table
[tallows to entry 16 sets addrass only.

m MAC Addres IP Address m

Delete Selected Delete All Reset

] Enable Static DHCP Leases
maC Address: IP Addreszs:

New | | |

[ Apply ] [ Cancel ]
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This is the router’s LAN port IP address
IP address 192.168.2.1 |(Your LAN clients default gateway IP
address)

Specify a Subnet Mask for your LAN

IP Subnet Mask [255.255.255.0
segment

If 802.1d Spanning Tree function is
802.1d Spanning : enabled, this router will use the spanning
Disabled
Tree tree protocol to prevent from network loop
happened in the LAN ports.

You can enable or disable the DHCP
server. By enabling the DHCP server the
router will automatically give your LAN
clients an IP address. If the DHCP is not
DHCP Server Enabled enabled then you'll have to manually set
your LAN client’s IP addresses; make sure
the LAN Client is in the same subnet as
this broadband router if you want the router
to be your LAN client’s default gateway

When enabled, DHCP service will
temporarily give your LAN clients an IP
address. In the Lease Time setting you can
Lease Time specify the time period that the DHCP
lends an IP address to your LAN clients.
The DHCP will change your LAN client’s IP
address when this time period is reached

You can select a particular IP address
range for your DHCP server to issue IP
addresses to your LAN Clients.

Note: By default the IP range is from:
192.168.2.100 to 192.168.2.200. If you
want your PC to have a static/fixed IP
address then you’'ll have to choose an IP
address outside this IP address Pool.

IP Address Pool

You can specify a Domain Name for your

Domain Name LAN.

Click <Apply> at the bottom of the screen to save the configurations. You can
now configure other advance sections or start using the router.
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2.5 Wireless

Wireless Access Point builds a wireless LAN and can let all PCs equipped with
IEEE 802.11b or 801.11g wireless network adaptor connect to your Intranet. It
supports WEP and WPAZ2 encryption to enhance the security of your wireless
network.

Wireless Settings

In order to utilize the Router's wireless functions, select Enable. Ifyou prefer not to utilize any
wireless functions, make sure Disahle is selected. (Mote: Mo otherwireless functions will be
available unless yvou enahble this setting )

Enable or disable Wiraless module function © &) Enable O Disable

Apply

Parameters | Default Description
Enable or You can select to enable or disable the wireless
disable access point module of this router.
Wireless Enable
module
function

Click <Apply> at the bottom of the screen to save the configurations. You can
now configure other advance sections or start using the router.
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2.5.1 Basic Settings
You can set parameters that are used for the wireless stations to connect to
this router. The parameters include Mode, ESSID, Channel Number and

Associated Client.

B

‘uick Setup "®4General Setup ¥Status Info N '\Bstem Tools

Wireless Settings

This page allows you to define ESSID, and Channel for the wireless connection. These
parameters are used for the wireless stations to connect to the Access Point.

Mode :

Band :

ESEID:

Channel Mumber :

AP v
2.4 GHz (B+3) v

_def;ul_!lt

11

[ Apply ] [ Cancel
Parameters Default Description

Mode It allows you to set the AP to AP, Bridge or
WDS mode.

It allows you to select the wireless band:

Band 802.11b and / or 802.11g. You can select B+G
mode to allow both 802.11b and 802.11g clients
to connect to this wireless access point.

This is the name of the wireless access point.
ESSID default All devices in the same wireless LAN should

have the same ESSID.

The wireless channel used by the wireless
Channel . . . .
Number 11 access point. All devices in the same wireless

LAN should use the same channel.

If you want to combine more than one network,

MAC : , i

address you have t_o set thl_s access point to _AP _
Bridge-Point to Point mode”, “AP Bridge-Point
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to Multi-Point mode” or “AP Bridge-WDS
mode”. You have to enter the MAC addresses
of other access points which will join the same
wireless network.

Click the “Set Security” button, and then a
“WDS Security Settings” will pop up. You can
set the security parameters used to bridge
access points together here, when you set your
AP in AP Bridge mode. You can refer to section
4.3 “Security Settings” for detailed instructions.

Set Security

Click <Apply> at the bottom of the screen to save the configurations. You can
now configure other advanced sections or start using the router (with the
advanced settings in place)
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2.5.2 Advanced Settings

You can set advanced wireless LAN parameters of this router. The parameters
include Authentication Type, Fragment Threshold, RTS Threshold, Beacon
Interval, preamble Type, etc. You should not change these parameters unless
you know their function and effects.

b g o
Koy ,@ / »
‘uick Setup "®4General Setup “Status Info N 8SYystem Tools

Advanced Settings

These settings are only for mare technically advanced users who have a sufficient knowledge
aboutwireless LAMN. These settings should not be changed unless you know what effect the
changes will have an your Broadband router,

Fragment Threshald; | 2346 | (256-2346)
RTS Threshald: 2347 (0-2347)
Beacon Interval: 100 ;{20- 1024 ms)
DTIM Period: [3 £1-100
Drata Rate: Auto v
Freamble Type: &) Long Prearnble O Short Prearmble
Broadcast Essid %) Enable O Disahle
CTS Protect: O Auto O Always & None
Ty Power: 100 % »
Turbo Mode: ) Enable O Disahle
WM ) Enable (& Disable
[ Apply ] [ Cancel
Parameters Description
Fragment "Fragment Threshold” specifies the maximum _
Threshold fragmentation size of data packet to be transmitted. If this

value is too low, it will result in bad performance.
RTS Threshold |When the packet size is smaller the RTS threshold, the
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wireless access point will not use the RTS/CTS
mechanism to send this packet.

Beacon Interval

The interval of time that this wireless access point
broadcast a beacon. Beacon is used to synchronize the
wireless network.

DTIM Period

The DTIM period you specify here indicates how often the
clients served by this access point should check for
buffered data which still exists on the AP and waiting for
pickup.

Data Rate

The “Data Rate” is the rate this access point used to
transmit data packets. The access point will use the
highest possible selected transmission rate to transmit the
data packets.

Preamble Type

The “Long Preamble” can provide better wireless LAN
compatibility while the “Short Preamble” can provide
better wireless LAN performance.

Broadcast
ESSID

If you enable “Broadcast ESSID”, every wireless station
located within the coverage of this access point will
discover this access point more easily. If you are building
a wireless network which will open to the public, it's
recommended to enable this feature. Disabling “Broadcast
ESSID” can provide better security.

IAPP

If you enable “IAPP”, it will allow wireless station roaming
between IAPP enabled access points within the same
wireless LAN.

CTS Protect

It is recommended to enable the protection mechanism.
This mechanism can decrease the rate of data collision
between 802.11b and 802.11g wireless stations. When the
protection mode is enabled, the throughput of the AP will
be a little lower due to many of frame traffic will be
transmitted.

You can adjust the wireless transmit power here. By

Tx Power reduce the TX power, you can reduce the wireless
coverage to make it only cover the area you need.
By enable the turbo mode, you can enhance the
Turbo Mode throughput up to 35Mbps.
WMM stands for Wi-Fi Multimedia. It is a standard created
WMM to define quality of service (QoS) in Wi-Fi networks. This

adds prioritized capabilities to Wi-Fi networks and
optimizes their performance when multiple concurring
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applications, each with different latency and throughput
requirements, compete for network resources.

Click <Apply> at the bottom of the screen to save the configurations. You can
now configure other advance sections or start using the router.
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2.5.3 Security

This Router provides complete wireless LAN security functions, include WEP,
IEEE 802.11x, IEEE 802.11x with WEP, WPA with pre-shared key and WPA
with RADIUS. With these security functions, you can prevent your wireless
LAN from illegal access. Please make sure your wireless stations use the
same security function.

2.5.3.1 WEP only

When you select 64-bit or128-bit WEP key, you have to enter WEP keys to
encrypt data. You can generate the key by yourself and enter it. You can enter
four WEP keys and select one of them as default key. Then the router can
receive any packets encrypted by one of the four keys.

L

%uick Setup ”ﬁ_ﬁé‘en&ral Setup ¥ Status Info "N 8Systemn Tools

Security Settings

This page allows you setup the wireless security. Turn on WER or wWPA by using Encryption
Keys could prevent any unauthorized access to your wireless networlk,

Encryption : WWEP ™
Key Lenigth B4-hit |+
key Format : Hex i:1:EI cha_rac?ers;_]l w
Default Key Key 1 v |

Encryption Key 1 ;

Encryption Key 2 ; e
Encryption Key 3 : e
Encryption key 4 At

[l Enable 802.1x Authentication

[ Apply J [ Cancel

Parameters Default Description

You can select the WEP key length for

Key Length 64-bit encryption, 64-bit or 128-bit. Larger WEP key
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length will provide higher level of security, but
the data throughput will be lowered.

Key Format

You can select ASCII Characters (alphanumeric
format) or Hexadecimal Digits ("A-F", "a-f" and
"0-9") to be the WEP Key.

For example: ASCII Characters: guest
Hexadecimal Digits: 12345abcde

Default Key

Select one of the four keys to encrypt your
data. Only the key you select it in the "Default
key" will be used.

Key 1 - Key

The WEP keys are used to encrypt data
transmitted over the wireless network. Fill the
text box by following the rules: 64-bit WEP:
input 10-digit Hex values (in the "A-F", "a-f" and
"0-9" range) or 5-digit ASCII character as the
encryption keys.

128-bit WEP: input 26-digit Hex values ("A-F",
"a-f" and "0-9") or 13-digit ASCII characters as
the encryption keys.

Click <Apply> at the bottom of the screen to save the configurations. You can
now configure other advance sections or start using the router.
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2.5.3.2 802.1x only

IEEE 802.1x is an authentication protocol. Every user must use a valid
account to login to this Access Point before accessing the wireless LAN. The
authentication is processed by a RADIUS server. This mode only
authenticates user by IEEE 802.1x, but it does not encryption the data during
communication.

Security Settings

This page allows you setup the wireless security. Turn on WEP or WA by using Encryption
Keys could prevent any unauthorized access to your wireless network,

Encryption : Disable b

Enable 802.1x Authentication
RADILS Server IP address

RADIUS Server Port 1812

RFADILS Server Password

[ Apply ] [ Cancel
Parameters Description
RADIUS Server |The IP address of external RADIUS server.
IP address
RADIUS Server |The service port of the external RADIUS server.
Port
RADIUS Server |The password used by external RADIUS server.
Password

Click <Apply> at the bottom of the screen to save the configurations. You can
now configure other advance sections or start using the router.
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2.5.3.3 802.1x WEP Static key

IEEE 802.1x is an authentication protocol. Every user must use a valid
account to login to this Access Point before accessing the wireless LAN. The
authentication is processed by a RADIUS server. This mode also uses WEP to
encrypt the data during communication.

Security Settings

This page allows you setup the wireless security. Turn on WEP orWPA by using Encryption
keys could prevent any unauthorized access to your wireless network,

Encryption : YWEF w
key Length B4-hit  »
ey Format Hex (10 characters) »
Default Key kKey 1 «

Encryption Key 1 : A

Encryption Key 2 A

Encryption Key 3 A

Encryption Key 4 R

Enable 802.1x Authentication

RADILIS Server IP address :
RADIUS Server Paott 1812

RADILS Sener Password

[ Apply ] [ Cancel ]

For detailed instructions of WEP settings, please refer to section 2.4.3.1 “WEP
only”. For the 802.1x settings, please refer to section 2.4.3.2 “802.1x only”.
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2.5.3.4 WPA Pre-shared key

Wi-Fi Protected Access (WPA) is an advanced security standard. You can use
a pre-shared key to authenticate wireless stations and encrypt data during
communication. It uses TKIP or CCMP (AES) to change the encryption key
frequently. So the encryption key will not be known by hackers easily, and this
will improve security.

Security Settings

This page allows you setup the wireless security. Turn on WEP orWPA by using Encryption
kevs could prevent any unauthorized access to yvour wireless netwark.

Encryption ; WA pre-shared key +

WPA Unicast Cipher Suite EwPaTIPT O wWPAZAES) O WPAZ Mixed

Pre-shared Key Format Fassphrase i

Pre-shared key

[ Apply ] [ Cancel
Parameters Description
WPA(TKIP) TKIP ywll change the encryptlon key frequently to enhance
the wireless LAN security.
WPA2 AES uses CCMP protocol to change encryption key
WPA2(AES) |frequently. AES can provide high level encryption to enhance
the wireless LAN security.
WPA2 Mixed WPA2 M!xeq will use TKIP or.AES based on the other
communication peer automatically.
You may select Passphrase (alphanumeric format) or
Hexadecimal Digits (in the “A-F”, “a-f" and “0-9” range) to be
Pre-shared :
the Pre-shared Key. For example:
Key Format -
Passphrase: iamguest
Hexadecimal Digits: 12345abcde
The Pre-shared key is used to authenticate and encrypt data
Pre-shared transmitted over the wireless network. Fill the text box by
Ke following the rules listed here: Hex WEP: input 64-digit Hex
y values (“A-F”, “a-f” and “0-9”) or at least 8 character pass
phrase as the pre-shared keys.
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Click <Apply> at the bottom of the screen to save the configurations. You can
now configure other advance sections or start using the router.
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2.5.3.5 WPA Radius

Wi-Fi Protected Access (WPA) is an advanced security standard. You can use
an external RADIUS server to authenticate wireless stations and provide the
session key to encrypt data during communication. It uses TKIP or CCMP
(AES) to change the encryption key frequently, and this will improve security.

Security Settings

This page allows you setup the wireless security. Turn on WEP or WPA by using Encryption
keys could prevent any unauthorized access tavourwireless netaark,

Encryption ; WiPA RADILS g
WPA Unicast Cipher Suite : @wPATKIPY OwPA2(AES) O WPAZ Mixed

RADILIS Server IP address :
RADIUS Server Paort 1812

RADILS Sener Password

[ Apply ] [ Cancel ]

Parameters Description

TKIP will change the encryption key frequently to enhance
the wireless LAN security.

WPA2 AES uses CCMP protocol to change encryption key
WPA2(AES) |frequently. AES can provide high level encryption to
enhance the wireless LAN security.

WPA2 MIXED will use TKIP or AES based on the other
communication peer automatically.

RADIUS Server | The IP address of external RADIUS server.
IP address

RADIUS Server | The service port of the external RADIUS server.
Port

RADIUS Server | The password used by external RADIUS server.
Password

WPA(TKIP)

WPA2 Mixed

Click <Apply> at the bottom of the screen to save the configurations. You can
now configure other advance sections or start using the router.
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2.5.4 Access Control
This wireless router provides MAC Address Control, which prevents
unauthorized MAC Addresses from accessing your wireless network.

MAC Address Filtering

For security reason, the Access Foint features MAC Address Filtering that only allows
authorized MAC Addresses associating to the Access Point.

« MAC Address Filtering Table
It allows to entry 20 sets address only.

S| wcauess | comnem | sea)

[l Enable Wireless Access Control

[ e

MAC address : Comment:

Apply ] [ Cancel ]

Parameters

Description

Enable wireless
access control

Enable wireless access control

Add MAC
address into the
list

Fill in the "MAC Address" and "Comment" of the wireless
station to be added and then click "Add". Then this wireless
station will be added into the "Current Access Control List"
below. If you find any issues before adding it and want to
correct it. Just click "Clear" and both "MAC Address" and
"Comment" fields will be cleared.

Remove MAC
address from list

If you want to remove some MAC address from the "Current
Access Control List ", select the MAC addresses you want
to remove in the list and then click "Delete Selected". If you
want remove all MAC addresses from the table, click
"Delete All" button. Click "Reset" will clear your current
selections.

Click <Apply> at the bottom of the screen to save the configurations. You can
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now configure other advance sections or start using the router.
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2.6 QoS

The QoS function can classify Internet application traffic by source/destination
IP address and port number. You can assign priority for each type of
application and reserve bandwidth for it. The packets of applications with
higher priority will always go first. Lower priority applications will get bandwidth
after higher priority applications get enough bandwidth. This can let you have a
better experience in using delay-sensitive services like Internet phone, video
conference ...etc. All the applications not specified by you are classified as
rule name “Others”. The rule with smaller priority number has higher priority;
the rule with larger priority number has lower priority. You can adjust the

priority of the rules by moving them up or down.

Note: If the total assigned bandwidth of higher priority applications is larger
than the maximum bandwidth provided by the WAN port, then other
applications will not get any bandwidth.

FDIMAX : % A& /5
NETWORHKING PEOPLE TOGETHER %uick Setup ’ﬁ_f«@éneral SE![UP e=status Info ‘Estem Tools

QoS

Quality of Service (Q08) refers to the capahility of a network to provide better service to selected
netwaork traffic. The primary goal of QoS is to provide priority including dedicated bandwidth,
cantrolled jitter and latency (required by some real-time and interactive trafiic), and improved
loss characteristics. Also important is making sure that providing priority for one ar more flows
does not make other flows fail.

[] Enable Qos
Total Download Bandwidth ; 1] kbits

Total Upload Bandwidth : o kbits

Current QoS Table

oo ans| Dosrioaansmit

[ Move Down J [ Reset ‘
Apply ‘ I Cancel
Parameters Description
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You can check “Enable QoS” to enable QoS function for
the WAN port. You also can uncheck “Enable QoS” to
disable QoS function for the WAN port.

Total Download |Here you can set maximum download bandwidth for all the
Bandwidth users of the router.

Enable/Disable
QoS

Total Upload |Here you can set the maximum upload bandwidth for all
Bandwidth  |the users of the router.

Click “Add”, and the QoS rule form will appear. Click
“Apply” after filling the form and the rule will be added into
the table.

If you want to remove some QoS rules from the table,
select the QoS rules you want to remove in the table and
then click "Delete Selected". If you want to remove all QoS
rules from the table, just click "Delete All" button. Click
"Reset" will clear your current selections.

Add a QoS rule
into the table

Remove QoS
rules from table

Select the rule you want to edit and click “Edit”, then the
detailed information of the selected QoS rule will appear.
Click “Apply” after editing the form and the rule will be
saved.

Edit a QoS rule

You can select the rule and click “Move Up” to make its
priority higher. You also can select the rule and click “Move
Down” to make its priority lower.

Adjust QoS rule
priority

Edit QoS Rule:

You can assign packet classification criteria by its local IP range, remote IP
range, traffic type, protocol, local port range and remote port range parameters.
The parameters you leave blank will be ignored. The priority of this rule will be
applied to packets that match the classification criteria of this rule. You can

limit bandwidth consumed by packets that match this rule or guarantee
bandwidth required by packets that match this rule.
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QoS

This page allows users to addimodify the Qo5 rule's settings.

Rule Mame :

Bandwidth : Dowenload » Kbps |guarantes

Local IP address :

Local Port Range :

Femote IP address :

Femote Port Ranoge :

Traffic Type Mone &
Frotocaol ; TCP »
[ Save. .. ] [Reset ]
Parameters Description
Rule Name |The name of this rule.

Bandwidth

You can assign the download or upload bandwidth in Kbps
(1024 bit per second). You can limit the maximum
bandwidth consumed by this rule by selecting “Maximum”.
You also can reserve enough bandwidth for this rule by
selecting “Guarantee”.

Local IP
Address

Enter the local IP address range of the packets that this
rule will apply to. If you assign 192.168.2.3 — 192.168.2.5,
it means 3 IP addresses: 192.168.2.3, 192.168.2.4 and
192.168.2.5

Local Port
Range

Enter the local port range of the packets that this rule will
apply to. You can assign a single port number here or
assign a range of port numbers by assigning the first port
number and the last port number of the range. The two
numbers are separated by a dash “-*, for example
“101-150" means from port number 100 to port number
150 — the range of 50 port numbers.

Remote IP
Address

Enter the remote IP address range of the packets that this
rule will apply to. If you assign 192.168.2.3 — 192.168.2.5,
it means 3 IP addresses: 192.168.2.3, 192.168.2.4 and
192.168.2.5
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Enter the remote port range of the packets that this rule will
apply to. You can assign a single port number here or
assign a range of port numbers by assigning the first port
number and the last port number of the range. The two
numbers are separated by a dash “-*, for example
“101-150”" means from port number 101 to port number
150, which indicates 50 port numbers.

Remote Port
Range

Select the traffic type of the packets that this rule will apply
to. We list some popular applications here to ease the
Traffic Type |configuration. You also can get the same result by using
other parameters, for example source or destination port
number, if you are familiar with the application protocol.

Select the protocol type of the packets that this rule will
apply to.
Apply Apply and exit the form.

Protocol

Reset Clear the content of this form.

Click <Apply> at the bottom of the screen to save the configurations. You can
now configure other advance sections or start using the router.
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2.7 NAT

Network Address Translation (NAT) allows multiple users at your local site to
access the Internet through a single Public IP Address or multiple Public IP
Addresses. NAT provides Firewall protection from hacker attacks and has the
flexibility to allow you to map private IP addresses to public IP addresses for
key services such as Websites and FTP.

L

» A —
FDIMAX ' e L
METWORKING PEOPLE TOGETHER k. uick Setup ﬁ_‘G'eneral SElUp ESsStatus Info L stem Tools

NAT Seftings

MNetwork Address Translation (MNAT) allows multiple users atyour local site to access the
Internet through a single Public IP Address or multiple Public IP Addresses. MAT provides
Firewall protection frarm hacker attacks and has the flexihility to allow you to map Private [P
Addresses to Public IP Addresses for key services such as the Web ar FTP.

Enable or disable NAT module function . & Enable O Disable

Apply

Parameters Description

You can have different services (e.g. email, FTP, Web etc.)
going to different service servers/clients in your LAN. The
Port Forwarding |Port Forwarding function allows you to redirect a particular
range of service port numbers (from the Internet/WAN
Ports) to a particular LAN IP address.

You can have different services (e.g. email, FTP, Web etc.)
going to different service servers/clients in your LAN. The
Virtual Server |Virtual Server allows you to redirect a particular service
port number (from the Internet/WAN Port) to a particular
LAN IP address and its service port number.

Some applications require multiple connections, such as

Special Internet games, video conferencing, Internet telephony and
Applications |others. In this section you can configure the router to
support these types of applications.

It allows to enable or disable UPnP feature here. After you
UPNP Setting |enable the UPnP feature, all client systems that support
UPNP, like Windows XP, can discover this router
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automatically and access the Internet through this router
without any configuration. The NAT Traversal function
provided by UPnP can let applications that support UPnP
smoothly connect to Internet sites without any
incompatibility problem due to the NAPT port translation.

ALG Setting

You can let special applications that require “Application
Layer Gateway” to be supported here.

Static Routing

You can disable NAT function and setup the routing rules
manually.

Click on one of the above NAT selections and proceed to the manual's
relevant sub-section.

76




2.7.1 Port Forwarding

The Port Forwarding allows you to redirect a particular range of service port
numbers (from the Internet/WAN Ports) to a particular LAN IP address. It helps
you to host some servers behind the router NAT firewall.

Port Forwarding

Entries in this table allow you to automatically redirect commaon netwark services to a specific machine behind
the MAT fireweall. These settings are only necessary if vou wish to host some sart of server like a weh server or
mail semver on the private local network behind yvour Gateway's MAT fireweall,

|:| Enahle Port Furwartlmg

e e — ST T

[Bath v  [[

S

Current Port Forwarding Table

. 0 R 5

[ Apply ] [ Cancel
Parameters Description
Enable Port |Enable Port Forwarding
Forwarding
This is the private IP of the server behind the NAT firewall.
Private P Note: You need to give your LAN PC clients a fixed/static

IP address in order to make port forwarding function
working properly.

This is the protocol type to be forwarded. You can choose
Type to forward “TCP” or “UDP” packets only or select “both” to
forward both “TCP” and “UDP” packets.

Port Range |The range of ports to be forward to the private IP.

Comment The description of this setting.

Fill in the "Private IP", “Type”, “Port Range” and

Add Port "Comment" of the setting to be added and then click "Add".
Forwarding |Then this Port Forwarding setting will be added into the
"Current Port Forwarding Table" below. If you found any
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typo before adding it and want to correct it, just click
"Clear" and the fields will be cleared.

If you want to remove some Port Forwarding settings from
the “Current Port Forwarding Table", select the Port
Remove Port |Forwarding settings you want to remove in the table and
Forwarding |then click "Delete Selected". If you want remove all Port
Forwarding settings from the table, just click "Delete All"
button. Click "Reset" will clear your current selections.

Click <Apply> at the bottom of the screen to save the configurations. You can
now configure other advance sections or start using the router.
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2.7.2 Virtual Server

Use the Virtual Server function when you want different servers/clients in your
LAN to handle different service/Internet application type (e.g. Email, FTP, Web
server etc.) from the Internet. Computers use numbers called port numbers to
recognize a particular service/lnternet application type. The Virtual Server
allows you to redirect a particular service port number (from the Internet/WAN
Port) to a particular LAN private IP address and its service port number. (See
Glossary for an explanation on Port number)

Virtual Server

You can configure the Broadband router as a Virtual Server so that rermaote users accessing
services such as theWeb or FTP atyour local site wia Public IP Addresses can he automatically
redirected to local servers configured with Private [P Addresses. In other words, depending an
the requested service (TCRILIDP) part number, the Broadhand router redirects the external
sendce request to the appropriate internal server {located at one of your LAN's Pirvate |P
Address).

|:| Enable Virtual Server

| IBnthVI J ||

N

Current Virtual Server Table

o prter | e putcpar | Commnt — stct
Delete Selected Delete All

[ Apply ] [ Cancel

Parameters Description

Enable Virtual |Enable Virtual Server.
Serve

This is the LAN client/host IP address that the Public
Port number packet will be sent to.

Private IP Note: You need to give your LAN PC clients a fixed/static
IP address in order to make Virtual Server working

properly.
This is the port number (of the above Private IP host) that
the below Public Port number will be changed to when the

Private Port

79



packet enters your LAN (to the LAN Server/Client IP)
Select the port number protocol type (TCP, UDP or both).

Type If you are unsure, keep it untouched.
Enter the service (service/lnternet application) port
number from the Internet that will be redirected to the
: above Private IP address host in your LAN
Public Port

Note: Virtual Server function will have priority over the
DMZ function if there is a conflict between the Virtual
Server and the DMZ settings.

Comment You can enter the description of this setting here.

Fill in the "Private IP", "Private Port", "Type", “Public Port”
and "Comment" of the setting to be added and then click
Add Virtual |"Add". Then this Virtual Server setting will be added into

Server the "Current Virtual Server Table" below. If you found any
typo before adding it and want to correct it, just click
"Clear" and the fields will be cleared.

If you want to remove some Virtual Server settings from
the “Current Virtual Server Table", select the Virtual
Remove Virtual |Server settings you want to remove in the table and then
Server click "Delete Selected". If you want remove all Virtual
Server settings from the table, just click "Delete All"
button. Click "Reset" will clear your current selections.

Click <Apply> at the bottom of the screen to save the configurations. You can
now configure other advance sections or start using the router.

Example: Virtual Server
The diagram below demonstrates one of the ways you can use the Virtual
Server function. Use the Virtual Server when you want the web server located

80



in your private LAN to be accessible to Internet users. The configuration below
means that any request coming form the Internet to access your web server
will be translated to your LAN’s web server (192.168.2.2).

Note: For the virtual server to work properly Internet/remote users must know
your global IP address. (For websites you will need to have a fixed/static

global/public IP address)

L] Reset
2008 USB2  USB1

LAN

Website
Server

2.7.3 Special Applications

192.168.2.2

3 2 1

[

_ b
-

ADSL or
Cable Modem

Internet
Request

Internet
Configuration

Private IP: 192.168.2.2
Private Port: 80

Type: TCP

Public Port: 80

] N

Some applications require multiple connections, such as Internet games, video
conferencing, Internet telephony and others. In this section you can configure
the router to support multiple connections for these types of applications.
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Special Applications

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephomy
and others. These applications cannaot woark when Metwork Address Translation (MAT)Y is enabled. Ifyou need to

run applications that require multiple connections, specify the port narmally associated with an application inthe
"Trigger Port’ field, select the protocol type as TGP or LUDP, then enter the public ports associated with the trigger

port to open them for inbound traffic.

MHote:The range ofthe Trigger Portis 1 to B8535,

] Enable Trigger Port

Type Type

|| Both v | |Bath ~|
Popular Applications | select one -- V|

Current Trigger-Port Table
o e e mwicrun | T | comme o
Type Type

[ Apply ] [ Cancel

Parameters Description

Enable Trigger |Enable the Special Application function.
Port

This is the outgoing (Outbound) range of port numbers for

Trigger Port |yi< particular application

Select whether the outbound port protocol is “TCP”,

Trigger Type  u;pp~ or poth.

Enter the In-coming (Inbound) port or port range for
this type of application (e.g. 2300-2400, 47624)

Note: Individual port numbers are separated by a comma
(e.q. 47624, 5775, and 6541 etc.). To input a port range
use a “dash” to separate the two port number range (e.g.
2300-2400)

Public Port

Select the Inbound port protocol type: “TCP”, “UDP” or

Public Type both

Comment |The description of this setting.

Popular This section lists many popular applications that require
applications |multiple connections. Select an application from the
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Popular Applications selection and click “Add”. It will
automatically list the Public Ports required for this popular
application you’'d specified.

Fill in the "Trigger Port", "Trigger Type”, “Public Port”,
"Public Type", "Public Port" and "Comment" of the setting
to be added and then click "Add". Then this Special
Application setting will be added to the "Current
Trigger-Port Table" below. If you found any typo before
adding it and want to correct it, just click "Clear" and the
fields will be cleared.

If you want to add a popular application, select one
“Popular Application” and then click “Add”.

Add Special
Application

If you want to remove some Special Application settings
from the "Current Trigger-Port Table", select the Special
Remove Application settings you want to remove in the table and
Special then click "Delete Selected". If you want remove all
Application |Special Applications settings from the table, just click
"Delete All" button. Click "Reset" will clear your current
selections.

Click <Apply> at the bottom of the screen to save the configurations. You can
now configure other advance sections or start using the router.

Example: Special Applications

If you need to run applications that require multiple connections, specify the
port (outbound) normally associated with that application in the "Trigger Port"
field. Then select the protocol type (TCP or UDP) and enter the public ports
associated with the trigger port to open them up for inbound traffic.

Example:
ID Trigger Trigger Public Port Public Comment
Port Type Type
2300-2400, MSN Game
1 28800 UbDP 17624 TCP one
2 6112 UDP 6112 UDP Battle.net

In the example listed above, when a user triggered port 28800 (outbound) for
MSN Game Zone then the router will direct incoming packets for ports
2300-2400 and 47624 to that user.

Note: Only one LAN client can use a particular special application at a time.
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2.7.4 UPnP Settings

With UPnP, all PCs in you Intranet will discover this router automatically. So
you do not have to do any configuration for your PC, and they can access the
Internet through this router automatically.

UPRP

LIPnP iz more just a simple extension of the Plug and Play peripheral model. It is designed to
support zero-configuration, “invisible" networking, and automatic discovery for a breadth of
device categories from a wide range of vendars.

With LIPnP, a device can dyhamically join a network, obtain an IP address, convey its
capahilities, and learn ahout the presence and capahilities of other devices-all automatically;
truly enahling zero configuration networks. Devices can subsequently communicate with each
other directly; therehy further enahling peer to peer networking.

UPNP Feature: O Enable @ Disable
[ Apply ] [ Cancel
Parameters Default Description

You can Enable or Disable UPnP feature
here. After you enable the UPnP feature, all
client systems that support UPnP, like
Windows XP, can discover this router
automatically and access the Internet

UPNP Feature Disable |through this router without any configuration.
The NAT Traversal function provided by
UPNP can let applications which support
UPNP smoothly connect to Internet websites
and avoid any incompatibility problem due to
the NAPT port translation.

Click <Apply> at the bottom of the screen to save the configurations. You can
now configure other advance sections or start using the router.
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2.7.5 ALG Settings
You can select applications that require “Application Layer Gateway” support.

Application Layer Gateway

Below are applications that need router's special support to make them work under the MAT.
You can select applications that you are using.

Amanda Suppot for Amanda backup tool protocal.

Eng Support for eggdrop bot netiarks.

FTF Suppaort for FTP.

H323 Suppart for H323metmeeting.

IR Allowes DCC towork though MAT and connection tracking.

frl il 5 Suppart for Microsoft Streaming Media Services protocal.

Cluake3 Support for Quake 1 Arena connection tracking and nat.

Talk Allowes neffilter to track talk connections.

TFTP Support far TFTP.

Starcraft Support for StarcraftBattle.net game protocal.

WS Support for WMSH file tranfer.

[ Apply ] [ Cancel

Parameters Default Description

You can enable “Application Layer Gateway”
function, and the router will let selected
application correctly pass though the NAT
gateway.

Enable

Click <Apply> at the bottom of the screen to save the configurations. You can
now configure other advance sections or start using the router.
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2.7.6 Static Routing

This router provides static routing function when NAT is disabled. With static
routing, the router can forward packets according to your routing rules. The IP
sharing function will not work any more in static routing mode.

Note: The DMZ function of firewall will not work if static routing is enabled.

- {" o rr
EDIMAX | ee J@ &
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NAT Settings

Metwork Address Translation (NAT) allows multiple users at vour local site to access the
Internetthrough a single Public IP Address or multiple Public IP Addresses. NAT provides
Firewvall protection fram hacker attacks and has the flexibility to allow you to map Private [P
Addresses to Public IP Addresses for key services such as the Weh or FTP.

Enable or disable NAT module function: O Enable @ Disable

Apply

Static Routing

You can enable Static Routing to turn off MAT function of this router and let this router
forward packets by wour routing policy.

[] Enable Static Rowuting

Destination LAN IP Subnet Mask Default Eateway E
| [LAN v |

Current Static Routing Table

m Destination LAN IP Subnet Mask Default Gateway EM

[ Apply I [ Cancel
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Parameters Description

Static routing function is disabled by default. You have to
enable the static routing function, to make your routing rules
take effect.

Enable Static
Routing

Destination |The network address of destination LAN.
LAN IP

Subnet Mask | The subnet mask of destination LAN.

The next stop gateway of the path toward the destination

G[;?;%:/Jg LAN. This is the IP of the neighbor router that this router
Y |should communicate with on the path to the destination LAN.
Hop Count The number of hops (routers) to pass through to reach the

destination LAN.
Interface | The interface that go to the next hop (router).

Fill in the "Destination LAN IP", "Subnet Mask”, “Default
Gateway”, "Hop Count" and "Interface" of the rule to be
added and click "Add". Then this static routing rule will be

Add a Rule added to the "Static Routing Table" listed below. If you found
any typo before adding it and want to correct it, just click
"Reset" and the fields will be cleared.
If you want to remove some routing rules from the "Static
Routing Table", select the rules you want to remove in the
Remove a L "
Rule table and click "Delete Selected". If you want remove all

rules from the table, just click "Delete All" button. Click
"Reset" will clear your current selections.

Click <Apply> at the bottom of the screen to save the configurations. You can
now configure other advance sections or start using the router.
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2.8 Firewall

This broadband router provides extensive firewall protection by restricting
connection parameters, thus limiting the risk of hacker attack, and defending
against a wide array of common Internet attacks. However, for applications
that require unrestricted access to the Internet, you can configure a specific
client/server to be located in Demilitarized Zone (DM2Z).

Note: To enable the Firewall settings select Enable and click Apply

L - '___" S e
EDIMAX -' Kee = /%
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Security Settings (Firewall)
The Broadhand router provides extensive firewall protection by restricting connection
parameters, thus limiting the risk of hacker attack, and defending against a wide array of

camman attacks, However, for applications that require unrestricted access ta the Internet, yau
can configure a specific client'server as a Demilitarized Zone (DMZ).

Enahle or digahle Firewall module function O Enakble & Disahle

Apply

Parameters Description

Access Control |Access control allows you to specify which computer can
or cannot access to certain Internet applications

URL Blocking [URL Blocking allows you to specify which URLs can not
be accessed by users.

DoS The Broadband router's firewall can block common hacker
attacks and can log the attack activities.

The DMZ function allows you to redirect all packets going
DMZ to your WAN port IP address to a particular IP address in
your LAN.

Click on one of the firewall selections and proceed to the manual’s relevant
sub-section

2.8.1 Access Control

If you want to restrict users from accessing certain Internet
applications/services (e.g. Internet websites, email, FTP etc.), this is the place
to set that configuration. Access Control allows users to define the traffic type
permitted in your LAN. You can control which PC client can have access to
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these services.

Security Settings (Firewall)

Access Control allows users to define the traffic type permitted or not permitted in yaur LAR, Yaou
can contral which PC client uses what serices in which they can have access to thesze

SEMiCeS.

If both of MAC filtering and [P filtering are enabled simultaneously, the MAC fitering table will be
checked first and then [P filtering tahle.

||:| Enable MAC Filtering & Deny O Allow

[N N N E—

MAC Filtering Table

Delete Selected Delete Al

|:| Enable IP Fittering Table (up to 20 computers) & Deny O Allow

Client PC | Client PC IP Protocoll  Port Range
Description| address

Add PC Delete Selectad Delete All
[ Apply ] [ Cancel l
Parameters Description
Den If you select “Deny”, then all PCs will be allowed to access
y Internet, except those PCs listed in the list below.
Allow If you select “Allow”, then all PCs will be denied to access

Internet. expect those PCs listed in the list below.

Filter client PCs

Fill “IP Filtering Table” to filter PC clients by IP.

by IP
You can click Add PC to add an access control rule for
Add PC
users by IP address.
If you want to remove some PC from the "IP Filtering
Table", select the PC you want to remove in the table and
Remove PC

then click "Delete Selected". If you want remove all PCs
from the table, just click "Delete All"* button.

Filter client PC
by MAC
address

Check “Enable MAC Filtering” to enable MAC Filtering.
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Fill in “Client PC MAC Address” and “Comment” of the PC
which is allowed to access the Internet, and then click
“Add”. If you found any typo before adding it and want to
correct it, just click "Reset" and the fields will be cleared.

Add PC

If you want to remove some PC from the "MAC Filtering
Table", select the PC you want to remove in the table and
Remove PC |then click "Delete Selected". If you want remove all PCs
from the table, just click "Delete All"* button. If you want to
clear the selection and re-select again, just click “Reset”.

You can now configure other advance sections or start using the router.

Client PC Description : | |

Client PC IP address : | |- | |

Client PC Service :

WY HTTP, TCF Port 80, 3128, 8000, 2080, 8081 L
E-mail Sending SMTP, TCF Fort 25 Fi
Mews Forums METP, TCP Port 114 Fi
E-mail Receiving FOP3, TCP FPaort110 Fi
Secure HTTP HTTPS, TCF Port 443 L
File Transfer FTP, TGP Fort 21 Fi
MSM Messenger TCP FPort 1863 Fi
Telnet Service TP Part 23 Fi
Al AQL Instant Messenger, TCP Port 5190 Fi
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MNethesting H.323, TCP Port 389,522,1503,1720,1731 O
DS UDF Port 53 O
SHMP UDF Port 161, 162 O
YPN-PPTP TCP Port 1723 O
YPN-LZTP UDF Port 1701 O
TCP Al TCP Port O
UDP Al UDP Port O

User Define Service
Protocol

Port Range : | |

Parameters Description

Client PC The description for this client PC rule.
Description

Enter the IP address range that you wish to apply this
access control rule. This is the user’s IP address(es) that
Client PC IP  |you wish to setup an access control rule.

Addresses |Note: You need to give your LAN PC clients a fixed/static
IP address, to make the access control rule working

properly.
Client PC You can block the clients from accessing some Internet
Service services by checking the services you want to block.

This allows you to select UDP, TCP or both protocol types

Protocol you want to block.

You can assign up to five port ranges. The router will
Port Range |block clients from accessing Internet services which will
use these ports.

Apply Changes |Click “Apply Changes” to save the setting.

Reset Click “Reset” to clear all fields.

Click <Apply Changes> at the bottom of the screen to save the configurations.
You can now configure other advance sections or start using the router.
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Example: Access Control

In the example below, LAN client A can only access websites that use Port 80.
However, LAN client B is able to access websites and any other service that
uses ports between 80 and 999.

L

Cable Mod
= —
192.168.2.2 192.168.2.3
Configuration Configuration @
IP: 192.168.2.2 IP: 192.168.2.3
Port: 80-80 Port: 80-999

-
Website
Server
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2.8.2 URL Blocking
You can block access to some web sites from particular PCs by entering a full
URL address or just keyword of the Web site.

URL Blocking

You can hlock access to certain Web sites from a paricular PC by entering either a full LIRL
address or just a kevwaord of the Weh site.

[ ] Enable URL Blocking
URLKeyword | |

- mEm

Curremt URL Blocking Table

o | ummewes | s |

[ Apply ] [ Cancel
Parameters Description
Enable URL |Enable/disable URL Blocking
Blocking
Fill in “URL/Keyword” and then click “Add”. You can enter
Add URL the full URL address or the keyword of the web site you
Kevword want to block. If you found any typo before adding it and
yw want to correct it, just click "Reset" and the field will be
cleared.
If you want to remove some URL keyword from the
"Current URL Blocking Table", select the URL keyword
Remove URL |you want to remove in the table and then click "Delete
Keyword Selected". If you want remove all URL keyword from the
table, just click "Delete All" button. If you want to clear the
selection and re-select again, just click “Reset”.

You can now configure other advance sections or start using the router.
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2.8.3 DoS (Denial of Service)

The Broadband router's firewall can block common hacker attacks, including
Denial of Service, Ping of Death, Port Scan and Sync Flood. If Internet attacks
occur the router can log the events.

Denial of Service

The Broadhand router's fireswall can block common hacker attacks, including DoS, Discard Ping
from VAN and Port Scan.

Ping of Death Fi
Discard Ping Frorm WAk Fi
Part Scan Fi
Syne Flood Fi
[ Apply ] [ Cancel ]
Parameters Description

Ping of Death |Protect from Ping of Death attack

Discard Ping |The router’s WAN port will not respond to any Ping
From WAN |requests

Port Scan Protect the router from Port Scan.

Sync Flood |Protect the router from Sync Flood attack.

Click <Apply> at the bottom of the screen to save the configurations. You can
now configure other advance sections or start using the router.



2.8.4 DMZ

If you have a local client PC that cannot run some specific Internet application
(e.g. Games) properly from behind the NAT firewall, then you can open the
client up to unrestricted two-way Internet access by defining a DMZ Host. The
DMZ function allows you to redirect all packets going to your WAN port IP
address to a particular IP address in your LAN. The difference between the
virtual server and the DMZ function is that the virtual server redirects a
particular service/Internet application to a particular LAN client/server, whereas
DMZ redirects all packets (regardless of services) going to your WAN IP
address to a particular LAN client/server.

DMZ(Demilitarized Zone)

[fyou have a local client PC that cannot run an Internet application properly from behind the MAT
firewvall, then yau can open the client up to unrestricted twa-way Internet access by defining a
Wirtual DmZ Host.

] Enable DMZ

Public IP address Client PC IP address
© oyamic | |

O staticlp |
]

Current DMZ Tahle

m Public IP address Client PC IP address m

’ Apply ] ’ Cancel

Parameters Description

Enable/disable DMZ

Note: If there’s confliction between the virtual server and
the DMZ setting, the virtual server function will have
priority over the DMZ function.

Public IP The IP address of the WAN port or any other public IP
Address addresses assigned to you by your ISP.

Enable DMZ
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Client PC IP
Address

Input the IP address of a particular host in your LAN
that will receive all the packets originally going to the
WAN port/Public IP address listed above.

Note: You need to give your LAN PC clients a fixed/static
IP address for DMZ to work properly.

2.9 Print Server

The router provides Print Server function that let you share a printer to all PCs
in your Intranet. It supports LPD and IPP printing protocol.

¥ DIMAX

NETWORKING PEOPLE TOGETHER

&uick Setup ®.4General Setup

L tatus Info M Rsten1 Tools

Print Server

The printer server function supports LPR and IPP printing methods. You can enahlefdisable the
print server function. Please assign the printer queue name to each printer connected USA port.
It also supports Internet printing. Please refer to the manual for the detail infarmation.

[] Enable Print Server

Print Server Protocol Support :
[ER Enable Dizahle
LFPR : Enable Dizahle

Print Server Configuration :
Frint Mame of USB Port 1 ; pit

Frint Mame of USB Port 2 ¢

] Enable Internet printing

Anply l [ Cancel

Parameters Description
Enable Print  |Enable/disable USB print server.
Server
IPP Enable to support the Internet Printing Protocols.
LPR Enable to support the Local Printing Remote Protocols.
Print Name of |Itis the port name of the printer connected to USB port 1.
USB Port 1
Print Name of |Itis the port name of the printer connected to USB port 2.
USB Port 2
Enable Internet |You can check “Enable Internet printing” to share the
printing printer on internet, you can uncheck this option to use
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printer on intranet only.

Click <Apply> at the bottom of the screen to save the configurations. You can
now configure other advance sections or start using the router.
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2.9.1 LPR Printing

LPR Printing (Line Printer Remote technology) allows user to connect to
printers via TCP/IP protocol for printing sharing. Computer with Windows
98SE/Me/NT/2000/XP/2003 operating system can use the protocol to share
printer over the network.

To configure the LPR setting in Windows 2000/XP/2003, please follow the
instructions listed below:

1) Click “Start”, choose “Settings” and select “Printers and Faxes”.
2) Click “Add a Printer”.
3) The “Add Printer Wizard” will appear, then Click “Next”.

Add Printer Wizard

Welcome to the Add Printer
Wizard

Thiz wizard helpz you install a printer or make printer
connechions.

O It you have a Plug and Play printer that connects

1 through a USE port [or any ather hot pluggable
port, such as [EEE 1334, infrared. and =0 an), pou
do hiot need to use this wizard, Click Cancel to
cloze the wizard, and then plug the printer's cable
into your computer or point the printer toward pour
computer's infrared port, and turn the printer an.
Weindows will autormatically install the prinker for you.

To continue, click Mext.
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4) Select “Local Printer attached to this computer” and click “Next”.

Add Printer Wizard

Local or Hetwork Printer
The wizard needs to know which type of printer to zet up,

Select the ophion that dezcrbesz the printer you want to use:

<§ Local printer attached to this computer >

() & network, printer, or a printer attached to another computer

i Ta zet up a network printer that iz nat attached ta a print server,
- ) uze the "Local printer option.

N\

< Back Meut » Cancel

5) Choose “Create a new port” and “Standard TCP/IP Port”. Click “Next”.

Add Printer Wizard

Select a Printer Port
Computers communicate with printers through ports.

Select the port you want your printer to use. [ the port iz not listed, vou can create a
new port,

(73 Use the following port;

LCreate a new port:
Type of port; Standard TCP/IP Port W

N\
< Back (” Mewxt = ]h Cancel ]
S
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6) Please make sure that the Print Server and the Printer have turned on and
connected to the network correctly before you continue. Click “Next”.

Add Standard TCPJIP Printer Port Wizard X

Welcome to the Add Standard
TCP/IP Printer Port Wizard

You uze thiz wizard to add a port for a network, prinker.
Before continuing be sure that:

1. The device is turmed on.
2. The network is connected and configured.

To continue, click Nest.

(I ‘[ Cancel ]
\= Z

7) Enter the IP Address of the Print Server in the “Printer Name or IP Address”.
Click “Next”.

Add Standard TCP/IP Printer Port Wizard X

Add Port \L
For which device do pou want to add a port? =
b

Enter the Printer Mame or IP address, and a port name for the desired device.

Printer Mame or IP Address: 132.168.2.1 )
——

Port Name: | IP_192.162.2.1 |

< Back Mest = Cancel

100



8) Select “Custom” and click “Settings”. When you have finished the settings at
step 9, click “Next” to continue.

Add Standard TCP/IP Printer Port Wizard

Additional Port Information Required
The device could not be identified.

The detected device iz of unknown twpe. Be sure that:
1. The device iz properly configured.
2. The addrezz on the previous page iz comect.

Either caorrect the addrezs and perform another zearch on the nebwork. by returning to the
previous wizard page or select the device type if you are sure the address is cormect.

Device Tupe
() Standard

( ® Custom | Sattings...

< Back Meut » Cancel
N’

9) Select “LPR” and enter “Iptl” in the “Queue Name”, click “OK”. By default
the queue name of the Print Server is “lpt1”.
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Configure Standard TCPZIP Port Monitor

Fort Settings

Bort Hame:

|IF'_1 92163.2.1 |

Printer Hame or IP Address:

|192.1Ea.2.1 |

Frotocol

(O Baw

Raw Settings

(®) LPR

Fort Hurnber: | 9100

LFPR Settings

S

Gueus Mame: pt1

e

[ ]LPR Byte Courting Enabled

SMMP Statuz Enabled

Community M ame: | public

SHMP Device Index: | 1
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10) Click “Finish”.

Add Standard TCP/IP Printer Port Wizard X]

Completing the Add Standard
TCP/IP Printer Port Wizard

You have selected a port with the following charactenstics.

SHMP: Tes

Pratacal: LPR, Ipt1
Device: 132168.2.1
Fart Mame: IF_192168.2.1
Adapter Type:

To complete this wizard, click Finizh,

< Back Finish | Cancel

11) Select a suitable printer manufacturer and the printer model and click
“Next”. If your printer is not in the list, click “Have Disk...” to install the driver of
the printer. After installation, the printer model will be added to the list.

Add Printer Wizard

Inztall Printer Software
The manufacturer and model determing which prinker software to uze.

N Select the manufacturer and model of wour printer. If your prinker came with an installation
E- dizk, click Hawve Disk. IF wour printer is not lizted, consult your printer documentation for
compatible printer software.

M anufacturer - Printers -

Gestetrer 5P HP Laserlet 1IP PostScript Cartridge w522

HF o=

!Eftdtec Ej’ HF Lager)et Plus

[ w: f‘m” HF Lase-:rJet Series I Z
¥ This driver is digitally signed. [ Windows Update ] K Have Dizk. ..

Tell me why driver signing iz imporkant

[ < Back ]K Hewt > l[ Cancel
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12) Choose to set the print whether as a default printer or not. Click “Next”.

Add Printer Wizard

Hame Your Printer
Y'ou muzst azzign a name o thiz prinker.

Type a name for this printer. Because some programs do not suppart printer and server
name cormbinations af more than 31 characters, it iz best to keep the name az shart az
poszible.

Printer narne:

['o wou want to use this printer as the default printer?

@ Yes
CiHo

[ ¢ Back u Meut » )l[ Cancel ]
> L

13) You have added the network printer to the PC successfully. The
information of the printer is displayed in the windows. Click “Finish”.

Add Printer Wizard
Completing the Add Printer
@ Wizard

“'ou have successfully completed the Add Printer 'wizard.
“'ou specified the fallowing printer sethings:

M arne: HF Lazer)et
Share name:  <Mot Shared:
Port; IP_1592.168.2.1
b odel: HF Lazer)et
Default: Tes

Test page:  “es

To cloze this wizard, click Finizh,

< Back ‘1 Finizh |l Cancel
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2.9.2 IPP Printing

IPP (Internet Printing Protocol) Printing provides a convenient way of remote
printing service by TCP/IP. The Print Server can support IPP printing in
Windows 2000/XP/2003 by default. By using the IPP printing, you can share
the printer to all the PC’s that can access the Print Server by Internet Protocol

(IP).

To configure the IPP Printing on Windows 2000/XP/2003, you have to make
sure the print server has correct IP settings. If you want to share the printers to
Internet users, you have to set a valid Internet IP address to the Print Server.
You also have to make sure that there’s no gateway, router or firewall blocking
IPP protocol if you have these gateway devices installed in your network.

At client side, please follow the steps below to configure the LPR setting in
Windows 2000/XP/2003.

1) Click “Start”, choose “Settings” and select “Printers and Faxes”.
2) Click “Add a Printer”.

3) The “Add Printer Wizard” is displayed. Click “Next”.

Add Printer Wizard

Welcome to the Add Printer
Wizard

Thiz wizard helpz you inztall a printer or make printer
connections.

* [f you have a Plug and Plap printer that connects

1 through a USE port [or any ather kot pluggable
part, such as IEEE 1394, infrared, and s0 an), pau
do not need to uze thiz wizard. Click Cancel to
cloze the wizard, and then plug the printer's cable
ik your computer or point the printer toward wour
camputer's infrared part, and turm the printer an.
windows will automatically inztall the printer for pou,

To continue, click Mest.

Mest> | D Cancel
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4) Select “A network printer, or a printer attached to another computer”, then
click “Next”.

Add Printer Wizard

Local or Hetwork Printer
The wizard needs to know which type of printer to zet up.

Select the option that describes the printer pou want to use:

) Lacal printer attached ta this computer

. ;
it petwork, printer, or a printer attached to anather computes

- To zet up a network. printer that iz not attached to a print zerver,
‘!l‘) uze the "Local printer option.

7~ N\
[ < Back I\HEHD 9[ Cancel ]

5) Select “Connect to a printer on the Internet or on a home or office network”
and enter the URL of Print Server. The URL format is “http://IP:631/Port Name”.
The IP should be the Print Server’s IP. The number 631 is IPP standard port
number. Port Name is the port name of Print Server that your printer is
connected to. The default port name is “Iptl”. One example of the URL is
http://192.168.2.1:631/Iptl. After entering the URL of Print Server, click “Next”.
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Add Printer Wizard

Specify a Printer
If pou don't know the name or addrezs of the printer, you can eearch for a printer
that meets pour needs.

“what printer do you want bo connect to’?

() Browee for a prinker

() Connect ta this printer [or to browse for a printer, select this option and click Nest):

Marne: | |

Example; \szerversprinter

ahome or office netwark:

() Connect ta a pinteonthelatasstaran

URL: |hup:m 92.168.2.1:631/Ipt1|

¢ Back Memt = Cancel
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6) Select a suitable printer manufacturer and the printer model and click “Next”.
If your printer is not in the list, click “Have Disk...” to install the driver of the
printer. After installation, the printer model will be added to the list.

Add Printer, Wizard

Install Printer Software
The manufacturer and model determine which printer software to use,

3 _1 Select the manufacturer and model of pour printer. IF your prinker came with an installation
dizk. click Have Disk. If your printer iz not listed. consult your printer documentation for
compatible printer software,

M anufacturer ~ Printers -~
Generic S HP Lasenlet |IP Plus
etner .‘N" HF Lazerlet [IP PostScript Cartridge 52,2
B 3& HF Lazerlet
infotec Z i HP Laserlet Plus ]
y 4 N
EF This diver iz digitally signed. [ Windows L pdate (’ Hawe Disk.. l >

Tell e why driver sighing iz important

7~ N\

’ < Back Mext » ] ’) Cancel l

7) Choose to set the print whether as a default printer or not. Click “Next”.

Add Printer Wizard

Default Printer

Your computer will ahvways send documents to the default printer unless vou specify
othenmize,

Do pou want to wze this printer az the default printer?
®es
O Na

@),
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8) Now you have successfully added the network printer to your PC. The
information of the printer will be displayed in the window. Click “Finish”.

Add Printer Wizard

Completing the Add Printer
Wizard

You have succeszsfully completed the Add Printer ‘Wizard.
You zpecified the following printer zettings:

Marne: unknown on http: 44192 168.2.1:631
Drefault: Tes

Location:

Coarnrment:

Ta close thiz wizard, click Finish.

........... E—
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Chapter 3

Status

The Status section allows you to monitor the current status of your router. You
can use the Status page to monitor: the connection status of the Broadband
router's WAN/LAN interfaces, the current firmware and hardware version

numbers, any illegal attempts to access your network, and information on all
DHCP client PCs currently connected to your network.

FDIMAX

HNETWORKING PEOPLE TOGETHER

,Q S
ESotatus Info ™% "gstem Tools

Status and Information

WMeuick Setup "“®4General Setup

You can use the Status page to monitor the connection status for the Broadband router's;
WARILAN interfaces, firmware and hardware version numbers, any illegal attermpts to access
your network, and information on all DHCP client PCs currently connected to your netwark,

Model Wireless Router
Up tirme Oday:1h:a2rm:10s
Hardware Yarsion Rew. A
Boot Code Version 1.0
Runtime Code Varsion 1.04

Parameters Description
Status and  |Shows the router’s system information
Information
Internet View the Broadband router’s Internet connection status
Connection |and other related information

Device Status

View the Broadband router’s current settings

System Log

View the Broadband router’s system log

Security Log

View any attempts that have been made to gain access to
your network.

Active DHCP |View your LAN client's information that is currently linked to
Client the broadband router
Statistics Shows the statistics

110




Select one of the above Status selections and proceed to the manual’s
relevant sub-section
Status and Information

The Status and Information section allows you to view the router’s system
information

- 2 ' 3 .y
FDIMAX & Ko & G
HETWORKING PEOPLE TOGETHER uick Setup . ‘i_Géneral Setup ¥Setatus Info "N 8System Tools

Status and Information

You can use the Status page to monitor the connection status for the Broadband router's;
WiaRILAMN interfaces, firrmiware and hardware version numbers, any illegal attempts to access
your netwark, and information on all DHCP client PCs currently connected to your network,

tadel Wiraless Raouter
Uptime Oday.1h:52m:10s
Hardware Wersion Rew. A
Boot Code Wersion 1.0
Current Time Runtime Code Version 1.04
1145 3
Parameters Description

You can see the router’s system information, such as the
router’s LAN MAC address, WAN MAC address,
Information |hardware version, serial number, boot code version,
runtime code version

3.1 Internet Connection
View the Broadband router’s current Internet connection status and other
related information
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Internet Connection
Wiew the current internet connection status and related infarmation.

Attain [P Protocol : Dwnamic IP connect

IF address : 1921689177

Subnet Mask : 2552652550

Default Gateway 192.168.9.2594

MAC address : 00100911 CACE

Primary DMS :
Secondary DMNE :
WAAR Status: Disconnected
IP Address: 0.0.0.0
Subnet Mask: 0.0.0.0
Gateway: 0.0.0.0
Manufacturer:
Product:
IME|
Signal: Mo Signal
Parameters Description
This page displays the router’'s WAN port and 3G/3.5G
Internet Internet (WWAN)connection information, including: WAN
Connection |IP address, subnet mask, and ISP gateway as well as the
primary DNS and secondary DNS being used.
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3.2 Device Status

View the broadband router’s current configuration settings. The device status
displays the configuration settings you’ve configured in the Quick Setup
Wizard/General Setup section.

Device Status

Yiew the current setting status of this device.

Wireless Configuration

Mode AP
Essid default
Channel Number 11
Security Disable
IP address 1892.168.21
Subnet Mask 2845.255.255.0
DHCP Server Enable
MAC address 00:ATAR27 01T
Parameters Description

This page shows the broadband router’s current device
settings, including: broadband router LAN port’s current
LAN IP address and subnet mask. It also shows whether
the DHCP server function is enabled / disabled.

Device Status
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3.3 System Log

View the operation log of the system.

System Log

Wienw the systermn aperation infarmation. You can see the systern start up time, connectian
process...etc. here.

|[Jan 1 00:00:00 (none) sy3lod.info sSyslogd started: BusyBox wl.00-prez (200
WMow 5 05:23:40 (none) daemon.info in.rdiscd[1929]: -—----224.0.0.2 rdisc 3t
WMow 5 08:23:40 [(none) daemon.info in.rdiscd[1929]: 0 packets transmitted,
Mow 5 08:23:40 [(none) daemon.info in.rdised[1929]: 0 packets receiwved,
Mow 5 083:23:40 [(none) daemon.info in.rdiscd[19229]:
< >
Save. . ] I Clear | I Fefresh
Parameters Description
This page shows the system log of the broadband router. It
displays any event occurred after system start up.
At the bottom of the page, the system log can be saved
Svstem Lo <Save> as a local file, you can clear the log by click
y 9 <Clear> button, too. You can also click <Refresh> button
to get the most updated information. When the system is
powered down, the system log will disappear if it's not
saved as a local file.
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3.4 Security Log

View any attempts that have been made to gain access to your network.

Security Log

Wiew any attempts that have heen made toillegally gain access to your network.

[2000-01-01 00:00:55] : start Dynamic IP
[Z000-01-01 00:01:01] : [3NTP]: connect to Timel3erver 192.43.244.15 ...
[2008-11-05 06:42:02] : [3NTP]: connect success!
[2008-11-05 05:42:02]: [2NTP]: set time to 2008-11-05 0g:42:02
[2008-11-05 O0&5:42:02]: [FIREWALL]: WiWN IP is 192.165.9.177 setting firewall
[2008-11-05 06:42:10]: [DNS]: dns restart ...
[2008-11-05 08:24:39)] : start Dynsamic IP
[2008-11-05 08:24:41] : [SNTP]: conhect to Time3erwver 192.43.244.18 ...
_[ZDDB—ll—DS 03:39:38]: [3NTP]: connect success!
£ >
Save. .. ] [ Clear ] [ Refresh
Parameters Description

Security Log

This page shows the current security log of the
Broadband router. It displays all attempts tried to access
your network.

At the bottom of the page, the security log can be saved
<Save> as a local file, you can clear the log by clicking
<Clear>, too. You can also click <Refresh> button to get
the most updated information. When the system is
powered down, the security log will disappear if it's not
saved as a local file.
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3.5 Active DHCP Client

This page lists all DHCP clients.

. > -~ =
FDIMAX Kiee = /%
NETWORKING PEOPLE TOGETHER 1 uick Setup - ‘aﬁéneral SB{UP : tatus Info N 8SYystem Tools

Active DHCP Client

This table shows the assigned IP address, MAC address and time expired for each DHCP
leased client.

Mone

Parameters Description

This page shows all DHCP clients currently connected to
your network. The “Active DHCP Client Table” displays the
IP address and the MAC address and expiry time of each
LAN Client. Use the Refresh button to get the most
updated information.

Active DHCP
Client
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3.6 Statistics
View the statistics of packets sent and received on WAN, LAN and Wireless
LAN interface.

Statistics

This page shows the packet counters fartransmission and reception regarding to netwarks.

Sent Packets 110
Wireless LAMN
Fecelved Packets 4953
Sent Paciiets 26156
Ethernet LARK
Fecehved Paclkots J69145
Sent Paclets 33181
Ethiernet Wan
Fecehved Packets 833748
Parameters Description

Statistics Shows the statistics of packets sent and received on WAN,
LAN and Wireless LAN interface.

117



Chapter 4

Tool

This page includes basic configuration tools of this broadband router, such as
Configuration Tools (save or restore configuration settings), Firmware Upgrade
(upgrade system firmware) and Reset.

- S Py / —
R2IDIIMAX e /3
NETWORKING PEOPLE TOGETHER uick Seiup ~ ""Gér‘lera| Selup - tatus Info % stem Tools

Tools Setting

The Toaols Settings section includes the hasic configuration tools, such as Save,
Restore Configuration Settings, and Upagrade System Firmware.

Parameters Description
. . You can save the router’s current configuration, restore
Configuration , : : ) o
Tools the configuration from previously saved configuration files,

and restore the router’s factory default settings

Firmware This page allows you to upgrade the router’s firmware
Upgrade

Reset When you encounter any problem using this broadband
router, you can reset the router by this function

Select one of the above Tools Settings selections and proceed to the relevant
sub-section

4.1 Configuration Tools

The Configuration Tools screen allows you to save (Backup) the router’s
current settings. Saving the configuration settings provides an added
protection and convenience when there’re some problems with the router, and
you have to reset to factory default to solve the problem. When you save the
configuration setting (Backup), you can reload the saved configuration to the
router through the Restore selection. If extreme problems occur you can use
the Restore to Factory Defaults selection, this will set all configurations to its
original default settings (e.g. when you purchased the router).
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Configuration Tools

Ilse the "Backup” tool to save the Broadhand router's current configurations to a file named
"confin.kbin”. You can then use the "Restare” tool to restore the saved configuration to the
Broadband router. Alternatively, you can use the "Restore to Factory Default’ tool to force the
Broadband router to perform System Reset and restore the original factory settings.

Backup Settings :
Restare Settings : #E... || Upload

Festare to Factory Default

Western European (1I50-8859-1) +

Language Support:

Parameters Description

Use the "Backup" tool to save the broadband router’s
current configuration to a file named "config.bin" on your
PC. You can then use the "Restore" tool to restore the
saved configuration to the broadband router. Alternatively,
you can use the "Restore to Factory Defaults" tool to
force the broadband router to perform a power reset and
restore to original factory settings.

Configuration
Tools

4.2 Firmware Upgrade
This page allows you to upgrade the router’s firmware

L - .-' ~,
¥ DIMAX " Kiod =Y “
NETWORKING PEDPLE TOGETHER L uick Selup b-.. _._QG:S‘F'IGFE” SBlUp e wtatus Info \ stem Tools

Firmware Upgrade

This tool allows you to upgrade the Broadhand router's system firmware.
Enter the path and name ofthe uparade file and then click the APPLY button belaw. You will he

prompted to confirm the upgrade.
The system will autoratically reboot the router after you finish the firrmware upgrade process. I

you don't cornplete the firrmweare upgrade process in the "nest’ step, you have to reboot the
rauter.

Current Time Mext

1145
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Parameters Description

This tool allows you to upgrade the broadband router’s
system firmware. To upgrade the firmware of your
broadband router, you need to download the firmware file to
your local hard disk, and enter that file name and path in the
appropriate field on this page. You can also click the
browse button to locate the firmware file on your PC.

Firmware
Upgrade

After you selected the new firmware file, click <Apply> at the bottom of the
screen to start the upgrade process. (You may have to wait few minutes for the
upgrade to complete). Once the upgrade is complete you can start using the
router.

Warning: When upgrading firmware, be sure not to switch the computer off, or
restart your computer.

4.3 Reset
You can reset the router’s system when there’s something wrong with the
router. The reset function will reboot your router.

Reset

In the event that the system stops responding correctly or stops functioning you can perform a
Feset. vour settings will not be chanoed. To perform the reset click on the APPLY button below.
Youwill e asked to confirm your decision. The Reset will be complete when the LED Power
light stops blinking.

Apply ] [ Cancel

Parameters Description

In the event that the system stops responding or stops
functioning, you can perform a reset. Your settings will
not be changed. To perform the reset, click on the

Reset <APPLY> button. You will be asked to confirm your
decision. The reset will be complete when the power LED
stops blinking. Once the reset process is complete you
may start using the router.
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Appendix A

How to find your PC’s IP and MAC address manually

1)In Window’s open the Command Prompt program

= |Command Prompk

Microsoft Windows 2800 [Version 5.80.21951]
CC) Copyright 19285-1997 Microsoft Corp.

Cono g

2)Type Ipconfig /all and <enter>
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[l Command Prompt

Microsoft Windows 2888 [Uersion 5.86_.21951
CC) Copyright 1985-19?? Micro=zoft Corp.

C:n>ipoconfig ~all
Windows 2888 IP Configuration

Host Mame . . . . .
Primary DHS Suffix
Mode Type . . . . .
IP Routing Enahled.
WIHS Proxy Enabled.

: pete

. . & Broadcast
. : Mo
. : Mo

Ethernet adapter Local Area Connection:

Connection—specific DHE Suffix . =
Descrdption . . . . . . . - . . = Realtek RTL813%<A> PCI Fa=zt Ethernet
Adapter

Physzsical Address.
DHCP Enabled.
Autoconf iguration
IP Address. ..
Subnet Mask . . .
Default Gateway .
DHCF Server .

DNS Servers .

- : B0-58-FC-FE-82-DB
- . = Yes
d . = Yes
- .o 192 _.168.1._77
- : 255 .255.255.08
- : 192 _168.1.254
- s 192.168.1.1
- :192.168.1.1
139.175.55.244
Leaze Obtained. . . ¢ Sunday. December A9, 2081 9:18:45% PM

T T

néh

P T T = T
2]

Lease Expires . . . = Friday, Decembher 14, 20681 ?:18:45 PHM

eYour PC’s IP address is the one titled as IP address (192.168.1.77 in

this example)

eThe router's IP address is the one titled as Default Gateway
(192.168.1.254 in this example)

eYour PC's MAC Address is the one titled as Physical Address
(00-50-FC-FE-02-DB in this example)
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Glossary

Default Gateway (Router): Every non-router IP device needs a default
gateway. When the device sends out an IP packet, if the destination is not in
the same network, the device will send the packet to default gateway, which
will then forward it to the destination.

DHCP: Dynamic Host Configuration Protocol. This protocol automatically
assigns an IP address for every computer in your network.

DNS Server IP Address: DNS stands for Domain Name System, which allows
Internet servers to have a domain name (such as www.Broadbandrouter.com)
and one or more IP addresses (such as 192.34.45.8). A DNS server will
maintain a database of domain names and respective IP addresses, so when
a domain name is requested (like typing “Broadbandrouter.com” in your
Internet browser), the user will get the corresponding IP address. The DNS
server IP address used by the computers on your home network is the location
of the DNS server your ISP has assigned to you.

DSL Modem: DSL stands for Digital Subscriber Line. A DSL modem uses
your existing phone lines to transmit data at high speeds.

Ethernet: A kind of standard of computer networks. Ethernet networks are
connected by special cables and hubs, and transfers data at up to 10/100
million bits per second (Mbps).

Idle Timeout: Idle timeout is designed so that after no traffic has been
transferred to the Internet for a pre-configured amount of time, the connection
will be disconnected automatically.

IP Address and Network (Subnet) Mask: IP stands for Internet Protocol. An
IP address consists four sets of numbers separated by periods, which
identifies a single, unique Internet computer host in an IP network. Example:
192.168.2.1. It consists of 2 portions: the IP network address, and the host
identifier.

The IP address is a 32-bit binary pattern, which can be represented as four
cascaded decimal numbers separated by “.”. aaa.aaa.aaa.aaa, where each
“aaa” can be anything from 000 to 255, or as four cascaded binary numbers
separated by “.”: bbbbbbbb.bbbbbbbb.bbbbbbbb.bbbbbbbb, where each “b”
can either be 0 or 1.

A network mask is also a 32-bit binary pattern, and consists of consecutive
leading

1's followed by consecutive trailing 0’s, such as
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111111172.1111117122.11111112.00000000. Therefore sometimes a network
mask can also be described simply as “x” number of leading 1's.

When both are represented side by side in their binary forms, all bits in the IP
address that correspond to 1's in the network mask become part of the IP
network address, and the remaining bits correspond to the host ID.

For example, if the IP address for a device is, in its binary form,
11011001.10110000.10010000.00000111, and if its network mask is,
11111111.111211111.11110000.00000000

It means the device’s network address is
11011001.10110000.10010000.00000000, and its host ID is,
00000000.00000000.00000000.00000111. This is a convenient and efficient
method for routers to route IP packets to their destination.

ISP Gateway Address: (see ISP listed below for explanations). The ISP
Gateway Address is an IP address for the Internet router located at the ISP's
office.

ISP: Internet Service Provider. An ISP is a business that provides connectivity
to the Internet for individuals and other businesses or organizations.

LAN: Local Area Network. A LAN is a group of computers and devices
connected together in a relatively small area (such as a house or an office).
Your home network is considered as a LAN.

MAC Address: MAC stands for Media Access Control. A MAC address is the
hardware address of a device connected to a network. The MAC address is a
unique identifier for a device with an Ethernet interface. It comprises two parts:
3 bytes of data that corresponds to the Manufacturer ID (which is unique for
each manufacturer), plus 3 bytes that are often used as the product’s serial
number.

NAT: Network Address Translation. This process allows all of the computers
on your home network to use one IP address. Using the broadband router’s
NAT capability, you can access the Internet from any computer on your home
network without having to purchase more IP addresses from your ISP.

Port: Network Clients (LAN PC) uses port numbers to identify one network
application/protocol from another. Below is a list of common applications and
protocol/port numbers:

Application Protocol Port Number
Telnet TCP 23
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FTP TCP 21
SMTP TCP 25
POP3 TCP 110
H.323 TCP 1720
SNMP UCP 161

SNMP Trap UDP 162
HTTP TCP 80
PPTP TCP 1723

PC Anywhere TCP 5631
PC Anywhere UDP 5632

PPPoE: Point-to-Point Protocol over Ethernet. Point-to-Point Protocol is a
secure data transmission method originally created for dial-up connections;
PPPoOE is for Ethernet connections. PPPOE relies on two widely accepted
standards, Ethernet and the Point-to-Point Protocol. It is a communications
protocol for transmitting information over Ethernet between different
manufacturers

Protocol: A protocol is a set of rules for interaction agreed between multiple
parties so that when they communication with each other based on such a
protocol, the interpretation of their behavior is well defined and can be made
objectively, without confusion or misunderstanding.

Router: Arouter is an intelligent network device that forwards packets
between different networks based on network layer address information such
as IP addresses.

Subnet Mask: A subnet mask, which may be a part of the TCP/IP information
provided by your ISP, is a set of four numbers (e.g. 255.255.255.0) configured
like an IP address. It is used to create IP address numbers used only within a
particular network (as opposed to valid IP address numbers recognized by the
Internet, which must be assigned by InterNIC).

TCP/IP, UDP: Transmission Control Protocol/Internet Protocol (TCP/IP) and
Unreliable Datagram Protocol (UDP). TCP/IP is the standard protocol for data
transmission over the Internet. Both TCP and UDP are transport layer protocol.
TCP performs proper error detection and error recovery, and thus is reliable.
UDP on the other hand is not reliable. They both run on top of the IP (Internet
Protocol), a network layer protocol.

WAN: Stands for Wide Area Network. A network that connects computers
located in geographically separated areas (e.g. different buildings, cities,

125



countries). The Internet is a wide area network, too.

Web-based management Graphical User Interface (GUI): Many devices
support graphical user interface that is based on the web browser. This means
the user can use their familiar web browser (ex. Netscape or Microsoft Internet
Explorer) to control/configure or monitor the device being managed.

a.. 4. 0
uick Setup ‘®4General Setup *“Status Info N ¥System Tools

FDIMAX ‘a

HETWORKING PEOPLE TOGETHER

FilelFTP Server

The FilefFTF server allows files sharing in storage devices connected to the router.
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Federal Communication Commission
Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device,

pursuant to Part 15 of FCC Rules. These limits are designed to provide reasonable protection

against harmful interference in a residential installation. This equipment generates, uses, and can

radiate radio frequency energy and, if not installed and used in accordance with the instructions, may

cause harmful interference to radio communications.

However, there is no guarantee that interference will not occur in a particular installation. If this

equipment does cause harmful interference to radio or television reception, which can be determined

by turning the equipment off and on, the user is encouraged to try to correct the interference by one or

more of the following measures:

1. Reorient or relocate the receiving antenna.

2. Increase the separation between the equipment and receiver.

3. Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

4. Consult the dealer or an experienced radio technician for help.

FCC Caution

This device and its antenna must not be co-located or operating in conjunction with any other antenna

or transmitter.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two

conditions: (1) this device may not cause harmful interference, and (2) this device must accept any

interference received, including interference that may cause undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance could

void the authority to operate equipment.

Federal Communications Commission (FCC) Radiation Exposure Statement

This equipment complies with FCC radiation exposure set forth for an uncontrolled environment. In

order to avoid the possibility of exceeding the FCC radio frequency exposure limits, human proximity

to the antenna shall not be less than 2.5cm (1 inch) during normal operation.

Federal Communications Commission (FCC) RF Exposure Requirements

SAR compliance has been established in the laptop computer(s) configurations with PCMCIA slot on

the side near the center, as tested in the application for Certification, and can be used in laptop

computer(s) with substantially similar physical dimensions, construction, and electrical and RF

characteristics. Use in other devices such a PDAs or lappads is not authorized.

This transmitter is restricted for use with the specific antenna tested in the application for Certification.

The antenna(s) used for this transmitter must not be co-located or operating in conjunction with any

other antenna or transmitter.

R&TTE Compliance Statement

This equipment complies with all the requirements of DIRECTIVE 1999/5/EC OF THE EUROPEAN

PARLIAMENT AND THE COUNCIL of March 9, 1999 on radio equipment and telecommunication

terminal Equipment and the mutual recognition of their conformity (R&TTE)

The R&TTE Directive repeals and replaces in the directive 98/13/EEC (Telecommunications Terminal

Equipment and Satellite Earth Station Equipment) As of April 8, 2000.

Safety

This equipment is designed with the utmost care for the safety of those who install and use it. However,

special attention must be paid to the dangers of electric shock and static electricity when working with

electrical equipment. All guidelines of this and of the computer manufacture must therefore be allowed

at all times to ensure the safe use of the equipment.

EU Countries Intended for Use

The ETSI version of this device is intended for home and office use in Austria, Belgium, Denmark,

Finland, France, Germany, Greece, Ireland, Italy, Luxembourg, Bulgaria, Cyprus, Czech Republic,

Estonia, Hungary, Latvia, Lithuania, Malta, Poland, Romania, Slovakia, Slovenia, the Netherlands,

Portugal, Spain, Sweden, and the United Kingdom.

The ETSI version of this device is also authorized for use in EFTA member states: Iceland,

Liechtenstein, Norway, and Switzerland.

EU Countries not intended for use -
C N2037
ARA46
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