Section 3 - Configuration

Link-Local Connectivity

My IPv6 Connection: Select Link-Local Only from the drop-down

menu.

. Choose the mode to be used by the router to the IPv6 Internet.
LAN IPv6 Address Displays the IPv6 address of the router.

Settings: My IPv6 Connection is :  |Local Connectivity Only |

LAN IPv6 ADDRESS SETTINGS

LAN IPv6 address for local IPv6 communications.

LaN IPv6 Link-Local Address : FEBO::218:F7FF:FEQ5:689E/ 64
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mydlink Settings

The DIR-820L features a new cloud service that pushes information such as firmware upgrade notifications, user activity, and intrusion alerts to
the mydlink™ app on Android and iOS mobile devices. To ensure that your router is up-to-date with the latest features, mydlink will notify you
when an update is available for your router. You can also monitor a user’s online activity with real-time website browsing history, maintaining a

safe and secure environment, especially for children at home.

On this page the user can configure the mydlink settings for this router.
This feature will allow us to use the mydlink cloud services that includes
online access and management of this router through the mydlink
portal website or portable device applications like iOS and Android
applications.

In the mydlink section, we can view the registration status of the
mydlink account service. The mydlink Service field will either display
Registered or Non-Registered.

In the Register mydlink Service section, we can register or modify
a mydlink account. Click on the Register mydlink Service button to
initiate this procedure.

After clicking the Register mydlink Service button, this window will
appear.

Register mydlink Service Wizard: Step 1

In this section we can select one of two options.

 Select the‘Yes, | have a mydlink account.’ option if you already have
a mydlink account that you want to use on this router.

« Select the’No, | want to register and login with a new mydlink
account.’ option to register a new account and use it on this router.

Click the Next button to proceed to the next step.
Click the Cancel button to discard the changes made and return to the
main page.

Satting and registering vour product with mydlnk will allow vou to use its mydlink doud services
faatures, induding online access and management of your device through mydlink portal webate.

[ Sewe Settings | [ Dan't Save S=things |

mydlink Service : Non-Regstersd

REGISTER MY[IHINK SERVICE

| Register mydlink Service |

MYDLINK REGLSTRATION

To use the features of mrydink.com and the mydlink Lite app, you will need an account with mydlink cam. 1f pou
glready have an account, select Yes, 1T hawe a mydlink acoount 2nd cick Next ta register the router with
mydhink com. If you da not hawve an account, select Mo, 1 want to register and login with a new nmypdlink
account and click Mext to create an account [F you do not wish to sign up for the mydlink service, please click
Cancel.

Do vou have mydlink account?
2 Yes, T have a mydlink account.
@ Mo, I want to register and login with = new mydlink account.

Camcal
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Register mydlink Service Wizard: Step 2

When registering a new account, the following page appears. The
following parameters will be available for configuration:
E-mail Address (Account Enter your e-mail address here. This e-mail
Name): address will also become your account
name.
Password: Enter your preferred password choice

here.
Confirm Password: Re-enter your preferred password choice
here.
Last Name: Enter your last name here.
First Name: Enter your first name here.
Accept terms and Tick this option to accept the mydlink
conditions: terms and conditions.

Click the Next button to proceed to the next step.

Click the Prev button to return to the previous step.

Click the Cancel button to discard the changes made and return to the
main page.

When logging in with an existing account, the following page appears.
The following parameters will be available for configuration:
E-mail Address (Account Enter your e-mail address here. This e-mail

Name): address will also be your account name.
Password: Enter your preferred password choice
here.

Click the Login button to login using these account details.

Click the Prev button to return to the previous step.

Click the Cancel button to discard the changes made and return to the
main page.

MYDLINK REGISTRATION

Pleasa fulfil the options to complete the registration.
E-mail Address {Account Mame)

Password
Confirm Password ®
Last name :
First Name :
F  IhAccept the mydlink terms and conditions,

[ Mest | [ Prev | [ concel |

MYDLINK REGLSTRATION

Pleasa fulfil the options to complete the registration.

E-maill Address (Acoount Name)
Password

| Login | | prev | [ canedd |
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At any point during this wizard, we can change the prefered language
used. To change the language, select the desired language option from
the Language drop-down menu, found on the top right of this page.

End of Wizard

English
Espafiol
Deutsch

Francais

Pyoosui

;

Clovenscing

Svenska
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Section 3 - Configuration

Name:

IP Address:

Private Port/
Public Port:

Protocol Type:

Schedule:

Inbound Filter:

Advanced
Virtual Server

This will allow you to open a single port. If you would like to open a range of ports, refer to the next page.

Enter a name for the rule or select an application from
the drop-down menu. Select an application and click
<< to populate the fields.

Enter the IP address of the computer on your local
network that you want to allow the incoming
service to. If your computer is receiving an IP address
automatically from the router (DHCP), you computer
will be listed in the “Computer Name” drop-down
menu. Select your computer and click <<.

Enter the port that you want to open next to Private
Port and Public Port. The private and public ports are
usually the same. The public portis the port seen from
the Internet side, and the private portis the port being
used by the application on the computer within your
local network.

Select TCP, UDP, or Both from the drop-down menu.

The schedule of time when the Virtual Server Rule
will be enabled. The schedule may be set to Always,
which will allow the particular service to always be
enabled. You can create your own times in the Tools
> Schedules section.

Select Allow All (most common) or a created Inbound
filter. You may create your own inbound filters in the
Advanced > Inbound Filter page.

The Virtuzl Server aption allows you bo define & single public port on your reuter for redirecton to
an intermnal LAM IP Address and Private LAN port If required, This feature & wseful for hesting online
services such &s FTP or Web Servers.

. Save Sethimgs [ Don't Save Settings .

249 - VIRTUAL SERVERS LIST

Ramaining number of nules that can be created: 24
Port Traffic Type
Hamg Public Port  Protocol Schedule
[-f-f_ Application name= El Bath |} Always |i=]
IF Address : Private Port Inbound Filker
[E, Comouter Mlam= T‘ Allow All| |
Hame Public Port Prokocol Scheduls
| [-H_ Application name= E| Bath | Aways |
IP Address Private Port Inbound Filker
E Comoutzr Name = | Allow Al =]
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Section 3 - Configuration

This will allow you to open a single port or a range of ports.

Name:

IP Address:

Port Forwarding
CPORTFORWARDING

This optien is used to open multigle pors or 2 range of ports in your router and redirect data
through those ports to a single PC on your netwaerk. This feature allows you to enfer ports in the

format, Port Ranges (100-1500, Individual Ports (80, §8, BBE), or Mixed (1020-5000, 689]. This

Enter a name for the rule or select an application
from the drop-down menu. Select an application
and click << to populate the fields.

Enter the IP address of the computer on your local
network that you want to allow the incoming service
to. If your computer is receiving an IP address

opbon 15 only applicable to the INTERMET =session.

. Save Settimgs . [ Don't Save Settings: .

. 44 — POR| FORWAHRDING HULES
automatically from the router (DHCP), you computer
will be listed in the “Computer Name” drop-down Ramaining number of rules that czn be crezted: 24
menu. Select your computer and click <<. Ports to Open
Hame TCP Schedule
TCP/UDP: Enter the TCP and/or UDP port or ports that you [« [Aplication ame [ =] Always =]
want to open. You can enter a single port or arange IP Address DR Inbourd Filter
of ports. Separate ports with a comma. (2= |Computer Hame [+ ] Allow 2l v ]
MName TCP Schedule
Example: 24,1009,3000-4000 > (<] | Apphication Name  [=] Alrrys [ ]
IP Address o Inbound Filtes
Schedule: The schedule of time when the Virtual Server Rule (5 [ comauter Heme ] Allow Al ]
will be enabled. The schedule may be set to Always,
which will allow the particular service to always be
enabled.You can create your own times in the Tools
> Schedules section.
Inbound Filter: Select Allow All (most common) or a created
Inbound filter. You may create your own inbound
filters in the Advanced > Inbound Filter page.
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Section 3 - Configuration

Application Rules

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony and others.
These applications have difficulties working through NAT (Network Address Translation). Application Rules makes some of
these applications work with the DIR-820L. If you need to run applications that require multiple connections, specify the port
normally associated with an application in the“Trigger Port”field, select the protocol type as TCP or UDP, then enter the firewall
(public) ports associated with the trigger port to open them for inbound traffic.

The DIR-820L provides some predefined applications in the table on the bottom of the web page. Select the application you
want to use and enable it.

Name:

Trigger:

Traffic Type:

Firewall:

Traffic Type:

Schedule:

Enter a name for the rule. You may select a
pre-defined application from the drop-down menu
and click <<.

This is the port used to trigger the application. It
can be either a single port or a range of ports.

Select the protocol of the trigger port (TCP, UDP,
or Both).

This is the port number on the Internet side that
will be used to access the application. You may
define a single port or a range of ports. You can
use a comma to add multiple ports or portranges.

Select the protocol of the firewall port (TCP, UDP,
or Both).

The schedule of time when the Application Rule
will be enabled. The schedule may be set to
Always, which will allow the particular service to
always be enabled. You can create your own times
in the Tools > Schedules section.

The Epplication Rules option i used to open single or multiple ports in your firewal | when the rouksr
senses data sent to the Intemet on an oubgoing “Trigger” port or port range, Spedal Application
rules apply bo all computers on your internal network.

Save Jettings | Don't Save Settings

24 — APPLICATION RINLES

Remaining number of rules that can be created: 24

Port Traffic Type schedule

Tripger ax E|
0 Nama _ Application al =]
<] | Agphcation Name = | Firewsll B

M [=]

™
il Appi = =
aki

|| =ma __ Hpphcaoon Kways v

Application Name = | Firewall

A
I

THEY
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Section 3 - Configuration

QoS Engine
The QoS Engine option helps improve your network performance by _

p”o”tlzw.]g a'ppllca'tlo'ns.. By defaUIt.the QoS Engl'ne settings are dlsa'bled Usa this saction to configure D-Link's QoS Engine powered by QoS Enging Technology, This QoS
and application priority is not classified automatically. The QoS section Engine improves your online gaming experiznce by ensuring that your game traffic i prioritized

contains a queuing mechanism, traffic shaping and classification. It Eff;f‘;ﬁﬂEﬁﬁ%;ﬂiilmughfﬁﬁwhﬁ&iﬁ;“;{gﬁ;‘;f LG TS
supports two kinds of queuing mechanisms. Strict Priority Queue (SPQ) '

and Weighted Fair Queue (WFQ). SPQ will process traffic based on traffic
priority. QueueT has the highest priority and Queue4 has the lowest
priority. WFQ will process traffic based on the queue weight. Users can configure each queue’s weight. The sum of all the queue’s weight
must be 100. When surfing the Internet, the system will do traffic shaping based on the uplink and downlink speed. The classification rules
can be used to classify traffic to different queues, then SPQ or WFQ will do QoS based on the queue’s priority or weight.

The following parameters will be available for configuration:

Enable QoS This option is disabled by default. Enable this option for Enable QoS Engine : [F]

Save Settimgs | Don't Save Settings:

Engine: better performance and experience with online games and Automatic Uplink Speed :
other interactive applications, such as VolP. Measured Uplink Speed : Mot Estimated
Automatic The speed at which data can be transferred from the router Manual Uplink Speed : |125 kbps << [Select Transmission Rate

Uplink Speed: to your Internet Service Provider (ISP). This is determined
by your ISP. ISPs often define speed as a download/upload

pair. For example, 1.5Mbits/284Kbits. Check this box to Name Priority Protocol

keep your uplink speed optimized. Otherwise, you may set | - I | « =2
an uplink speed of your own in Manual Uplink Speed. B e o o g
Remote IP Range Remote Port Range
0.0.0.0 to|255.255.255.255 0 to/65535
Checkbox: Check this to enable an individual rule. Name Priority Protocol
Name: Create a name for this rule. L T
Priority: Set the priority of the rule. 1 is the highest. == _ Il SIE DT ZTCE
Protocol:Select the protocol the network traffic will be transmitted over. 0002 £0[255.255.255. 55 o Jrolessss
IP Range:Select the IP range for the rule to be applied to. The Local range “;Q“gt; = Rangeto S5 255 25e g5 P;emgte E;:E:ge

will apply to devices within your network, and the Remote range
will apply to devices on the Internet.

Port Range: Select the ports for this rule to be applied to. Different applications will send traffic over different ports. An online game, email
program, and video chat client will all likely use different ports.
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Section 3 - Configuration

Network Filter

Use MAC (Media Access Control) Filters to allow or deny LAN (Local Area Network) computers by their MAC addresses from
accessing the network. You can either manually add a MAC address or select the MAC address from the list of clients that are

currently connected to the Broadband Router.

Configure MAC Select Turn MACFiltering Off, Allow MAC addresses
Filtering: listed below, or Deny MAC addresses listed below
from the drop-down menu.

MAC Address: Enter the MAC address you would like to filter.

To find the MAC address on a computer, please refer
to the Networking Basics section in this manual.

DHCP Client: Select a DHCP client from the drop-down menu and
click << to copy that MAC Address.

44 — MAC FILTERING HRULES

Canfigure MAC Filtenng below:

Turn MAC Fltering ON and ALLOW computers listed ko acoess the natwork | = |

Femaining number of rules that can be created: 24

MAC address DHCP Cliant List Schedula

22| |Computer Mame [=]| |Atways (=] | Mew Schedule

F :-:«:: Computer Name El Always E HNew Schedule
E Computes Mame ||  [Mwaye | =] | Mew Schedule

&l :H: Compuber Hame |E| Alwmys E ‘@I
E Computer Mame  [=| | Always [=] ml

T 22| |Computer Hame  [x]  |Stways (=] | Hew Scheduls
E Computer Nama |L| LR L ml
s<| |Computes Mame [w] |Atways [x] | Mew Schedule
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Section 3 - Configuration

Access Control

The Access Control section allows you to control access in and out of your network. Use this feature as Parental Controls to

only grant access to approved sites, limit web access based on time or dates, and/or block access from applications like P2P
utilities or games.

Add Policy: Click the Add Policy button to start the Access
Control Wizard.

SLUPFORT

Helplad Hardl s

The Access Control opton akoss you o contnol aooess n and oul of vour retwonk. Uss ths
Pl ani Accieis Coninoki b0 ordy grack acois 1o apgroeed sbed, e wel accand b oy
e o elilies. nelioe ek nbomin aotes e applranons; B 020 Ut of Qo

Sasatettngs | Co¥ S et

. bl Ao
ra

inabde Accens Comtnal: &

Wml

Access Control Wizard

Click Next to continue with the wizard.,

This wizard will guide you through the following steps to add a new policy for Access Control.

Step 1 - Choose a unigue name for your policy

Step 2 - Select a schedule

Step 2 - Select the machine to which this policy applies
Step 4 - Select filtering method

Step 5 - Select filters

Step 6 - Configure Web Access Logging

M Nextl Savel Cancel
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Section 3 - Configuration

Enter a name for the policy and then click Next to continue.

Select a schedule (e.g. Always) from the drop-down menu and
then click Next to continue.

Enter the following information and then click Next to continue.

- Address Type - Select IP address, MAC address, or Other
Machines.

- IP Address - Enter the IP address of the computer you want to
apply the rule to.

- Machine Address - Enter the PC MAC address (i.e. 00:00.00.00.00).

Select the filtering method and then click Next to continue.

STCP 1: CHOOSE POLICY NAME

Choose a undque name for your policy.

Policy Name : [arame

Froe| foa| ] Corend]|

Chacese a schedule to apply to this policy.

|
Detaiby : [
L Y )

STEP 3: SELECT MACHINE

Seldect the machire to which this policy apples.

Specify a maching with its I or MALC address, or sslact "Other Machines” fior machines that do nat hare a polcy.

Auliress Type : 5 1P pac © Other Machings
P Address : [rzawo11z <« [N TR eey) - |

Marhine Addrass : [ e | Vo

=]

| oo
Machine
192.160.0.112 =3 v

el pee] o] cona

STEP 4: SELECT FILTERING METHOD

Select the method for filtering.

Method : (" Log Web Access Only ¢ Block Al Access ' Block Some Ancess
Apply Web Filter : [~
Apply Advanced Port Filters : ™

Wext| [Savc| | cancel
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Section 3 - Configuration

Enter the rule:
Enable - Check to enable the rule.
Name - Enter a name for your rule.
Dest IP Start - Enter the starting IP address.
Dest IP End - Enter the ending IP address.
Protocol - Select the protocol.
Dest Port Start - Enter the starting port number.
Dest Port End - Enter the ending port number.

To enable web logging, click Enable.

Click Save to save the access control rule.

Your newly created policy will now show up under Policy Table.

Add Port Filters Rules.

Specify net to prohibit access (o speofic [P addresses and ports.

Enale hame il ot Bt Pt
Start End

= | foca o | F=

= ] (e A F =

(| paan oo |

i [ frew =1 [ | oo

| fooo a3 | !

Fo (o | —

E A pana feer =1 ==

| | T [ msmsas ey =1 |

G

STEP 6: CONFIGURE WED ACCESS LOGGING

Weh Access Lopging @ [uesbied
& Erabls

ey e e

The Access Control option allows you to control access in and out of your network, Use this
feature as Access Controls to only grant access to approved sites, limit web access based on
time or dates, andfor block internet access for applications like P2P utilities or games.

Save Settings | Daon't Save Settings | Reboat Mow |

ENABLE

Enable Access Control : ¥

Add Palicy I
POLICY TABLE
Enable Policy Machine Filtering Logged Schedule
Block Some
¥ dink 192.168.0.108 e Mo Always Eglh]
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Website Filters

Website Filters are used to allow you to set up a list of Web sites that can be viewed by multiple users through the network.
To use this feature select to Allow or Deny, enter the domain or website and click Save Settings. You must also select Apply
Web Filter under the Access Control section.

Add Website Select either DENY computers access to ONLY 40 — WEBSITE FILTERTIG RAILES
Filtering Rule: these sites or ALLOW computers access to ONLY
these sites. Configure Website Filter below:

DENY computers access to ORNLY these sbes E
Website URL/ Enter the keywords or URLs that you want to allow [ Clear the lis belew... |
Domain: or block. Click Save Settings.

Wehsite URL/Doamain
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Section 3 - Configuration

Inbound Filters

The Inbound Filter option is an advanced method of controlling data received from the Internet. With this feature you can
configure inbound data filtering rules that control data based on an IP address range. Inbound Filters can be used with Virtual

Server, Port Forwarding, or Remote Administration features.

The Inbound Filter eptien is an advanced method of controlling data received fram the Intermnet.
‘With this fezture you can configure inbound dats filtering rules that control date based on an [#

address range.
Inbowund Filtars can be used for limiting access t 3 server on vour network B a systam or group of

Action: Select Allow or Deny. sfr;tne;n;. Filer rules can be used with Yirtual Server, Port Forwarding, or Remote fdministration

Name: Enter a name for the inbound filter rule.

Enable: Check to enable rule.

A INBOUNLD FILTER RLULE

Remote IP Start: Enter the starting IP address. Enter 0.0.0.0 if you

do not want to specify an IP range. Name ;
Bction : ﬁllnwEI

Remote IP End: Enterthe ending IP address. Enter 255.255.255.255 Remote [P Range : Enzble Remote IP Start  Remote IP End
if you do not want to specify and IP range. O 000 255.255.255.255
[ T ¥55.255.255.255
Add: Click the Add button to apply your settings. You [ aean 255.255.155.255
must click Save Settings at the top to save the H oaeo e
Settings' D 0.0.0.0 255,255,255, 255
Inbound Filter This section will list any rules that are created. You = Lo =
Rules List: may click the Edit icon to change the settings or = s
enable/disable the rule, or click the Delete icon D fiwed __| [P

to remove the rule. Add || cance

Mame  Action Remote IP Range

[nboundl  allow 102,168 1.0-10% 168.1.254 E

5y
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Section 3 - Configuration

Firewall Settings

A firewall protects your network from the outside world. The DIR-820L offers a firewall type functionality. The SPI feature helps
prevent cyber attacks. Sometimes you may want a computer exposed to the outside world for certain types of applications.
If you choose to expose a computer, you can enable DMZ. DMZ is short for Demilitarized Zone. This option will expose the
chosen computer completely to the outside world.

Enable SPI:

Anti-Spoof Check:

DMZ IP Address:

PPTP:

IPSEC (VPN):

RTSP:

SIP:

SPI (Stateful Packet Inspection, also known as dynamic packet filtering)
helps to prevent cyber attacks by tracking more states per session. It
validates that the traffic passing through the session conforms to the
protocol.

Enable this feature to protect your network from certain kinds of
“spoofing” attacks, where the attackers disguise their origin.

Specify the IP address of the computer on the LAN that you want to
have unrestricted Internet communication. If this computer obtains it’s
IP address automatically using DHCP, be sure to make a static reservation
on the Setup > Network Settings page so that the IP address of the
DMZ machine does not change.

Allows multiple machines on the LAN to connect to their corporate
network using PPTP protocol.

Allows multiple VPN clients to connect to their corporate network using IPSec. Some VPN clients support traversal of IPSec through
NAT. This ALG may interfere with the operation of such VPN clients. If you are having trouble connecting with your corporate network,
try turning this ALG off. Please check with the system administrator of your corporate network whether your VPN client supports
NAT traversal.

Allows applications that uses Real Time Streaming Protocol to receive streaming media from the Internet. QuickTime and Real Player
are some of the common applications using this protocol.

Allows devices and applications using VolIP (Voice over IP) to communicate across NAT. Some VolIP applications and devices have
the ability to discover NAT devices and work around them. This ALG may interfere with the operation of such devices. If you are
having trouble making VolP calls, try turning this ALG off.
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Section 3 - Configuration

Routing

The Routing option is an advanced method of customizing specific routes of data through your network.

Name: Enter a name for your route.

Destination IP: Enter the IP address of packets that will take this
route.

STATUS SUFPURT

ihelphil Hints_.

The Routing option allews you to define static routes to soechic destnations. ble:
| San Settnge | | Don't Save Settrge |

Netmask: Enter the netmask of the route, please note
that the octets must match your destination IP

| 32 - ROUTE LIST
address.

Remanicg nambier oF rubes that can be oreated: 32

Gateway: Enter your next hop gateway to be taken if this [ ' N e——
route is used. W s e S
Gatewsy
Metric: The route metric is a value from 1 to 16 that
indicates the cost of using this route. A value 1 is
the lowest cost and 15 is the highest cost.

Interface: Selecttheinterface thattheIP packet mustuseto
transit out of the router when this route is used.
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Advanced Wireless

Transmit Power: Set the transmit power of the antennas.

WLAN Partition: This enables 802.11d operation. 802.11d is a wireless
specification developed to allow implementation of
wireless networks in countries that cannot use the

¥ you ars not farler with thess Advancad Wirskess sattings, plass resd the hel section

802.11 standard. This feature should only be enabled = before atematng T modéy these setrgs.
if you are in a country that requires it. MGine (mentummgn] [t on tsmaga
ADYANCLE WIHLLLSS SLTTIRGS
WMM Enable: WMM is QoS for your wireless network. Thiswillimprove s P——
the quality of video and voice applications for your EeSelaE o [=]
wireless clients. e WM Enable

HT 10740 HHr Comistencs . @ Frasis

HT20/40 Coexistence: Enable this option to reduce interference from
other wireless networks in your area. If the channel
width is operating at 40MHz and there is another
wireless network’s channel over-lapping and causing
interference, the router will automatically change to
20MHz.
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Wi-Fi Protected Setup (WPS)

Wi-Fi Protected Setup (WPS) System is a simplified method for securing your wireless network during the “Initial setup”as well
as the “Add New Device” processes. The Wi-Fi Alliance (WFA) has certified it across different products as well as manufactures.
The process is just as easy as pressing a button for the Push-Button Method or correctly entering an 8-digit code.

Enable: Enable/dsiable the Wi-Fi Protected Setup feature.

Lock WPS-PIN Tick this option to lock the configured PIN.

Setu p: SETUF TOdHL 5 STATUS
- (weRLeROTECTEDSEWR
PIN Settings: A PIN is a unique number that can be used to add the | e e e B B
router to an existing network or to create a new network. —— ———
Only the Administrator (“admin”account) can change or : — =
-
reset the PIN. — irabte - 7 .
= Lock WPS-PIN Setup ; '
Current PIN: Shows the current PIN. : :

Current PIN : 55842750
Generate bew PIN | | Reset PIN oo Cefaut |

Reset PIN to Restore the default PIN of the router.

Default: o

| A8 wretess Device wien s |

Generate New Create arandom number thatis a valid PIN. This becomes
PIN: the router’s PIN. You can then copy this PIN to the user
interface of the wireless client.
This Wizard helps you add wireless devices to the wireless
network.

Add Wireless Starts a wizard which will display the wireless network settings to guide you through manual configuration, prompt you to enter the
Station: PIN for the device, or ask you to press the configuration button on the device. If the device supports Wi-Fi Protected Setup and has a
configuration button, you can add it to the network by pressing the configuration button on the device and then the on the router

within 120 seconds. The status LED on the router will flash three times if the device has been successfully added to the network.

There are several ways to add a wireless device to your network. A “registrar” controls access to the wireless network. A registrar
only allows devices onto the wireless network if you have entered the PIN, or pressed a special Wi-Fi Protected Setup button on the
device. The router acts as a registrar for the network, although other devices may act as a registrar as well.

Note: You may also press the physical WPS button on the device.
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Enable UPnP:

WAN Ping:

WAN Port Speed:

Enable Multicast
Streams:

Enable IPV6
Multicast Streams:

Advanced Network Settings

To use the Universal Plug and Play (UPnP") feature click on
Enabled. UPnP provides compatibility with networking
equipment, software and peripherals.

Checking the box will allow the DIR-820L to respond
to pings. Unchecking the box may provide some extra
security from hackers.

You may set the port speed of the Internet port to 10 Mbps,
100 Mbps, or Auto (recommended).

Check the box to allow multicast traffic to pass through
the router from the Internet (IPv4).

Check the box to allow multicast traffic to pass through
the router from the Internet (IPv6).

STATUS

If you ané not Familar with these Advanced Netwirk Settngs, please read the belp secton
befare aktemptng to modfy these settngs.

[5ave savangn | | Dot Save Satangs |

Univerial Phug and Plry (UPnE) sapports prer 1o peer Pug and Pley functionality for
neebwork devioes.

Enable PnP: [F
I you emable this feature, the WtH port of your rowter will respond o ping requests
frces th Internet that sns sent o the WAN 5 Addres.

Enabls WAN Ping Raspssnd
WAN Ping Inbound filter = | &
Dol = Bkow

WAN Poat Speed 1 2uts 0/ 1008 = |

MULTICAST STREAMS

IFVE MULTICAST STRLAMS

SUPPORT
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Guest Zone

The Guest Zone feature will allow you to create temporary zones that can be used by guests to access the Internet. These zones
will be separate from your main wireless network. You may configure different zones for the 2.4 GHz and 5 GHz wireless bands.

Enable Guest Check to enable the Guest Zone feature.

Zone:
Schedule: The schedule of time when the Guest Zone will be  [eren [ TG o] STATUS SUPPGRT
active.The schedule may be set to Always, which will B uesTzows -
. . PORT FOR MG » L
allow the particular service to always be enabled. You ) R T T e e et |
can create your own times in the Tools > Schedules ) [Save seton]  [[Doritsaws setorms)

section or click Add New.

Wireless Enter a wireless network name (SSID) thatis different [ o e =] (feiy
Network Name: from your main wireless network. i® Wireless hetwork Name : ok puest (K0 caled the $S10)
Fnable Routing Bebwesn

Tones |

Enable Routing Check to allow network connectivity between the

Between Zones: different zones created. : < erable Guest Zone: B3 (o= (TG
r— Wireless Band :  5GH? Band
Security Mode: Select the type of security or encryption you would e e Ummmmess

Tones @

like to enable for the guest zone.
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IPv6 Firewall

The DIR-820L's IPv6 Firewall feature allows you to configure which kind of IPv6 traffic is allowed to pass through the device.
The DIR-820L’s IPv6 Firewall functions in a similar way to the IP Filters feature.

Enable Checkbox: Check the box to enable the IPv6 firewall simple security.

Configure IPv6 Select an action from the drop-down menu.

Firewall: wor | ST

Name: Enter a name to identify the IPv6 firewall rule. o e M L ol e T T v ey
crigte moce detaled s for the device.

sore zeimrga | (ot save st |

Schedule: Use the drop-down menu to select the time schedule that

the IPv6 Firewall Rule will be enabled on. The schedule may
. . . . . FiL L IFvh I Fdtemngs
be set to Always, which will allow the particular service to ks kb st :
always be enabled. You can create your own times in the !
Tools > Schedules section. Gontgur 6 vt e e .
Ramaining numger o frawal ruies that n be oonfigened:
Source: Usethe Source drop-down menuto specify theinterface that Bt Narre schdle_
connects to the source IPv6 addresses of the firewall rule. ey Fn B A nge P
. . { Part Rangs
IP Address Range: Enter the source IPv6 address range in the adjacent IP 5 P ki s i
Address Range field. : s
Sehaduabe
Interface: Use the Interface drop-down menu to specify the interface e HNRCL | Ak Rioos pubtoéol
that connects to the destination IP addresses of the firewall ot Range
rule. i "

Protocol: Select the protocol of the firewall port (All, TCP, UDP, or
ICMP).

Port Range: Enter the first port of the range that will be used for the
firewall rule in the first box and enter the last port in the
field in the second box.
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IPv6 Routing

This page allows you to specify custom routes that determine how data is moved around your network.

Route List: Checkthe box next to the route you wish to enable.
Name: Enter a specific name to identify this route.

Destination IP/ This is the IP address of the router used to reach
Prefix Length: the specified destination or enter the IPv6 address

prefix length of the packets that will take this route. | I 0 o e U U8 R Setamn how 2 oved
| Sarwe Settrn | | Diont Save Settings |
Metric: Enter the metric value for this rule here. : -
Interface: Use the drop-down menu to specify if the IP packet | | !
must use the WAN or LAN interface to transit out of

the Router.

Gateway: Enter the next hop that will be taken if this route
is used.
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Tools
Admin

This page will allow you to change the Administrator and User passwords. You can also enable Remote Management. There are
two accounts that can access the management interface through the web browser. The accounts are admin and user. Admin
has read/write access while user has read-only access. User can only view the settings but cannot make any changes. Only the
admin account has the ability to change both admin and user account passwords.

Admin Password:
User Password:
Gateway name:

Enable Graphical

Authentication:

Enable HTTPS
Server:

Enable Remote
Management:

Remote Admin Port:

Remote Admin
Inbound Filter:

Enter a new password for the Administrator Login Name. The administrator can
make changes to the settings.

Enter the new password for the User login. If you login as the User, you cannot
change the settings (you can only view them).

That “adhmin” e marapement nterface. The admn K 3
Enter a name for your router. : ¥ o iR plep, e e m———

By default theee i no pacseroed configured. It i highly recommended that vou ceate 3
. Pligwied B0 Riag yout ool MU,

Enables a challenge-response test to require users to type letters or numbers g
from a distorted image displayed on the screen to prevent online hackers and

unauthorized users from gaining access to your router’s network settings.

Save Seitegs | | Don't Save Settngs

Check to enable HTTPS to connect to the router securely. This means to connect
to the router, you must enter https://192.168.0.1 (for example) instead of
http://192.168.0.1.

Remote management allows the DIR-820L to be configured from the Internet

by a web browser. A username/password is still required to access the Web

Management interface. b Craphical Austhembation -
Enalbile HTTPS Sarver ©

Lrable Remote Managemsent -
Rimobe Admin Pord : 0000

The port number used to access the DIR-820L is used in the URL. Example:
http://x.x.x.x:8080 whereas x.x.x.x is the Internet IP address of the DIR-820L and P
8080 is the port used for the Web Management interface. bk
If you have enabled HTTPS Server, you must enter https:// as part of the URL to
access the router remotely.

This section will list any rules that are created. You may click the Edit icon to
changethe settings or enable/disable the rule, or click the Delete icon to remove
the rule. Details will display the current status.

SUFPORT

Hesgehul Tt ...
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Time

The Time configuration option allows you to configure, update, and maintain the correct time on the internal system clock.
From this section you can set the time zone that you are in and set the Time Server. Daylight Saving can also be configured to
automatically adjust the time when needed.

Time:

Time Zone:

Enable Daylight
Saving:

Enable NTP Server:

NTP Server Used:

Manual:

Displays the current date and time of the router.

Select your Time Zone from the drop-down
menu.

To select Daylight Saving time manually, select
enabled or disabled, and enter a start date and
an end date for daylight saving time.

NTP is short for Network Time Protocol. A NTP
server will sync the time and date with your
router. This will only connect to a server on the
Internet, not a local server. Check the box to
enable this feature.

Enter the IP address of a NTP server or select one
from the drop-down menu.

To manually input the time, enter the values
in these fields for the Year, Month, Day, Hour,
Minute, and Second and then click Set Time.

You can also click Copy Your Computer’s Time
Settings to synch the date and time with the
computer you are currently on.

ADVANCED TOOLS STATUS | SUPFORT

The Time Canfiguration aption alows you to configure, update, and mantain the comect time
wn the intemal system dock. From this section you can set the tme zone that you are in and
S6t the NTP (Nebwaork Time Protocol) Sender. Dagight Saving Gn ako be corrﬁqurcd {2r)
automaticaly adjust the time when needed.

| Save Settngs | | Den't Save Settings |

Cuwrrent Rowber T ¢ FriJan, 2, 15870 22:20:39

Time: Zone ; FENT -08:00) Pacdc Time (LG Canada), Thusns zl

Enabile Dayhght Savang :
Month  Week Oy of Wik TIME
Daylight Saving Dates : 05T 5%t [l [ [t (o] (5n (. 12:00 aM | -
DETEnd [Jan | =) |5t | =] [Sum |-

AUTOMATIC TIME CONFIGURATION

Enable NTP Server :
NTP Server Used ; < | et HTP Server

SET THE DATE AND TIME MANHUALLY

Date And Time : Year 213 [=] Menth [Feb [=]0ay  [¢  [=]

Howr [02 [=] Minute[19 [=] Second (51 [=] [PH[=

{ Copy Tow Computer's Tme Settngs |
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SysLog

The Broadband Router keeps a running log of events and activities occurring on the Router. You may send these logs to a
SysLog server on your network.

Enable Logging to Check this box to send the router logs to a SysLog
SysLog Server: Server.

SysLog Server IP The address of the SysLog server that will be - ADVANCED
Address: used to send the logs. You may also select your & elpful 1t
computer from the drop-down menu (only if The SysLog aptions akow vou to send log mformation to 3 Sysbg Serve.
receiving an IP address from the router via DHCP). . — (_save settoe | [ Dortt Seve ettioe |

Enabia Logging To SysLog
e

| save sevwgs | | Donvsave setngs |
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Email Settings

The Email feature can be used to send system log files, router alert messages, and firmware update notifications to your email
address.

Enable Email When this option is enabled, router activity logs are
Notification: emailed to a designated email address.

Hedpul Hints.,

From Email This email address will appear as the sender when you
Address: receive a log file or firmware upgrade notification via Era—

emall. update notification to your email

| Save Settings | | Donit Save Seltings |

To Email Address: Enter the email address where you want the email sent.
Enable Email Notification : [

ﬂeataimeanhmsiwmddmmhgﬁﬁ‘mmW and fiomware ‘ . may wark

SMTP Server Enter the SMTP server address for sending email. _
Address: B From Email Address :
To Email Address :
Email Subject : |
SMTP Server Port: Enter the SMTP port used on the server. SMTP Server Address :
SMTP Server Port @ |5
Enable Authentication : |
Enable Checkthisboxif your SMTP server requires authentication. Account Hame : |
Authentication: Password :
Verify Password : ==
Account Name: Enter your account for sending email.
On Log Full : |
On Schedule : |
Password: Enter the password associated with the account. Re-type Schedule : [1._ .|

the password associated with the account. Beralx

([ Sew= St | [ ot Seve St |

On Log Full: When this option is selected, logs will be sent via email
to your account when the log is full.

On Schedule: Selecting this option will send the logs viaemail according
to schedule.

Schedule: This optionis enabled when On Schedule is selected. You
can select a schedule from the list of defined schedules.
To create a schedule, go to Tools > Schedules.
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System

This section allows you to manage the router’s configuration settings, reboot the router, and restore the router to the factory
default settings. Restoring the unit to the factory default settings will erase all settings, including any rules that you've created.

Save Settings to Use this option to save the current router
Local Hard Drive: configuration settings to a file on the hard disk of
the computer you are using. First, click the Save

button. A file dialog will appear, allowing you to y | — | aovanceo

select a location and file name for the settings.

The System Settmps secton alovs you to iebodt the dewce, or rostone thn fowuter to the

Load Settings Use this option to load previously saved router  EEEes DESTOA SO IR feLL1ON, Bavinn s ok @ B haer SR v e it eriee 1 nttos
from Local Hard configuration settings. First, use the Choose The current system settgs cin be saved 25 a fle 00ty tie local had drive. The saved fle or
Drive: File option to find a previously saved file of bttt pedide it b
configuration settings. Then, click the Restore o SYSTEM SETTINGS
Configuration From File button to transfer those G : Save Settiogs To Local Hord [0y corpoueancn | e g
settings to the router. ' Comprtion i

Laad Settings From Local

[mcpes Fie | o g chosen

Restore to This option will restore all configuration settings

Factory Default back to the settings that were in effect at the Restors To Factory Oefault - [iere Fackey eindi |
Settings: time the router was shipped from the factory.

Any settings that have not been saved will be

lost, including any rules that you have created. If

you want to save the current router configuration

settings, use the Save button above.

Restone all Settrgs to the Factony Delauts

Rabood The Device |

Reboot Device: Click to reboot the router.
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Firmware

You can upgrade the firmware of the access point here. Make sure the firmware you want to use is on the local hard drive of
the computer you are using. Click on Browse to locate the firmware file to be used for the update. Please check the D-Link
support website for firmware updates at http://support.dlink.com. You can download firmware upgrades to your hard drive

from this site.

Browse: After you have downloaded the new firmware, click
Browse to locate the firmware update on your hard
drive. Click Upload to complete the firmware upgrade.

Upload: Once you have a firmware update on your computer,
use this option to browse for the file and then upload
the information into the access point.

Language Pack

You can change the language of the web Ul by uploading
available language packs.

Browse: After you have downloaded the new language pack,
click Browse to locate the language pack file on your
hard drive. Click Upload to complete the language
pack upgrade.

ADVANCID TOOLS [ STATUS

There iy be cew fritmiade for vour DIR-ENL o movove functionalty sl peslorimante
Chek hpew B0 Chitdh Fir 30 uddrade o0 Ol ool Sti,

To wngrade the frewae, lore the upgrass fis oo the ool hard drove wah the Orewss
button, Cevie you have found the ik 1o be used, cick the Upkad button below 1o stk the
P d wpgrade.

The Engusge pack slews you fo change the mpusge of the user nterface on the DR800
We uggest that vou upgrade your curent Bnguage pack F vou wupgrade the fimwane, The
enmras that any changes n the frmsare ars deplysd comectly.

To wpgrade e bnguage pack, ocate the wograde fie on the ool kind drve with Siowse

boston, Gnce you have Found the fie to be used, ook the Uplnad hutton to sart the baguage
K ungras.

FIRMWARE AND LANGUAGE PACK INHFRMATIZEN

Current Fnmware Verson: 100 Date: J003/01724
Current Language Pack Version 1 Thee 3 no nguege oich.
Chack Online How for Ltest Firmware and LANQUSQS pack VErson: | Chesk han

FIRMWARE UPGRADE

Biabo! Some firmware upgrades reset the conlpuration opUons Lo e lactory
defaulte. Bafore periorming an upgrads, be are v tha ourrent configueration.

Tor upgrace the lrmware, your PC must have 8 wired connection Lo the meuler.
Enter the name 6f the femiwans upgeads Tils, and click an the igdaad Buatton.

Upioad; | Ceotas Fas | e e chesen

gl

LARGIAGE PACK UWMGRADFE

Upioad: | Croces Fis | fe s chosen

v

Frmmor e Lgrdale e
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Enable
Dynamic DNS:

Server
Address:
Host Name:
Username or
Key:

Password or
Key:

Timeout:
Status:

IPv6:

Dynamic DNS

The DDNS feature allows you to host a server (Web, FTP, Game Server, etc...) using a domain name that you have purchased
(www.whateveryournameis.com) with your dynamically assigned IP address. Most broadband Internet Service Providers assign
dynamic (changing) IP addresses. Using a DDNS service provider, your friends can enter in your domain name to connect to
your server no matter what your IP address is.

Dynamic Domain Name System is a method of
keeping a domain name linked to a changing IP
Address. Check the box to enable DDNS.

Select your DDNS provider from the drop-down
menu or enter the DDNS server address.

Enter the Host Name that you registered with
your DDNS service provider.

Enter the Username or key for your DDNS
account.

Enter the Password or key for your DDNS account.

Enter a timeout time (in hours).
Displays the current connection status.

You can also enable DDNS for usage over IPv6 in
the same manner as above for IPv4.

SETUF | ADVARTED

Tha D0ees featurd alowvs pou 1o Mo 3 seneer [Web, FTP, Game Safver, abc...) ng & doman
rame that, you hive purchased [wwer sbislovervpimnatree. (om] with your dmmamcaly asgned
TP madress. Most broscmand Irteenat Sendce Prowviders assgn dynamic (changng) P sddresses,
Using a DOMS senvice provider, your frends can enter your host name to connect T your game
SErveT Af matter what your IP address 5.

Sign up for D-Lnk's Free DDNS servce at sovww DLRSDONS com

[savesarngs| |Dant Gave Setings

DYHAMIC DRS

Crmable Dymamic DNS :

i roemiFree )
Cerver Addres
Hiral Marme ; [e.q, iwhost. mpdaman.net]

Username or Kay

Pasoword of BEy ©  sesssssssssssssasssnnnss
Werily Password or Bey ;
Timeouk

S@atus ;| Decormedt

DYRAMIC DAS FOR 1IPVE HOSTS

Enalble :
1Pl Aacbiiress - (] [Cerpaster Hame [=]

[e.g. rwvhost.mydeman.net]
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System Check

Ping Test: The Ping Test is used to send Ping packets to test if a

computer is on the Internet. Enter the IP address that you
wish to Ping and click Ping.

SE T ADVARLID STATHS Surrim I

IPv6 Ping Test: Enter the IPv6 address that you wish to Ping and click Ping. % i

Ping Test sends “prg” packats 1o test 3 computen on the Intemed

| Hoot Same oe 0 Ackieess < [ e Sl
Mok Names o Pt Adewer = [ en| S|

Ping Results: The results of your ping attempts will be displayed here.

| Entar & hoet rame o TP ackire ove and ok g’ |

WIRELESS
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Schedules

Schedules can be created for use with enforcing rules. For example, if you want to restrict web access to Mon-Fri from 3pm to
8pm, you could create a schedule selecting Mon, Tue, Wed, Thu, and Fri and enter a Start Time of 3pm and End Time of 8pm.

Name: Enter a name for your new schedule.

Days: Select a day, a range of days, or All Week to '
. SETUF ADVANCED SUFFORY
include every day. 7 ' S

Time: Check All Day - 24hrs or enter a start and end ilipiedipnbighrebiobdbinhiabieplidandivackis

time for your schedule.

St-tsunwl :Dm':srwmi

Save: You must click Save Settings at the top for your [ froch
N

schedules to go into effect.

s Al weak Galace Dayle)
Sun Maon Tiog Wad Thu Fri S
Schedule Rules The list of schedules will be listed here. Click the : R o
List: Editicon to make changes or click the Delete icon P ke o) n charge i1 exitrg
to remove the schedule. 218 Iim el DOUGTILR, 12 how sme) PP —
rou g P el (hourmmute, 12 hour tmel ey delric a

heshde
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Status

Device Info
This page displays the current information for the DIR-820L. It will display the LAN, WAN (Internet), and Wireless information.
If your Internet connection is set up for a Dynamic IP address then a Release button and a Renew button will be displayed.
Use Release to disconnect from your ISP and use Renew to connect to your ISP.

If your Internet connection is set up for PPPoE, a Connect button and a Disconnect button will be displayed. Use Disconnect
to drop the PPPoE connection and use Connect to establish the PPPoE connection.

D-Link

General: Displays the router’s time and firmware version. e

8 o# i T ] T TR el gt o page The R

et b

! |
3
x

WAN: Displays the MAC address and the public IP settings

o o, Sy (6, 10 L e
Frwmare Voree L0, b, 18, Ha 3160

LAN: Displays the MAC address and the private (local) IP settings for the router.

8
)

Tomwwm S [y
b iy | v ]

L L1 |
Cam s L B < 0k

Wireless LAN1: Displays the 2.4 GHz wireless MAC address and your wireless settings such as
SSID and Channel.

Wireless LAN2: Displaysthe 5 GHz wireless MAC address and your wireless settings such as SSID
and Channel.

LAN Computers: Displays computers and devices that are connected to the router via Ethernet
and that are receiving an IP address assigned by the router (DHCP).

UNRELESS
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Logs

The router automatically logs (records) events of possible interest in it's internal memory. If there isn’t enough internal memory
for all events, logs of older events are deleted but logs of the latest events are retained. The Logs option allows you to view
the router logs. You can define what types of events you want to view and the level of the events to view. This router also has
external Syslog Server support so you can send the log files to a computer on your network that is running a Syslog utility.

Log Options: You can select the types of messages that you want
to display from the log. System Activity, Debug
Information, Attacks, Dropped Packets, and Notice
messages can be selected. Click Apply Log Settings
Now to activate your settings.

Refresh: Updates the log details on the screen so it displays any
recent activity.

LENG WY IS

Log Dptens ;| F Sritem sctivty

First Page: Click to go to the first page. — I Debug irdormation
 astacks
™ Cwopost Packets
Last Page: Click to go to the last page. P pitice
Aotk Lo Sengs iy |
Previous: Click to go back one page. | wosoetans |

Profae | imifae | Ceo | et |
Next: Click to go to the next page. weimh | _owe | esitew | sweis |

18
Clear: Clears all of the log contents. ki i

Bam | D Leeal erereer rand[ 11725 ] eronedl (Busylas |, 1201 vtarted, kg Bvel @
M 100:1%3]  crorers crondf 11673} enond {busvber 1,52 1) started, ko el B
N 10013 ponee oo 11857 enoned (busylos 1,52 1) startes, log leved B
In 1 TR crtridrr erand[ 11349 ) enand (huybas 1,521 started, g lsvel B

Email Now: This option will send a copy of the router log to your

email address configured in the Tools > Email Settings LR T ik AU, 1 e AR Wt for . _prarng,ocks
B L OO:LES0 re_frea_blocks 0. |easablaamety yeT, Bragngemphy: e,
screen. SimoarcIpRTREAT 1M
L EO0OE2Y ey i kool Bl port 240000 ervlonng forwandeg sLito
Bl OEETS  wserandn el bl port Sn0_0) entonng namang state
Save Log: This option will save the router log to a file on your MOATTONLE: Cv et b bt 000,00 by sear i sy

BN L0000 usernio! keerel: cevecs rall 0 erbered DROTISCUELS Mods
computer. Fn LOO0N1T  serwa kered 1300 = QO0SSE0

WIRELESS
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the WAN, LAN ports and the wireless segments. The traffic counter will reset if the device is rebooted.

ZE INFO

STATISTICS

INTERMET SESSIC

WIRELESS

Statistics

The screen below displays the Traffic Statistics. Here you can view the amount of packets that pass through the DIR-820L on both

Refresh Statistics | Clear Statistics |

LAN STATISTICS

Sent : 133656
TX Packets o
Dropped :
Collisions : 0

Received : 28232
RX Packets a
Dropped :
Errors : 0

Sent : 66
TX Packets a
Dropped :
Collisions : 0

WAN STATISTICS

Received : O
RX Packets a
Dropped :

Errors : 0

WIRELESS STATISTICS

Sent : 17694
TX Packets a
Dropped :

Received : 454764
RX Packets o
Dropped :
Errors : 0

WIRELESS STATISTICS2

Sent : 11865
TX Packets a
Dropped :

Received : 7405
RX Packets 0
Dropped :
Errors : 0

DIR-820L // SETUP ADYANCED TOOLS STATUS SUPPORT

Traffic Statistics display Receive and Transmit packets passing through your router,

Helpful Hints...
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Internet Sessions

The Internet Sessions page displays full details of active Internet sessions through your router. An Internet session is a
conversation between a program or application on a LAN-side computer and a program or application on a WAN-side computer.

This page displays the full details of active internet sessions to your router,

192,168.0.1:137 137 192,168.0,100:127 udp =
192,168.0.100:3600 3600  192,168.0.1:53 udp 4
192,168.0.100:3704 3704  192.168.0.1:80 tcp
192,168,0,100;3702 3702  192,168.0,1:80 tcp
192,168.0,100:3701 3701 192,168.0,1:80 top
192,168.0,100:3700 3700 192.168.0.1:80 tcp
192,168.0.100:3699 3699  192.168.0.1:80 tcp
192,168.0.100:3698 3693  192,168.0.1:80 tcp
192,168.0.100:3697 3697  192,168.0,1:20 tcp
192,168.0.100:3606 3696 192,168.0.1:20 tcp
192,168.0.100:3695 3695 192.168.0.1:20 tcp
192,168.0.100:3694 3694 192,168.0,1:20 tcp
192,168.0.100:3693 3693 192.168.0.1:80 tcp
192,168.0,100:3689 3689 192.168.0.1:80 tcp
192,168.0,100;3688 3682 192.168.0.1:20 top
192,168.0.100:3679 3679 192,168.0.1:80 tcp
192,168.0.100:3675 3673 192,168.0,1:80 tcp
192,168.0.100:3674 3674  192,168.0.1:80 tcp
192,168.0.100:3673 3673 192.168.0.1:20 tcp
192,168.0,100:3672 3672 192.168.0.1:20 tcp
192,168.0.100:3663 3663 192,168.0.1:20 tcp
192,168.0.100:3662 3662 192,168.0.1:80 tcp
192,168.0.100:3661 3661  192.168.0.1:80 tcp
192,168.0.100:3660 3660 192,168.0.1:80 tcp

ouT
auT
ouT
ouT
QuT
ouT
ouT
auT
auT
auT
ouT
auT
ouT
ouT
QuT
ouT
ouT
auT
ouT
auT
ouT
auT
ouT
ouT

: INTERNET SESSIONS

Local NAT  Internet Protocol State Dir

Time Out
170

111
432000
119

Lm I m m R
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Section 3 - Configuration

Routing

This page will display your current routing table.

Routing Table
This page displays the routing details configured for your router.

INTERMET
ROUTING TABLE
WIRELESS
Destination Creator
192.168.7.0 SYSTEM
192.168.0.0 SYSTEM

239.0.0.0 SYSTEM

WIRELESS
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Wireless

The wireless client table displays a list of current connected wireless clients. This table also displays the connection time and
MAC address of the connected wireless clients.

View the wireless clients that are connected to the router. (A client might linger in the list for a
few minutes after an unexpected disconnect.)

NUMBER OF WIRELESS CLIENTS - 2.4GHZ BAND : 0 r.

MAC Address IP Address Mode Rate (Mbps) Signal (%)

NUMBER OF WIRELESS CLIENTS - 5GHZ BAND : 0

e | MAC Address 1P Address  Mode Rate (Mbps) Signal (%)

WIRELESS
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IPv6

The IPv6 page displays a summary of the Router’s IPv6 settings and lists the IPv6 address and host name of any IPv6 clients.

SLIPPORT

Helpiul Hmls...

Al of your Intemet and network connection detals are dsplaved on this page. The firmware
WErsion s akso deplyed here,

TPVl CONNECTION DNFORMATION

Pt Connection Type @ Link-Local
1Pt Deefault Gateway @ None
LAN IPv6 Link-Local Address @ fefd:beff:BSf-fed2:4als 64

WIRELESS
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IPV6 Routing

This page displays the IPV6 routing details configured for your router.

IPv6 Routing Tabde

This g clepbies Eri nouling cedtas configurd 1oe poor ool

Interlace

WIRELESS

SUPPORT
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Support

This page provides help and explanations for different sections of the firmware.
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Section 4 - Security

Connect a Wireless Client to your Router
WPS Button

The easiest and most secure way to connect your wireless devices to the router is WPS (Wi-Fi Protected Setup). Most wireless
devices such as wireless adapters, media players, Blu-ray DVD players, wireless printers and cameras will have a WPS button
(or a software utility with WPS) that you can press to connect to the DIR-820L router. Please refer to your user manual for the
wireless device you want to connect to make sure you understand how to enable WPS. Once you know, follow the steps below:

Step 1 - Press the WPS button on the DIR-820L for about 1 second. The Internet LED on the front will start to blink.

WPS Button

Step 2 - Within 2 minutes, press the WPS button on your wireless client (or launch the software utility and start the WPS
process).

Step 3 - Allow up to 1 minute to configure. Once the Internet light stops blinking, you will be connected and your wireless
connection will be secure with WPA2.
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Windows® 7
WPA/WPA2

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring your
wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase being used.

1. Click on the wireless icon in your system tray (lower-right corner).

2. The utility will display any available wireless networks in your area.

s |.f EJ?" b |' b

11:21 AM
9/7/2009

Wireless Icon

Mot connected

I:[[[!] Connections are available

Wireless Network Connection
dlink

kay2630_24

AllenH DIR-655

SDE_WLAN

DAP-2690g

wpstestl

BBIQ633304WPA2

Eddie_APNAS

*

A

]
A
M
e\
|
L |l
M

‘n“‘

Open Network and Sharing Center

i M|
=
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Section 4 - Security

3. Highlight the wireless connection with Wi-Fi name (SSID) you would P -
. . Mot cted —
like to connect to and click the Connect button. 7 i
I:[IIH Connections are available 3
If you get a good signal but cannot access the Internet, check your ) _
. . . Wireless Metwork Connection -
TCP/IP settings for your wireless adapter. Refer to the Networking —
Basics section in this manual for more information. e Al
[¥] Connect autornatically .
kay2690_24 M
james2690g i
ALPHA 1.51!
dlink 888 )
SD6_WLAN ﬁﬂ]
DAP-2690q .l o~
Open Metwork and Sharing Center

r

4. The following window appears while your computer tries to % Connect to a Netwark
connect to the router.

Getting information from dlink...
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5. Enter the same security key or passphrase (Wi-Fi password) that is (% Connect to a Network 25 =]

on your router and click Connect. You can also connect by pushing

the WPS button on the router. Type the network security key

Security key: |
It may take 20-30 seconds to connect to the wireless network. If the [l Hide characters
connection fails, please verify that the security settings are correct. The
i You can also connect by pushing the
key or passphrase must be exactly the same as on the wireless router. -_,_ Yol can else connect by pushing
.
i |
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The WPS feature of the DIR-820L can be configured using Windows® 7. Carry out the following steps to use Windows® 7 to

configure the WPS feature:

1. Click the Start button and select Computer from the Start menu.

2. Click Network on the left side.

e S ——

| Cogoontn = - s gt Linnakal o shaage. 1 progim. . bag. mterach .22

m A i
B v il y

I i A0 Feann ey CENCRCUR Wgrmer, 300 L3
Pennpizer Inkei{i) Lard T CPY

&7 Favminn & g Onve Dwiwes (3]
W Cwsinaq ol D (104 Ll sl T}
& Divwrivady :'s, — o —
S 2 7% Gl foww et 1510 S itk e BO G
J.A Y
* [ Usaiomn P
# Ducurmati
& » Dwences with Removable Soeage (11
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3. Double-click the DIR-820L.
# Famtmard &
Oy = Piwet o Sy Commre Rdfapentn dud 4 memsiem i = @
1..”.-.4-- S # Camputed (1)
v Pruarnly Linssgs "
e Manat Pisom Meatia Devicen (11
“;:L v wmﬂ:?ul
o it # Network Infrastnactrs (11 = e
= Ptan
B ien l,aim-l.l::
L R
e
B sl Dk 105
é'""',".'.‘.'.." B —
L |

4. Input the WPS PIN number (displayed in the WPS window on the - - —
Router’s LCD screen or in the Setup > Wireless Setup menu in i
the Router’s Web UI) and click Next. Tao sat up a network, type the B-digit PIN from the router Label
Wou can find the numersc FIN on o lsbel sttached to the
mder e i Uhe prostled ind srmation that came (rom the I [ |
ranufacturer. -

4
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5. Type a name to identify the network.

6. To configure advanced settings, click the (» icon.

Click Next to continue.

Ghve your netwark a name

Voist nebwodk needs & uniqueé nime 50 that it can be eatily identfied. It it best 10 kéen the niemee shon 25

o iews] and oo
Type your network name: & Secusityemobled nebwork
D-Link_toeg ¥ous network n beng uet up wung WPAT - Pectonal
Change passphrase, securty beved and encryption type (adh dk -

SetlUpa

Give your network a name

Wouar network needs & unique name £0 that i can be easily identified, It is best to keep the name shor (25

Paracters ce bevs) and recos

Type your network name: & Securityenabled network

D-Link_Met Wour network o bong et up wirg WPA2-Peronal.
Charge passphiase, secunty level ard encryption type (avanced | &]
Securdy ke Secunty levek

fEmm-gian-Svey [WRAZ-Personal Recomaended) =]

[¥] Connect autermnatacalty Encryplicn bype:
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7. The following window appears while the Router is being
configured.

Wait for the configuration to complete.

8. The following window informs you that WPS on the router has
been setup successfully.

Make a note of the security key as you may need to provide this

security key if adding an older wireless device to the network in
the future.

9. Click Close to complete WPS setup.

Setting up D-Link_Met...

[ ¥ - =Y |

i

) W s e s— —

D-Link_Met has been successfully set up

Ta add an older wareless device 1o thes netwark, you might nesd o proade thit secunty key

B94g-ayds-glwh

Wona wan pnd {smee nebask elbmig for hutuee seleremce.

Fee gaming coneles oe computen rumning Windows X, copy the netvwark profie bo.a LSS e fer
eatiel Lol up,
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Section 5 - Connecting to a Wireless Network

Windows Vista®

Windows Vista® users may use the built-in wireless utility. If you are using another company’s utility, please refer to the user
manual of your wireless adapter for help with connecting to a wireless network. Most utilities will have a “site survey” option
similar to the Windows Vista® utility as seen below.

If you receive the Wireless Networks Detected bubble, click on the
center of the bubble to access the utility.

Mot Connected

u‘. Wireless networks are available.
=

or

Connect to a network
Right-click on the wireless computericon in your system tray (lower-right MRt and S i Saie!
corner next to the time). Select Connect to a network. = vij LeoLEM

[ & %y [ Friday

W BaT/2007

The utility will display any available wireless networks in your area. Click FL L, N
on a network (displayed using the SSID) and click the Connect button. -
If you get a good signal but cannot access the Internet, check you TCP/ :,".._ . ' =
IP settings for your wireless adapter. Refer to the Networking Basics - ' =
section in this manual for more information. W - Ml et wil

E“‘ Hriday Secursty-erabled netsori Al
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WPA/WPA2

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring your
wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase being used.

1. OpentheWindows Vista® Wireless Utility by right-clicking on the Not Connected
wireless computer icon in your system tray (lower right corner of Agi Wireless networks are available.
screen). Select Connect to a network. i

Connect to a network
Metwork and Sharing Center

-?il LAtdd Pivl

Ty ¥ Frday
W BaAT2007

| = 1 e
2. Highlight the Wi-Fi name (SSID) you would like to connect to and o0 .
(= anmect bo 8 nebwe
click Connect. —
Disconnect or connect to anothar network
Sk ld.l | B
E’! WoiF1en Unnectired netaet ‘,“]-J
ﬁ dlindk Urisecured netacdk “‘.,IL-I
EI Iuetday Lecurfty-enabled nepwerk Iﬂ.'.-ll:i
il g 8 (onnEChpn o1 aietEyeh
Cipen Metwesk and Sharing Center
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Section 5 - Connecting to a Wireless Network

3. Enter the same security key or passphrase (Wi-Fi password) that is on
your router and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the security settings are correct. The
key or passphrase must be exactly the same as on the wireless router.

=
.ﬂ B Cannectee s astwork

Tyise the network security key or passphrase lor Candy

T prornton s selup lhre etk can groe you e key o paiaphine

Seeumiy key of paniphrase

Ditplay charactsn

aass  Wyouheve s S5 aah dires with nepwede settings fee Candy, inser @ new
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Section 5 - Connecting to a Wireless Network

WPS/WCN 2.0

This router supports Wi-Fi protection, referred to as WCN 2.0 in Windows Vista®. The following instructions for setting this up
depend on whether you are using Windows Vista® to configure the router, or third party software.

When you first set up the router, Wi-Fi protection is disabled and unconfigured. To enjoy the benefits of Wi-Fi protection, the
router must be both enabled and configured. There are three basic methods to accomplish this: use Windows Vista’s built-in
support for WCN 2.0, use software provided by a third party, or manually configure.

If you are running Windows Vista®, log into the router and click the Enable checkbox in the Basic > Wireless section. Use the
Current PIN that is displayed on the Advanced > Wi-Fi Protected Setup section or choose to click the Generate New PIN
button or Reset PIN to Default button.

Current PIN - 534608734

| Reset PN twDefaul | | encrate s PIN

If you are using third party software to set up Wi-Fi Protection, carefully follow the directions. When you are finished, proceed
to the next section to set up the newly-configured router.
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Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for Service
Pack 2 users. If you are using another company’s utility, please refer to the user manual of your wireless adapter for help with
connecting to a wireless network. Most utilities will have a“site survey” option similar to the Windows® XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click on the
center of the bubble to access the utility.

or

Right-click on the wireless computer icon in your system tray (lower-right
corner next to the time). Select View Available Wireless Networks.

The utility will display any available wireless networks in your area. Click
on a Wi-Fi network (displayed using the SSID) and click the Connect
button.

If you get a good signal but cannot access the Internet, check you TCP/
IP settings for your wireless adapter. Refer to the Networking Basics
section in this manual for more information.

(1) Wireless networks detected x

One or more wireless networks are in range of this computer,
To see the list and connect, dick this message

Change Windows Firewall settings

Open Network Connections

Repair

Yiew Available Wireless Networks

Hetwreh Tasks

B Fednesh resecr but

Bt up & winskess reterk
o i o o gl e

Rlated Taaks
o Learn absondt wrciess
retworiag

P Dange the order of
prefered netweris

‘g Change ahaarced
setangs

Wirelis Mitwerk Conmection &

Choose & wireless nebwork
Chin ey B 1 B L e 12 Strreed] B @ g thrid etk e rarge o b Sl mere
(aa g
n-:i:n: Tt g
{:rll:,'n —
LrmecLred or s ety H.LLI
“1” sabestest
' Serry enased sreE rEta will

Restd

R R pe——
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Section 5 - Connecting to a Wireless Network

WPA/WPA2

It is recommended to enable WPA on your wireless router or access point before configuring your wireless adapter. If you are
joining an existing network, you will need to know the WPA key being used.

1. Openthe Windows® XP Wireless Utility by right-clicking on the
wireless computer icon in your system tray (lower-right corner
of screen). Select View Available Wireless Networks.

Change Windows Firewall settings

Open Metwork Connections

Repair
Yiew Available Wireless Networks

2. H|gh||g ht the Wi-Fi network (SSID) you would like to connect " Wireless Network Connection & X
to and click Connect. rr—— Choose a wireless network

@ Refresh netwark kst Mm.@nummhwﬁ:hﬁymmﬂ*nrmwh;ﬂmﬁe

o ST & wirgkess network (g Test -~
Tor & heme o sl éfer

i Urbetured mrehess natwirk 'Jm

Related Tasks {;i}} L=

i} Learn about wrcless Urseoured wireless netwerk .]]]]
Fretearking “ }] salestest

e i ety ensies s e il

1 Change achuanced "

Setungs
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Section 5 - Connecting to a Wireless Network

3. The Wireless Network Connection box will appear. Enter the WPA-PSK Wireless Network Connection
Wi-Fi password and click Connect.

The network "test1’ requires a network key (also called a WEP key or WPA key). A netwark
key helps prevent unknown intruders from connecting to this netwark.

It may take 20-30 seconds to connect to the wireless network. If the Type the key, and then cick Connect.

connection fails, please verify that the WPA-PSK settings are correct. The Network key: I |
Wi-Fi password must be exactly the same as on the wireless router. | |

Connect ] [ Cancel ]
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Section 6 - Troubleshooting

Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DIR-820L. Read the
following descriptions if you are having problems. The examples below are illustrated in Windows® XP. If you have a different
operating system, the screenshots on your computer will look similar to the following examples.

1. Why can’t | access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.0.1 for example), you are not connecting to a website nor do you
have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself. Your computer must
be on the same IP subnet to connect to the web-based utility.

« Make sure you have an updated Java-enabled web browser. We recommend the following:

- Microsoft Internet Explorer® 7 and higher
- Mozilla Firefox 3.5 and higher

- Google™ Chrome 8 and higher

- Apple Safari 4 and higher

- Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using a

different cable or connect to a different port on the device if possible. If the computer is turned off, the link light may not be
on.

- Disable any Internet security software running on the computer. Software firewalls such as Zone Alarm, Black Ice, Sygate,
Norton Personal Firewall, and Windows" XP firewall may block access to the configuration pages. Check the help files included
with your firewall software for more information on disabling or configuring it.
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- Configure your Internet settings:

+ Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab, click
the button to restore the settings to their defaults.

« Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings button.
Make sure nothing is checked. Click OK.

« Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three times.
« Close your web browser (if open) and open it.

+ Access the web management. Open your web browser and enter the IP address of your D-Link router in the address bar. This
should open the login page for your web management.

« If you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait about 30
seconds and try accessing the configuration. If you have multiple computers, try connecting using a different computer.

2. What can | do if | forgot my password?

If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back to the
factory defaults.

To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a paperclip
to hold the button down for 10 seconds. Release the button and the router will go through its reboot process. Wait about 30
seconds to access the router. The default IP address is 192.168.0.1. When logging in, the username is admin and leave the
password box empty.
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3. Why can’t | connect to certain sites or send and receive emails when connecting through my router?

If you are having a problem sending or receiving email, or connecting to secure sites such as eBay, banking sites, and Hotmail,
we suggest lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, etc).

To find the proper MTU Size, you'll have to do a special ping of the destination you're trying to go to. A destination could be
another computer, or a URL.

« Click on Start and then click Run.

» Windows® 95, 98, and Me users type in command (Windows® NT, 2000, XP, Vista®, and 7 users type in cmd) and
press Enter (or click OK).

+ Once the window opens, you'll need to do a special ping. Use the following syntax:

plng [urI] ['f] ['I] [MTU value] C:~»ping yahoo.com —f -1 1482
Pinging yahoo.com [66.94.234.131 with 1482 bhytes of data:

Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be Fragmented but DF set.

Ping statistics for 66.94_234.13:
. Packets: Sent = 4, Received = B, Lost = 4 {1088» loss).
Example' plng yahoo‘com -f -I 1472 Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = ©nz,. Average = Bms
C:~>ping yahoo.com —f -1 1472
Pinging yahoo.com [66.94_234.131 with 1472 hytes of data:

Reply from 66.74.234.13: bytes=1472 time=%93ms TTL=52
Reply from 66.974.234.13: bytes=1472 time=18%ms TTL=52
Reply from 66.94.234.13: bytes=1472 time=125ms TTL=52
Reply from 66.94.234.13: bytes=1472 time=283ms TTL=52

Ping statistics for 66.94.234.13:

Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss).
Approximate round trip times in milli-—seconds:

Minimum = ?3mz. Maximum = 283ms. Average = 13Zns

G2
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You should start at 1472 and work your way down by 10 each time. Once you get a reply, go up by 2 until you get a fragmented
packet. Take that value and add 28 to the value to account for the various TCP/IP headers. For example, lets say that 1452 was the
proper value, the actual MTU size would be 1480, which is the optimum for the network we're working with (1452+28=1480).

Once you find your MTU, you can now configure your router with the proper MTU size.

To change the MTU rate on your router follow the steps below:
« Open your browser, enter the IP address of your router (192.168.0.1) and click OK.

« Enter your username (admin) and password (blank by default). Click OK to enter the web configuration page
for the device.

« Click on Setup and then click Manual Configure.
« To change the MTU enter the number in the MTU field and click Save Settings to save your settings.

« Test your email. If changing the MTU does not resolve the problem, continue changing the MTU in increments
of ten.
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business or public access wireless networks. Strictly adhering to the IEEE standard, the D-Link
wireless family of products will allow you to securely access the data you want, when and where you want it. You will be able
to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals instead of
wires. Wireless LANs are used increasingly in both home and office environments, and public areas such as airports, coffee shops
and universities. Innovative ways to utilize WLAN technology are helping people to work and communicate more efficiently.
Increased mobility and the absence of cabling and other fixed infrastructure have proven to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop and desktop
systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in order to
use servers, printers or an Internet connection supplied through the wired LAN. A Wireless Router is a device used to provide
this link.
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What is Wireless?

People use wireless or Wi-Fi technology as a way of connecting your computer to a network without using wires. Wi-Fi uses radio
frequency to connect wirelessly, so you have the freedom to connect computers anywhere in your home or office network.

Why D-Link Wireless?

Overall, D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products.
D-Link delivers the performance you need at a price you can afford. D-Link has all the products you need to build your network.

How does wireless work?

Phones that connect wirelessly to a base station work like wireless does, using radio signals to transmit data from point A
to point B. But wireless technology has restrictions as to how you can access the network. You must be within the wireless
network range area to be able to connect your computer. There are two different types of wireless networks: Wireless Local
Area Network (WLAN), and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

Every local area network needs a device called an Access Point (AP) connects computers to the network. The access point has
a small antenna attached to it, which allows it to transmit data back and forth over radio signals. With an indoor access point,
the signal can travel up to 300 feet. With an outdoor access point the signal can reach out up to 30 miles to serve places like
manufacturing plants, industrial locations, college and high school campuses, airports, golf courses, and many other outdoor
venues.
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Wireless Personal Area Network (WPAN)
Range for Bluetooth (WPAN industry standard) is up to 30 feet away and eliminates the need for many cables.

Only WLAN has the speed and wireless operation range suitable for computers transmitting large amounts of data, but WPAN
doesn't use nearly as much power which makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops,
speakers, and other devices that operate on batteries.

Who uses wireless?

Customers and employees, students and teachers, family members; everyone uses wireless. It has become so popular in recent
years that almost everyone is using it. Whether it’s for home or office, D-Link has a wireless solution for it.

Home
« Kids won't trip over cables
« Email, surf, chat, game, etc...
- The only way to connect with new devices such as phones and tablets
« Freedom to move from room to room

Small Office and Home Office
« Instant access for visitors with guest networks
- Stay on top of everything at home as you would at the office
« Trim purchasing and maintenance costs associated with cables
« 32 or even more connections so everyone can get online
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Where is wireless used?
Wireless technology is expanding everywhere, not just at home or in the office. People like the freedom of mobility and it’s
becoming so popular that more and more public facilities now provide wireless access to attract people. The wireless connections

in public places are usually called “hotspots”

Using a Wi-Fi enabled laptop, you can access a hotspot to connect to the Internet from remote locations like airports, hotels,
coffee shops, libraries, restaurants, and convention centers.

A wireless network is easy to setup, but if you're installing one for the first time it could be quite a task not knowing where to
start. That's why we've put together a few setup steps and tips to help you through the process of setting up a wireless network.

Tips

Here are a few things to keep in mind when you install a wireless network.

Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try to
place the router/access point as high as possible in the room, so the signal gets dispersed throughout your home. If you have
a two-story home, you may need a repeater to boost the signal and extend the range.

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the router/access
point. This will significantly reduce any interference that the appliances might cause since they operate on same frequency.
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Security

Don't let you next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning on
the WPA or WEP security feature on the router.

Wireless Modes

There are basically two modes of networking:

« Infrastructure — All wireless clients will connect to an access point or wireless router.

« Ad-Hoc - Directly connecting to another computer, for peer-to-peer communication, using wireless network
adapters on each computer.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect to the
wireless router or access point.

An Ad-Hoc network contains only clients, such as Wi-Fi enabled laptops. All the adapters must be in Ad-Hoc mode to
communicate.
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Appendix B - Networking Basics

Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from a DHCP
server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK. (Windows® 7/Vista® users type cmd in the Start Search box.)

At the prompt, type ipconfig and press Enter.

This will display the IP address, subnet mask, and the
default gateway of your adapter.

If the address is 0.0.0.0, check your adapter installation,
security settings, and the settings on your router.
Some firewall software programs may block a DHCP
request on newly installed adapters.

et C:AWINDOWS\system32\cmd.exe

Microsoft Windows HP [Uersion 5.1.26801
(C>» Copyright 1985-2881 Microsoft Corp.

C:»Documents and Settings>ipconfig

Windows IP Configuration

Ethernet adapter Local Airea Connection:

Connection—specific DMS Suffix .
IP Address. . . . . . . . . . . . =
Subnet Mask

Default Gateway

C=“Documents and Settings>_

: dlink

18.5.7.114

: 255.255 255 @
:18.5.7.1
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Appendix B - Networking Basics

Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps below:

Step 1

Windows® 7 - Click on Start > Control Panel > Network and Internet > Network and Sharing Center.

Windows Vista® - Click on Start > Control Panel > Network and Internet > Network and Sharing Center > Manage Network
Connections.

Windows® XP -  Click on Start > Control Panel > Network Connections.

Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2
Right-click on the Local Area Connection which represents your network adapter and select Properties.

Step 3

Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4 Intarnet Protocol [TCPIAR] Praparties

Click Use the following IP address and enter an IP address that is on the same subnet | Geas

as your network or the LAN IP address on your router. bt ot ot pra e e

the sigropns [P sstirgs

Example: If the router’s LAN IP address is 192.168.0.1, make your IP address 192.168.0.X | & umismssr o

where X is a number between 2 and 99. Make sure that the number you choose is not ¥ Aaigen A% 0.8
Saiad ok =555 5.0

in use on the network. Set the Default Gateway the same as the LAN IP address of your TR o

router (e.g. 192.168.0.1).

= Ulpe the dolowang DNS verver sdderser

Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The e S
Secondary DNS is not needed or you may enter a DNS server from your ISP. I -
Step 5 o ] |£|

Click OK twice to save your settings.
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Appendix C - Technical Specifications

Technical Specifications

Hardware Specifications

« LAN Interface: Four 10/100 Mbps LAN ports

+  WAN Interface: One 10/100 Mbps Internet port
«  Wireless Interface (2.4 GHz): IEEE 802.11b/g/n

«  Wireless Interface (5 GHz): IEEE 802.11a/n/ac

« USB Interface: USB 2.0 Compliant

Operating Voltage
+ Input: 100~240V (£20%), 50~60Hz
«  Output: DC12V, 1A

Temperature
+  Operating: 32 ~ 104°F (0 ~ 40°C)
+ Non-Operating: -4 ~ 149°F (-20 ~ 65°C)

Humidity
+ Operating: 10% - 90% non-condensing
+  Non-Operating: 5% - 95% non-condesing

Wireless Frequency Range

+ |EEE 802.11a: 5180 MHz~5240 MHz, 5745 MHz~5825 MHz

» |EEE 802.11b: 2400 MHz~2483 MHz

« |EEE 802.11g: 2400 MHZz~2484 MHz

+ |EEE 802.11n: 2400 MHZz~2484 MHz, 5180 MHz~5240 MHz, 5745
MHz~5825 MHz

« |EEE 802.11ac: 5180 MHz~5240 MHz, 5745 MHz~5825 MHz

Wireless Bandwidth Rate

« |EEE 802.11a: 54,48, 36,24,18,12,9,and 6 Mbps
« |EEE802.11b: 11,5.5,2,and 1 Mbps

. IEEE 802.119: 54, 48, 36, 24, 18, 12,9, and 6 Mbps
« |EEE 802.11n: 6.5 to 300 Mbps

« |EEE 802.11ac: 6.5 to 900 Mbps

Antenna Type
« Four Internal Antennas (Two 2.4 GHz Antennas, Two 5 GHz
Antennas)

Wireless Security
«  64/128bit WEP, WPA/WPA2-Personal, WPA/WPA2-Enterprise, WPS
(PIN & PBC)

Certifications

« FCC, CE, C-Tick.
« CSAinternation
«  Wi-Fi /WPS

+ IPv6 Ready

- WINS8

. CCC

Dimensions & Weight
e 93x116x145mm (3.7 x4.6 X 5.76 inch)
«  330grams (0.73lbs)
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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC
Rules. These limits are designed to provide reasonable protection against harmful interference in a residential installation.
This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications. However, there is no guarantee that interference will
not occur in a particular installation. If this equipment does cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to try to correct the interference by one of
the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could void the
user’s authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device may
not cause harmful interference, and (2) this device must accept any interference received, including interference that may
cause undesired operation.

Operations in the 5.15-5.25GHz band are restricted to indoor usage only.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This equipment should

be installed and operated with minimum distance 20cm between the radiator & your body.

Country Code selection feature to be disabled for products marketed to the US/CANADA
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Industry Canada statement:
This device complies with Industry Canada licence-exempt RSS standard(s). Operation is subject to the following two conditions:
(1) this device may not cause interference, and (2) this device must accept any interference, including interference that may
cause undesired operation of the device.

Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux appareils radio exempts de licence. Lexploitation
est autorisée aux deux conditions suivantes : (1) I'appareil ne doit pas produire de brouillage, et (2) l'utilisateur de I'appareil
doit accepter tout brouillage radioélectrique subi, méme si le brouillage est susceptible d'en compromettre le fonctionnement.

Caution:
(i) the device for operation in the band 5150-5250 MHz is only for indoor use to reduce the potential for harmful interference
to co-channel mobile satellite systems;

Avertissement:
(i) les dispositifs fonctionnant dans la bande 5 150-5 250 MHz sont réservés uniquement pour une utilisation a l'intérieur afin
de réduire les risques de brouillage préjudiciable aux systemes de satellites mobiles utilisant les mémes canaux;

Radiation Exposure Statement:
This equipment complies with IC radiation exposure limits set forth for an uncontrolled environment. This equipment should
be installed and operated with minimum distance 20cm between the radiator & your body.

Déclaration d’exposition aux radiations:
Cet équipement est conforme aux limites d’exposition aux rayonnements IC établies pour un environnement non contrélé. Cet
équipement doit étre installé et utilisé avec un minimum de 20 cm de distance entre la source de rayonnement et votre corps.
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