Section 3 - Configuration

Firmware Update

You can upgrade the firmware of the Router here. Make sure the firmware you want to use is on the local hard drive of
the computer. Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support
site for firmware updates at http://support.dlink.com. You can download firmware upgrades to your hard drive from the
D-Link support site.

Firmware Click the Check Now button (or the link at the top
Upgrade: of the window) to find out if there is an updated
firmware; if so, download the new firmware to your

hard drive. SETUP ADVANCED STATUS
w-lplutHum._
Browse: After you have downloaded the new firmware, - Ei’imf?‘min'?:‘:ﬁ::fﬁﬁﬁﬁ TSR D
click Browse in this window to locate the firmware eyt m:h".E&;‘l‘ﬂt‘&ﬁﬂ&;ﬂ!&“‘:w%“m' e
update on your hard drive. Click Save Settings to i | The nuage pack sl yeu t change tha nguage o t user mteface on tha DIR-00. Wa
. k N | suggest that you upgrade your current Bnguage pack  you upgrade the frmware. This ensures
complete the firmware upgrade. hat any changes i the frmware are dspiyad cormecty.

To upgrade the Brguage pack, locate the upgrade fie on the local hard drive with the Browse
button. Once you have found the file to be used, cick the Uplad button to start the Bnguage
pack upgradie.

FIRMWARE INFORMATION

Current Fimwane Version : 2.00
Current Firmwane Date : Mon 05 M 2005

Check Online Now for Latest Fimiware Version : SRR

FIRMWARF UPGRADE

Note: Some fimware upgrades reset the configuration options to the factory defaults.
Before performing an upgrade, be sure to save the current configuration,

To upgrade the firmware, your PC must have a wired connection to the router. Enter
the name of the femware upgrade file, and dick on the Upload button.

LANGUAGE PACK UPGRADE

WIRELESS

D-Link DIR-600 User Manual 45



Section 3 - Configuration

DDNS Setting

The router supports DDNS (Dynamic Domain Name Service). The Dynamic DNS service allows a dynamic public IP
address to be associated with a static host name in any of the many domains, allowing access to a specified host from
various locations on the Internet. This is enabled to allow remote access to a host by clicking a hyperlinked URL in the
form “hostname.dyndns.org”. Many ISPs assign public IP addresses using DHCP, this can make it difficult to locate
a specific host on the LAN using standard DNS. If for example you are running a public web server or VPN server on
your LAN, this ensures that the host can be located from the Internet if the public IP address changes. DDNS requires
that an account be setup with one of the supported DDNS providers.

Enable DDNS: Tick the Enable DDNS checkbox to enable support
for DDNS.

Server Select one of the DDNS registration organizations
Address: form those listed in the pull-down menu. Available

Helphl Mot

servers include dlinkddns.com(Free), DynDns. - — E&t‘gﬁi&zﬁﬁﬁﬁ?’ﬁi@:{ﬁ:’ﬁ{gﬁfg
org(Custom), Dyn.Dns.org(free), and Dyn.Dns. MO VY Ok skt O i e e

Org(StatiC). i | | s up for D-Link's Frae DONS service at wyiw,OLRKDONS, com,
Host Name: Enter the host name of the DDNS server.

Username: Enter the username given to you by your DDNS
server.

Password: Enter the password or key given to you by your
DDNS server.
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Section 3 - Configuration

System Check

This tool is used to verify the physical connectivity on both the LAN and the WAN interfaces. The Ping Test can be

used to test the status of the Internet.

Virtual Cable VCT is an advanced feature that integrates a
Tester (VCT) LAN cable tester on every Ethernet port on the
Info: router. Through the graphical user interface
(GUI), VCT can be used to remotely diagnose
and report cable faults such as opens, shorts,
swaps, and impedance mismatch. This feature
significantly reduces service calls and returns by
allowing users to easily troubleshoot their cable
connections.

Ping Test: The Ping Test is used to send Ping packets to
test if a computer is on the Internet. Enter the IP
Address that you wish to Ping, and click Ping.

The System Check tool can be used £ venfy the physical connactivity on both the LAN and
Intemet nterfaces. The Png Test tool can be used to verfy the status of the Intemet

8 | connection.

VCT INFO

Link Status

Tl T | osconnected

o ] | osconnected
Tul——]
o ] | osconnected
1“ *_L [Disconnactad

PING TEST

P Test s used to send "Ping” packets to test £ 3 computer & on the Intemet.

Host Narme o B Address : | =
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Section 3 - Configuration

Schedules

The Router allows the user the ability to manage schedule rules for various firewall and parental control features on
this window. Once you have finished configuring the new schedule rule, click the Save Settings button at the top of
the window.

Name: Enter a name for the new schedule rule.

Day(s): Choose the desired day(s), either All Week or
Select Days. If the latter is selected, please use the
checkboxes directly below to specify the individual

The Schedule configuration option  used to manage schadube rules for “Access Contral’, Frewal

dayS. | Fules” and “Parental Contrer.

All Day - 24 hrs: Tick this check box if the new schedule rule applies
to the full 24-hour period.

Start Time/ If the new schedule rule does not apply to the full
End Time: 24-hour period, untick the previous checkbox and
then enter a specific beginning and ending time.
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Section 3 - Configuration

Log Settings

The system log displays chronological event log data specified by the router user. You may also save a simple text file
containing the log to your computer. Click the Save button and follow the prompts to save the file.

Save Log File: Click on the Save button link on this window to
save the log file to your local hard drive.

Syslog Server: click the checkbox to save the log in the log server
in the LAN side. =
— g | 1005 Can De saved by sencing 1 £0 an aomin emal address.
Log Type & Click the checkbox(es) of the type of log information | e —
Level: requested: “System, Firewall & Security, Router
Status, Critical, Warning and Information”

Save Log Fie To Le<al Hard Drwe [T

: | R -
Send by Mail: Enter the your SNTP server name(or IP address) s rosr e O

. ) Syslog Server TP Address: [ | (|
and enter your mail address before sending your
system log by mail.
Log Trpe: B system [ Frewal & Securry B Router Smas

Log Levek I e W Waring W piormaron

errad Address: ]
Emal Subject: ]
Sender Emal Address:

SMTP Server | P Address:

User N
Fass

Confim Passwont; [ [sedvaiven |

WIRELESS
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Section 3 - Configuration

Device Info

This window displays the current information for the DIR-600. It will display the LAN, WAN, and Wireless
information.

If your WAN connection is set up for a Dynamic IP address then a DHCP Release button and a DHCP Renew button
will be displayed. Use DHCP Release to disconnect from your ISP and use DHCP Renew to connect to your ISP.

If your WAN connection is set up for PPPoE, a Connect button and a Disconnect button will be displayed. Use
Disconnect to drop the PPPoE connection and use Connect to establish the PPPoE connection.

LAN: Displays the MAC address and the private (local)
IP settings for the router.

WAN: Displays the MAC address and the public IP
settings for the router.

All of your Internet and netweek connection detals are disolayed an this page. The frrmware
werson & ko deplyed hese.

Wireless Displays the wireless MAC address and your Fimeare Version ; 2.00,, Hon 09 Har 2009
802.11N: wireless settings such as SSID, Channel, and
Encryption status.

0.0.0.0
y: 0.0.0.0
0.0.0.0

WIRELESS 802.11N

S50 1 dink
arngd : §
Encryption : &4 bis
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Section 3 - Configuration

Log

This window allows you to view a log of activities on the Router. This is especially helpful detecting unauthorized
network usage.

First Page: View the first page of the log.

Last Page: View the last page of the log.

ADVANCED HAINTENANCE

Previous: View the previous page.

Thé View Log deplys the actiities occurming on the DIR-500.

Next: View the next page.

Pagelofl

Clear: Clear the log. | s T T

[ran 1 04:13:58 [Log message was caared.

Link to Log Click this button to go directly to the Log Settings
Settings: window (Maintenance > Log Settings).
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Section 3 - Configuration

Statistics

The window below displays the Traffic Statistics. Here you can view the amount of packets that pass through the DIR-600
on both the WAN and the LAN ports. The traffic counter will reset if the device is rebooted.

Active Session

The NAPT Active Session table displays a list of all active conversations between WAN computers and LAN
computers.

Actve Session dsolay Source and Destnation packets paseng through the DIR-G0D.

HAPT SESSIONS

TCP Sessians : 5
UDP Sessions © 1
Total: &

HAPT ACTIVE SESSIONS

| 1P Address [ TP Sessions | UDP Sessions
[ 182.168.0.100 [ 5 [ 1
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Section 3 - Configuration

Wireless

The wireless client table displays a list of current connected wireless clients. This table also displays the connection
time and MAC address of the connected wireless client.

Product Page : DIR-600 Frmware

// SETUP ADVANCED MAINTENANCE STATUS “

Helpful Hints.

« Thi
The Wireless Clent table below displays Wireless clents Connected to the AP (Access Point). . .

NUMBER OF WIRELESS CLIENTS : 0

[ connect Time [ MACAddress | IP Address | Mode | Rate | Signal (%)

D-Link DIR-600 User Manual 53



Section 3 - Configuration

Click the desired hyperlink to get more information about how to use the Router.

Product Page : DI

Setup
® Internet Setup
® Wireless Setup
® AN Setup
® Time and Date
® parental Control

Advanced

Port Forwarding
Application Rules
MAC Fitter

Firewzll & DMZ
Advanced Wireless
Advanced Network
Routing

Maintenance

Device Administration
Save and Restore
Firmware Update
DDHNS Sefting
System Check
Schedules

Log Settings

Status

® Device Info
Log
Statistics
Active Session
Wireless

Help

Firmware V

DIR-600 SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints.
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Section 4 - Security

Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The
DIR-600 offers the following types of security:

e WPA2 (Wi-Fi Protected Access 2) e WPA2-PSK (Pre-Shared Key)
* WPA (Wi-Fi Protected Access) * WPA-PSK (Pre-Shared Key)
* WEP (Wired Equivalent Privacy)

What is WEP?

WEP stands for Wired Equivalent Privacy. It is based on the IEEE 802.11 standard and uses the RC4 encryption
algorithm. WEP provides security by encrypting data over your wireless network so that it is protected as it is transmitted
from one wireless device to another.

To gain access to a WEP network, you must know the key. The key is a string of characters that you create. When
using WEP, you must determine the level of encryption. The type of encryption determines the key length. 128-bit
encryption requires a longer key than 64-bit encryption. Keys are defined by entering in a string in HEX (hexadecimal -
using characters 0-9, A-F) or ASCII (American Standard Code for Information Interchange — alphanumeric characters)
format. ASCII format is provided so you can enter a string that is easier to remember. The ASCII string is converted to
HEX for use over the network. Four keys can be defined so that you can change keys easily.
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Section 4 - Security

Configure WEP

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

1. Log into the web-based configuration by opening a web browser and entering the IP address of the router (192.168.0.1).
Click on Wireless Setup on the left side.

2. Next to Security Mode, select Enable WEP Wireless Security (basic).

WIRELESS SECURITY MODE

3. Next to Authentication, select either Shared Key or Open. Securty Mode : [Enable WEP Wreless Securty (bosic =

Shared Key is recommended as it provides greater security - |
when WEP is enabled.

WEP is the wireless encryption standard. To use it you must enter the same key(s) into the
router and the wireless stations, For 64 bit keys you must enter 10 hex digits into each key box.
For 128 bit keys you must enter 26 hex digits into each key box, A hex digit is either a number

4_ Select e|ther 64B[t or 128B[t encrypt|0n from the drop-down from O to 9 or a letter from A to F. For the most secure use of WEP set the authentication type
. to "Shared Key" whean WEP is enablad,
menu next to WEP Encryption.

Yfou may also enter any text string into a WEP key box, in which case it wil be converted into a
hexadecimal key using the ASCII values of the characters. & maximum of 5 text characters can
be entered for 64 bit keys, and a maximum of 13 characters for 123 bit keys.

5. Next to Default Key Type, select WEP Key 1 and entera WEP R

key that you create. Make sure you enter this key exactly on WEP Encryption
all your wireless devices. You may enter up to four different Defat WEP Key

keys either using Hex or ASCII. Hex is recommended (letters wekersl e s e
A-F and numbers 0-9 are valid). In ASCI/ all numbers and letters [ suesung [ rtsmssmmns )
are valid.

6. Click Save Settings to save your settings. If you are configuring the router with a wireless adapter, you will lose
connectivity until you enable WEP on your adapter and enter the same WEP key as you did on the router.
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Section 4 - Security

What is WPA?

WPA, or Wi-Fi Protected Access, is a Wi-Fi standard that was designed to improve the security features of WEP (Wired
Equivalent Privacy).

The two major improvements over WEP:

e Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys
using a hashing algorithm and, by adding an integrity-checking feature, ensures that the keys haven’t
been tampered with. WPA2 is based on 802.11i and uses Advanced Encryption Standard (AES) instead
of TKIP.

e User authentication, which is generally missing in WEP, through the extensible authentication protocol
(EAP). WEP regulates access to a wireless network based on a computer's hardware-specific MAC
address, which is relatively simple to be sniffed out and stolen. EAP is built on a more secure public-key
encryption system to ensure that only authorized network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric
password between 8 and 63 characters long. The password can include symbols (!?*&_) and spaces. This key must
be the exact same key entered on your wireless router or access point.

WPA/WPAZ2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a
more secure public key encryption system to ensure that only authorized network users can access the network.
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Section 4 - Security

Configure WPA/WPA2-PSK

Itis recommended to enable encryption on your wireless Router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

1. Log into the web-based configuration by opening a web browser  gusss———
and entering the IP address of the router (192.168.0.1). Click on Security Mo : [ Enable WPAIWPA Wireless Securty (snhanced) 1]
Wireless Setup on the left side.

WPA/WPAZ

2 NeXt tO secu rlty Mode SeleCt Enab/e WPA/WPA2 Wil‘e/eSS WA fWPAZ requires stations to use high grade encryption and authentication,

Security (enhanced). Ciher Type
PSK fEAP ; [Pok (v

Metwork Key ‘ | (B~63 ASCII of 4 HEX)

3. Next to Cipher Mode, select TKIP, AES, or Auto.

Save Settings ] [ Don't Save Settings ]

4. Next to PSK/EAP, select PSK.

5. Next to Network Key, enter a key (passphrase). The key is an alpha-numeric password
between 8 and 63 characters long. The password can include symbols (!?*&_) and spaces.
Make sure you enter this key exactly the same on all other wireless clients.

6. Click Save Settings to save your settings. If you are configuring the Router with a wireless adapter, you will lose
connectivity until you enable WPA/WPA2-PSK on your adapter and enter the same passphrase as you did on the
Router.
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Section 4 - Security

Configure WPA/WPA2 (RADIUS)

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish

wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

1. Log into the web-based configuration by opening a web browser and entering the IP address of the router (192.168.0.1).
Click on Wireless Settings on the left side.

2. Next to Security Mode, select Enable WPA Only Wireless Security (enhanced), Enable WPA2 Only Wireless Security

(enhanced), or Enable WPA/WPA2 Wireless Security (enhanced).

3. Next to Cipher Type, select TKIP, AES, or Auto.
4. Next to PSK/EAP, select EAP.

5. Next to RADIUS Server 1 enter the IP Address of
your RADIUS server.

6. Next to Port, enter the port you are using with your
RADIUS server. 1812 is the default port.

7. Next to Shared Secret, enter the security key.

8. If you have a secondary RADIUS server, enter its IP
address, port, and secret key.

9. Click Save Settings to save your settings.

WIRELESS SECURITY MODE

SecLrity Mode ; | Enable WPa Only Wireless Security (enhanced) |

WPA ONLY

WPA Only requires stations to use high grade encryption and authentication.

Cipher Type ;
PSK [ EAP

202, 1%

RADIUS Server 1 IP Address [ |
Port : l:l
Shared Secret : |

RADIUS Server 2 IP Address  : [ |
Port : l:l

Shared Secret : |
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Section 5 - Connecting to a Wireless Network

Connect to a Wireless Network
Using Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for
Service Pack 2 users. If you are using another company’s utility or Windows® 2000, please refer to the user manual
of your wireless adapter for help with connecting to a wireless network. Most utilities will have a “site survey” option

similar to the Windows® XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click
on the center of the bubble to access the utility.

or

Right-click on the wireless computer icon in your system tray
(lower-right corner next to the time). Select View Available
Wireless Networks.

The utility will display any available wireless networks in your
area. Click on a network (displayed using the SSID) and click
the Connect button.

If you get a good signal but cannot access the Internet,
check you TCP/IP settings for your wireless adapter. Refer
to the Networking Basics section in this manual for more
information.

] Wireless networks detected x

One ar more wireless networks are in range of this computer.
To see the list and connect, dlick this message

Change Windows Firewall settings

Open Network Connections

Repair
Yiew Available Wireless Networks

Wirsless Network Connaction &

Choose a wireless network

Chk o item in the st below & = o getmore
informaton.

Test -

(tr)
Unsecured wreless netwerk .mJ
({TJ) i
Unsecured wreiess netweri .-)ILl
({TJJ e
.......  Sacunityariabind vreiess ratie willl
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Section 5 - Connecting to a Wireless Network

Configure WEP

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking
on the wireless computer icon in your system tray
(lower-right corner of screen). Select View Available
Wireless Networks.

2. Highlight the wireless network (SSID) you would like to
connect to and click Connect.

Change Windows Firewall settings

Open Metwork Connections

Repair

Yiew Available Wireless Networks

1157 Wireless Network Connection 6 (%

Network Tasks

& Refresh network list

<2 Setupa wireless network
for a home or small office

Related Tasks

\4) Leam about wireless
networking

¢ Change the order of
preferred networks

¢ Change advanced
settings

Choose a wireless network

Click an item in the list below to connect to a wireless network in range or to get more
information.

) )
i Unsecured wireless network lﬂul]l]

(‘ )) default
i Unsecured wireless network lﬂm]l]

(‘i)) salestest

't Security-ensbled wireless network

wlll

. If you want to connect to this

((?)} DGL-4300

™~
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Section 5 - Connecting to a Wireless Network

3.The Wireless Network Connection box will appear. Enter the
same WEP key that is on your router and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WEP settings are correct. The
WEP key must be exactly the same as on the wireless router.

Wireless Network Connection

The network 'test1 requires a network key (also called & WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this network.

Type the key, and then dick Connect.

Metwork key: | | |

Canfitr metwark key: | |

[ Connect ] [ Cancel ]
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Section 5 - Connecting to a Wireless Network

Configure WPA-PSK

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking change Windows Firenal settings
on the wireless computer icon in your system tray Open Network Connections
(lower-right corner of screen). Select View Available Repair
Wireless Networks Yiew Available Wireless Networks

') Wireless Network Connection 6 |Z\

—— Choose a wireless network
) Refresh networklist Click an item in the st belaw ta connect to 2 wireless network in range or to get mare
information.
3 sat irel twork Test &)
S e e (‘i”
Unsecured wirsless network alll
. . . . default
2. Highlight the wireless network (SSID) you would like to Related Tasks Gin -
Unsecured wireless network alll

connect to and click Connect. e ot virclez

¢ Change the order of
preferred networks

all

'f Security-enabled wireless netwark

((i)} salestest

%o Change advanced
settings

y. If you want to connect to this

(‘?)) DGL-4300

on S

D-Link DIR-600 User Manual 63



Section 5 - Connecting to a Wireless Network

3. The Wireless Network Connection box will appear. Enter the
WPA-PSK passphrase and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WPA-PSK settings are correct.
The WPA-PSK passphrase must be exactly the same as on the
wireless router.

Wireless Network Connection

The network 'test1 requires a network key (also called & WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this network.

Type the key, and then dick Connect.

Metwork key: | | |

Confitm metwork key: | |

[ Connect ] [ Cancel ]

D-Link DIR-600 User Manual

64



Section 6 - Setting Up Wi-Fi Protection (WCN 2.0 in Windows Vista)

Setting Up Wi-Fi Protection
(WCN 2.0 in Windows Vista)

The DIR-600 supports Wi-Fi protection, referred to as WCN 2.0 in Windows Vista. The instructions for setting this up
depend on whether you are using Windows Vista to configure the Router or third party software.

Initial Router Configuration for Wi-Fi Protection

When you first set up the Router, Wi-Fi protection is disabled and unconfigured. To enjoy the benefits of Wi-Fi protection,
the Router must be both enabled and configured. There are three basic methods to accomplish this: use Windows
Vista’s built-in support for WCN 2.0, use software provided by a third party, or use the traditional Ethernet approach.

If you are running Windows Vista, tick the Enable checkbox on the Wireless Network window. Use the Current PIN
that is displayed on the Wireless Network window or choose to click the Generate New PIN button or Reset PIN to
Default button.

WI-FI PROTECTED SETUP {ALSO CALLED WCN 2.0 IN WINDOW YISTA)

Enable
Current PIN: 83449611
[ Generate New PIN ] [ Reset PIM to Default ]
Wi-Fi Protected Status: Enabled [ Mot Configured

[ Add Wireless Device Wizard ]

If you are using third party software to set up Wi-Fi Protection, carefully follow the directions. When you are finished,
proceed to the next section to set up the newly-configured Router.
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Section 6 - Setting Up Wi-Fi Protection (WCN 2.0 in Windows Vista)

Setting Up a Configured Router

Once the Router has been configured, you can use the push button on the Router or third party software to invite a
newcomer to join your Wi-Fi protected network. For maximum security, the software method is recommended. However,
the push button method is ideal if there is no access to a GUI.

If you are using the Router's Wi-Fi Security push button option, simultaneously depress the push button located on
the side of the Router and the button on the client (or virtual button on the client’s GUI). Next click Finish. The Client’s
software will then allow a newcomer to join your secure, Wi-Fi protected network.

If you are using third party software, run the appropriate Wi-Fi Protected System utility. You will be asked to either use
the push button method or to manually enter the PIN. Follow the on-screen instructions.
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Section 7 - Changing the Computer Name and Joining a Workgroup

Changing the Computer Name and Joining a
Workgroup

The following are step-by-step directions to change the computer name and join a workgroup.

1. Click on Properties.

Open

Explore

Search...

Manage

Scan with AVG Free

Map MNetwork Drive...
Disconnect Network Drive...

Create Shortcut
Delete

Rename

Properties

2. Click on the Advanced system settings link.

» System and Maintenance » System

Tacks View basic information about

¥ Device Manager

_ Windows edition

¥ Remote settings

Windows Vista™ Enterprise

Copyright © 2006 Microsoft Corpore
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Section 7 - Changing the Computer Name and Joining a Workgroup

3. Click the Computer Name tab in the System Properties window
and enter a description of your computer in the textbox. When you
are finished, click the Change button.

4. Go to the Computer Name/Domain Changes window and
click the radio button next to the Workgroup you want to
join. When you are finished, click the OK button.

[System Properties |

St

Computer Name | Hardware | Advanced | System Protection | Remote |

Computer description:

Full computer name:

Waorkgroup:

Network 1D,

workgroup, click Change

To use a wizard to join a domain or workgroup . click

To rename this computer or change its domain or

Windows uses the following information to identify your computer
on the network

For example: "Kitchen Computer” or "Mary’s

Computer”.
Ryan-PC-Dell
WORKGROUP

MNetwork |D..

[ox ]

Cancel

Apoly

Computer Name/Domain Changes

Mare information

Computer name:
Office

Full computer name:
Cfice

Member of

() Domain:

(@) Workgroup:

You can change the name and the membership of this
computer. Changes might affect access to network resources.

ACCOUNTING

JI[ cancel
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Section 8 - Configuring the IP Address in Vista

Configuring the IP Address in Vista

The following are step-by-step directions to configure the IP address in Windows Vista.

1. Click on Properties. _.= = —
I Explore
Scan with AVG Free

Map Network Drive...
Disconnect Network Drive...

Create Shortcut
Delete

Properties

2.Go to the Network and Internet window and click the
appropriate Local Area Connection icon. [ ® <« Networkand Internet » Netuork Connections »

Name Status Device Name Connectivity MNetwork Cater
LAN or High-5peed Internet (1}

- -
| Local Area Connection
o= dlink.com.tw

&P Broadcom 440x10/100 Iriteg...

3. Right-click the Local Area Connection icon and then select ISl oo Ares Connection
Properties from the drop-down menu. EES e
Diagnose

Bridge Connections

Create Shortcut
Delete

Rename

Properties

4
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Section 8 - Configuring the IP Address in Vista

4.Tick the Internet Protocol Version 4 (TCP/IPv4) checkbox in
the Networking tab in the Local Area Connection Properties
window.

5. Click the “Use the following IP address” option in the General
tab in the Local Area Connections Properties window and
enter the desired IP address in the space offered. Then click
the “Use the following DNS server adresses” option on the
same tab and enter the desired DNS server information.

" Local Area Connection Properties I i

|

Metworking

Connect using
& Broadcom 440 10/100 Integrated Controller

This connection uses the following tems:

% Cliert for Microsoft Networks

451005 Packet Scheduler

gﬁ\e and Printer Sharing for Microsoft Networks

-+ Intemet Protocol Version 6 {TCP/IPv

i Intemet Protocol Version 4 (TCP/IPv4)

"L Link-Layer Topology Discovery Mapper 170 Driver
& Link-Layer Topology Discovery Responder

Install | Uriinstall Properties

Description

Internet Protocol Version 4 {TCP/IPv4) Properties

General

(-8 ]

You can get IP settings assigned automatically if your netwerk supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

@ Use the following IP address:

1P address: 192.168. 0 . 2
Subnet mask: 255.255.255. 0
Default gateway: I

Obtain DNS server address automatically

[@) Use the following DNS server addresses: |

Preferred DNS server: B68.95 .1 .1

Alternate DNS server:

o) Lo
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Section 8 - Configuring the IP Address in Vista

6. Right-click the Local Area Connection icon and then select Status
from the drop-down menu.

7.Go to the Local Area Connection Status window and click
the Details button.

8. Confirm your new settings on the Network Connection Status
window. When you are finished, click the Done button.

LAM or High-5peed Internet (1)

:h Local Area Connection
r dlink.com.tw

—=

@2 Broadcom

440 10,104 Dicable

Status

Diagnose

Delete

Rename

Properties

Bridge Connections

Create Shortcut

10 Local Area Connection Status.

]

General

Conmection
TPy4Comectiity:
1Py6 Connectivity:
Media State:
Duration:

Speed:

o)

Limited
Limited
Enabled
03:35:43
100.0 Mops

Activity

sent —

Bytes: 6880 | 851,221

!! — Recaved
L4

Network Connection Details

Froperty
Connection-speciic DN

pti
Physical Address
DHCP Enabled

Lease Obtained
Lease Expires

IPv4 DNS Server

IPv4 WINS Server
NetBIOS over Tepip En.
Linkdocal IPv6 Address
IPvE Default Gatewsy
IPvE DNS Server

IPv4 IP Address 192.168.0.102
IPv4 Subnet Mask 255,255 255.0

IPv4 Default Gateway 192.168.0.1
IPv4 DHCF Server 192.168.0.1

Value
diink.com tw

Broadeom 440 10/100 Integrated Cortre,
00-0D-56 AEOE-92

Yes

Tuesday. January 30, 2007 11:59:33 AM
Tuesday. February 0. 2007 3:34:36 PM

192.168.0.1

Yes
fe80:a871:2099:c18:9452%8

<[

]
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Section 9 - Setting Up a Connection Wirelessly

Setting Up a Connection or Network
Wirelessly

The following are step-by-step directions to set up a wireless connection.

1.Click on Set up a connection or network in the Network and ﬂw

Sharing Center section.

N @
RYAN-PC-DELL Intemet
(This computer)

Diagnose and repair

- Not connected
L

Wireless networks are available.

Connect to a network

2. Go to the Set up a connection or network window and choose the Set - =y &
up a wireless router or access point Set up a new wireless network |2 s —
for your home or business option. Click the Next button.

I Choose a connection option

Connect to the Intemet Ir
Set upa wireles, broadband,c dial-p connecton toth ntemet

outer o access point

ework'or your home ar small business

N Manualy connecttoavielesnebvork
<. Choosethisto onnect toa hidden nebwork or e a ew wirless prfie

& Setupawireess ad hoc (computer-to-computer) network
Ny, Setup atemporary ework fo sharing files o an ntemet connection.

j Setupadidkup comnection
P Connect througha dial-up comection o the nemet,
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Section 9 - Setting Up a Connection Wirelessly

3. Click the Next button on the Set up a wireless router or access
point window.

4. The following window displays the system progress.

5. This window confirms that you want to create wireless network
settings that are savable to a USB flash drive.

Set up.a home o small business network

Weqm. ity i | rer 1n sl up 3 repwech
Thes wizard haige rou
- Corbigpon 4 wnlet eutle i atches peint
= 1 e i s harng

ettt
- Th mizied sl ik thit & it Satnc

Dtbus aesicties:
Lummitiapged
g e s i sherg

(=) e

.'IIH'.‘._M—.'- B '

Detecting network hardware and settings—.

L 0

—— -

up awirel
Windows did not detect any wireless network hardware.
info

router,
that came with the router for more detailed instructions.

a router, make sure that is plugged into this computer and try again. Check the

2 Create s network settin, nd save to USB flash drive
This will c eless settings that you can transfer to the router with a USE flash drive. You
should onl s if you have a wireless router that supports USB flash drive canfiguration.

D-Link DIR-600 User Manual

73



Section 9 - Setting Up a Connection Wirelessly

6. Enter a network name on the Give your network a name window
in the Set up a wireless router or access point wizard. Click the
Next button.

7. Enter a passphrase on the Help make your network more secure
with a passphrase window in the Set up a wireless router or
access point wizard. Click the Show advanced network security
options link.

8. Select security method on the Choose advanced network security
options window in the Set up a wireless router or access point
wizard. Click the Next button.

up a wir

| Give your network a name

Choose a name that people who connect to your network will recognize

I dlink300 |

You can type up to 32 letters or numbers.

[ e

Help make your network more secure with a passphrase

Windaves will e the EITpe pevvided below b generabe s 1WEA secusty ke for you. The fint
they P

Pasiphtsce:

195 » o F 3AG0: NS 60D BTFH]

5 P
]
- - _i s~ Lol
up a wirel
I Choose advanced network security options

We recommend using Wi-Fi Protected Access 2 (WPA2-Personal) because it provides better
security, but itis not supported by devices made before 2001,

Display characters

Create a different security key or passphrase for me
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Section 9 - Setting Up a Connection Wirelessly

9. Once you have selected the desired security method on the Choose
advanced network security options window in the Set up a
wireless router or access point wizard, click the Next button.

10.Select the desired file and printer sharing option on the Choose
file and printer sharing options window in the Set up a wireless
router or access point wizard. Click the Next button.

11.0nce you have saved your network settings to USB, use the pull-
down menu on the Insert the USB flash drive into this computer
window in the Set up a wireless router or access point wizard
to select a destination for your network settings. Click the Next
button.

Choose advanced network security options

Ve tecommend using Wi Fi Protected Access 2 (WPAZ- Personall because i provides better
stcufity, butit is not supported by devices made befare 2001,

Security method:
| e Secumty

Create n fferent pecurity key of pasiphrase for me

Choase file and printer sharing options

Do e allem e aref prostes tharmg

Parel.

P i s Pkl

& ® eomputer ‘

‘ Fie i pons P feien . |

N e ——_—
W

Insert the USB flash drive into this computer

Piug the IS0 flash drve into, a USB pert on yoxfLcomputer, and then sehect th drive fram
e et o -

" =

Save settings e
BA

[
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Section 9 - Setting Up a Connection Wirelessly

12.0nce you have saved your network settings to USB, the
Copying settings to the USB drive window in the Set up
a wireless router or access point wizard opens to indicate
the system progress.

13.0nce you are finished, the To add a device or computer, follow
these instructions window in the Set up a wireless router or
access point wizard opens. When you are finished, click the Close

button.

Copying settings to the USB flash drive...

g

™ i —- A— e

To add a device or computer, follow these instructions

1  Remove the USB flash drive from this computer.

r each device or computer that you want ta add.

Close
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Section 10 - Connecting to a Secured Wireless Network (WEP, WPA-PSK & WPA2-PSK)

Connecting to a Secured Wireless Network

(WEP, WPA-PSK & WPA2-PSK)

The following are step-by-step directions to set up a wireless connection.

1. Click on Properties.

Open
Explore
Scan with AVG Free

Map Network Drive...
Disconnect Netwerk Drive...

Create Shortcut
Delete

Properties

2. Click the Manage network connections link in the Network

and Sharing Center window.

D-Link DIR-600 User Manual

77



Section 10 - Connecting to a Secured Wireless Network (WEP, WPA-PSK & WPA2-PSK)

3. Right-click the Wireless Network Connection entry and then select iy st comecir
Connect/Disconnect from the drop-down menu. R e

Connect / Disconnect ()
Status
Diagnose

Bridge Connections

Create Shortcut
Delete

Rename

Properties

4. Select a network to connect to in the Select a network to connect v =

to window in the Connect to a network wizard and then click the |~ & ™
Connect button.

Select a network to connect to

show [l - =
| | El dlink300 Secunty rnabled network d‘“ f
| R WhedThetienetnd  Unsecused nctwerk o
| | =

Ry aink Unsacimed rietsek o

ema ]|
5. The following Connect to a network wizard window displays the _ o T
system progress. O
Connecting to diink300
!h ‘.
: =]
! (Comea] |
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Section 10 - Connecting to a Secured Wireless Network (WEP, WPA-PSK & WPA2-PSK)

6. Enter the network security key or passphrase for the Router in
the textbox provided in the Type the network security key or
passphrase for dlink300 window in the Connect a network wizard.
When you are finished, click the Connect button.

7. The following Successfully connected to dlink300 window in the
Connect to a network wizard is displayed. Choose to save to the
network and/or start the new connection automatically. When you
are finished, click the Close button.

8. The successful connection is displayed at the bottom of the
Windows start up menu.

g B Connectis b network

Type the network security key or passphrase for dlink300

The prersen whe setup the neteork can gree you the bey o passphrnse.

Sacusity ky o1 pattphance

['?I.'Z’I.'.'.'JI """""" ; = ]

ave o USH flgsh drive with network settings for diink300, insert it now.

Conneet ||| Concel | |

-, =
g ¥ Connectto s network

Successtully connected to diink300

¥ Save this network

o Sttt onreetann auteemats ally
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Section 10 - Connecting to a Secured Wireless Network (WEP, WPA-PSK & WPA2-PSK)

9. Confirm your new settings by calling up the command prompt and
then entering the ipconfig command.

10.To test the new IP address, use the Ping feature of the command
prompt.

Microsoft Windows [Ue n 6.8.68001
ht Ccd 2006 Hi t Corporation. A1l rights re

Ryan>ipconfig

IP Gonfiguration
LAN adapter Wireless Netuork Connection:

Suff

et Mas.
Default Ga

[Ethernet adapter Local Area Connection:

Media Stat. e s s s s 2 . - i Media disconnecte]
Connection cific DN§ Suffix . : dlink.com.tw

Tunnel adapter Local Area Connectionx 63

Gannection cific DNS Suffix . :
IPu6 Addre S . . . . : 20P1i:P:4136:e38a]]
_—

B8 C\Windows\system32\emd.exe - ping 19216801 -+

lC:\Users\Ryan>ping 192.168.0.1 —t
[Pinging 192.168.8.1 vith 32 hytes of data:

Reply fron 192.168.8.1:

6
b

Reply fron 192.168.8.1
Reply from 192.168.6.1:
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Section 11 - Connecting to an Unsecured Wireless Network

Connecting to an Unsecured Wireless
Network

The following are step-by-step directions to set up an unsecured wireless connection.

1. Click on Properties. L= Open
e Explore
Scan with AVG Free

Map Network Drive..

Disconnect Netwaork Drive...

Create Shortcut
Delete

Properties

2. Go to the Network and Sharing Center window and click

Network and Internet » Network and Sharing Center ~ | 43 Wil Search

the Manage Network Connections link.

Network and Sharing Center
View full map

NooE @

RYAN-PC-DELL dlink.com:tw Internet
(This computer)

4 diinke.com.tw (Public network) Customize
Access Local and Internet
Connection Local Area Connection View status

|2 Sharing and Discovery

Network discovery © Off ()
File sharing © off (2
Public folder sharing © Off ()
Printer sharing © Off ()
Password protected sharing @ On (v)
Seealso Media sharing © off )

@

Internet Options

" Show me all the files and folders 1 am sharing
Windows Firewall
Show me all the shared network folders on this computer
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Section 11 - Connecting to an Unsecured Wireless Network

3. Right-click the Wireless Network Connection entry and then select
Connect/Disconnect from the drop-down menu.

4, Select a network to connect to in the Select a network to connect
to window in the Connect to a network wizard and then click the

Connect button.

5. Confirm your desire to connect anyway on the following Network
Connection Status window.

-‘h Wireless Network Connection
&r, Not c
dﬂ -lot con| Dicable
K Atheros =
Connect / Disconnect ’»r)
Status
Diagnose
Bridge Connections
Create Shortcut
Delete
Rename
Properties
- =I5
- -
(] % Connectto anetwork
Select a network to connect to
ﬁ diink300 Unsecured network M I
ﬁ WherelsTheNeverland  Unsecured network af
ﬁ diink Unsecured network af
m W
Set up 3 connection or network
Open Network and Sharing Center
el
- [E=—=—
.
) W Conmeetro s nrtwork
dlink300 is an unsecurad network
:G Connect Amyway
Indormateen sent over tho netwedk might be vanble L olher.

+ Connect 1o a different netwark
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Section 11 - Connecting to an Unsecured Wireless Network

6. The following Connect to a network wizard window displays the
system progress.

7. The following Successfully connected to dlink300 window in the
Connect to a network wizard is displayed. Choose to save to the
network and/or start the new connection automatically. When you
are finished, click the Close button.

8. The successful connection is displayed at the bottom of the Windows
start up menu.

- [ ====)
-
(L) % Connmctio s network
Connadting to diink300
Ay A
- -
=
(] |
- =}
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Section 11 - Connecting to an Unsecured Wireless Network

9. Confirm your new settings by calling up the command prompt

and then entering the ipconfig command.

10.To test the new IP address, use the Ping feature of the command

prompt.

B C:\Windows\system32\cmd.exe

Microsoft Windows [V
Copyright <c> 2886 M

[C:\Users Ryan>ipconf ig

Mindows IP Configuration

Mireless LAN adapter Wireless Netuor!

Connection-specific DNS Suffix
lfgnkfluca IPue Address . .

v4 Addre
Subnet M
Default

tion. ALl rights r

'k Connection:

dlink.com.tw
ef8A:zedf2:c78:902e rded6x14
22.168.A.1A3

55255 255 .8

192.168.0.1

[Ethernet adapter Local Area Connection:

Hedia State
Connection-specific DNS Suffix

: Media disconnected
dlink.com.tw

Tunnel adapter Local Area Connection®

Connection ecific DNS Suffix
IPvb_ Addre:

AR :B:4136:e38a:30al: :3f57:FF98

B C\Windows\system32\cmd.exe - ping 192.168.01 t

lc:\Users\Ryan>ping 192.168.0.1 —t

[Pinging 192.168.8.1 vith 32 hytes of data:

Reply £rom 192. : by
: hy

hy

168.8.1: hy
Reply from 192.168.8.1: hy
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Section 12 - Troubleshooting

Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DIR-600. Read
the following descriptions if you are having problems. (The examples below are illustrated in Windows® XP. If you
have a different operating system, the screenshots on your computer will look similar to the following examples.)

1. Why can’t | access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.0.1 for example), you are not connecting to a website on
the Internet or have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself.
Your computer must be on the same IP subnet to connect to the web-based utility.

* Make sure you have an updated Java-enabled web browser. We recommend the following:

¢ Internet Explorer 6.0 or higher

* Netscape 8 or higher

* Mozilla 1.7.12 (5.0) or higher

* Opera 8.5 or higher

* Safari 1.2 or higher (with Java 1.3.1 or higher)
* Camino 0.8.4 or higher

e Firefox 1.5 or higher

* Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using
a different cable or connect to a different port on the device if possible. If the computer is turned off, the link light may
not be on.

e Disable any internet security software running on the computer. Software firewalls such as Zone Alarm, Black Ice,
Sygate, Norton Personal Firewall, and Windows® XP firewall may block access to the configuration pages. Check the
help files included with your firewall software for more information on disabling or configuring it.
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Section 12 - Troubleshooting

* Configure your Internet settings:

* Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab,
click the button to restore the settings to their defaults.

¢ Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings
button. Make sure nothing is checked. Click OK.

* Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three
times.

¢ Close your web browser (if open) and open it.

* Access the web management. Open your web browser and enter the IP address of your D-Link router in the address
bar. This should open the login page for your the web management.

e If you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait
about 30 seconds and try accessing the configuration. If you have multiple computers, try connecting using a different
computer.

2. What can | do if | forgot my password?

If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back
to the factory defaults.

To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a
paperclip to hold the button down for 10 seconds. Release the button and the router will go through its reboot process.
Wait about 30 seconds to access the router. The default IP address is 192.168.0.1. When logging in, the username is
admin and leave the password box empty.

D-Link DIR-600 User Manual 86



Section 12 - Troubleshooting

3. Why can’t | connect to certain sites or send and receive emails when connecting through my router?

If you are having a problem sending or receiving email, or connecting to secure sites such as eBay, banking sites, and
Hotmail, we suggest lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, etc).

Note: AOL DSL+ users must use MTU of 1400.

To find the proper MTU Size, you'll have to do a special ping of the destination you’re trying to go to. A destination

could be another computer, or a URL.

¢ Click on Start and then click Run.

* Windows® 95, 98, and Me users type in command (Windows® NT, 2000, and XP users type in cmd) and

press Enter (or click OK).

* Once the window opens, you'll need to do a special ping. Use the following syntax:

ping [url] [_f] [_I] [MTU value] IC:~>ping vahoo.com —f -1 1482

Pinging yahoo.com [66.94.234.13]1 with 1482 bytes of data:

needs to he fragmented hut DF set.
needs to bhe fragmented but DF set.
needs to bhe fragmented but DF set.
needs to he fragmented hut DF set.

Ping statistics for 66.94.234.13:
Packets: Sent = 4, Received = B, Lost = 4 (188x loss>.
Example ping yahoolcom _f _l 1472 Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Oms,. Average = Bms

IC:~>ping yahoo.com —f -1 1472
Pinging yahoo.com [66.74.234.131 with 1472 bytes of data:

Reply from 66.94.234.13:
.94.234.13:
.94.234.13:
Reply from 66.94.234.13:

bytes=1472 time=%3ms TTL=52
hyte 472 time=18?ms TTL=H2
bytes=1472 time=125ms TTL=52
bytes=1472 time=283ms TTL=52

Ping statistics for 66.94.234.13:

Packets: Sent = 4, Received = 4, Lost = B (B2 loss),
Approximate round trip times in milli-seconds:

Minimum = ?3ms,. Maximum = 283ms. Average =

HRe
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You should start at 1472 and work your way down by 10 each time. Once you get a reply, go up by 2 until you get a
fragmented packet. Take that value and add 28 to the value to account for the various TCP/IP headers. For example,
lets say that 1452 was the proper value, the actual MTU size would be 1480, which is the optimum for the network

we’re working with (1452+28=1480).

Once you find your MTU, you can now configure your router with the proper MTU size.

To change the MTU rate on your router follow the steps below:
* Open your browser, enter the IP address of your router (192.168.0.1) and click OK.

* Enter your username (admin) and password (blank by default). Click OK to enter the web configuration
page for the device.

* Click on Setup and then click Manual Configure.

* To change the MTU enter the number in the MTU field and click the Save Settings button to save your
settings.

e Test your email. If changing the MTU does not resolve the problem, continue changing the MTU in
increments of ten.
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business or public access wireless networks. Strictly adhering to the IEEE standard,
the D-Link wireless family of products will allow you to securely access the data you want, when and where you want
it. You will be able to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals
instead of wires. Wireless LANs are used increasingly in both home and office environments, and public areas such
as airports, coffee shops and universities. Innovative ways to utilize WLAN technology are helping people to work and
communicate more efficiently. Increased mobility and the absence of cabling and other fixed infrastructure have proven
to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop
and desktop systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in
order to use servers, printers or an Internet connection supplied through the wired LAN. A Wireless Router is a device
used to provide this link.
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What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi
uses radio frequency to connect wirelessly, so you have the freedom to connect computers anywhere in your home
or office network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products.
D-Link delivers the performance you need at a price you can afford. D-Link has all the products you need to build your
network.

How does wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point A to point
B. But wireless technology has restrictions as to how you can access the network. You must be within the wireless
network range area to be able to connect your computer. There are two different types of wireless networks Wireless
Local Area Network (WLAN), and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access
point has a small antenna attached to it, which allows it to transmit data back and forth over radio signals. With an
indoor access point as seen in the picture, the signal can travel up to 300 feet. With an outdoor access point the signal
can reach out up to 30 miles to serve places like manufacturing plants, industrial locations, college and high school
campuses, airports, golf courses, and many other outdoor venues.
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Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range
up to 30 feet away.

Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn’t use
nearly as much power which makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops,
speakers, and other devices that operate on batteries.

Who uses wireless?

Wireless technology as become so popular in recent years that almost everyone is using it, whether it's for home,
office, business, D-Link has a wireless solution for it.

Home
* Gives everyone at home broadband access
e Surf the web, check email, instant message, and etc
¢ Gets rid of the cables around the house
* Simple and easy to use

Small Office and Home Office
* Stay on top of everything at home as you would at office
¢ Remotely access your office network from home
e Share Internet connection and printer with multiple computers
¢ No need to dedicate office space
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Where is wireless used?

Wireless technology is expanding everywhere not just at home or office. People like the freedom of mobility and it's
becoming so popular that more and more public facilities now provide wireless access to attract people. The wireless
connection in public places is usually called “hotspots”.

Using a D-Link Cardbus Adapter with your laptop, you can access the hotspot to connect to Internet from remote
locations like airports, hotels, coffee shops, libraries, restaurants, and convention centers.

Wireless network is easy to setup, but if you're installing it for the first time it could be quite a task not knowing where to
start. That's why we’ve put together a few setup steps and tips to help you through the process of setting up a wireless
network.

Tips
Here are a few things to keep in mind, when you install a wireless network.
Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try
to place the router/access point as high as possible in the room, so the signal gets dispersed throughout your home.
If you have a two-story home, you may need a repeater to boost the signal to extend the range.

For the wireless repeater, there are two types of repeater in D-Link for user to select:

I Universal repeater: It acts as an AP and a wireless STA at the same time. It can support all AP and wireless STA
if they work in the same wireless channel.

0 AP-repeater (AP with WDS): only repeat same model or limited models which base on the same proprietary
protocol.

Please choose a universal repeater to boost the signal to extend the range.
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Wireless Modes

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the
router/access point. This would significantly reduce any interference that the appliances might cause since they operate
on same frequency.

Security

Don’t let you next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning
on the WPA or WEP security feature on the router. Refer to product manual for detail information on how to set it up.

There are basically two modes of networking:

e Infrastructure — All wireless clients will connect to an access point or wireless router.

¢ Ad-Hoc - Directly connecting to another computer, for peer-to-peer communication, using wireless network
adapters on each computer, such as two or more WNA-2330 wireless network Cardbus adapters.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect
to the wireless router or access point.

An Ad-Hoc network contains only clients, such as laptops with wireless cardbus adapters. All the adapters must be in
Ad-Hoc mode to communicate.
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Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from
a DHCP server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK.

At the prompt, type ipconfig and press Enter.

This will display the IP address, subnet mask, and
the default gateway of your adapter.

If the address is 0.0.0.0, check your adapter
installation, security settings, and the settings
on your router. Some firewall software programs
may block a DHCP request on newly installed
adapters.

If you are connecting to a wireless network at a

e C:\WINDOWS\system32\cmd.exe

Microsoft Windows XP [Version 5.1.26001]
{C> Copyright 1985-2081 Microsoft Corp.

IC:“Documents and Settings>ipconfiyg

Mindows IP Configuration

[Ethernet adapter Local firea Connection:

Connection—specific DNS Suffix . :
IP Address. . . . . . . . . . . . &
Subnet Mask

Default Gateway

IC:“Documents and Settingsl>_

18.5.7.114

: 255.355.255.8
:1@.5.7.1

hotspot (e.g. hotel, coffee shop, airport), please contact an employee or administrator to verify their wireless network

settings.
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps
below:

Step 1
Windows® XP - Click on Start > Control Panel > Network Connections.
Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2

Right-click on the Local Area Connection which represents your D-Link network adapter and select Properties.
Step 3

Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4

Click Use the following IP address and enter an IP address that is on the same subnet as your network or the LAN
IP address on your router.

Example: If the router’s LAN IP address is 192.168.0.1, make your IP address Youcenget P stingessigred ontiol Fyornetk appor
192.168.0.X where X is a number between 2 and 99. Make sure that the number
O DObtain an P address automatically

the appropriate IP settings.
you choose is not in use on the network. Set Default Gateway the same as the LAN ! 11 S S

IP address of your router (192.168.0.1). | | e _‘SQEE_”—_”‘ |
Subnet mask: 255.250.266 . O

Defa galeway [12.6. 0 1| |

|

Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The |

Secondary DNS is not needed or you may enter a DNS server from your ISP. R i — .
Preferied DNS server: [132.188. 0 1 |
Altemate DNS server . H :
Step 5 |
. . . Advance d.
Click OK twice to save your settings.
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Technical Specifications

Standards Navigator v6 or later; or other Java-enabled browsers
* |[EEE 802.11n * DHCP Server and Client
* |[EEE 802.11g
* |[EEE 802.11b Wireless Frequency Range
* |IEEE 802.3 2.4GHz to 2.497GHz (802.11b)
* |[EEE 802.3u 2.4GHz to 2.4835GHZ ((802.11g and 802.11n))
¢ |[EEE 802.3x

Wireless Operating Range2
e Indoors - up to 328 ft. (100 meters)
Wireless Signal Rates* e Qutdoors- up to 1312 ft. (400 meters)
* 150Mbps * 54Mbps
*48Mbps  * 36Mbps

*24Mbps  * 18Mbps Wireless Transmit Power (AVG Power)
°*12Mbps  * 11Mbps 11b:17dBm(Max) 11g:16dBm(Max)
* OMbps * 6Mbps 11n:14dBm(Max)
*5.5Mbps ¢ 2Mbps
* 1Mbps External Antenna Type
Detachable Dipole Antenna (Reverse SMA Plug)
Security Advanced Firewall Features
* WPA - Wi-Fi Protected Access (TKIP, MIC, e NAT with VPN Pass-through (Network Address
IV Expansion, Shared Key Authentication) Translation)
*802.1x * MAC Filtering
* 64/128-bit WEP * IP Filtering

* URL Filtering
* Domain Blocking

* Scheduling
VPN Pass Through/ Multi-Sessions
e PPTP Operating Temperature
¢ |PSec 32°F to 129 °F ( 0°C to 40°C)

Device Management
e Web-based Internet Explorer v6 or later; Netscape
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Humidity
95% maximum (non-condensing)

Safety and Emissions
FCC Part 15B/ 15C/ MPE
IC RSS-210

NCC LP0002

LEDs
* Power
e Status
e [nternet
* WLAN (Wireless Connection)
e LAN (10/100)

Dimensions
e =135mm
e W =99.8mm
*H=231.5mm

Weight
0.246kg

Federal C rication Ci ission Interference Statement
This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules.
These limits are designed to provide reasonable protection against harmful interference in a residential installation. This equipment
generates, uses and can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by one of the following measures:
- Reorient or relocate the receiving antenna.
- Increase the separation between the equipment and receiver.
- Connect the equipment into an outlet on a circuit different from that
to which the receiver is connected.
- Consult the dealer or an experienced radio/TV technician for help.
This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device may not cause
harmful interference, and (2) this device must accept any interference received, including interference that may cause undesired
operation.
FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could void the user's
authority to operate this equipment.
IEEE 802.11b or 802.11g operation of this product in the U.S.A. is firmware-limited to channels 1 through 11.
IMPORTANT NOTE:
FCC Radiation Exposure Statement:
This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This equipment should be
installed and operated with minimum distance 20cm between the radiator & your body.
This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

DU T 5 W
I 9o B FERSETRD > ANE] ~ I
R HRETE A A Y ey ]

R R IRE

2 AR T ek TR AR T - AT
EHGESE SRS EMUEFR LS - (ST TR Z Gkl B R R T TR A T FE MR o T

* Maximum wireless signal rate derived from IEEE Standard 802.11b, 802.11g and 802.11n specifications. Actual data throughput will vary. Network
conditions and environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual
data throughput rate. Environmental factors will adversely affect wireless signal range.
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