Section 3 - Configuration

Time Settings

Time Zone: Select the Time Zone from the drop-down
menu.

Daylight Saving: To select Daylight Saving time manually, select

enabled or disabled, and enter a start date and
Me:

an end date for daylight saving time. AoMIN
Time Configuration

TIME

Helpful Hints..

Automatic: NTP is short for Network Time Protocol. NTP
synchronizes computer clock times in a network
of computers. This field is optional.

The Time Configuration option allows you to configure, update, and maintain the correct time
on the internal systemn dock. From this section you can set the time zone that you are in and
set the NTP (Network Time Protocol) Server. Daylight Saving can also be configured to adjust
the time when needed

[ Save Settings ][ Don't Save Settings ]

TIME CONFIGURATION :

Time :  Apr/01/2002 01:41:32
Time Zone : |(GMT-DB:DD) Pacific Time (US & Canada) v |

Manual: To manually input the time, enter the values
in these fields for the Year, Month, Day, Hour,
Minute, and Second. Click Set Time. You
can also click Copy Your Computer's Time
Settings.

Enahle Daylight Saving . [

Month  week  Day of Week Time
DST Start

DST End

AUTOMATIC TIME CONFIGURATION :

Enable NTP server : []

Interval :

SET THE DATE AND TIME MANUALLY :

Current Gateway Time :

fear Month Day 0w
Haur 0w Minute 41 W Second

[ Copy Your Computer's Time Settings ]
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Section 3 - Configuration

System Settings

Save Settings to Use this option to save the current router
Local Hard Drive: configuration settings to a file on the hard disk B IS K111 €@ et

of the computer you are using. First, click the
Save button. You will then see a file dialog,
where you can select a location and file name Helpful Hints.
fOI‘ the Sett|ngs The current system ;ettings can be saved as a file onto the Iuca_l hard drive_. The saved file ar 5:::::?9::’““’
any other saved setting file created by device can be uploaded into the unit. =
Load Settings Use this option to load previously saved s :
from Local Hard router configuration settings. First, use the Save Settings To Local Hard Drive ;
Drive: Browse control to find a previously save file Load Settigs From Local Had Dive § - (=)
of configuration settings. Then, click the Load Restore To Factory Default Settings :
button to transfer those settings to the router. Rebaots the DIR-301 ;

Restore to Factory This option will restore all configuration settings
Default Settings: back to the settings that were in effect at the
time the router was shipped from the factory.
Any settings that have not been saved will be
lost, including any rules that you have created. If
you want to save the current router configuration

settings, use the Save button above.

JumpStart Click Enabled to use the JumpStart function.
function: If your wireless router uses JumpStart, please
check the adapter for instructions.

Reset JumpStart: Use this option to reset the JumpStart feature.
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Firmware Upgrade

You can upgrade the firmware of the Router here. Make sure the firmware you want to use is on the local hard drive of
the computer. Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support
site for firmware updates at http://support.dlink.com. You can download firmware upgrades to your hard drive from the
D-Link support site.

Firmware Click on the link in this screen to find out if there
Upgrade: is an updated firmware; if so, download the new

firmware to your hard drive. Il
ADMIN Helpful Hints..
i ) . s i nware Updates:
Browse: After you have downloaded the new firmware, — [ | (02t o s or o st e o P CTane
CI | C k B rowse |n th |S Wl n dOW tO |Ocate th e FIRMu/ARE To upgrade the firmware, locate the upgrade file on the local hard drive with the Browse
. . . - p— buttan. Once you have found the file to be used, click the Save Settings button below to start
firmware update on your hard drive. Click Save — SRS | i fimware usorade.

Settings to complete the firmware upgrade. g

upgrade on our support
lirk, if an

Current Firmware Version 1.00
Firmware Date MNov 17, 2006
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Section 3 - Configuration

System Check

Virtual Cable VCT is an advanced feature that integrates a
Tester (VCT) Info: LAN cable tester on every Ethernet port on the s ———————
router. Through the graphical user interface
(GUI), VCT can be used to remotely diagnose _on-or J/ AR ICNIETNE - | I
and report cable faults such as opens, shorts, ADMIN
swaps, and impedance mismatch. This feature
significantly reduces service calls and returns
by allowing users to easily troubleshoot their

Cable Test is an advanced feature that integrates a LaM cable tester on every Ethernet port on
the router,

VCT INFO :

SYSTEM CHECK

cable connections. Ports ink Status
WAN :I* *:E Disconnectsd
. . . . LANL = “ ‘ = Disconnected Mare Info
Ping Test: The Ping Test is used to send Ping packets o % % —————
. . B _ E ps Lplex -_ore nfo
to test if a computer is on the Internet. Enter w1 L, Occoroced e
the IP Address that you wish to Ping, and click e TN MMM Dsconects T

Ping.

PING TEST :

Ping Test is used to send "Fing" packets to test if a computer is on the Internet.

_

Host Mame or 1P Address ‘
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Section 3 - Configuration

Device Information

This page displays the current information for the DIR-300. It will display the LAN, WAN, and Wireless information.

If your WAN connection is set up for a Dynamic IP address then a Release button and a Renew button will be displayed.

Use Release to disconnect from your ISP and use Renew to connect to your ISP.

If your WAN connection is set up for PPPoE, a Connect button and a Disconnect button will be displayed. Use

Disconnect to drop the PPPoE connection and use Connect to establish the PPPoE connection.

LAN: Displays the MAC address and the private
(local) IP settings for the router.

WAN: Displays the MAC address and the public IP
settings for the router.

Wireless Displays whether or not the status of the
JumpStart: JumpStart feature is enabled or disabled.

Wireless: Displays the wireless MAC address and your
wireless settings such as SSID and Channel.

- ]
D-Link
DIR-301 SETUP ADYANCED TOOLS STATUS SUPPORT

DEVICE INFO

All af your Internet and netwark connection details are displayed on this page, The firmware
version is also displayed here,

Firmware Yersion: 1.00 , Nov 17, 2006

MAC Address @ 00-17-93-4d-8c-e5

1P Address @ 192,168.0.1
Subnet Mask @ 255.255.255.0
DHCR Server @ Enabled

MAC Address @ 00-17-9a-4d-8c-26
CHCP Client Disconnected
*[CHCP Release | [ DHCP Rerew |
TP Address : 0.0.0.0
Subnet Mask : 0.0.0.0
Default Gateway : 0.0.0.0
DMS ¢

WIRELESS 802.11G :

551D dink
Channel : 13
Encryption : Disabled

Connection
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Section 3 - Configuration

First Page: View the first page of the log.

Last Page: View the last page of the log.

SETUP ADYANCED TOOLS STATUS SUPPORT
o] 0

Wigw Log displays the activities occurring on the DIR-301.

clear: Clear the |Og [ First Page ][ Last Page ][ Previous ]

Page 1 of 20

Previous: View the previous page.

Next: View the next page.

Tirme Message Source  Destination  Mote
Apr/01/2002 01:46:09 DHCF Discover

Aprf01/2002 01:46:00 DHCF Discover
Aprf01/2002 01:45:56 DHCF Discover
Apr/01/2002 01:45:54 DHCP Discover
Apr/01/2002 01:45:51 DHCP Discaver no response
Apr/01/2002 01:45:51 DHCF Discover
Aprf01/2002 01:45:35 DHCF Discover
Apr/01/2002 01:45:26 DHCF Discover
Apr/01/2002 01:45:22 DHCF Discover

Apr/01/2002 01:45:19 DHCF Discover
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Section 3 - Configuration

Stats

The screen below displays the Traffic Statistics. Here you can view the amount of packets that pass through the WBR-2310
on both the WAN and the LAN ports. The traffic counter will reset if the device is rebooted.

SETUP ADYANCED TOOLS STATUS SUPPORT

EYICE INFO
e Traffic Statistics display Receive and Transmit packets passing through the DIR-301.

Receive Transmit
WAN 0 Packets 943 Packets
LAN 21250 Packets 8216 Packets
WIRELESS 11g 0 Packets 4575 Packets

Wireless Stats

The wireless client table displays a list of current connected wireless clients. This table also displays the connection
time and MAC address of the connected wireless client.

SETUP ADWYANCED TOOLS STATUS SUPPORT

The wireless Client table below displays Wireless clients Connected to the AP (Access Point).
to the AP (Access Point ).

WIRELESS

Cunnected Time MAC Address
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Section 3 - Configuration

DIR-301 SETUP ADYANCED TOOLS STATUS | SUPPORT

MEMLI

Setup
» Internet
* ‘Wireless Settings
* MNetwork settings

Advanced

Port Forwarding

Application Rules
MNetwark Filter
Yebsite Fiter
Firewvall Settings
Advanced Wireless
Advanced Network

Adrmin

Tirne

System

Firmware Upgrade

Systern Check

Status
* Device Info
* LOg
s Stats
» Wireless
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Section 4 - Security

Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The
DIR-300 offers the following types of security:

* WPA2 (Wi-Fi Protected Access 2) * WPA2-PSK (Pre-Shared Key)
* WPA (Wi-Fi Protected Access) * WPA-PSK (Pre-Shared Key)
* WEP (Wired Equivalent Privacy)

What is WEP?

WEP stands for Wired Equivalent Privacy. It is based on the IEEE 802.11 standard and uses the RC4 encryption

algorithm. WEP provides security by encrypting data over your wireless network so that it is protected as it is transmitted
from one wireless device to another.

To gain access to a WEP network, you must know the key. The key is a string of characters that you create. When
using WEP, you must determine the level of encryption. The type of encryption determines the key length. 128-bit
encryption requires a longer key than 64-bit encryption. Keys are defined by entering in a string in HEX (hexadecimal
- using characters 0-9, A-F) or ASCII (American Standard Code for Information Interchange — alphanumeric characters)
format. ASCII format is provided so you can enter a string that is easier to remember. The ASCII string is converted to
HEX for use over the network. Four keys can be defined so that you can change keys easily.
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Configure WEP

Itis recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

1. Log into the web-based configuration by opening a web browser and entering the IP address of the router (192.168.0.1).

Click on Wireless Settings on the left side.

Security Mode

2. Next to Security Mode, select Enable WEP Security.

3. Next to Authentication, select Shared Key.

WEP iz the wireless encryption standard, Tao use it you must enter the same keyis) into the
router and the wireless stations. For 64 bit keys you must enter 10 hex digits into each key
bio, For 128 hit keys you must enter 26 hex digits into each key box, & besy digit is either a
nurnber from O o 9 or a letter from A to F, For the most secure use of WEP set the

4. Select either 64-bit or 128-bit encryption from the drop-down | iithentication type to "shared Key" shen WEP is enabled.
menu neXt to WEP Encryption- You may also enter any text string into a WEP key box, i which case it will be corwerted into a

hesadecimal key using the ASCIT values of the characters, & maxinumn of 5 text characters can
be entered for 64 bit keys, and a maximumn of 13 characters for 123 bit keys,

5. Next to Key Type, select either Hex or ASCII. sutpertcaton s [Feir ]

Hex (recommended) - Letters A-F and numbers 0-9 are WEP Encryption : [e4at <]
valid. Key Type: [HEX =

. faul : (=) -
ASCII - All numbers and letters are valid. Defalt WEP Koy [weP ey 1 <]

WEPKey1:|

WEPKey2: [

6. Next to Key 1, enter a WEP key that you create. Make sure wePKey3: [
you enter this key exactly on all your wireless devices. You may WER Key 4 3

enter up to 4 different keys.

7. Click Save Settings to save your settings. If you are configuring the router with a wireless adapter, you will lose
connectivity until you enable WEP on your adapter and enter the same WEP key as you did on the router.
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What is WPA?

WPA, or Wi-Fi Protected Access, is a Wi-Fi standard that was designed to improve the security features of WEP (Wired
Equivalent Privacy).

The 2 major improvements over WEP:

* Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys
using a hashing algorithm and, by adding an integrity-checking feature, ensures that the keys haven'’t
been tampered with. WPA2 is based on 802.11i and uses Advanced Encryption Standard (AES) instead
of TKIP.

» User authentication, which is generally missing in WEP, through the extensible authentication protocol
(EAP). WEP regulates access to a wireless network based on a computer’'s hardware-specific MAC
address, which is relatively simple to be sniffed out and stolen. EAP is built on a more secure public-key
encryption system to ensure that only authorized network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric
password between 8 and 63 characters long. The password can include symbols (17*&_) and spaces. This key must
be the exact same key entered on your wireless router or access point.

WPA/WPA2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a
more secure public key encryption system to ensure that only authorized network users can access the network.
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Configure WPA-PSK

Itis recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

1. Log into the web-based configuration by opening a web browser and entering the IP address of the router (192.168.0.1).
Click on Wireless Settings on the left side.

WIRELESS SECURITY MODE :

. - = ity Mode © |Enable -Personal Wireless Security (enhanced) =
2. Next to Security Mode, select Enable WPA-Personal Security R M Bl WPA sl Whdess Sy =
or Enable WPA2-Personal Security.
WRA-Personal requires stations to use high arade encryption and authentication,
3. Next to Cipher Mode, select TKIP, AES, or Auto. coher Type : [0 S]
PSK fEAP @ |PSK =
4. Next to PSK/EAP, select PSK. Passphrase : |
Canfirmed Passphrase ;|

5. Next to Passphrase, enter a key (passphrase). The key is an
alpha-numeric password between 8 and 63 characters long. The password can include symbols (!?*&_) and spaces.
Make sure you enter this key exactly the same on all other wireless clients.

6. Enter the passphrase again next to Confirmed Passphrase.
7.Click Save Settings to save your settings. If you are configuring the router with a wireless adapter, you will lose

connectivity until you enable WPA-PSK (or WPA2-PSK) on your adapter and enter the same passphrase as you did
on the router.
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Configure WPA (RADIUS)

Itis recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

1. Log into the web-based configuration by opening a web browser and entering the IP address of the router (192.168.0.1).
Click on Wireless Settings on the left side.

WIRELESS SECURITY MODE :

2. Next to Security Mode, select Enable WPA-Personal Security Security Mode : |Enable WRA-Parsonal Wireless Securty (enhanced) <]
or Enable WPA2-Personal Security.
3_ Next ‘to Clpher MOde, Select TKIP, AES’ or Auto WPA-Personal reguires stations to use high grade encryption and authentication,
Cipher Type lm
4. Next to PSK/EAP, select EAP. PsK / E4P : [EaP -]
802.1x
RADIUS Server 1 IR oo
5. Next to RADIUS Server 1 enter the IP Address of your RADIUS Port ez
server. Shared Secret |
RADIUS Server 2@ 1P pooo
6. Next to Port, enter the port you are using with your RADIUS Z:;tredSEcret |°
server. 1812 is the default port.

7. Next to Shared Secret, enter the security key.
8. If you have a secondary RADIUS server, enter its IP address, port, and secret key.

9. Click Apply Settings to save your settings.
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Connect to a Wireless Network
Using Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for
Service Pack 2 users. If you are using another company’s utility or Windows® 2000, please refer to the user manual
of your wireless adapter for help with connecting to a wireless network. Most utilities will have a “site survey” option
similar to the Windows® XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click f’ W"E'E‘S%"f““"':“':tm?*‘ N -
A NE Or MOre WIreless NETWOrks are in range o IS CoOmpuUter.,
on the center of the bubble to access the utility. Ta see the list and cannect, cick this message
or
Right-click on the wireless computer icon in your system tray Change Windows Frewal settings
(lower-right corner next to the time). Select View Available Open Network Connections
Wireless Networks. Repair

Yiew Available Wireless Networks

5" Wireless Network Connection 6 E‘
Network Tasks Choose a wireless network

g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more

form
\-"], Set up a wireless network (( }) Test ~
for a small office ﬁ
Unsecured wireless network .uﬂ“u

default

The utility will display any available wireless networks in your
area. Click on a network (displayed using the SSID) and click “

\i‘) Learn about wireless Unsecured wireless network ||][|[|[|

the Connect button. L @ =

preferred networks ¥ Security-enabled wireless network aalll

3 Change advanced
settings

If you get a good signal but cannot access the Internet,
check you TCP/IP settings for your wireless adapter. Refer
to the Networking Basics section in this manual for more
information.

DGL-4300

g
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Configure WEP

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking Change Windons Firenal settings
on the wireless computer icon in your system tray Qpen Netwark Cannections
(lower-right corner of screen). Select View Available Repair
Wil‘eless Networks Yiew Available Wireless Networks

) Wireless Network Connection 6 |z|

Hetwork Tagi Choose a wireless network
g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information,
N get irel twork Test o)
=2 f a home or small offce (“ﬁ’)
Unsecured wireless network l[l[l[lﬂ
. . . . default
2. Highlight the wireless network (SSID) you would like to Related Tasks (g '
. i L bout wirel Unsecured wireless network ln[l[l
connect to and click Connect. Y etworng (o sHestest
(@)
Change the order of . =
preferred networks "f Security-enabled wireless network lluuu
'91&- Change advanced ®) ==L

settings o
W Security-enabled wireless network

This network requires a network key. If you want to connect to this
network, dick Connect.

DGL-4300

(fﬂ?) .

[£3
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3. The Wireless Network Connection box will appear. Enter the
same WEP key that is on your router and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WEP settings are correct. The
WEP key must be exactly the same as on the wireless router.

Wireless Network Connection E|

The network 'testl’ regquires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

Type the key, and then dick Connect.

Metwork key: | | |

Connect l [ Cancel ]
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Configure WPA-PSK

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking Change WWindars Firenal settngs
on the wireless computer icon in your system tray Open Network Connections
(lower-right corner of screen). Select View Available Repair

Wireless Networks Yiew Available Wireless Networks

) Wireless Network Connection 6 |z|

Retwark Tasks Choose a wireless network

g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information,

3 ) A~
g o >

Unsecured wireless network l[l[l[lﬂ

. . H H default
2. Highlight the wireless network (SSID) you would like to Reluind TSN Gi» !
H i b irel Unsecured wireless network Iﬂl]l]
connect to and click Connect. Y etwong (o estet
(

Change the order of i = =

preferred networks "f Security-enabled wireless network lluuu

test1

(3» Change advanced
settings

(« '| )

2
Hrﬁ Security-enabled wireless network

This network requires a network key. If you want to connect to this

network, dick Connect.

DGL-4300

((ﬂ?)

£
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3. The Wireless Network Connection box will appear. Enter the
WPA-PSK passphrase and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WPA-PSK settings are correct.
The WPA-PSK passphrase must be exactly the same as on the
wireless router.

Wireless Network Connection f.’__<|

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

Type the key, and then dick Connect.

Metwork key: | | |

Connect l [ Cancel ]
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Section 6 - Troubleshooting

Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the WBR-1310.
Read the following descriptions if you are having problems. (The examples below are illustrated in Windows® XP. If
you have a different operating system, the screenshots on your computer will look similar to the following examples.)

1. Why can’t | access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.0.1 for example), you are not connecting to a website on
the Internet or have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself.
Your computer must be on the same IP subnet to connect to the web-based utility.

* Make sure you have an updated Java-enabled web browser. We recommend the following:

* Internet Explorer 6.0 or higher
* Firefox 1.5 or higher

* Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using
a different cable or connect to a different port on the device if possible. If the computer is turned off, the link light may
not be on.

* Disable any internet security software running on the computer. Software firewalls such as Zone Alarm, Black Ice,
Sygate, Norton Personal Firewall, and Windows® XP firewall may block access to the configuration pages. Check the
help files included with your firewall software for more information on disabling or configuring it.
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* Configure your Internet settings:

» Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab,
click the button to restore the settings to their defaults.

* Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings
button. Make sure nothing is checked. Click OK.

* Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three
times.

* Close your web browser (if open) and open it.

* Access the web management. Open your web browser and enter the IP address of your D-Link router in the address
bar. This should open the login page for your the web management.

* If you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait
about 30 seconds and try accessing the configuration. If you have multiple computers, try connecting using a different
computer.

2. What can | do if | forgot my password?

If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back
to the factory defaults.

To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a
paperclip to hold the button down for 10 seconds. Release the button and the router will go through its reboot process.
Wait about 30 seconds to access the router. The default IP address is 192.168.0.1. When logging in, the username is
admin and leave the password box empty.
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3. Why can’t | connect to certain sites or send and receive emails when connecting through my router?

If you are having a problem sending or receiving email, or connecting to secure sites such as eBay, banking sites, and
Hotmail, we suggest lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, etc).

Note: AOL DSL+ users must use MTU of 1400.

To find the proper MTU Size, you’ll have to do a special ping of the destination you’re trying to go to. A destination
could be another computer, or a URL.

* Click on Start and then click Run.

e Windows® 95, 98, and Me users type in command (Windows® NT, 2000, and XP users type in cmd) and
press Enter (or click OK).

* Once the window opens, you’ll need to do a special ping. Use the following syntax:

ping [url] [-f] [-]] [MTU value] C:\>ping vahoo.con —f -1 1482

Finging yahoo.com [66.94.234.131 with 1482 bytes of data:

needs to be fragmented but DF set.
needs to be fragmented but DF set.
needs to be fragmented but DF set.
needs to be fragmented but DF set.

Ping statistics for 66.94.234.13:
Packetsz: Sent = 4, Received = B, Lost = 4 (188x loss).
Examp|e: plng yahOO.com _f _| 1472 Approximate round trip times in milli-seconds:

Hinimum = Bms,. Maximum = Bns,. Average = Bms

C:~>ping yahoo.com —f -1 1472

Finging yahoo.com [66.94.234.131 with 1472 bytes of data:

Reply from 66.94.234_.13: hytes=1472 timne=%3ms TTL=52

Reply from 66.94.234_.13: bytes=1472 time=180%ms TTIL=52
Reply from 66.94.234_.13: bytes=1472 time=125ms TTL=52
Reply from 66.94.234_.13: bytes=1472 time=2803ms TTL=52

Ping statistics for 66.94.234.13:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss).
Approximate round trip times in milli—seconds:

Hinimum = ?3ms. Maximum = 283ms,. Average = 132ns

Cong
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You should start at 1472 and work your way down by 10 each time. Once you get a reply, go up by 2 until you get a
fragmented packet. Take that value and add 28 to the value to account for the various TCP/IP headers. For example,
lets say that 1452 was the proper value, the actual MTU size would be 1480, which is the optimum for the network

we’re working with (1452+28=1480).

Once you find your MTU, you can now configure your router with the proper MTU size.

To change the MTU rate on your router follow the steps below:
* Open your browser, enter the IP address of your router (192.168.0.1) and click OK.

* Enter your username (admin) and password (blank by default). Click OK to enter the web configuration
page for the device.

* Click on Setup and then click Manual Configure.

e To change the MTU enter the number in the MTU field and click the Save Settings button to save your
settings.

* Test your email. If changing the MTU does not resolve the problem, continue changing the MTU in
increments of ten.
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Appendix A - Wireless Basics

Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business or public access wireless networks. Strictly adhering to the IEEE standard,
the D-Link wireless family of products will allow you to securely access the data you want, when and where you want
it. You will be able to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals
instead of wires. Wireless LANs are used increasingly in both home and office environments, and public areas such
as airports, coffee shops and universities. Innovative ways to utilize WLAN technology are helping people to work and
communicate more efficiently. Increased mobility and the absence of cabling and other fixed infrastructure have proven
to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop
and desktop systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in
order to use servers, printers or an Internet connection supplied through the wired LAN. A Wireless Router is a device
used to provide this link.
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What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi
uses radio frequency to connect wirelessly, so you have the freedom to connect computers anywhere in your home
or office network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products. D-
Link delivers the performance you need at a price you can afford. D-Link has all the products you need to build your
network.

How does wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point A to point
B. But wireless technology has restrictions as to how you can access the network. You must be within the wireless
network range area to be able to connect your computer. There are two different types of wireless networks Wireless
Local Area Network (WLAN), and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access
point has a small antenna attached to it, which allows it to transmit data back and forth over radio signals. With an
indoor access point as seen in the picture, the signal can travel up to 300 feet. With an outdoor access point the signal
can reach out up to 30 miles to serve places like manufacturing plants, industrial locations, college and high school
campuses, airports, golf courses, and many other outdoor venues.
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Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range
up to 30 feet away.

Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn’t use
nearly as much power which makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops,
speakers, and other devices that operate on batteries.

Who uses wireless?

Wireless technology as become so popular in recent years that almost everyone is using it, whether it’s for home,
office, business, D-Link has a wireless solution for it.

Home
* Gives everyone at home broadband access
* Surf the web, check email, instant message, and etc
* Gets rid of the cables around the house
» Simple and easy to use

Small Office and Home Office
* Stay on top of everything at home as you would at office
* Remotely access your office network from home
e Share Internet connection and printer with multiple computers
* No need to dedicate office space
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Where is wireless used?

Wireless technology is expanding everywhere not just at home or office. People like the freedom of mobility and it’s
becoming so popular that more and more public facilities now provide wireless access to attract people. The wireless
connection in public places is usually called “hotspots”.

Using a D-Link Cardbus Adapter with your laptop, you can access the hotspot to connect to Internet from remote
locations like Airports, Hotels, Coffee Shops, Libraries, Restaurants, and Convention Centers.

Wireless network is easy to setup, but if you’re installing it for the first time it could be quite a task not knowing where to

start. That's why we’ve put together a few setup steps and tips to help you through the process of setting up a wireless
network.

Tips

Here are a few things to keep in mind, when you install a wireless network.

Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try
to place the router/access point as high as possible in the room, so the signal gets dispersed throughout your home.
If you have a two-story home, you may need a repeater to boost the signal to extend the range.

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the

router/access point. This would significantly reduce any interference that the appliances might cause since they operate
on same frequency.
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Security

Don’t let you next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning
on the WPA or WEP security feature on the router. Refer to product manual for detail information on how to set it up.

Wireless Modes

There are basically two modes of networking:

e Infrastructure — All wireless clients will connect to an access point or wireless router.

» Ad-Hoc — Directly connecting to another computer, for peer-to-peer communication, using wireless network
adapters on each computer, such as two or more WNA-2330 wireless network Cardbus adapters.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect
to the wireless router or access point.

An Ad-Hoc network contains only clients, such as laptops with wireless cardbus adapters. All the adapters must be in
Ad-Hoc mode to communicate.
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Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from
a DHCP server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK.

s (C:YWINDOWS\system 32\cmd. exe
At the prompt’ type ipconfig and press Enter Microsoft Windows HP [Uersion 5.1.260H1

<C» Copyright 1985-2881 Microsoft Corp.

This will display the IP address, subnet mask, and eIt e Lt

the default gateway of your adapter. [Hindous 1F Configuration

Ethernet adapter Local Area Connection:
If the address is 0.0.0.0, check your adapter TP Rddress 201 2 B T e s
installation, security settings, and the settings Default Gateway :18.5.7.1

C:Documents and Settings>_

on your router. Some firewall software programs
may block a DHCP request on newly installed
adapters.

If you are connecting to a wireless network at a

hotspot (e.g. hotel, coffee shop, airport), please contact an employee or administrator to verify their wireless network
settings.
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps
below:

Step 1
Windows® XP - Click on Start > Control Panel > Network Connections.
Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2
Right-click on the Local Area Connection which represents your D-Link network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4
Click Use the following IP address and enter an |IP address that is on the same subnet as your network or the LAN
IP address on your router.

Internet Protocol (TCP/IP) Properties

Example: If the router’s LAN IP address is 192.168.0.1, make your IP address (sl e ected ol [ ous ke,
192.168.0.X where X is a number between 2 and 99. Make sure that the number | ™™™

you choose is not in use on the network. Set Default Gateway the same as the LAN s

IP address of your router (192.168.0.1). P addss EENCEC

Subnet mask: | 255 . 255 . 2

Drefault gateway: \M_I

Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The

Secondary DNS is not needed or you may enter a DNS server from your ISP. S —
et DS sever E—

Step 5

Click OK twice to save your settings. -
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Technical Specifications

Standards
« [IEEE 802.11g
e |EEE 802.11b
e |EEE 802.3
e |EEE 802.3u

Wireless Signal Rates*
*54Mbps ¢ 48Mbps
*36Mbps  *24Mbps
*18Mbps ¢ 12Mbps
*11Mbps ¢ 9Mbps
* 6Mbps * 5.5Mbps
* 2Mbps * 1Mbps

Security
* WPA - Wi-Fi Protected Access (TKIP, MIC,
IV Expansion, Shared Key Authentication)
* 802.1x
* 64/128-bit WEP

Modulation Technology
Orthogonal Frequency Division Multiplexing (OFDM)

Receiver Sensitivity
* 54Mbps OFDM, 10% PER,-68dBm)
* 48Mbps OFDM, 10% PER,-68dBm)
* 36Mbps OFDM, 10% PER,-75dBm)
* 24Mbps OFDM, 10% PER,-79dBm)
* 18Mbps OFDM, 10% PER,-82dBm)
* 12Mbps OFDM, 10% PER,-84dBm)

¢ 11Mbps CCK, 8% PER,-82dBm)
« 9Mbps OFDM, 10% PER,-87dBm)
« 6Mbps OFDM, 10% PER,-88dBm)
« 5.5Mbps CCK, 8% PER,-85dBm)

« 2Mbps QPSK, 8% PER,-86dBm)

« 1Mbps BPSK, 8% PER,-89dBm)

VPN Pass Through/ Multi-Sessions
* PPTP
*L2TP
* |PSec

Device Management
e Web-based Internet Explorer v6 or later; Netscape
Navigator v6 or later; or other Java-enabled browsers
* DHCP Server and Client

Wireless Frequency Range
2.412GHz to 2.462GHz (11 Channel)

Wireless Operating Range2
e Indoors - up to 328 ft. (100 meters)
e Qutdoors- up to 1312 ft. (400 meters)

Wireless Maximum Transmit Power
24dBm + 2dB

External Antenna Type
Single detachable reverse SMA
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Advanced Firewall Features
* NAT with VPN Pass-through (Network Address Translation)Weight
« MAC Filtering 0.246kg
* |IP Filtering
* URL Filtering
* Domain Blocking
* Scheduling

Operating Temperature
32°F to 131°F ( 0°C to 55°C)

Humidity
95% maximum (non-condensing)

Safety and Emissions

CE
LEDs
e Power
e Status
e [nternet
* WLAN (Wireless Connection)
e LAN (10/100)
Dimensions
e =112.6mm
e W =147.5mm
eH=31.8mm

* Maximum wireless signal rate derived from IEEE Standard 802.11g specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput
rate. Environmental factors will adversely affect wireless signal range.
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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses
and can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not occur in a particular installation. If this equipment
does cause harmful interference to radio or television reception, which can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
* Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device may not cause harmful
interference, and (2) this device must accept any interference received, including interference that may cause undesired operation.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could void the user's authority
to operate this equipment.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This equipment should be installed
and operated with minimum distance 20cm between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

IEEE 802.11b or 802.11g operation of this product in the U.S.A. is firmware-limited to channels 1 through 11.
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Industry Canada Statement

Operation is subject to the following two conditions:

1) this device may not cause interference and

2) this device must accept any interference, including interference that may cause undesired operation of the device

This device has been designed to operate with an antenna having a maximum gain of 2dBi.

Antenna having a higher gain is strictly prohibited per regulations of Industry Canada. The required antenna
impedance is 50 ohms.

To reduce potential radio interference to other users, the antenna type and its gain should be so chosen that the EIRP is not more than
required for successful communication.
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Contacting Technical Support

You can find software updates and user documentation on the D-Link websites.

If you require product support, we encourage you to browse our FAQ section on the Web Site before contacting the Support line.
We have many FAQ’s which we hope will provide you a speedy resolution for your problem.

For Customers within The United Kingdom & Ireland:
D-Link UK & Ireland Technical Support over the Internet:
http://www.dlink.co.uk

ftp://ftp.dlink.co.uk

D-Link UK & Ireland Technical Support over the Telephone:
08456 12 0003 (United Kingdom)

+1890 886 899 (Ireland)

Lines Open

8.00am-10.00pm Mon-Fri

10.00am-7.00pm Sat & Sun

For Customers within Canada:

D-Link Canada Technical Support over the Telephone:
1-800-361-5265 (Canada)

Mon. to Fri. 7:30AM to 9:00PM EST

D-Link Canada Technical Support over the Internet:
http://support.dlink.ca
email: support@dlink.ca
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