Section 3 - Configuration

Internet Setup
L2TP

Choose L2TP (Layer 2 Tunneling Protocol) if your ISP uses a L2TP connection. Your ISP will provide you with a username
and password. This option is typically used for DSL services.

Address Mode: Select Static if your ISP assigned you the IP address,
subnet mask, gateway, and DNS server addresses. In
most cases, select Dynamic.

ADVANCED

L2TP IP Address: Enter the L2TP IP address supplied by your ISP (Static

On | ) . WIZARD
y INTERNET Internet Connec! tion
::::;::: DD Use this section to EDnFlljgurE ynzr Iptemet Connection type. There are savirallj(u?nettmn types to chaose from: Static IR, E[])H(DJ
. H H PPPoE, PPTR, L2TP, and BigPond. IF you are ion method, please contact your Internet Service Provider.
L2TP Subnet Mask: Enter the Subnet Mask supplied by your ISP (Static e e s e e e
only).
L2TP Gatewav: Enter the Gateway I P Add reSS provided by yOU r |S P- Choose the mode to be used by the router to connect to the Internet.

My Internet Connectionis: |27 (Usemname [ Password) | %

L2TP Server IP: Enter the Server IP provided by your ISP (optional).

Enter the information provided by your Internet Service Provider (ISP).

Username: Enter your L2TP username.

AddressMode: (O pynamicP () static IP
L2TP IP Address: [g.0,0.0
L2TP Subnet Mask : 255 255 2850

Password: Enter your L2TP password and then retype the password e
in the neXt bOX. L2TP Server IP Address : U:U:g:g

Username :
Password :

Reconnect Mode: Select either Always-on, On-Demand, or Manual. Verify Password:

Reconnect Mode: (O gjwayson & ondemand ) Manual

il

Maximum Idle Time :

Maximum Idle Time: Enter a maximum idle time during which the Internet primary DNS Server: 1000
connection is maintained during inactivity. To disable this e
feature, enable Auto-reconnect. MAC Adiress: [5530300

Clone Your PC's MAC Address

I

{minutes, O=infinite)

HI

DNS Servers: Enter the Primary and Secondary DNS Server Addresses
(Static L2TP only).

Capyright © 2004-2006 D-Link Systems, Inc.
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MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1400 is the
default MTU.

Clone MAC The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It is not
Address: recommended that you change the default MAC address unless required by your ISP. You can use the Clone Your PC’s
MAC Address button to replace the Internet port's MAC address with the MAC address of your Ethernet card.

D-Link DGL-4500 User Manual 22



Section 3 - Configuration

IP Address

Subnet Mask:
Default Gateway:

DNS Servers:

MTU:

MAC Address:

Internet Setup

Static (assigned by ISP)

Select Static IP Address if all the Internet port’s IP information is provided to you by your ISP. You will need to enter in the IP address,
subnet mask, gateway address, and DNS address(es) provided to you by your ISP. Each IP address entered in the fields must be in the
appropriate IP form, which are four octets separated by a dot (x.x.x.x). The Router will not accept the IP address if it is not in this format.

. Enter the IP address assigned by your ISP.
Enter the Subnet Mask assigned by your ISP.
Enter the Gateway assigned by your ISP.

The DNS server information will be supplied by your
ISP (Internet Service Provider.)

Maximum Transmission Unit - you may need to
change the MTU for optimal performance with your
specific ISP. 1500 is the default MTU.

The default MAC Address is set to the Internet port’s
physical interface MAC address on the Broadband
Router. It is not recommended that you change the
default MAC address unless required by your ISP.
You can use the Clone Your PC’s MAC Address
button to replace the Internet port's MAC address
with the MAC address of your Ethernet card.

[E) BASIC

WIZARD

INTERMET

WIRELESS

NETWORK SETTINGS

GAMERLOUNGE

ADVANCED STATUS

Internet Connection

Use this section ko configure your Internet Connection kype. There are several connection kypes ko choose from: Static IP, DHCP,
PPPoE, PPTP, L2TP, and BigPond. IF you are unsure of your connection methaod, please contact wour Internet Service Provider,

Mote : If using the PPPoE option, you will need ko remove or disable any PPPCE client software on your computers,

Save Settings Don't Save Settings

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet,

My Internet Connection is: | static IP v

STATIC IP ADDRESS INTERMET CONMECTION TYPE :

Enter the static address information provided by your Internet Service Provider (I5P).

IP Address :

Subnet Mask :

Default Gateway :

Primary DNS Server ;

Secondary DNS Server :
MTU: (bytes) MTU defaulk = 1500

MAC Address: [qnon00000000 |

D-Link DGL-4
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Internet Setup
Big Pond

BigPond Server: Enter the IP address of the login server. GAMERLOUNGE

BigPond Username: Enter your BigPond username.

BigPond Password: Enter your BigPond password and then retype ADVANCED STATUS
the password in the next box. ®

WIZARD

INTERMET

DNS Servers: The DNS server information will be supplied  |raes
H H Use this section ko configure your Internet Connection bype, There are several connection types ko choose From: Static IP, DHCP.
by yOU r IS P (l nte rnet Se rVICG P I’OVIde r-) NETWORK SETTINGS PPPoE, PRTP, L2TP, and BigPond. If vou are unsure of your connection method, please contact vour Internet Service Pro\:ider. ’

Mote : If using the PPPOE option, you wil need to remove or disable any PPPOE client software on your computers,

MTU: Maximum Transmission Unit - you may need to - -
change the MTU for optimal performance with

you r SpeCIfIC IS R 1 500 IS the defau |t MTU . Choose the mode to be used by the router to connect to the Internet.

Internet Connection

My Internet Connection is : |BigPond {Australia) v|

MAC Address: The default MAC Address is set to the
Internet's physical interface MAC address on

the Broadband Router. It is not recommended
that you change the default MAC address

Enter the information provided by your Internet Service Provider {ISP}).

unless required by your ISP. You can use the e I
Clone Your PC’s MAC Address button to igPond Password: |:||:|
replace the Internet port’'s MAC address with VerfyPassword: | |
the MAC address of your Ethernet card. Primary DNG Server :

Secondary DNS Server : 0.0.0.0
MTU: ;500 (brvtes) MTU default = 1500
MAC Address:  |00;00:00:00:00:00
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Wireless Settings

Enable Wireless: Check the box to enable the wireless function.
If you do not want to use wireless, uncheck the
box to disable all the wireless functions. Click
Add New to create your own time schedule to
enable the wireless function.

Wireless Network Service Set Identifier (SSID) is the name of your
Name: wireless network. Create a name using up to 32
characters. The SSID is case-sensitive.

802.11 Band: Select 2.4GHz if you want to use the 2.4GHz
band or 5GHz band if you want to use the 5GHz
band.

802.11 Mode: 2.4GHz:
Select one of the following:

802.11g Only - Select if all of your wireless
clients are 802.11g.
Mixed 802.11g and 802.11b - Select if you
are using both 802.11b and 802.11g wireless
clients.
802.11b Only - Select if all of your wireless
clients are 802.11b.
802.11n Only - Select only if all of your
wireless clients are 802.11n.

WIZARD

INTEENET

WIRELESS

NETWORK SETTINGS

GAMERLOUNGE

ADVANCED

Wireless Network Settings

to be duplicated on your Wireless Client.

Use this section ta configure the wireless settings for wour router. Please note that changes made on this section may also need

Save Settings Don't Save Settings

STATUS

802.11 Mode

WIRELESS NETWORK SETTINGS

Enable Wireless :

Wireless Network Name :

802.11 Band :

Enable Auto Channel Scan :
Wireless Channel :
Transmission Rate :
Channel Width :

vVisibility Status:

dlink. (#lso called the 55100
® z4GH: O 5GHz
: [ Mized 802.11n, 802.11gand 802,110 |

Best {automatic) ¥ | (Mbitfs)
20 MHz e

@ visble O Invisible

WIRELESS SECURITY MODE

Ta protect wour privacy you can configure wireless

WPA-Persanal, and \WRA-Enterprise. WPA pravides a higher level of security, WPA-Personal does not require an authentication
server, The WPA-Enterprise option requires an external RADIUS server,

security features. This device supports bwo wireless security modes including:

Mixed 802.11n, 802.11b, and 802.11g - Select if you are using a mix of 802.11n, 11g, and 11b wireless clients.
Mixed 802.11n and 802.11g - Select if you are using a mix of 802.11n and 802.11g wireless clients.

5GHz:
Select one of the following:

802.11a Only - Select if all of your wireless clients are 802.11a.
802.11n Only - Select only if all of your wireless clients are 802.11n.
802.11n and 802.11a - Select if you are using both 802.11b and 802.11g wireless clients.
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Enable Auto The Auto Channel Scan setting can be selected to allow the DGL-4500 to choose the channel with the least amount of
Channel Scan: interference.

Wireless Channel: Indicates the channel setting for the DGL-4500. By default the channel is set to 6. The Channel can be changed to fit the
channel setting for an existing wireless network or to customize the wireless network. If you enable Auto Channel Scan,
this option will be greyed out.

Transmission Rate: Select the transmit rate. It is strongly suggested to select Best (Auto) for best performance.

Channel Width: Select the Channel Width:
Auto 20/40 - Select if you are using both 802.11n and non-802.11n wireless devices.
20MHz - Select if you are not using any 802.11n wireless clients. This is the default setting.

Visibility Status: Select Invisible if you do not want the SSID of your wireless network to be broadcasted by the DGL-4500. If Invisible is
selected, the SSID of the DGL-4500 will not be seen by Site Survey utilities so your wireless clients will have to know the
SSID of your DGL-4500 in order to connect to it.

Wireless Security: Refer to page 65 for more information regarding wireless security.
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This section will allow you to change the local network settings of the router and to configure the DHCP settings.

IP Address:

Subnet Mask:

Local Domain:

Enable DNS Relay:

Network Settings

Enter the IP address of the router. The default IP
address is 192.168.0.1.

If you change the IP address, once you click Apply,
you will need to enter the new IP address in your
browser to get back into the configuration utility.

Enter the Subnet Mask. The default subnet mask is
255.255.255.0.

Enter the Domain name (Optional).

Uncheck the box to transfer the DNS server
information from your ISP to your computers. If
checked, your computers will use the router for a
DNS server.

(@ BASIC

WIZARD

INTERNET

WIRELESS

NETWORK SETTINGS

GAMERLOUNGE

ROUTER SETTINGS

Use this sect

o configure: the internal network settings of your router. The 1P Address that is configured here is the 1P Address
that you use ko access the Web-based management inkerface, IF you change the 1P Address here, you may need to adjust your
PC's netwinrk settings o acress the network again.

Router IP Address: [192,168.0,1
subnet Mask : [255 255,255 0
LocalDomainName: || (opijonal

Enable DNS Relay :

DHCP SERVER SETTINGS

Use this section to configure the buik-in DHCP Server to assign IP addresses to the: computers on your network,

Enable DHCP Server:

DHCP IP Address Range : _2‘ 168.0.100 to __192.16&&199
DHCP Lease Time: [1440 {minutes
or 5

Always broadc:
NetBIOS announcemenl t:
Learn NetBIOS from WAN:

NetBIOS node type : Broadcast only (use when no WINS servers configured)
Paint-to-Point (no broadcast)
Mixed-mode {Broadcast then Poink-to-Paint)

Hybrid (Paink-to-Poink then Broadcast)

ADD DHCP RESERVATION

Enable: [

Computer Name: | | ««| computer ame v |

R —

Copy Your PC's MAC Address

DHCP RESERVATIONS LIST

Enable Computer Name MAC Address IP Address

NUMBER OF DYNAMIC DHCP CLIENTS:1

Hardware Address Assigned 1P Hostname Enpires
00:18: 174 192.168.0.199 dink-557cafdoe 23 Hours 45 Minutes Revoke  Reserve

Copyright @ 2004-2006 D-Link Systems, Inc,
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DHCP Server Settings

DHCP stands for Dynamic Host Control Protocol. The router has a built-in DHCP server. The DHCP Server will automatically assign an IP
address to the computers on the LAN/private network. Be sure to set your computers to be DHCP clients by setting their TCP/IP settings
to “Obtain an IP Address Automatically” When you turn your computers on, they will automatically load the proper TCP/IP settings provided
by the DGL-4500. The DHCP Server will automatically allocate an unused IP address from the IP address pool to the requesting computer.
You must specify the starting and ending address of the IP address pool.

Enable DHCP Check this box to enable the DHCP server on your router. Uncheck to

Server:

DHCP IP Address
Range:

DHCP Lease Time:

Always Broadcast:

NetBIOS
Announcement:

Learn NetBIOS
from WAN:

NetBIOS Scope:

NetBIOS Node:

WINS IP Address:

disable this function.

Enter the starting and ending IP addresses for the DHCP server’s IP
assignment.

Note: If you statically (manually) assign IP addresses to your computers
or devices, make sure the IP addresses are outside of this range or you
may have an IP conflict.

The length of time for the IP address lease. Enter the Lease time in
minutes.

Enable this feature to broadcast your networks DHCP server to LAN/
WLAN clients.

NetBIOS allows LAN hosts to discover all other computers within the
network, enable this feature to allow the DHCP Server to offer NetBIOS
configuration settings.

Enable DHCP Server :
DHCP IP Address Range : [192,168.0.100 | to|192.166.0.199 |
DHCP Lease Time : (minutes)
Always broadcast : (campatibility for some DHCP Clients)
NetBIOS announcemen b |:|
Learn NetBIDS from WaN:
NelBIOS Scope: :| {optional)
NetBIOS node type : Broadcast only (use when no WINS servers conl Figured)
Point-to-Point (no broadcast)
Mixed-mode (Broadcast then Point-to-Paint)
Hybrid {Point-ta-Paint then Broadcast)
Primar; ¥y WINSIP Address: [0000
Secondary WINS IP Address: l:l

Use this section to configure the built-in DHCP Server bo assign IP addresses to the computers on your netwark,

Enable: [

Computer Name : | ‘ <<‘Computer Mame V‘

ADD DHCP RESERVATIDN

Enable this feature to allow WINS information to be learned from the WAN side, disable to allow manual configuration.

This feature allows the configuration of a NetBIOS ‘domain’ name under which network hosts operates. This setting has no

effect if the ‘Learn NetBIOS information from WAN'’ is activated”

Select the different type of NetBIOS node; Broadcast only, Point-to-Point, Mixed-mode, and Hybrid.

Enter your WINS IP address

D-Link DGL-4500 User Manual
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DHCP Reservation

If you want a computer or device to always have the same |IP address assigned, you can create a DHCP reservation.
The router will assign the IP address only to that computer or device.

Note: This IP address must be within the DHCP IP Address Range.

Enable: Check this box to enable the reservation.

Enable: [
Computer Name: Enter the computer name or select from the .
i Computer Name : | | =:::|Cu:|mputer Marne v|
drop-down menu and click <<. 1P Address :
. MacAddess: |
IP Address: Enter the IP address you want to assign to the -
Aot
computer or device. This IP Address must be — i
within the DHCP IP Address Range. =
MAC Address: Enter the MAC address of the computer or
deVice- Enable Computer Mame MAC Address IP Address
Copy Your PC’s If you want to assign an IP address to the
MAC Address: computer you are currently on, click this button Hardware Address Assigned IP Hostname Expires
to populate the fields. 00 16: 17: 44 4a:F0 192.168.0.199 dlirk-557c6fdoe 23 Hours 45 Minutes Rewoke  Reserve
pop

Save: Click Save to save your entry. You must click
Save Settings at the top to activate your
reservations.
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Virtual Server

The DGL-4500 can be configured as a virtual server so that remote users accessing Web or FTP services via the public
IP address can be automatically redirected to local servers in the LAN (Local Area Network).

The DGL-4500 firewall feature filters out unrecognized packets to protect your LAN network so all computers networked
with the DGL-4500 are invisible to the outside world. If you wish, you can make some of the LAN computers accessible
from the Internet by enabling Virtual Server. Depending on the requested service, the DGL-4500 redirects the external
service request to the appropriate server within the LAN network.

The DGL-4500 is also capable of port-redirection meaning incoming traffic to a particular port may be redirected to a
different port on the server computer.

Each virtual service that is created will be listed at the bottom of the screen in the Virtual Servers List. There are
pre-defined virtual services already in the table. You may use them by enabling them and assigning the server IP to
use that particular virtual service.

For a list of ports for common applications, please visit http://support.dlink.com/fag/view.asp?prod_id=1191.
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This will allow you to open a single port. If you would like to open a range of ports, refer to page 32.

Enable: Check this box to enable the rule. GAMERLOUNGE

Name: Enter a name for the rule or select an application
from the drop-down menu. Select an application

and click << to populate the fields. ADVANCED STATUS
ADVANCED

YIRTUAL SERYER

The Yircual Server option allows vou to define a single public port on your router For redirection to an internal LAN IP Address and

IP Address: Enter the IP address of the computer on your _ T p———
IOCal network that you Want to aIIOW the inCOming P—— Prwte L.C\p if required. This Featur is useful Forostlng online services such as FTP ar Web Servers.
service to. If your computer is receiving an |P [ camerue

address automatically from the router (DHCP), |

SPECIAL APPLICATIONS

ACCESS CONTROL

you computer will be listed in the “Computer | wesrure E:""'“ |D ! |
» MAC ADDRESS FILTER ame : Application Name  +
Namel drop-down menu. Select your computer |5 1e s |  ormtor e ]
and C“Ck <<. INBOUND FILTER Protocol : l:l
ADVANCED WIRELESS Public port : l:l
. _ WISH Private port : l:l
Protocol Type: Select TCP, UDP, or Both from the drop-down | ————— N
menu. ADYANCED NETWORK Inbound Filker : | allow all w
-

Private Port/ Enter the port that you want to open next to Private

Public Port: Port and Public Port. The private and public ports
are usually the same. The public port is the port
seen from the Internet side, and the private port
is the port being used by the application on the
computer within your local network.

YIRTUAL SERVER LIST

Name IP Address Protocol / Ports Schedule Inbound Filter Edit Delete

Copyright © 2004-2006 D-Link Systems, Inc,

Schedule: The schedule of time when the Virtual Server
Rule will be enabled. The schedule may be set to
Always, which will allow the particular service to
always be enabled. You can create your own times
in the Tools > Schedules section.

Inbound Filter: Select Allow All (most common) or a created
Inbound filter. You may create your own inbound
filters in the Advanced > Inbound Filter page.
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Application Rules

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony and
others. These applications have difficulties working through NAT (Network Address Translation). Special Applications
makes some of these applications work with the DGL-4500. If you need to run applications that require multiple
connections, specify the port normally associated with an application in the “Trigger Port” field, select the protocol type
as TCP or UDP, then enter the firewall (public) ports associated with the trigger port to open them for inbound traffic.

The DGL-4500 provides some predefined applications in the table on the bottom of the web page. Select the application
you want to use and enable it.

Enable:

Name:

Trigger:

Traffic Type:

Firewall:

Traffic Type:

Schedule:

Check this box to enable the rule. GAMERLOUNGE

Enter a name for the rule. You may select a
pre-defined application from the drop-down

menu and click <<. ADVANCED ——
Thls IS the port used to trlgger the appllcatlon It ::::::t:i::::nnu”s This option is used to opEn smg\_e ar multiple ports on your router when the router senses data sent to the Internet on a "trigger”
Can be elther a Slngle port OI’ a range of ports e port or port range. Special Applications rules apply to all computers on your internal network,
Select the protocol of the trigger port (TCP, UDP, =
or BOth) WEE FILTER Enable: ]
MAC ADDRESS FILTER Neme: | | [ appication tame v

This is the port number on the Internet side [~ T i 9] | |

. . . INBOUND FILTER rewallports: [1cp | | |
that will be used to access the application. You | aovascen wireiess Schedule
may define a single port or a range of ports.  |wsu
You can use a comma to add MUlple POMLS OF e s e
port ranges APPLICATION RULES

Enable Rule Name Trigger Ports Firewall Ports Schedule Edit Delete

Select the protocol of the firewall port (TCP, UDP, or Both).

The schedule of time when the Application Rule will be enabled. The schedule may be set to Always, which will allow the
particular service to always be enabled. You can create your own times in the Tools > Schedules section.
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Enable:

Name:

IP Address:

TCP/UDP:

Schedule:

Inbound Filter:

Gaming

This will allow you to open a single port or a range of ports.

Check this box to enable the rule.

Enter a name for the rule or select an application
from the drop-down menu. Select an application
and click << to populate the fields.

Enter the IP address of the computer on your local
network that you want to allow the incoming service
to. If your computer is receiving an IP address
automatically from the router (DHCP), you computer
will be listed in the “Computer Name” drop-down
menu. Select your computer and click <<.

Enter the TCP and/or UDP port or ports that you
want to open. You can enter a single port or a range
of ports. Separate ports with a common.

Example: 24,1009,3000-4000

The schedule of time when the Virtual Server Rule
will be enabled. The schedule may be set to Always,
which will allow the particular service to always be
enabled.You can create your own times in the Tools
> Schedules section.

Select Allow All (most common) or a created
Inbound filter. You may create your own inbound
filters in the Advanced > Inbound Filter page.

YIRTUAL SERYER

SPECIAL APPLICATIONS

GAMING

GAMEFUEL

EOUTING

ACCESS CONTROL

WEB FILTER

MAC ADDRESS FILTER

FIREWALL

INBOUND FILTER

ADYANCED WIRELESS

WISH

PROTECTED SETUP

ADYANCED NETWORK

GAMERLOUNGE

ADVANCED STATUS

This option is used ko open multiple ports or a range of ports in your router and redirect data through those ports to a single PC
on your network. This feature allows you ko enter ports in various formats including, Port Ranges (100-150), Individual Ports {80,
68, 658), or Mixed { 1020-5000, 683},

ADD GAMING RULE

Enabled: [7]

Name : | | ((lAppli[at\Dn Hame \'l

1P Address : | | <<|Camputer Name Vl

TCP Ports : |:|
UDP Ports : |:|

Schedule : _Qlways hd

Inbound Filter :

Enabled Name  IP Address TCP Ports UDP Ports Schedule Inbound Filter Edit Delete

Copyright © 2004-2006 D-Link Systems, Inc.
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GameFuel

The GameFuel option helps improve your network gaming performance by prioritizing applications. By default the
GameFuel settings are disabled and application priority is not classified automatically.

Enable GameFuel: This option is disabled by default. Enable this option for better GAMERLD
performance and experience with online games and other
interactive applications, such as VolP.

ADVANCED STATUS

Automatic This option is enabled by default. This will allow your router
Classification: to automatically determine the network priority of running |5

programs. P
(T Enable GameFuel :
Dynamic This option should be enabled when you have a slow Internet === Automatic Clasiication:
i 1 . . . Dynamic Fragmentation :
Fragmentation: uplink. It helps to reduce the impact that large low priority [mcsoss e utomatic Uplink Spee
network packets can have on more urgent ones. N :Ik: .
::::NCEDWIRELESS Connection Type : |Autn-datact v
= = . . . . Detected kDSL or Mo
Automatic Uplink This option is enabled by default when the GameFuel option  |rreremsne Other Frame Relay Network:
Speed: is enabled. This option will allow your router to automatically
determine the uplink speed of your Internet connection. Enable: [
Name: [

Priority: || (1 265, 255 is the lowest priority)

Measured Uplink This displays the detected uplink speed. e }il << ‘
Speed: ;ncal:n::zange: : :m} }
Manual Uplink The speed at which data can be transferred from the router =3 | - |
Speed: to your ISP. This is determined by your ISP. ISP’s often speed
as a download/upload pair. For example, 1.5Mbits/284Kbits. vme proty Local P Ronge cemote 7 Bonae ratocal s pots
Using this example, you would enter 284. Alternatively you can
test your Up“nk Speed with a service such as WWW.dSIreports. Copyright © 2004-2006 D-Link Systems, Inc.
com.

Connection Type: By default, the router automatically determines whether the underlying connection is an xDSL/Frame-relay network or some
other connection type (such as cable modem or Ethernet), and it displays the result as Detected xDSL or Frame Relay Network.
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If you have an unusual network connection in which you are actually connected via xDSL but for which you configure either
“Static” or “DHCP” in the Internet settings, setting this option to xDSL or Other Frame Relay Network ensures that the router
will recognize that it needs to shape traffic slightly differently in order to give the best performance. Choosing xDSL or Other
Frame Relay Network causes the measured uplink speed to be reported slightly lower than before on such connections, but
gives much better results.

Detected xDSL: When Connection Type is set to automatic, the automatically detected connection type is displayed here.
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Enable:

Name:
Destination IP:
Netmask:
Gateway:

Metric:

Interface:

Routing

Use the routing option to define fixed routes to specific destinations.

Check this box to enable the rule.

Enter a name for the rule.

Enter the destination IP address or network address.
Enter the destination subnet mask.

Enter the destination’s gateway |IP address.

Enter the route’s priority. The higher the number the lower
the priority.

Select LAN or WAN from the drop-down menu.

SPECIAL APPLICATIONS

il uLnL[]l.l"GE

ADVANCED

STATUS

GAMING

GAMEFUEL

ROUTING

ACCESS CONTROL

WEB FILTER

MAC ADDRESS FILTER

FIREWALL

INBOUND FILTER

ADYANCED WIRELESS

WISH

PROTECTED SETUP

ADD ROUTE

Enable :

Mame :
Destination IP :
Netmask :
Gateway :
Metric :

Interface:

= e

O
L
L1
L1
L
]

WAN W

ADVANCED NETWORK

ROUTES LIST

Name Destination IP

Netmask Gateway

Metric Intetface

Copyright @ 2004-2006 D-Link Systems, Inc.
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Access Control

The Access Control section allows you to control access in and out of your network. Use this feature as Parental Controls
to only grant access to approved sites, limit web access based on time or dates, and/or block access from applications
like P2P utilities or games.

Add Policy: Click the Add Policy button to start the Access GAMERLOUNGE
Control Wizard.

ADVANCED STATUS

The Access Control option allows you to corkrol access in and out of your netwark, Uss this Festure s Access Controls o only
arank access to approved sites, imit web access based on time or dates, and/or block inkernet access For applications like P2P
GAMING utiities or games,

EEEEEEEE [ saveseitings [l Dont save Settinss
EEEEEEEEEEEEE ACCESS CONTROL

Enable Access Control :

MAC ADDRESS FILTER
Add Policy

LLLLLLLL

nnnnnnnnnnnnn

POLICY TABLE

ADYANCED WIRELESS
wisH Enable Policy Machine Filtering Logged Schedule

ADYANCED NETWORK

Copyright @ 2004-2006 D-Link Systems, Inc.

Access Control Wizard

Clle Next to continue with the wizard.

This wizard will guide you through the following steps to add a new policy for Access Control.

Step 1 - Choose a unique name For your policy

Step 2 - Select a schedule

Step 3 - Select the maching to which this policy applies
Step 4 - Select filkering method

Step 5 - Select filkers

Step 6 - Canfigure Web Access Logging

3 =3 B EZE

D-Link DGL-4500 User Manual 37



Section 3 - Configuration

Access Control Wizard (continued)

Enter a name for the policy and then click Next to continue.

Select a schedule (I.E. Always) from the drop-down menu
and then click Next to continue.

Enter the following information and then click Next to
continue.

* Address Type - Select IP address, MAC address, or
Other Machines.

* |IP Address - Enter the IP address of the computer
you want to apply the rule to.

STEP 1: CHOOSE POLICY NAME

| pov Qv | o [ concel

STEP 2: SELECT SCHEDULE

thoose a schedule to apply to this policy.

Details :

[ e [ e [ cove [ concel

STEP 3: SELECT MACHINE

Select the machine to which this policy applies.

Specify & machine with s IP or MAC address, or select "Other Machines” for machines that da not have a palicy.

Address Type: &) 1p O maC O Other Machines

IP Address: | | << Computer Hame v
Machine address: [ | .
l:nw\'wpc‘s
Machine

| ercr QW ree oo [ concel
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Access Control Wizard (continued)

Select the filtering method and then click Next to continue.

Enter the rule:

Enable - Check to enable the rule.

Name - Enter a name for your rule.

Dest IP Start - Enter the starting IP address.
Dest IP End - Enter the ending IP address.
Protocol - Select the protocol.

Dest Port Start - Enter the starting port number.
Dest Port End - Enter the ending port number.

To enable web logging, click Enable.

Click Save to save the access control rule.

STEP 4: SELECT FILTERING METHOD

Select the methed for filtering.

Method: () |oguweb dccess Only O Block Al Access @ Block Some Access

Apply Web Filter: [

Apply Advanced Port Filters: ]

3 B3 EER

STEP 5: PORT FILTER

Add Port Filters Rules.

Specify rules ta prohibit access to specfic 1P addresses and ports.

Enable Name Dest IP Dest 1P Pratocol
Start End
O | [ooo | [esossassass | [y v
O [ | [o.o.co | |esmassemmess | [any v
o | [p.o.0a | [essessemsess | [any v
O [ | lopoo | [emasmemmess | [any v
O [ | loooo | [essessessess | [amy v
O [ | lopoo | emamsessess | (e v
0O [ | loooo | [essessessess | [any v
O [ | oooo | [essossassass | [y v
= X 3

Dest
Port
Start

Jo0onoon
HEEERRAE

Dest
Port
End

STEP 6: CONFIGURE WEB ACCESS LOGGING

Web Access Logging: (& Disabled

© Enabled

=2 3 B3 =N
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Website Filters

Website Filters are used to allow you to set up a list of allowed Web sites that can be used by multiple users through
the network. To use this feature select to Allow or Deny, enter the domain or website and click Add, and then click
Save Settings. You must also select Apply Web Filter under the Access Control section (page 37).

Add Website Select Allow or Deny.
Filtering Rule:

GHIlIER

Website Filtering Enter the keywords or URLs that you want to
List: allow or deny and then click Add. R

STATUS

YIRTUAL SERVER

The Web Filter option allows you to set up a list of alowed YWeb sites that can be used by multiple users. When Web Filker is
enabled, all Wweb sites not listed on this page will be blocked. To use this feature, you musk also select the "apply Web Filker”
GAMING checkbox in the Access Contral section,

SPECIAL APPLICATIONS

ROUTING
WEB FILTER

@ alLow O DENY

MALC ADDRESS FILTER

FIREWALL
WEBSITE FILTERING LIST

IMNBOUND FILTER

PO I L Website URL/Domain : |:| m

WISH URL Delete
WI-FI PROTECTED SETUP

ADYANCED NETWORK

Copyright @ 2004-2006 D-Link Syskems, Inc,
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MAC Address Filters

Use MAC (Media Access Control) Filters to allow or deny LAN (Local Area Network) computers by their MAC addresses
from accessing the Network. You can either manually add a MAC address or select the MAC address from the list of
clients that are currently connected to the Broadband Router.

Configure MAC Select Turn MAC Filtering Off, allow MAC GAMERLOUNGE
Filtering: addresses listed below, or deny MAC addresses
listed below from the drop-down menu.

MAC Address: Enter the MAC address you would like to filter. ADVANCED STATUS
To find the MAC address on a computer, please
refer to the Networking Basics section in this = |[y=mes seeve

SPECIAL APPLICATIONS

The MAC {Media Access Controller) Address filker option is used to contral netwark access based on the MAC Address of the
network adapter. & MAC address is a unique ID assigned by the manuFacturer of the network adapter. This Feature can be

man Ua' . GAMING configured to ALLOW or DEMY networkfInternet access.
GAMEFUEL Save Settings Don't Save Settings

DHCP Client: Selecta DHCP client from the drop-down menu | 2™

ACCESS CONTROL

MALC FILTERING SETUP

and CI ICk << to Copy that MAC Add ress. SOESALIES Configure MAC Filkering below:
MAC ADDRESS FILTER | Turn MAC Filkering OM and DENY computers listed ko access the network, ‘
Add: Click to add the rule.

ADYANCED WIRELESS

MAC address : || ‘ 2 |Computer Tame Vl

WISH

PROTECTED SETUP

ADYANCED NETWORK

‘u

MALC FILTERING RULES

MACL Address Name Delete

Copyright © 2004-2006 D-Link Systems, Inc,
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Enable SPI:

NAT Endpoint
Filtering:

Anti-Spoofing:

Enable DMZ Host:

IP Address:

Firewall Settings

A firewall protects your network from the outside world. The D-Link DGL-4500 offers a firewall type functionality.

SPI (Stateful Packet Inspection, also known as dynamic packet
filtering) helps to prevent cyber attacks by tracking more state per
session. It validates that the traffic passing through the session
conforms to the protocol.

Select one of the following for TCP and UDP ports:

Endpoint Independent - Any incoming traffic sent to an open port
will be forwarded to the application that opened the port. The port
will close if idle for 5 minutes.

Address Restricted - Incoming traffic must match the IP address
of the outgoing connection.

Address and Port Restriction - Incoming traffic must match the
IP address and port of the outgoing connection.

Click to enable Anti-Spoofing protection.

If an application has trouble working from behind the router, you
can expose one computer to the Internet and run the application on
that computer. Note: Placing a computer in the DMZ may expose
that computer to a variety of security risks. Use of this option is only
recommended as a last resort.

VI

GRMERLOUNGE

SPECIAL APPLICATIONS

GAMING

GAMEFUEL

ROUTING

ACCESS CONTROL

WEB FILTER

MAC ADDRESS FILTER

FIREWALL

INBOUND FILTER

ADYANCED WIRELESS

WISH

WI-FI PROTECTED SETUP

ADVANCED NETWORK

ADVANCED STATUS

The Firewall Settings allo you ko set a single computer on your nebwork outside of the router,

Save Settings Don't Save Settings

Enable SP1:

NAT ENDPOINT FILTERING

©  Endpoint Independent
® Address Restricted
O Port And Address Restricted

UDP Endpoint Filtering :

© Endpoint Independent
O Address Restricted
@ Port And Address Restricted

TCP Endpoint Filtering :

ANTI-SPOOF CHECKING

Enable anti-spoof checking: [ ]

ion lets you set a single camputer on your netwotk outside of the router. TF you have a computer
fons successfully from behind the rovter, then you can place the computer nto the DM For

Note: Putting & computer in the DMZ may expose that compuker to a varisty of sscurity risks, Use of this option is anly
ended as a lask resort.

Enable DMZ: ]

Copyright © 2004-2008 D-Link Systems, Inc.

Specify the IP address of the computer on the LAN that you want to have unrestricted Internet communication. If this
computer obtains it’s IP address automatically using DHCP, be sure to make a static reservation on the Basic > DHCP

page so that the IP address of the DMZ machine does not change.

D-Link DGL-4500 User Manual

42



Section 3 - Configuration

Inbound Filters

The Inbound Filter option is an advanced method of controlling data received from the Internet. With this feature you
can configure inbound data filtering rules that control data based on an IP address range. Inbound Filters can be used
with Virtual Server, Port Forwarding, or Remote Administration features.

Name: Enter a name for the inbound filter rule. GCAMERLOUNGE

Action: Select Allow or Deny.

Enable: Check to enable rule. ADYANCED STATUS

[ ADVANCED

Source IP Start: Enter the starting IP address. Enter 0.0.0.0 if B
. Inb d Filter Rules
you do not want to specify an IP range. P e
GAMEFUEL Eorfgune Pt ats e s cerbel e hasen oo T ccvect g | TS e you €0
Source IP End: Enter the ending IP address. Enter e L it Vet Serven Pt Ferande o Rt bt esne T 8 4P G Spstems.Fierries can'be
255.255.255.255 if you do not want to specify WER FILTER
o 1P range
) FIREWALL Name : |:|
INBOUND FILTER Action :
Add: Click the Add button to apply your settings. ADVANCED WIRELESS - source I Konge N
You must click Save Settings at the top to o
save the Set“ngs ADYANCED NETWORK O
O
. . R O
Inbound Filter This section will list any rules that are created. -
Rules List: You may click the Edit icon to change the i
settings or enable/disable the rule, or click the O
Delete icon to remove the rule. éﬁl
Clear

INBOUND FILTER RULES LIST

Name Action Source IP Range

Copyright @ 2004-2006 D-Link Systems, Inc.
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Transmit Power:

Beacon Period:

RTS Threshold:

Fragmentation

Threshold:

DTIM Interval:

802.11d:

WMM Function:

Short GI:

WDS Enable:

Advanced Wireless Settings

Set the transmit power of the antennas.

Beacons are packets sent by an Access Point to

synchronize a wireless network. Specify a value.

100 is the default setting and is recommended.

This value should remain at its default setting of
2346. If inconsistent data flow is a problem, only
a minor modification should be made.

The fragmentation threshold, which is specified
in bytes, determines whether packets will be
fragmented. Packets exceeding the 2346 byte
setting will be fragmented before transmission.
2346 is the default setting.

(Delivery Traffic Indication Message) 3 is the
default setting. ADTIM is a countdown informing
clients of the next window for listening to
broadcast and multicast messages.

ADVANCED

TUAL SERVER

SPECIAL APPLICATIONS

GAMING

GAMEFUEL

ROUTING

ACCESS CONTROL

WEE FILTER

MALC ADDRESS FILTER

FIREWALL

INEDUND FILTER

ADYANCED WIRELESS

WISH

PROTECTED SETUP

ADYANCED NETWORK

i ILI]'I.[] I.'" GE

ADVANCED

If wau are not Familiar with these Advanced Wireless settings, please read the help section before attempting to madify these

settings.

Save Settings Don't Save Settings

STATUS

ADVANCED WIRELESS SETTINGS

Transmit Power :

Beacon Period :

RTS Threshold :
Fragmentation Threshold :
DTIM Interval :

#§02.11d Enable :

WMM Enable :

Short GI':

WDS Enable :

{20..1000)
(0,.2347)
(256, .2346)

D!!DI

This enables 802.11d operation. 802.11d is a wireless specification developed to allow implementation of wireless networks in
countries that cannot use the 802.11 standard. This feature should only be enabled if you are in a country that requires it.
Note: Transmit power is regulated by international standards and users are forbidden to change its maximum limit.Regarding
the frequency of 802.11d, every country limits the frequency range used within its territory.Consumers are only allowed to
purchase products that operates with the country regulated frequency.

WMM is QoS for your wireless network. This will improve the quality of video and voice applications for your wireless

clients.

Check this box to reduce the guard interval time therefore increasing the data capacity. However, it’s less reliable and may

create higher data loss.

Check this box to enable WDS.

D-Link DGL-4500 User Manual
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WISH Settings

WISH is short for Wireless Intelligent Stream Handling, a technology developed to enhance your experience of using
a wireless network by prioritizing the traffic of different applications.

Enable WISH: Enable this option if you want to allow WISH to prioritize GRMERLOUNGE
your traffic.

HTTP: Allows the router to recognize HTTP transfers for many

K i . L ADVANCED STATUS
common audio and video streams and prioritize them above |[E
Other traffiC. SUCh Streams are frequently Used by digital :;:Z;I:LL::‘::A"DNS WISH (wireless Intelligent Stream Handling) prioritizes the traffic of various wireless applications.
media players. GainG
Windows Media Enables the router to recognize certain audio and video [~ Frotle WIsH:
Center: streams generated by a Windows® Media Center PC and to  [recaossre | emy—m—m—"
prioritize these above other traffic. Such streams are used [
. . windows Media Center:  [¢]
by systems known as Windows® Media Extenders, such as | AUROMBNIE: [ (it re method by aryiing e
the Xbox 360. —
. ) . . Enable: []
Automatic: When enabled, this option causes the router to automatically Name: [ ]
. g . . 3 . Priority : | Background (BK) v
attempt to prioritize traffic streams that it doesn’t otherwise protocol: ||
recognize, based on the behavior that the streams exhibit. : H :
. . - . . Host 1 Port Range : .
This acts to deprioritize streams that exhibit bulk transfer Host 2 1P Range: | K ]
characteristics, such as file transfers, while leaving - Host 2 Port Range: | || |
interactive traffic, such as gaming or VolP, running at a =
normal priority.
Name Priority Host 1 IP Range Host 2 IP Range :rn:n(ul i/

WISH Rules: AWISH Rule identifies a specific message flow and assigns
a priority to that flow. For most applications, the priority classifiers ensure the right priorities and specific WISH Rules are
not required.

WISH supports overlaps between rules. If more than one rule matches for a specific message flow, the rule with the highest
priority will be used.

D-Link DGL-4500 User Manual 45



Section 3 - Configuration

Name: Create a name for the rule that is meaningful

to yOU. Enable: [

Name :

Priority: The priority of the message flow is entered here.

e s . Priovity : | Background (BK)
The four priorities are defined as:

Protocol : I:l
F
F
:
F

Host 1 IP Range

BK: Background (least urgent)
BE: Best Effort.

VI: Video

VO: Voice (most urgent)

Host 1 Port Range

Host 2 IP Range

Host 2 Port Range

[ros e

Protocol: The protocol used by the messages.

Host IP Range: The rule applies to a flow of messages for
which one computer’s IP address falls within
the range set here.

Host Port Range: The rule applies to a flow of messages for
which host’s port number is within the range
set here.

Add: Click to add the rule.
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Wi-Fi Protected Setup (WPS) System is a simplified method for securing your wireless network during the “Initial setup

Protected Setup

7

as well as the “Add New Device” processes. The Wi-Fi Alliance (WFA) has certified it across different products as well
as manufactures. The process is just as easy, as depressing a button for the Push-Button Method or correctly entering
the 8-digit code for the Pin-Code Method. The time reduction in setup and ease of use are quite beneficial, while the
highest wireless Security setting of WPA2 is automatically used.

Enable:

Lock Wireless
Security Settings:

PIN Settings:

Current PIN:

Reset PIN to
Default:

Generate New PIN:

Enable the Wi-Fi Protected Setup feature.

Locking the wireless security settings prevents the
settings from being changed by the Wi-Fi Protected
Setup feature of the router. Devices can still be
added to the network using Wi-Fi Protected Setup.
However, the settings of the network will not change
once this option is checked.

A PIN is a unique number that can be used to add
the router to an existing network or to create a new
network. The default PIN may be printed on the
bottom of the router. For extra security, a new PIN
can be generated. You can restore the default PIN at
any time. Only the Administrator (“admin” account)
can change or reset the PIN.

Shows the current value of the router’s PIN.

Restore the default PIN of the router.

YIRTUAL SERYER

SPECIAL APPLICATIONS

GAMING

GAMEFUEL

EOUTING

ACCESS CONTROL

WEE FILTER

MAC ADDRESS FILTER

FIREWALL

INBOUND FILTER

ADYAMCED WIRELESS

WISH

PROTECTED SETUP

aniicnt

ADVANCED STATUS

‘Wi-Fi Protected Setup is used ko easily add devices to a network using a PIN or button press, Devices must support Wi-Fi
Protected Setup in order ko be configured by this method.

Save Settings Don't Save Settings

WI-FI PROTECTED SETUP

Enable :

Lock Wireless Security Settings :

PIN SETTINGS (ADMINISTRATOR ACCESS ONLY)

Current PIN:

Reset PIN to Default Generate New PIN

ADYANCED NETWORK

ADD WIRELESS STATION (ADMINISTRATOR ACCESS ONLY)

Add Wireless Device Wizard

Create a random number that is a valid PIN. This becomes the router’s PIN. You can then copy this PIN to the user interface

of the registrar.
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Add Wireless This Wizard helps you add wireless devices to the wireless network.
Station:
The wizard will either display the wireless network settings to guide you through manual configuration, prompt you to enter
the PIN for the device, or ask you to press the configuration button on the device. If the device supports Wi-Fi Protected Setup
and has a configuration button, you can add it to the network by pressing the configuration button on the device and then
the on the router within 60 seconds. The status LED on the router will flash three times if the device has been successfully
added to the network.

There are several ways to add a wireless device to your network. A “registrar” controls access to the wireless network. A
registrar only allows devices onto the wireless network if you have entered the PIN, or pressed a special Wi-Fi Protected Setup
button on the device. The router acts as a registrar for the network, although other devices may act as a registrar as well.

Add Wireless Start the wizard.
Device Wizard:
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UPnP Settings:

WAN Ping:

WAN Port Speed:

Advanced Network Settings

To use the Universal Plug and Play (UPnP™)
feature click on Enabled. UPnP provides
compatibility with networking equipment, software
and peripherals.

Unchecking the box will not allow the DGL-4500 to
respond to pings. Blocking the Ping may provide
some extra security from hackers. Check the box
to allow the Internet port to be “pinged”.

You may set the port speed of the Internet port
to 10Mbps, 100Mbps, or auto. Some older cable
or DSL modems may require you to set the port
speed to 10Mbps.

Multicast Check the box to allow multicast traffic to pass

streams:

through the router from the Internet.

ADVANCED

YIRTUAL SERYER

SPECIAL APPLICATIONS

GAMING

GAMEFUEL

ROUTING

ACCESS CONTROL

WEE FILTER

MALC ADDRESS FILTER

FIREWALL

INBOUND FILTER

ADYANCED WIRELESS

WISH

PROTECTED SETUP

ADYANCED NETWORK

GAMERLOUNGE

ADVANCED STATUS

IF you are nat Familiar with these Advanced Metwork settings, please read the help section before attempting to modify these
setkings,

Save Settings Don't Save Settings

Universal Plug and Play {(UPnP) supports peer-to-peer Plug and Play functionality for network devices.

Enable UPRP :

Allow Users to disable Internet
Access:

Allow Users to modify Virtual
Server Mappings :

1f you enable this feature, the WAaN port of your router will respond to ping requests from the Internet that are
sent to the WAN IP Address.

Enable WAN Ping Respond: ]
¥WAN Ping Inbound Filter =

Details : ‘,quow all ‘

WAN PORT SPEED

WAN Port Speed : | auto 10/100Mbps

MULTICAST STREAMS

Enable Multicast Streams: ]

PPPOE PASS THROUGH

Enable PPPoE Pass Through:

D-Link DGL-4500 User Manual
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Admin Password:

User Password:

Gateway Name:

Enahle HTTPS
Server:

Remote
Management:

Remote Admin
Port:

Inbound Filter:

Administrator Settings

This page will allow you to change the Administrator and User passwords. You can also enable Remote Management.
There are two accounts that can access the management interface through the web browser. The accounts are admin
and user. Admin has read/write access while User has read-only access. User can only view the settings but cannot
make any changes. Only the admin account has the ability to change both admin and user account passwords.

Enter a new password for the Administrator Login Name. The
administrator can make changes to the settings.

Enter the new password for the User login. If you login as
the User, you can only see the settings, but cannot change
them.

Enter a name for the DGL-4500 router.

Check this option to enable HTTPS server through remote
management.

Remote management allows the DGL-4500 to be configured
from the Internet by a web browser. A username and
password is still required to access the Web-Management
interface. In general, only a member of your network can
browse the built-in web pages to perform Administrator tasks.
This feature enables you to perform Administrator tasks from
the remote (Internet) host.

The port number used to access the DGL-4500.

Example: http://x.x.x.x:8080 whereas x.x.x.x is the Internet
IP address of the DGL-4500 and 8080 is the port used for
the Web Management interface.

[&Y TooLs
ADMIN

TIME

SYSLOG

EMAIL SETTINGS

SYSTEM

GAMERLOUNGE

ADVANCED STATUS

The ‘admin’ and 'uset' accounts can access the management interface. The admin has readjwrite access and can change
passwords, while the user has read-only access,

By default there is o password configured. It is highly recommended that you create a password b kesp your router secure

Save Settings Don't Save Settings

FIRMWARE

ADMIN PASSWORD

DYNAMIC DNS

SYSTEM CHECK

SCHEDULES

Please enter the same password into both boxes, for confirmation.

USER PASSWORD

Please enter the same password into both boxes, for confirmation.

Gateway Name : 0 jnk Systems DEL-4501

ADMINISTRATION

Enable HTTPS Server: [

Enable Remote Management : [ ]

Remaote Admin Port : :l Use HTTPS ;
Remote Admin Inbound Filter = | allow Al

Details: gy al

This section will list any rules that are created. You may click the Edit icon to change the settings or enable/disable the rule,

or click the Delete icon to remove the rule.
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The Time Configuration option allows you to configure, update, and maintain the correct time on the internal system
clock. From this section you can set the time zone that you are in and set the Time Server. Daylight Saving can also

Time Settings

be configured to automatically adjust the time when needed.

Time Zone:

Daylight Saving:

Enable NTP
Server:

NTP Server Used:

Select the Time Zone from the drop-down
menu.

To select Daylight Saving time manually, select
enabled or disabled, and enter a start date and
an end date for daylight saving time.

NTP is short for Network Time Protocol. NTP
synchronizes computer clock times in a network
of computers. Check this box to use a NTP
server. This will only connect to a server on the
Internet, not a local server.

Enter the NTP server or select one from the
drop-down menu.

To manually input the time, enter the values
in these fields for the Year, Month, Day, Hour,
Minute, and Second and then click Set Time.
You can also click Copy Your Computer’s Time
Settings.

ADMIN

TIME

SYSLOG

EMAIL SETTIMNGS

S¥STEM

FIRMWARE

DYNAMIC DN

S¥STEM CHECK

SCHEDULES

ADYANCED STATUS

Time Configuration

The Time Configuration option allows you ko canfigure, update, and maintain the carrect time on the internal system clock. From
this section you can set the time zane that you are in and set the MTP {Mebwork Time Protocol) Server. Daylight Saving can also
be configured to automatically adjust the time when needed.

Save Settings Don't Save Settings

TIME CONFIGURATION

Current Router Time @ Saturday, January 31, 2004 2:06:41 PM

Time Zone : | (1GMT-02:00) Pacific Time (US/Canada), Tijuana w |
Enable Daylight Saving: [

Daylight Saving Offset :
Daylight Saving Dates :
Month Week Day of Week Time

DST Start
05T End

AUTOMATIC TIME CONFIGURATION

Enable NTP Server: []

SET THE DATE AND TIME MANUALLY

Date And Time :
Haour Minke second M v

Copy Your Computer's Time Settings
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SysLog

The Broadband Router keeps a running log of events and activities occurring on the Router. You may send these logs
to a SysLog server on your network.

Enable Logging to Check this box to send the router logs to a
SysLog Server: SysLog Server.

SysLog Server IP The address of the SysLog server that will be
Address: used to send the logs. You may also select ADVANCED STATUS

your computer from the drop-down menu (only Ewm ]

if receiving an IP address from the router via  |*"™

TIME

The SysLog options allow vou to send log information ko a SysLog Server,

D H C P) N SYSLOG Save Settings ;
EMAIL SETTINGS
SYSTEM SYSLOG SETTINGS

FIRMWARE Enable Logging To Syslog
Server;

L
DY¥MNAMIC DNS

Syslog Server IP Address :
SYSTEM CHECK ysiog |U-U-U-U | £ |Computer Marmne v|

SCHEDULES

Copyright & 2004-2006 D-Link Systems, Inc,
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Enable Email
Notification:

From Email
Address:

To Email Address:

SMTP Server
Address:

Enable

Authentication:

Account Name:

Password:

On Log Full:

On Schedule:

Schedule:

Email Settings

The Email feature can be used to send the system log files, router alert messages, and firmware update notification
to your email address.

When this option is enabled, router activity logs
are e-mailed to a designated email address.

This email address will appear as the sender
when you receive a log file or firmware upgrade
notification via email.

Enter the email address where you want the
email sent.

Enterthe SMTP server address for sending email.
If your SMTP server requires authentication,
select this option.

Check this box if your SMTP server requires
authentication.

Enter your account for sending email.
Enter the password associated with the account.
Re-type the password associated with the

account.

When this option is selected, logs will be sent
via email when the log is full.

Selecting this option will send the logs via email
according to schedule.

ADMIN

TIME

SYSLOG

EMAIL SETTINGS

S¥STEM

FIRMWARE

DY¥MNAMIC DNS

S¥STEM CHECK

SCHEDULES

ADVANCED

Email Settings

STATUS

The Email Feature can be used to send the system log files, router alert messages, and firmware update notification to your emai
address,

Save Settings Don't Save Settings
ENABLE

Enable Email Notification: [

EMAIL SETTINGS

From Email Address : l:l

To Email Address : I:l

SMTP Server Address : l:l
Enable Authentication :

Account Name : l:l

Password : l:l

Yerify Password : l:l

EMAIL LOG WHEN FULL OR ON SCHEDULE

On Log Full :

0n Schedule :

Schedule :

Details :

This option is enabled when On Schedule is selected. You can select a schedule from the list of defined schedules. To create

a schedule, go to Tools > Schedules.

D-Link DGL-4500 User Manual

53




Section 3 - Configuration

Save Settings to
Local Hard Drive:

Load Settings
from Local Hard
Drive:

Restore to Factory
Default Settings:

Rehoot Device:

System Settings

Use this option to save the current router
configuration settings to a file on the hard disk
of the computer you are using. First, click the
Save button. You will then see a file dialog,
where you can select a location and file name
for the settings.

Use this option to load previously saved
router configuration settings. First, use the
Browse control to find a previously save file
of configuration settings. Then, click the Load
button to transfer those settings to the router.

This option will restore all configuration settings
back to the settings that were in effect at the
time the router was shipped from the factory.
Any settings that have not been saved will be
lost, including any rules that you have created. If
you want to save the current router configuration
settings, use the Save button above.

Click to reboot the router.

TIME

SYSLOG

EMAIL SETTINGS

SYSTEM

FIRMWARE

DYNAMIC DNS

SYSTEM CHECK

SCHEDULES

GAMERLOUNGE

ADVANCED STATUS

The System Settings section allows wou ta reboot the device, or restore the router ko the Factory default settings, Restaring the
urit ta the Factary default settings will erase all settings, including any rules that wou have created.

The current syskem settings can be saved as a file onto the local hard drive. The saved file or any other saved setting file created
by device can be uploaded inko the unit.

SYSTEM SETTINGS
Save To Local Hard Drive :

Load From Local Hard Drive : | |[ Browse... |

Restore Configuration from File
Restore To Factory Default = Restore Factory Defaults

Restore all settings to the Fackory defaults,

Reboot The Device : Reboot the Device
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Update Firmware

You can upgrade the firmware of the Router here. Make sure the firmware you want to use is on the local hard drive of
the computer. Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support
site for firmware updates at http://support.dlink.com. You can download firmware upgrades to your hard drive from the
D-Link support site.

Firmware Click on Check Online Now for Latest Firmware 0
. . . . . ulluan.L[mﬂﬁ_E
Upgrade: Version to find out if there is an updated firmware;
if so, download the new firmware to your hard
drive.

ADVANCED STATUS
Browse: After you have downloaded the new firmware, |[&
click Browse to locate the firmware update on | s

Use the Firmware section to install the |atest firmware code to improve functionality and performance.

H H TIME
yOU r hard d rlve . C | ICk U pload tO Com plete the P If wou would like to be notified when new Firmware is released, place a checkmark in the box next o Email Motification of Newer
. Firrmeare Version,
firmware upgrade.
SYSTEM

Notifications Check Automatically Check Online for Latest |

DYNAMIC DNS

Options: Firmware Version to have the router check | Current Fimuware Version: 1.00
. . . . Current Firmware Date: 2007/08/16
automatically to see if there is a new firmware |[scueues Latest Firmeare Yersion: 1.0
u pg rade . Mewer firmware version is available. Click here to download it.

FIRMWARE UPGRADE

Check Email Notification of Newer Firmware
Version to have the router send an email when parade, be sure t5 save the. corrent config stion oo the Tocle = Adrin sereens oo oo 2
th e I'e IS a neW fl rmwa re aval |ab|e . To upgrade the firmware, your PC must have a wired connection to the router. Enter the name of the firmware

upgrade file, and click on the Upload button.

Upload: | |(Erowse... |

FIRMWARE UPGRADE NOTIFICATION OPTIONS

Automatically Check Online For
Latest Firmware Yersion :

Email Notification of Newer [
Firmware Yersion :
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DDNS:

Server Address:

Host Name:

Username or Key:
Password or Key:
Timeout:

Status:

Dynamic DNS

The DDNS feature allows you to host a server (Web, FTP, Game Server, etc...) using a domain name that you have
purchased (www.whateveryournameis.com) with your dynamically assigned IP address. Most broadband Internet
Service Providers assign dynamic (changing) IP addresses. Using a DDNS service provider, your friends can enter in
your domain name to connect to your server no matter what your IP address is.

Dynamic Domain Name System is a method of
keeping a domain name linked to a changing IP
Address. Check the box to enable DDNS.

Choose your DDNS provider from the drop
down menu.

Enter the Host Name that you registered with
your DDNS service provider.

Enter the Username for your DDNS account.
Enter the Password for your DDNS account.
Enter a time (in hours).

Displays the current status.

TIME

S¥SLOG

EMAIL SETTINGS

S¥STEM

FIRMWARE

DYNAMIC DNS

S¥STEM CHECK

SCHEDULES

GAMERLOUNGE

ADVANCED

Dynamic DNS {DDNS)

The DONMS Feature allows you ta host a server (Web, FTP, Game Server, etc...) using a domain name that you have purchased
(i, whateveryournameis. com) with vour dynamically assigned IP address. Mast broadband Internet Service Praviders assign
dynamic {changing) IP addresses. Using a DDMS service pravider, your friends can enter your host name to connect ko your game
server no matter what your IP address is.

Sign up for D-Link's Free DDMS service at v, DLIOKDDMS, cam

Save Settings Don't Save Settings

STATUS

DYNAMIC DNS

Enable Dynamic DNS :
Server Address :

Host Name :

Username or Key :
Password or Key :
Yerify Password or Key :
Timeout :

Status:

O

[ncefned ] <<

| | (e.g.: me.mydomain.net)
Fe ] thous)

Disconnect

D-Link DGL-4500 User Manual



Section 3 - Configuration

System Check

Ping Test: The Ping Test is used to send Ping packets to test if a G

computer is on the Internet. Enter the IP Address that you
wish to Ping, and click Ping.

ADVYANCED STATUS

Ping Results: The results of your ping attempts will be displayed here. ﬁ
T Ping Test sends "ping" packets ko test a computer on the Internet.

SYSLOG

EMAIL SETTINGS

SYSTEM Host Name or IP Address : :

FIRMWARE

DYNAMIC DNS

SYSTEM CHECK i
Enter a host name or IP address above and dick 'Ping

SCHEDULES

Copyright © 2004-2006 D-Link Systems, Inc.
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Name:

Days:

Time:

Add:

Schedule Rules
List:

Schedules

Enter a name for your new schedule.

Select a day, a range of days, or All Week to
include every day.

Check All Day - 24hrs or enter a start and end
time for your schedule.

Click Add to save your schedule. You must click
Save Settings at the top for your schedules to go
into effect.

The list of schedules will be listed here. Click the
Edit icon to make changes or click the Delete
icon to remove the schedule.

ADMIN

TIME

S¥SLOG

EMAIL SETTINGS

SYSTEM

FIRMWARE

DYNAMIC DMS

S¥STEM CHECK

SCHEDULES

GHIMERLOUNGE

ADVANCED

STATUS

The Schedule configuration option is used ko manage schedule rules For various Firewall and parental contral features

ADD SCHEDULE RULE

MName :
O sun
Aall Day - 24 hrs = O
StartTime: [12 |,
End Time : -

H

Day(s}: O allwesk & Select Dayis)

Omon OO 7ue Owed OOthe Ord O sat

ICI m (hourminute, 12 hour time)
ICI m ({hour:minute, 12 hour time)

Elear

SCHEDULE RULES LIST

Name

Day(s) Time Frame

Copyright @ 2004-2006 D-Link Systems, Inc,
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Device Information

This page displays the current information for the DGL-4500. It will display the LAN, WAN (Internet), and Wireless
information.

If your Internet connection is set up for a Dynamic IP address then a Release button and a Renew button will be
displayed. Use Release to disconnect from your ISP and use Renew to connect to your ISP,

If your Internet connection is set up for PPPoE, a Connect button and a Disconnect button will be displayed. Use
Disconnect to drop the PPPoE connection and use Connect to establish the PPPoE connection.

GAMERLOUNGE

General: Displays the router’s time and firmware version.

ADVANCED STATUS

WAN: Displays the MAC address and the public IP settings for the router. 8 sTATUS

nnnnnnnnnn

xxxxxxxx

uuuuuuu

LAN: Displays the MAC address and the private (local) IP settings for the
router.

Wireless LAN: Displays the wireless MAC address and your wireless settings such as
SSID and Channel.

LAN Computers: Displays computers and devices that are connected to the router via
Ethernet and that are receiving an IP address assigned by the router
(DHCP).

IGMP Multicast Displays the Multicast Group IP Address.
Memberships:
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