PHICOMM

User Manual

Wireless Nano Router

M1

User Manual /V1.0



Copyright Statement

PHICOMM is the registered trademark of Shanghai Feixun Communication Co., Ltd. Other
trademark or trade name mentioned herein are the trademark or registered trademark of the
company. Copyright of the whole product as integration, including its accessories and software,
belongs to Shanghai Feixun Communication Co., Ltd. Without the permission of Shanghai
Feixun Communication Co., Ltd., individual or party is not allowed to copy, plagiarize, imitate or
translate it into other languages.

All the photos and product specifications mentioned in this manual are for references only, as
the upgrading of software and hardware, there will be changes. And if there are changes,
PHICOMM is not responsible for informing in advance. If you want to know more information

about our products, please visit our website at www.phicomm.com.


http://www.feixun.com.cn/�

Wireless Nano Router

www.phicomm.com
CONTENTS

Chapter 1: INtroducCtion ........cooeiiiiiii i eeenas 1
ProdUcCt OVEIVIEW ......ucuceiiiininiincssesiissssssssssssssssssssssssssssssssssssssssssens 1
MAIN FEATUIES ...ttt sssssssssssssssssssssssssssesssssssssssanes 2
Chapter 2: Operating Mode Introduction ......................... 1
Chapter 3: Installation .......coooemiiiiiii e e 3
PhySical CONNECTION ...ttt ssss s sssssssssssssassens 3
Configure the Computer’s IP ADAress .......eeeenenenesesssessnsessseseesennes 3
SETUP WIZAId ..ottt ses s ses s ssssssessssassessssessesassanes 13
Chapter 4: Router Configuration ...........c.coiiviiiiviin.... 20
BASIC SETHING ettt sesss s sstsssssssssesssssssenes 20
OPEratiNng MOGE ...t ssssssssssssssssssssssssssssssssssssssassssssns 21
[INTEINET SETLINGS .ttt sss st sssssssssssssssssssssssssssssssssssssssssesans 21
Wireless BasiC SETHINGS.......cvvrrrrneeretretsetssissssssssssssssessessesssssssssssssssasssssssssssssssssassassanes 22
Wirel@ss SECUNItY SETHINGS...vvnirrirereisssrsisssssissssisssssssssssssssssssssssssssssssssssssssssssssssans 25
RUNNING STATUS ettt sssissssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssas 27
EXPEIT SETHING .ottt ssssss s sesss s sssssssssssesssssssnes 27
NETWOIK SETEINGS ...ttt ssss st s sassassasssessessessessassassassanses 28
WirEIESS SEILINGS ...evevrteetereiererssineteetes st ssssss s s ses s s ssasssssssssssssssssessassassassassanns 29

DHCP SEIVEN ... eeeeerieireisensisiessessessesasessesssasessssssessessesssssssssssssssssssssssssnsssssssssssssssssssans 32

Table of Contents



Wireless Nano Router

www.phicomm.com
NAT .oooveveessssssssssssssss s s s 33
SECUIY OPTIONS .. viieieeririseireisenisissiseisessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssenes 36

ACCESS CONTION ..ttt st s s ssssssssssssssssssssssssssssssssssssssanns 38
ROULING SETEINGS..ouiueiiricrreiresesieiseisesessssisesssssssssesssssessssssssssssssssssssssssssssssssssssssssssssssssens 39

[P BandWidth CONTIOL ...t sssssssssssssssssssssssssssssssssssssssses 40

[P -and MAC BiNAING ...ieririninenenessississsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 40

SYSTEM TOOS..eierireiereireireisssiseisssssissssssissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssses 41
LOGQOUL...ccitictictsistseisieisisss s ssssssssssssssssssssssssssssssssssssassssasssssssssessssesssssssssesssssssssessssenas 45
Chapter 5: Specification..........cooiiiiiiiiii i 46
Appendix A: Troubleshooting ........ccoveiiiiiiiiiiiiiiiinaan... 47
Appendix B: Certification ..........ccviviiiiiiiiii i, 48
FCC STAtEMENT ...ttt ssssssssssssssssssssssssssssssssssssssssssns 48

CE MArk WarNing .....ceeeeeesecsiesiessesssssssssssssssssssssssssessssssssssssssssssessessessans 49
AppendixX C: GloSSary......ouue e 50

Table of Contents



) Wireless Nano Router
www.phicomm.com

Chapter 1: Introduction

Product Overview

Thank you for choosing M1 Wireless Nano Router.

The Wireless Nano Router is an all-in-one router, ideal for creating a highly efficient mobile office
or entertainment network at any time. Small enough to fit in the average pocket, the router is
uniquely suited to provide robust wireless networking to travelers, students, or anyone else for
work or play. It supports multiple operating modes such as AP, Router, Repeater, Bridge and
Client, helping you to extend wireless range and to boost the wireless signal. You can enjoy the
convenience of wireless network in home, office, hotel or any other place with this compact and
portable router.

Front Panel
LIGHT
LED Status Description
On The system is normal
SYS
Blinking There is a successful connection on the LAN/WAN port
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Rear Panel

i LAN/WAN
e
® RESET

LAN/WAN: This Ethernet port can be used as a LAN or WAN port.
USB: Connect to your USB device.

Reset: Long press and hold the button for 8 seconds, the Router will reboot to its factory default

settings.

Main Features

e |EEE 802.11n, wireless speed up to 150Mbps
« Travel-sized design, lightweight, great for home or travel user
e USB port can be used for charging the Smart Phone

e Built-in firewall featured with IP, MAC, URL Filtering and ARP attack prevention to protect
your PC

e Supports multiple operation modes in different environment
e Supports WEP, WPA/WPA2-Enterprise, WPA /WPA2-Personal
*  Backward compatible with 802.11b/g product

Chapter 1: Introduction
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Chapter 2: Operating Mode Introduction

This Wireless Nano Router supports five operation modes: AP (Access Point), Router, Repeater,

Bridge and Client. By default, the operation mode is AP.

In AP mode, it extends your existing hardwired network to your wireless clients.

\

Phone

Tablet

Laptop /

Wireless Network

In Router mode, you can connect it to your modem to access the internet.

o Router Phone

\

Tablet

=

\ Laptop /

Wireless Network

ADSL Modem
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In Repeater mode, it can extend the coverage of your root wireless router, boost the wireless
signal strength.

Wireless Router Repeater (((
SSID:AAAA SSID:AAAA
Phone
))) Tablet
Laptop

In Bridge mode, it can wirelessly connect two or more remote LANs which also support Bridge

mode together.

Wireless Router Bridge (((
SSID:AAAA SSID:BBBB
Phone
(€
’)) | Tablet
Laptop
In Client mode, it acts as a wireless network adapter.
Desktop Client Wireless Router

Chapter 2: Operating Mode Introduction
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Chapter 3: Installation

Physical Connection

Please refer to Chapter 2.

Configure the Computer’s IP Address

For Windows XP/2000

1) Click Start > Control Panel.

. b My Recent Documents #
¥ E-mail

Outlook E :
utlook Express -f} My Pictures

v W KLay j My Music

| Internet -) My Documenkts
Internet Explorer

g’ My Compuker

-
g My Network Places

Q‘;ﬁ HyperTerminal
E—' Cantrol Panel

Adobe Acrobat 8

Set Program Access and

Professional DefFaults
= ™ Printers and Faxes
S Shorkout ko SecureCRT ]
ﬁ'—*-
o |
£ ii B ipersnapDX 5 g Help and Support

all Programs D 7] Run...

@| Log CFF |ﬁ| Turn OFF Computer

i4 start

Wireless Nano Router
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2) Select and double click Network Connections.

B Control Panel

File  Edit Wiew Favorikes

Tools

Help

@Back - IJ @3 pSearch r{:‘ Folders v

Wireless Nano Router

Address Gﬂ' Control Panel

E:" Control Panel

@ Switch to Category Yiew

See Also

‘ Windows Update
@) Help and Support

¢ =

Accessibiity  Add Hardware

Options

s i W
W
Fants

Folder Options

N <

Metwark Setup NYIDIA nYiew
‘Wizard Deskbop M.,

e 3

Reqional and  Scanners and
Language ... Cameras

& 8

Taskbar and  User Accounts
Start Menu

D W W

&dd or Administrative  Aukomatic
Remoy, .. Tools Updates

Game
Controllers

2

Intarnet
Options

i

Kevboard

)

MYWIDIA
Maodem ..,

2 0 9

Scheduled Security
Tasks Center

e <

‘Windows
Firewveall

Faxes

p

Sounds and Speech

Sudio Devices

Wireless
Metwork, Set..,

3) Right click Wireless Network Connection and then select Properties.

Disable

¥Yiew Available Wireless Networks
Skatus
Repair

Bridge Connections

Zreate Shorkcut
Delete
Rename

Chapter 3: Installation
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Phone and  Power Options  Prinkers and

_ﬁ Lacal Area Connection
*“_“kn:al:ule unplugged, Fire. ..

i_Ie FE Family Conkro..,,

Realtek HD
Sound EFF...

o

System
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4) Select Internet Protocol (TCP/IP) and click Properties.

L Wireless Network Connection 13 Properties

General | ‘wireless Metworks | Advanced i

Connect using:
B8 802110 USE Wirsless LAN Card #2

Thiz connection uses the following iterms:

[

S AEGIS Protocol IEEE 802.1:) v3.7.5.0
S RTLE185 Mazz Production Protocol Program
Internet Protocal [TCR/IF]

| ]

£ | B

Inztall... Urinztall Froperties k

Dezcription

Transmizzion Control Protocaol/intemnet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Show icon in notification area when connected
Matify e when thiz connection has imited or ho connectiviy

[ Ok ][ Cancel ]

5) Select Use the following IP address and Use the following DNS Server addresses. The IP
address put in 192.168.0.X (like 192.168.0.100), Subnet mask put in 255.255.255.0, Default

gateway leave it blank. Then click OK, and then click OK again.

Internet Protocol (TCP/IP) Properties

General |

You can get [P settingz azsigned automatically if wour netwark, supparts
thiz capability. Othenwize, you need to ask pour netwark. administrator for
the appropriate P settings.

{7 Obtain an IP address automatically
(%) Use the following |IP address:
IP address: [ 132 168, 0 100 |

Subriet mask: | 55255, 2657, 1 |

Default gatevay: | : ; : |

o SEIVET 3 5 ALLOrT

(%) Use the follawing DMS server addresses:

Freferred DNS zarver: | . . . |

Altemate DNS zerver; | , . : |

I ak. ,\‘J[ Cahicel ]
2%

Chapter 3: Installation



PHICOMM

www.phicomm.com

6) Right click on Wireless Network Connection again, choose View Available Wireless

Networks.

LAM or High-Speed Internet

wiireless Metwork Conneckion 13 Local Area Connection

Wok connected, Fi . = P *—ged, Fire...
L g iz Disable Contra...
¥iew Available Wireless Networks k
Skatus
Repair

Bridge Connections

Zreate Sharkouk
Deleke
Rename

Properties

7) Click Refresh network list, search for PHICOMM_XXXXXX, highlight on it and then click
Connect button.

5 Wireless Network Connection 13

P Choose a wireless network

'=; Refresh network: list Click an item in the list below to connect to a wireless network in range or to get mare
information.

.,—;_E'. Set up a wireless network PHICOMM_085050
for a home or small office

ou might need to enter additional

Related Tasks

Wi Learn about wireless

networking
Change the order of mtkemp
preferred networks (ti})
@g hange advanced ?f_ Security-enabled wireless network (WPAZ) II[II][I
setkings mtkguest
(ti}) &
Unsecured wireless nebwork III][I[I
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8) You can see a windows pop up requires for a Network key, you can find the network key from
the label attached on the Wireless Nano Router or the package box. Put in the network key
and then click Connect.

Wireless Metwork Connection

The network 'PHICOMM_0S5050' requires a nebwork, key (also called a WEFR key or WPS
keyy, & network key helps prevent unknown intruders from connecking ko this network,

Type the key, and then click Connect.

Metwork key: |"uuu |

Confirm network key: |.....". |

Zonneck RJ [ Cancel ]

9) After you putin the correct network key, you can see it showing connected.

559 Wireless Metwork Connection 13 £|
R e Choose a wireless network
g‘ Refresh nebwork lisk Click, an itern in the list below ko connect o a wireless network in range or to get more
information.
..—_'_’f‘], Set up a wireless netwaork (,: }) PHICOMM_085050 Connected iﬂf ﬁ
for a home or small office i ) |
'i Security-enabled wireless network (WPAZ) III!!
Related Tasks (ti}) mtkemp
fy Learn about wireless 'r Security-enabled wireless network (WPAZ) III[II]
networking
(l: }) mtkguest =
ﬂ? Change the order of g
preferred networks Unsecured wireless network III[I[I
'“:f Change advanced
settings
|
Canneck

Chapter 3: Installation
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For Windows Vista/7

1) Click Start>Control Panel.

—
lE" Getting Started

Calculator

Sticky Notes

% Snipping Tool

% Remote Desktop Connection
&lr Magnifier

.J Solitaire

@1 Windows Fax and Scan

» Al Programs

| |Search programs and files

2) Click Network and Internet.

. . 53 » Control Panel »

Adjust your computer's settings

Wireless Nano Router

product
Documents
Pictures
Music
Games
Computer
Control Panel
LS
Devices and Prir
Default Programs

Help and Support

| Shut down E

- |Search Control Pane!

7

View by: Category v

| View network status and s

Review your computer's status r@Add of remove user accounts
Back up your computer
Find and fix problems

Systemn and Security % User Accounts and Family Safety
'@ Set up parental controls for any user

Appearance and Personalization
Network and Interngt % Change the theme
_ Change desktop background
Adjust screen resolution

Cheose homegroup and § Network and Internet
Check network status and change
Hardware and Sour] settings, set preferences forsharing | Clock, Language, and Region

View devices and printers| files and computers, configure Change keyboards or other input methods
Add a device Internet display and connection, and Change display language

more.
Programs Ease of Access

Let Windows suggest settings

Uninstall a pregram
Optimize visual display

Chapter 3: Installation
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3) Click Network and Sharing Center.

? - @ » Control Panel » MNetwork and Internet » - Search Control Panel

Contrel Panel Home

tl- Network and Sharing fenter
a2 View network status and tas|
Add a wireless device to thel

= etwork computers and devices
DEE A SR Network and Sharing Center
#» Metwork and Internet Check network status, change
network settings and set preferences
Hardware and Sound Q% HomeGroup o p

Choose homegroup and sh for sharing files and printers.

Programs
Internet Options

User Accounts and Family h h
ange your homepage

Safety

Appearance and
Personalization

Delete browsing histery and cookies

Manage browser add-ons

Clock, Language, and Region

Ease of Access

4) Go to Change Adapter Settings (win7)/Manage Network Connections (Vista).

% . Lt » Control Panel » Metwork and Inte + Network and S| Center - Search Control Panel Fel

Control Panel Home . . . . . ®
View your basic network information and set up connections
Change adapter settings &.‘ & 0 Seefull map
Change advancE sharin
= 2 PRODUCT-PC Network Intemet
(This computer)
View your active networks Connect or disconnect
Network Access type: Internet
Public network Connections: [ Local Area Connection
Change your networking settings
dii Setup a new connection or network
-
~ Setup a wireless, breadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
y Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPM network connection,
Cheose homegroup and sharing eptions
Access files and printers located on other network computers, or change sharing settings.
@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
See also
HomeGroup
Internet Options
Windows Firewall
e —— =
——
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5) Right click Wireless Network Connection, choose Properties.

[ [E=FE)
K\ )% £ » Control Panel » Network andInternet + Network Connections » ~ Search Network Connections P

Organize v Connect To Disable this network device Diagnose this connection Rename this connection Change settings of this connection

Wireless Nano Router

- 0 @

| Local Area Connection
_ Network cable unplugged

6) Select Internet Protocol Version 4 (TCP/IPv4) and click Properties.

xK &7 Realtek PCle FE Family Controller

| | Wireless Network Connection | !: Wireless Network Connection 2
| & .
Not connected
% <llll 502110 USB Wircless L4 &) Disable I WiFi Miniport A..

Connect / Disconnect
Status

Diagnose
@ Bridge Connections

Create Shortcut
Delete
% Rename

% Properties .

&
[ Wireless Metwork Connection Properties

==

Metworking | Sharing |

Connect using:
| ¥ 80211n USB Wireless LAN Card |

This connection uses the following items:

9% Clignt for Microsoft Networks

o8l 065 Packet Scheduler

.l':i,l File and Prirter Sharing for Microsoft Metworks
i |ntemet Protocol Version 6 (TCP/1PwE)
IS Intemet Protocol Version 4 (TCP/1Pv4)
i Link-Layer Topology Discovery Mapper 1/0 Driver
i Link-Layer Topaology Discovery Responder

istall.. | | Uninstal | | Propetties M
Description
Transmission Control Protocol/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networks.

0K || Cancel
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Wireless Nano Router

7) Select Use the following IP address and Use the following DNS Server addresses, the IP
address putin 192.168.0.X (like 192.168.0.100), the Subnet mask put in 255.255.255.0, the

Default gateway leave it blank, then click OK, and then click OK again.
=)

.
Internet Protocol Version 4 (TCP/IPv4) Properties

e

General

‘You can get IP settings assigned automatically if your network suppaorts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

() Obtain an IF address automatically
@ Use the following IP address:

IP address: 192 . 168 . 0 . 100

Subnet mask: 255 ,255 .255 . 0
Default gateway:

Obtain DMS server address automatically
(@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DMS server:

[7] validate settings upon exit

[ DK!}][Cancell

8) Right click on Wireless Network Connection again, choose Connect/Disconnect.

-

[ L 1

Connect [ Dis-cumljg:l
Status

Diagnose
'@' Bridge Connecticns

Create Shortcut

Delete
'@' Rename
'@' Properties

Wireless Metwork Connection | l: Wireless Metwork Connection 2
Mot connected : —
80211n USE Wireless LAN Car| %  Disable

Miniport A..

Chapter 3: Installation m
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9) Click Refresh network list, search for PHICOMM_XXXXXX, highlight on it and then click
Connect button.

Currently connected to:

Metwork
Mo Internet access

Wireless Metwork Connection

.

M

: Connect i i
M

mtkemp !ﬂ]]

PHICOMM_0E5050

001

mtkguest ﬁ!'ﬂ

Other Network !!!]]

Open Metwork and Sharing Center

10) You can see a windows pop up requires for a Network security key, you can find the key from
the label attached on the Wireless Nano Router or the package box. Put in the network

security key and then click OK.

Type the network security key

Security key: (C3455A2F

[ Hide characters

| oK Qj | Cancel

Chapter 3: Installation
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r@ Connect to a Network ﬂ1

Connecting to PHICOMM_085050...

L R — J

==

—_——

11) After you put in the correct network security key, you can see it showing connected.

Currently connected to:

Unidentified network
Mo Internet access

Wireless Network Connection
PHICOMM_085050 Connected
001

ful0

mtkemp

mtkguest

Cther Metwork

Open Metwork and Sharing Center

Setup Wizard

After successful installation, you can go ahead to configure the router by log in the web
management page, please follow these instructions step by step:
1) Open your web browser, in the address bar, type in 192.168.0.1

Tindows Internet Ezplorer

e 192.168.0.1] v > |[x

Chapter 3: Installation
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2) You are prompt to enter the Username/Password (preset as admin/admin) which you can
found on the label attached to the router, click Login.

PHICOMM

Username: |admin |

Password: |esess |

[ Remember my password

Login Cancel

3) After successful login, you can see the web management page of the router comes up, please
go to Setup Wizard on the left side menu.

» Setup Wizard Setup Wizard

v Basic Setting This Setup Wizard can help you configure the basic network parameters to access the Internet.
Operating Mode

- . eaa Wizard setting
Wireless Basic Settings

You can set basic network parameters of Internet access in this wizard.

Wizard setting

» Expert Setting

Note: If it is the first time you log in the web management page, only Wizard Setting option
comes up. However, if you have changed any settings, you can see there is one more option

Manually Setting, if you click on Manually Setting, you can quickly choose your operating
mode and then save it.

» Setup Wizard Setup Wizard

~ Basic Setting This Setup Wizard can help you configure the basic network parameters to access the Internet.
Operating Mode

Wizard setting

You can set basic network parameters of Internet access in this wizard.

Running Status

Wizard setting

» Expert Setting

» Logout Manually setting

You can manually set your netwaork connection required.

Manually setting

Chapter 3: Installation
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Click on Manually Setting.

» Setup Wizard Operating Mode
v Basic Setting In this page, you can set up your access to the Internet mode
Operating Mode
Create a wireless network in your place.
Wireless ® AP yourp
O Router Connect to your modem to access internet.
O Repeater Extend your wireless range, boost wireless signal strength.
O Bridge Create a wireless connection with another AP/Router.
» Expert S
O Client Wired connected to network devices, work as a wireless network adapter.
» Logout
| Save | | Cancel |

Click on Wizard setting.

» Setup Wizard Setup Wizard
¥ Basic Setting @ AP Create a wireless network in your place.
Operating Mode O Router Connect to your modem to access internet.
Wireless Basic Settings C Repeater Extend your wireless range, boost wireless signal strength.
ttings O Bridge Create a wireless connection with another AP/Router.
O Client Wired connected to network devices, work as a wireless network adapter.
Expert Setting
Logout | Back | | Mext

a) Choose AP mode.

Setup Wizard Setup Wizard

Basic Setting

. AP Mode
Operating Mode

Wireless Status

SSID |PHICOMM 085050 |

-
5

Running Status

» Expert Setting

O Disable wireless security
@ WPA-Personal WPA2-Personal

Security Mode C3455A2F (8-63 ACSII characters or 8-64 hexadecimal characters)
» Logout O WEP
| |[asci v
| Back Il Next |

The SSID is the wireless network name of the AP, you can give it a different name, and we

recommend you choose WPA-Personal/WPA2-Personal as your Security Mode.

b) Choose Router mode.

Setup Wizard

‘ WAN Connection Type:

Dynamic IP (DHCP) |

| Back Il Next

Running Status

Static IP
PPFOE

Chapter 3: Installation
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Dynamic IP(DHCP)

» Setup Wizard
etting

Operating Mode

Static IP

» Setup Wizard

¥ Basic Setting
Operating Mode
Wireless Basic Settings
Wireless Security Settings
Running Status

» Expert Setting

» Logout

PPPOE

» Setup Wizard
¥ Basic Setting
Operating Mode
Wireles
Wireles
Running Status
» Expert Setting

» Logout

Click on Next.

» Setup Wizard

¥ Basic Setting
Operating Mode
Internet Settings
Wireless Basic Settings
Wireless Security Settings

Running Status

» Expert Setting

» Logout

Setup Wizard

Wireless Nano Router

‘ WAN Connection Type:

| [ Dynamic IP (DHCP) v

[ Back I

Mext

Setup Wizard

WAN Connection Type:

| | static IP |

Static IP

IP Address

Subnet Mask

Default Gateway

Primary DNS Server

Secondary DNS Server

Back ||

Mext

Setup Wizard

WAN Connection Type:

PPPoE Mode

Username

Password

Verify Password

Back I

et

Setup Wizard

Router Mode

Wireless Status

SSID [PHICOMM 085050 |

& Disable wireless security
O WPA-Personal \WPA2-Personal

Security Mode C3455A2F (8-63 ACSIl characters or 8-64 hexadecimal characters)
O WEP
| |[ascil v
| Back /| Next |

The SSID is the wireless network name of the router, you can give it a different name, and we

recommend you choose WPA-Personal/WPA2-Personal as your Security Mode.

Chapter 3: Installation
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¢) Choose Repeater mode.

» Setup Wizard .
_ Setup Wizard
¥ Basic Setting
) Repeater Mode
Operati
Wireless Status Enabled +
Wireles
MNetwork Name (SSID) [PHICOMM 085050 | [ Scan |
BSSID | |
» Expert Setting Security Policy
» Logout Security Mode ‘ |WF’A2—PSK Personal v
WPA
WPA Encryption OTKIP @ AES OTKIP+AES
Password C3455A2F
| Back | ] Next |

Click on Scan button, it will show the site list of scanning result, please find your main AP’s SSID,

then highlight the corresponding row, and then click Save.

Station Site Survey

Please find the SSID of your main AP, then highlight the corresponding row.

Site Survey
S5ID BSSID Channel Encryption
O 10 34:BD-F9:02:00:56 g WPA2-PSK
| Save |l Rescan |

After that, the values you selected will be filled in the Network Name (SSID) and BSSID
automatically. Choose the security mode and encryption type according to the wireless network

you'd like to connect, and enter the password. Click Next to apply the settings.

Chapter 3: Installation



PHICOMM

) Wireless Nano Router
www.phicomm.com

d) Choose Bridge mode.

» Setup Wizard .
_ Setup Wizard
~ Basic Setting
) Wireless Basic Setting
Operating Mode
Wireless Status Enabled |+
Netwark Name (SSID) | |
® Disable wireless security
. O WPA-Personal WPA2-Personal
» Expert Setting ) )
Security Mode |:| (8-63 ACSII characters or 8-64 hexadecimal characters)
» Logout O WEP
| |[asch v
Bridge Mode
Bridge's SSID [PHICOMM 085050 | [ Scan]
Bridge's BSSID | |
Security Policy
Security Mode ‘ |WF'A2-F'SK Persanal v
WPA
WPA Encryption OTKIP ®AES OTKIP+AES
Password C3455A2F
| Back | Next |

The SSID is the wireless network name of the bridge, you can give it a different name, and we
recommend you choose WPA-Personal/WPA2-Personal as your Security Mode.

e) Choose Client mode.

» Setup Wizard .
_ Setup Wizard
¥ Basic Setting
) Client Mode
Operating Mode
Wireless Status Enabled
Wireless Basic Setting
Wireless Sec ettings Network Name (SSID) |PH|COMM 085050 | | Scan |
Running Status BSSID | |
» Expert Setting Security Palicy
» Logout Security Mode ‘ |WF'A2-F'SK Personal v
WPA
WPA Encryption OTKIP @ AES OTKIP+AES
Password C3455A2F
| Back | | Next |

The SSID is the wireless name of the Client, you can give it a different name, and we recommend
you choose WPA-Personal/WPA2-Personal as your Security Mode.
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Wireless Nano Router

Click on Next, and then click Finish.

» Setup Wizard Setup Wizard

¥ Basic Setting

) Congratulations! You have successfully completed the basic network settings, you can access the internet now.

Operating Mode e .
Click "Finish” to close the wizard.

Wireless Basic Settings

Wireless Security Settings Back | | Finish

Running Status

» Expert Setting

* Logout
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Wireless Nano Router

Chapter 4: Router Configuration

Basic Setting

The Basic Setting section helps you to configure the Wireless Nano Router to access the

Internet.

The submenus are different under different operating mode.

For AP and Bridge Mode:

For Router Mode:

For Repeater and Client Mode:

Click any of them, you will be able to configure the corresponding function.

* Basic Setting

Operating Mode

Wireless Basic Settings

Running Status

Basic Setting
Operating Mode
Internet Settings

Wireless Basic Settings

Running Status

Basic Setting

Operating Mode

Wireless Basic Settings

Running Status
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Operating Mode

» Setup Wizard Operating Mode
~ Basic Setting In this page, you can set up your access to the Internet mode
Operating Mode
Wireless Basic Settings ® AP Create a wireless network in your place.
O Router Connect to your modem to access intermet.

Wireless Security Settings

; Repeater Extend your wireless range, boost wireless signal strength.
Running Status O Rep y g g g

. O Bridge Create a wireless connection with another AP/Router.
» Expert Setting g
O Client Wired connected to network devices, work as a wireless network adapter.
» Logout
| Save | | Cancel |

Please choose the appropriate mode according to your requirement, it support AP, Router,

Repeater, Bridge and Client mode.

AP: In this mode, the device allows wireless communication devices to connect to a wireless
network by using WIFI. The Ethernet port and the wireless port both work as LAN ports.
Router: In this mode, the device enables multiuser to share Internet via ADSL/Cable Modem.
The wireless port share the same IP to ISP through Ethernet WAN port. The Wireless port acts the
same as a LAN port while at AP Router mode.

Repeater: The Repeater relays signal between its stations and the root AP for greater wireless
range, it can boost wireless signal strength.

Bridge: This mode bridges the AP and another AP also in bridge mode to connect two wired
LANSs.

Client: In Client mode, it will act as a wireless station to enable wired host(s) to access wireless
AP.

Internet Settings

» Setup Wizard Internet Settings
¥ Basic Setting WAN Connection Type ‘ Dynamic IP(DHCP) » | Auto Detect |
Operating Mode . .
perating 2 MTU Size (in bytes) ‘ 1500 (Default: 1500. D4 Static P s necessary.)
Internet Settings
= [0 Manually configure the DNS Server PPPoE
Primary DNS Server C I 1]

Secondary DNS Server I:I l:l I:I l:l (Optional)

Running Status

» Expert Setting

| Save | | Cancel |

» Logout

This submenu only comes up under Router mode.

WAN Connection Type: To make sure the connection type your ISP provides, please refer to
your ISP for more information.

Dynamic IP (DHCP): Connections use dynamic IP address assignment, it means your ISP is
running a DHCP server.
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Static IP: Connections use static IP address assignment, it means your ISP provides a static or
fixed IP Address, Subnet Mask, Gateway and DNS setting.

PPPoE: Connections requires a username and a password.

MTU Size (in bytes): The default MTU (Maximum Transmission Unit) value is 1500 Bytes.
Sometimes you need to modify the MTU required by your ISP.

Manually configure the DNS server: Check this one if your ISP gives you one or two DNS IP
addresses. Otherwise, leave it unchecked, the DNS servers will be assigned from ISP dynamically.
Primary DNS Server: Enter the DNS IP address in dotted-decimal notation provided by your ISP.
Secondary DNS Server: Enter another DNS IP address in dotted-decimal notation provided by
your ISP.

Note: If you get Address not found error when you access a website, it is likely that your DNS
servers are set up improperly. You should contact your ISP for correct DNS server addresses.

Wireless Basic Settings

a) AP and Router Mode

Wireless Basic Settings

¥ Basic Setting Router Mode

Operating ] Wireless Status @ Enabled O Disabled
Internet Settings Network Name (SSID) [PHICOMM 085050 |
Wireless Basic Settings Country | European Union vl
Wireless Security Settings Channel Current: 6
Running Status ] -

e Wireless Mode | 11b/g/n mixed mode Vl

» Expert Setting -
= Channel Bandwidth 20/40MHz |+

» Logout

Sideband for Control
Channel (40Mhz only)

AP Isolation (O Enabled & Disabled
SSID Broadcast ®Enabled O Disabled
e

| Save | | Cancel |

Wireless Status: Choose Enable to enable the wireless function of the router, choose Disable to
disable the wireless function of the router.

Network Name (SSID): Enter a value of up to 32 characters. This is the wireless network name of
your AP/Router; you can give it a different name which can be easier for you to remember.

Country: Select your country from the pull-down list.

Channel: The router can choose the best channel automatically in most cases. Please try to
change the wireless channel if you notice interference problems with another nearby access
point, or the wireless performance is not as good as you expected.

Wireless Mode: If all of the wireless devices connected with this wireless router are in the same
transmission mode (e.g. 802.11b), you can choose "Only" mode (e.g. 11b only). If you have some
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devices which use a different transmission mode, choose the appropriate "Mixed" mode.
Channel Bandwidth: The bandwidth of the wireless channel, you can select 20MHz or
20/40MHz.

AP Isolation: Isolate all connected wireless stations so that wireless stations cannot access each
other through WLAN. This function will be disabled if WDS/Bridge is enabled.

SSID Broadcast: If you choose Enabled, the wireless router will broadcast its name (SSID).

b) Repeater and Client Mode

» Setup Wizard Wireless Basic Settings
~ Basic Setting Repeater Mode
Operating Mode Metwark Mame (SSID) | | | Scan |
Wireless Basic Settings BSSID | |
Running Status Security Policy
» Expert Setting Security Mode |Open M
> Logout WEP Encryption
| Save || Cancel |

Network Name (SSID): Enter a value of up to 32 characters. This is the wireless network name of
your main AP.

Click on Scan button, it will show the site list of scanning result, please find your main AP’s SSID,
then highlight the corresponding row, and then click Save.

Station Site Survey

Please find the 551D of your main AP, then highlight the corresponding row.

Site Survey
S50 BSSID Channel Encryption
@) 10 34:BD:F9:02:00:56 B WPAZ-PSK
| Save || Rescan |

BSSID: The physical address of your main AP.

Security Mode/Encryption Type: Choose the security mode and encryption type according to
the wireless network you'd like to connect, and enter the password. Click Next to apply the
settings.
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c¢) Bridge mode

» Setup Wizard

~ Basic Setting
Operating Mode
Wireless Basic Settings
ity Settings
» Expert Setting

» Logout

Wireless Nano Router

Wireless Basic Settings

Wireless Basic Setting

Metwork Name (SSID)

[PHICOMM 085050 |

Channel

11 ¥ Current: 11

Wireless Mode

| 11b/g/n mixed mode V|

Channel Bandwidth

Sideband for Control i

Channel (40Mhz only) |

SSID Broadcast ®on OO0f

Bridge Mode

Bridge's SSID [ | | Sean |

Bridge's BSSID | |

Security Policy

Security Mode |Open hd
WEP Encryption
| Save | Cancel |

Network Name (SSID): Enter a value of up to 32 characters. This is the wireless network name of

your main AP.

Channel: The router can choose the best channel automatically in most cases. Please try to

change the wireless channel if you notice interference problems with another nearby access

point, or the wireless performance is not as good as you expected.

Wireless Mode: If all of the wireless devices connected with this wireless router are in the same

transmission mode (e.g. 802.11b), you can choose "Only" mode (e.g. 11b only). If you have some

devices which use a different transmission mode, choose the appropriate "Mixed" mode.

Channel Bandwidth: The bandwidth of the wireless channel, you can select 20MHz or

20/40MHz.

SSID Broadcast: If you choose Enabled, the wireless router will broadcast its name (SSID).
Bridge’s SSID: The SSID of the other AP/router you want to be bridged with.

Bridge’s BSSID: The physical address of the other AP/router you want to be bridged with.

Security Mode/Encryption Type: Choose the security mode and encryption type according to

the wireless network you'd like to connect, and enter the password. Click Next to apply the

settings.
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Wireless Security Settings

» Setup Wizard

Wireless Security Settings

Wireless Nano Router

~ Basic Setting Security Policy
Operating Mode Security Mode WPA2-Personal
N Open
Internet 5 g5
nterne n WPA Shared
Wireless Basic Settings WPA Encryption WPA-Enterprise +AES
. . o WPA-Personal
Wireless Security Settings Password WPA2-Enterprise
S WPAZ2-Personal
q g Status .
Running Statu WPAWPA2 Enterprise
» Expert Setting ’—|S WPAMWPA2-Personal

* Logout

This submenu comes up under AP, Bridge and Router mode.

Security Mode: You can choose Disable, Open, Shared, WPA-Enterprise, WPA2-Enterprise,
WPA/ WPA2-Enterprise, WPA-Personal, WPA2-Personal, WPA/ WPA2-Personal.

Mode 1: Security Mode > Disable

If you do not want to use wireless security, highlight on this option. That means other people

can connect to your wireless network without entering any password, so it may slow down your

internet speed, it's recommended strongly to choose one of the following modes to enable

security.

Mode 2: Security Mode > Open/Shared

Wireless Security Settings

» Setup Wizard

~ Basic Setting Security Policy
Operating Mode Security Mode | Open -
Internet 5 WEP Encryption Enabled
Wireles Wire Equivalence Protection (WEP)
Wireless Security Settings Default Key
Running Status WEP Key 1: | | ASCIl [» k
» Expert Setting ASCI B
WEP Key 2 - | | Hex
* Logout WEP Keys
WEP Key 3 : | | ASCII
WEP Key 4 - | | ASCII
| Save | Cancel |

Open: Select 802.11 Open System authentications.

Shared: Select 802.11 Shared Key authentications.
You can select ASCII or Hex format. ASCII Format stands for any combination of keyboard

characters in the specified length. Hex format stands for any combination of hexadecimal digits
(0-9, a-f, A-F) in the specified length.

You can enter 10 hexadecimal digits (any combination of 0-9, a-f, A-F, and null key is not
permitted) or 5 ASCII characters. Or enter 26 hexadecimal digits (any combination of 0-9, a-f, A-F,
and null key is not permitted) or 13 ASCII characters. Or enter 32 hexadecimal digits (any
combination of 0-9, a-f, A-F, and null key is not permitted) or 16 ASCII characters.
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Mode 3: Security Mode > WPA-Enterprise, WPA2-Enterprise, WPA/ WPA2-Enterprise

» Setup Wizard Wireless Security Settings

~ Basic Setting Security Policy

Operating Mode Security Mode ‘ |WF'N\.Pu’PA2-Emerprise hd

Internet Settings WPA

Wireless Basic Settings WPA Encryption ‘Omp @®AES OTKIP+AES

Wireless Security Settings Radius Server

Running Status Radius Server IP I:l l:l I:I l:l

» Expert Setting Radius Port 1812

» Logout Radius Key [ ]

| Save | | Cancel |

WPA-Enterprise: Wi-Fi Protected Access, it's based on Radius Server
WPA2-Enterprise: Wi-Fi Protected Access version 2, it's based on Radius Server

WPA/ WPA2-Enterprise: Select WPA-Enterprise or WPA2-Enterprise automatically based on
the wireless station's capability and request.

Encryption: You can select TKIP, AES or TKIP+AES.

Radius Server IP: The IP address of your Radius server.

Radius Port: The port your Radius server uses.

Radius Key: The Key of your Radius server.

Mode 4: Security Mode > WPA-Personal, WPA2-Personal, WPA/ WPA2-Personal

» Setup Wizard Wireless Security Settings

~ Basic Setting Security Policy

Operating 3 Security Mode ‘ |WF'A*"u"u’PA2-PersonaI V|

Internet 5 o5 WPA

Wireless Basic Settings WPA Encryption OTKIP @AES OTKIP+AES

Wireless Security Settings Paszword CI455A0F

Running Status

» Expert Setting = |

Cancel |

» Logout

WPA-Personal: Pre-shared key of WPA.
WPA2-Personal: Pre-shared key of WPA2.

WPA/WPA2-Personal: Select WPA-Personal or WPA2-Personal automatically based on the
wireless station's capability and request.
Encryption: You can select TKIP, AES or TKIP+AES.

Password: The password should be between 8 and 63 characters.
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Running Status

The Running Status page shows the current status of the Router.

» Setup Wizard
¥ Basic Setting

Operating Mode
Internet Settings
Wireless Basic Settings
Wireless Security Settings
Running Status

» Expert Setting

» Logout

Expert Setting

Running Status

Wireless Nano Router

Router Information

Hardware Version

vi.0

Firmware Version:

v1.0.3036

WAN

MAC Address 00:1E:E3:00:54:62
IP Address 10.10.10.10
Subnet Mask 255.255.255.0
Default Gateway 10.10.10.5

DNS Server Address

10.10.10.3 10.10.10.2

Running Time 0 day, 0 hour, 6 minutes, 28 seconds
LAN

MAC Address 00:02:1C:55:45:55

IP Address 192.168.0.1

Subnet Mask 255.255.255.0

Wireless Status

Operating Mode

Router Mode

MAC Address 00:02:1C:55:55:55
Status Enabled

SSID PHICOMM_085050
Channel Current: 11
Wireless Mode 11b/gin mixed

The submenus are different under different operating mode.

For Router Mode:

* Expert Setting

+

Metwork S

Security Options

ess Control
Routing Settin
IP Bandwidth Control
IP and MAC Binding

System Tools
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For AP, Repeater, Bridge and Client mode:

v Expert Setting

+ Network Settings

+ DHCP Server

+ System Tools

Click any of them, you will be able to configure the corresponding function.

Network Settings

- Network Settings

LAM

MAC Address Clone

LAN

» Setup Wizard LAN

¥ Basic Setting MAC Address 00:90:4C:08:40:50

Operating e IP Address - - El

Interne BS Subnet Mask 2552552550 v

Wireless B

Wireless Security Settings | Save | | Cancel |

MAC Address: The physical address of the router.

IP Address: The LAN IP Address of the router.

Subnet Mask: The Subnet Mask associated with the LAN IP Address.

Note: If you changed the LAN IP Address of the router, please log in this web management page
by the new IP address.

MAC Address Clone

» Setup Wizard MAC Address Clone

¥ Basic Setting Enabled Enabled

Operating Mode MAC Address | [ [ [ k[ [ }[ ][ Clone MyPCs Address |

Interne Note: This function applies to computers in the LAN only.

Wireles

Some ISPs require you to register the MAC Address of your computer. Choose Enabled, and then
click Clone My PC’s MAC Address, then click Save.
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Wireless Settings

- Wireless Settings

Wireless MAC Address Filter

Advanced Wireless Settings
Wireless Clients List

WDS Settings

Wireless MAC Address Filter

Wireless MAC Address Filter

» Setup Wizard

Wireless Nano Router

¥ Basic Setting

MAC Restrict Mode

Operating Mode MAC Restrict Mode
Internet Setting Disable
Wireles ings Access Policy Deny |
Wireles ) g5 Add MAC ‘ l:H:H:H:H:H:l
Running Status

~ Expert Setting Save | | Cancel |

+ Network Settings MAC Address List

- Wireless Settings NO. | MAC Address

Wireless MAC Address Filter

Advanced Wireless Settings

You can allow/deny the computers connecting to the router wirelessly by entering the MAC

address with this feature.

If you only want MAC address (00:0A:EB:00:07:5F) to access the Wireless Network while others

cannot:
1. Choose Allow for the security policy.
2. Fill MAC address 00:0A:EB:00:07:5F in and click Save.

If you want MAC address (00:0A:EB:00:07:5F) cannot access the Wireless Network while others

can:
1. Choose Deny for the security policy.
2. Filling MAC address 00:0A:EB:00:07:5F in and click Save.
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Advanced Wireless Settings

» Setup Wizard
¥ Basic Setting

Operating Mode

Wireke:

Wireless Security Settines
Runming Status

Expert Setting
Metwork Settings
Wireless Settings
Wireless MAC Address Filter

Advanced Wireless Settines

DHCP Server
MNAT
Security Options

Access Control

Routing Settings
IP Bandwidth Control
IP and MAC Binding

ystem Tools

Advanced Wireless Settings

Wireless Nano Router

Advanced Wireless parameters

802.11n Support Required

WLAM Pricrity Support

Basic Rate Set

182 Mbps |[W

Multicast Rate

Regulatory Mode

Pre-Metwork Radar Chedk

=]

In-Metwork Radar Chedk

TPC Mitigaticn {db)

Fragmentation Threshold

RTS Threshold

DTIM Interval

Beacon Interval

]

[=]

Beacon Rotation

Frzamble Type

Max Associations Limnit

XPress™ Technology

AfterBurner Technology

- = -y ERIE S 5] 5
2 (g l[&]\[5 ]|z ‘"g§-i|%’5 e [g
= |8 51
< “ g 3 <=
<
<
< l|\e

Whil Bandwidth Management

WM Support

g
<

Mo-Adinowledgement

H
<

APSD Support

g
£

WM Parameters

‘WM Configuration

This section is to configure the advanced wireless setting of the Router, if you are not familiar

with the setting items in this page, it’s strongly recommended to keep the provided default

values, otherwise it may result in lower wireless network performance.

Beacon Interval: The interval for sending packets of the Beacon frame. Its value range is 20-1000
in unit of ms. The default is 100.

DTIM Interval: It indicates the interval of the delivery traffic indication message (DTIM). The

value range is between 1 and 255 milliseconds. The default value is 1.

Fragment Threshold: Set the fragmentation threshold. Packets larger than the size set in this

field will be fragmented. Too many data packets will lower the wireless network performance.

The Fragment Threshold value should not be set too low. The default value is 2346.
RTS Threshold: Set the RTS (Request to send threshold.) threshold. When the packet size is
larger than the preset RTS size, the wireless router will send a RTS to the destination station to

start a negotiation. The default value is 2347.

Enable WMM: If you select it, the router will process the packets with the priority first. You are
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Wireless Nano Router

recommended to select this option.

Wireless Clients List

Operating Mode

Wireless Clients List

Wireless Devices
MAC Address |

Association Time Authorized WM Link Power Save APSD Default

This list shows the wireless clients of the router.

WDS Settings

» Setup Wizard
¥ Basic Setting
Operating Mode

Internet Setting

Wireless Security Settings
Running Status
v Expert Setting

+ Network Settings

Wireless Distribution System(WDS)
Basic WDS Settings
WDS Mode ‘ Repeater Mode |+
LEZ‘-," Mode E
Repeater Mode
WDs 1 Bridge Mode
Link Status
Wireless Access
Node MAC Address EH:H:H:H:H:I
| Add | | Save | | Cancel |

The WDS function can help you extend the wireless range; it supports Lazy Mode, Repeater
Mode and Bridge Mode.

Lazy Mode

» Setup Wizard

¥ Basic Setting
Operating Mode
Internet Settings

Wireless Basic Settings

Wireless Distribution System(WDS)

Basic WDS Settings
woswode |[orybose
| Add | | Save | | Cancel |

Choose Lazy Mode, you do not need to do any other configuration in this router, just click Save.

Repeater Mode and Bridge Mode

» Setup Wizard
¥ Basic Setting
Operating Mode

Internet Settings

Running Status

¥ Expert Setting

Wireless Distribution System(WDS)
Basic WDS Settings
WDS Mode |
WDS 1
Link Status
Wireless Access
Node MAC Address DI:H:H:H:H:I
Add | | Save | | Cancel |

Wireless Access Node MAC Address: Input the MAC address of the other wireless router.
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DHCP Server

- DHCP Server

DHCP
Address Reservation

DHCP Clients list

DHCP
» Setup Wizard DHCP
* Basic Setting DHCP Server O Disabled ® Enabled
Operating Mode Start IP Address - - D
Internet Settings End IP Address [192 | [168 |0 |
ings Lease Time 86400 |sec(The default value is 864 00)
GateWay [192 ] [168 1[0 ] [1 | (0ptiona)
Primary DNS Server [192 | [88 1[0 | (Optional)
Secondary DNS Server _ _ D (Optional)
+ Network Settings
+ Wireless Settings
Save | | Cancel |

- DHCP Server

If you enable DHCP server of the router, the DHCP server automatically configures the TCP/IP

protocol for each computer in the LAN.

DHCP Server: If you disable the server, please make sure you have another DHCP server in your
network.

Start IP Address: The first address in the IP Address pool.

End IP Address: The last address in the IP Address pool.

Lease Time: It is the time interval that server will change to use another DHCP address.
Gateway: (Optional) Suggest to input the IP Address of the LAN port of the Router.

Primary DNS Server: (Optional) Input the DNS IP address provided by your ISP. Or consult your
ISP.

Secondary DNS Server: (Optional) You can input the IP Address of another DNS server if your
ISP provides two DNS servers.

Note: To use the DHCP server function of the router, please configure all computers in the LAN
as Obtain an IP Address automatically mode. This function will take effect after the router

rebooted.
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Address Reservation

» Setup Wizard Address Reservation

¥ Basic Setting Set rules

IP Address I:l l:l I:l I:l

erne setings wac Adaess | (L[ HF[
Wirelass ings
| Save | | Cancel |
Running Status
~ Expert Setting | NO. | IP Address | MAC Address Delete

When you specify a reserved IP address for a PC in the LAN, that PC will always receive the same
IP address each time when it accesses the DHCP server. Reserved IP addresses could be assigned

to servers that require permanent IP settings.

IP Address: The IP address that the Router reserved.
MAC Address: The MAC Address of the PC that you want to reserve for an IP address.

DHCP Clients list

» Setup Wizard DHCP Clients list

¥ Basic Setting | Host Name | MAC Address IP Address Lease Time

Operating Mode

Internet Settings

Here you can see the information of DHCP Clients.

Refresh: Click Refresh button to refresh the DHCP clients list.

NAT

- NAT

Port Forwarding

Port Triggering

DMI Host

UPRP
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Port Forwarding

Port Forwarding

Port Forwarding

Port Forwarding
Pagwess || 1L [ [
Protocol

Wireless Basic Settings

Wireless Security Settings

Running Status

3 Description |
M — (max rule number 10)
| Save | | Cancel |
+ DHCP Server
- NAT | NO. | IP Address | Port Range Protacol Description
Port Forwarding

Port Triggering

Rule’s Name: You can give this rule a name.

IP Address: The IP address of the server you want to open the port, it is like 192.168.0.X.
Port Range: The port range of the server you want to open the port.

Protocol: The protocol of the server.

Description: You can give it a description.

Note: Please assign a static IP address to the server.

Port Triggering
» Setup Wizard Port Triggering
~ Basic Setting Please select one of Applications
Operating Mode Trigger Protocol | Trigger Port Start | Trigger Port End | Open Protocol | Open Port Start | Open Port End | Enabled
Internet Settings I:I [ | [TcP ] [ | [ | 0
Wireless Basic Settings I:I | | |TCF’ v| | | | | 0
Wireless Security Settings I:I | | |TCP v| | | | | O
Running Status
v E— [ ] | | [P | | ]l | | O
+ Network Sef_tings I:I | | |TCP V| | | | | O
+ Wireless Settin |:| | | TcP v | | | | O
+ DHCP Server l:l | | |TCP "| | | | | L]
— 1 L 1 e [T T |
Port Forwarding I:I | | |Tcp v| | | | | O
o N - s [ B =
DMZ Host
UPnp
| Save I Cancel |
+ Security Options

Please select one of the applications: There are few common applications available such as
Dailpad, MSN gaming, PC Phone etc. the blank will be automatically filled once been chosen.

Start/End Trigger Port: The port for outgoing traffic. An outgoing connection using this port
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will trigger this rule.

Trigger Protocol: The protocol used for Trigger Ports: TCP, UDP or TCP/UDP. If you are not clear

about which protocol was being used, TCP/UDP is recommended.

Open Port: The port or port range used by the remote system when it responds to the outgoing
request. A response using one of these ports will be forwarded to the PC that triggered this rule.

Open Port Protocol: The protocol used for Incoming Ports Range, it can be TCP, UDP or
TCP/UDRP. If you are not clear about which protocol was being used, TCP/UDP is recommended.

Note: Before using Port Triggering, please assign a static IP address to the designated server, and
then enter this static IP address into router as the IP Address.

DMZ Host

» Setup Wizard DMZ Host

¥ Basic Setting DMZ

Operating Mode DMZ Status Enabled +

Internet Settings IP Address of the DMZ Host l:l l:l l:l l:l

DMZ Status: Choose Enabled or Disabled to enable or disable this function.

IP Address of the DMZ Host: Enter the IP address of the computer in the LAN that you want to
set to a DMZ host in the DMZ Host IP Address field.

Note:

»  Before using DMZ Host, you should assign a static IP address to the designated server, and
then enter this static IP address into router as the IP Address.

e DMZ priority is higher than the Port Forwarding, if the DMZ open, all the port forwarding

rules are not effective.

UPnP

» Setup Wizard UPnP

¥ Basic Setting UPnP Status-| Enabled v Save

Operating A

UPnP Settings List
Internet Se

D | Application Rermnarks | External Port | Protocol | Internal Port IP Address Status

Wireless Basic Settings

UPnP Status: Select Enabled or Disabled to enable or disable this function.
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Security Options
- Security Options
Security Settings
Advanced Security Settings
Local Web Management
Remote Web Management
Security Settings
» Setup Wizard Security Settings
¥ Basic Setting Firewall
Firewall | ® Enabled(Recommend) O Disabled
| Save || Cancel |

Firewall: Select Enabled or Disabled to enable or disable the firewall.

Advanced Security Settings

» Setup Wizard Advanced Security Settings

¥ Basic Setting Anti DoS Attack @ Disabled O Enabled
Operati ode Enable filtering ICMP-FLOOD attack
Internet Settings ICMP-FLOOD Packet Threshold (5-3600) 50 lpacketsss
Wireless B ings Enable filtering UDP-FLOQD attack
Wireless Security Setting UDP-FLOOD Packet Threshold (5-3600) 500 packetsis
Running Status Enable filtering TCP-SYN-FLOOD attack

” Expert Setting TCP-SYN-FLOOD Packet Threshold (5-3600) (50 |packetsss

+ Network Settings

Deny the PING packet from the WAN interface

+ DHCP Server |
+ NAT

Save | | Cancel |

Anti DoS Attack: Check to enable it for attack prevention.

IGMP-Flood Packet Threshold: If the number of ICMP data packets exceeds the threshold, the
defense measures act immediately.

Enable filtering UDP-FLOOD attack: Select it if you want to protect against UDP-FLOOD
attacks.

UDP-Flood Packet Threshold: If the number of UDP data packets exceeds the threshold, the
defense measures act immediately.

Enable filtering TCP-SYN-FLOOD attack: Select it if you want to protect against
TCP-SYN-FLOOD attacks.

TCP-SYN-Attack Packet Threshold: If the number of TCP-SYN data packets exceeds the
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threshold, the defense measures act immediately.

Block the PING packets from the WAN interface: If you select this option, the PC in the WAN
cannot send the PING packets to the router.

Block the PING packets from the LAN: If you select this option, the PCin the LAN cannot send
the PING packets to the WAN.

Local Web Management

» Setup Wizard Local Web Management

¥ Basic Setting ® Allow all hosts in the LAN to access the Web management page

Operating Mode O Allow only MAC address in the list to access the Web management page

waagsess 1 [[ 1 1L [ J[ 1]
wiagess2 [ I 1L [ J[ 1]
wACAdgessd | [} [ [} ]
waChgsesss | [ ][ [ [ J[ 1]

+ Network Settings
" = Save || Cancel |

+ Wireless Settings

By default, the router allows all computers in the LAN to log in to the router for Web
management. If you select Allow only MAC addresses in the list to access the Web
management page, and add MAC addresses to the list, only MAC addresses in the list can
access the web management page of the router, while other computers in the LAN are blocked

from accessing the router.

MAC Address 1/2/3/4: Enter the MAC addresses of LAN computers.

Remote Web Management

» Setup Wizard Remote Web Management

¥ Basic Setting Enable Remote Web 0
Operating Mode SRS
Internet Settings Web Management Port: I:I

Wireless Basic Settings Allowed Remote IP Address: _ _ _

| Save Il Cancel |

This section is to allow the network administrator to manage the Router remotely. If you want to
access the Router from outside the local network, please highlight Enable Remote Web
Management.

Web Management Port: The management port open to outside access the default value is 80.

Allowed Remote IP Address: Specify the range of the IP address for remote management.
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Access Control

- Access Control

MAC/IPfPort Filter

Web URL Filter

MAC/IP/Port Filter

Setup Wizard
Basic Setting
Operati

Internet setti

RUNMming Status
Expert Setting
+ Metwork Settings
Wireless Settings
DHCP Server

MAT

MAL/IP/Port Filter

Web URL Filter

Routing Settings

IP Bandwidth Control

IP and MAC Binding

+ System To

Logout

MAC/IP/Port Filter

Wireless Nano Router

Basic Ssttings

MAC/IP/Port Filbering

Save | | Cancel

Currznt |P/Part Filtering Rules

Mac add D=t IP A Souree | Diest. Po Src Port
No. = s Faddrzs | Frotocal Srer | = Action | Comment | FktCnt

== ddress - t Rlangs Rangs
[ ¥ 1 | Dolete Selected
|PiPart Filter Sattings
Acopess Control List |Eu5hom ACL s
Mac address [
Dest IP Address [
Source |P Address |:| |:| |:||:|
Protocol o
Dest. Port Range L
Sre Port Range [ ]
Comiment | |
Ean
schedule planning{days-week) Monday (| Teesday (| Wednesday [+ Thursday || Friday
Saturday |+ Sunday

schedule planning{hour) @ Al O Period of timel:l-l:l CHH3

maze rule number 10.

This page is used to enable the firewall filtering function, select the filtering service or manually

set the parameters that need to be filtered, such as MAC address, IP address and Port. You must

set at least one filtering condition. You may also set multiple conditions or all the conditions.

MAC/IP/Port Filter: Select Enabled or Disabled to enable or disable filter.

Default Policy: Accepted chose, all the packets and devices will be allowed to be passed

normally, opposite action will be happened if Dropped was been chosen.

Current IP/Port Filtering Rules: All the existing rules will be listed below, any needed of rules
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deleting, please select the rules, and then click Delete Selected.

Note: Please synchronize the routers time first when selecting the timing function.

.
Web URL Filter
Web URL Filter
The current system's website at URL filtering rules:
NO. URL
Delete

Wireless Security Settings Add URL filter rules
Running The keywords of URL: ‘ |

¥ Expert Setting

+ Network Settings

URL: Put in the URL you want to filter.

Routing Settings

- Routing Settin

Static Routing Table

Static Routing Table

» Setup Wizard Static Routing Table

¥ Basic Setting Current Routing table in the system:

Operating Mode Mo. Destination Gateway Metmask Flags Metric Ref Use Interface

Internet Settings 1 192.168.0.0 " 25525652550 V] 0 0 0 br0

Wireless Basic Settings 2 169.254.0.0 * 25525500 U 0 0 0 br0

Wireless Security Settings 3 127.0.0.0 ) 255.0.0.0 u 0 0 0 o

Running Status

Add Routing Rules

MNo.

¥ Expert Setting
| Destination | MNetmask Gateway Interface Delete

Delete | | Add |

+ DHCP Server

Static routes give the router information that it cannot learn automatically through other means
Use the Static Routing page to add or delete a route. The max number is 10.

Destination: This is the IP address of the network or host that you want to assign to a static
route.

Subnet Mask: The Subnet Mask determines which portion of an IP address is the network
portion, and which portion is the host portion.

Gateway: This is the IP address of the default gateway device that allows for the contact
between the Router and the network or host.
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IP Bandwidth Control

- IP Bandwidth Control

I Bandwidth Control

I Bandwidth Control List

IP Bandwidth Control

» Setup Wizard IP Bandwidth Control

¥ Basic Setting Enable IP bandwidth control | []

Operating Mode Total Uplink Bandwidth | | Kbps

Internet Settings

Total Downlink Bandwidth

| Kbps

| Save | Cancel |

Enable IP bandwidth control: If you select it, the bandwidth control rule takes effect.

Total Uplink Bandwidth: The rate of uploading through the WAN interface.

Total Downlink Bandwidth: The rate of downloading through the WAN interface.

Note:

e The bandwidth conversion: 1 Mbps = 1024 Kbps.

» Select the type of the broadband line and the bandwidth according to the actual situation.

If you are not sure about the information, consult your Internet Service Provider.

IP Bandwidth Control List

» Setup Wizard IP Bandwidth Control List
¥ Basic Setting Uplink Bandwidth (Kbps) | Downlink Bandwidth (Kbps)
D Remarks Enabled | Edit | Delete
Operating Mode in | Max Min Max
Internet Settings The list is empty.
Wireless Basic Settings
Wireless Security Settings | Add || Delete |

In this page, you can set rules of IP bandwidth control, the maximum rule is 16.

IP and MAC Binding

» Setup Wizard Static ARP Binding Settings

~ Basic Setting ‘ IPAMAC Binding ‘ ® Disabled O Enabled

Operating Mode

MAC address and IP address mapping list

Na. | IP Address Mac Address

Running Status
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You may use the ARP binding function to control the Static ARP cache table, for preventing the
ARP deception effectively.

MAC Address: The MAC address of the LAN PC.

IP Address: The IP address of the LAN PC.

System Tools

- System Tools

Metwork Time
Diagnostics

Factory Defaults
Backup and Restore
Password

Firmware Upgrade

Reboot
Network Time
» Setup Wizard Network Time
¥ Basic Setting Network Time
Current Time |Thu, 01 Jan 1970 00-00-24 -0800 | | Synchronize with the host
Time Zone | Coordinated Universal Time v|
119254140 |

Network time senver ex: t|me.n|st.gm.'
Running Stat ntp0.broad.mit.edu

) time.stdtime_gav.tw
¥ Expert Setting

+ Network Settings

| Save | | Cancel

+ Wireless Settings

Current time: Show the current time.

Time Zone: Select your time zone from the drop-down menu.
Network time server: To set NTP server.

Save: Click the Save button to save your setting.

Note: The system will Synchronous with the Network Time Server every hour after saving, and it
will affect the WAN dial-up on demand.
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Diagnostics
» Setup Wizard Diagnostics
¥ Basic Setting Parameter Settings
Operating Mode Select ® Ping O Tracert
Internet Settings IP Address/Domain Name I:l
Wireless Basi Ping Packet Total (1-50)
Ping Packet Size (8-1472)
:::r; S;:;ng Ping Timeout (10-100, Unit: seconds)
Network Settin Tracert Hops . (1-30)
Diagnosis Result
Security Options
Access Control
Routing Settings
IP Bandwidth Control
IP and MAC Binding
System Tools
Network Time
Diagnostics
p and Restore

Password | Start Diagnosis | | Cancel

Select: Select Ping or Tracert.

IP Address/Domain Name: The destination IP address or domain name.

Ping Packet Total: The number of transmitted data packet when Ping operation is carried out.
Ping Packet Size: The size of transmitted data packet when Ping operation is carried out.
Ping Timeout: The timeout time of the ping operation.

Tracert Hops: The hops of tracert.

Click Start Diagnosis button, the selected ping or tracert testing will be started.

Below is a Ping diagnosis example that router has been connected to IP 172.16.160.31:

Diagnoziz Rezult

PING 172.16.180.21 (172.16.160.21): &4 data byies

72 bytes from 172.16.180.31; seg=0 =127 time=2.280 mz
T2 bytes from 172.16.180.31; 2eg=1 ttl=127 time=1.900 m=
72 bytes from 172.16.160.31; seq=2 ttl=127 time=2.780 mz
T2 bytes from 172.16.160.21: 2eq=2 til=127 time=3.620 m=

— 172.18.180.21 ping =tatizticz —
4 packetz tranzmitted, £ packsets received, 0% packet Iussl
round-trip min/avgimax = 1.900/2.635/3.820 mz
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Below is a Ping diagnosis example that router has failed to connect to IP 100.1.1.1:

[Miagnoziz Rezult

PING 100.1.1.1 (100.1.1.1}): 64 data bytes

- 100.1.1.1 ping =tatizticz —
4 packetz tranzmitted, 0 packetz received, 100% packst loss

Factory Defaults

» Setup Wizard Factory Defaults

¥ Basic Setting Factory Defaults

Operating Mode Restare All Settings Restore All Settings

Internet S

Click Restore All Settings button to reset all configuration settings to their default values.

Note: All changed settings will be lost when defaults are restored.

Backup and Restore

Backup and Restore

Backup Settings

Backup Button | Backup

YWarning! To upgrade the incorrect configuration file will lose your settings.

Restore Settings

Set File Locations | | |[Browse.. |

| Save | | Cancel |

In the Backup Settings column, click Backup button to save all configuration settings to your
local computer as a file.
To restore the Router's configuration, follow these instructions:

1) Click Browse button to find the configuration file which you want to restore.

2) Click Save button to update the configuration with the file whose path is the one you have
input or selected in the blank.

Note: Keep the power on during the process, in case of any damage.
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Password

Password

Account Management

Operating Mode Username

e
Password
Running Status
~ Expert Setting | Save | | Cancel |

You can change the log in password for this web management page, not your ISP password or

the wireless password.

Firmware Upgrade

Firmware Upgrade

Warning: Upgrading firmweare may take a few minotes, please don't turn off the router or press the reset button.

Firrnware Upgrade

Lacation: | | | Brawse.. |

You can upgrade the router to the lasted version in this page, please download a most recent
firmware upgrade file from our website. After downloading the file, you need to extract the zip

file before upgrading the router. Browse for the upgrade file, then click Upgrade button.

Caution! Once you click Upgrade button, do not interrupt the process, loss of power during the
upgrade could damage the Router.

Note:

« Router might be changed to factory default settings after upgrade, please backup in

advance.
e During the updating, please do not turn off the power.

e Please make sure the software version is matching with the existing hardware.

Reboot

» Setup Wizard Reboot

¥ Basic Setting It takes about 1 minute to restart the router.

Operating Mode

mitemet Setiines Are you sure to restart the router?
= =

sl

Click Reboot button to reboot the Router.
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Logout

Are you sure want log out?

Expert Setting

Logout

Click to logout from the router’s web management page.
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Chapter 5: Specification

Wireless
Standards IEEE 802.11n, IEEE 802.11g, IEEE 802.11b, CSMA/CA with ACK
11n: 150Mbps
Data Rate 11g: 54Mbps
11b: 11Mbps
Frequency Range 2.4-2.4835GHz
Wireless Transmit Power <20dBm
Modulation Type OFDM/CCK/16-QAM/64-QAM
150M: -68dBm@10% PER
108M: -68dBm@10% PER
Receive Sensitivity 54M: -68dBm@10% PER
11M: -85dBm@8% PER
6M: -88dBm@10% PER
Operation Mode Router, AP, Client, Bridge, Repeater
Wireless Security 64/128-bit WEP, WPA/WPA2-Enterprise, WPA/WPA2-Personal(TKIP/AES)
System Requirements Microsoft® Windows® 98SE, NT, 2000, XP, Vista™ and Windows 7, Mac OS, Android
Hardware
1 x 10/100Mbps LAN/WAN Port
Interfaces
1 x USB 2.0 Port
Button Reset Button
Power Supply 100-200VAC 50/60Hz
Dimensions(W x D xH) 65mm x 92mm x 25mm
Others
Operating Temperature 0°C~40°C (32°F~104°F)
Storage Temperature -40°C~70°C (-40°F~158°F)
Relative Humidity 10% ~ 90%, Non-condensing
Storage Humidity 5%~95% Non-condensing
Certifications CE, FCC,RoHS
1 x Wireless Nano Router
Package Contents 1 x Resource CD
1 x Ethernet Cable
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Appendix A: Troubleshooting

How do | restore the Wireless Nano Router to factory default settings?

When the Wireless Nano Router is powerd on, press and hold the reset button on the rear

panel for 8~10 seconds, after the light goes off, release the reset button.
What can | do if | forget my password?

Restore the Wireless Nano Router to factory default settings. If you do not know how to do it,

please refer to previous section 1.
Use the default username and password: admin, admin.

Reconfigure the Wireless Nano Router since you have ever reset it, it is in AP mode by
default.

The wireless stations cannot connect to the Wireless Nano Router.
Make sure the SSID Broadcast is enabled.
Make sure that the wireless stations' SSID accord with the router's SSID.

Make sure the wireless stations have the right password for encryption when the router is
encrypted.

If the wireless connection is ready, but you can’t access the router, check the IP Address of

your wireless stations.

I cannot login the Wireless Nano Router’s web management page.

Check the computer’s IP address, make sure the IP address is correct, for details please refer
to the section of Configure the Computer’s IP Address in this manual.

Make sure you put 192.168.0.1 into the address bar, not the search bar.

Check your web browser, make sure the Proxy server is unchecked. Take Internet Explorer as
an example, go to Tools>Internet Options>Connections>LAN Settings, uncheck Use a
proxy server for your LAN.

If it tells you the username or password is error, and you cannot remember the new one,
please reset router by pressing reset button for at least 6 seconds, and then try to login with

default username and password (admin/admin).
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Appendix B: Certification

FCC Statement

FS

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by one or more
of the following measures:

* Reorient or relocate the receiving antenna.
e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver is

connected.
e Consult the dealer or an experienced radio/ TV technician for help.
FCC Caution

« Changes or modifications to this unit not expressly approved by the party responsible for

compliance could void the user’s authority to operate this equipment.

e This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must
accept any interference received, including interference that may cause undesired
operation.

e For product available in the USA market, only channel 1~11 can be operated. Selection of
other channels is not possible.

e This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled

environment.

«  This device and its antenna(s) must not be co-located or operation in conjunction with any

other antenna or transmitter.
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e This equipment should be installed and operated with a minimum distance of 20

centimeters between the radiator and your body.

CE Mark Warning

CeO

Marking with the above symbol indicates compliance with the Essential Requirements of the
R&TTE Directive of the European Union (1999/5/EC).

This is a class B product. In a domestic environment, this product may cause radio interference,
in which case the user may be required to take adequate measures.

National Restrictions

This device is intended for home and office use in all EU countries (and other countries following

the EU Directive 1999/5/EC) without any limitation except for the countries mentioned below:

Country Restriction Reason/remark

General authorization required for outdoor use and public
Bulgaria None
service

Outdoor use limited to 10 mW | Military Radiolocation use. Refarming of the 2.4 GHz band has

France e.i.r.p. within the band been ongoing in recent years to allow current relaxed
2454-2483.5 MHz regulation. Full implementation planned 2012
If used outside of own premises, general authorization is
Italy None
required
General authorization required for network and service
Luxembourg None
supply(not for spectrum)
This subsection does not apply for the geographical area within
Norway Implemented i
a radius of 20 km from the centre of Ny-Alesund
Russian
None Only for indoor applications
Federation

Note: Please don’t use the product outdoors in France.
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Appendix C: Glossary

802.11b: The 802.11b standard specifies a wireless networking at 11 Mbps using
direct-sequence spread-spectrum (DSSS) technology and operating in the unlicensed radio
spectrum at 2.4GHz, and WEP encryption for security. 802.11b networks are also referred to as

Wi-Fi networks.

802.11g: Specification for wireless networking at 54 Mbps using direct-sequence
spread-spectrum (DSSS) technology, using OFDM modulation and operating in the unlicensed
radio spectrum at 2.4GHz, and backward compatibility with IEEE 802.11b devices, and WEP

encryption for security.

Access Point (AP): A wireless LAN transceiver or base station that can connect a wired LAN to
one or many wireless devices. Access points can also bridge to each other.

DNS (Domain Name System): An Internet Service that translates the names of websites into IP
addresses.

Domain Name: A descriptive name for an address or group of addresses on the Internet.

DoS (Denial of Service): A hacker attack designed to prevent your computer or network from
operating or communicating.

DSL (Digital Subscriber Line): A technology that allows data to be sent or received over
existing traditional phone lines.

ISP (Internet Service Provider): A company that provides access to the Internet.

MTU (Maximum Transmission Unit):The size in bytes of the largest packet that can be
transmitted.

SSID: A Service Set Identification is a thirty-two character (maximum) alphanumeric key
identifying a wireless local area network. For the wireless devices in a network to communicate
with each other, all devices must be configured with the same SSID. This is typically the
configuration parameter for a wireless PC card. It corresponds to the ESSID in the wireless Access

Point and to the wireless network name.

WEP (Wired Equivalent Privacy): A data privacy mechanism based on a 64-bit or 128-bit or
152-bit shared key algorithm, as described in the IEEE 802.11 standard.

Wi-Fi: A trade name for the 802.11b wireless networking standard, given by the Wireless
Ethernet Compatibility Alliance (WECA, see http://www.wi-fi.net), an industry standards group

promoting interoperability among 802.11b devices.

WLAN (Wireless Local Area Network): A group of computers and associated devices
communicate with each other wirelessly, which network serving users are limited in a local area.
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WPA (Wi-Fi Protected Access): WPA is a security technology for wireless networks that
improves on the authentication and encryption features of WEP (Wired Equivalent Privacy). In
fact, WPA was developed by the networking industry in response to the shortcomings of WEP.
One of the key technologies behind WPA is the Temporal Key Integrity Protocol (TKIP). TKIP
addresses the encryption weaknesses of WEP. Another key component of WPA is built-in
authentication that WEP does not offer. With this feature, WPA provides roughly comparable
security to VPN tunneling with WEP, with the benefit of easier administration and use. This is
similar to 802.1x support and requires a RADIUS server in order to implement. The Wi-Fi Alliance
will call this, WPA-Enterprise. One variation of WPA is called WPA Pre Shared Key or WPA-PSK for
short, this provides an authentication alternative to an expensive RADIUS server. WPA-PSK is a
simplified but still powerful form of WPA most suitable for home Wi-Fi networking. To use
WPA-PSK, a person sets a static key or "passphrase" as with WEP. But, using TKIP, WPA-PSK
automatically changes the keys at a preset time interval, making it much more difficult for
hackers to find and exploit them. The Wi-Fi Alliance will call this WPA-Personal.
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