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1 Introduction

1.1 Package Contents

The Atheros ARSBAP-00030 Access Point is provided in a completely enclosed plastic
housing with two 180° swivel antennas, a power supply, and a seria cable for usein AP
software configuration. The AP Reference Design contains a single 10/100 Ethernet port.
Using this Ethernet port, a RJ-45 cable, (not provided) should be used to connect the AP
to awired Ethernet LAN.

1.2 System Requirements

The AP uses the WindRiver Systems VxWorksO real-time/operating environment,
Version 5.4. VxWorks documentation can be obtained through alicense agreement with
WindRiver Systems. See www.wrs.com for more information about VxWorks licensing.

The AP contains a small boot executive that allows themain VxWorks system software
to be downloaded using the Ethernet port over an ETP connection. The VxWorks system
software can also reside in the Flash memory of the AP, which alows booting without
the need to download VxWorks from the hast PC over an FTP connection. A
configuration file is created in Flash memory to store user configurable parameters such
as WEP keys. A terminal or PC with a'serial interface and an Ethernet connection is
required to perform the initial"™VVxWorks system software loading operation as well as AP
configuration. A freeware FTP sarver (“a-ftp.exe’) isincluded on the Atheros
distribution CD in the\uitils directory.
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2 Getting to Know the Atheros Access Point

2.1 Front View

The Atheros Reference Design Access Point (AP) has 3 LEDs, and a pair of side-
mounted antennas that rotate 180° for alternative reception positioning and compact
packaging.

Fold this way for
wall*mount

Fold this way for
storage and packaging

LED 3 (Wireless Link)

LED 2 (Ethernet Link)

LED 1 (Power Status)

Table1 - LED Functionality

LED 1 Description
Off No Power
On Power On and Ready for Operation
Blink _Povyer On but Not Ready for Opergtion— at initjal power on or reset, this
indicates self-test or software loading; at other times, thisindicates a system fault

Atheros Confidential and Proprietary APUser'sGuide - Pageb
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LED 2 Description

Off No Ethernet Link Detected

Green On 100 Mbps Link Detected but No Activity

Green Blink 100 Mbps Link Activity — blink rate is proportional to activity

Amber On 10 Mbps Link Detected but No Activity

Amber Blink 10 Mbps Link Activity — blink rate is proportional to activity
LED 3 Description

Off Wireless Link Disabled

Very Slow Blink Looking for Network Association

Slow Blink Associated with Network but No Activity

Fast Blink Associated with Network — blink rate is preportional to activity

2.2 Rear View

The rear pand of the AP has a RS-232 serial interface, a RJ-45 Ethernet jack, areset
button, and a power supply connector,

Power Supply
Connector
Reset Button
RS-232 Serial Interface  RJ-45 Ethernet Jack
Page6- AP User'sGuide Atheros Confidential and Proprietary
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The RS-232 serid interface is capable of 115 kbps operation, and is provided for
the purpose of configuring the AP through a terminal interface and connectivity to
other external devices such as analog modems. The AP software provides a
selectable seria interface data format to allow selection of the number of start,
stop, data, and parity bits. By default the serial interface is set to 9600 baud, 8
data bits, 1 stop bit, and no parity. Use the serial cable provided by Atherosto
attach to aterminal or PC for AP configuration.

The RJ-45 Ethernet jack is provided for 10/100 Mbps connectivity to awired
Ethernet LAN. The Ethernet subsystem is based on a single chip 10/100 Mbps
integrated PCl Ethernet Media Access Controller (MAC) + PHY, (DP33815) from
National Semiconductor Corporation.

An on-board MAX6713 reset circuit provides reset to processor,:memory, and
PCI devices. A manua push-button reset option provides easy generation of the
reset signal without cycling power to the AP. A 3.3V power supply is provided
to power the AP.

A 3.3V power supply is provided and is plugged into the power supply connector
of the AP.

Installation Note:

To ensure compliance with FCC, RFexposure requirements, the antenna used for
this device must be installed to provide a separation distance of at least 20 cm
from all persons.

Atheros Confidential and Proprietary APUser'sGuide - Page7
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2.3 AP Network Attachment and Configuration

AP Network Configuration and Network Boot
Figure 1 shows an example connection of the AP to aHost PC (HPC). Follow these steps

to establish the physical connections:

1. Plug the seria cable from the AP RS-232 serial interface to the HPC serial COM
port.

2. Connect the AP Ethernet port to the HPC Ethernet card through the Ethernet
hub/switch or an Ethernet crossover cable. An Ethernet switch/hub or crossover
cable is not included with the Atheros AP Reference Design.

3. Pluginthe 3.3V power supply adapter (provided by Atheros) to'the AP power
supply connector.

I—éastpgc T Atheros Access Point T

(AP)
COM | |Ethernet

Port || Port | [Power
oM Fort Serial Cable [

Ethernet Cable Ethernet Cable
Ethernet Port | —
Ethernet Power
Hub/Switch Supply

Figure 1 — Connection Between AP and Host PC

At this point, the HPC needs the following configuration steps in order to control the AP:

1. From the Start menu, choose Settings and open the Network and Dial- up
Connections window.

2. Right-click on the Loca Area Connection icon, which belongs to the Ethernet
controller that is connected to the AP and select Properties.

Page8:- AP User'sGuide Atheros Confidential and Proprietary
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3. Within the Local Area Connection Properties window, choose Internet Protocol
(TCP/IP) and click Properties.

Local Area Connection Properties 7| %]
General I Sharing I

Connect uzing:

I B3 Intel[R) InBusiness(T) 104100 Network Adapter

Configure |

Components checked are used by thiz connection:
= Cliert for Microsaft Metwarks

[ ,{% File and Printer Sharing for Microsoft Networks
¥ |rtemet Protocal [TCPAR)

Ikstall... I Uninztall I Fropertiez

i Diescription

Tranzmizzion Contral Protocal/lnternet Pratocal. The default
wide area network. protocal that provides communication
across diverse interconnected netwaorks,

V¥ Show icon in taskbar when connected

Cloze Laneel

Atheros Confidential and Proprietary
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4. Configure the IP address for the Ethernet connection in the Internet Protocol
(TCP/IP) Propertieswindow. Click OK to continue, and close Local Area
Connection Properties. Note that this |P address is used by the AP to access the
VxWorks files stored on the HPC using the Ethernet connection.

Internet Protocol (TCP/IP] Properties EdE
General |

ou canget IP settings assigned automatically if your network. supports
thiz capability. Othenwize, vou need to azk vour netwerk, adninistratar for
the appropriate [P sethings.

" Ohtain an 1P address automatically

—1{%" ze the following IP address:

1P addres=: 192 168 . 1 . 2
Subnet mask: I 255 285 285 . O

Drefault gatewayw: I 3 : .

O bt D e ven addiess sttamatizall

—{%" Use the following DNS server addresses:

Preferred DMS zerver: ! | . . .
Alternate DMS server: I . . .

Advanced... |
(1] I Cancel |

Page10- AP User's Guide Atheros Confidential and Proprietary
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5. The AP uses File Transfer Protocol (FTP) to download the VxWorks image from
the HPC. A freeware FTP software package is included on the Atheros
distribution CD in the \utils directory. Make sure there is no other FTP program
such as Internet Information Service (11S) running on the HPC. Double-click
a-ftp.exe under the \utils folder in the distribution CD to start the FTP server.
This utility runs in the background to perform the required data transfer between
the AP and HPC.

@oawtis ~=lof x|

| File  Edit ‘iew Favorites Tools Help |

| 4aBack = - [5] | Qsearch L[4 Folders CHhistory | [ 03 X w2 | E-
| address [ pautis x| peo

=1 a-ftp.exe

E smetest exe

utils Z] smetest, kxt

a-ftp.exe
Application

Modified: 2f26/2001 11:30 AM
Size: 323 KB

Attributes: Read-only

|Ty|:|e: Application Size: 323 KB !323 KB |@. My Compuker v

6. The HPC is ready.te.control the AP through the seria interface. A terminal
program such as HyperTerminal needs to run on the HPC. To launch
HyperTerminal, go to.the Start menu, select Programs, Accessories,
Communications, and HyperTerminal.

Atheros Confidential and Proprietary AP User'sGuide - Pagell
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7. Type any name under the Name field in the Connection Description dialog box
and click OK.

Connection Description ﬂﬂ

: Mew Connection

Enter a name and choose an icon for the connechion:
Marme;
|an

lzon:

8. Select COM1 or the COM port that is.connected to the AP through the serial
cable. Click “OK” to continue.

Enter details far the phone number that youw want to dial;

Courtrdregion: |L|n|tsd States of Amenca (1) ;I

Area code: 408

Phone number: I

Connect uzing:  |[MElE

Page12- AP User's Guide Atheros Confidential and Proprietary
October 2001 Subject to change without notice.



Preliminary a

ATHEROS

9. Set COM port settings to 9600 Bits per second, 8 Data bits, None Parity,
1 Stop bits, and no Flow control. Click OK, and plug the AP power supply into
the power source to start the connection.

Part Settings I
Bits per zecond: |E!EEIEI ﬂ
Drata bits: IB ll
Parity: anne ;l
Stop hits: I‘] ;I
Elow contrat %
Bestore Defaults |
Ok, I Cancel | Apply |

10. An auto-boot message appears on HyperTerminal a few seconds after the AP is
connected to the power source. Press any key to stop the auto-boot process and
follow Section 3.1.1 to load the VxXWorks file over the Ethernet connection, or
Section 3.1:2to load.the VxWorks file from Flash memory.

2.3.1 BootingwWxWorks From the Ethernet Connection to the HPC
Follow these steps to configure the AP to boot VxWorks from the Ethernet:

1. Type“c” at the command prompt to configure the AP.

2. Follow the Boot from Ethernet settings described in Table 2 to enter the
parameters in the configuration steps.

Atheros Confidential and Proprietary AP User’'sGuide - Page13
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3. Press @ (Shift + 2) to continue, and the VxWorks image is loaded into the

SDRAM using the Ethernet connection.

A F - Heppe | o inad

Bl Edt Miew Lol Trareb Help

Dl =8| s =)

unit nusbher

processor pmber

file nama s Foaptameorks
inet on ethernet (e} : 192_168.1.78

hoot device : g:n
]

host imet (h) r 192.168.1.2
user (u) D ANOMYROUS
ftn paszsword (pw) Douser

flags (f) r B

ather (o) s oin

Rttached TCPAIP interface to dpd,

Attaching network interface lof. .. done.
Loading. .. 927456
Starting at Q100000 .

Reading Configuration File "/Fl/apcfg”.
Configuration file checksuw: d63e is good
Added STA: DA:03: 7f:eaq 0024

Attached TCPATP interface to dp wnit @
Rttaching interface LoB. .. done

Pudodebart  CHOBHA (i) HUH [l Fres o

|Conrmcted L5755

Table 2 — Configuration“Parameter s For Booting VxWorks

Boot_from Flash Boot from Ethernet
Default Setting National Semiconductor
boot device tffs0: dp0
processor number. 0 0
host name Any vaue
file name /fllvxworks | Location of VxWorks stored in Host PC
inet on ethernet (e) IP address assigned to AP
inet on backplane Blank
(b)
host inet (h) I P address set for the Ethernet device in Host PC
gateway inet (g) Any vaue
user (u) FTP login name (i.e. anonymous)
ftp password (pw) FTP password
flags (f) 0x0
target name (tn) Blank
startup script () Blank
other (0) dp | See AP Programmer’s Guide for details

Page14- AP User's Guide
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2.3.2 Booting VxWorks From Flash Memory

Follow these steps to configure the AP to boot VxWorks from Flash memory. Refer to
Appendix B (*Download Software Image” section on page Error! Bookmark not
defined.) for CLI commands to load the VxWorks image file to the Flash file system, if
VxWorks does not exist in Flash memory.

1. At the command prompt, type “c” to enter the configuration parameters.

2. Follow the default “Boot from Flash” settings described in Table 2 to enter the
configuration parameters.

3. Enter @ to load VxWorks.

a AP - HaperT seminal

Fie Edt ¥iem [al Tramber Hep

D= 3| =is =

]
[Yulorks Bootl: @
hoot device : iffs
unit nurber - B
processzor number 1]
file name : ] fuxmorks
inat on othernet (el @ 192,168 1.1
host imet (h) : 192.168.1.2
user f(u) D AnOMYmoUS
fip password (pw) Douser
flags (f) o sl
other (o) o
Fltiachir? to TFFS... done.
Loading #fl/vamorks. . 921406

Starting at Q100080

Readinga Configuration File "/F1fapcfa”.
Confriguration file checksum: &9d5% iz good
Acdled STAH: 0@:03: 7 ea: 0 B ]
Attached TOPYIP interface to dp unit @
Attachirg interface loB. | done

| Coairecied 8 223 Wiodesl  SEOBMA |SCR(I

Atheros Confidential and Proprietary AP User’'sGuide - Page15
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2.4 Configuring the AP

When the VxWorks system software is |oaded, the AP has to be configured to set some
options such as the channel frequency and Service Set Identifier (SSID). This can be
done in two ways, either through a web browser with access to the built-in AP web
server, or by issuing commands through the seria port command line interface (CLI).

2.4.1 Web Browser

The following procedures show the steps to configure the channel frequency and SSID
using aweb browser:

1. Launch aweb browser (Netscape Navigator or Internet Explorer-are’examples of
commonly used web browsers) from the Host PC or other PC on the.same IP
subnet as the AP, and enter the | P address that is assigned to the AP as the URL.
Thisis the “inet on ethernet (e)” value specified during the coenfiguration step in
Section 3.1.1 or Section 3.1.2. The Access Point Web Server page appears.

2 AP W'sh Samye - Wicieanil bntemnst Eeslier

Bl Edl e Faeciess  Tods  Hel -
| daback v w2 D3] A hSewch SiFavoies o dHey | The L
Agderr ] Fip 132 1621 1ibaficedhie: bin =] ot || Links ™

Access Point Web Server

ATHEROS"

COMMUHICATI

] 0 ke

Page16- AP User's Guide Atheros Confidential and Proprietary
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2. Click Setup. A dialog box appears that requests login authorization. When
prompted, enter the following information to log in:

Log in: Admin
Password: Sup

Click OK to complete the login process.

Enter Network Password | 7] |

Fleaze type your user name and pazsword.
Site: 132.168.1.1

Fealm Aoocess Point

Uzer Name I.-’-'-.::Imin

Pazzward |°‘*°‘

[ Save thiz password in your password list

k. I Cancel

Atheros Confidential and Proprietary AP User'sGuide - Pagel7
Subject to change without notice. October 2001



A

ATHEROS

Preliminary

4. Optiondly, you can also set up Wired Equivalent Privacy (WEP) for security
purposes. To set up WEP, click WEP and the configuration screen appears.
Refer to Appendix A for a detailed explanation of the WEP configuration options.
Click Apply to save the settings.

Note that the Un-Encrypted Frames filter option (previously available in release

1.0) is now removed.

'3 http://192.168.1.1/fs/2si/wep_htm - Microsoft Internet Explorer

| File Edit Miew Favontes Tools  Help

_| = Back - = - =@ @ a | @Search (%] Favarites @Histor}l |L=‘-_§v =h

_! Address I@ http:/ 192 168.1.1 /s ssifwep htm

=] @G0 ||Links

Waworks AP STA  Setup

WEP:

Default Shared Key:

Shared Key 1:
Shared Key 2:
Shared Key 3:
Shared Key 4:

WEP

AP Wired Equivalent Privacy

Faor 40-hit encryption, enter 10 hexadecimal digits.
For 104-bit encryption, enter 26 hexadecimal digits.
Far 128-bit encryption, enter 32 hexadecimal digits.

¥ Disable ¢ Enable

@1 02 O3 C9

Encryption Key Key Size

|12B vi
|128 'i
|128 'i

128

Key Size

I'IEB YI

 Disable ' Enable ¢ Strict

MAC Address

Key Map Permission

& Read © Write © Delete

| ' Deny T Allow

Apply |

[ [ Intemet v

Page 18- AP User’s Guide
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2.4.2 Command-Line Interface

The following procedures show the steps required to configure the AP channel
frequency and SSID using the command-line (CLI) interface and HyperTerminal.

1. After the AP boots and VxWorks loads, press Enter to invoke the AP login:
prompt. When prompted, enter the following information to log in:

Login: Admin
Password: 5up

Press Enter to complete the login process.

“g AP - Hypea T oemimal

Fla Edi Yew Cal Tamfa Hep
D] 53| o] =
|
inet on ethernet (e : 192.168.1.1
host inet :192.168.1.2
user (ul C ANOMYROUS
ftp password (pwl : user
flaogs (f : Bx@
other (o :dp
Attached TCPFIP interface to dof.
Attaching network interface loB. .. done.
Loading. . 939266
Storting ot @x180080. . .
geadialg Configwration File “/Fl/apcfo”™,
we:
Configuration file checksum: de?6 iz good
Added STA: 00:03:7F:a0:00:43
Attached TCPAIP interface to dp unit @
Attaching interface lod. . done
AP login: Admin
Password: ===
Atheros Access Foint Ree 1.1
_'> 15
{ Cornnchsd 0.00:5H Muodeect  |OOBMT  [SCADL TR jNUM Sk [Fimede =
Atheros Confidential and Proprietary AP User’'sGuide - Page19
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2. Type“set ssd <SSID>" to change the SSID that you wish to specify. Type “set
channel <channel>" to change the IEEE radio channel. Y ou must type “reboot”
and then press Enter, which reboots the AP, to make any changes effective.

#g AP - HyperTerminal
File Edit “iew Cal Transfer Help

Dle=| 58| olFE
[Tflags (f) T Ox0 ]
other (o) : dp
Attached TCP/IP interface to dp@.
Attaching network interface loB... done.
Loading...

Starting at x100020. ..

Reading Configuration File "/fl/apcfg".
wc!:

Configuration file checksum: d93a is good

Added STA: 20:03:7f:a@:00:43

Attached TCP/IP interface to dp unit @

Attaching interface lo®...done

AP login: Admin
Password: xxx

Atheros Access Point Rev 1.1

-7 set ssid Atheros 882.11a AP

SSID: Atheros 802.11a AP

-> set channel 48

Radio Channel: 48, Frequency: 5.240 Ghz

-> reboot_
4] | »
Connected 2:01:11 |Auto detect |9600 8-N-1 [SCROLL  [E2F5  [NOM ||La|3twe iF'nnr scho %
Page20- AP User's Guide Atheros Confidential and Proprietary
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3. Toview CLI command options, log in and type “help” or refer to Appendix B for
details about CLI options.

& AP - Hypen Tsamenal

B Edk Www Cad Tientka Help

Dl 5|3| D] =

set factorvdefault

set getsnmp
set gatewaw
set hostipaddr

set retrylimit
set rtsthreshald
set setsnmp

set fragmentthreshold

Restore to Default Factory Settings

Set Fragment Threshold

Hodify Get SHMP Commonditw Name
Set Gateway TP Address

Set Host IF address

sot ipaddr Sot IP Address

set ipmask Set IP Subnet Mask
zet key Set WEP Key

zet lagin Modify Login User Mame
sel pazsword Hodify Password

set power Modify Transmit Power
set rate sat [ata Rate

Set Transmit Retry Limit
Set RTS/CTS Threshold
Hodify Set SHMP Communitv Hame

sot =ntpserver Sot SNTFANTP Server IP Addrezs

set ssid Set Service Set ID

zet sustemname Set Access Point Sustem Mame

zet tzone Set Time Zone Setting

zet turbo Sat Turbo Wode

set wep et HEF Mode ;

timeotday Display Current Time of Daw

Yersion Software version

=¥ help i
{Comecld DOX0Y  wlodetec)  (BEO0BHI [GCAOLL  [CEFE [MUM [Teitin  [Pibehs &
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2.5 Regulatory Compliance Information

Radio Frequency Interference Requirements

This deviceisrestricted to indoor use dueto its operation in the 5.15 to 5.25 GHz frequency range. FCC
requires this product to be used indoors for the frequency range 5.15 to 5.25 GHz to reduce the potential for

harmful interference to co-channel Mobile Satellite systems.
High power radars are allocated as primary users of the 5.25 to 5.35 GHz and 5.65 to 5.85 GHz bands.
These radar stations can cause interference with and /or damage this device.

FCC WARNING

This equipment has been tested and found to comply with the limits for aClassB digital device, pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonabl e protection against harmful
interferencein aresidential installation. This equipment generates, uses, and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may‘cause harmful interference to
radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If thisequipment does cause harmful interference to,radio or television reception, with can be
determined by turning the equipment of and on, the useris.encouraged to try to correct the interference by
on or more of the following measures:

Reorient or relocate the receiving antenna.

Increase the separation between the equi pment and the receiver.

Connect the equipment into an outlet.:on'a circuit different from that which the receiver is

connected.

Consult the dealer or an experienced radio/TXV technician for help.

M odifications made to the product, unless expressly approved by Atheros Communications, could void the
user’ s authority to operate the equipment.

RF Exposure Requirements

To ensure compliance with FCC RF exposure requirements, the antenna used for this device must be
installed to provide a separation distance of at least 20 cm from all persons and must not be co-located or
operating in conjunction with any other antenna or radio transmitter. Installers and end-users must follow
the installation instructions provided in this user guide.
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