User Guide

www.tendacn.com

Wireless Modem Router



Tenda Wireless Modem Router User Guide

Copyright Statement

mnda is the registered trademark of Shenzhen Tenda Technology Co., Ltd. All the products and product names

mentioned herein are the trademarks or registered trademarks of their respective holders. Copyright of the whole product
as integration, including its accessories and software, belongs to Shenzhen Tenda Technology Co., Ltd. No part of this
publication can be reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language in
any form or by any means without the prior written permission of Shenzhen Tenda Technology Co., Ltd.

All photos and product specifications mentioned in this manual are for references only. Upgrades of software and
hardware may occur; Tenda reserves the right to revise this publication and to make changes in the content hereof

without obligation to notify any person or organization of such revisions or changes. If you would like to know more

about our product information, please visit our website at http://www.tendacn.com.


http://www.tendacn.com/

Tenda Wireless Modem Router User Guide

Table of Contents

COPYRIGHT STATEMENT -2 -
ABOUT THIS MANUAL -5-
CHAPTERI1 GET TO KNOW YOUR WIRELESS ROUTER -6-
PRODUCT FEATURES .......cooittiitiiitiititetete st eeteateste st eeteste st eteessessesteeeeeasessesbteeeemsensesaeemsensentesueennensesstennennensenseennensens -6-
PACKAGE CONTENTS .....ootiiiiiieititintieitetente st eetestestesttesaestesteeseessessesseebeessensesbteaeensensesbeensensetesseennensessteseensensesseennensens -7-
CHAPTER 2 HARDWARE INSTALL -8-
Fromt PAmel ........c.ooooiiiiii ettt ettt ettt et et e bt et e bt e bt et e e bt e st e bt e bt eneeneennean -8-
BacCK PAmEl .......ooooiii ettt ettt ettt b e bt et e e bt et e e bt et e e bt e bt e beeneenean -9-
CHAPTER 3 QUICK INTERNET SETUP -10-
2.1 LOGIN TO WEB MANAGER .....cccoiiiiiiiiiiieieeeeeeeeeiteeeeeeeeeeeeaeeeeeeeeeeesaaeeeaeeseeassstesseeeeeeeassareseeeeseeasssraseeeeeseeansrreeeens -10-
USING SETUP WIZATA ...ttt ettt ettt ettt et e e et e st e e st ea e et e se e st e e et e eaeentensesesaeeneensensesneeneansans -10 -
USIINE BIOWSET ...ttt ettt ettt et ea et et e e et ee et e s et e st e aten s e st e st ems et e eaeemeensenteeseeneensensesneensansens -10 -

2.2 INTERNET SETUP.....uutiiiieiiieiittieiee e e eeeeieeeeeeeeeeeeaaeeeeeeeeeeestaaeeeeeeeseeasaaeeseeeeeeeaessaeseeeeeseasssseseeeeseeaasasaseeeeseeansrreseess -11-
2.3 QUICK WIRELESS SECURITY SETUP.......cocuiuitiietitiueeieeeeteseseesseseseseseesesesesesessasesesesessseasesesesesessaseseseseseasaseseseseeneeas -13-
CHAPTER 4 ADVANCED SETTINGS -14 -
v I D ) AV (@1 1) 3L TSRS -14 -
4.2 ADVANCED SETUP......coiiiiiiiettteeeeeeeeeeeteeeeeeeeeeestaaeeeeeeeeeessaeeeeeeeeeaastaaseseeseeassaassseeeeeeeaaaaresessesesaassrseseseeseeannrreeees -17 -
4.2.1 LaAYCT2 INEETTACE .....veeiiieeiie ettt ettt ee e ite e tte et e et e et eeateeeta e e sseessseesnseeensaeensaesssaesnsaeansseensseesssessnseennseean -18 -
4.2.2 WAN SEIVICE....iiuiiiuiieieete ettt ettt ettt ettt ettt e e et st e et e s ateeateeatesat e eateeateeateemteemteenteenteenteenteenteenseenseans -20 -
T T 7 N\ <1 1 1 T RSP SRP -44 -
B2 4 NAT ...ttt ettt ettt et et e et e st ea e et e eh e e et en s et e eR e entea s e st eReeaten s e st enten s et e eneen e et e teeseentetenseeneentennens -46 -
T N 1T 11 01 2RSSR -51-
4.2.6 Parental COMLIOL ..........oiiiiiiiiieieieee ettt sttt et sttt et e et e st et et esseeseens et eeseensensensesseeneesenseeneennansans -54 -
4.2.77 QUALIEY OF SETVICE ...uviiurieiieiieii et ettt et et e bt eteebeeebeebeesbeesbeesseesseesseasseesseasseasseesseesseesseenseesseesseenseenseensenns -56 -

4. 2.8 ROULIIE. ...ceutieeiiie ettt eetteetteette ettt ettt e s teeessaeessaeessseesssaessseesssaeassseessaeassaeansseensseenssaeansaesnsaeansseensseennsessnseesnseenn -58-
42,9 DIN Sttt ettt et a ettt eh e a e et e ke eh e en e ettt eReenten s et e estent et e eaeent et e teeseentetenseeneennensens - 60 -
T L0 5 1 ) TSRS -62 -
20T UPKP ettt ettt e et et e a et e et e e st et et e Rt e st et et e eaeent et e teeneentetenteeneennennens -63 -
4.2.12 Print Server (Available only in D30T )......ccieoiiiiiieiieiieie ettt ettt et eteeveebeebeesbeesbeebeesseeseeseenseens -64 -
4.2.13 Storage Service (Available only in D3071).....c.cocuiioiieoiieiieiieieeie ettt et beebeebeebe b e -64 -
4.1.14 TNLETTACE GTOUPINE ....veeeivieeiieeiieeetteetteetteertteeeteesteessseeasseeessseessseessseeansseansseessseessseesnseeansseenssessssesssessnseen -65 -
U115 TP TUNNEL ...ttt ettt e et e et e et e e st enten s e st e s een s et e eaeeneensensesseeneensensesneensansens -67 -
ZL1.160 COTITICALE ..ottt ettt et et ettt et et e et e atesat e eateeateeateeateemteemteemteenbeenteenteenteenteans -68 -
ZUT1.17 MUTLICASE ..ottt ettt ettt e st e et et e e e e st es e ensesseeseenten s e st eseensenseeseeneensensesseeneenseseeneensansans -70 -
LTI IPTV ettt ettt ettt e et e ae e e e n et e e et e et en s e s e e st e nten s e st e st en s et e eaeent et e teeseentetenteeneennennens -71-

4.3 WIRELESS ....vveeieitieeeeetteeeeeteeeeeeteeeeeetaeeeeeateeeeetseseeessaeeeassaeseassseseassseeeanssaesessseesassseeeessaseeeassseeeanssseesasseesennseeeean -72 -
4301 BaASIC. ittt ettt ettt ettt ettt ettt e e a et et e et e e et e et e ea bt et e eateeat e e bt e bt e bt enteeteeteenteens -72 -
4.3.2 SECUTILY ..vveeuvieeiieeiieeetteeteeetteestteessbeessseesssaeassaeesssaesssaeasseeassssessseenssaesssssassseansseensseessseesssssassssesssesnssessnsensnseean -73 -
433 MAQC FIlEET ettt ettt ettt et e e te e et e st en s e sseeseensensesseeseensenseeseensensenseeseensensensesneensansans -74 -
4.3.4 WITELESS BIIAZE .....evieiiiieiie ettt ettt etteeiteette et e et e e s bt eesteeetbeessseessseessseeessaeesssaessseeasseeassseensseensseesnsessnsaen -75 -
4.3.5 StALION N0 .eeiniieiieeie ettt ettt et ettt ettt ettt ettt e et et e bt enteeteeteenteens -76 -



Tenda Wireless Modem Router User Guide

44 DIAGNOSTICS....utteeeeeeeeeeeeiiee e eeeeeeeetteeeeeeeeeeeetaaeeeeeeeeaasaaeseeeeseeaasaarassaeeeeeasaassaeeeeeeeassssreseseeeeeaassessseeeeseeannrreeeens -76 -
4.5 IMANAGEMENT ......uutttiiie e eeeeieeeeee e et et e taee e e e e e eeeeetaeeeeeeeeeeataaeeeeeeeeeaaesreseaeeeeeassaassaseeeeeeaassareseeseeeeaasrssseeeeeeeannrreeeens -76 -
45,1 SEUIIES . .eeuvieetieiieieete et et ete et eteeteebeeeteesbeesseesseasseasseesseansaenseesseasseesseenseenseenseensaenseenseenseenseenseenseenseenseensaans -76 -

T TN 3 15314 T o o OSSPSR -78 -
4.5.3 SCOUITLY LLOZ .1 iutiiiieiieii ettt ettt ettt et e et e et e e beeebeesbeesbeesbeesbeesseesseesseesseesseenseanseenseenseenseenseensesnsennsennsenns -79 -
.54 SNIMP AGENL ...ttt ettt ettt ettt ettt e et e e et e e e tte e st e eaateeeaseeenseeesbe e nteeanseeeseeesaeenbeeanseeenseeenaean -79 -
4.5.5 TRA0609 CIIENL «..cuvitieiienieteetteieste ettt ettt ettt st e ste et e e s teebeesteateaeeeseemtenteabeeseen s et e eaeeneeneentesbeeneensensesseeneansens - 80 -
4.5.6 INEEIMEE TIMC ...uviivieiierieie et ettt et e vt eteeteebeebeesbeesseesseesseesseesseasseesseasseesseesseenseesseesseesseenseenseensesnsennseensenns -80 -
4.5.77 ACCESS COMIIOL ....uviiuiieiiieiieiieie et et ettt ete et ebeebeeebeesbeesbeesbeesseesseesseesseesseenseenseesseenseesseenseenseensesnseenseensenns -81 -
4.5.8 UPAALE SOTLWATE ... .ceueeietietieiiete ettt ettt ettt sttt e e te et e es et e steeseen e et eebeeseene et e eaeeneensenseeseeneensensesneennansens -82-
TR AT oo o RSP SRP - 83 -
APPENDIX 1 CONFIGURE YOUR PC -84 -
WINDOWS 7 e -84 -
IMLALC ettt h ettt ea ettt eh e ea e et ekt eh e en e et e bt eRten e et e Rt eat et e st eheent et e bt eneenseteeneeneentenee - 86 -
APPENDIX 2 JOIN YOUR WIRELESS NETWORK - 88 -
WINDOWS X P .. -88 -
WINDOWS 7 e -89 -
IMLALC ettt ettt h ettt a ettt e h e a e et ekt Rt ea e et e bt eRten e et e Rt ene et ekt eheent et e bt eneenteteeneeneentenes -91-
1053 (0 274 1 27N 0 RS STR -92-
APPENDIX 3 FAQS -94 -
APPENDIX 4 VPI/VCI LIST -96 -
APPENDIX 5 REGULATORY COMPLIANCE INFORMATION -102 -




Tenda Wireless Modem Router User Guide

About This Manual

This user manual describes how to install, configure, operate, and troubleshoot the modem router in a simple and

easy-to-understand way.
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Chapterl Get to Know Your Wireless Router

This user guide applies to the following four models: D301 and D151. The D301 is used as an example throughout

this user guide.

The differences between the two products are listed below:

Model Wireless Speed USB Port RJ45 Ports

D301 300M 1 4

D151 150M none 4
D301 D151

A

The USB-based features of Print Server and Storage Service are unavailable in D151 that is not built with a USB port.

What it does
The Wireless ADSL2+ Modem Router provides you with an easy and secure way to set up a wireless home network with

fast access to the Internet over a high-speed digital subscriber line (DSL). Complete with a built-in ADSL modem, it is

compatible with all major ADSL Internet service providers. It offers wireless speeds of up to 300 Mbps needed for

demanding applications, such as large file transfers, streaming HD video, and multiplayer gaming. The unit comes with a

wide range of premium features and applications such as IPv6, TR069, SNMP, Multicast, IP tunnel, ready share USB,

IPTV service and parental controls, etc. Plus, with the router, you can access Internet via the ATM interface or Ethernet

interface.

Y

VV VY VY V V VY

Product Features

Wireless N speeds up to 300 Mbps for streaming HD videos and online gaming in addition to basic Internet

applications.

All-in-one device combines a Built-in ADSL2+ modem, wired router, wireless router and switch

Sharable USB lets you access and share files on an attached USB hard drive (available only in D301)

Sharable Printer lets you print from your Windows computer to a connected USB printer (available only in D301)

Advanced QoS helps prioritize media streaming and gaming applications for best entertainment experience

Parental Control keeps your kids Internet experience safe using flexible and customizable filter settings

One-touch WPS ensures a quick and secure network connection

WEP and WPA/WPA2 are supported for advanced encryptions

Compatibility: Works with all major ADSL Internet service providers (ISPs); Backward compatible with 802.11b/g
-6-
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Y VY

VV V YV VY V VY

Y VYV

WiFi devices

Interchangeable LAN/WAN ports to schedule the Ethernet port to function either as a LAN or a WAN port
Interchangeable LAN/IPTYV to schedule the Ethernet port to function either as a LAN or an IPTV port

Optional Ethernet and ADSL Uplinks: Access Internet via ADSL2+ Broadband Internet Service or an
interchangeable LAN/WAN RJ-45 port

Multiple Internet Connection Types: Bridging, PPPoE, IPoE, PPPoA, IPoA, dynamic IP and static IP

IPTYV Service lets your surf Internet while watching online TV

6000V lightning— proof design fits into lightning-intensive environment

Strong driving capability up to 6.5Km transmission distance

High speed ADSL speed up to 24Mbps downstream 1Mbps upstream

Built-in firewall prevents hacker attacks

Channel auto-select for optimum performance

FDM technology enables telephoning, faxing and surfing activities to proceed simultaneously without mutual
interference

Other Advanced Features: IPv6, DDNS, virtual server, DMZ, port triggering, IP filter, MAC filter and UPnP, etc
Tenda Setup Wizard for easy and fast installation and configuration

Tenda Green: Use hardware Power On/Off and software WiFi On/Off buttons to turn on and off power and WiFi to

save energy when not in use

Package Contents

Your box should contain the following items:

YV V V Y V V V

Wireless Modem Router
Phone cable

Ethernet cable

ADSL2+ filter

Quick install guide
Power adapter

Resource CD

If any of the parts are incorrect, missing, or damaged, keep the carton, including the original packing materials and

contact your Tenda dealer for immediate replacement.
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Tenda

Chapter 2 Hardware Install

If you have not already set up your new router using the Quick Install Guide that comes in the box, this chapter walks

you through the hardware install. To set up your Internet connection, see Chapter 2 Quick Internet Setup.

Front Panel

ONOFF FPOWER WPS USE  HANT WANZ WANG /F7TV

257

The LEDs on the device are described below:

LED Status Description
Solid Power is supplied to the device.
Power
Off Power is not supplied to the device.
Blinking System is functioning correctly.
SYS
Solid/Off System is functioning incorrectly.
Blinking Transferring data
WLAN Off Wireless is disabled.
Solid Wireless is enabled.
Slow Blink Physical connection failure.
ADSL Fast Blink Synchronizing...
Solid ADSL connection is established.
Off No connection established.
LAN 1/2/3/4
Blinking Transferring data
Solid Connection is established.
Solid Client connected successfully.
WPS Blinking The WPS LED starts blinking if you pressed the WPS button on the device or interface.
Off If there is no wireless clients connected, the WPS LED turns off after blinking for 2 minutes.
USB ( available | Solid Connection is successfully established on the USB port.
only in D301) Off Connection is not established on the USB port.

-8-
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Back Panel

Aeasal (o

Lant Loz Lani3 ONOFE

e —_—

<> ON/OFF: Power switch to turn the router on or off.

A

Please use the included power adapter. Use of a power adapter with different voltage rating may damage the device.

Note:

< WPS/RESET: Press it for 1-3 seconds to enable WPS connection or 7 seconds to restore all configurations to
factory defaults.

< LAN: Ethernet RJ-45 LAN ports to cable the device to the local network devices such as computers.LAN:
Ethernet RJ-45 LAN ports to cable the device to the local network devices such as computers.

< DSL: RJ-11 Asynchronous DSL (ADSL) port for connecting the device to a DSL line.

Follow the diagram below to install the device.

_Internet_ —{? co

T Connect 1o Inernat wih Ethernet I
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Chapter 3 Quick Internet Setup

This chapter instructs you to quickly set up your Internet connection.

The Quick Internet Setup applies only to ADSL Uplink mode. If you are not directly connecting to the ADSL line via a
phone cable, please click the Advanced button on the home page and then select Advanced Setup -> Layer2 Interface
-> ETH Interface. For more information, see To set up the ETH interface and To setup WAN Service for ETH

Interface.

2.1 Log in to Web Manager

You can log in to the modem router’s web manager with the Setup Wizard on the included CD automatically or using a
web browser manually. The Setup Wizard on the auto-run CD can automatically configure your PC’s TCP/IP properties

and direct you to the web login window without requiring the IP address.

Using Setup Wizard

1. Insert the included resource CD into your computer’s drive and the CD automatically runs. If the CD does not run

automatically, double click " . You will see the screen below.

2. Click Run and it will automatically configure your PC’s TCP/IP properties. If your PC is successfully configured, the

login window below will display.

'Br'da' www.tendacn.com

Welcome

Thank you for purchasing the
Tenda product. This is an easy-to use
product with a user-friendly UI. For
more info and advanced settings, click
User Guide. The user guide is in PDF
format. So make sure you have installed
a PDF Reader. If not, install it from the
included CD.

RIS UserGuide, Rl Bt

ADSL2/2+ Router

Using Browser

1. Set your PC to Obtain an IP address automatically. For more information, see Appendix 1 Conﬁ}zure Your

PC.

2. Launch a web browser and enter 192.168.1.1 to display the login window.

-10 -
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Tenda

Username: | |

Password: | |

3. Enter admin in both the login User Name and Password boxes if you first time access the router and then click the

Login button to enter the screen below.

L

@ Tip:
If you changed the login user name and password and forget them, press the Reset button on the device and then enter

the default settings of admin.

Username: | |

Password: | |

2.2 Internet Setup

Select your country.

Select your ISP.
VPI and VCI fields will be populated automatically if you select a correct country and ISP.

a0 op

Select your Internet connection type.

-11 -
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Tenda

Telline Etho Ethi FEth2 Eth3

o & & Jge e

D ¥ Connected

Connection Status: Unconfigured

Country: |Australia -

15P: |Telstra -
VPL: |8
VCI: (35

Internet Connection Type: [PPPOE -
User Name:

Passwiord
Security Key: |esessesses
Security Key is made up of 863 ASCII or 64 hex characters
OK

41 Advanced

8PV

Depending on the type of connection, you are prompted to enter your ISP settings, as shown in the following table:

Internet Connection Type ISP Information
PPPoE Enter the ISP login user name and password. If you cannot locate this information, ask your ISP
PPPoA to provide it.
Dynamic [P No entries are needed.
IPoE Enter the assigned IP address, subnet mask, and the IP address of your ISP’s primary DNS
Static (Fixed) IP server. This information should have been provided to you by your ISP. If a secondary DNS
server address is available, enter it also.
Enter the assigned IP address, subnet mask, and the IP address of your ISP’s primary DNS
IPoA Static (Fixed) IP server. This information should have been provided to you by your ISP. If a secondary DNS
server address is available, enter it also.

A

Note:

If your country and/or your ISP are not covered on the home page, please click the

* Advanced

button on the

home page and then select Advanced Setup -> Layer2 Interface -> ATM Interface and then click Add there to manually
configure the VPI and VCI. If you cannot locate this information, refer to Appendix 4 VPI/VCI List or ask your ISP to
provide it. For more information, see To set up the ATM interface and To setup WAN Service for ATM Interface.

e. After you configure all the above settings, click OK to save and apply them.

f. Test Internet Connectivity

Launch a web browser and enter www.tendacn.com. If the webpage is opened, you are connected to Internet.

-12 -
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2.3 Quick Wireless Security Setup

For security purpose, we strongly recommend you to customize a new security key. Simply enter 8-63 ASCII or 64 hex
characters.

(\:‘: -
Q Tip:
1. If you customize a new security key, write it on a sticky label and attach it to the bottom of the unit. You will need the

new security key if you wish to connect to the device wirelessly in the future.
2. To join your secured wireless network, see Appendix 2 Join Your Wireless Network.

-13 -



_-renda@ Wireless Modem Router User Guide

Chapter 4 Advanced Settings

This chapter describes the advanced features of your router.

The information is for users with a solid understanding of networking concepts who want to configure the router for
unique situations.

This chapter includes the following sections:

* Device Info

» Advanced Setup

* Wireless

* Diagnostics

» Management

Click Advanced on the home page to enter the screen below.

Device Info Device Info
Advanced Setup
Wireless Board ID: 96318REF
PETITSED Build Timestamp: 130715_2201
Management

Software Version: 4.12L.08

Bootloader (CFE) Version: 1.0.38-114.185
DSL PHY and Driver Version: A2pG038i.d24h
Wireless Driver Version: 6.30.102.7.cpe4.12L08.0

Uptime: 0D OH 36M 285

This inforrmation reflects the current status of your WAN connection.

Line Rate - Upstream (Kbps): 0

Line Rate - Downstream (Kbps): 0

LAN 1Pv4 Address: 192.168.1.1
Default Gateway:

Primary DNS Server: 0.0.0.0
Secondary DNS Server: 0.0.0.0
LAN IPv6 ULA Address:

Default IPv6 Gateway:

Date/Time: Thu Jan 1 00:36:28 1970

4.1 Device Info

This section includes the following information:

* Summary
« WAN

« Statistics

-14 -
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* Route
« ARP
« DHCP

Summary

Here you can view system information and current status of your WAN connection as seen in the screenshot.

WAN

Here you can view the WAN Information including Interface, Description, Type, IGMP, NAT, Firewall, Status, IPv4
Address and VLAN ID as seen in the screenshot.

Statistics

Summary
WAN
Statistics

Route

ARP

DHCP
Advanced Setup
Wireless
Diagnostics

Management

Device Info

Board ID:

Build Timestamp:

Software Version:
Bootloader (CFE) Version:
DSL PHY and Driver Version:
Wireless Driver Version:

Uptime:

96318REF
130715_2201

4.12L.08
1.0.38-114.185
A2pG038i.d24h
6.30.102.7.cpe4.12L08.0

0D OH 38M 105

This information reflects the current status of your WAN connection.

Line Rate - Upstream (Kbps):

Line Rate - Downstream (Kbps): 0

LAN IPv4 Address:
Default Gateway:
Primary DNS Server:
Secondary DNS Server:
LAN IPv6 ULA Address:
Default IPv6 Gateway:

Date/Time:

0

192.168.1.1

0.0.0.0

0.0.0.0

Thu Jan 1 00:38:10 1970

Device Info
Summary
| |
statistes
Route
ARp
P
Advanced Setup
Whreless
Diagnostics

Management

WAN Info

Intorface | Description | Type |Viankuid| w6 | Tgmp

MD | WAT |Frewall| Status |Wvd Address | mve Address

Here you can view the packets received and transmitted on LAN/WAN ports.

Statistics--LAN: Displays the packets received and transmitted on the LAN ports as seen in the screenshot below.

-15 -
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Device Info Statistics -- LAN
Summary
WAN Interface Received Transmitted
Bytes Pkts Errs Drops Bytes Pkts Errs Drops
LAN
athl 688006 44430 0 5222360193290 0
WAN Service
XDSL ath2 0 0 o o 0 0 0 0
Route ath0 0 0 o o 0 0 0 0
ARP wio 13144 (135 0 |0 1664559|13629/1475|0
DHCP
Advanced Setup
SRS Reset Statistics |
Diagnostics
Management

V1

eth0, ethl, eth3 and eth3 respectively represent the LAN portl, LAN port2, LAN port3 and LAN port4 of the device.

Statistics--WAN: Displays the packets received and transmitted on the WAN ports as seen in the screenshot below.

Statistics -- WAN

Device Info

Received Transmitted
Bytes | Pkts |Erre‘.‘iDropsBytee‘.‘iPkL‘#Erre#Dmps
eth3.1 [ipoe_eth3 [3686241985925078g 0 | 0 [47971[633] 0 [ 0

Reset Statistics

Summary InterfaceDescription|

WAN

Statistics

LAN

xDSL

Route

ARP

DHCP
Advanced Setup
Wireless

Diagnostics

Management

Route

Here you can view the route table as seen in the screenshot:

Device Info -- Route
Device Info
Summary Flags: U - .up, ! -II’EJE\C'E, G- gateuj;a", H -.hnst‘, R - reinstate
D - dynamic (redirect), M - modified (redirect).
WAN
Statistics Destination | Gateway | Subnet Mask | Flag | Metric | Service |Interface
192.168.1.0 |0.0.0.0 255.255.255.0 |U o bro
ARP -
10.0.0.0 0.0.0.0 255.0.0.0 U a ipoe_eth3 | eth3.1
DHCP
0.0.0.0 10.0.0.254 | 0.0.0.0 uGc (o ipoe_eth3 | eth3.1
Advanced Setup
Wireless
Diagnostics
Management

-16 -
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ARP

Here you can view the IP and MAC addresses of the PCs that attach to the device either via a wired or wireless

connection as seen in the screenshot:

Device Info

Summary
WAN
Statistics
Route
| _ARP |

DHCP
Advanced Setup
Wireless

Diagnostics

Management

Device Info -- ARP

1P address

Flags HW Address

Device

192.168.1.220

Complete | c8:9c:dc:3brac:89

bri

10.0.0.254

Complete | 78:e3:b5:9e:62:7d

eth3.1

DHCP

Here you can view the DHCP leases, including IP and MAC addresses of the PCs, hostnames and remaining lease time

as seen in the screenshot:

Device Info

Summary
WAN

Statistics
Route

ARP

|__DHCP |
Advanced Setup
Wireless

Diagnostics

Management

Device Info -- DHCP Leases

Hostname
alarmpi

SLIF4NMIHOCPMZT

MAC Address

b8:27:eb:93:56:d0

8:33:35:cae7:1c

android-714e12503adf4 a9 | c4:6a:b7:d1:38:0c

5d235-3553

€8:32:35:11:22:49

1P Address

192.168.1.2

192.168.1.4

152.168.1.6

192.168.1.8

Expires In

0 seconds

0 seconds

0 seconds

0 seconds

4.2 Advanced Setup

This section explains the following information:
e Layer2 Interface

* WAN Service

* LAN

* NAT

* Security

* Parental Control

* Quality of Service
* Routing

-17 -
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* UPnP

* Print Server

* Storage Service

* Interface Grouping
* IP Tunnel

* Certificate

* Multicast

«IPTV

4.2.1 Layer2 Interface

Click Advanced Setup -> Layer2 Interface to enter the Layer2 Interface screen.

This router provides two Layer2 Interfaces:

- ATM Interface for ADSL broadband Internet service

- ETH Interface for connecting to Internet via an Ethernet cable.

By default, system applies the ATM Interface (ADSL uplink).

If you directly connect to the ADSL line via a phone cable, first refer to To set up the ATM interface and then skip to
To setup WAN Service for ATM Interface.

Or if you connect to Internet via a fiber/cable modem using an Ethernet cable, first refer to To set up the ETH interface

and then skip to To setup WAN Service for ETH Interface.

To set up the ATM interface

Select ATM Interface and click Add to configure it.
Tenda

““““““
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Device Info
Advanced Setup
Layer2 Interface
ETH Interface
WAN Service
LAN
NAT
Security
Parental Control
Quality of Service
Routing
DNS
DSL
UPnP
Print Server
Storage Service
Interface Grouping
1P Tunnel
Certificate
Multicast
TV
Wireless
Diagnostics

Management

ATM PVC Configuration

This screen allows you to configure a ATM PVC.

verlo [0-255]
VL 35 [32-65535]

Selact DSL Latency
¥ patho (Fast)
™ pathl (Interleaved)

Select DSL Link Type (EoA is for PPPoE, IPOE, and Bridge.)

* Eoa
' pPPoA
C IPoa
Encapsulation Mode:

Service Category:

Minimum Cell Rate:

LLC/SNAP-BRIDGING =

UBR Withaut PCR =

|-1 [cells/s] (-1 indicates no shaping)

Select Scheduler for Queues of Equal Precedence as the Default Queue

@ feighted Round Robin

© Weighted Fair Queuing

Default Queue Weight:

1 [1-63]

Enter the VPI and VCI values, Select a DSL Link Type (Internet connection type): EoA (EoA is for PPPoE, IPoE, and
Bridge.), PPPoA or IPoA, leave other options unchanged from factory defaults and click Apply/Save and then refer to

To setup WAN Service for ATM Interface to configure the WAN service for Internet access.

o

@ Tip:

If you are unsure about the VPI/VCI parameters, see Appendix 4 VPI/VCI List. Or if your ISP and the VPI/VCI

information is not covered there, ask your ISP to provide it.

To set up the ETH interface

Select ETH Interface and click Add to configure it.

Tenda

Device Info
Advanced Setup
Layer2 Interface
ATM Interface
|__ETH Interface |
WAN Service
LAN
HAT
Security
Parental Control
Quality of Service
Routing
DNS
DSL
UPnP
Print Server
Storage Service
Interface Grouping
1P Tunnel
Certificate
Multicast
PV
Wireless

Diagnostics

Management

ETH WAN Interface Configuration

Choose Add, or Remove to configure ETH WAN interfaces.
Allow one ETH as layer 2 wan interface.

Interface/ (Name) ‘ Connection Mode ‘ Remove ‘

Add [ Remove
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Tenda
Device Info
Advanced Setup ETH WAN Configuration
Layer2 Interface This screen allows you to configure a3 ETH port
ATM Interface
Select a ETH port:
WAN Service [emiemn =]
LAN
nat Back| sppysave

Security
Parental Control
Quality of Service
Routing
DHS
DSL
UPnP
Print Server
Storage Service
Interface Grouping
1P Tunnel
Certificate
Multicast
PTV

Wireless

Diagnostics

Management

The Ethernet port configured here is to function as a WAN port. Only one LAN port can be configured as the WAN port
at a time. After you finish your settings, click the Apply/Save button and then refer to To setup WAN Service for ETH

Interface to configure the WAN service for Internet access.

@ Tip:

eth0, ethl, eth3 and eth3 respectively represent the LAN portl, LAN port2, LAN port3 and LAN port4 of the device.

4.2.2 WAN Service

This router provides two WAN services:
- WAN Service for ATM Interface (ADSL uplink)
- WAN Service for ETH Interface (Ethernet uplink)

To setup WAN Service for ATM Interface

If you configured the ATM Interface (ADSL uplink), follow steps below to configure the WAN service:

Click Advanced Setup -> WAN Service and then click the Add button. Select the interface you have configured
Depending on the type of connection, you will come to different screens and be prompted to enter your ISP settings
accordingly. Select one connection type from the five Internet connection types as shown in the following table (If you

are unsure, consult your ISP.):

Internet Connection Type ISP Information

Enter the ISP login user name and password. If you cannot locate
PPPoE PPPoA
this information, ask your ISP to provide it.

IPoE Dynamic IP No entries are needed.

) Enter the assigned IP address, subnet mask, and the IP address of
(If your ISP uses DHCP to assign o ) o )
Static (Fixed) IP your ISP’s primary DNS server. This information should have been

your IP address or if your ISP

provided to you by your ISP. If a secondary DNS server address is
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assigns you a static (fixed) IP available, enter it also.
address, IP subnet mask and the
gateway I[P address, you need to

select the IP over Ethernet (IPoE).

Enter the assigned IP address, subnet mask, and the IP address of

your ISP’s primary DNS server. This information should have been

IPoA Static (Fixed) IP
provided to you by your ISP. If a secondary DNS server address is
available, enter it also.
If you wish to iniate a dialup directly from your PC for Internet
Bridging access or enjoy the entire Internet connection (instead of sharing it

with others), you can select the Bridging and then click Next.

(\:; -
E) Tip:
For PPPoE, IPoE, and Bridging Internet connection types, you must first select EoA on the ATM Interface Screen, for

more information, see To set up the ATM interface.

PPP over Ethernet (PPPoE)

If you have selected the EoA from the ATM Interface screen in Layer2 Interface, you will see the screen below when

you click the WAN Service tab, select the configured interface and click Next.

Tenda
WA Service Configuration
Device Info
Advanced Setup
Layer2 Interface
ATM Interface © Bridaing
ETH Interface
| wan Service |
e Enter Service Description: [pppos 0 0 35
NAT
Security For tagged serv valid 802.1F Friority and 802.1Q VLAN ID.
parental Control For untagg -1 to both 802.1P Priority and 802.1Q VLAN ID
Quality of Service
Enter 802.1P Priority [0-7]: 1
Routing
Enter 802.1Q VLAN ID [0-4004]: 4
DHS
DSL
uPrp Network Protocal Selection:
Print Server IPV4 Only H
Storage Service
Interface Grouping Back | Next
1P Tunnel
Certificate
Multicast
PV
Wireless
Diagnostics

1.  Select PPPoE.

2. Edit the Enter Service Description. This field is optional. We recommend that you keep the default.
3. Select a network protocol: IPv4, IPv6 or IPv4 & IPv6 (dual stack).

4.  Click Next.

A Note:

If you select IPv6 or IPv4 & IPv6 (dual stack), skip to 1pv6.
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Jenda
Device Info. 4 4
ST
Layer2 Interfao that e and pat
|__winn service |
LAN '7

Ao nn

o] e

>  PPP User Name: This is for logging in to your ISP. If you cannot locate this information, ask your ISP to provide
it.

>  PPP Password: This is for logging in to your ISP. If you cannot locate this information, ask your ISP to provide it.

>  PPPoE Service Name: This information is provided by your ISP. Only enter it if instructed by your ISP.

>  Authentication Method: This is used by ISP to authenticate the client that attempts to connect. If you are not sure,
consult your ISP or select Auto.

> Clone MAC: Clicking this button copies the MAC address of your PC to the router. Many broadband ISPs restrict
access by allowing traffic only from the MAC address of your broadband modem, but some ISPs additionally
register the MAC address of the network interface card in your computer when your account is first opened. They
then accept traffic only from the MAC address of that computer. If so, configure your router to “clone” the MAC
address from the authorized computer.

> Dial on demand: Connect to ISP only when there is traffic transmission. This saves your broadband Internet
service bill.

>  PPP IP extension: If enabled, all the IP addresses in outgoing packets including management packets on the WAN
port will be changed to the device's WAN IP address. Only change the default settings if necessary.

> Enable PPP Debug Mode: Only enable this feature if supported by your ISP.

> Bridge PPPoE Frames Between WAN and Local Ports: If enabled, PPPoE dialup frame from LAN side will
directly egress the WAN port without modification.

>  Multicast Proxy: If enabled, the router will use multicast proxy.

IPv6

If you select [Pv4 as the network protocol, skip this section.
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1.  Check Launch Dhcp6c for Prefix Delegation (IAPD).
2. If your ISP is using stateful DHCPv6, check Launch Dhep6c for Address Assignment (IANA) also. Or configure
a static IP address.

3. Click Next -> Next -> Apply/Save.

WAN Gateway

L0

Here you can configure the WAN gateway address. After you configure it click Next. The default setting is

recommended.

A

Default gateway interface list can have multiple WAN interfaces served as system default gateways but only one will be

Note:

used according to the priority with the first being the higest and the last one the lowest priority if the WAN interface is

connected. Priority order can be changed by removing all and adding them back in again.

WAN DNS

Here you can configure the WAN DNS address:

-Click the Select DNS Server Interface from available WAN interfaces option

-OR select the Use the following Static DNS IP address option and enter static DNS server IP addresses for the system
And then click Next.

A

1.DNS Server Interfaces can have multiple WAN interfaces served as system dns servers but only one will be used

Note:

according to the priority with the first being the higest and the last one the lowest priority if the WAN interface is
connected. Priority order can be changed by removing all and adding them back in again.

2. In ATM mode, if only a single PVC with IPoA or static IPoE protocol is configured, Static DNS server IP addresses
-23-
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must be entered.

3. If you cannot locate the static DNS server IP information, ask your ISP to provide it.

Device Info WAN Setup - Summary

Advanced Setup
s Make sure that the settings below match the settings provided by your ISP.

ATM Interface

ETH Interface Connection Type: PPPoE
|__wan Service |

NAT: Enabled
LAN
AT Full Cone NAT:  Disabled
Security Firewall: Enabled
Parental Control IGMP Multicast: D
Quality of Service

Quality OF Service: Disabled

Routing
DNS

DsL Cick "Applyfsave” to have this nterface to be effective. Click "Back” to make any modfications.

— Back || {AppiyiSae
print Server

Storage Service
Interface Grouping
IP Tunnel
Certificate
Multicast
PTV

Wireless

Diagnostics

Management

Here you can view your configurations. Click Apply/Save to save your settings if everything is correctly set.

Wide Area Network (WAN) Service Setup
Device Info
Advanced Satup

Layer2 Interface

Interface | Description | Type |Viansa21p |VianMuxid | tgmp | wAT |Firewal| wve | Ml |Remov
ATH Interface
ETH Interface " s i i n n " r Edit

v
Quality of Service

uPnp

Print Server

Wireless
Diagnostics
Management

When the PPPoE connection is successful, you can access Internet.

IP over Ethernet (IPoE)

If your ISP uses DHCP to assign your IP address or if your ISP assigns you a static (fixed) IP address, IP subnet mask
and the gateway IP address, you need to select the IP over Ethernet (IPoE).
If you have selected the EoA from the ATM Interface screen in Layer2 Interface, you will see the screen below when

you click the WAN Service tab, select the configured interface and click Next.
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Tenda

1.  Select IPoE.
2.

3.

4.  Click Next.

Jenda

Device Tnfa
dvanced Setup
Layerz Interface
[ wan service |
an
HaT
‘Sacurity
Parental Control
Quality of Service,

Edit the Enter Service Description. This field is optional. We recommend that you keep the default.
Select a network protocol: IPv4, IPv6 or IPv4 & IPv6 (dual stack).

A

Note:

If you select IPv6 or IPv4 & IPv6 (dual stack), skip to 1pve6.

Device Info
Advanced Setup
Layer2 Interface
ATM Interface
ETH Interface
LAN
NAT
Security
Parental Control
Quality of Service
Routing
DNS
DSL
UPnP
Print Server
Storage Service
Interface Grouping
1P Tunnel
Certificate
Multicast
PTV
Wireless

Diagnastics

Management

WAN IP Settings

& Obtain an IP address automatically

Option 60 Vendor ID:

Option 61 TAID:

Option 61 DUID:

Option 125: @ Disable
€ Use the following Static IP address:
WAN IP A

WAN Sub

WAN gateway

ISP to configure the WAN IP settings.
VC in IPoE mode

enter the WAN IP address, subnet mask and interface gateway.

<+ Obtain an IP address automatically: This allows the router to automatically acquire IP information from your ISP

or your existing networking equipment.

< Use the following Static IP address:

that corresponds with your existing networking equipment.

This allows you to specify the Static IP information provided by your ISP or

WAN IP Address: The Internet IP address provided by your ISP for accessing Internet.

WAN Subnet Mask: The subnet mask address provided by your ISP for accessing Internet.

<  WAN gateway IP Address: The gateway IP address provided by your ISP for accessing Internet.
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Tenda
IPv6

If you select IPv4 as the network protocol, skip this section.

To obtain an IP address automatically:

1. Select Obtain an IP address automatically.

Check Launch Dhcp6c for Prefix Delegation (IAPD).

If your ISP is using stateful DHCPv6, check Launch Dhcpéc for Address Assignment (IANA) also.

Eall A

Click Next -> Next -> Apply/Save.

To configure a static IPv6 address

1. Select Use the following Static IPv6 address.

2. Configure WAN IPv6 Address/Prefix Length and WAN Next-Hop IPv6 Address.

3.  Click Next -> Next to enter the screen below.

-26 -



_-renda@ Wireless Modem Router User Guide

.....

Mot that selocting 3 WAN ntarface for NS sarver il anabls DHCPY Clen

4. Select Use the following Static IPv6 DNS address and manually enter the DNS server address. If you have two
DNS server addresses, enter the second also.

5.  Click Next -> Apply/Save.

A

If "Obtain an IP address automatically” is chosen, DHCP will be enabled for PVC in IPoE mode.

Note:

Device Info Network Address Translation Settings
Advanced Setup

Layer2 Interface

ATH Interface

ETH Interface B Enabe naT
.
AN
AT
Security
parental Control
Quality of Service:
Routing 1GHP Hulticast
ous
DSt [l
e T Ho Muticast VLAN Fike
print Server
Storage Service:
Interface Grouping
1P Tunnel
certiicate ack| nea
Multicast
WPV
Wireless

Diagnostics

Management

Here you can configure the NAT settings. If you are unsure about the options, please keep the default settings and then

click Next.

Here you can configure the WAN gateway address. Default gateway interface list can have multiple WAN interfaces
served as system default gateways but only one will be used according to the priority with the first being the higest and

the last one the lowest priority if the WAN interface is connected. Priority order can be changed by removing all and
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adding them back in again.

If you are unsure about the options, please keep the default settings and then click Next.

Here you can configure the WAN DNS address:

-Click the Select DNS Server Interface from available WAN interfaces option

-OR select the Use the following Static DNS IP address option and enter static DNS server IP addresses for the system
And then click Next.

A

1. DNS Server Interfaces can have multiple WAN interfaces served as system dns servers but only one will be used

Note:

according to the priority with the first being the higest and the last one the lowest priority if the WAN interface is
connected. Priority order can be changed by removing all and adding them back in again.

2. In ATM mode, if only a single PVC with IPoA or static IPoE protocol is configured, Static DNS server IP addresses
must be entered.

3. If you cannot locate the static DNS server IP information, ask your ISP to provide it.

Jenda
Device Info WAN Setup - Summary
Advanced Setup
Layer2 Interface Make sure that the settings below match the settings provided by your ISP.
ATM Interface
ETH Interface Connection Type: [PoE
-m NAT: Enabled
LAN
NAT Full Cone NAT: Disabled
Security Firewall: Enabled
Parental Control 16MP Multicast:

Quality of Service
Quality Of Service: Dissbled

Routing _

DNS

sl Click "Apply/Save" to have this interface to be effective. Cick "Back” to make any modfications.

UPnP Back | Apply/Save

Print Server

Storage Service
Interface Grouping
1P Tunnel
Certificate
Multicast
PTV

Wireless

Diagnostics

Management

Here you can view your configurations. Click Apply/Save to save your settings if everything is correctly set.
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Tenda

Wide Area flebwork (WAN) Service Setup
Device Info

Advanced Setup
Layer2 Interface
ATM Interface

ETH Interface poe ¥ A A r Edt

Interface | Description | Type | Vian8021p | Vianbiuoxdd | Tgmp | WAT |Frewall| Pvé | wid |Remove| Edit

| waN Service |
=
o

parental Control
Quality of Service
Routna

ons

1P Tunnel
Certificate
Multicast

When the IPoE connection is successful, you can access Internet.

Bridging

If you wish to iniate a dialup directly from your PC for Internet access or enjoy the entire Internet connection (instead of
sharing it with others), you can use the Bridging DSL link type and create a dialup program on your PC.
If you have selected the EoA from the ATM Interface screen in Layer2 Interface, you will see the screen below when

you click the WAN Service tab, select the configured interface and click Next.

WAN Service Configuration
Device Info
S

|Advanced Setup

Layer2 Intarface o
€ TP over Ethernet

ATM Interface @ Bridging

ETH Interface
L Enter Service Description: [pr 0 0 38 |
NAT
Security For tagged sel nter valid 802.1P Priority and 802.1Q VLAN ID.
Parental Control For untag -1 to both 802.1P Priority and 802.1Q VLAN ID.

uality of Service
L Enter 802.1P Priority [0-7] 1
Routing
Enter 802.1Q VLAN ID [0-4094]: ]
DHS
DSL
UPnP
print Server

Storage Service
Interface Grouping Back Next
IP Tunnel

Certificate

Multicast

PTV
Wireless
Diagnostics

Management

The Enter Service Description field is optional. We recommend that you keep it unchanged from default and click
Next.

Jenda
Device Info WAN Setup - Summary
Advanced Setup
Layer2 Interface Make sure that the settings below match the settings provided by your ISP

ATM Interface

ETH Interface Connection Type:  Bridge
[ el NAT: Disabled
LAN
- Full Cone NAT:
Security Firewall:
Parental Control I6MP Multicast:

Quality of Service
Quality Of Service: D

Routing e

DNS

- click "Apply/Sa frective. Click "Back” to make any modifications.

uPnP Back | Apply/Save

Print Server

Storage Service
Interface Grouping
1P Tunnel
Certificate
Multicast
PV

Wireless

Diagnostics

Management
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Here you can view your configurations. Click Apply/Save to save your settings if everything is correctly set.

Device Info
|Advanced Setup
Laver2 Interface
ATH Interface
ETH Interface
| wn service |
Lan
AT
Security
Parental Control
Quality of Service
Routing
s
[
upnp
Print Server
Storaga Service
Interface Grouping
19 Tunnal
Cortificate
Multicast
TV
[ wireiess
Diagnostics

Management

Wide Area Wetwork (WAN) Service Setup

Interface | Description | Type | Vians021p | visnwoad | igmp | naT |Fireval| wve

M |Remove|  Edit

o | =

When the bridging connection is successful, you can access Internet.

A

Note:

To configure multiple WAN connections, simply configure multiple ATM interfaces and then follow the instructions

above.

PPPoA

If you have selected the PPPoA from the ATM Interface screen in Layer2 Interface, you will see the screen below

when you click the WAN Service tab, select the configured interface and click Next.

Tenda

Device Info
Advanced Setup
Layer2 Interface
ATM Interface
ETH Interface
LAN
HAT
Security
Parental Control
Quality of Service
Routing
DHS
DSL
upnp
Print Server
Storage Service
Interface Grouping
IP Tunnel
Certificate
Multicast
PV
Wireless
Diagnostics

Management

WA Service Configuration

Enter Service Description: [pppoa 0 0 35

Network Protocal Selection:
1PV4 Only

1PV4 Onl

by
IPv4&IPv6{Dual Stack)
IPv6 Only

Back Next

1.  Edit the Enter Service Description. This field is optional. We recommend that you keep the default.
2. Select a network protocol: IPv4, IPv6 or IPv4 & IPv6 (dual stack).

3.  Click Next.
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>

Tenda
pevice Info ord
Advanced Setup
B .
ETH Interface 123
an [Ere]
-
e -
o

PPP User Name: This is for logging in to your ISP. If you cannot locate this information, ask your ISP to provide
it.

PPP Password: This is for logging in to your ISP. If you cannot locate this information, ask your ISP to provide it.
Authentication Method: This is used by ISP to authenticate the client that attempts to connect. If you are not sure,
consult your ISP or select Auto.

Dial on demand: Connect to ISP only when there is traffic transmission. This saves your broadband Internet
service bill.

Enable PPP Debug Mode: Only enable this feature if supported by your ISP.

Bridge PPPoE Frames Between WAN and Local Ports: If enabled, PPPoE dialup frame from LAN side will
directly egress the WAN port without modification.

Multicast Proxy: If enabled, the router will use multicast proxy.

If you are not sure about the options on this screen, simply enter your ISP user name and password and leave the other

options unchanged from defaults. Click Next to enter the following screen.

WAN gateway

=

e ] ]

nnnnnnn

Here you can configure the WAN gateway address. After you configure it click Next. The default setting is

recommended.

A

Note:

Default gateway interface list can have multiple WAN interfaces served as system default gateways but only one will be

used according to the priority with the first being the higest and the last one the lowest priority if the WAN interface is

connected. Priority order can be changed by removing all and adding them back in again.
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WAN DNS

Here you can configure the WAN DNS address:

-Click the Select DNS Server Interface from available WAN interfaces option

-OR select the Use the following Static DNS IP address option and enter static DNS server IP addresses for the system
And then click Next.

A

1. DNS Server Interfaces can have multiple WAN interfaces served as system dns servers but only one will be used

Note:

according to the priority with the first being the higest and the last one the lowest priority if the WAN interface is
connected. Priority order can be changed by removing all and adding them back in again.

2. In ATM mode, if only a single PVC with IPoA or static IPoE protocol is configured, Static DNS server IP addresses
must be entered.

3. If you cannot locate the static DNS server IP information, ask your ISP to provide it.

Tenda
Device Info WAN Setup - Summary
Advanced Setup
Layer2 Interface Make sure that the settings below match the ssttings provided by your ISP
ATM Interface
ETH Interface Connection Type: PPPoA
NAT: Enabled
LAN
NAT Full Cone NAT: Disabled
Security Firewall: Enabled
et antao IGMP Multicast:  Diabled

Quality of Service
Quality Of Service: Enabled

Routing -

DHS B )

DSL Click "Apply/Save” to have this interface to be effective. Click "Back” to make any modifications.

UPnp Back| Apply/Save

Print Server

Storage Service
Interface Grouping
1P Tunnel
Certificate
Multicast
PV

Wireless

Diagnostics

Management

Here you can view your configurations. Click Apply/Save to save your settings if everything is correctly set.
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Interfaca | Description

Security

Parental Control
Quaity of service
Routing

Diagnostics
Manaement

Type | Viango21p | visnbuxad | igmp

Wide Ares Network (WAN) Service Setup

wAT |prowah| wve | i | Remove| edit

[= Edit

When the PPPoA connection is successful, you can access Internet.

IPoA

If you have selected the IPoA from the ATM Interface screen in Layer2 Interface, you will see the screen above when

you click the WAN Service tab, select the configured interface

and click Next.

WAN Service Configuration
Device Info

Advanced Setup

Layer2 Interface
ATM Interface
ETH Interface

LAN

NAT

Security

Parental Control

Quality of Service

Routing

DNS

DSL

upnp

Print Server

Storage Service

Interface Grouping

1P Tunnel

Certificate

Multicast

PV

Wirelass

Diagnostics

Management

Enter Service Description: [ipga 0 0 35

Back Next

1.
2.

Edit the Enter Service Description. This field is optional
Click Next.

. We recommend that you keep the default.

Tenda

Device Info WAN IP Settings
Advanced Setup

Layer2 Interface

Parental Control
Quality of Service
Routing
DHS
DSL
uPnp
Print Server
Storage Service
Interface Grouping
1P Tunnel
Certificate
Multicast
PV

Wireless

Diagnostics

Management

Enter information provided to you by your ISP to configure the VAN IP settings.

| WaN Service |
LAN WAN 1P Address: 00.00
NAT VAN Subnet Mask: 00.00
Security

Back| Mext
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< WAN IP Address: The Internet IP address provided by your ISP for accessing Internet.

< WAN Subnet Mask: The subnet mask address provided by your ISP for accessing Internet.

Enter the WAN IP address and subnet mask assigned by your ISP. This information should have been provided to you by
your ISP. If you cannot locate this information, ask your ISP to provide it. And then click Next to enter the following

screcn.

|Advanced Setup
Laver2 Interface
LAN F e MHAT
Security
Parental Control
Quality of Service
Routing
DSL IGMP Multicast
upnp
R— R
Storage Service T o Mubicast VLAN Fite
Interface Grouping
1P Tunnel
Certificate
Multicast
Wiredess.
Diagnostics

Management

If you are unsure about the options on the screen above, keep the defaults and click Next.

Here you can configure the WAN gateway address. After you configure it click Next. The default setting is

recommended.

A Note:

Default gateway interface list can have multiple WAN interfaces served as system default gateways but only one will be
used according to the priority with the first being the higest and the last one the lowest priority if the WAN interface is

connected. Priority order can be changed by removing all and adding them back in again.

Here you can configure the WAN DNS address:
-Click the Select DNS Server Interface from available WAN interfaces option
-OR select the Use the following Static DNS IP address option and enter static DNS server IP addresses for the system
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And then click Next to enter the following screen.

Quality Of Service: Enzbled
DSL L — |

upnp
Print Server
Storage Service
Interface Grouping
1P Tunnel
Certificate
Multicast
PV

Wireless

Diagnostics

Management

Tenda
Device Info WAN Setup - Summary
Advanced Setup
Layer2 Interface Make sure that the settings below match the ssttings provided by your ISP.
LAN Connection Type: [PoA
NAT NAT: Enabled
Security
Full Ce NAT: Disabled
Parental Control vl cone ‘
Quality of Service Firewall: Enabled
ROUHY IGMP Multicast:  Diszbled
DS

Click "Apply/Save" to have this interface to be effective. Ciick "Back” to make any modfications.

Back | Apply/Save

A

Note:

1. DNS Server Interfaces can have multiple WAN interfaces served as system dns servers but only one will be used

according to the priority with the first being the higest and the last one the lowest priority if the WAN interface is

connected. Priority order can be changed by removing all and adding them back in again.

2. In ATM mode, if only a single PVC with IPoA or static IPoE protocol is configured, Static DNS server IP addresses

must be entered.

3. If you cannot locate the static DNS server IP information, ask your ISP to provide it.

Confirm your settings and then click Apply/Save to apply and save your settings. Your settings will then be displayed on

the screen below:

Device Info

Advanced Setup
Layer2 Interface

| v service |

Lan

wAT

Socurity

Parental Control

Quality of Service

Hulticast
T
wireless
Diagnostics
Management

Wiide: Area Network (WAN) Service Setp

Tnterface | Description | Type | Viano021p | Vionstuxtd | Tgmp | WAT |Frewall Wve | wid |Remove| it

ﬂ Remove

ro |

To setup WAN Service for ETH Interface

If you select and configured the ETH Interface (Ethernet uplink), follow steps below to configure the WAN service:

Two Internet connections: PPP over Ethernet (PPPoE) and IP over Ethernet (IPoE) are available in the Ethernet uplink

mode.

@ Tip:

eth0, ethl, eth3 and eth3 respectively represent the LAN portl, LAN port2, LAN port3 and LAN port4 of the device.
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Tenda
PPP over Ethernet (PPPoE)

Click Advanced Setup -> WAN Service -> Add, select the configured interface and then click Next to enter the

following screen.

Device Info
Advanced Setup
Layer2 Interface
ATM Interface
ETH Interface
LAN
HAT
Security
Parental Control
Quality of Service
Routing
DNS
DSL
uPnp
Print Server
Storage Service
Interface Grouping
1P Tunnel
Certificate
Multicast
PV
Wireless
Diagnostics

Management

Tenda

WAN Service Configuration

Select Wi e type:

@ PPP over Ethernet (PPPoE)
€ 1P over Ethernet

© Bridging

Enter Service Description: [pppos eth3

For tagged service, enter valid 802.1P Priority and 802.1Q VLAN ID.
For untagged service, set -1 to both 802.1P Priority and 802.1Q VLAN ID.

Enter 802.1P Priority [0-7]:
Enter 802.1Q VLAN ID [0-4094]:

Network Protocal Selection
P4 Only -

IPv4&IPvB(Dual Stack) |

IPv6 Only

11

Back Next

1.  Select PPPoE.

2. Edit the Enter Service Description. This field is optional. We recommend that you keep the default.
3. Select a network protocol: [Pv4, IPv6 or IPv4 & IPv6 (dual stack).

4. Click Next.

Ay,

If you select IPv6 or IPv4 & IPv6 (dual stack), skip to IPv6.

Tenda

Device Info

Print sarver
Storage Service
Intesface Grouping
1® Tunnel
Certificate
Multicast
PV

Wireless

Diagnastics

Management

PP Usename and Password

9000

Multicast Proxy

<  PPP User Name: This is for logging in to your ISP.

it.

< PPP Password: This is for logging in to your ISP.

it.

If you cannot locate this information, ask your ISP to provide

If you cannot locate this information, ask your ISP to provide

PPPoE Service Name: This information is provided by your ISP. Only enter it if instructed by your ISP.

Authentication Method: This is used by ISP to authenticate the client that attempts to connect. If you are not sure,

consult your ISP or select Auto.
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<>

&

Clone MAC: Clicking this button copies the MAC address of your PC to the router. Many broadband ISPs restrict
access by allowing traffic only from the MAC address of your broadband modem, but some ISPs additionally
register the MAC address of the network interface card in your computer when your account is first opened. They
then accept traffic only from the MAC address of that computer. If so, configure your router to “clone” the MAC
address from the authorized computer.

Dial on demand: Connect to ISP only when there is traffic transmission. This saves your broadband Internet
service bill.

PPP IP extension: If enabled, all the IP addresses in outgoing packets including management packets on the WAN
port will be changed to the device's WAN IP address. Only change the default settings if necessary.

Enable PPP Debug Mode: Only enable this feature if supported by your ISP.

Bridge PPPoE Frames Between WAN and Local Ports: If enabled, PPPoE dialup frame from LAN side will
directly egress the WAN port without modification.

Multicast Proxy: If enabled, the router will use multicast proxy.

If you are not sure about the options on this screen, simply enter your ISP user name and password and leave the other

options unchanged from defaults. Click Next.

IPv6

If you select [Pv4 as the network protocol, skip this section.

[
—
o Wt o]

ATM Interface

FTH Interface » r [ [cioneua
| st service |

LA me

naT =

Security

Parental Control "

Quality of Serv =

Routing r

s

st a

upnp r

Print Server g

Storage service

Interface Grouping r

1P Tunnel r

Check Launch Dhep6c for Prefix Delegation (IAPD).

2. Ifyour ISP is using stateful DHCPv6, check Launch Dhep6c for Address Assignment (IANA) also. Or configure
a static IP address.

3. Click Next -> Next -> Apply/Save.

WAN Gateway
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Here you can configure the WAN gateway address. After you configure it click Next. The default setting is
recommended.

WAN DNS

Here you can configure the WAN DNS address. After you configure it click Next. The default setting is recommended

if you cannot locate this information.

Here you can configure the WAN DNS address:

-Click the Select DNS Server Interface from available WAN interfaces option

-OR select the Use the following Static DNS IP address option and enter static DNS server IP addresses for the system
And then click Next.

Tenda

Device Info WAN Setup - Summary
Advanced Setup
Layer2 Interface Make sure that the settings below match the settings provided by your I5P

ATM Interface

ETH Interface Connection Type: | PPPOE
|_waN Service |
MAL £ NAT: Enabled
LAN
At Full Cone NAT:  Dissbled
Srers Firewall: Enabled

parenallinn by 1GMP Multicast:  Dissbled

Quality of Service
Quality Of Service: Enabled

Routing

DNS

DSL Click "Apply/Save" to have this interface to be effective. Click "Back” to make any modifications.

uPnp Back [ Apply/Save
Print Server

Storage Service
Interface Grouping
1P Tunnel
Certificate
Multicast
PTV

Wireless

Diagnostics

Management

Here you can view your configurations. Click Apply/Save to save your settings if everything is correctly set.

Wikle Area Network (WAN) Service Setup

Description | Type |Visn021p | vianMuwid | igmp | wAT |Frowal| e | mid |Remove| edit

ATH Interface
ETH Interface Pppoe_et A " ed| - Edit

Diagnostics
Hanagament

When the PPPoE connection is successful, you can access Internet.
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IP over Ethernet (IPoE)

If your ISP uses DHCP to assign your IP address or if your ISP assigns you a static (fixed) IP address, IP subnet mask
and the gateway IP address, you need to select the IP over Ethernet (IPoE).
Click Advanced Setup -> WAN Service -> Add, select the configured interface and then click Next to enter the

following screen.

Tenda

WAHN Service Configuration
Devica Info

Advanced Setup
Layer2 Interface

Select WAN senvice type:
€ PPP over Ethernet (PPPOE)

& TP over Ethernet
ATM Interface

© Bridging
ETH Interface
|__WAN Service |
v Enter Service Deseription: [ipge eth3
HAT
Security For tagged service, enter valid 802.1P Priority and 802.1Q VLAN ID.
Parental Control For untagged service, set -1 to both 802.1P Priority and 802.1Q VLAN ID

uality of Service
SELY Enter 802.1P Priority [0-7] B
Routing E—
A

Enter 802.1Q VLAN ID [0-4094];
DNS

DSL
UPnP Network Protocal Selection
Print Server .

Storage Service

Interface Grouping Back | Next
1P Tunnel

Certificate
Multicast
PTV

Wireless

Select IPoE.

Edit the Enter Service Description. This field is optional. We recommend that you keep the default.
Select a network protocol: IPv4, IPv6 or IPv4 & IPv6 (dual stack).

Click Next.

Eal i

A

If you select IPv6 or IPv4 & IPv6 (dual stack), skip to 1Pv6.

Note:

Device Info WAN IP Settings
Advanced Setup

Layer2 Interface Enter infarmation provided to you by your ISP to configure the WAN 1P settings.

ATM Interface Notice: If P address is chosen, DHCP wil be enabled for PVC in IPoE mode.

ETH Interface If "Use the following Static 1P address” is chosen, enter the WAN TP address, subnet mask and interface ga
LAN @ Obtain an 1P address automatically
NAT Option 60 Vendor ID:
Security Option 51 IAID:
Parental Control Option 61 DUID: { acimal digit)
EELEiEEn Option 125 & Disable € Enable
Routin

9 ' Use the folowing Static IP address:
DHNS
WAN IP Address:

DSL
uPnp WAN Subnef
Print Server VAN gateway TP Address:

Storage Service
Interface Grouping
1P Tunnel
Certificate
Multicast
PV

Wireless

Diagnostics

Management

< Obtain an IP address automatically: This allows the router to automatically acquire IP information from your ISP
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or your existing networking equipment.

This allows you to specify the Static IP information provided by your ISP or

< Use the following Static IP address:
that corresponds with your existing networking equipment.
< WAN IP Address: The Internet IP address provided by

your ISP for accessing Internet.

WAN Subnet Mask: The subnet mask address provided by your ISP for accessing Internet.

WAN gateway IP Address: The gateway IP address provided by your ISP for accessing Internet.

Enter the IP address/ subnet mask/gateway IP address

automatically and then click the Next button.

IPv6

If you select IPv4 as the network protocol, skip this section.

provided by your ISP or select Obtain an IP address

“1

ETH Interface

AT

Parental Control
Quality of Service:

S e )

s i

To obtain an IP address automatically:

1. Select Obtain an IP address automatically.

Call O

Click Next -> Next -> Apply/Save.

Check Launch Dhep6c for Prefix Delegation (IAPD).
If your ISP is using stateful DHCPv6, check Launch Dhcp6c for Address Assignment (IANA) also.

ETH Interface

AT
Security

Parental Control
Quality of Service:

Sl Y

s i

To configure a static IPv6 address

1. Select Use the following Static IPv6 address.
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2. Configure WAN IPv6 Address/Prefix Length and WAN Next-Hop IPv6 Address.

| enda

Device Info
Advanced Setup
Layer2 Interface
ATH Interface
ETH Interface.
EEST
Lan
HAT
Security
Parental Control
Quality of Service
Routing
ons
ost
uPne
Prnt Server
Storage Service
Interface Grouping

Certificate
Multicast
w1V

Wireoss

Diagnostics

Management

o] ]

3.  Click Next -> Next to enter the screen below.

Device Info
Advanced Setup
Layer2 Interface
ATM Interface

ETH Interface
|__wan service |
Lan
HAT
Security
Parental Control
Quality of Service
Routing
DiS
DSL
upnp
print Sarver
Storage Service
Interface Grouping
P Tunnel
Certificate
Multicast
PV
Wireless
Diagnostics

Management

Selected DNS Server .
Avaiable WAN Interfaces

Interfaces

j
j

© use the following Static DNS TP address:

Primary DNS server:

Secondary DNS server:

Pv6: he configured WAN interface for IPv6 DNS

Note that selecting a WAHN interface for IPv6 DNS server wil enable DHCPv6 Client on that interface.

€ Obtain IPv6 DNS info from 2 WAN interface:

WAN Interfacs

NO DHCPEC ENABLED INTERFACE |5

® Use the following Static IPv6 DS address;

Primary IPv6 DNS

Secondary IPv6 DNS server

nformation OR enter the static IPv6 DNS server Addresses.

Back| Next

4.  Select Use the following Static IPv6 DNS address and manually enter the DNS server address. If you have two

DNS server addresses, enter the second also.

5.  Click Next -> Apply/Save.

NAT

[ tenda

Device Info
Advanced Setup
Layer2 Interface

ATH Interface

Parental Control

Quality of Service

Storage Service
Interface Grouping
1P Tunnel
Certificate
Multicast.

v

woirslass

Diagnostics

Management

Hetwork Ad

.
L
At
Security &

ETH Intertace B raoie it

Routing IGMP Multicast

Here you can configure the NAT. If you are not an advanced user we recommend you to keep the default settings and
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then click Next.

WAN Gateway

] ]

Here you can configure the WAN gateway address. After you configure it click Next. The default setting is
recommended.
WAN DNS

Here you can configure the WAN DNS address. After you configure it click Next. The default setting is recommended if

you cannot locate this information.

S

Here you can configure the WAN DNS address:
-Click the Select DNS Server Interface from available WAN interfaces option

-OR select the Use the following Static DNS IP address option and enter static DNS server IP addresses for the system
And then click Next.

Tenda

Device Info WAN Setup - Summary
Advanced Setup
Layer2 Interface Make sure that the settings below match the settings provided by your ISP.
ATM Interface

ETH Interface Connection Type: IPoE
| WAN Service |
NAT: Enabled
LAN
NAT Full Cone NAT: Disabled
Security Firewall: Enabled
by e et 1GMP Multicast:  Dissbled

Quality of Service
Quality Of Service: Diszbled

Routing

NS

sl Click "Apply/Save” to have this interface to be effective. Cick "Back” to make any modications.

uPnp ﬂl ApplyiSave
print Server

Storage Service
Interface Grouping
IP Tunnel
Certificate
Multicast
PV

Wireless

Diagnostics

Management
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Here you can view your configurations. Click Apply/Save to save your settings if everything is correctly set.

When the IPoE connection is successful, you can access Internet.

Bridging

If you wish to iniate a dialup directly from your PC for Internet access or enjoy the entire Internet connection (instead of

sharing it with others), you can select the Bridging and create a dialup program on your PC.

Click Advanced Setup -> WAN Service -> Add, select the configured interface and then click Next to enter the

following screen.

Tenda

Device Infa
Advanced Setup
Layer? Interface
ATH Interface
ETH Interface
| wan service |

Lan

DSL
uPnP

Print Server
Storage Servica

WAN Service Configuration

ik

i:l:"f:::‘uwpm e |t
Certificate
Multicast.
Wirekess
Edit the Service Description, which is optional. And then click Next.
e
ETH Interface n Type:
| i seivice | HAT:
Parental Control IGMP Multicast:
— ooty

Print Server
Storage Service
Intarface Grouping
P Tunnel
Certificate
Multicast
»V

Wireless.

Diagnostics

Management

Here you can view your configurations. Click Apply/Save to save your settings if everything is correctly set.
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When the connection is successful, you can access Internet.

4.2.3 LAN Setup

Here you can configure the LAN IP Address and Subnet Mask. This IP address is to be used to access the device’s

settings through a web browser. Be sure to make a note of any changes you apply to this page.

IPv4

R

ocal Area Network (LAN) Setup
Router IP Address and Subnet Mask for LAN interface

Device Inf Local
nce

ApplyiSave

IP Address: The device's LAN IP address. The default setting is 192.168.1.1.

Subnet Mask: The LAN subnet mask of the device. Combined with the IP address, the IP Subnet Mask allows a
device to know which other addresses are local to it, and which must be reached through a gateway or modem
router. You can change the subnet mask to fit your network.

Enable IGMP Snooping: Check to enable the IGMP Snooping feature and select either of the following two
modes:

Configure the second IP Address and Subnet Mask for LAN interface: If you want to configure two IP
addresses for the LAN interface, you can check this option and enter the second IP Address and Subnet Mask
manually.

Disable DHCP Server: Click to disable the DHCP Server.

Enable DHCP Server: Click to enable the DHCP Server.

Start IP Address: Specify the start of the range for the pool of IP addresses in the same subnet as the router.

End IP Address: Specify the end of the range for the pool of IP addresses in the same subnet as the router.

Leased Time: The lease time is a time length that the IP address is assigned to each device before it is refreshed.
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< Static IP Lease List: Displays a list of devices with reserved static IP addresses.
Add Entries: Click to add a static IP lease entry. A maximum 32 entries can be configured.

Remove Entries: Click to remove a static [P lease entry.

SRS

Apply/Save: After you configure all the needed settings, click this button to apply and save them.

@ Tip:

DHCP (Dynamic Host Configuration Protocol) assigns an IP address to each device on the LAN/private network. When
you enable the DHCP Server, the DHCP Server will automatically allocate an unused IP address from the IP address
pool specified in this screen to the requesting device as long as the device is set to "Obtain an IP Address Automatically”.

By default, the router functions as a DHCP server.

IPv6 Autoconfig

Static LAN IPv6 Address Configuration

<~ Interface Address (prefix length is required): Enter the interface address.

A

1. IPv6 address can only be Aggregatable Global Unicast Addresses and Unique Local Address. Link-Local Unicast

Note:

Addresses and Multicast Addresses are not permitted.
2. The IPv6 address must be entered with a prefix length.

IPv6 LAN Applications

< Enable DHCPv6 Server: Check to enable the DHCPv6 Server.
- Stateless: If selected, IPv6 clients will generate IPv6 addresses automatically based on the Prefix Delegation's
IPv6 prefix and their own MAC addresses.
- Stateful: Stateful DHCPv6 is supported based on the assumption of prefix length less than 64. Select this
option and configure the start/end interface ID and leased time. The router will automatically assign IPv6

addresses to IPv6 clients.
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- Leased Time (hour): The lease time is a time length that the IP address is assigned to each device before it is
refreshed.
- Start interface ID/End interface ID: Specify the start/end interface ID Interface ID does NOT support ZERO
COMPRESSION "::". Please enter the complete information. For exampe: Please enter "0:0:0:2" instead of
"2t
<~ Enable RADVD: The RADVD (Router Advertisement Daemon) implements link-local advertisements of IPv6
router addresses and IPv6 routing prefixes using the Neighbor Discovery Protocol (NDP) and is used by system
administrators in stateless autoconfiguration methods of network hosts on Internet Protocol version 6 networks.
Check the checkbox to enable the RADVD.
- Enable ULA Prefix Advertisement: If enabled, the router will advertise ULA prefix periodically
- Randomly Generate: If selected, address prefix can be automatically generated.
- Statically Configure: If you select this option, you need to manually configure the address prefix and life
time.
- Prefix: Specify the prefix.
- Preferred Life Time (hour): Specify the preferred life time in hour.
- Valid Life Time (hour): Specify the valid life time in hour.
< Enable MLD Snooping: MLD is used by IPv6 routers for discovering multicast listeners on a directly attached link.
If disabled on layer2 devices, IPv6 multicast data packets will be broadcast on the entire layer2; if enabled, these

packets will be multicast to only specified recipient instead of being broadcast on the entire layer2.

(v

Q Tip:

If you change the LAN IP address of the device, you will lose your connection to the device. You must type the new IP
address into your browser address field to log in to the device and set all gateway addresses of the LAN PCs to this new
address to access Internet. Be sure to write the new address on a sticky label and attach it to the bottom of the unit. You

will need the new address to log in to the device in the future.

4.2.4 NAT

This section explais the following:
* Virtual Server

* Port Triggering
« DMZ Host

Virtual Server
The Virtual Server is useful for web servers, ftp servers, e-mail servers, gaming and other specialized Internet

applications. When you enable the Virtual Server, the communication requests from the Internet to your router’s WAN

port will be forwarded to the specified LAN IP address.
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< Use Interface: Select a WAN connection to which you wish to apply the rules. When there is only one WAN
connection available, the rules will be automatically applied to it.
<+ Service Name:
- Select a Service option: Allows you to select an existing service from the drop-down list.
- Custom Service: Allows you to customize a service.
Server IP Address: Enter the IP address of your local computer that will provide this service.
External Starting Port and External Ending Port: These are the starting number and ending number for the
public ports at the Internet interface.
Protocol: Select the protocol from the Protocol drop-down list. If you are unsure, select TCP/UDP.
Internal Starting Port and Internal Ending Port: These are the starting number and ending number for the ports

of a computer on the router’s local area network (LAN).

A

If you have enabled the UPnP functionality on both the router and your PC that is attached to one of the LAN port on the

Note:

router, you will be prompted on the Virtual Server page that the UPnP interface is being used.

Application Example:
You have set up two servers on your LAN side:
- An FTP server (using the default port number of 21) at the IP address of 192.168.1.100
- A web server (using the default port number of 80) at the IP address of 192.168.1.110
And want your friends on Internet to access the FTP server and web server on default ports. To access your FTP or web

server from the Internet, a remote user has to know the Internet IP address or Internet name of your router, such as
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www.tendacn.com. In this example, we assume the Internet IP address of your router is 183.37.227.201. Then follow

instructions below:

To configure the router to make your local FTP server public:

1.
2.

Click NAT -> Virtual Server to enter it and then click the Add button.

- Select FTP that you wish to host on your network from the Select a Service drop-down list. The port number (21)
used by this service will then be automatically populated.

- Or if you wish to define the service yourself, enter a descriptive name in the Custom Service, say My FTP, and
then manully enter the port number (21) used by this service in the Internal Starting Port, Internal Ending Port,
External Starting Port and External Ending Port fields.

Select a protocol from the Protocol drop-down list. If you are unsure, select TCP/UDP.

In the Server IP Address field, enter the last digit of the IP address of your local computer that offers this service.
Here in this example, we enter 192.168.1.100.

Click the Apply/Save button.

Your friends on Internet will then be able to access your FTP server simply by entering "ftp://183.37.227.201" in his

browser.

'Ehttps:ffaccnunts‘qnngle‘cnl x % =1 e |
C [ fp://183.37.227.201 =

To configure your router to make your local web server public:

6.

Click NAT -> Virtual Server to enter it and then click the Add button.

- Select Web Server (HTTP) that you wish to host on your network from the Select a Service drop-down list. The
port number (80) used by this service will then be automatically populated.

- Or if you wish to define the service yourself, enter a descriptive name in the Custom Service, say My Web Server
(HTTP), and then manully enter the port number (80) used by this service in the Internal Starting Port, Internal
Ending Port, External Starting Port and External Ending Port fields.

Select a protocol from the Protocol drop-down list. If you are unsure, select TCP/UDP.

In the Server IP Address field, enter the last digit of the IP address of your local computer that offers this service.
Here in this example, we enter 192.168.1.110.

Click the Apply/Save button.

Now you can view your configurations as seen in the screenshot below. Your friends on Internet will then be able to
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access the web server simply by entering "http://183.37.227.201" in his browser.

hitps:ffaccounts.google.con % W

X [ http://183.37.227.201 =

A

The "Internal Port End" cannot be modified directly. Normally, it is set to the same value as "External Port End".

Note:

However, if you modify "Internal Port Start", then "Internal Port End" will be set to the same value as "Internal Port

Start”.

(\:I: -
Q Tip:
If the service or game you wish to host on your network is not included in the list, manually add it in the Custom Service

field and then add the port number used by it to the Internal Starting Port, Internal Ending Port, External Starting
Port and External Ending Port fields.

Port Triggering

Some applications such as games, video conferencing, remote access applications and others require that specific ports in
the Router's firewall be opened for access by the applications. Port Trigger dynamically opens up the 'Open Ports' in the
firewall when an application on the LAN initiates a TCP/UDP connection to a remote party using the 'Triggering Ports'.
The Router allows the remote party from the WAN side to establish new connections back to the application on the LAN
side using the 'Open Ports'.

Roghcat s

To enter the Port Triggering screen, click NAT -> Port Triggering and then click the Add button to add rules.
You can configure the port settings from this screen by selecting an existing application or creating your own (Custom

application) and click "Save/Apply" to add it.
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< Use Interface: Select a WAN connection to which you wish to apply the rules. When there is only one WAN
connection available, the rules will be automatically applied to it.
<+  Application Name: Two options are available:
- Select an application
- Custom application
< Trigger Port Start/Trigger Port End: The port range for an application to initiate connections.
Trigger Protocol: Select the protocol from the drop-down list. If you are unsure, select TCP/UDP.
Open Port Start/ Open Port End: These are the starting number and ending number for the ports that will be

automatically opened by the built-in firewall when connections initiated by an application are established.

DMZ Host

The default DMZ (De-Militarized Zone) host feature is helpful when you are using some online games and

videoconferencing applications that are not compatible with NAT (Network Address Translation).

DMZ Host IP Address: The IP Address of the device for which the router’s firewall will be disabled. Be sure to assign a
static IP Address to that device. The DMZ host should be connected to a LAN port of the device. Be sure to assign a
static IP address to that DMZ host.
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