User Guide

www.tendacn.com

Concurrent Dual Band Wireless N600 Gigabit Router



Tenda Concurrent Dual Band Wireless N600 Gigabit Router

Copyright Statement
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Chapter 1 Product Overview

1.1 Whatitdoes

The Tenda N60 Concurrent Dual Band Wireless N600 Gigabit Router accommodates users
looking for extreme wireless performance. Delivering up to 300+300Mbps wireless speed, it
uses dual band technology to deliver 2.4GHz and 5GHz wireless signals simultaneously,
allowing you to check email and browse the Internet using the 2.4GHz while streaming
High-Definition movies and other bandwidth-intensive applications on the 5GHz band.
Also, it reduces the possibility of interference from appliances and cordless phones that
use the 2.4GHz band.

1.2 Features

<~ 2A4GHz IEEE802.11n,|EEE802.11g IEEE802.11b 5GHz IEEE 802.11n IEEE
802.11a |EEE802.3 IEEE802.3u

Deliver 2.4GHz and 5GHz wireless signals simultaneously

1 Gigabit WAN port for Internet connection

3 Gigabit LAN ports for LAN connection

1IPTV port

Up to 300+300Mbps wireless rate

Combines the function of a wireless AP, router, switch and firewall
Provides Internet connection types: Dynamic/ static IP,L2TP,PPTP PPPOE/
PPPOE dual access

Supports IPTV service

1 USB port for storage or printer sharing

Built-in firewall supports domain name/MAC address filter

WEP, WPA-PSK, WPA2-PSK and WPA&WPA2-PSK secure your wireless network
against unauthorized access

Supports guest network

WPS one-touch encryption

Hidden/invisible SSID;

MAC-based access control

WMM streams your video and audio

Bandwidth control

SNTP, WDS, UPnP, DDNS and DMZ

Syslog records router's usage status

R R S R
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1.3 Package Contents

Please unpack the box and check the following items:

<~ N60 Concurrent Dual Band Wireless N600 Gigabit Router
<~ Power Adapter

< Quick Installation Guide

< CD-ROM

<>

1-meter Ethernet cable

If any of the above items are incorrect, missing, or damaged, please contact your Tenda
reseller forimmediate replacement.
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Chapter 2 Hardware

2.1 Panel Overview

Front Panel

2 & B 48 B O QO O B O

Power LED: A solid light indicates a proper connection to the power supply

while a blinking light indicates system is functioning correctly.

WPS LED: A blinking light indicates router is performing WPS authentication

on a client device.

5G LED: A solid light indicates wireless is active while a blinking light indicates

router is transmitting data wirelessly over 5GHz.

2.4G LED: A solid light indicates wireless is active while a blinking light
indicates router is transmitting data wirelessly over 2.4 GHz.

LAN/1/2/3 LED: A solid light indicates corresponding LAN port is correctly
connected while a blinking light indicates such port is transmitting data.

IPTV LED: A solid light indicates corresponding IPTV port is correctly
connected while a blinking light indicates it is transmitting data.

WAN LED: A solid light indicates the WAN port is correctly connected while a
blinking light indicates it is transmitting data.

USB LED: A solid light indicates the USB port is correctly connected.
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Back Panel

WAN IPTV LAN1 LAN2 LAN3 WPS/Reset Power

WAN: Internet port RJ-45 for connection to an Internet-enabled xDSL
Modem/Cable Modem or existing Ethernet.

IPTV IPTV port for connection to a network set-top box. However such port can
function as a LAN port if IPTV STB port is not enabled.

LAN/1/2/3: 3 LAN ports RJ-45  for connection to PC’s NIC or uplink to a hub,

switch or wireless AP.
WPS/Reset: WPS button/Reset button: Pressing it for about 1 second enables WPS
encryption with a blinking WPS LED while Pressing it for about 7 seconds restores

the device to factory defaults.

2.2 Minimum System Requirements

< Installed Network Adapter
< Internet Explorer 5.0 or higher
< Broadband Internet Service (through xDSL/Cable Modem/Ethernet)

2.3 Hardware Installation

1. Connect one end of the included power adapter to the router and then plug
the other end into a wall outlet nearby. (Using a power adapter with a different
voltage rating than the one included with the router will cause damage to the
product.)
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v Power Outlet

1
N/

Power Adapter

Concurrent Dual
Band Wireless
N600 Gigabit Route {

2. Connect one of the LAN ports on the Router to the NIC port on your PC using an
Ethernet cable.

v Power Outlet ~

Power Adapter

Concurrent Dual
Band Wireless

N600 Gigabit Route [
LE X1 ]
T
T Ethernet Cable 7

3. Connect the Ethernet cable from Internet side to the WAN port on the Router.

| -

v Power Outlet ~

Power Adapter

Concurrent Dual
Band Wireless
N600 Gigabit Route

L Erl oy
T T
Ethernet Cable ] T Ethernet Cable
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Chapter 3 Login to Web Utility

The device’s default IP is 192.168.0.1. You can change it to accommodate your own
needs. Here in this manual, we use the default IP.

Connect you PC to the router and config your PC’s TCP/IP settings following
instructions in appendix 1 hereto. And then do as follows to run a Ping command

to test connectivity between your PC and the router.

< 1.Select“Start”—"Run”and enter “cmd”. Then press “Enter”.

[ 2]

Twpe the name of a program, folder, document, ar
Internet resource, and Windows will open it for waou,

Qpen: ! cd __v_I

ok I Cancel l Browse. ., i

< Enter “ping 192.168.0.1" and press “Enter”. If you see the following screen, it
means the router is reachable on your PC. If you don't get the following screen,
verify router’s power supply, Ethernet cable connections and your PC’s TCP/IP
settings.

indows',system32'.cmd.exe

crosoft Windows XP [Uersion 5.1.26881
[{C> Copyright 1%85-2001 Microsoft Corp.

[F:\Documents and Settings\Administeatowdping 192.168.8.1
Pinging 192.168.8.1 with 32 bytes of data:

Reply from 192.168.08.1: hytes=32 time<ims TTL=64
Reply from 192.168.8.1: bytes=32 time<ims TTL=64
Reply from 192.168.8.1: bytes=32 time<{ims TTL=64
Reply from 192.168.0.1: hytes=32 time<ims TTL=64

[Ping statistics for 192.168,
Packets: Sent - 4. Received - 4. Lost - @ (B loss),
Approxinate round trip times in milli-seconds:
Minimum = Bms, Maximum = Bms, Average = Bms

[F:\Documents and Settings“Administrator’
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Login to web utility

Launch a web browser on your PC and enter http://192.168.0.1 as below. Then
press “Enter”.

{Q v ] hetp://192.168.0.1 v |4 X ‘

Enter user name and password in corresponding fields on window below (Default
user name and password are respectively set to admin).

Tenda

TENDA N60 Router

User Name: (Default User Name:admin)
Password: (Default Password :admin)

Login Cancel
e L tanee

Note:

For security purpose, please change the default user name and password after you
logged in to web utility.

You will see the following interface if you entered a correct user name and a correct
password.

41 Advanced

Internet Connection Settings

'pppoE CpHCP

User Name: 123

Password: ee

Wireless Security Settings

|z.46 security Key =] [12325878

| QK | | Cancel |

10
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Chapter 4 Configurations

This chapter delivers a detailed presentation of router’s functionalities and
features under 8 main menus below, allowing you to manage the router with ease.

Navigation Menus b
b Device Info

b Network

b Security

b Advanced

b Wireless

F UsB

b IPTV

F Tools

During operation, if you are not clear about a certain feature, you can simply
click the “Help” button to read all related helpful info.

4.1 Device Info

WAN

Navigation Menus <l | Device Info
~ Device Info WAN LAN Wireless General 1

} Device Info

Uglinte: 0.00KB

Speed (3/5)

This section allows you to view the router’s WAN info listed below:

WAN Status: Displays WAN connection status: Disconnected, Connecting or
Connected.

Disconnected: Indicates that the Ethernet cable from your ISP side is / is not
correctly connected to the WAN port on the router or the router is not logically
connected to your ISP.

Connecting: Indicates that the WAN port is correctly connected and is requesting
an IP address from your ISP.

11
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Connected: Indicates that the router has been connected to your ISP.

< Internet Connection Type: Displays current Internet connection type.

< WAN IP: Displays WAN IP address.

< Subnet Mask: Displays WAN subnet mask.

<> Gateway: Displays WAN gateway address.

<> DNS Server: Displays WAN DNS address.

<> WAN MAC Address: Displays router’s WAN MAC address.

<> WAN Traffic: Displays bandwidth currently used by router in KB/s.

<~ Connection Duration: Displays time duration indicating how long the router
has been connected to ISP.

<~ WAN Traffic Graph: Displays a graphic presentation of the traffic flow.

LAN

This section allows you to view the router’s LAN info listed below:

Navigation Menus & Device Info

~ Device Info WAN LAN Wireless General

} Device Info

b Network
b Security

» Advanced

F Wireless
* USB
b IPTV

b Tools

IP Address: Displays LAN IP address.

Subnet Mask: Displays LAN subnet mask.

LAN MAC Address: Displays router’s LAN MAC address.

DHCP Server: Displays whether DHCP server is enabled or not.

NAT Entries/NAT: Displays number of used NAT entries and MAX NAT entries.

S

Wireless
This section allows you to view the wireless info listed below:

Navigation Menus__ [«</| | pevice Inf
~ Device Info WAN LAN Wireless General




Tenda Concurrent Dual Band Wireless N600 Gigabit Router

S

Wireless Radio: Displays whether wireless is enabled or not.

Wireless MAC address: Displays MAC address of the router’s wireless interface.
SSID: Displays current SSID.

802.11 Mode: Displays currently active network mode.

Country: Displays current country.

Channel: Displays current channel.

Security Mode: Displays current security Mode.

System Info
This section displays CPU/memory usage, uptime, system time, number of
connected client(s) and system version info.

~ Device Info WAN LAN Wireless General
} Device Info
CPU Uszaz=
» Network Memory Usage 26%
b Security Up Time

Navigation Menus « Device Info

b Advanced

} Wireless

b USB

b IPTV

} Tools

R

CPU Usage: Displays current CPU usage status.

Memory Usage: Displays current memory usage status.

Up Time: Displays uptime.

Time: Displays device’s time synchronized with Internet or manually set by
user.

Connected Client(s): Displays the number of connected computers.

Firmware Version: Displays router’s firmware version.

4.2 Network

“Network” includes the following four submenus. Clicking any of them enters
corresponding interface for configuration. Below explains, in details, each such
feature.

- Network
LAM
WAN
DHCP

WAMN Port
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4.2.1 LAN Settings

LAN
LAN Settings
IP Addrass For Example:192.168.1.1
Subnet Maslc [255]8]| 255 Bl 255 =)0 (=] For Example:235.255.255.0 Lo

<> IP Address: Router’s LAN IP. The default is 192.168.0.1. You can change it
according to your need.
<> Subnet Mask: Router’s LAN subnet mask.

Note:
1. If you change the device’s LAN IP address, you must enter the new one in your

browser to get back to the web-based configuration utility. And LAN PCs’ gateway
must be set to this new IP for successful Internet connection.

2. WAN IP, whether obtained automatically or specified manually, should NOT be on
the same IP net segment as the LAN IP, otherwise, the router will not work properly.
In case of emergency, press the hardware "Reset" button.

4.2.2 WAN Settings
The screen below displays WAN connection status and interface info.

WAN
WAN Settings

Interface  Connsction Status Info Edit

. Ethernat eable NOT Statie IP (IP:172.16.101.42/ 255.255.0.0 ) . .
WAN i . Config
correctly connected  Gateway:172.16.100.100 =

Click the “Config” button to enter WAN configuration interface. The router supports
six Internet connection types, include Dynamic IP, Static IP, L2TP, PPTP, PPPoE, and
PPPoE dual access.

1) Dynamic IP (DHCP): Select this option to let router obtain IP settings
automatically from your ISP, if your ISP does not give you any IP information or
account information. You don’t need to configure any settings for this connection.
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WAM

WAN Settings

Internet Connection Type |Dyr|amic: IP :I
MTU 1500

> Internet connection Type: Displays a list of available Internet connection
types.

» MTU: Maximum Transmission Unit. The default value is1500.

Note:

DO NOT change the factory default MTU value unless necessary as an improper
MTU value may degrade your network performance or even lead to network
malfunction.

2) Static IP: If your ISP offers you static IP Internet connection type, select “Static IP"
from corresponding drop-down menu and then enter IP address, subnet mask,
Primary DNS and secondary DNS information provided by your ISP in
corresponding fields.

WAN

WAN Settings

Save
Internet Connection Type Static IP LI Resztore
IP Address |:
Help
Subnet Mask 55.255.0.
Default Gateway 172.16.100.100
Primary DS Server 172.16.100.100

Secondary DMS Server 172.16.100.205

MTU 1500

<>

S

Internet connection Type: Displays a list of available Internet connection

types.

IP Address: Enter the WAN IP address provided by your ISP. Inquire your ISP if
you are not clear.

Subnet Mask: Enter WAN Subnet Mask provided by your ISP.

Default Gateway: Enter the WAN Gateway address provided by your ISP.
Primary DNS Server: Enter the necessary DNS address provided by your ISP.
Secondary DNS Server: Enter the other DNS address if your ISP provides you
with 2 such addresses, and it is optional.

15
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<> MTU: Maximum Transmission Unit. The default value is1500.

Note:

DO NOT change the factory default MTU value unless necessary as an improper
MTU value may degrade your network performance or even lead to network
malfunction.

3) PPPoE: Select PPPoE, if your ISP is using a PPPoE connection and provide you
with PPPoE user name and password info.

WAN
WAN Settings

Internet Connection Type | PPPOE Ll
Liser Name |121’—
Password .

MPPE r
MTU [lasz

< Internet connection Type: Displays a list of available Internet connection
types.

<> User Name: Enter the User Name provided by your ISP.

< Password: Enter the password provided by your ISP.

< MTU: Maximum Transmission Unit. The default value is 1492.

Note:

DO NOT change the factory default MTU value unless necessary as an improper
MTU value may degrade your network performance or even lead to network
malfunction.

4)PPTP: Allows you to connect your router to a VPN server.

For example: A corporate branch and headquarter can use this connection type to
implement mutual and secure access to each other’s resources.
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>

<>

WAN Settings

Internet Connection Typ:
PPTP Server IP main nam: Help
User Name

Password

Address Mode

IP Address

Subnet Mask ’7

Default Gateway [ |

DNS Server [

Secondary DNS Server ’7

MPPE O

[t} fraso—

Internet connection Type: Displays a list of available Internet connection
types.

PPTP Server IP: Enter the IP address of a PPTP server.

Username/Password: Enter Username/Password defined by the PPTP server.
Address mode: Select “Dynamic” if you don’t get any IP info from the PPTP
server side, otherwise select “Static”.

IP Address: Enter the IP address provided by your ISP. Inquire your local ISP if
you are not clear.

Subnet mask: Enter the subnet mask provided by your ISP.

Default Gateway: Enter the gateway provided by your ISP. Inquire your local
ISP if you are not clear.

DNS Server: Enter the necessary DNS address provided by your ISP.

Secondary DNS Server: Enter the other DNS address if your ISP provides you
with 2 such addresses, and it is optional.

MTU: Maximum Transmission Unit. The default value is 1450.

5)L2TP: Allows you to connect your router to a L2TP server.
For example: A corporate branch and headquarter can use this connection type to
implement mutual and secure access to each other’s resources.
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WAN
WAN Settings

Internet Connection Type | LZTP :I
LZTP Server IP Address 12tp_zerver {IP Address or domain name)
User Mame |I2tp_u35r—
Password [snnsscenes
Address Mode Static 'I
IP Address I—
Subnet Mask I—
Default Gateway [
DS Server I—
Secondary DMS Server I—

MTU [rass

>

Internet connection Type: Displays a list of available Internet connection
types.

L2TP Server IP Address: Enter the IP address of a L2TP server.
Username/Password: Enter Username/Password specified by the L2TP server.
Address Mode: Select “Dynamic” if you don't get any IP info from the L2TP
server, otherwise select “Static”

IP address: Enter the IP address provided by your ISP. Inquire your local ISP if
you are not clear.

Subnet mask: Enter the subnet mask provided by your ISP.

Default Gateway: Enter the gateway provided by your ISP. Inquire your local
ISP if you are not clear.

DNS Server: Enter the necessary DNS address provided by your ISP.

Secondary DNS Server: Enter the other DNS address if your ISP provides you
with 2 such addresses, and it is optional.

MTU: Maximum Transmission Unit. The default value is 1450.
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6) PPPOE Dual Access

WAN
WAN Settings

Save

Internet Connection Type |PPPCE Dual Access :I Restore

User Mame

Password
Address Mode
IP Address

Subnet Mask

Default Gateway
MPPE u
MTU 1452

< Internet connection Type: Displays a list of available Internet connection

types.

Username: Enter the PPPOE account provided by your ISP.

Password: Enter the PPPOE password provided by your ISP.

Address mode: Select “Dynamic” if you don't get any IP info from your ISP,

otherwise select “Static”.

< IP address: The IP address provided by your ISP. Inquire your local ISP if you are
not clear.

<> Subnet mask: The subnet mask provided by your ISP.

< Default Gateway: The gateway address provided by your ISP. Inquire your local
ISP if you are not clear.

< MTU: Maximum Transmission Unit. The default value is 1492.

>

4.2.3 DHCP Settings

“DHCP” includes 3 submenus: DHCP Server, Client List and Static Assignment.
Clicking any of them enters corresponding interface for configuration. Below
explains, in details, each such feature.

The Dynamic Host Configuration Protocol (DHCP) is an automatic configuration
protocol used on IP networks. If you enable the built-in DHCP server on the device,
it will automatically configure the TCP/IP settings for all your LAN computers
(including IP address, subnet mask, gateway and DNS etc), eliminating the need for
manual intervention. Just be sure to set such PCs to DHCP clients by selecting
“Obtain an IP Address Automatically” on each such PC. When you turn these PCs on,
they will automatically load the proper TCP/IP settings provided by the device
DHCP server.
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DHCP
DHCP Server Client List Static Assignment
DHCP Server [7 Enabl
Lza:z= Tims m

Primary DNE Sarver 192.188.01
Pt I
(Optional)

<>
<>

DHCP Server-Enable: Check or uncheck the box to enable or disable the
device’s DHCP server feature.

Start IP Address: Enter the starting IP address for the DHCP server’s IP
assignment.

End IP Address: Enter the ending IP address for the DHCP server’s IP
assignment.

Lease Time: The length of time for the IP address lease. Configuring a proper
lease time improves the efficiency for the DHCP server to reclaim disused IP
addresses.

Primary DNS Server: Enter a DNS server address assigned to DHCP clients.
Secondary DNS Server: Enter the other DNS address assigned to DHCP clients
(optional).

To benefit from the DHCP server feature, you must set all LAN PCs to DHCP clients
by selecting the “Obtain an IP Address Automatically” radio buttons thereon.

DHCP Client List
This section displays a DHCP dynamic client list, which includes host name, IP
address, MAC address and lease time info.

| DHCP |

DHCP Server Client List Static Assignment

If wvou 2nable the DHCP server feature, DHCE clisnt list will be updated svery 5 seconds.
Hozt name IP Addresz= MAC Addrez= Leaze Time
Christina-T 192 168.0.136 (eelde:69:00:12 £Day 23:39:51

S

IP Address: Displays IP address(s) that client(s) obtained from the DHCP server.
MAC Address: Displays MAC address of a given host.

Host name: Displays name of a given host (DHCP client).

Lease Time: Remaining time for a corresponding IP address lease.

20
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Static Assignment

If you would like some devices on your network to always have fixed IP addresses,
you can use this feature and manually add a static DHCP assignment entry for each
such device.

For example: To have a PC at the MAC address of 00:15:58:c0:d4:3f always receive
the same IP address of 192.168.0.150, simply enter the IP and MAC addresses in
corresponding fields and click “Add” and then the “Save” button as shown below.

DHCP
DHCP Server Client List Static Assignment
Save

Static Azzignment

I2 Addrass I:I Restore
WMAC Addrass | |: | |: | |: | |: | |: | | IE
i) IP Addrezz MAC Addrezz Action

192.163.0.150 00:15:38:C0:D4:3F

IP Address: Enter the IP address for static DHCP assignment.

MAC Address: Enter the MAC address of a computer to always receive the same
IP address (the IP you just entered above).

< Add: Click to add the current IP-MAC static assignment entry to the list.

< Edit: Click to change a given static assignment entry.

< Delete: Click to remove an existing entry.

>

4,24 WAN Port
“WAN Port” includes 2 submenus: MAC Clone, and Speed/Duplex. Clicking either
tab enters corresponding interface for configuration. Below explains, in details,
each such feature.

Navigation Menus S| wan Port

* Device Info MAC Clone Speed/Duplex
T
Uss this section to config devi 3
LAN
WAN MAC Address: a8:aa:3%:ab:ct.50 Restore to Factory Default MAC | | Clone MAC

WAN

DHCP gk

¥ WAN Port

MAC Clone
This section allows you to set router’s WAN MAC address. You can either manually
enter a MAC or copy your PC’'s MAC to the router.

21
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WAM Port
MAC Clone Speed/Duplex
Usz this section to config device's WAN MAC address.
TWAN MAC Address: ad:aa:35:ab.cfE0 Restore to Factory Default MAC | | Clone MAC

<~ WAN MAC Address: Displays router's current WAN MAC address, you can
manually change it.

< Restore to Factory Default MAC: Click it to restore router’s WAN MAC to factory
default value.

< Clone MAC: Click to copy your PC’s MAC to router’s WAN MAC Address field.

NOTE:

1. Normally you don't need to change the default WAN MAC value. However, some
ISP may bind client PC’'s MAC address for Internet connection authentication. In this
case, simply enter such MAC in the WAN MAC Address field or click the “Clone MAC”
button. Note that the WAN MAC address in running status interface will be updated
accordingly.

2. Do remember to reboot the router to activate the new WAN MAC. DO NOT use
the “Clone MAC” feature if your ISP does not bind your PC’s MAC.

Speed/Duplex
This section allows you to config the router’s WAN port speed/duplex settings.

WAN Paort
MAC Clone Speed/Duplex
Save
WAN Intarface-SpeedDuplax | 4
Restore

100 full-duplex

100 half-duplex
Help

1000 full-duplex
1000 half-duplex
10000 full-duplex
10000 half-duplex

You can select a WAN port speed/duplex mode that best suit your network
environment from the drop-down list, which includes auto, 10M half-duplex, 10M
full-duplex, 100M half-duplex, 100M full-duplex, T000M half-duplex and 1000M
full-duplex.

Note:

The WAN port speed/duplex mode must match that of its link partner to achieve
successful communication; otherwise, the WAN port may not function properly. So,
if you are not sure about the link partner’s speed/duplex mode, please select “Auto”.

22
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4.3 Security Settings

“Security Settings” includes the following 5 submenus. Clicking any of them
enters corresponding interface for configuration. Below explains, in details, each
such feature.

* Security
Group
Port Filter
URL Filter

MAC Filter

Access Control

4.3.1 Group Settings

“Group Settings” includes 2 submenus: Group Settings, User Group and Time
Group. Clicking either tab enters corresponding interface for configuration. Below
explains, in details, each such feature.

User Group

To create a user group, you need to specify a group name/description and an
IP address/range. The user group feature works together with other related
features.

Group
User Group Time Group
Grovp Name Grovp Deseription = Astion Save
Help

For example: If you want to add a user group for a R&D department within an IP of
192.168.0.20-192.168.0.30, first click the “Add” button and then follow steps below:

Group
User Group Time Group
Grovp Description: R_D IP Range
192.168.0.20-192.168.0.30
IP:
Not=: You can only =sither snter a single IP addrass or specify an IP address rangs.
e |-| ] ] e[
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1. Enter R_D in group name field.

2. Enter R_D IP Range in group description field.
3.Enter“192.168.0.20" and “192.168.0.30"in IP fields.
4. Click"Add “and then the “Save “button; you will find

such entry in User Group list below:

Group

User Group Time Grnﬂ

F_D IP Ranzz 192.168.0.20-192 168 .0.30

Add

Time Group

To create a time group, you need to specify a group name/description and a time /

time range.

Group

User Grnﬂ Time Group

Add

Save

For example: If you want to set a period of time from 8 00to 18 00 on working
days from Monday to Friday to a time group, first click the “Add” button and then

follow steps below:

Group
User Grnﬂ Time GroH

Grovp Name:

Grovp Description:

Working days

|"a'\-'0rking days |

Mon
Tee
Wan
The
Fri

Sun

Al 00 01 02 03 04 05 06 07 03 09 10 11 12 13 14 15 16 17 18 1% 20 21 22 23
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1. Enter “Working days” in group name field.
2. Enter“working days” in group description field.

3. Select the time and days.
4. Click“Save” and you will find such entry in Time Group list below:

Group
User Grnﬂ Time Group
o GewNems  GosDesdin e
Working davs Weorking days m
Add

4.3.2 PortFilter

To better manage PCs in LAN, you can allow or disallow such PCs to access certain

ports on Internet using the Port Filter functionality.

Port Filter
Port Filter

Part Filter: [ Enable

Note: if a currently configured rule repeats or overlaps an earlier configured rule, then only the previous rule takes

effect,

Default:| Deny VI Access to Internet

Fiterbiode  UserGroupame  Time Goupeme  Port Protocol Descrpton [E'29]  Acton
s " .
Click“Add” to enter page below:
Port Filter
Port Filter
R —
Save
Filter Mode: Deny | =] Accass to Internat Reztore
Enabls: i
o Help

— aa— [
User Group: R_D - I
Timez Group: Waorking days| = |
PR I —
Protocol: Both =

< Filter Mode: Select Deny or Allow according to your own needs.
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Deny Access to Internet: Disallow specified packets to pass through the router;
other packets are processed according to default rule.

Allow Access to Internet: Allow specified packets to pass through the router;
other packets are processed according to default rule.

Enable: Check to enable current filter entry.

Description: Enter a meaningful name to yourself for a new filter rule.

User Group: Select an added user group from the drop-down list.

Time Group: Select an added time group from the drop-down list.

WAN Port Range: Enter port IDs. You can specify a range of ports or a single
port. Allowed port ID ranges from 1 to 65535.

Protocol: Select a protocol or protocols for the traffic (“Both” includes TCP and
UDP).

St

<>

For Example: If you want to disallow PCs within IP addresses ranging from
192.168.0.20 to 192.168.0.30(“R&D" user group) to access web sites from 8:00 to
18:00 on working days - from Monday to Friday (“Working days” time group), do as
follows:

1. Select“Deny” from the filter mode drop-down list.

2. Check the “Enable” box.

3. Enter “Forbid websites” in description field.

4. Select “R&D" from the user group drop-down list.

5. Select“Working days” from time group drop-down list.
6. Enter“80” in both boxes of “WAN Port Range”.

7. Select “Both” from “Protocol” drop-down list.

Port Filter
Filter Mode:
Enable:
Deescription:
IP Group:
Time Group: Working days | =
Wanzentue [ [
Protocol: [Botn [=]

8. Click “Save” and you will find such entry in the List below.
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Port Filter

Port Filter

Part Filter: [ Enable
Mote: if a currently configured rule repeats or overlaps an earlier configured rule, then only the previous rule takes
effect,

Default:| Deny YI Access to Internet

-____W_

Disable Working days 80-30 Both  Forbid websites I

9. Select “Allow” from the “Default” drop-down list and check “Enable” Port Filter

feature.

Part Filter

Port Filter

Part Filter: ¥ Enable
Mote: if a currently configured rule repeats or overlaps an earlier configured rule, then only the previous rule takes
effect,

Default:| Allow vI Access to Internet

Dizable Working days 80-80 Both  Forbid websites |7 m

4.3.3 URLFilter

To better control LAN PCs, you can use the URL filter functionality to allow or

disallow such PC to access certain websites within a specified time range.

URL Filter

URL Filter

URL Filter:Enable
Mote:If & currently configured rule repeats or overlaps an earlier configured rule, then only the previous rule takes
effect.

Default: | Deny vIAccessb:Internet
Fleiede U Goplene  TmeGaplare  URLStng  Desapion Acton

Click“Add” to display page below:
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URL Filter
URL Filter
Save
Filter Mode: Deny [ ®| Access to Intemnst Rest
' Eslore
Enablz: [
Hel
12 Groug: R_D il
Timz Group: Working days| ¥
URL String: | |
(A comma should be put betwaen different domain names. Up to 16 entries allowsd! )

Filter Mode: Select Deny or Allow according to your own needs.
Deny Access to Internet: Disallow specified packets to pass through the router; other
packets are processed according to default rule.

> Allow Access to Internet: Allow specified packets to pass through the router; other
packets are processed according to default rule.

User Group: Select an added user group from drop-down list.

Time Group: Select an added time group from drop-down list.

Description: Enter a meaningful name to yourself for a new filter rule.

URL character string: Enter domain name string to be filtered.

YV V V V

For Example: If you want to disallow PCs within IP addresses ranging from 192.168.0.20
to 192.168.0.30(“R_D" user group) to access only web sites containing “yahoo” from 8:00 to
18:00 on working days - from Monday to Friday (“Working days” time group), without
restricting other PCs, do as follows:

1. Select “Deny” from the filter mode drop-down list.

2. Check the “Enable” box.

3. Enter “Disallow yahoo” in description field.

4, Select“R_D"from the user group drop-down list.

5. Select “Working days” from time group drop-down list.
6. Enter “yahoo”in URL String field.
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URL Filter

URL Filter
—

Save
Filter Mode: Deny | = | Accsss to Intern=t

Enabla: e

—
Pews R0

Time Group: 'W

|yahuu |
(A comma should be put batween different domain names. Up to 16 entries allowed! )

TRL 8tring:

7. Click “Save” to display page below:

URL Filter

URL Filter

Save
URL Filter:_Enable

Mote:If a currently configured rule repeats or overlaps an earlier configured rule, then only the previous rule takes Restore

effect,
Help
Default: | Deny I Access to Internet

Fiterioce User Goupame TmeGrowpline  URLstng  Deswpton [Twie] dcen

Working da Forbid yah -
Den RD ahoo v Edit | | Delete

8. Select “Allow” from the “Default” drop-down list and check the “Enable” URL Filter
feature.

URL Filter

URL Filter

Save
URL Fitter:IEnable

Mote:If & currently configured rule repeats or overlaps an earlier configured rule, then only the previous rule takes Restore

effect.
Help

Default: | Allow vIAccesstoInbernet

FltrMode | UserGopName | TweGuptane  URiStng  Dssopuwn | [Fie]  aaen

Working da Forbid yah
Den R_D ahoo = Delste
v . - y [Ect] [petete]
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4.3.4 MACAddress Filter

To better manage PCs in LAN, you can use the MAC Address Filter function to
allow/disallow such PCs to access to Internet.

MAC Filter
MAC Address Filter
Save
" Enable MAC Filter
Defalut: | Deny YI Access to Internet Iml
Eilter e e Day intian xt
Made Sun Mon Tue Wen Thu Fri Sat
Click “Add” to display page below:
MAC Filter
MAC Address Filter
Filter Mod= | Deny YI Access to Internet
MAC: LW 0 W ]e=lmacaddress ist E
Time: |00 =]{o0[=] ~ o0 =x]{00 =]
Day: o Evervday I otun Mtdon T Toe T wWea T T T rs g

< Filter Mode: Select Deny or Allow according to your own needs.

<> Deny Access to Internet: Disallow specified packets to pass through the router;
other packets are processed according to default rule.

<> Allow Access to Internet: Allow specified packets to pass through the router;
other packets are processed according to default rule.

<> Description: Briefly describe a new filter rule

< MAC: Enter the computer’s MAC address that you want to filter out in the MAC
address field or select one from the MAC address list.

< Time: Select a time range for the new MAC address filter rule to take effect. The
default is 00:00-00:00, which means 24 hours.

<~ Day: select a day or several days for the new MAC address filter rule to take
effect.

For Example: To only prevent a PC at the MAC address of 00:B0:0C:77:88:00 from
accessing Internet from 8:00 to 18: 00 everyday, without restricting other PCs,
config same settings on the screenshot below on your device:
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MAC Address Filter
Filtze Moge | Deny [z Access to Tnternat
)
MAC: foo Jso Joc 77 Jfez oo ]e==[WAC Address list =
Tims: |oa =] oo[=] ~[12 [=]{ 00 =]
Day: I7 Evervday I Sun I Mo IV Tue I Wen I¥ The W £ ¥ gta

Click “Save” to display the following page. Select “Allow” from the “Default”
drop-down list and check the “Enable MAC Filter” feature as below.

MAC Filter
MAC Address Filter
Save
[ Enable MAC Filter
Restore

Defalut ,—«Ilo w = | Access to Internet

Dy 00:B0:0C:77:38:00 pe:00- Iodify
= 18:00 Delete

4.3.5 WAN Access Control

The WAN Access Control feature allows users to configure your router from Internet
via a web browser.

Access Control
WAN Access Control
Enable: [+
Pon

>

Enable: Check or uncheck to enable or disable the WAN Access Control feature.
Port: Enter a port ID for remote web-based management. The default is 8080.
IP Address: Enter the IP address of a PC on Internet authorized to access and
manage your router’s web-based utility remotely.
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Note:

If you enter 0.0.0.0 in the IP address box, then all PCs on Internet can access your
router’s Web-based utility to view or change your settings remotely once you
enable the feature.

For example: If you want to allow only a PC at the IP address of 58.60.111.221 to
access your router’s web-based utility from Internet via port: 8080, you need to
configure same settings as shown on the interface below on your router. And what this
IP user needs to do is to simply launch a browser and enter http://58.251.88.90:8080
(provided that your router’s WAN IP address is 58.251.88.90).

Access Control
WAN Access Control
Enabls: I
4.4 Advanced Settings

“Advanced Settings” includes the following 6 submenus. Clicking any of them
enters corresponding interface for configuration. Below explains, in details, each
such feature.

* Advanced
Virtual Server
DMz
LPnP
DDMS
Routing

Bandwith Control

4.4.1 Virtual Server

The Virtual Server feature grants Internet users access to services on your LAN. It is
useful for hosting online services such as FTP, Web, or game servers. For each
Virtual Server, you define a WAN port on your router for redirection to an internal
LAN IP Address and LAN port.
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Virtual Server

Virtual Server

—
D WANPom  LANPort  PrivteIP  ProtocolType  Stams  Action

Click“Add” to display below page.

Virtual Server

Virtual Server

_

WAN Part: [(2 |Wellknown Service Port: | DNS(53) v
LAN Part:

Private IP: [ ]

Protocol:

Enable: ol

<

S

<>

WAN Port: Enter the WAN service port.

Well-Known Service Ports: The “Well-Known Service Port” lists commonly used
protocol ports such as DNS 53, FTP 21 , GOPHER(70), HTTP(80), NNTP(1190),
POP3(110), PPTP(1723) , SMTP(25), SOCK(1080), TELNET(23). In case that you
don't find the port ID you need, add it manually.

LAN Port: Enter LAN service port.

LAN IP: The IP address of a computer used as a server in LAN.

Protocol: Includes TCP, UDP and Both. Select “Both” if you are not sure about
which protocol to use.

Enable: Check the “Enable” option to activate corresponding entry.

For example: If you create a web server using port 80 on a LAN PC at the IP address
of 192.168.0.10, and you want WAN users to access such server via
http://x.x.x.x:4000 (x.x.x.x represents router’s WAN IP address), then do as follows:

1. Enter “4000” in WAN Port field, 80 in LAN port field and 192.168.0.10 in Private IP
field,

2. Select“Both” from protocol drop-down list.

3. Check the “Enable” box.

4. Click “Save” to save such settings.
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virtual Server

Virtual Server

_

VAN Port: Well-known Servics Port:
LAN Port:

Private IP:

Protocol:

Enable: I

Note:
Setting WAN port hereon to the same value as that on WAN access control section
will deactivate the virtual server feature.

4.4.2 DMZ Settings

In some cases, we need to set a computer to be completely exposed to extranet for
implementation of a bidirectional communication. To do so, we set it as a DMZ
host.

DMZ
DMZ
In soms cases, 3 computer nesds to be completaly expossd to axtranst for implamentation of 2-way communication. To do
so, we szt it as a DMEZ host.
{ IMPORTANT :Once a PC 15 s2t to a DME host, it will be completely exposed to Internet, andé may be vulnerable to attack
as firewall settings become inoperative.)
DME Host IP addr=ss: 152.168.0.100 [T Enable

<> DMZ Host IP Address: Enter the IP address of a LAN computer which you want
to set to a DMZ host.
< Enable: Check/uncheck to enable/disable the DMZ host.

NOTE:

1. If you set a PC to a DMZ host, it will be completely exposed to extranet and gains
no more protection from the device firewall.

2. AWAN user accesses the DMZ host through a corresponding WAN IP address.
4.4.3 UPnP Settings

UPnP (Universal Plug and Play) requires Windows ME/Windows XP or later or
application softwares that support such UPnP feature.
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UPnP
UPnP
Enzblz UBa® [
Restore
—
m Remota Hozt WAN Port LAN Hozt LANPort P D

ID: Entry ID.

Remote Host: Description of a remote host that receives/sends responses.
WAN Port: Port on router side.

LAN Host: Description of an internal host that receives/sends responses.
LAN Port: Port on host side.

Protocol: Indicates whether to perform TCP or UDP port forwarding.
Description: Software info of a mapped port.

R R R IR

4.4.4 DDNS Settings

Dynamic DNS or DDNS is a term used for the updating in real time of Internet
Domain Name System (DNS) name servers. We use a numeric IP address allocated
by Internet Service Provider (ISP) to connect to Internet; the address may either be
stable ("static"), or may change from one session on the Internet to the next
("dynamic"). However, a numeric address is inconvenient to remember; an address
which changes unpredictably makes connection impossible. The DDNS provider
allocates a static hostname to the user; whenever the user is allocated a new IP
address this is communicated to the DDNS provider by software running on a
computer or network device at that address; the provider distributes the
association between the hostname and the address to the Internet's DNS servers so
that they may resolve DNS queries. Thus, uninterrupted access to devices and
services whose numeric IP address may change is maintained.

| oons |
DDNS

Save

DDNS []Enable DDNS
DDNS Service Provider no-ip.com | |Register
zer Name | |

Paszword | |

Domain Name | | (Optional)

Connection Status
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S

<>

Enable DDNS: Check the box to Enable or Disable the DDNS feature.
DDNS Service Provider: Select your DDNS service provider from the

drop-down menu (Dyndns or Noip).
Username: Enter the DDNS username registered on DDNS server.
Password: Enter the DDNS password registered on DDNS server.

Domain Name: Enter the DDNS domain name distributed by your DDNS

service provider.

Connection Status: Displays current status connection with the DDNS server.

4.4.5 Routing
This section talks about Routing Table and Static Routing features.

Routing Table
This page displays the router’s core routing table which lists destination IP, subnet
mask, gateway, hop count and interface.

Routing

Routing Table Static Rnutina

152.168.0.0 2552552550 0.00.0 0 bel
127.0.0.0 235.0.00 0.0.0.0 0 lo

Static Routing
You can use this section to set up router’s static routing feature.

Routing

Rnutini Table Static Routing

Restors

Click“Add” to add static routing entries.

Routing

Rnutini Table Static Rnutina

Destination Network:
Subnet Mask:
Gataway:
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< Destination Network: Enter a destination IP address.

<> Subnet Mask: Enter a Subnet Mask that corresponds to the destination IP
address you entered.

< Gateway: Next-hop IP address.

4.4.6 Bandwidth Control

To better manage bandwidth allocation and optimize network performance, use
the Custom Bandwidth Allocation feature.

Bandwith Control

Bandwidth Settings

Save

1% Disable Bandwidth Allocation

© Custom Bandwidth Allocation

<> Custom Bandwidth Allocation: Select this option to customize a bandwidth
allocation policy that best fits your network. You can set specific limits on
uplink and downlink bandwidth of PCs within a specified IP range.

Bandwith Control

Bandwidth Settings

" Disable Bandwidth Allocation

1%} Custom Bandwidth Allocation

IP Range Upstream Downstream Description Action

Click "Add” to display the page below:

Bandwith Control

Bandwidth Settings

Save
Enablz C (If cizabled, settings below will only be saved instzad of being activatzd.)
Restore
_— | I

Upstrzam Bandwidth Limit KByte(Total)
Downstream Bandwidth limit KByte(Total)

P2P Download Control C Ragulates P2P download rate to snsure sach vser a guarantesd shars of bandwidth.

O e o b e T o Al mambars of the [P ranga shall
Allozation Modz S memier 0F Hhe © mmnme SRl US| | hare the allocated bandwidth
the allocatzd bandwidth individually. Heativel
collectivaly.

Allpcation Policy O Uitize only allocated bandwidth {%) Utilize more bandwidth if available

Description
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<>

<>

Enable: Check/uncheck to enable/disable current bandwidth entry.

IP Range: Enter a single IP or an IP range.

Upstream Bandwidth Limit: Max total upload bandwidth for a specified PC or
a range of PCs.

Downstream Bandwidth Limit: Max total download bandwidth for a specified
PC or arange of PCs.

P2P Download Control: Regulates P2P download rate to ensure each user a
guaranteed share of bandwidth.

Allocation Mode: Select either "Individual (Each member of the IP range shall
utilize the allocated bandwidth individually)" or "Collective (All members of
the IP range shall share the allocated bandwidth collectively)"

Allocation Policy: Select either "Utilize only the allocated bandwidth" or
"Utilize more bandwidth if available".

Description: Brief description of current entry.

Note:
1. Please note the bandwidth unit.

2.

If you enable the P2P Download Control feature, it will limit P2P download rate

(smaller than the specified value) to ensure other applications such as web
browsing a reserved and guaranteed share of bandwidth.

3.

If you select "Utilize more bandwidth if available”, router will dynamically adjust

uplink/downlink bandwidth allocation to ensure defined and additional bandwidth
if available or only defined bandwidth.

For example:

If you want each PC within the IP range of 192.168.0.100-192.168.0.120 to have up
to 2M uplink and 2M downlink bandwidth, and want to control P2P download
bandwidth, then config same settings as shown on the screen below on your

router:
Bandwith Control
Bandwidth Settings
Enable 7 = disablad, sattings below will only be savad inst=ad of being activated.)
IP Rang= |132.1es.c.1cc Hlsz.]es.c.]zc
Upstrzam Bandwidth Limit "2’557 KByt=(Total)

Downstr=am Bandwidth limit 256 EBvte(Total)

P2P Download Contral 7 Ragulates P2P download rate to ensure sach wser a guaranteed share of bandwidth.
' All members of the [P rangz shall
shars the allocatad bandwidth

collzctivaly.

{5 Each member of the [P range shall vtilize

the allocated bandwidth individually.

Allpeation Mods

{3 Uitizs only allocated bandwidth " Utitize mor= bandwidth if available

Description

Allocation Policy
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4.5 Wireless Settings

Wireless Settings includes 8 submenus as shown in the screenshot below. Clicking
any tab enters corresponding interface for configuration.

- Wireless
Basic
Security
WPS

WDs

Wireless Access Control
Connection List

Advanced

4.5.1 Basic Settings

This section allows you to manage your wireless network (2.4G or 5G). You can
config country code, wireless network name (SSID), network mode and channel

settings, etc the way you want.

Basic Settings-- 2.4G

24G 5G
Couatey: | China =
2 AGHz wirsless network [Vl Enabte
$81D Broageast % Enatle € Disable
BID Tenda_ABCF&0
302.11 Mods [11blg mixed mode =]
Channsl |'~".L|t-:| d
WM Capatle % Enable € Disable
APED Capable " Enatle ™ Disabls

<> Country: Select your country code from the drop-down list. There are 12

options available.
< 2.4GHz Wireless Network: Check/uncheck to enable/disable the 2.4GHz
wireless feature. If disabled, all 2.4GHz-based features will be disabled

accordingly.
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<>

SSID Broadcast: Select “Enable”/“Disable” to make your wireless network
visible/ invisible to any wireless clients within coverage when they perform a
scan they perform a scan to see what's available. When disabled, such wireless
clients will have to first know this SSID and manually enter it on their devices if
they want to connect to the SSID. By default, it is enabled.

SSID : ASSID (Service Set Identifier) is the unique name of a wireless network.
802.11 Mode: Select a right mode according to your wireless client. The default
mode is 11b/g/n mixed.

Channel: For an optimal wireless performance, you may select the least
interferential channel. It is advisable that you select an unused channel or
“Auto” to let device detect and select the best possible channel for your
wireless network to operate on from the drop-down list.

Channel Bandwidth: Select a proper channel bandwidth to enhance wireless
performance. When there are 11b/g and 11n wireless clients, please select the
802.11n mode of 20/40M frequency band; when there are only non-11n
wireless clients, select 20M frequency band mode; when the wireless network
mode is 11n mode, please select 20/40 frequency band to boost its
throughput.

Extension Channel: Working network frequency range for 11n mode.
WMM-Capable: Enabling this option may boost transmission capacity of
wireless multimedia data (such as online video play).

ASPD Capable: Select to enable/disable the auto power saving mode.

Basic Settings-- 5G

246 3G
SGHz wirsless natwork ¥ Enatis
381D Broadeast @ Enztte  Disable
=D [Tenda_5_sBCFE4
802,11 Moss [11a/n mixed mode [=]
Channel |-¢.L|t-:| j
WMM Capable @ Enatl: O Disstle
APSD Capabls € Enstls @ Disstls
<> Country: Select your country code from the drop-down list. There are 12

options available.
5GHz Wireless Network: Check/uncheck to enable/disable the 5GHz wireless
feature. If disabled, all 5GHz-based features will be disabled accordingly.
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<>

<>

<>

SSID Broadcast: Select “Disable” to hide your SSID. When disabled, no wireless
clients will be able to see your wireless network when they perform a scan to
see what’s available. If they want to connect to your router, they will have to
first know this SSID and then manually enter it on their devices. By default, this
option is enabled.

SSID: A SSID (Service Set Identifier) is the unique name of a wireless network
(changeable).

802.11 Mode: Select a right mode according to your wireless client. The default
mode is 11a/n.

Channel: The Channel can be changed to fit the channel setting for an existing
wireless network or to customize the wireless network. From the drop-down
list you can select a most effective channel. You can also select “Auto Select” to
let system detect and choose one that best fits your network.

WMM-Capable: Enabling this option may boost transmission capacity of
wireless multimedia data (such as online video play).

ASPD Capable: Select to enable/disable the auto power saving mode.

4.5.2 Wireless Security

This section allows you to encrypt both 2.4GHz wireless and 5GHz wireless
networks to block unauthorized accesses and malicious packet sniffing.

To config wireless security settings for 2.4GHz network, enter page below:

146G 5G
2 4GHz natwork 381D -- "Tenda ABCF60"
Sscurity Mot [Disable B

Available options for security mode include “Open’, “Shared’, “WPA-PSK,
“WPA2-PSK”, “Mixed WPA/WPA2-PSK”. See below for details.

Security
214G 5G
Save
2.4GHz natwork 881D -- "Tenda ABCFS0"

Security Modz WPA-PEK ﬂ @
Cinher Ty Disable .

o Open = e
Seenrity Kay |— Shared |
Keay Benzwal Interval |— WPAZ - PSK

Mixed WPAMWPAZ - PSK
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1. OPEN/SHARED

WEP is intended to provide data confidentiality comparable to that of a traditional
wired network. Two methods of authentication can be used with WEP: Open
System authentication and Shared Key authentication.

Security
1.4G 3G

2 4GHz network 881D -- "Tenda_ABCF&0"

Security Mods [open |
=fault lozw ¥1|=

Default ey key 1 J

WEP keyl ASCIH ASCIH 'I

WEP leay? ASCIH ASCIH "I

WEP leay3 ASCIH ASCIH -I

WEP leayd ASCIH ASCIH -I

<> Security Mode: Select a proper security mode from the drop-down menu.
< Default Key: Select one key from the 4 preset keys to encrypt wireless data on
the network.

2. WPA-PSK

The WPA protocol implements the majority of the IEEE 802.11i standard. It
enhances data encryption through the Temporal Key Integrity Protocol (TKIP)
which is a 128-bit per-packet key, meaning that it dynamically generates a new key
for each packet. WPA also includes a message integrity check feature to prevent
data packets from being hampered with. Only authorized network users can access
the wireless network.

Security
146G G
2.4GHz nstwork 331D - "Tanéz ABCFS0"
Security Mods [wPa-PeKk =l
Cipher Typs @ ipz O TRER O TKIP&AES =
Szcusity Kay [12345678
Kav Renewal Interval ’W S=conds

< Cipher Type: Select either AES (advanced encryption standard) or TKIP
(temporary key integrity protocol) type.

< Security Key: Enter a security key, which must be between 8-63 ASCII
characters.

<> Key Renewal Interval: Enter a valid time period for the key.
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3. WPA2-PSK

The later WPA2 protocol features compliance with the full IEEE 802.11i standard
and uses Advanced Encryption Standard (AES) in addition to TKIP encryption
protocol to guarantee better security than that provided by WEP or WPA.

Security
2.4G A5G
2.4GHz network 8SID - "Tenda ABCF60"
Szcucity Modz [wraz -PsK !
Cipher Tvps & aps O TR {0 TKIP&AE:
Security Kay [12345678
Kavy Renzwal Intarval W S=conds

<~ Cipher Type: Select one cipher type from AES (advanced encryption standard),
TKIP (temporary key integrity protocol) or TKIP&AES.

< Security Key: Enter a security key, which must be between 8-63 ASCII
characters.

< Key Renewal Interval: Enter a valid time period for the key.

4.5.3 WPS Settings

Wi-Fi Protected Setup makes it easy for home users who know little of wireless
security to establish a secure wireless home network, as well as to add new devices
to an existing network without entering long passphrases or configuring
complicated settings. Simply enter a PIN code or press the software PBC button or
hardware WPS button (if any) and a secure wireless connection is established.

WPS
224G 5G
1.4GHz wirelezz network
2 4GHz 551D Tenda_ABCF60
Enable WEPS o Diisable © Enable
WPS Mods Cerc O P |:|
Reset 20B

Enable WPS: Select to enable/disable the WPS encryption.

WPS Mode: Select PBC (Push-Button Configuration) or PIN.

Reset OOB: When clicked, the WPS LED turns off; WPS function will be disabled
automatically; WPS server on the Router enters idle mode and will not respond
to client’s WPS connection request.

S
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Operation Instructions

PBC: If you find the WPS LED blinking for 2 minutes after you press the hardware
WPS button on the device, it means that PBC encryption method is successfully
enabled. And an authentication will be performed between your router and the
WPS/PBC-enabled wireless client device during this time; if it succeeds, the wireless
client device connects to your device, and the WPS LED turns off. Repeat steps
mentioned above if you want to connect more wireless client devices to the device.
PIN: To use this option, you must know the PIN code from the wireless client and
enter it in corresponding field on your device while using the same PIN code on
client side for such connection.

Note: The WPS encryption can be implemented only between your Router and
another WPS-capable device.

4.5.4 WDS Settings

WDS (Wireless Distribution System) feature can be used to extend your existing
2.4G or 5G wireless network coverage. Here we present you how to config such
feature in 2.4GHz, which also apply to 5GHz.

WDSs
2.4G S5G
WDE Mod= Disable YI

Select Repeater Mode to display below page:

<> AP MAC Address: Enter the MAC address of a wireless link partner or populate
this field using the Open Scan option.

<> WDS Mode: Select Disable or Repeater Mode.

For example: If you want to implement the WDS feature on 2 N60 routers labeled

N60-1 and N60-2 respectively, then first select “Repeater Mode” and follow steps

below:
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WDS
214G 3G
Save
WD Mods [Repeater Mode =]
AP MAC address
AP MAC 2ddeass r

1. If you already know N60-2's MAC address, then you can manually enter it on
N60-1 and click “Save”.

2. Or you can use the Open Scan option.

1) Click the “Open Scan” button to search and select N60-2’s SSID, confirm on the
appearing dialogue box and then click “Save”. N60-2’s MAC address will be added
automatically.

WDs
2.4G 5G

WDS Mode IRepeater Mode 'I

AP MAC address f

AP MAC address [

Select SSID MAC address Channel Security Signal strength

o ChinaNet-KeHEK wepiwpa 70
[0 Tenda 742200 T none 67
e PTCL 7 none 635
(o HOWNICE wepwpa 77
o Tenda 2A2C0A 8 wepiwpa 85
(8 Tenda 464290 12 none 37
e Tenda 073318 10 none 32
(8 Tenda 222222 none 5

2) Save your settings.
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2.4G 5G
Save
WDS Mods [Repeater Mode =]
AP MAC address [ca:3a35:7A:22:00
AP MAC zddress [
Select S8ID MAC address Channel Security Signal strength
(o) ChinaNet-KgHK e
Bl Twa o
(o none
o wepwpa
O g wep/wpa 5]
[ none
G 0 none
& enda_222222 none

3. Repeat steps 1-2 on N60-2. After the 2 devices have added each other’s MAC
address the WDS feature can be implemented.

Note:

1. WDS feature can only be implemented between 2 wireless devices that both
support the WDS feature. Plus, SSID, channel, security settings and security key
must be the same on both such devices.

2. To encrypt your wireless network, see sections 4.5.2-4.5.3. Do remember to
reboot the device after you saved your wireless security settings, otherwise the
WDS feature may not function.

4.5.5 Guest Network

The Guest Network feature allows guests to access Internet and other users on the
guest network while disallowing them to access device web manager, users on
primary network and clients behind the LAN ports. You can find it available in both
2.4G and 5G network. Here we present you how to config such feature in 2.4GHz,
which also apply to 5GHz.
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Guest Metwork

114G 5G

1.4CHz wirelezz network
Guast Natwork

331D Broadcast

AP Isolation

331D

Racvrity Mode

¥ Enable

Hel
¥ Eqatl=
I Enabis

Tenda_24_2_ABCFA1

| Disanle =

< Guest Network: Check/uncheck to enable/disable the guest network feature.

<> SSID Broadcast: Select “Disable” to hide your SSID. When disabled, no wireless
clients will be able to see your wireless network when they perform a scan to
see what’s available. If they want to connect to your router, they will have to
first know this SSID and then manually enter it on their devices. By default, it is
enabled.

<~ AP Isolation: If enabled, clients connecting to the guest network will be
mutually inaccessible.

<> SSID: A SSID (Service Set Identifier) is the unique name of a wireless network.

<> Security Mode: Determine whether to require authentication on wireless
clients. Select a proper mode from the drop-down menu.

4,5.6 Wireless Access Control

The MAC-based Wireless Access Control feature can be used to allow or disallow
clients to connect to your 2.4G or 5G wireless network. Here we present you how to
config such feature in 2.4GHz, which also apply to 5GHz.

Wireless Access Contral

214G 5G
Save
2.4GHz network 88ID -- "Tenda ABCF60"
Restore

ok

wirzlzzs nal

‘Wirsless Access Control

Cisable 'I Aceass to Wirslass Natwork
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Wireless Access Control |

1.4G 5G

Restore

Help

2 AGHz network 881D -- "Tenda ABCF60"

s

To

MAC Address Filter: Selecting “Disable” means to deactivate the MAC address
filter feature. “Allow” means to only allow PCs at specified MAC addresses to
connect to your wireless network while “Deny” means to only block PCs at
specified MAC addresses from connecting to your wireless network.

MAC Address: Enter the MAC addresses of a wireless client.

Add: Click it to add a new MAC to the MAC address list.

Delete: Click it to remove an existing entry.

allow only a PC at the MAC address of 00:e8:c8:a4:56:75 to connect to your

wireless network, do as follows:

Wireless Access Control

2.4G 5G
2.4GHz nstwork 381D -- "Tends_ABCF60"
The Wirsless Access Control faaturs can be vszd to allow or disallow cliznts at specified MAC addresses to connect to your
wirsless natwork.

Help

Wirsless Access Control

Step1. Select “Allow” from MAC Address Filter drop-down menu.

Step2. Enter 00:e8:¢c8:a4:56:75 in the MAC address box and click “Add”.

Step3. Click the “OK” button to save your settings and you can add more MAC
addresses, if you like, simply repeating the above steps.

4.5.7 Connection Status
This interface displays the information of currently connected 2.4G and 5G wireless

clients (if any).
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Connection List
2.4G 5G
2 4GHz natwork 351D - "Tenda_ABCFS0"
This section displays info of connacted wirslass clisnts.
The currently connected hosts list:
NO. MAC adérass Link spe=d

4.5.8 Wireless —-Advance Settings

This section allows you to config advanced settings, including Beacon interval,
Fragment threshold, RTS threshold and DTIM interval, etc, for both 2.4G and 5G
wireless networks.

Advanced
2.4G 5G
AP Tzolation
Beacon Interval
Fragment Threshold
B.TS Threshold
DTIM Interval

< AP Isolation: Isolates clients connecting to the private SSID.

<> Beacon Interval: A time interval between any 2 consecutive Beacon packets sent
by device. Do NOT change the default value of 100 unless necessary.

< Fragment Threshold: Enter a Fragment Threshold (256-2346). Any wireless
packet exceeding such set value will be divided into several fragments. DO NOT
change the default value of 2346 unless necessary.

< RTS Threshold: If a packet exceeds such set value, RTS/CTS scheme will be
used to reduce collisions. Set it to a smaller value provided that there are distant
clients and interference. For normal SOHO, it is recommended to keep the default
value unchanged; otherwise, device performance may be degraded.

< DTIM Interval: A time interval between any two consecutive broadcast and multicast
packet messages sent by the device to clients. When such packets arrive at device’s
buffer, the device will send DTIM (delivery traffic indication message) and DTIM
interval to wake clients up for receiving these packets.
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4.6 USB Applications

The router provides a USB interface, which can be connected to a printer or USB
storage device for file sharing.

4.6.1 USB Storage

=a
USBE Storage
Enable ~
Device Name [NED |
Workaroup [workaraup |
0 B
[USB Device | m|

Enable: Check/uncheck to enable/disable file sharing feature.

Device Name: Define a meaningful name to you for the device.
Work Group: Define a work group name for the device.

Add: Click to add an account. Up to 5 accounts can be added.
Edit: Click to edit an existing account.

Delete: Click to delete an existing account.

e

Operation Instructions:
1. Create an account.
1). Click “Add” to display a dialogue box below:

Confirm Password

Okl Cancel

2) Enter a user name and a password, which will be used by clients when accessing
the USB storage device for sharing files thereon.
3) Re-type to confirm password and then click the “OK” button.
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USB Storage
Enable v
Device Name [ME0 |
Warkgroup | warkgraup |
D
1 ab

2. Set Access Right

First select an account and click Disk. And then select a proper access right from
below for each entry.

R/W:Read and Write right.

R: Read right.

N: No right.

At last click “Save” to apply your settings.

Storage
USB Storage

Enable [

Device Name E |

Warkgroup [workaraup |

p

D

1 ab

USB Device Remaove USB Device

Disk_sdal

TD documents RAWE  RC O
P200-en-cn RIWEE RO MO
P200windows? RAWE  RC O

3. Access shared file
To access resources on such storage device, double click “My Computer” on your PC
and enter \\192.168.0.1.
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4.6.2 Printing Service

The USB printer service allows you to connect a USB printer to the device and thus
all clients on your network can print anything they want on their PCs. The device
can identify a printer automatically as long as it is successfully connected.

Printer

USB Printer

Enablz Printer

< Enable Printer: Check/uncheck to enable/disable USB printer service.

Operation Instructions

1. Correctly connect your USB printer to the USB port on the device.

2. Enable printer service.

F Device Info

F Network

F Security

* Advanced

F Wireless

|~ usB
Shorage

¥ Frirter

*IPTV
* Toolks

Ershle Printer

Printer

discornecied

3. On your PC (connected to the device), click “Start"—

—"Settings"——"Printers

and Faxes” and select“Add a printer” on appearing window.

Internet
Internet Explorer

W9 E-mail
Outlook Express
E‘“‘

Hotepad

‘vg Paint
’E Microsaft Office Word 2003

FLC-Config

Nisuta Wireless Utility
B ot

Al Programs D

) My Documents
2) My Recent Documents »
) my Pictures

J My Music

58 My Computer

& Cortrol Pael

@ 5 Provam aczess and
Defaults

@ comextTo »

4 searh
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" Printers and Faxes El@g|
File Edit Wew Favorites Tools Help :;'
) 2 ? >~ Search Folders Elv
Address | %2y Printers and Faxes b . Go

Printer Tasks

[2] Add a printer
S5 Setup Fau

\_\_ '\0 Microsoft Office Document

2\

E*—" a Image Writer
a

|Start the Add Printer Wizard, which helps you install a printer, l

[2] Troubleshact printing
@) Get help with printing

Other Places

[} Control Panel
Sy, Scanners and Cameras
,D My Docurments

i.'ﬂ Iy Pickures
_J Iy Computer

Details

4. Click“Next”.

Add Printer Wizard

See Also £

Welcome to the Add Printer
Wizard

Thiz wizard helps pou inztall a printer or make printer
conhections,
& [f your hawve a Plug and Flay printer that connects
\14) through a USE port [or any other hot pluggable
port, such az IEEE 1394, infrared. and o on], pou
do niot need to uze thiz wizard, Click Cancel to
cloze the wizard, and then plug the printer's cable
itko pour computer ar point the printer toward wour
computer's infrared port, and turn the prinker on.
Windows will autamatically inztal the printer For pou.

To continue, click Mest.

| [ Cancel

Emﬂ.e:-:t ¥

5. Select“Local printer attached to this computer”and click “"Next.
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Add Printer Wizard

Local or Metwork Printer
The wizard needs to know which type of printer to set up.

Select the option that describes the printer you want to uze:

(%) Local printer attached to thiz computer

[ ]isutomatically detect and install my Flug and Play printer

() & network printer, or a printer attached to another computer

i To zet up a netwark. printer that iz not attached to a print server,
\‘) uze the "Local printer” option,

[ < Back ” Mewt > l[ Cancel ]

6. Select“Create a new port’, Type of port: “Standard TCP/IP Port” and click “Next”.

Add Printer Wizard

Select a Printer Port
Computers communicate with printers through ports.

Select the pork you want pour printer to use. If the port iz not listed, you can create a
new pork,

() Use the following port;

b
T

() Create a new port:
Type of port;

Local Port

Local Port

7. Click “Next".
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Add Standard TCP/IP Printer Port Wizard X

Welcome to the Add Standard
TCP/IP Printer Port Wizard

You uze thiz wizard to add a port for a hetwark, printer.
Before continuing be sure that;

1. The dewvice iz turned on.
2. The netwark iz connected and configured.

To continue, click Mest.

Mext > |[ Cancel

8. Enter device’s LAN IP address and click “Next”.

Add Standard TCPSIP Printer. Port Wizard

Add Port
For which device do you want to add a port?

Enter the Printer Mame or IF addrezs, and a port name for the degired device.

Printer Mame or IP Address: 192168.01]

Port M ame: IP_192.168.0.1

[ < Back ” Mewt > l[ Cancel ]

9. Click “Standard” under Device Type and select “Generic Network Card”, then click
“Next”.
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Add Standard TCPSIP Printer. Port Wizard

Additional Port Information Bequired
The device could not be identifizd.

The detected device iz of unknown type. Be sure that;
1. The device iz properly configured.
2. The addrezz on the previous page iz cormect,

Either comect the addresz and perform anather zearch an the netwaork: by returming to the
presviols wizard page or zelect the device twpe if you are sure the address iz carrect.

Device Type

ORI = Wl Gi=neric Netwark Card

() Custom

< Back ” Mewt > l[ Cancel

10. Click “Finish”.

Add Standard TCP/IP Printer Port Wizard X

Completing the Add Standard
TCP/IP Printer Port Wizard

You have selected a port with the following characteristics.

SHP: Mo
Pratocal; R, Part 3100
Device: 132.168.0.1

Fart Mame: IP_192.168.0.1
Adapter Type:  Generic Metwaork, Card

To complete thiz wizard, click Finizh.

< Back “ Firiizh |[ Cancel

11. Select “Have Disk”
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Add Printer Wizard

Inztall Printer Software
The manufacturer and model determing which printer software to uze.

JA\ Select the manufacturer and model af pour printer. [F wour printer came with an inztallation
dizk, click Hawe Dizk. If your printer iz ot izted, consult your printer documettation for
compatible printer software,

M arufacturer e Frinters >
Agfa | | S¥ AGFA-AzcuSet vE2.3 1
ihﬁﬂu S AGFA-ACcuS etSF A2 3
ﬂgglg ¥ AGFA-ACoUS et 800
APSPS ]| B AGFAAccuSet BO0SF 1523 ¥

K This diiver is digitally signed. | windows Update | | HaveDisk.. |

Tell me vahy driver zigning iz imporkant

[ < Back ” Mewt > l[ Cancel ]

12. Click “Browse”, select corresponding drive file and click “Open”. At last click “OK".

Install From Disk

[hzert the manufacturer's installation disk, and then
L make sure that the correct drive is zelected below,

X

Copy manufacturer's files from:

F:A\Documents and SettingstuzersDeskiophDrivert, w | f Browse. ..

13. Click “Next”
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Add Printer Wizard

Inztall Printer Software
The manufacturer and model determing which printer software to uze.

! _‘_'L Select the manufacturer and model af pour printer. [F wour printer came with an inztallation
dizk, click Hawe Dizk. If your printer iz ot izted, consult your printer documettation for
compatible printer software,

Frinters

K This diiver is digitally signed. | windows Update | | HaveDisk.. |

| [ Cancel ]

14. Define a name for the printer and click “Next”.

Add Printer Wizard

Mame Your Printer
ou muzt azzign a name to this printer.

Type a name for thig printer. Because some programs do not support printer and server
hame combinatiohz of more than 31 characters, it iz best to keep the name as short as
poszible.

Printer narne:
|EF'SEIN ME 350 Series

Do pou want to uze this printer az the default printer?

< Back ” Mewt > l[ Cancel

15. Click “Finish".
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Add Printer Wizard

9

Completing the Add Printer
Wizard

You have succezsfully completed the Add Printer wWizard.
Y'ou gpecified the following printer settings:

M ame: EPSOM ME 350 Serez
Share namme:  <Mot Shared:

Port: IF_192168.0.1

Model EPSOM ME 380 Series
Default: es

Testpage: ez

To cloge this wizard, click Finizh.

< Back ]| Firiizh |[ Cancel

4.7 IPTV Settings

The IPTV feature makes it possible to enjoy online videos on your TV set via a
set-top box while surfing Internet.

IPTV

Enabl= IPTV O

Enztls [PTV 3TB Port ]

Save

[Soe |
[ |

Help

Enable IPTV: Check/uncheck to enable/disable the IPTV feature.
Enable IPTV STB Port: Check/uncheck to enable/disable the IPTV-specific port.

See below for the topology:
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2.4GHz 5GHz
|

nternet A\ %
- \«\/J I “M

Cable/DSL
MODEM

Dual Band Router

set-top box

Note:

1.1f you enabled both options mentioned above, then note below:

(a). Set IPTV connection type to DHCP/dynamic IP or static IP (IMPORTANT: Note
that the IP address should be on the same IP net segment as router’s WAN IP) if the
set-top box is connected to any LAN port from 1-3.

(b). Select the dial mode provided by your ISP if the set-top box is connected to the
IPTV-specific port.

2. After the IPTV port is set for IPTV purpose, PC that connects to such port will not
be able to obtain an IP address or access Internet. So think twice before you start.
Plus, LAN ports1-3 can only be used to connect PCs instead of an IPTV set-top box.
3.The IPTV feature does not support wireless access.

4.8 Tools

System tools include the following 8 submenus. Clicking any of them enters
corresponding interface for configuration. Below explains, in details, each such
feature.
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= Tools
Time&Date
Firrmware Upgrade
Backup&Restore
Restore to Default
Izer Mame&Password
Reboot

Statistics

Logs

4.8.1 Time Settings

This section assists you in setting the device’s system time; you can either select to
set the time and date manually or automatically obtain the GMT time from Internet.

Time&late

Time & Date
Save
This s=ction assists vou in setting the device's current time; vou can sither select to set the time and date manually or vpdate
it from Intsrnst actomatically. Restore

Wote:The configurad time and date ssttings lose when the device is powered off. However it will be vpdated avtomatically when

the router connzcts to the Internat To activate time-based featvres(z g firswall) the time and date information shall be s=t Help

correctly first, sither manuvally or astomatically.

o Syne with Internat time sarvers Svne Interval: | 2 hours vI

Tims Zons: || GMT+08:00 )Bejing, China, Hong Kong,Singapore, Taipei ;l

{ Not=: GMT time will be vpdated avtomatically only when the devics is connscted to Internet. )

Pleass input time and date:

|zc12 |_\'ea.r

|1uin:le

48 |se:cni Copy Local Time]

5 |1ucmh | 24

Rk

18 |howr

<~ Sync with Internet time servers: Time and date will be updated
automatically from Internet.

< Sync Interval: Determines a time length when device periodically updates
its time and date info from Internet. The default is 2 hours.

<~ Time Zone: Select your current time zone.

< Copy Local Time: Click it to copy your PC’s time to the device.

4.8.2 Firmware Upgrade

Firmware upgrade is released periodically to improve the functionality of your
device and also to add new features. If you run into a problem with a specific
feature of the device, log on to our website www.tendacn.com to download the
latest firmware to update your device.
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Firmware Uparade

Firmware Upgrade

Uzz this section to vpdats vour router's software for better functionality or new features.

Salect 2 Soffware File: [ Browse.. |[upgrade]

Currant Swstem Version: N60_V1.0.0.13_CN; Release Date:May 22 2012

Note: do not power off the router while uperading otherwisz it may be permanently damaged Uperading talees a few minutas.

When it it complete.the device will reboot astomatically.

To update firmware, do as follows:
< 1.Click "Browse” to locate the firmware and "Upgrade” to update.
< 2.Router will reboot automatically when upgrade completes.

NOTE: Do not disconnect the device from your management PC (the PC you use to
configure the device) or power off it during the upgrade process; otherwise, it may
be permanently damaged. The device will restart automatically when the upgrade
process, which takes several minutes, completes.

4.8.3 Backup/Restore Settings

This section allows you to backup current settings or to restore the previous
settings configured on the device.

Backup&Restore

Backup & Restore

Usz this section to backup current settings or restore previous sattings.
Rave Ssttings to Local Hard Drive:
Load Bzttinzs from Loeal Hard Dirive: | I Browse... ]| Restore |

<~ Backup Settings: Once you have configured the device the way you want it,
you can save these settings to a configuration file on your local hard drive that
can later be imported to your device in case that the device is restored to
factory default settings. To do this, click the “Backup” button and specify a
directory to save settings on your local hardware.

< Restore Settings: Click the "Browse" button to locate and select a
configuration file that is saved previously to your local hard drive. And then
click the "Restore" button to reset your device to previous settings.
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4.8.4 Restore to Factory Default Settings

Restore to Default
Restore To Default
To restora factory defaults, elick the "Rastors to Factory Default” tutton below.

Resztore to Factory Default

To restore all settings to the device's factory default values, click the "Restore to
Factory Default” button:
Factory Default Settings:

User Name: admin
Password: admin

IP Address: 192.168.0.1
Subnet Mask: 255.255.255.0

S

Note: To activate your settings, you need to reboot the device after you reset it.

4.8.5 Change Password/User Name

User Mame&Password

User Name & Password

Use this section to change your login user name and password.
Mote: User name and password can only include letters, numbers or underscore!
Cld User Mame

Cld Password

Mew Password

| |
| |
Mew User Mame | |
| |
Confirm Mew Password | |

This section allows you to change login password and user name for accessing
device’s Web-based interface.

Old Password/User Name: Enter the old password/user name.

New Password/User Name: Enter a new password/user name.
Confirm New Password: Re-enter the new password for confirmation.
Save: Click it to save new settings.

VV VY

NOTE: For the sake of security, it is highly recommended that you change default
login password and user name.
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4.8.6 Reboot

This section allows you to reboot the device.

Reboot

Click the button below te restart vour rovter.

To restart your device, click the “Reboot” button.

Rebooting, please wait... 13%

4.8.7 Statistics

Statistics displays current traffic of PCs on your LAN.

J Statistics

Statistics

[ Enable Traffic Statisties
Rate Unit: KBz (Kbwt= per s2cond) Display | In descending arder of downstream rate [=]

D Rasas Paas Bwe Gk Gyve R G

< Enable Traffic Statistics: Check/uncheck the box to enable/disable the Traffic
Statistics feature.

Refresh: Click to update statistic data.

Clear: Click to remove statistic data.

RS
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Note: Enabling the Traffic Statistics feature may degrade router’s packet processing
capacity. So, do not enable it unless necessary.

4.8.8 Syslog
The Syslog option allows you to view all events that occur upon system startup

and check whether there is attack present in your network.
The logs are classified into 3 types: “All", “System “and “WAN".

Logs
View Log
Twp= of lozs to display: | All -
X

5 1570-01-01 00:00:21 system  ERROR:failad to vpdats bers dyndns. orzg with TP 172.16.101.42
4 1570-01-01 00:00:11 system wanl down
3 1970-01-01 00:00:11 system wanl vp
2 1570-01-01 00:00:11 system  DHCP_GUEST Server Start
1 1570-01-01 00:00:11 system  DHCP Sarver Start

Pagel
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A ppendix 1 Config TCP/IP Settings on PC

This section presents you how to config your PC’s TCP/IP settings (in Windows XP
and Windows 7). Before you start, make sure your PC has an installed NIC. If not,
please install one first.

Windows XP

If you are using Windows XP operating system, do as follows:
1. Right click“My Network Places” and select “Properties”.

-‘g
My Network
places Open
Explore
Search for Computers...

Map Network Drive...
Disconnect Network Drive...

Create Shortcut
Delete
Rename

2. Rightclick“Local Area Connection”and select “Properties”

& Network Connections E]@
#

File Edit VYiew Favorites Tools Advanced  Help

@Back ) | ? /._- ) Search Folders Elv

Address er_ Metwork Connections | ' '

— J’\ LAN or High-Speed Internet
Network Task |

¥ Local Area Connection
[l
-_Ll Sreatsiainen: 50 Connected
conneckion = P S
___/a_ Realr z
£ Sk up a home or small == Disable
7 office network Status
& Change Windows Repair
Firewall settings
ﬂj Disable this network Bridge Connections
device
% Repair this connection Create Shorbeut
IﬂII Rename this connection
by Rename
& Wiew status of this
connection Pronerties
Change settings of this _T%—

connection

b

Other Places

@ Control Panel
N,\] My Mebwork Places
D My Docurnents
4§ My Computer

b

Details
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3. Select “Internet Protocol (TCP/IP)” on the appearing window and click
“Properties” button.

<L Local Area Connection Properties

General | Authentication | &dvanced

Connect using:

ES Fealek RTLET33 Family PCl Fast Et

Thiz connection uzes the following ibems:

gElient for Microsoft Metworks

BFile and Printer Sharing for Microsoft Metworks
BQDS Packet Scheduler

¥ S Intermet Pratocol [TCPAP) §

Dezcriphion
Tranzmizzion Control Pratocal/nternet Protocaol. The default
wide area network, pratocol that provides communication
acrozz diverse interconnected networks,

Show icon in notification area when connected
[ Matify me when this connection has limited or no connectivity

’ Ok l[ Cancel l

4. Select “Use the following IP address” or “Obtain an IP address automatically”.
a.To“Obtain an IP address automatically” simply click the corresponding button.

Internet Protocol (TCP/IP) Properties

General

You can get [P settings assigned autarnatically if your nebwark supports
thiz capability. Othenwize, vou need to ask your network, administrator for
the appropriate |P settings.

{® Obtain an P address automatically

(3 Use the fallowing IP address:
IP address:
Subnet mask:

Default gateway:

=y
&

7y Usze the following DNS server addresses:
Preferred DMS server:

Alternate DNS zerver

l [0].4 l[ Cancel l
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b.“Use the following IP address”

IP address: Enter 192.168.0.xxx (xxx can be any value from 2~254).

Subnet mask: Enter 255.255.255.0.

Default gateway: Enter 192.168.0.1.

Preferred DNS server: Enter 192.168.0.1 in case that you don’t know the local DNS
server address (Or contact your ISP for help).

At last, click OK to save your settings.

Internet Protocol (TCP/IP) Properties

General

You can get [P zetting: aszigned automatically if yaur netwark supports
thiz capability. Otherwize, you need to ask pour network, administrator for
the appropriate IP settings.

(") Obtain an IP address automatically
(#) Use the following IP address:

IP address: 192 1688 . 0 . 2
Subret mazk: 285285 .85 0
Default gateway: 192 168 . 0 .1

(2} Use the fallowing DNS server addresses:
Preferred DNS server: 192 168, 0 . 1

Alternate DNS zerver:

[ Ok ][ Cancel ]

Windows7

If you are using Windows 7 operating system, do as follows:

1. Right click “Network” on your desktop and select “Properties”.
2. Click“Change adapter settings”.

3. Right click“Local Area Connection”and select “Properties”.

Broadcom_eCos_test

I" Local Area Connection
-~
—

e & Disable
Status
Diagnose

Bridge Connections

Create Shortcut

Lielete

Rename

% [Properties
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3. Select “Internet Protocol (TCP/IP)” on the appearing window and click the
“Properties” button.

'.“,- Local Area Connection 2 Properties ﬁ

Metworking Sharing

Connectusing

l_-'l" Realtek RTL8139/810x Family Fast Ethemet NIC

This connection uses the following items:

1B Clientfor Microsoft Networks

5005 Packet Scheduler

5File and Printer Sharing for Microsoft Networks

=& [nternet Protocol Version 6 (TCP/IPvE)

- )

=& Link-Layer Topology Discovery Mapper IfQ Driver
=& Link-Layer Topology Discovery Responder

Description

Transmission Control Protocol/internet Protocol. The default wide
area network protocol that provides communication across
diverse interconnected networks.

[ 0K ] [ Cancel ]

5. Select“Use the following IP address” or “Obtain an IP address automatically”.
a.To“Obtain an IP address automatically” simply click the corresponding button.

Internet Protocal Version 4 (TCP/IPv4) Properties M

General | Alternate Configuration

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

[._é_. Obtain an IP address automatically j

") Use the following P address:

Eé. Obtain DNS server address automaticallyj

(7)) Use the following DNS server addresses

validate settings upen exit
“ 0K UI Cancel ]
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b.“Use the following IP address”

IP address: Enter 192.168.0.xxx (xxx can be any value from 2~254).

Subnet mask: Enter 255.255.255.0.

Default gateway: Enter 192.168.0.1.

Preferred DNS server: Enter 192.168.0.1 in case that you don't know the local DNS
server address (Or contact your ISP for help).

At last, click OK to save your settings.

General

You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@ Uge the following IP address:

IP address: 192,168 . 0 . 2
Subnet mask: 255,255,255 . 0

Default gateway: 192 .168. 0 . 1

Obtain DNS server address automatically
@ Use the following DNS server addresses:

Preferred DMS server: 192,168, 0. 1

Alternate DNS server:

[T validate settings upon exit

[ OK ” Cancel ]
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FCC Statement

Operations in the 5.15-5.25GHz band are restricted to indoor usage only.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) This device may not cause harmful interference, and
(2) this device must accept any interference received, including interference that
may cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to
try to correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which
the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party
responsible for compliance could void the user's authority to operate this

equipment.

This transmitter must not be co-located or operating in conjunction with any other
antenna or transmitter.
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Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with
minimum distance 20cm between the radiator & your body.

NOTE: (1)The manufacturer is not responsible for any radio or TV interference
caused by unauthorized modifications to this equipment.(2) To avoid unnecessary
radiation interference, it is recommended to use a shielded RJ45 cable

C€

CE Mark Warning

Operations in the 5.15-5.25GHz band are restricted to indoor usage only.
This is a Class B product in a domestic environment, this product may cause radio
interference, in which case the user may be required to take adequate measures

NOTE: (1) The manufacturer is not responsible for any radio or TV interference
caused by unauthorized modifications to this equipment. (2) To avoid unnecessary
radiation interference, it is recommended to use a shielded RJ45 cable

"The product can be used without restrictions in the following countries: all EU
member states except France and Norway.

The product can be used with limitations in the following countries: France (for
indoor use only) and Norway (20 km in the center of Ny-Llesund)."

Safety Instructions

1.0peration temperature range:0-40°C

2.For applicable power supplies see user manual

Adapter information:

Model:TEA09X-09100 or TEA12X-12150 (X=A or E or U or D)
Input: 100-240V,50/60Hz,0.3A

3.USB output : 5Vdc, 0.5A
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