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Package Contents

The following items should be found in your package

>

>
>
>

One Wireless Broadband Router
One DC 9v power adapter
One QIG

One CD

Please make sure that the package contains the above items, if any of the listed items are damaged or missing,

please contact with your distributor.
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1. Introduction

1.1.Product Overview

This Wireless Broadband Router is a cost-effective IP Sharing Router that enables
multiple users to share the Internet through an ADSL or cable modem. Simply configure
your Internet connection settings in the Wireless Broadband Router and plug your PC to
the LAN port and you're ready to share files and access the Internet. As your network
grows, you can connect another hub or switch to the router's LAN ports, allowing you to
easily expand your network. The Wireless Broadband Router is embedded with a IEEE
802.11g/b access point that allows you to build up a wireless LAN. With the support of
new emerged 802.11g standard, the access point provides data transfer of up to 54Mbps,
up to 5 times faster than 802.11b, it is backwards compatible with existing 802.11b
infrastructure while migrating to the new screaming fast 802.11g.The Wireless Broadband
Router provides a total solution for the Small and Medium-sized Business (SMB) and the
Small Office/Home Office (SOHO) markets, giving you an instant network today, and the
flexibility to handle tomorrow's expansion and speed.

1.2.Main Features

» Complies with IEEE802.11g, IEEE802.11b, IEEE802.3, IEEE802.3u standards

»  Supports Auto MDI/MDIX

»  Supports 54/48/36/24/18/12/9/6/11/5.5/2/1Mbps wireless LAN data transfer rates

»  Supports Virtual Server, and DMZ host

»  Built-in firewall supporting IP address filtering, Port filtering, URL filtering, MAC address
filtering and so on

»  Supports TCP/IP, PPPoE, DHCP, ICMP, NAT

»  Supports Dynamic DNS, Static Routing, VPN pass-through

»  Supports Flow Statistics

»  Supports firmware upgrade

»  Supports Web management

» Shares data and Internet access for users, supporting PPPoE, Dynamic IP, Static IP and
PPTP Internet access

»  Provides 64/128-bit WEP encryption security

»  Provides wireless LAN ACL (Access Control List) filtering

»  Built-in NAT and DHCP server supporting static IP address distributing

»  Provides WPA/WPA2 authentication and TKIP/AES encryption security
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1.3.Supporting Standard and Protocol

» |EEE 802.11b/g/n
» |EEE 802.3 10Base-T
» |EEE 802.3u 100Base-TX

1.4.Working Environment

Temperature

» 0°to50° C (operating),

» -40°to 70° C (storage)

Humidity

» 10% to 90 % non-condensing (operating),
» 5% to 90% non-condensing (storage)
Power

» DC9V
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2. Hardware Installation

2.1.System Requirement

YV V V V

2.2.Panel

Front panel

|

Broadband Internet Access Service(DSL/Cable/Ethernet)

10/100Base-T Ethernet card and TCP/IP protocol installed for each PC
Internet Explorer 5.0 or higher for Web configuration

802.11g or 802.11b compliant wireless adapters (for wireless connection)

2 3

Figure 2-1
LED Function
Power on
Flashing CPUon
PWR
WLAN ACT

Off Power off

WAN On WAN Connection normal
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Flashing Data transmitting
Off WAN Connection abnormal
On LAN Connection normal
LAN Flashing Data transmitting
Off LAN Connection abnormal

Rear panel

Figure 2-2
Number Description Function
Connect to Power adapter, please don’t use
1 PWR port the unknown power adapter, otherwise your
device may be damaged.
Connect with computer NIC or Ethernet
2 LAN port .
device
3 WAN port Internet access
Restore settings, please press the button for
4 Default about 10 seconds, it will restore settings to
the factory configuration
5 Antenna
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2.3.Hardware Installation Procedures

The procedures to install the wireless broadband router please refer to Figure 2-3.

802.11g/b
Power Wireless Client

supply

Cable/ADSL Modem

Figure 2-3
»  Step 1 connecting your computer to the LAN port.
Attach one end of the Ethernet cable with RJ-45 connector to your hub, switch or a computer’s
Ethernet port, and the other end to one of the LAN ports of your Wireless Broadband Router.
»  Step 2 Connecting Cable/ADSL Modem to the WAN port.
Connect the Ethernet cable attaching to your Cable/ADSL modem to the WAN port of your
Wireless Broadband Router.
»  Step 3 connecting the power adapter.
Connect the single DC output connector of the power adapter to the power jack on the side of the
Wireless Broadband Router. Then plug the Power Adapter into an AC outlet.
»  Step 4 Power on the following devices in this order:

Cable/ADSL modem, Router, and PCs

2.3.1. Additional Settings for Wireless Client

If you choose to access the router via a wireless client, also verify the following:

1. Make sure your PC is equipped with 802.11g or 802.11b wireless adapter and has
appropriate WLAN card driver/utility and TCP/IP installed.

2. Set the wireless adapter to use appropriate TCP/IP settings as described in previous
section.
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3. Launch the wireless adapter’s provided utility and verify that your wireless client is
configured with these settings:

Operation Mode: Infrastructure
SSID: default

Authentication: Disabled
Encryption: Off

Radio Band: 802.11B/G

If you only finished the wireless settings and didn’t configure the wireless
adapter’s TCP/IP settings, even your link status indicates a successful connection
with the AP, this connection applies to the “physical” network layer only. Your
wireless adapter cannot communicate with the AP. Make sure to set the TCP/IP
properties as described in this previous section.

2.3.2. Checking PC's IP and Connection with the Router

After configuring the TCP/IP protocol, use the ping command to verify if the computer can
communicate with the Router. To execute the ping command, open the DOS window and
ping the IP address of the Wireless Broadband Router at the DOS prompt:

® For Windows 98/Me: Start -> Run. Type command and click OK.
® For Windows 2000/XP: Start -> Run. Type cmd and click OK.

At the DOS prompt, type the following command:
If the Command window returns something similar to the following:

C:\Documents and Settings\admin>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time=1ms TTL=64
Reply from 192.168.1.1: bytes=32 time=1ms TTL=64
Reply from 192.168.1.1: bytes=32 time=1ms TTL=64
Reply from 192.168.1.1: bytes=32 time=1ms TTL=64

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 1ms, Average = 1ms

Then the connection between the router and your computer has been successfully
established.
If the computer fails to connect to the router, the Command window will return the

-9-
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following:

C:\Documents and Settings\admin>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

Verify your computer's network settings are correct and check the cable connection
between the router and the computer.

-10 -
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3. Login

You can manage the Wireless Broadband Router through the Web browser-based
configuration utility. To configure the device via Web browser, at least one properly
configured computer must be connected to the device via Ethernet or wireless network.
The Wireless Broadband Router is configured with the default IP address of 192.168.1.1
and subnet mask of 255.255.255.0 and its DHCP server is enabled by default. Before
setting up the Router, make sure your PCs are configured to obtain an IP address
automatically from the Router by the steps below.

3.1.Configure computer

3.1.1. Windows 98/Me

1. Go to Start > Settings - Control Panel.

2. Find and double-click the Network icon. The Network dialog box appears.

3. Click the Configuration label and ensure that you have network card.

4. Select TCP/IP. If TCP/IP appears more than once, please select the item that has an
arrow “->” pointing to the network card installed on your computer. DO NOT choose the
instance of TCP/IP with the words “Dial Up Adapter” beside it.

5. Click Properties. The TCP/IP Properties dialog box appears.

6. Ensure the Obtain IP Address Automatically is checked.

7. From the WINS Configuration dialog box, Ensure that Disable WINS Resolution is
checked.

8. From the Gateway dialog box, remove all entries from the Installed gateways by
selecting them and clicking Remove.

9. From the DNS Configuration dialog box, remove all entries from the DNS Server
Search Order box by selecting them and clicking Remove. Remove all entries from the
Domain Suffix Search Order box by selecting them and clicking Remove. Click Disable
DNS.

10. Click OK, back to Network Configuration dialog box

11. Click OK, if prompted to restart, click YES.

3.1.2. Windows 2000

Please follow the steps below to setup your computer:
1. Go to Start > Settings > Control Panel

-11-
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B Contrnl Panel = -..I.m-.x.i
Fle Edt Vew Faorkes Took Meb -
'L:'.:-'-*"r-_,,; Disewch Cyreoees (F| B T x 2| T :
Address | 2] Control Panel B B e

.0 O @ W ow

[ Aocepshdey  AddiFemowe  AddiRemowes  Adwenstratiie
Control Panel Opbiors Hordwavs  Progres Tesbls L

Metwork ae Dial-up Connections "ﬁ —ﬂ' e :‘% 1

Confets b cther comgaders,
Futhuncrks, & ihes [t Frdfast FollrOplions  Fonts Gare

ird
Ciantroliars ke

sl H-n-r-l-w Power Opdiorg Pr

z3 ¢ 8 @

chodeted  Sounds ard Stibem U'Hrru el
Tasks Multimeda

4l | il

e o grerer T ﬁl'h-f’ ey _;

Figure 3-1
2. Double click the icon Network and Dial-up Connections
3. Highlight the icon Local Area Connection, right click your mouse, and click Properties

1 Network and Dial-up Connections 1 = |E||i|
File  Edit “iew Favorites Tools  Advanced  Help |

‘PBack v = v (1] | Qsearch [YFolders £4 | FEG PidllgeYe) | E-

Address I Metwark and Dial-up Caonnections j f'{)GD
! ]| :l,zll_ "
H =8 ([ L4

e Make Mew Local Area
Network and Dial-up  Connection  Connection i Disable
Connections Status

. Create Shaortout
Local Area Connection 2
[elete

Twpe: LAN Connection Rename

Skatus: Enabled

Realtek RTLE132(A) PCI Fast Ethernet
Adapter

Displayws the properties of the selected connection. Y

Figure 3-2
4. Highlight Internet Protocol (TCP/IP), and then press Properties button

-12-
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21
General | Shaing |
Connect wing
|ﬂ Fieakel RTLE139(4) PCI Fast Ethermet Adapter
Components checked ale uzed by this connection:
] = Cherit for Microsodt Mebworks

) 3 File s Priniber Sharing For Microsoft Mehwerks
w Irfenet Protoco [TCRAP

Iretal. Uninstal | Propeies
i~ Diescrphon -
Transmiszion Conteol Protocol/Intermet Protocol. The defaull
wide area nebwark. protocol that provides communication
acioss diverse interconnected networks.

[ Show icon in tazkbas when connected

ok | Cowel |

Figure 3-3
5. Choose Obtain an IP address automatically and Obtain DNS server address
automatically, and then press OK to close the Internet Protocol (TCP/IP) Properties
window

Internet Protocol {TCP/IP) Properties e B

General I

‘rou can get |P zettings assigned automatically if pour network. supports
this capability. Otherwize, you need ta ask vour netwark. administrator for
the appropriate IP settings.

& Obtain an |P address automatically

— Use the following IP address:

|F sddrezs; I . . .
Subnet mask: I 0
[refault gateway: I i :

% Dbtain DNS server addiess automatically

—& Uze the following DM5 server addresses:

Ereferred DS sepver I ; i :
Alternate DS sepver I ) .

Advanced... |
(]9 I Cancel |

Figure 3-4
6. Press OK to close the Local Area Connection Properties window

-13-
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Lacal Area Connection 2 Properties

Genersl | Sharng|
Connact uting:
|ﬂ Fieakeh, ATLE139A) PC1 Fast Ethemet Adapter
Components checked ane used by this connection:
E}Ecmfauiu.ma Metwarks

) 3 e s Prinkes Shiaring for Micsasolt Netwarks
¥

betol, | Uninstal | Propeties

-~ Descrphon
Transmession Control Protocolintemet Protocal The dedaul
wide area nefwork. protocol that provides communication
actoss diverse nterconnected networks.

™ Show icon in tazkbar when connected

ok | Coxel

Figure 3-5
3.1.3. Windows XP

Please follow the steps below to setup your computer:
1. Go to Start > Settings > Control Panel
2. Click Network and Internet Connections

- Control Panel Z| |E”£|

File Edit Wiew Fawvorites  Tools  Help #

GBar:k @ - @ pSearch [1:‘ Folders @v

Address E} Control Panel

i~ Control Panel

G: Swiitch ko Classic Yiew

See Also

Pick a category

Other Hardware

m Appearance and g Printers and
=" Themes
L

>

&y windows Update A
ECWOrK an

. -
| L
) Help and Suppart - Internet qys User Accounts
- Connections A

Date, Time,
A= g Add or Remove o Language, and
g Programs Regional

Options

&

Figure 3-6
3. Click Network Connections
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B Network and Internet Connections

File  Edit  ‘Wiew Favorites Tools  Help

eﬁack - I‘J @ pSearch [L__" Folders Ev

Address E} Metwork and Internet Connections

Network and Internet Connections
See Also

| -
g My Mebwork Places E| Create a connection to the network at your

workplace
L) Printers and Other
Hardware
%4 Remote Desktop

L Phone and Modem
Opkions

E' Set up or change your home or small office
network

or pick a Control Panel
icon

Troubleshooters
@ Home ar Small Office

Metwarking

.ri'.i' = & Network
[2] Internet Ex /g Internet Options e Gons

Figure 3-7
4. Highlight the icon Local Area Connection, right click your mouse, and click Properties

s Network Connections

File Edit ‘iew Favorites Tools  Advanced Help &

@Back - @ @ pSearch [1:‘ Folders v

Address % Metwaork Connections

#| LAN or High-Speed Internet

Network Tasks

cal Area Conneckion
rahled

(ul
[&] create anew
conneckion

= L Disable

? Set up a home or small Status
aoffice nekwaork -
Repair

@ Disable this network

device EBridge Connections
% Repair this connection
Create Shartcut

Delete

Iﬂ Rename this connection

& Yiew status of this 5
canneckion ename

Change settings of this
cannection

Figure 3-8
5. Highlight Internet Protocol (TCP/IP), and then press Properties button

-15-



Wireless Broadband Router User manual

- Local Area Connection Pro

periies

Conrmct usng

Thiz conrechion uses the followrg

Desciphon

General | Authenbcabion | Advanced

B9 |ntal(R) PRO00VM Network Connaction

[ Bl Chent for Microsolt Networks
File and Prirtes Sharng for Miciosoft Metworks

bl ﬁans Packet Scheduler
L= o Iritemet Protocol (TCRAF]

Transmassion Cortrol Protocolfintemet Probocol The defauk
vade area network protocol that provides commurscation
acioss divetse interconnected nebeod:s

[] St icon in notfication area when conneclad

Rems:

(Fa ]

[

J [_camcet |

Figure

3-9

6. Choose Obtain an IP address automatically and Obtain DNS server address

automatically, and then press OK to close
window

the Internet Protocol (TCP/IP) Properties

ties

Internet Protocol {TCPfIP) Proper:

General | Alternate Configuration |

the appropriate [P settings.

(%) Obtain an IP address automatically
(7 Use the following P address:

F addieszs:
Subnet mask

[refault gateway

“Y'ou can get |P settings assigned automatically if your network supports
thiz capability. Othenwize, you need to azk your network. adminiztrator for

() Dbtain DNS server address automatically
() Use the following DMS server addresses:

l

ak. |’_ Cancel J

Figure 3-10
7. Press OK to close the Local Area Connection Properties window

- 16 -
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. Local Area Connection Properties

General | Authentication | Advanced |
Connect uzing:
ES InteliR) PROA0D VM Network Connection

This conmection uses the following Rems;
'“ﬁ -'_ :I'.i--:er'nl fos Miciosedt r-JEI-.-.u'_-I:-.:'- :
21 Fibe and Printer Shating for Mecrosalt Melworks
¥| 8005 Packet Scheduler

W = Intemet Protocol [TCRARP)

[ meal. ][ Unnctal | [ Propeties |
Drescnption

Allows your computer lo access resowces on a Microsolt
riehwork.

[] Show icon in nolification area when connected

Figure 3-11

3.1.4. Windows Vista

Please follow the steps below to setup your computer:
1. Go to Start > Settings > Control Panel
2. Click Network and Sharing Center

F=m|F=m]]
O_Or » Control Panel » ~ [43][searchn o
Hame Category
Control Panel Home - -
e B o) - | e " N i
+ Classic View I 1 (& B /= e
= 3 7] : -
7 = ] > 2 -
Add  Administrst. AutoPlay Backupand Bilocker  Color  Dsteand  Defsub  Dedce  Easeof Folder Forts Game  Indeding
Hardware  Tocls RestoreC. Drivefn.. Management —Time  Programs  Mensger  Acce. Options Controliers  Opticns
& = - C) / 2 1 : :
= % ~ _l.!, i ¢ | k.
Intemet iSCSinitistor Keyboard  Mouse  Networksnd Offimefiles  Parentsl  Penand  PeopleMear Performsnce Perscraliz. Phonesnd  Power  Printers
Options Sharing Ce.. Controls InputDevices  Me  Informatio.. Modem..  Options
u = 7 = = i} = 2
i 5 — B fi 2\ | -
A< Ae® | =
L e JEX] = L =
Problem  Programs Regionaland Scannerssnd  Secure  Securty  Sound Speech  SyncCenter  System  TebletPC  Tsskbarand  Tertto User
Reportrs.. andFestures Language.. Camerss  OnlineK. — Center Recogniti Settings  StatMenu  Spesch  Accounts
3 ; . " 2
] g &8 = g
| S _ "
VMusre  Welcome  Windows  Windows  Windows  Windows  Windows  Windows
Teols Center  CardSpace  Defender  Firewall  Sidebar..  Sideshow  Update

Figure 3-12
3. Click Manage Network Connections
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v‘ﬁ » Control Panel » Network and Sharing Center

Tk Network and Sharing Center

View computers and devices
. View full map
Connect to a network

Set up a connection or network w & 3

Manage network connections

TECH-PC Metwork Internet
Diagnose and repair (This computer}
* Network (Private network) Customize
Access Local only
Connection Local Area Connection View status

12 Sharing and Discovery

Metwork discovery @ On (‘9
File sharing o off (v
Public folder sharing @ Off "E’)
Printer sharing @ Off (no printers installed) @
Password protected sharing @ On 'f:)
Media sharing @ Off l'g,l

Show me all the files and folders I am sharing

Show me all the shared network folders on this computer

Figure 3-13
4. Highlight the icon Local Area Connection, right click your mouse, and click Properties

Mame Status Device Name Connectivity Network Category Cwner Type Phone # or Host Addre..
LAM or High-Speed Internet (1) ~

i~ | Local Area Connection
7 _ Netwark

GET Intel(R) PROFL0DD MT Netw...

Disable
Status

Diagnose
Bridge Connecticns

Create Shortcut
Delete

Rename

Properties

Figure 3-14
5. Highlight Internet Protocol Version 4 (TCP/IP) and then press Properties button
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t”j Local Area Cénne’&iﬂnbrbpeiﬁ.ﬁs e

Metworking

Connect using:

| &¥ Irtel{R) PRO/1000 MT Network Connection

This connection uses the following items:

0% Client for Microsoft Networks

.@GDS Packet Scheduler

.@ File and Prirter Sharng for Microsoft Metworlks

<& Intemet Protocal Version & (TCP/IPvE)

S "temet Protocol Version 4 (TCP/IPv4)

i Link-Layer Topology Discovery Mapper 140 Driver
=& |ink-Layer Topology Discoven Responder

retal.. T——

Description

Transmigsion Control Protocol/Intemet Protocol. The default
wide area networl protocol that provides communication
across diverse interconnected networks.

0K || Cancel

Figure 3-15
6. Choose Obtain an IP address automatically and Obtain DNS server address
automatically, and then press OK to close the Internet Protocol (TCP/IP) Properties
window
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= 5 =

Internet Protocol Version 4 (TCP/IPvA) Properties BRI

General | Alternate Configuration |

You can get IP settings assigned automatically if vour network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

@ Obtain an IP address automatically
i) Use the following IP address:

Default gakeway:

i@ Obtain DNS server address automatically
{7 Use the following DMS server addresses:

Preferred DNS server:

Alternate DNS servet:

Advanced. ..

L Ok ]I Cancel ]

Figure 3-16
7. Press OK to close the Local Area Connection Properties window

-20-
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o ]

1 Local Area Connection Properties

Metworking

Connect using:

!_-? Irtel{R} PROVI00D MT Metwark Cannection

This connection uses the following items:

v ™ Clignt for Microsoft Networks

v QQDS Packet Scheduler

v .‘Q File and Prirter Sharng for Microsoft Metworlks

<& Intemet Protocal Version & (TCP/IPvE)

S "temet Protocol Version 4 (TCP/IPv4)

W] - Link-Layer Topology Discovery Mapper 140 Driver
=& |ink-Layer Topology Discoven Responder

Description

Transmigsion Control Protocol/Intemet Protocol. The default
wide area networl protocol that provides communication
across diverse interconnected networks.

QK ] [ Cancel

Figure 3-17

3.2.Additional Settings for Wireless Client

If you choose to access the router via a wireless client, also verify the following:

1. Make sure your PC is equipped with 802.11b 802.11g or 802.11n wireless adapter and has
appropriate WLAN card driver/utility and TCP/IP installed.

2. Set the wireless adapter to use appropriate TCP/IP settings as described in previous
section.

3. Launch the wireless adapter’s provided utility and verify that your wireless client is
configured with these settings:
Operation Mode: Infrastructure
SSID: default
Authentication: Disabled
Encryption: Off
Radio Band: 802.11B/G
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3.3.Checking PC’s IP and Connection with the Router

After configuring the TCP/IP protocol, use the ping command to verify if the computer can
communicate with the Router. To execute the ping command, open the DOS window and

ping the IP address of the Wireless Broadband Router at the DOS prompt:

® For Windows 98/Me: Start -> Run. Type command and click OK.
®  For Windows 2000/XP: Start -> Run. Type cmd and click OK.

At the DOS prompt, type the following command:

If the Command window returns something similar to the following:

C:\Documents and Settings\admin>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time=1ms TTL=64
Reply from 192.168.1.1: bytes=32 time=1ms TTL=64
Reply from 192.168.1.1: bytes=32 time=1ms TTL=64
Reply from 192.168.1.1: bytes=32 time=1ms TTL=64

Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received =4, Lost =0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 1ms, Average = 1ms

Then the connection between the router and your computer has been successfully established.
If the computer fails to connect to the router, the Command window will return the following:

C:\Documents and Settings\admin>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received =0, Lost =4 (100% loss),

Verify your computer's network settings are correct and check the cable connection between
the router and the computer.
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In order to make the whole network operate successfully, it is necessary to configure the
Wireless Router through your computer has a WEB browser installed. Please follow up the steps
listed below.

3.4.Login

1.Startup Internet Explorer, and enter http://192.168.1.1, then press Enter

| 'f‘-j'al-}bu-t-:-ﬂiank- - Microsoft ihtérnef"l;:ip-lorer

Fle Edit View Favorites Tools Help >
5 \ , = A : R
O O BB G P frroem @ 3B
Address | 4] http://192.168. 1.i E]G“ Links
] Done ® Internet
Figure 3-18

2. After successful login, you will be able to see the Wireless Broadband Router’s web-based
configuration utility refer to Figure 3-19. From now on the Wireless Broadband Router acts as a
Web server sending HTML pages/forms at your request. You can click the menu options at the left
to start the configuration task.

In the home page of the Wireless Router, the left navigation bar shows the main options to
configure the system. In the right navigation screen is the summary of system status for viewing

the configurations.
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Convenient Setup

The Convenient Setup will guide wou to configure acceszz point for
first time. Pleaze follow the Convenient Setup step by step.

¥elcome to Convenient Setup.

The Wizard will guide you the through following steps. Begin
by clicking on Next.

Setup Operation Mode
Choose your Time Zone
Setup LAN Interface

Setup WAN Interface
Wireless LAN Setting
Wireless Security Setting

[0 WS

Figure 3-19
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4. System configuration

4.1.LAN Setup

The LAN Port screen below allows you to specify a private IP address for your router’s
LAN ports as well as a subnet mask for your LAN segment.

LAN Setup

Thiz page i= uszed to configure the parameterz for local area network
which connectsz to the LAN port of wour Acceszs Point. Here wou may
change the setting for IP addreszszs, subnet mask, DHCP, etec..

IP Address: |192. 168. 1.1

Subnet Nask: |255. 2E6.0.0

Default Gateway: IEI. 0.0.0

DHCP: IServer vl

DHCP Client Range: ]192. 168.1.1 = ]192. 168. 1. 253 Shiow Clinit

Domain Name: I

802. 1d Spanning IDisabled -]
Tree:

Clone NAC Address: IEIDEIDEIDEIEIDDDD

Figure 4-1

® |P Address
This is the router's LAN port IP address (Your LAN clients default gateway IP
address), the default is 192.168.1.1

® Subnet Mask
Specify a Subnet Mask for your LAN segment

® Default Gateway
The IP address of Default gateway you obtained after connect to the Internet, if you
haven't connected to Internet yet, this field is blank.

® DHCP Server
You can enable or disable the DHCP server. By enabling the DHCP server the router
will automatically give your LAN clients an IP address. If the DHCP is selected client,
the router will get an IP address from the other DHCP Server

® DHCP Client Range
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You can select a particular IP address range for your DHCP server to issue IP
addresses to your LAN Clients.
® Domain name
put into a name to mark your DHCP SERVER
® 802.1d Spanning tree
You can enable or disable the Spanning tree for your router
® Clone MAC address
Replace the LAN MAC address with the MAC address of that PC

4.2.Internet Setup

Configure the parameters for Internet network which connects to the WAN port of your
Access Point. Here you may change the access method to static IP, DHCP, PPPoE or
PPTP by click the item value of WAN Access type.

Internet Setup

Thiz page i= uszed to configure the parameterz for Internet network which
cormects to the WAN port of vour Acceszz Point. Here wou may change the acceas
method to static IF, DHCPF, PPFoE or PPIF by click the item walue of WAN Accezs
t¥pe.

WAN Accezz Type: IDHEP Client vl
Hozt HName: I

NTU Size: I1412 (1400-1492 bytes)

* Attain DRS Automatically

{" Set DRS Nanually

DES 1: |

DES 2: |

DES 3: |

Clone NAC
Address:

[T  Enable uPRP
Enable Ping Access on WAR
Enable ¥Web Server Accezz on WAN

lunnunnunnunn

Enable IPzec pass through on ¥YPN connection

Enable PPTP pass through on ¥PN connection

&
=
5
=
=

Enahle L2TP pass through on ¥YPRN connection

Figure 4-2
® Static IP address
-26 -



Wireless Broadband Router User manual

Your ISP has given you an IP address already
® DHCP Client
Your ISP will automatically give you an IP address.

® PPPoE
Your ISP requires PPPoOE connection
® PPTP

Your ISP requires you to use a Point-to-Point Tunneling Protocol (PPTP) connection.
® DNS
You can specify a DNS server that you wish to use
® MTU
The MTU (Maximum Transmission Unit) setting specifies the largest packet size
permitted for network transmission. Most DSL users should use the value 1492.You
can set MTU manually, and you should leave this value in the 1200 to 1500 range. If
the value you set is not in accord with the value ISP provide, it may causes some
problems, such as fail to send Email, or fail to browse website. So if that happen, you
can contact your ISP for more information and correct your router's MTU value.
® Clone MAC Address
Replace the WAN MAC address with the MAC address of that PC

4.3.Wireless

4.3.1. Basic Setting

The wireless router supplies the function of act as two AP simultaneously, but because the
difference of privilege, besides normal function of AP, the primary AP also has extra
function for some advanced settings and right management. So here you can manage
and configure your primary AP.
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Wireless Basic Settings

Thiz page 1= used to configure the parameters for wirelezs LAN clients
which may connect to wvour Acceszz Point. Here wou may change wirelezs
encryption settings as well as wirelessz network parameters.

[l Disable Wireless LAN Interface
Band: 2.4 GHz (BHZ) w

Hode: AF “
Hetwork Type:
55ID: default

Channel Number: (& w

Aszociated
Clients=:

Show Active Clisnts

Enable Mac Clone (Single Ethernet Client)

] Enable Universal Repeater Mode (Acting as AP and client
zimultaneouly)

S55ID of Extended Interface:

Figure 4-3
Mode
It allows you to set the Wireless AP to AP, Client, WDS or AP+WDS mode. The
default is AP mode.
Band
It allows you to set the AP fix at 802.11b or 802.11g mode. You also can select B+G
mode to allow the AP select 802.11b and 802.11g connection automatically.
Network Type
There are two type, infrastructure and hoc, the default is infrastructure
SSID
This is the name of the wireless LAN. All the devices in the same wireless LAN should
have the same SSID, the default SSID is default.
Channel Number
The channel used by the wireless LAN. All devices in the same wireless LAN should
use the same channel.
Associated Clients
Click “Show Active Clients” button, then an “Active Wireless Client Table” will pop up.
You can see the status of all active wireless stations that are connecting to the access
point.
Enable Mac Clone
Click the “Enable MAC Clone” button will copy the MAC address of your PC, that you
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are using to configure the AP, to the WLAN MAC.
® Enable Universal Repeater Mode
To Enable Universal Repeater Mode, Acting as AP and client simultaneously

4.3.2. Advanced Setting

You can set advanced wireless LAN parameters of this router. The parameters include
Authentication Type, Fragment Threshold, RTS Threshold, Beacon Interval, Preamble
Type ...... You should not change these parameters unless you know what effect the
changes will have on this router.

Wireless Advanced Settings

These =zettings are only for more technically advanced userz who have a
sufficient knowledze about wireless LAN. These zettingz should not be
changed unlezs wou know what effect the changes will hawve on your
Accezz Point.

Authentication

Type: o Open Swatem " Shared Kevw % puto
Fragment

Threshold: edde (266-2346)

RTS Threshold: 2347 (0-2347)

Beacon Interwal: IIEIEI (20-1024 mz)
Data Rate: !Autu:u vi

Preamble Type: @ Long Preamble Short Preamble
Broadcast 55ID: % Enabled " Dizahled

IAPP: % Enabled ¢ Dizabled

ggi;;ﬁium % Ensbled ¢ Disabled

VIN: " Enabled Dizahled

EF Qutput Power: #100% Ce0% Co2ex 1oy Ok
Turbo Node: % jato " plways i Off

Note: “dlways” may have compatibility issue.
“farta” will only work with Realtek product.

Figure 4-4
® Authentication Type
There are two authentication types: "Open System" and "Shared Key". When you
select "Open System", wireless stations can associate with this wireless router
without WEP encryption. When you select "Shared Key", you should also setup WEP
key in the "Encryption" page and wireless stations should use WEP encryption in the
authentication phase to associate with this wireless router. If you select "Auto", the
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wireless client can associate with this wireless router by using any one of these two
authentication types.

® Fragment Threshold
"Fragment Threshold" specifies the maximum size of packet during the fragmentation
of data to be transmitted.

® RTS Threshold
When the packet size is smaller the RTS threshold, the wireless router will not use the
RTS/CTS mechanism to send this packet.

® Beacon Interval
The interval that this wireless router broadcast a beacon, Beacon is used to
synchronize the wireless network.

® Data Rate
The “Data Rate” is the rate this access point uses to transmit data packets. The
access point will use the highest possible selected transmission rate to transmit the
data packets.

® Preamble Type
The “Long Preamble” can provide better wireless LAN compatibility while the “Short
Preamble” can provide better wireless LAN performance

® Broadcast SSID
If you enable “Broadcast SSID", every wireless station located within the coverage of
this access point can discover this access point easily. If you are building a public
wireless network, enabling this feature is recommended. Disabling “Broadcast SSID”
can provide better security.

® |APP
If you enable “IAPP”, it will allow wireless station roaming between IAPP enabled
access points within the same wireless LAN.

® 802.11g Protection
This is also called CTS Protection. It is recommended to enable the protection
mechanism. This mechanism can decrease the rate of data collision between
802.11b and 802.11g wireless stations. When the protection mode is enabled, the
throughput of the AP will be a little lower due to many of frame traffic should be
transmitted.

Click “Save Setting” at the bottom of the screen to save the above configurations. You can

now configure other advance sections or start using the router.

4.3.3. Security

This Access Point provides complete wireless LAN security functions, include WEP, WPA
(TKIP), WPA2 (AES), WPA2 Mixed. With these security functions, you can prevent your
wireless LAN from illegal access. Please make sure your wireless stations use the same
security function.
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4.3.3.1. None

Wireless Security Setup

Thiz page allows wou =zetup the wirelesz securitwv. Turn on WEP or WPA by using
Encryption Keyz could prewent any unauthorized accessz to wour wireless
network.

Encryption: INDHE 'I

["Usze 802.1xz
Authentication

# WEP Gdbits © WEP 128bits

YPA: Aitheiticat ion Eodes " Erterprise (RADIUS] F Personal (Pre-Shared

Kew)
¥PA Cipher Suite: ¥ tE1p T 4ES
WPA? Cipher Suite: M teIp T 4ES
Pre—5hared Eey Format: IPassphrase j

Pre—-S5hared EKey: I

I Enable Pre—
Authentication

Authentication RADIUS Port |18l IF address |

5 =
erver Paz=zword I

Hote: Bhen enciyptfion BEP is sefected Jou must sef MBEP key value.

Figure 4-5
4.3.3.2. WEP only

When you select 64-bit or128-bit WEP key, you have to enter WEP keys to encrypt data.
You can generate the key by yourself and enter it. You can enter four WEP keys and
select one of them as default key. Then the router can receive any packets encrypted by
one of the four keys
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Wireless WEP Key Setup

Thiz page allows wou zetup the WEP kew walue. You could choosze use 64—
bit or 128-bit a=z the encryption kew, and select A3CII or Hex as the
format of input walue.

Eey Length: Iﬁél—bi't vI

Eey Format: IASCII (6 charactersz) ;]

Default Tx Eey: iKey | "I

Encryption Key
1:

Encryption Eey

I*****

5. I*****
Encryption Eey I*****
3:

Encryption Key I*****

Figure 4-6
Key Length
You can select the WEP key length for encryption, 64-bit or 128-bit. Larger WEP key
length will provide higher level of security, but the throughput will be lower.
Key Format
You may to select ASCII Characters (alphanumeric format) or Hexadecimal Digits (in
the "A-F", "a-f" and "0-9" range) to be the WEP Key. < For example: ASCII
Characters: guest; Hexadecimal Digits: 12345abcde >
Default Key
Select one of the four keys to encrypt your data. Only the key you select it in the
"Default key" will take effect.
Key 1 - Key 4
The WEP keys are used to encrypt data transmitted in the wireless network. Fill the
text box by following the rules: 64-bit WEP: input 10-digit Hex values (in the "A-F",
"a-f"* and "0-9" range) or 5-digit ASCII character as the encryption keys. 128-bit WEP:
input 26-digit Hex values (in the "A-F", "a-f* and "0-9" range) or 13-digit ASCII
characters as the encryption keys.

Click “Save Setting” at the bottom of the screen to save the above configurations. You can
now configure other advance sections or start using the router (with the advance settings
in place)

4.3.3.3. 802.1x&WEP

IEEE 802.1x is an authentication protocol. Every user must use a valid account to login to
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this Access Point before accessing the wireless LAN. The authentication is processed by

a RADIUS server. This mode also uses WEP to encrypt the data during communication.

Wireless Security Setup

Thiz page allows wou setup the wirelessz zecuritwy. Turn on WEP or WPL by u=zing
Encryption Kevz could prevent any unauthorized accesz to vour wireless
network.

Encryption: |WEF bl Db wER Ry

[“]lUse 802.1x

Authent ication O WEP fdbitz (OWEP 128bits

¥PA Authentication Hode: Enterprise (RADIUS) Perzonal (Pre-Shared
Kew)

YPA Cipher Suite: TEIP AES

WPAZ? Cipher Suite: TKIF LES

Fre—5hared Eey Format:
Fre—5hared Eey:

Enable Pre—
Authentication

Authentication RADIUS Port 1812 IF address

Server:
Pasaword

Nater When encrypition FEF ix sefected, you must set ¥BFP ey rvafue.

Save 5

ettings

Figure 4-7
Authentication RADIUS Server port
The service port of the external RADIUS server.
Authentication RADIUS Server IP address
The IP address of external RADIUS server.
Authentication RADIUS Server IP Password
The password used by external RADIUS server.

For the WEP settings, please refer to section 5.3.2 “WEP only”.

4.3.3.4. WPA

Wi-Fi Protected Access (WPA) is an advanced security standard. You can use a
pre-shared key to authenticate wireless stations and encrypt data during communication.
It uses TKIP or CCMP (AES) to change the encryption key frequently. So the encryption
key is not easy to be broken by hackers. This can improve security very much.
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Wireless Security Setup

Thiz page allows wou setup the wireless security. Turn on WEP or WPA by uzing
Encryption KEevz could prewvent any unauthorized accessz to wour wirelezs

networlk.

Encryption:

¥ Use 802.1x
Authentication

WPA Authentication Node:

WPA Cipher Suite:
WPA? Cipher Suite:
Pre—Shared EKEey Format:

Pre—Shared Eey:

[ Enable Pre—
Authentication

Authentication RADIUS
Server:

WPA -

" WEP 128bits

% WEP G4bits

" Enterprize (RADIUS) % Personal (Pre-Shared

Kevyl

IV TEIP [ 4ES

[T TEIP [ 4ES
iPassphrase L‘
Port |1812 IF addressl

Passwordl

Foter Bhen encryption FEFP 1z selfected you must set FEP ey walue.

Figure 4-8
WPA(TKIP)
TKIP can change the encryption key frequently to enhance the wireless LAN security.
WPA(AES)
This use CCMP protocol to change encryption key frequently. AES can provide high
level encryption to enhance the wireless LAN security.
Personal (Pre-Shared Key)
You may select to select Passphrase (alphanumeric format) or Hexadecimal Digits (in
the “A-F”, “a-f" and “0-9” range) to be the Pre-shared Key. <For example:
Passphrase: iamguest Hexadecimal Digits: 12345abcde>
Enterprise (Radius)
You can use an external RADIUS server to authenticate wireless stations and provide
the session key to encrypt data during communication. It uses TKIP or CCMP(AES)
to change the encryption key frequently. This can improve security very much.
RADIUS Server port
The service port of the external RADIUS server.
RADIUS Server IP Address
The IP address of external RADIUS server.
RADIUS Server Password
The password used by external RADIUS server.
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4.3.4. Access control

This wireless router provides MAC Address Control, which prevents the unauthorized
MAC Addresses from accessing your wireless network.

Wireless Access Control

If wou chooze "Allowed Listed’, only those clients whose wireless MaC
addreszez are in the acceszz control list will be able to connect to
wour Access Point., When "Deny Listed” is zelected, these wireless
clientz on the lizt will not be able to cormect the Access Point.

¥Wireless Access Control Node: |Disable V|

HAC Address: | Comment : | |

tkings

Current Access Control List:

~ NAC Address  Comment  Select
| Celete 41|

Figure 4-9

® Wireless Access Control Mode
Disable: wireless access control
Allowed Listed: only those clients whose wireless MAC addresses are in the access
control list will be able to connect to your Access Point.
Deny Listed: these wireless clients on the list will not be able to connect the Access
Point

® Add MAC address
Fill in the "MAC Address" and "Comment" of the wireless station to be added and
then click "Add". Then this wireless station will be added into the "Current Access
Control List" below.

® Current Access Control List
If you find any issues before adding it and want to retype again. Just click "delete" and
both "MAC Address" and "Comment" fields will be cleared.

4.3.5. WDS Setting

Wireless Distribution System uses wireless media to communicate with other APs, like the
Ethernet does. To do this, you must set these APs in the same channel and set MAC
address of other APs which you want to communicate with in the table and then enable
the WDS.
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WDS Settings

Wirelezz Distribution Swztem uszez wirelessz media to communicate with
other &Pz, like the Ethernet does. To do this, wou must =set thesze AP=
in the zame channel and zet MAC address of other APz which wou want to
communicate with in the table and then enable the WDS.

¥ Enable ¥DS

Add ¥D5 AP: HAC Address Comment

Tulll| ¢4 Show Skatistics

Current WD5 AP List:

00:11:11:11:11:11 1 I

Figure 4-10

4.4.Site survey

This function provides tool to scan the wireless network. If any Access Point or IBSS is
found, you could choose to connect it manually when client mode is enabled.

Wireless Site Survey

Thiz page providez tool to =scan the wirelezz network. If anyv Acceszs
Foint or IEBESS iz found, wou could chooze to cormect it manually when
client mode iz enabled.

Figure 4-11
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4.5.System Information

4.5.1.Status

The Status section allows you to monitor the current status of your router. You can use the
Status page to monitor: the connection status of the Broadband router's WAN/LAN
interfaces, the current firmware and so on.

Status

Thi=z page shows the current =status and szome basic
zettingz of the dewice.

Optime Odas: 1 Th:dm: 192
Firmware Version wl. 4o+ (2008/09/01)

Node AP

Band 2.4 GHz (BH:)
551D default

Channel Humber f

Encryption Dizabled

B55ID 00:el:dc:81:86:d1

Associated Clients O

Attain IP Protocol Fixed IP

IPF Address 192,168, 1. 1
Subnet Nask 2Bh, 2bh, 266, 0
Default Gateway 182, 168. 1.1

DHCP Serwver Enabled

NAC Address 00:el:dc:81:86:d1

Attain IP Protocel Getting IP from DHCF =zerwver...

IPF Addres=ss 0.0.0.0

Subnet Hask 0.0.0.0

Default Gateway 0.0.0.0

HAC Address 00:e0:dc:81:86:43
Figure 4-12

4.5.2. Statistics

View the statistics of packets sent and received on WAN, LAN and Wireless LAN.
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Statistics

Thiz page showz the packet counters for transmizsion and reception
regarding to wirelesz and Ethernet networks.

i Sent Packets ATE1L
¥ireless LAN
feceived Packets 1108104
Sent Packets 1638
Ethernet LAN
Aeceived Packets 1126
Sent Packets 2715

Ethernet WAN
feceived Packets ]

Refresh

Figure 4-13

4.5.3. System Log

This page shows the current system log of the Broadband router. It displays any event
occurred after system start up, including view all information of system, wireless
information, Dos attack information and so on.
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System Log

Thiz page can be uszed to zet remote log server and show the svatem log.

¥ Enable Log

wireless [ Dos
Log Server IFP

[T Enable Remote Log Address: I—'

| 8| system all

Refresh m

Figure 4-14

4.6.Applications & Gaming

4.6.1. Virtual Service

Use the Virtual Server function when you want different servers/clients in your LAN to
handle different service/lnternet application type (e.g. Email, FTP, Web server etc.) from
the Internet. Computers use numbers called port nhumbers to recognize a particular
service/Internet application type. The Virtual Server allows you to re-direct a particular
service port number (from the Internet/WAN Port) to a particular LAN private IP address
and its service port number. (See Glossary for an explanation on Port number)
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Virtual Service

Entries in this table allow wou to automatically redirect common network
zervices to a specific machine behind the NAT firewall. Thesze szettings are
only necezsary if wou wish to host zome zort of server like a web zerwer or
mail serwver on the private local network behind sour Gateway s NAT firewall.

[T Enable ¥irtual Service

IP Addre=ss: I Protocol: IB':'th 'I Port Range: I_— I_
Comment: I

Current ¥irtual S5ervice Table:

Dialata Aalactadl Dizlara ol

Figure 4-15
Enable Virtual Service
Enable Virtual Service
IP Address
This is the LAN client/host IP address that the Public Port number packet will be sent
to. Note: You need to give your LAN PC clients a fixed/static IP address for Virtual
Server to work properly.
Protocol
Select the port number protocol type (TCP, UDP or both). If you are unsure, then
leave it to the default both protocols.
Port Range
This is the port number (of the above Private IP host) that the below Public Port
number will be changed to when the packet enters your LAN (to the LAN
Server/Client IP)
Comment
The description of this setting

Click “Save setting” at the bottom of the screen to save the above configurations.

4.6.2. DMZ

If you have a local client PC that cannot run an Internet application (e.g. Games) properly
from behind the NAT firewall, then you can open the client up to unrestricted two-way
Internet access by defining a DMZ Host. The DMZ function allows you to re-direct all
packets going to your WAN port IP address to a particular IP address in your LAN. The
difference between the virtual server and the DMZ function is that the virtual server
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re-directs a particular service/lnternet application to a particular LAN client/server,
whereas DMZ re-directs all packets (regardless of services) going to your WAN IP
address to a particular LAN client/server.

DMZ

L Demilitarized Zone iz uszed to prowide Internet zerwvices without
zacrificing unauthorized accesz to itz local priwvate network.
Tvpically, the DMI host contains devices accesszible to Internet
traffic, such as Web (HITP ) serwvers, FTP serwers, SMIP (e-maill
zerverz and DN5 =zervera.

¥ Enable DEZ

DEZ Hozt IP Address: |192.168.1.5

Figure 4-16

4.7.Security Management

The Broadband router provides extensive security protection by restricting connection
parameters, thus limiting the risk of hacker attack, and defending against a wide array of
common Internet attacks.

4.7.1. Port Filtering

You can filter wired users by enabling this function; thus unauthorized users can not
access the network.
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Port Filtering

Entries in thisz table are uszed to restrict certain twvpez of data
packetz from wour local network to Internet through the Gatewaw. Uze
of such filters can be helpful in =securing or restricting wour local
network.

¥ Enable Port Filtering

Port Range: IE':”:IEI = I ooon Protocol: IBDth 'I Comment :

Iu:hat|

Current Filter Table:

Lizlatz Selactad Lizletz 2l

Figure 4-17
Enable Port Filtering
Enable port filtering
Port Range
Add ports you want to control
Protocol
Select the port number protocol type (TCP, UDP or both). If you are unsure, then
leave it to the default both protocol
Comment
The description of this setting

Click “Save settings” at the bottom of the screen to save the above configurations

4.7.2. IP Filtering

You can filter wired users by enabling this function; thus unauthorized users can not
access the network.
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IP Filtering

Entriez in thiz table are used to restrict certain tvpes of data
packetz from wour local network to Internet through the Gatewaw. Usze
of zuch filterz can be helpful in securing or restricting wour local
network.

[T Enable IP Filtering

Loal IP Address: I Protocol: IB':'th 'l Comment :

Current Filter Table:

Dielata Salectad Dizlata Al

Figure 4-18
Enable IP Filtering
Enable IP filtering
Local IP Address
Add LAN IP address you want to control
Protocol
Select the port number protocol type (TCP, UDP or both). If you are unsure, then
leave it to the default both protocol
Comment
The description of this setting

Click “Save settings” at the bottom of the screen to save the above configurations

4.7.3. MAC Filtering

You can filter wired users by enabling this function; thus unauthorized users can not

access the network.
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MAC Filtering

Entriez in this table are uszed to restrict certain twypez of data
packetz from wour local network to Internet through the Gatewaw. ze
of such filters can be helpful in =ecuring or restricting wour local
network.

¥ Enable MAC Filtering

NAC Address: |001111111111 Comment :

Current Filter Table:

Dizlabe Salactad Dizlatz &l

Figure 4-19
Enable MAC Filtering
Enable MAC filtering
MAC Address
Add MAC address you want to control
Comment

The description of this setting

Click “Save settings” at the bottom of the screen to save the above configurations

4.7.4. URL Filtering

URL filter is used to deny LAN users from accessing the internet. Block those URLs which
contain keywords listed below.
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URL Filtering

TEL filter i= uszed to deny LAN uszers from accezszing the internet.
Block those UELz which contain kevwords listed below.

¥ Enable URL Filtering

UEL Address: [www.yahoo. conl

Current Filter Table:

Dizlate Selactad Dizlate &l

Figure 4-20
Fill in “URL/Keyword” and then click “Save Settings”. You can enter the full URL address
or the keyword of the web site you want to block. If you find any typo before adding it and
want to retype again, just click "Delete" and the field will be cleared.

4.7.5. Denial-of-Service

A "denial-of-service" (DoS) attack is characterized by an explicit attempt by hackers to prevent
legitimate users of a service from using that service.
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Denial of Service

L “denial-of-service” (DoS5) attack iz characterized by an explicit attempt by
hackers to prewvent legitimate users of a service from using that =service.

[l Enable DoS
Prevention

Thole System Flood: SYNH

Packets/Second
Thole S5¥st Flood: FIN
0l oystem Tlo0 Packets/Second
Thole Syst Flood: TUDP
ole System 00 Packets/Second
- Thole System Flood: Packets/Second
Per—Source IP Flood:
ST Packets/Second
Per—Source IP Flood: Packets/Second
FINR
Per—Source IP Flood:
IDP Packets/Second
_— Per—Source IP Flood: Packets/Second
ICP/UDP PortScan Senzitivity
ICHP Smurf
IF Land
IPF Spoof
IP TearDrop
PingOfDeath
ICP Scan
ICP Syn¥ithData
UDP Bomb

UDP EchoChargen

e

Enable Source IP
Blocking

Block time (=sec)

Figure 4-21

- 46 -



Wireless Broadband Router User manual

4.8.DDNS

DDNS allows you to map the static domain name to a dynamic IP address. You must get
an account, password and your static domain name from the DDNS service providers.
This router supports DynDNS, TZO and other common DDNS service providers.

Dynamic DNS Setting

Dyvnamic DHS i1z a =erwvice, that prowides wou with a walid, unchanging,
internet domain name {an UEL) to go with that (possibly ewverchanging)
IP-address.

¥ Enable DDES

Service

Provider : i
Domain Name : I******
O=er

Name/Email: !**“**l
Pas=zword/Eey: l------
Fote:

For T, you can have a J0 days free trial fere or manage your L0 account in

confrol paneld
For DynliE, you can create your Dyl account here

ettings

Figure 4-22

® Enable DDNS

Enable/Disable the DDNS function of this router
® Service Provider

Select a DDNS service provider
® Domain Name

Your static domain name that use DDNS
® User Name/Email

The account that your DDNS service provider assigned to you
® Password/Key

The password you set for the DDNS service account above
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4.9.System Management

4.9.1. Time Zone Setting

You can maintain the system time by synchronizing with a public time server over the
Internet.

Time Zone Setting

Tou can maintain the svatem time by svynchronizing with a public time
zerver over the Internet.

g:::;e?t Tr IED':”:I Non Il_ Day Il_ Hr |3_ En IE Sec IE_

Time
Zone |IIG]'|'[T—EIE:IZIIZI]IPacifiu: Time (U5 & Canada); Tijuana |
Select

[T Enable RIP client update

RIP
Eerver :

@ |192.6.41.41 - North merica 7]

C I Marmal IP Setting)

Refresh

Figure 4-23
4.9.2. Upgrade Firmware

This page allows you to upgrade the router’s firmware

Upgrade Firmware

Thiz page allows wou upgrade the Accezs Point firmware to new werszion.

Pleaze note, do not power off the device during the upload becausze it
may crazh the zvstem.

Select s

il ﬁ
File: —I‘I]
|_|p||:|.3|:|

Figure 4-24
® Select File

This tool allows you to upgrade the Broadband router’s system firmware. To upgrade
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the firmware of your Broadband router, you need to download the firmware file to your
local hard disk, and enter that file name and path in the appropriate field on this page.
You can also use the Browse button to find the firmware file on your PC.
Once you've selected the new firmware file, click “Upload” at the bottom of the screen to
start the upgrade process. (You may have to wait a few minutes for the upgrade to
complete). Once the upgrade is complete you can start using the router.

4.9.3. Save/Reload Setting

This page allows you save current settings to a file or reload the settings from the file
which was saved previously. Besides, you could reset the current configuration to factory
default

Save/Reload Settings

Thi= page allows wou =sawve current =settings to a file or reload the
zettingz from the file which was =aved previously. Beszides, wou could
rezet the current configuration to factory default.

Save Settings to
File:

Load Settings from Sl =
Filai fﬂ]ﬁ. . | L-|F|||_!.E.||j

Reset Settings to
Default:

Figure 4-25

4.9.4. Password

This page is used to set the account to access the web server of Access Point. Empty
user name and password will disable the protection.
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Password Setup

Thiz page i1z uszed to zet the account to accesz the web zerver of Access
Point. Empty uszer name and password will diszable the protection.

UOzer Name: I

Hew Password: I

Confirmed I
Password:

Figure 4-26
4.10. Logout
This function is used to logout
Logout
Thiz page iz uzed to logout.
Do you want to logout ?
| Lpplw Change I
Figure 4-27

Click “Apply Change” at the bottom of the screen to logout, pay attention.
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5. Appendix [I: Troubleshooting

1.

I cannot access the Web-based Configuration Utility from the Ethernet computer

used to configure the router.

o N

3.

Check that the LAN LED is on. If the LED is not on, verify that the cable for the LAN
connection is firmly connected.

Check whether the computer resides on the same subnet with the router’'s LAN IP
address.

If the computer acts as a DHCP client, check whether the computer has been
assigned an IP address from the DHCP server. If not, you will need to renew the IP
address.

Use the ping command to ping the router's LAN IP address to verify the connection.
Make sure your browser is not configured to use a proxy server.

Check that the IP address you entered is correct. If the router's LAN IP address has
been changed, you should enter the reassigned IP address instead.

| forget Password (Reset the Router without Login)
Plug out the power of the Router.
Use a pencil to press and hold the default button on the back panel of the Router.
Then plug in the power of the Router.
Press and hold the default button wait for a few seconds until the CPU LED indicator
stays green.
Reboot the AP.
After the above those steps, the manufacture’s parameters will be restored in the
Router. The default password is guest.

| have some problems related to Connection with Cable Modem

Please follow the following steps to check the problems:

® Check whether the DSL modem works well or the signal is stable. Normally there will
be some indicator lights on the modem, users can check whether the signal is ok or
the modem works well from those lights. If not, please contact the ISP.

® Check the front panel of the Router, there are also some indicator lights there. When
the physical connection is correct, the Power light and the CPU light should be solid;
the WAN light should be blinking. If you use your computer, the corresponding LAN
port light should be blinking too. If not, please check whether the cables work or not.

® Repeat the steps in WAN Setup Connect with Internet through DSL Modem.

4.1 can browse the router’'s Web-based Configuration Utility but cannot access the

Internet.

® Check if the WAN LED is ON. If not, verify that the physical connection between the

router and the DSL/Cable modem is firmly connected. Also ensure the DSL/Cable
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modem is working properly.

If WAN LED is ON, open the System Overview page of the Web configuration utility
and check the status group to see if the router’ s WAN port has successfully obtained
an IP address.

Make sure you are using the correction method (Dynamic IP Address, PPPOE, or
Static IP) as required by the ISP. Also ensure you have entered the correct settings
provided by the ISP.

For cable users, if your ISP requires a registered Ethernet card MAC address, make
sure you have cloned the network adapter’ s MAC address to the WAN port of the
router. (See the MAC Address field in WAN Setup.)

My wireless client cannot communicate with another Ethernet computer.
Ensure the wireless adapter functions properly. You may open the Device Manager in
Windows to see if the adapter is properly installed.
Make sure the wireless client uses the same SSID and security settings (if enabled)
as the Wireless Broadband Router.
Ensure that the wireless adapter’s TCP/IP settings are correct as required by your
network administrator.
If you are using a 802.11b wireless adapter, and check that the 802.11G Mode item in
Wireless Basic Setting page, is not configured to use 802.11G Performance.
Use the ping command to verify that the wireless client is able to communicate with
the router’s LAN port and with the remote computer. If the wireless client can
successfully ping the router’ s LAN port but fails to ping the remote computer, then
verify the TCP/IP settings of the remote computer.
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