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SAFETY AND REGULATORY NOTICES
FCC STATEMENT

The Bandspeed AirMaestro 3100AG Access Point has been tested and found to
comply with the specifications for a Class B digital device, pursuant to Part 15 of
the FCC Rules.

Operation is subject to the following two conditions:

1) This device may not cause harmful interference, and
2) This device must accept any interference received, including interference
that may cause undesired operation.

These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used according to the
instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If
this equipment does cause harmful interference to radio or television reception,
which is found by turning the equipment off and on, the user is encouraged to try
to correct the interference by one or more of the following measures:

Reorient or relocate the receiving antenna;

Increase the separation between the equipment or devices;

Connect the equipment to an outlet other than the receiver's;

Consult a dealer or an experienced radio/TV technician for assistance;

FCC Caution: Any change or modification to the product not expressly approved
by Bandspeed could void the user's authority to operate the device.

FCC Caution: Operation within the 5150 to 5250GHz band is restricted to indoor
use only.

FCC RF Radiation Exposure Statement: To comply with the FCC and ANSI
C95.1 RF exposure limits, the antenna(s) for this device must comply with the
following:

e Access points with 2.4 GHz or 5 GHz integrated antenna must operate
with a separation distance of at least 20 cm from all persons using the
cable provided and must not be co-located or operating in conjunction with
any other antenna or transmitter.

e End-users must be provided with specific operations for satisfying RF
exposure compliance.



Note: Dual antennas used for diversity operation are not considered co-located.

Canadian Department of Communications Industry Canada (IC) Notice:
This Class B digital apparatus complies with Canadian ICES-003 and RSS-210.
Cet appareil numérigue de la classe B est conforme a la norme NMB-003 et
CNR-210 du Canada.

"To prevent radio interference to the licensed service, this device is intended to
be operated indoors and away from windows to provide maximum shielding.
Equipment (or its transmit antenna) that is installed outdoors is subject to
licensing."

" Pour empécher que cet appareil cause du brouillage au service faisant |'objet
d'une licence, il doit étre utilisé a l'intérieur et devrait étre placé loin des fenétres
afin de fournir un écran de blindage maximal. Si le matériel (ou son antenne
d'émission) est installé a I'extérieur, il doit faire I'objet d'une licence. "



Important Factory Defaults

Here are the factory defaults that you may need to get your BSP1000 AP up and running
on your local network. The defaults were chosen to provide quick initial access to the
system and you will likely want to change some of them.

Bandspeed recommends that you change your admin/root password immediately and that
you configure some level of security. These Quick Start topics will be covered in later
sections.

IP address DHCP (need a DHCP server on Ethernet
network)

admin/root password Bandspeed

SSID Bandspeed

Frequency band 802.11b/g 2.4GHz on WIF 1, 802.11a
5.0GHz on WIF 3, background monitoring
on WIF 2.

Channels Automatic Intelligent Channel Selection

Security None

Serial Port 115,200 baud, 8 data bits, no parity bits, 1
stop bit, no flow-control, null-modem cable




Configuring BSP1000’s IP Address Over Ethernet

The BSP1000 is configured with DHCP-assigned IP address at the factory (see Important
Factory Defaults). You can access the BSP1000’s configuration web page by creating an
isolated network with a personal computer, a DHCP server, an Ethernet switch (or hub)
and the BSP1000 in one of the configurations shown using a standard CAT-5 cable with
RJ-45 connectors.

To determine the IP address of the BSP1000, run the Bandspeed Management Console
application and it will display details information about BSP1000 systems.

Figure 1: Possible Ways to Configure BSP1000’s IP Address over Ethernet
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Launch your personal computer’s web browser, enter the IP address (see Important
Factory Defaults) in the "Address™ field and press <Enter>.

a Google - Microsoft Internet Explorer provided by Bandspeed, Inc ;|g|5|
File Edit Mew Favorites Tools  Help | a'
i Back ~ £ ~ [x] [2] Lh | ) search <7 Favorites 4% | [ =

Address | [EENTERW ~| B o

ry

Personalized Home | Sign in 22

Google

Weh |mages Groups MNews Froogle Maps more »

Advanced Search
Ereferances

Google Search I'm Feeling Lucky Language Tools

Mew! Stock quotes now in the Google Mews business section.

When prompted for user name and password, enter “admin” as the user name and the
factory default password (see Important Factory Defaults) as the password. You will see
the BSP1000 configuration home page (below).

<} Bandspeed Wireless Access Point - Microsoft Internet Explorer provided by Bandsp =10] x|
File  Edit Wiew Faworites Tools Help | ;,'
QBack - 3 - [*] &) » | ) sgarch < Favatites 4% | (- ta B -

Address ' ﬂ i o

)

= Welcome to the BSP1000 configuration page. This is an
Main example website that interfaces the BSP1000's command line
Status interface to CGI scripts to provide simple, web-based
Message Log configuration and monitoring support for the Bandspeed
Configure Wireless Access Point, An QDMSOEM using Bandspeed's | |
Commands BSP1000 technology could customize this website, from
Statistics changing curjllv the brand_ing in_fDr_matin:un to a cn:umplete
Support rearganization that mirmics existing product offerings.




Select Configure at the main menu and the configuration page will appear (below).

a Bandspeed Wireless Access Point - Configure - System - Microsoft InkEernek E — |D|ﬂ
File Edit View Fawvaorites Tools  Help ‘ -;,'
aBack - T |£| E'l :‘_. | /'j Search '“? Fawvaorites &1 | [~ B I!J_-I =[] ﬂ
Address @http:,l',le.1.4.44,1'cgi-I:uin,l'xbandspeed?display=cunfig-sy5tem j Go
*System FYLAN * Filter *Password
*TCP/fIP *DHCP FHTTP FRADIUS
= SNMP * Ethernet * Wireless Sectors * LnL
QoS *DFS " RRM *TPC
* DatefTime
CONFIGURE:  System
MaC Address: 00:06:B8:00:01:02
Message Log
Country: =D =
. .
ctatistics Indoor/Cutdoor: |D|sable vI
Support Allow Management of AP
Enahle -
G  fom STA [Enaste =]

Switch ALE Aging Timer (10 [3qp
- 1,000,000 in seconds):

Status and errar Telnet: IEnabIe VI
Mmessages are

displayed here, AP Security Mode: |Nc:ne ~|

WEP:

YWEP Key Select: |1 vI
WEP Key Length: |54 hits vI

WEP Key 1 [31:32:33:34:35
WEP Key 2: |31:32:33:34:35
WEP Key 3: |31:32:33:34:35
WEP Key 4 [31:32:33:34:35

WiFi Protected Access (WPA/WPAZ2):
Key Management Suite: & onz.1x
" Pre-Shared Key

VRS Pre-Shared Key: wpa-passkey

4

Apply | &
P




Select TCP/IP from the configuration bullet-list and the TCP/IP configuration page will
appear (below).

/J Bandspeed Wireless Access Point - Configure - TCP,/IP - Microsoft Internet E - Ol x|
| M

File  Edit Wiew Fawvorites Tools  Help

P Back ~ 3 - (%] [2] _.:‘j|/':"Search ~' Favorites E“t| - e ] - [ B

Address @http:,l',l'llil.1.4.44,!':gi-l:uin,l'xl:uands|:|eed?display=cunfig-tcpip j G0

* System =MLAMN * Filter *password
*TCPfIP =DHCP FHTTP RADIUS

/@ *SMMP * Ethernet * Wireless Sectors *LnL

e’ o _’_'_..:-——‘-—..._‘_\_\_ —

,ﬁFeed * QoS * DFS * RRM *TPC
FDatefTime
Main CONFIGURE: TCP/IP

Status
Message Log

Configure . . .
o
Commands Obtain an IP address automatically (DHCP client)

Statistics % Use the specified IP address

Support MAC Address: 00:06:E8:00:01:02
DHCP Server [P Address: 10.1.4.10

Lease Expiration Time: Thu lan 1 12:02:03 1970

T - IP Address: |192_153_1_1

il e, Subnet Mask: |255.265.255.0
Default Gateway: |EI.D.EI.EI
Primary DMNS: |EI.D.EI.EI
Secondary DMS: |EI.EI.D.EI

Apply I Restart |

"

L

If you use a DHCP server on your network to assign IP addresses and you want the
BSP1000 to obtain its IP address from the DHCP server, select “Obtain an IP address
automatically (DHCP client)”, then press [Apply].

You will need to save this configuration change to make it persist across power-cycles, as
shown below. Select Commands from the main menu and the Commands menu will
appear.



The configuration change should be saved to the Current Boot Config (nueces in this
case).

3 Bandspeed Wireless Access Point - Command - Configurations - Microsoft Interne ;lglﬂ
File Edit Yiew Favoribes Tools  Help ‘ 'l‘l'
i Back ~ £ ~ [x] [2] ;_,'j|pSearch =% Favorites -Ef}| Rt W - LB

Address @ htkp:/i10.1.4. 44/ cqgi-bin/xbandspeed?display=cmd-config j Go

)

= Reset *Flash Update

- ﬁ“‘\ .
m = Configurations * Start-Stop Interface

coOMMAND: Config Files

Status :
Message Log Filename: | | Sewve  Config I
Configure — _
Commands |Se|ectacc|nf|gf||e...j Load Config |
Statistics i
Support |Se|en:1a canfig file...j Delete Config |
Current Boot Config: nueces
|Se|eu:ta config file.._j Set Boot Config |

Status and error
messages are
displayed here.

Enter nueces in the Filename text field and press [Save Config].

a Bandspeed Wireless Access Point - Commmand - Configurations - Microsoft Interne — |I:I|1|
q H . . ] = 1
File Edit VYiew Favorites Tools Help |Bandspeed Wireless Access Point - Cormmand - Configurations - Mic
EEack - 63 - [*] [2] (» | ) Search ¢ Favorites &%) | - fm w] - L) B
Address I@ http:/f10.1.4, 44/ cgi-bin/xbandspeed?display=cmd-config j Eo
/@ A
baf e * Configurations * Start-Stop Interface
SPQEd * Reset *Flash Update
COMMAND: Config Files
_
Message Log Filename: Inueu:es Sawve  Config |
|Se|eu:1a config flle...j Load Config |
Statistics — :
Support |Se|eu:1a config flle...j Delete Config |
_ Current Boot Configh NUeces
ISeIema config file.._j Set Boot Caonfig |
Status and error
messages are | |
displaved here.
=
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Before you can actually acquire an IP address from your DHCP server, you will need to
connect the BSP1000 to your enterprise network. Power-off the BSP1000.

Figure 2: Connection to enterprise network using automatic 1P address assignment
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. —
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Internet

Connect the BSP1000’s ethernet port to a switch on your enterprise network where the
DHCP server can provide its IP address. Power-on the BSP1000. Test the connection by
attempting to access the BSP1000’s web page from a personal computer on the enterprise
network.

NOTE: If you select this mode, you will need some way of determining what IP address
the DHCP server has assigned to the BSP1000. You can log into the BSP1000 through
the serial port and type “get tcpip<Enter>". See Configuring BSP1000 Over the Serial
Port for more information.
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After restarting and logging in to the new automatically-obtained IP address, your
Configure/TCP/IP page should look something like the one shown below.

<} Bandspeed Wireless Access Point - Configure - TCP/IP - Microsoft Internet 10| x|
|
!Bandspeed Wireless Access Paint - Configure - TCPJIP - Microsoft T

& Back ~ £ - (%] (2] _:j|,}:"Search == Favaorites {‘1| A= e w] - L] B

File Edit Wiew Faworites Tools  Help

Address @http:,l',l'llil.1.4.44,|'cgi-I:uin,l'xI:uandspeed?display=cunfig-tcpip j &0
* System YLAMN * Filter *Password
//_\ *TCPfIP *DHCP FHTTP FRADIUS

| | ] H ]

y ﬁ\ . SNMP Ethernet * Wireless Sectors *LnL

HESM * QoS *DFS * RRM = TPC
*Date/fTime
Main CONFIGURE: TCP/IP

Status
Message Log

Configure
Commands -
Statistics " Use the specified IP address

¥ Qbtain an IP address automatically (DHCP client)

Support MacC Address: 00:06:B2:00:01:02
DHCP Server IP Address: 10.1.4.10

Lease Expiration Time: Thu Jan 1 12:02:03 1970
IP Address:

Status and error |1III.1.4.44

Hicnlayod hore. Subnet Mask: |255.255.255.0
Default Gateway: |1|]_1_4_1
Primary DNS: |1[|_1_1_3
Secondary DMS: |1|:|_1_1_4

Apply I Festart | .

ol

The DHCP server has not only provided an IP address dynamically, it has also provided a
Default Gateway address and DNS server addresses dynamically. This will vary
depending on how your network is set up. Have your network administrator verify the
information that appears if you have reason to suspect there’s something wrong.

4
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Otherwise, you may have obtained a static IP address from your network administrator. If
so, enter that IP address in the “IP Address” field. Your network administrator may have
also provided a Subnet Mask, Default Gateway and DNS server addresses. If so enter
them at this time. Press [Apply] when finished.

Save the configuration change as described in the dynamic IP address section,
power-off the BSP1000 and test the configuration as indicated in Figure 2.

After restarting and logging in to the new static IP address, your Configure/TCP/IP page
should look something like the one shown below.

2 Bandspeed Wireless Access Point - Configure - TCP/IP - Microsoft Tnternek -10O] x|
File Edit Wiew Fawaorites Tools  Help | -g'f
{YBack ~ £3 - (] [2] » | ) Search <7 Favorites 421 | - e (] - L] B
Address @ htkp: 10,1, 4,44 cgi-bingxbandspeedrdisplay=config-topip j (=]
* System YLAN * Filter *Password
//__\ *TCP/IP *DHCP FHTTP FRADIUS
3 3 YT »
Y /ﬁ\ . ShMP Ethernet * Wireless Sectors *LnL
nﬂsM * QoS * DFS * RRM »TPC
* DatefTime
Main CONFIGURE: TCP/IP

Status
Message Log

Configure . . .
i
Commands Obtain an IP address automatically (DHCP client)

Statistics ¥ Use the specified IP address

Support MAC Address: 00:06:B8:00:01:02
DHCP Server IP Address: 10.1.4.10

Lease Expiration Time: Thu Jan 1 12:02:03 1970

Status and error IR address: |1|:|_1 4.44

displayed here, Subnet Mask: [255.255.255.0
Default Gateway: |1|:|_1_4_1
Primary DMS: |1|:|_1_1_3
Secondary DMS: [101.1.4

Apply I Festart | .

o

4

-13 -



Connecting a 2.4GHz Wireless Client (station)

At this point, wireless clients should be able to “see” the BSP1000 on the 2.4 GHz
network. For the purposes of this guide, we’ll assume that the BSP1000 SSID has been
set to “QuickStart”. You do not need to change the SSID on your system for this test. If
you choose not to change it, just substitute the BSP1000 factory default SSID (see
Important Factory Defaults) wherever you see “QuickStart”. For information on setting
the BSP1000’s SSIDs, see Configuring SSIDs.

Figure 3: Connecting a Wireless Client Through the BSP1000 AP

BSP1000 AP Ethernet Personal
Switch Computer
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Client
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Router

Internet
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Your wireless client should have some sort of utility to “discover” APs and it can be
configured to scan the 2.4GHz spectrum or the 5GHz spectrum or both. By default, the
BSP1000 is broadcasting its services in the 2.4GHz spectrum, supporting either .11b or
.11g clients. If your client NIC supports .11b and/or .11g, its “discovery” utility should
detect the BSP1000 at the “QuickStart” SSID.

For a Windows XP client, select “Network Connections” in the Control Panel and
highlight the wireless NIC you’re trying to connect through. You should see a screen
something like the one below.

K

" Network Connections E|

Fe Edt Vew Faortes Toos Advanced Hep

@Back \ \)) Iﬁ /D Searth IL Folders v

A LANor High-Speed Intermet

Network Tasks
A Wireless Netwark Conecton - Local rea Comection
(reat a e Mot comnected, Firewalld Network cable Lnplugoed, P,
connectian o IntellR) PROYMireless 291548, . |_£a Bradrom 440 10/100 Tnkegr..,
';JSetupahumeursmall
e et 13%4 Conection
ﬁ Change Windows Disabled, Firemaled
Firewal settings Lﬁ 1304 ek Adapter

lﬁll View avalible wigless B —
networks

q Disable this netwark
Qewice

% Repair this connection

dj Reniame this connection

(Change settings of this
conmection
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Select “View Available Wireless Networks” under “Network Tasks” and you’ll see a
display something like this.

5" Wireless Network Connection 5 X
Network Toods Choose a wireless network
ﬂ' Refresh network list Click, an item in the list below to connect to a wireless netwark in range o ta get mare
infarmation,
< Set up a wireless network ((9)) BEK Manual ﬂfi
For & home or small office i
"’_f Security-enabled wirelzss network, I“ll
Related Tasks (tﬂ}) LLs SRS
i) Learn about wireless Unsecored wireless network I“ll =
netwarking
NF_TEST _BK
(@) “--
ﬂf Change the order of , l
preferred networks "’f Security-enabled wireless netwark III!
& Change advanced (@) D
settings —
Unsecured wirsless netwaork IIU['[
BEK-215-2
(T)
Unsecured wirgless netwark Illu[
huffalo-aput
(T) :
Unsecured wireless netwark I“l[ 3

Conneck

Under “Choose a wireless network”, you’ll see a list of the APs “discovered” through
your wireless NIC. The BSP1000’s “QuickStart” SSID should appear in this list. If it
doesn’t, try selecting “Refresh Network List” under “Network Tasks”. If the BSP1000’s
SSID still doesn’t appear, contact Bandspeed for technical assistance.

-16 -



Once your wireless client can “see” the BSP1000’s “QuickStart” SSID, you should be
able to connect it to your enterprise network through the BSP1000.

Continuing with a Windows XP client, highlight the BSP1000’s “QuickStart” entry in the
list under “Choose a wireless network” (see previous paragraphs) and press [Connect].
Ignore the warning about unsecured networks for now and proceed with the connection.
Shortly, the BSP1000’s “QuickStart” SSID should appear at the top of the “Choose a
wireless network” list with a status of “Connected”.

") Wireless Network Connection 5 |g|

Network Tall Choose a wireless network

g Refresh network list Click, an item in the lisk below to connect to a wireless nebwark in range or to get more
information,
<2 Set up a wireless network @) QuickStart Connected ff )
for a home or small office ﬁ
Unsecured wireless network, I.I!l
Related Tasks {{ﬁ}) i3 Manual Eﬁ?
H,i,a’ Learn about wireless k_lf? Secutity-enabled wireless network II.!!
Lot ((Qy) MFTEST_BK
¢ Change the arder of ﬁ . !
preferred netwiorks *_f Security-enabled wireless network III!
"f-*@il Change advanced (( }) Demo
settings
Unsecured wireless network II[I[I[I 3
BEK-215-2
(fﬁﬂ
Unsecured wireless nebwork lll]l][l
buffalo-aput
(cﬁ:-) P
Unsecured wireless network, lll![l v
Conneck

You should now be able to access your enterprise network from the wireless client. If not,
contact Bandspeed for technical assistance.
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Configuring BSP1000’s admin and root Passwords

Now that your BSP1000 is accessible from computers on your enterprise network, you
can perform all administration tasks over TCP/IP and ethernet. Bandspeed recommends
changing the admin and root passwords immediately.

The BSP1000 admin password may be set through the web (HTTP) or command line
interfaces.

Changing the Password Using the Web Interface

Launch your personal computer’s web browser, enter the BSP1000°s IP address in the
"Address" field and press <Enter>.

a Google - Microsoft Internet Explorer provided by Bandspeed, Inc ;|g|5|
File Edit Wiew Favorites Tools  Help ;1.'
W Back - &) - Ii'] E'] ;‘j | /':' Search = 7 Favorites £ | - o W] - ﬂ
Address 10.1.4.44 j G0

Personalized Home | Sign in il
Google

Web [mages “ideo"®™™  News Maps  more »

Advanced Search
FPreferences

Google Search I'm Feeling Lucky Language Taols

Advertising Programs - Business Solutions - About Google

E2005 Foogle

When prompted for user name and password, enter “admin” as the user name and the
current password. You will see the BSP1000 configuration home page (below).
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a Bandspeed Wireless Access Point - Microsoft Internet Explorer provide

File Edit ‘wigw

Favorites

_(O] x|
Help | Bw |

!Bandspeed Wireless Access Point - Microsoft Internet Explor

Tools

Qo - © - 4 2]

" | ) search < Favorites €2 | [0+ 1w #] < | GG

Address @ http: /10, 1.4, 44

)

Status
Message Log
Configure
Commands
Statistics
Support

Status and error
Messages are
displaved here.

A

EE

YWelcome fo the BSP1000 configuration page. This is an
example wehsite that interfaces the BSP1000's commanc
interface to CGI scripts to provide simple, web-based
configuration and monitoring support for the Bandspeed
Wireless Access Point, &n ODM/SOEM using Bandspeed's
BSP1000 technology could customize this website, from
changing only the branding information to a complete
rearganization that mimics existing product offerings.

il

Select Configure at the main menu and the configuration page will appear (below).

a Bandspeed Wireless Access Point - Configure - System - Microsoft Internet Expl

File Edt ‘iew Favorites

=10l x|
| |

Tools
- !Bandspeed ‘Wireless Access Point - Configure - System - Micros:

Help

Qe - O - 4] &)

Address

@ http: 10,1, 4. 44/ cgi-bint xbandspeede display=config-swstem

* System AN * Filter *pPassword
*TCP/IP = DHCP FHTTP FRADIUS
/—.ﬂ—-—\ FSMMP * Ethernet * Wireless Sectors *LnL
L - _‘_'_..'-'-_-‘-‘1.._\_ '-\._‘“- ~, |-
baHHSFeed * QoS » DFS * RRM »TPC
F DatefTime
CONFIGURE:  System
MAC Address: 00:06:BE:00:01:02
Meszage Log
Country: [UsA =
. .
ctalistics Indoor/Cutdaoaor: IDlsabIe 'l -
4| |

|}3 Search v Favorkes ) | [ U+ oo |~ [ ) &
j ETa}
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Select Password from the configuration menu bullet list and you will see the password

configuration screen (below).

3 Bandspeed Wireless Access Point - Configure - Password - Microsoft Internet E ;IEIEI
Fil=:  Edit “iew Favoribes Tools  Help | AI’
& Back ~ £ - (%] [2] Jlj,| ) Search <7 Favorites 421 | SR T R
Address @ htkp:ff10.1.4. 44 cgi-bin/ xbandspeed?display=config-password j G0

-

Status
Message Log

Configure
Commands
Statistics
Support

4

Enter Mew Password: I

Re-Enter Mew Password: I

* System YLAMN * Filter
//_\ *TCP/fIP *DHCP =HTTP
[ ] [ ] - i -
P ﬂ\ SNMP Ethernet * Wireless Sectors *LnL
ﬂﬂ.S?JE!E d * QoS * DFS * RRM »TPC
*Date/Time
Main CONFIGURE: Password

*Password Guidelines

Configure Timeout

Status and error Timeout: IDisable 'l
Mmessages are _ _
displayed here, Timel(1-60min): IEEI

*Password
FRADIUS

ol

Enter the new password in the fields provided, consulting the Password Guidelines if
needed. Press [Apply] to commit the password change.
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Changing the Password Using the Command Line Interface

You can access the BSP1000 command line by ssh (recommended) or telnet login to the
BSP1000’s base IP address. Note that using telnet to set passwords is not secure, in that
the password is exposed in clear-text on your network. If you must use telnet, Bandspeed
recommends using it on an isolated network only, where network traffic can not be
viewed by unauthorized parties. An example is shown for ssh but the telnet process is
similar. Note that ssh support for Windows is part of the open source Cygwin package.

For a Windows/XP client, open a Command Prompt window from Programs/Accessories
and type “ssh —I admin {IP address}”. See the example window below.

cv. Command Prompt

Ha
R
N
-
R
R
-
s
R
N
R
R
R
-
s
twrssh —1 admin 168.1.4_.44

OO OOOOOoOoO00O0

¢ Command Prompt - ssh -l admin 10.1.4.44

AN
AN
R
AN
AN
-
Ha
AN
AN
R
AN
AN
ERN
Ha
twresh -1 admin 18.1.4_44
dminFif@.1.4.44's password:

-21 -



Enter the BSP1000 factory default password and the 1XP425 prompt appears.

. Command Prompt - ssh -1 admin 10.1.4.44

Czs>2sh —1 admin 18_.1_4_44
in@ld.1.4.44's password:
>

Set a new “admin” password using the Bandspeed “set password” command as shown.

c Command Prompt - ssh -1 admin 10.1.4.44

G

Czs>

G

G

G

G

Cosr

G

Cosr

G

Cosr

Gy

Cosr

C:wrzsh -1 admin 18.1_.4.44
infF1d.1.4._44'=s password:
>zet password

C:wrssh —1 admin 18.1_.4_44
admin@18.1.4.44'=s password:
IAP425zet password

Enter new password:
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Enter the same password a second time when prompted as shown.

¢ Command Prompt - ssh -l admin 10.1.4.44

C:w2ssh -1 admin 18.1.4_44
admin@18.1.4.44's password:
IXP425=zet password

Enter new passwoprd:s S
Re—Enter new password:

If you’ve successfully entered the same password twice, you’ll see the following screen
acknowledging the password change.

cv. Command Prompt - ssh -l admin 10.1.4.44

C:wrzsh —1 admin 18.1.4_44
admin@Ei@.1.4.44"' s password:
I5P425%set password
Enter new passwopd: s
Re—Enter new passwopd: s
Info: Password length checking will happen only upto 8 characters.
Info: password successfully changed.
IHP425 >

The process for using UNIX or Linux as a client is similar to the process above.
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Configuring SSIDs

You will likely want to use site-specific SSIDs on your wireless LAN, as opposed to the
BSP1000 factory default or the “QuickStart” SSID used in preceding examples. You can
configure site-specific SSIDs through the BSP1000 configuration web page, as follows.

Launch your personal computer’s web browser, enter the BSP1000’s IP address in the
"Address" field and press <Enter>.

a Google - Microsoft Internet Explorer provided by Bandspeed, Inc - | Ellil

File Edit Wwiew Fawvorites Tools Help 11.'

() Back ~ &3 - [x] [2] w | S search ¢ Favorites 2 | LT i
Address 10,1.4.44 j @o
Personalized Horme | Sign in ;I

Google

Web Images  Video"®  pNews Maps  more s

Advanced Search
FPreferences

Google Search I'n Feeling Lucky STl LR

Advertising Programs - Business Solutions - About Google

E2005 Foogle LI

When prompted for user name and password, enter “admin” as the user name and the
current password. You will see the BSP1000 configuration home page (below).
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a Bandspeed Wireless Access Point - Microsoft Internet Explorer provided by Bands

File  Edit View Fawvotites

=19lx|

Tools  Help

&

ack -~ | * |x] |2] e - Searc .,: avarites > Sl e W -
QBack - - [ & (»] P search SiFavariies & | (3~ cn ] - [J &

address I@ Rtbpe 10,14, 44/

'—) G0

)

Main
Status
Message Log
Configure
Commands
Statistics
Support

VWelcome to the BSP 1000 configuration page. This is an
example website that interfaces the BSP1000's command
interface to CGI scripts to provide simple, web-based
configuration and monitoring support for the Bandspeed
Wireless Access Point, &n ODMAOEM using Bandspeed's
BSP1000 technology could custamize this website, from
changing only the branding information to a complete
recrganization that mimics existing product offerings.

line

Status and error
messages are
displayed here,

Select Configure at the main menu and the configuration page will appear (below).

3 Bandspeed Wireless Access Point - Configure - System - Microsoft Internet Explo

File Edit Tools

Q) Back ~ £ - (%] [2] ;_:“_.|}:)Search - Favorites 47 | - s - LB

Address @ hkbpe /10,14, 44/cgi-binfxbandspeed?display=config-system

=101 x|
I

Yiew  Favarites Help

ECE

F System EYLAN * Filter *Password
//_\ *TCP/IP *DHCP FHTTP FRADIUS
[ - ] H ]
Y /ﬁ\ SNMP Ethernet * Wireless Sectors *LnL
H%Fee‘! * QoS * DFS * RRM »TPC
* DatefTime o
CONFIGURE:  System
Status MAC Address: 00:06:82:00:01:02
Message Log
Country: [UsA =
. .
Statistics Indoor/COutdoor: IDlsable vI
Support Sllow Mana
gement of AP IEnabIe vI
W from sTa; =l

-25-



Select Wireless Sectors from the configuration bullet-list and the Wireless Sectors
configuration page will appear (below).

File Edit ‘iew Favorites

Tools  Help

a Bandspeed Wireless Access Point - Configure - Sector - Microsoft Internekt Exp

=10 x|

| 2w |

IBandspeed Wireless Access Point - Configure - Seckor - Microsoft In

k

@ Back - &3 - (=] [2] :‘_. | ) search < Favorites %27 [~ = [ - LT B
fddress @http:,f,l'lﬂ.l.4.44,l'n:gi-bin,l'xI:uandspeed?dis|:|Ia\,-'=chFig-int-sectDr&sectur=1 j (€]
F System = YLAN * Filter *Password
*TCP/IP =DHCP FHTTP *RADIUS
///_ﬁ-\ FSMNMP * Ethernet * Wireless Sectors *LnL
nasFeed * QoS * DFS * RRM »TPC
*DatefTime
CONFIGURE: Wireless Sector 1
Message Log Sector: Isen:tu:nH *l
Mac Address: 00:06:BS:40:03:06
SFﬂtIStIE:S Broadcast SSID Settings:  <BEK=
Support
_ Current Working Channel: 1
Sector Status: Started
Status and error
rr_uessages are
displayed here, Configurations
*Basic Settings
= advanced Settings
* Spectrum Management Settings
*Backhaul Settings

The current broadcast SSID for wireless sector 1 is displayed under Broadcast SSID
Settings. You can configure the same SSID on each of sectors (interfaces) 1, 2 and 3 or
different SSIDs on each of them.
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To change the SSID for wireless sector 1, select Basic Settings under Configurations and
the Wireless Sectors Basic Settings page will appear (below).

File Edit Wiew Fawvorites

Tools  Help

2} Bandspeed Wireless Access Point - Configure - Sector - Microsoft Internet EXp

i Back ~ &3 ~ (%] [2] ;j | ) Search <7 Favorites 421 | = g I?_I-I - [

Address El http:ff10.1. 4,44 cgi-bin/xbandspeed?display=config-int-sectorfsector =1 &Tyvpe=1

)

Main
Status
Message Log
Configure
Commands
Statistics
Support

Status and error
messages are
displayed here,

*System FYLAMN * Filter

* Password

*TCP/fIP *DHCP *HTTP *RADIUS
FSMNMP * Ethernet * Wireless Sectors * LnL
Qo5 FDFS * RRM FTPC
*pDatefTime

COMNFIGURE: Wireless Sector 1

* Basic Settings

= Advanced Settings

 Spectrum Management Settings ® Backhaul Settings

Wireless Sector

Sectaor:

Basic Settings

MAC Address;

Broadcast S5ID Settings:

Mode:
Current Warking Channel.

Spectrum Management (11h
support):

Require Stations to support 11h:

Radio Measurement:

SelfCts;

Apply On sectors

Fila2Iz

Feload |

Isec’u:uﬂ 'I

00:06:B8:40:03:06

|<BEK>

ag: <ssid=> , <string>

Enable |=

Disahle =

Disahle =

EREE

Automatic =

Apply |
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To change the SSID, edit the text between <> in the Broadcast SSID Settings text box
and press [Apply]. This example sets the SSID for sector 1 to “QuickStartl1”.

Eile

Edit  Wiew  Fawvorites

Tools  Help

a Bandspeed Wireless Access Point - Configure - Sector - Microsoft Internek Exp

~=10] %]

| .'1:

@Back T gd T |1'] |i'] :j | /':] Search :'1‘* Fawvaorites < | = B I.‘J_fl =[] ﬁ

address

@h[ htkp:ff10.1. 4, 44 cgi-bin/xbandspeedrdisplav=config-int-sectorfsector=1&Tvpe=1

jGD

Main
Status
Message Log
Configure
Commands
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Status and error
messages are
displayed here,

*System FVLAN * Filter
FTCPfIP = DHCP FHTTP

*Password
FRADIUS

FSMNMP * Ethernet * Wireless Sectors * LnL

Qo5 *DFS * RRM
*Date/Time

= TPC

COMNFIGURE: Wireless Sector 1

* Basic Settings

F Advanced Settings

» Spectrum Management Settings ® Backhaul Settings

Wireless Sector

Sactor:

Basic Settings

MAC Address:

Broadcast S5ID Settings:

Mode:
Current Warking Channel:

Spectrum Management (11h
Support):

Fequire Stations to support 11h:

Radio Measurement;

Selfcts,

Apply On sectors

Fi1l203

Feload |

]

sector1 =

[00:06:66:40:03:06

|<Guick5tarﬂ >

eq: <=ssid> , <string>

Enahkle |=

Oisahle =

Disahle =

TR

Automatic «

Apply |
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To configure an SSID on a different wireless sector (interface), open the Sector pull-
down under Wireless Sector and select the sector you want to configure. Repeat the
process above for this wireless sector.

4} Bandspeed Wireless Access Point - Configure - Sector - Microsoft Internet Ex =10 x|
File Edit ‘iew Faworites Tools Help | 11."
k3 Back ~ 3 - %] [2] ,:j | ) Search -7 Favorites Eﬂ| [~ @ l?_-I - ) B
Address @ httpeff10.1.4. 44 cgi-bin/xbandspeed?display=corfig-int-sectarfsector=2&Tyvpe=1 j G0
* System FYLAMN * Filter *Password
*TCPfIP = DHCP FHTTP FRADIUS
/@ *ShMP * Ethernet * Wireless Sectors *LnL
- - _.-r"--_‘-“"-»._ ——
banﬂsFeed * QoS *DFS * RRM *TPC
* Date/Time
CONFIGURE: Wireless Sector 2
Message Log * Basic Sethings » Advanced Settings
* Spectrum Management Settings ® Backhaul Settings
Statistics Wireless Sector
Support
Gy Seer [scor2 =]

Basic Settings

Status and error

messages are MAC Address: 00:06:B8:40:03:07

displayed here.

Broadcast 5510 Settings: |<EEEK>

eg: <ssid= , <string>

Mode:
Current Working Channel:

Spectrum Management (11h Enable |E
support):

Require Stations to support 11h: Dizahle -

Radio Measurement: Disahle =

a3

SelfCts; Automatic =

Apply On sectors

Fri1Fz0I3 i

Feload | Apply | B
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Configuring BSP1000 Using the Serial Port

Should the BSP1000 become inaccessible over the network (ethernet or wireless), you
may need to configure it using the serial interface.

Connect a null-modem cable from an industry-standard PC to the serial port on the back
of the BSP1000.

Configure the serial interface according to the Serial Port information in Important
Factory Defaults. Use a serial interface program such as TeraTerm to configure the
serial interface, usually COM1.

Wl Tara Term - COM1 ¥T

File Edit 3Setup Control wWindow  Help

After configuring the serial interface, press <Enter> on the PC keyboard and you will be
presented with the BSP1000 login prompt (below).
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Tera Termn - COM1 ¥T
File Edit 3Setup Control Window Help

Enter admin as the user name as shown a ess <Enter>.

&
El Tera Term - COM1 ¥T

Fil= Edit Setup Control Window Help
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Enter the admin password when prompted.

E¥ Tera Term - COM1 ¥T

File Edit 3Setup Control Windowe Help

-

Lal [P
You are now logged in to the BSP1000, Wssh/telnet examples given earlier.
All Bandspeed CLI functionality is avail ee the BSP1000 User Guide for more
information on functionality avai the CLI.

Filz Edit Setup Control  window Help
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