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Note: This page should be remove before send to Customer

1. This manual is modified base on 4-port wireless router, so some pictures are 4-port router, You may
need to change them to fit your needs. Note: Watch out COM port, and Printer port, if this product
doesn’t have them, you have to remove them.

2. Some functions are implemented on specific models only (the blue words)

Charlie 20020807

4.add DHCP: gateway, Wireless: Pass-phrase Generator, Wizard: No ISP, MISC: Domain Filters, Ping
Test, System Log: email alert, Syslog

Charlie 20020918

5. Ul istotally re-modified (change alot).
6. Add Primary/secondary DNS, Primary/secondary WINS,
Charlie 20020919

7. Add Primary setting: Virtual Computers, DHCP: Lease Time, Wireless: 802.1X Setting, System
Time, VPN,

Charlie 20021007

8. Add 802.11G, Appendix B XP/2000 IPSEC configuration
9. Correct Chapter 5 Printer Setup

Charlie 20030526

10. Add RIPv1, RIPv2, SNMPv2, Log type, Email Alert — Username and Password, PPPOE -MTU,
PPTPR, L2TP Server, PPTP/L2TP pass through, URL Blocking,

20031002
Base on R1.94I3vTIG
Note: Although this Manual is base on WQS4V 7, but this version is not exactly for WQ$4V7, thisisa

full function version (for al WQSAx7/ WQSAx8 series), so it has some features that Nobrand

WQAV7 doesn't have. Please refer to your Ul and remove those you don’t need.



Copyright

The contents of this publication may not be reproduced in any part or as awhole, stored, transcribed in
an information retrieval system, trandated into any language, or transmitted in any form or by any
means, mechanical, magnetic, electronic, optical, photocopying, manual, or otherwise, without the

prior written permission.

Trademarks
All product, company, brand names are trademarks or registered trademarks of their respective
companies. They are used for identification purpose only. Specifications are subject to be changed

without prior notice.



FCC Interference Statement

This equipment has been tested and found to comply with the limits for a

Class B digital device, pursuant to Part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment
does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to
correct the interference by one or more of the following measures:

-- Reorient or relocate the receiving antenna.

-- Increase the separation between the equipment and receiver.

-- Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

-- Consult the dealer or an experienced radio/TV technician for help.

CE Declaration of Conformity

This equipment complies with the requirements relating to electromagnetic
compatibility, EN 55022/A1 Class B, and EN 50082-1. This meets the essential
protection requirements of the EuropeanCouncil Directive 89/336/EEC on the
approximation of the laws of the member states relation to

electromagnetic compatibility.

Information to user.

The users manual or instruction manual for an intentional or unintentional
radiator shall caution the user that changes or modifications not expressly
approved by the party responsible for compliance could void the

user’s authority to operate the equipment.
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Chapter 1 Introduction

Congratulations on your purchase of this outstanding Wireless Broadband Router. This product is

specifically designed for Small Office and Home Office needs. It provides a complete SOHO solution

for Internet surfing, and is easy to configure and operate even for non-technical users. Instructions for

installing and configuring this product can be found in this manual. Before you install and use this

product, please read this manual carefully for fully exploiting the functions of this product.

Functions and Features

High speed for wireless L AN connection

Up to 54Mbps data rate by incorporating Orthogonal Fregquency Division Multiplexing
(OFDM).

Roaming

Provide seamless roaming within the |IEEE 802.11b(11M) and |EEE 802.11g (54M) WLAN
infrastructure.

|EEE 802.11b compatible (11M)

Allowing inter-operation among multiple vendors.

| EEE 802.11g compatible (54M)

Allowing inter-operation among multiple vendors.

Auto fallback

54M, 48M,36M, 24M, 18M,12M, 6M data rate with auto fallback in 802.11g mode.

11M, 5.5M, 2M, 1M data rate with auto fallback in 802.11b mode

Broadband modem and NAT Router

Connects multiple computers to a broadband (cable or DSL) modem or an Ethernet router to
surf the Internet.

Auto-sensing Ethernet Switch

Equipped with a 4-port auto-sensing Ethernet switch.

VPN supported

Supports multiple PPTP sessions and allows you to setup VPN server and VPN clients.
Printer sharing (Optional)

Embeds a print server to allow all of the networked computers to share one printer.

Built-in both DB25 host to connect to DB25 printer and USB host to connect to USB printer
for printer sharing

Firewall

All unwanted packets from outside intruders are blocked to protect your Intranet.

DHCP server supported

All of the networked computers can retrieve TCP/I P settings automatically from this product.
Web-based configuring

Configurable through any networked computer’'s web browser using Netscape or Internet
Explorer.



Packet filter supported

Packet Filter allows you to control access to a network by analyzing the incoming and
outgoing packets and letting them pass or halting them based on the | P address of the source
and destination.

Universal Plug and Play (UPNnP) supported

Universal Plug and Play (UPnP) enable devices such as PCs, routers or other devices to be
plugged into a network and automatically know about each other.

Virtual Server supported

Enables you to expose WWW, FTP and other services on your LAN to be accessible to
Internet users.

User-Definable Application Sensing Tunnel

User can define the attributes to support the special applications requiring multiple
connections, like Internet gaming, video conferencing, Internet telephony and so on, then this
product can sense the application type and open multi-port tunnel for it.

DMZ Host supported

Lets a networked computer be fully exposed to the Internet; this function is used when
special application sensing tunnel feature is insufficient to alow an application to function
correctly.

Domain Filter Supported

let you prevent users under this device from accessing specific URLS.

URL Blocking Supported

URL Blocking can block hundreds of websites connection by simply akeyword.

SNMP Supported

In brief, SNMP, the Simple Network Management Protocol, is a protocol designed to give a
user the capability to remotely manage a computer network by polling and setting terminal

values and monitoring network events.

Routing Table Supported

Routing Tables allow you to determine which physical interface address to use for outgoing
IP data grams. If you have more than one routers and subnets, you will need to enable routing
table to allow packets to find proper routing path and allow different subnets to communicate
with each other.

System time Supported

Allow you to synchronize system time with network time server.

Satistics of WAN Supported

Enables you to monitor inbound and outbound packets



VPN Supported

Enables you to create virtua private tunnels to remote VPN gateways.

L2TP Server

L2TP Server enables user to build avirtual private network (VPN) connection from the
remote user to the corporate LAN.

PPTP Server

PPTP Server enables user to build avirtual private network (VPN) connection from the
remote user to the corporate LAN.

802.1X supported

When the 802.1X function is enable, the Wireless user must Authenticate to this router first to
use the Network service.

Virtual Computers supported: Virtual Computer enables you to use the origina NAT
feature, and allows you to setup the one-to-one mapping of multiple global IP address and
local |P address.

Packing List

Wireless broadband router unit
Installation CD-ROM

Power adapter
CAT-5 UTP Fast Ethernet cable

Chapter 2 Hardware Installation

2.1 Panel Layout (your product may need to be modified)
2.1.1. Front Pand
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Figure 2-1 Front Panel
LED:
LED Function Color Satus Description
S Power is being applied to this
POWER |Power indication| Green On
product.
o This product is functioning
M1 System status 1 | Orange | Blinking
properly.




On The WAN port is linked.
WAN port
WAN o Green o The WAN port is sending or
activity Blinking o
receiving data.
] . o o Sending or receiving data via
Wireless |Wireless activity| Green Blinking )
wireless
o An active station is connected to
n
Link/Act. the corresponding LAN port.
Link status Green
1~4 o The corresponding LAN port is
Blinking . o
sending or receiving data.
Datais transmitting in 100Mbps
10/100 Data Rate Green On )
on the corresponding LAN port.
On The USB port islinked.
USB port
usB - Green o The USB port is sending or
activity Blinking

receiving data.




RESET

To reset system settings to factory defaults, please follow the steps:

ok~ wdPE

p

Power off the device,

Press the reset button and hold,

Power on the device,

Keep the button pressed about 5 seconds,

Release the button,

Watch the M1 LED, they will flash 8 times and then M1 flash once
er second.



2.1.2. Rear Panel
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Figure 2-2 Rear Panel
Ports:
Port Description
5vVDC Power inlet: DC 5V, 1.5A (minimum)
WAN the port where you will connect your cable (or DSL) modem or
Ethernet router.
Port 1-4 the ports where you will connect networked computers and other
devices.
USB USB Ports for USB printer.
PRINTER Printer Port (Optional)
COM Seria port (connect analog modem or console cable)(optional)

2.2 Procedurefor Hardware Installation
1. Decidewhereto placeyour Wireless Broadband Router

You can place your Wireless Broadband Router on a desk or other flat surface, or you can mount it
on awall. For optimal performance, place your Wireless Broadband Router in the center of your
office (or your home) in alocation that is away from any potential source of interference, such asa

metal wall or microwave oven. This location must be close to power and network connection.



2. Setup LAN connection

a. Wired LAN connection: connects an Ethernet cable from your computer’s Ethernet port to one
of the LAN ports of this product.

b. Wireless LAN connection: locate this product at a proper position to gain the best transmit

performance.

INT ERNET

Cable/xDSL MODEM Wired LAN Card

Figure 2-3 Setup of LAN and WAN connections for this product.

3. Setup WAN connection

Prepare an Ethernet cable for connecting this product to your cable/xDSL modem or Ethernet
backbone. Figure 2-3 illustrates the WAN connection.

4. Connecting this product with your printer (optional)

Use the printer cable to connect your printer to the printer port of this product. (Optional)

5. Power on

Connecting the power cord to power inlet and turning the power switch on, this product will
automatically enter the self-test phase. When it is in the self-test phase, the indicators M1 will be
lighted ON for about 10 seconds, and then M1 will be flashed 3 times to indicate that the self-test
operation has finished. Finally, the M1 will be continuously flashed once per second to indicate

that this product isin normal operation.



Chapter 3 Network Settings and Software Installation

To use this product correctly, you have to properly configure the network settings of your computers
and install the attached setup program into your MS Windows platform (Windows 95/98/NT/2000).
3.1 Make Correct Network Settings of Your Computer
The default IP address of this product is 192.168.123.254, and the default subnet mask is
255.255.255.0. These addresses can be changed on your need, but the default values are used in this
manual. If the TCP/IP environment of your computer has not yet been configured, you can refer to
Appendix A to configure it. For example,
1. configure IP as 192.168.123.1, subnet mask as 255.255.255.0 and gateway as
192.168.123.254, or more easier,
2. configure your computers to load TCP/IP setting automatically, that is, via DHCP server of
this product.

After installing the TCP/IP communication protocol, you can use the pi ng command to check if your
computer has successfully connected to this product. The following example shows the ping procedure
for Windows 95 platforms. First, execute the ping command

pi ng 192.168. 123. 254
If the following messages appear:

Pi ngi ng 192. 168. 123. 254 with 32 bytes of data:

Reply from 192.168. 123. 254: bytes=32 ti ne=2nms TTL=64
a communication link between your computer and this product has been successfully established.
Otherwise, if you get the following messages,

Pi ngi ng 192. 168. 123. 254 with 32 bytes of data:

Request tined out.
There must be something wrong in your installation procedure. You have to check the following items
in sequence:
1. Isthe Ethernet cable correctly connected between this product and your computer?

Tip: The LAN LED of this product and the link LED of network card on your computer must be
lighted.

2. Isthe TCP/IP environment of your computers properly configured?

Tip: If the IP address of this product is 192.168.123.254, the |P address of your computer must
be 192.168.123.X and default gateway must be 192.168.123.254.

3.2 Install the Softwareinto Your Computers (Optional)

Sip this section if you do not want to use the print server function of this product.



Notice: Only Windows 95/98 need to install this Printer Driver. If you are using Windows 2000/XP,
please refer to Chapter 5 Printer - 5.2 Configuring on Windows 2000 and X P Platforms.

Step 1. Insert the installation CD-ROM into the CD-ROM drive. The following window will be
shown automatically. If it isn't, please run “install.exe’ on the CD-ROM.




Step 2: Click on the INSTALL button. Wait until the following Welcome dialog to appear, and click on

the Next button.
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Step 3: Select the destination folder and click on the Next button. Then, the setup program will begin to

install the programs into the destination folder.
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Step 4: When the following window is displayed, click on the Finish button.
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Step 5: Select the item to restart the computer and then click the OK button to reboot your computer.
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Step 6: After rebooting your computer, the software installation procedure is finished.

Now, you can configure the NAT Router (refer to Chapter 4) and setup the Print Server (refer to
Chapter 5).



Chapter 4 Configuring Wireless Broadband Router

This product provides Web based configuration scheme, that is, configuring by your Web browser, such
as Netscape Communicator or Internet Explorer. This approach can be adopted in any MS Windows,
Macintosh or UNIX based platforms.

4.1 Sart-up and Log in
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Activate your browser, and disable the proxy or add the | P address of this product into the exceptions.
Then, type this product’s IP address in the Location (for Netscape) or Address (for IE) field and press
ENTER. For example: http://192.168.123.254.

After the connection is established, you will see the web user interface of this product. There are two

appearances of web user interface: for general users and for system administrator.

To log in as an administrator, enter the system password (the factory setting is "admin™) in the System
Password field and click on the Log in button. If the password is correct, the web appearance will be
changed into administrator configure mode. As listed in its main menu, there are severa options for

system administration.



4.2 Satus
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This option provides the function for observing this product’s working status:

A. WAN Port Status.

If the WAN port is assigned a dynamic I P, there may appear a“Renew” or “Release” button

on the Sdenote column. You can click this button to renew or release |P manually.

B. Modem Status.

C. Printer Status. There two printer types. Printer (DB25) and Printer (USB). The possible kinds

of printer status include “Ready”, “Not ready”, “Printing...”, and “Device error”.

When ajob is printing, there may appear a “Kill Job” button on the Sidenote column. You

can click this button to kill current printing job manually.

D. Statistics of WAN: enables you to monitor inbound and outbound packets




4.3 Wizard

Pbualti-Furctions Broadbend SAT Roter

Administrator's
Wuin RMenu

Sotup Wizard

Setup Wizand will gude yeu through a basse coodiguratson
procedure step by step

_taie |
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Setup Wizard will guide you through a basic configuration procedure step by step.
Press” Next >”
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Setup Wizard - Select WAN Type: For detail settings, please refer to 4.4.1 primary
setup.



4.4 Basic Setting
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4.4.1 Primary Setup —WAN Type, Virtual Computers
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This option is primary to enable this product to work properly. The setting items and the web
appearance depend on the WAN type. Choose correct WAN type before you start.

1. LAN IP Address: the local IP address of this device. The computers on your network must use the
LAN IP address of your product astheir Default Gateway. You can change it if necessary.

2. WAN Type: WAN connection type of your ISP. You can click Change button to choose a correct

one from the following four options:
A. Satic IP Address. ISP assigns you a static | P address.
Dynamic IP Address: Obtain an IP address from | SP automatically.
Dynamic IPAddress with Road Runner Session Management.(e.g. Telstra BigPond)

PPP over Ethernet: Some I SPs require the use of PPPoE to connect to their services.

m o O @

PPTP: Some ISPs require the use of PPTP to connect to their services.
F. Dial-up Network: To surf the Internet via PSTN/ISDN.
4.4.1.1 Satic|PAddress

WAN IP Address, Subnet Mask, Gateway, Primary and Secondary DNS enter the proper setting
provided by your ISP,

4.4.1.2 Dynamic |PAddress
1.  Host Name: optional. Required by some I SPs, for example, @Home.

2. Renew IP Forever: this feature enables this product to renew your |P address automatically when



the lease time is expiring-- even when the system isidle.

4.4.1.3 Dynamic |PAddress with Road Runner Session M anagement.(e.g. Telstra BigPond)

LAN IP Address is the IP address of this product. It must be the default gateway of your

computers.
WAN Type is Dynamic IP Address. If the WAN type is not correct, change it!

Host Name: optional. Required by some |SPs, e.g. @Home.

« Renew IP Forever: this feature enable this product renew | P address

automatically when the lease time is being expired even the systemisinidle
Sstate.

4.4.1.4 PPP over Ethernet

1. PPPoE Account and Password: the account and password your | SP assigned to you. For security,
this field appears blank. If you don't want to change the password, leave it empty.

2. PPPOE Service Name: optional. Input the service name if your ISP requires it. Otherwise, leave it
blank.

3. Maximum Idle Time: the amount of time of inactivity before disconnecting your PPPoE session.
Set it to zero or enable Auto-reconnect to disable this feature.

4.4.1.5PPTP

1. MyIP Address and My Subnet Mask: the private | P address and subnet mask your | SP assigned
to you.

2. Server IP Address: the IP address of the PPTP server.

3. PPTP Account and Password: the account and password your |1SP assigned to you. If you don't
want to change the password, keep it empty.

4.  Connection ID: optional. Input the connection ID if your ISP requiresit.

5.  Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to zero or

enable Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this product will

automatically connect to | SP after systemisrestarted or connection is dropped.



Primary Setup

Ttem Setting
P LAN IP Address [192.168.123.217
b WA Type FPTF Change. .

b My TP Address 10.0.0.140
P My Subnet Mask 2EE 2552550
b Server IP Address 10.0.0.133

P DETP Account |

b PPTP Password |

b Connechon 1D [Input if ISP requires it {eptional)
b Mlasmrnm Tdle Time 300 seconds [ Auto-reconnect

I8l [Undn | 'Helo | | Rehont |

4.4.1.6 Dial-up Network

1. Dial-up Telephone, Account and Password: assigned by your ISP. For security, this field appears

blank. If you don't want to change the password, leave it empty.

2. Primary and Secondary DNS If they are configured as "0.0.0.0.", they will be automatically

assigned upon connection.
3.  Maximum Idle Time: the amount of time of inactivity before disconnecting your dial-up session.
4. Baud Rate: the communication speed between this product and your MODEM or ISDN TA.

5. Extra Setting: (initialization string) optional. Used to optimize the communication quality
between the ISP and your MODEM or ISDN TA
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Virtual Computer enables you to use the original NAT feature, and allows you to setup the one-to-one

mapping of multiple global 1P address and local 1P address.

* Global IP: Enter the global 1P address assigned by your ISP,
* Local IP: Enter thelocal 1P address of your LAN PC corresponding to the global |P address.
» Enable: Check thisitem to enable the Virtual Computer feature.



4.4.2 DHCP Server
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The settings of a TCP/IP environment include host 1P, Subnet Mask, Gateway, and DNS configurations.
It is not easy to manually configure all the computers and devices in your network. Fortunately, DHCP
Server provides arather simple approach to handle all these settings. This product supports the function
of DHCP server. If you enable this product’s DHCP server and configure your computers as “automatic
IP alocation” mode, then when your computer is powered on, it will automatically load the proper

TCP/IP settings from this product. The settings of DHCP server include the following items:

1 DHCP Server: Choose “Disable”’ or “Enable.”
2. Lease Time: this feature allows you to configure |P's lease time (DHCP client).
3. I P pooal starting Address/ | P pool starting Address: Whenever there is arequest, the DHCP

server will automatically allocate an unused IP address from the IP address pool to the

requesting computer. You must specify the starting and ending address of the I P address pool.
Domain Name: Optional, thisinformation will be passed to the client.
Primary DNS/Secondary DNS: This feature allows you to assign DNS Servers

Primary WINS/Secondary WINS: This feature allows you to assign WINS Servers

N o g A

Gateway: The Gateway Address would be the | P address of an alternate Gateway.

This function enables you to assign another gateway to your PC, when DHCP server offers an



IPto your PC.

4.4.3 Wireless Setting, and 802.1X setting
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Wireless settings allow you to set the wireless configuration items.

1. Network ID(SSID): Network ID is used for identifying the Wireless LAN (WLAN). Client
stations can roam freely over this product and other Access Points that have the same Network 1D.
(The factory setting is “ default”)

2. Channel: Theradio channel number. The permissible channels depend on the Regulatory Domain.
The factory setting is as follow: channel 6 for North America; channel 7 for European (ETS);
channel 7 for Japan.

3. WEP Security: Select the data privacy algorithm you want. Enabling the security can protect your
datawhileit is transferred from one station to another. The standardized | EEE 802.11 WEP (128 or
64-bit) is used here.

4. WEP Key 1, 2, 3 & 4: When you enable the 128 or 64 bit WEP key security,
please select one WEP key to be used and input 26 or 10 hexdecimal (0, 1, 2...8, 9,
A, B...F) digits.

5. Pass-phrase Generator: Since hexadecimal characters are not easily
remembered, this device offers a conversion utility to convert asimple
word or phrase into hex.

6. 802.1X Setting
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802.1X Setting

Item Setting
PEOZ1X O Enable
P BADIUS Server

F RADIUS Shared Key

[ Undo | | Halp

t Forwarding
Eules

- Security
Setting

+ Advanced
Setiing

802.1X

CheckBox was used to switch the function of the 802.1X. When the 802.1X function
is enable, the Wireless user must authenticate to this router first to use the Network
service.

RADIUS Server
|P address or the 802.1X server’s domain-name.
RADIUS Shared Key

Key value shared by the RADIUS server and this router. This key value is consistent
with the key value in the RADIUS server.
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You can change Password here. We strongly recommend you to change the system
password for security reason.
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This product’'s NAT firewall filters out unrecognized packets to protect your Intranet, so all hosts
behind this product are invisible to the outside world. If you wish, you can make some of them
accessible by enabling the Virtual Server Mapping.

A virtual server is defined as a Service Port, and all requests to this port will be redirected to the
computer specified by the Server IP.  Virtual Server can work with Scheduling Rules, and give user

more flexibility on Access control. For Detail, please refer to Scheduling Rule.

For example, if you have an FTP server (port 21) at 192.168.123.1, a Web server (port 80) at
192.168.123.2, and a VPN server at 192.168.123.6, then you need to specify the following virtual

server mapping table:

Service Port Server |IP Enable




21 192.168.123.1 \%

80 192.168.123.2 \
1723 102.168.123.6 \Y
4.5.2 Special AP
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Some applications require multiple connections, like Internet games, Video conferencing, Internet
telephony, etc. Because of the firewall function, these applications cannot work with a pure NAT router.
The Special Applications feature alows some of these applications to work with this product. If the
mechanism of Special Applications fails to make an application work, try setting your computer as the
DM Z host instead.

1. Trigger: the outbound port number issued by the application..

2. Incoming Ports: when the trigger packet is detected, the inbound packets sent to the specified

port numbers are allowed to pass through the firewall.

This product provides some predefined settings Select your application and click Copy to to add the
predefined setting to your list.



Note! At any given time, only one PC can use each Special Application tunnel.



45.3 Miscellaneous | tems
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IPAddressof DMZ Host
DMZ (DeMilitarized Zone) Host is a host without the protection of firewall. It allows a computer to be
exposed to unrestricted 2-way communication for Internet games, Video conferencing, Internet

telephony and other special applications.

NOTE: This feature should be used only when needed.

Non-standard FTP port
You have to configure thisitem if you want to access an FTP server whose port number is not 21. This

setting will be lost after rebooting.



4.6 Security Settings
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4.6.1 Packet Filter
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Packet Filter enables you to control what packets are allowed to pass the router. Outbound filter applies
on all outbound packets. However, Inbound filter applies on packets that destined to Virtual Serversor
DMZ host only. You can select one of the two filtering policies:

1. Allow al to pass except those match the specified rules
2. Deny all to pass except those match the specified rules

You can specify 8 rules for each direction: inbound or outbound. For each rule, you can define the

following:

*  Source |P address

e Source port address

* Destination |P address

e Destination port address

*  Protocol: TCPor UDP or both.
*  UseRule#

For source or destination |P address, you can define asingle | P address (4.3.2.1) or arange of |P



addresses (4.3.2.1-4.3.2.254). An empty implies al 1P addresses.

For source or destination port, you can define a single port (80) or arange of ports (1000-1999). Add
prefix "T" or "U" to specify TCP or UDP protocol. For example, T80, U53, U2000-2999. No prefix
indicates both TCP and UDP are defined. An empty implies all port addresses. Packet Filter can work
with Scheduling Rules, and give user more flexibility on Access control. For Detail, please refer to
Scheduling Rule.

Each rule can be enabled or disabled individually.
Inbound Filter:

To enable Inbound Packet Filter click the check box next to Enable in the Inbound Packet
Filter field.

Suppose you have SMTP Server (25), POP Server (110), Web Server (80), FTP Server
(21), and News Server (119) defined in Virtual Server or DMZ Host.
Example 1.

Inbound Packet Filter
Items Fetting

b Inbound Fiier F Enakie
= Allewr all to pass exceps those match the folloming nules
= Dheny all bo pass except those match the foloming nules

Im» Sewrce [P : Ports Destination IF : Perts Enable
i EER T FERTT N | | [75-110 =
2 [1.23100.23:3 | [ | (5
3 I I [ I r
4 | [ | | r
3 | | | | r
§ I | I I r
7 I I I I I
2 I I I I r
Eml le:ln:-| Ouibound Fitar... | MiaC Lol | Help | aved] The change takes alfechive e daiek

(1.2.3.100-1.2.3.149) They are allow to send mail (port 25), receive mail (port 110),



and browse the Internet (port 80)

(1.2.3.10-1.2.3.20) They can do everything (block nothing)

Others are all blocked.

Example 2:

Inbound Packet Filter

[T Retring
¥ Ink ound Faier ¥ Exable

3 #llwe all bo pase exceps those match the folowing cules
" Dheny all to pass exeept thage match the folewmng rues

10 Sopurce [F; Ports Destination [P : Poris Enahle
1 FERC SFERIC IS | [ [21 =3
2 [.23004 23119 | | EE] =
3 | I I I r
4 | | I I I
5 | I I I r
6 I I I | r
7 I I I | r
B | [ | [ r
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(1.2.3.100-1.2.3.119) They can do everything except read net news (port 119) and
transfer filesvia FTP (port 21)
Others are all allowed.

After Inbound Packet Filter setting is configured, click the save button.

Outbound Filter:

To enable Qutbound Packet Filter click the check box next to Enable in the Outbound
Packet Filter field.



Example 1:

Outbound Packet Filter
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(192.168.123.100-192.168.123.149) They are allowed to send mail (port 25), receive
mail (port 110), and browse Internet (port 80); port 53 (DNYS) is necessary to resolve
the domain name.

(192.168.123.10-192.168.123.20) They can do everything (block nothing)
Others are all blocked.

Example 2:



Outbound Packet Filter
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(192.168.123.100-192.168.123.119) They can do everything except read net news
(port 119) and transfer filesvia FTP (port 21)

Others are allowed

After Outbound Packet Filter setting is configured, click the save button.



4.6.2 Domain Filter
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Domain Filter let you prevent users under this device from accessing specific URLS.

Domain Filter Enable

Checke if you want to enable Domain Filter.

Log DNS Query

Checke if you want to log the action when someone accesses the specific URLSs.
Privilege | P Addresses Range

Setting a group of hosts and privilege these hosts to access network without restriction.
Domain Suffix

A suffix of URL to be restricted. For example, ".com", "xxx.com".

Action

When someone is accessing the URL met the domain-suffix, what kind of action you want.
Checke drop to block the access. Checke log to log these access.

Enable

Checke to enable each rule.
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Domain Filter
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In this example:

1. URL include “sex.com” will be blocked, and the action will be record in log-file.
2. URL include “girl.com” will not be blocked, but the action will be record in log-file.

3. URL include “erotica.com” will be blocked, but the action will not be record in log-file.

4. |Paddress X.X.X.1~ X.X.X.10 can access network without restriction.




4.6.3 URL Blocking
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URL Blocking will block LAN computers to connect to pre-defined Websites.

The major difference between “Domain filter” and “URL Blocking” is Domain filter require user to
input suffix (like .com or .org, etc), while URL Blocking require user to input a keyword only. In other
words, Domain filter can block specific website, while URL Blocking can block hundreds of websites

by simply akeyword.

URL Blocking Enable

Checked if you want to enable URL Blocking.

URL

If any part of the Website's URL matches the pre-defined word, the connection will be blocked.
For example, you can use pre-defined word "sex" to block all websites if their URLSs contain
pre-defined word "sex".

Enable

Checked to enable each rule.
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In this example:

1.URL include “sex” will be blocked, and the action will be record in log-file.

2.URL include “eratica’ will be blocked, but the action will be record in log-file

3.URL include “girl” will not be blocked, but the action will be record in log-file.

4. URL include “game” will be blocked, but the action will be record in log-file




4.6.4 MAC Address Control
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MAC Address Control allows you to assign different access right for different users and to assign a

specific P address to a certain MAC address.

MAC Address Control Check “Enable” to enable the “MAC Address Control”. All of the
settingsin this page will take effect only when “Enable” is checked.

Connection control Check "Connection control” to enable the controlling of which wired and
wireless clients can connect to this device. If aclient is denied to connect
to this device, it means the client can't access to the Internet either.
Choose "dlow" or "deny" to allow or deny the clients, whose MAC
addresses are not in the "Control table" (please see below), to connect to

this device.

Assosiation contr ol Check "Association control” to enable the

controling of which wireless client can
associate to the wireless LAN. If a client is
denied to associate to the wireless LAN, it
means the client can't send or receive any data

via this device. Choose "allow" or "deny" to



allow or deny the clients, whose MAC
addresses are not in the "Control table", to

associate to the wireless LAN.

Control table

18] BLACT Addigm IF Sdilasia L L)

"Control table" is the table at the bottom of the "MAC Address Control"
page. Each row of this table indicates the MAC address and the expected

I P address mapping of aclient. There are four columnsin thistable:

MAC Address |MAC address indicates a specific client.

IPAddress |Expected |P address of the corresponding
client. Keep it empty if you don't care its
IP address.

C When "Connection control” is checked,
check "C" will allow the corresponding

client to connect to this device.

A When "Association control” is checked,
check "A" will allow the corresponding

client to associate to the wireless LAN.

In this page, we provide the following Combobox and button to help you to input the MAC address.

DHCF clients - select one - x| Copyts |]I:l | ""I

You can select a specific client in the “DHCP clients” Combobox, and then click on the “Copy to”

button to copy the MAC address of the client you select to the ID selected in the “1D” Combobox.

Previous page and Next Page To make this setup page simple and clear, we have divided the
“Control table” into several pages. You can use these buttons to

navigate to different pages.
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VPN Settings are settings that are used to create virtual private tunnels to remote VPN gateways. The
tunnel technology supports data confidentiality, data origin authentication and data integrity of network
information by utilizing encapsulation protocols, encryption algorithms, and hashing algorithms.

* VPN enable item
VPN protects network information from ill network inspectors. But it greatly degrades network throughput.

Enable it when you really need a security tunnel. It is disabled for default.

* Max. number of tunnelsitem

Since VPN greatly degrades network throughput, the allowable maximum number of tunnelsis limited.
Be careful to set the value for allowing the number of tunnels can be created simultaneously. Its value
ranges from 1to 5.

* Tunnel name

Indicate which tunnel that is focused now.

* Method

IPSec VPN supports two kinds of key-obtained methods: manual key and automatic key exchange.
Manual key approach indicates that two end VPN gateways setup authenticator and encryption key by
system managers manually. However, IKE approach will perform automatic Internet key exchange.

System managers of both end gateways only need set the same pre-shared key.



Function of Buttons

More: To setup detailer configuration for manua key or IKE approaches by clicking the "More"

button.

4.6.5.1 VPN Settings- IKE

weo-QDAD AP ram-o =M

Pbualti-Purctions Broadband SAT Roier

Administrator's
Muin RMenu

VPN Selilings - Tommel 1 - IKE

Trewm Ksttimg
¥ Tusnmie] T ammee
¥ Liocal Submst
¢ Loal Metmazk
¥ Hemode Submet
¢ Hiamiole Mol
¥ Remoie Gmeway
¥ Presliane key
¥ [KE Proposal index Selsct HE Progansd |
k [FSec Proposal imdex Seiec Phec Propand |

Fove | Ubwi | Pack | e |
| |

VPN Settings- IKE

There are three parts that are necessary to setup the configuration of IKE for the dedicated tunnel: basic
setup, IKE proposal setup, and |PSec proposal setup.

Basic setup includes the setting of following items: local subnet, local netmask, remote subnet, remote
netmask, remote gateway, and pre-shared key. The tunnel name is derived from previous page of VPN
setting. IKE proposal setup includes the setting of a set of frequent-used IKE proposals and the
selecting from the set of IKE proposals. Similarly, 1PSec proposal setup includes the setting of a set of
frequent-used | PSec proposals and the selecting from the set of I1PSec proposals.

- Basic setup:

L ocal subnet
The subnet of LAN site of local VPN gateway. It can be a host, a partial subnet, and the whole subnet
of LAN site of local gateway.

L ocal netmask



Local netmask combined with local subnet to form a subnet domain.
Remote subnet
The subnet of LAN site of remote VPN gateway, it can be ahost, a partial subnet, and the whole subnet
of LAN site of remote gateway.
Remote netmask
Remote netmask combined with remote subnet to form a subnet domain of remote end.
Remote gateway
The IP address of remote VPN gateway.
Pre-shared key
Thefirst key that supports |KE mechanism of both VPN gateways for negotiating further security keys.
The pre-shared key must be same for both end gateways.

Function of Buttons

Select IKE proposal: Click the button to setup a set of frequent-used IKE proposals and select from
the set of IKE proposas for the dedicated tunnel. proposals for the
dedicated tunnel.

Select 1PSec proposal: Click the button to setup a set of frequent-used IPSec proposalsand select
from the set of IKE proposals for the dedicated tunnel.

4.6.5.2 VPN Settings - Set IKE Proposal
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*VPN Settings - Set |IKE Proposal

IKE Proposal index
A list of selected proposal indexes from the IKE proposal pool listed below. The selecting activity is
performed by selecting a proposal ID and clicking "add to" button in the bottom of the page. There are
only four indexes can be chosen from the proposal pool for the dedicated tunnel. Remove button beside
the index list can remove selected proposal index before.

Proposal name
It indicates which IKE proposal to be focused. First char of the name with 0x00 value stands for the
IKE proposal is not available.
* DH group
There are three groups can be selected: group 1 (MODP768), group 2 (MODP1024), group 5
(MODP1536).

Encryption algorithm
There are two agorithms can be selected: 3DES and DES.

Authentication algorithm
There are two algorithms can be selected: SHA1 and MD5.

Lifetime
The unit of lifetime is based on the value of Life Time Unit. If the value of unit is second, the value of
life time represents the life time of dedicated VPN tunnel between both end gateways. Its value ranges
from 300 seconds to 172,800 seconds. If the value of unit is KB, the value of life time represents the
maximum allowable amount of transmitted packets through the dedicated VPN tunnel between both
end gateways. Its value ranges from 20,480 KBs to 2,147,483,647 KBs.

Lifetimeunit
There are two units can be selected: second and KB.

Proposal ID
Theidentifier of IKE proposal can be chosen for adding corresponding proposal to the dedicated tunnel.
There are total ten proposals can be set in the proposal pool. At most only four proposals from the pool
can be applied to the dedicated tunnel as shown in the proposal index list.

Function of Buttons

Add to button: Click it to add the chosen proposal indicated by proposal ID to IKE Proposal index list.
The proposals in the index list will be used in phase 1 of IKE negotiation for getting the IKSAMP SA
of dedicated tunnel.



4.6.5.3 VPN Settings-Set | PSec Proposal
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+VPN Settings -Set 1PSec Proposal

I PSec Proposal index
A list of selected proposal indexes from the |PSec proposal pool listed below. The selecting activity is
performed by selecting a proposal 1D and clicking "add to" button in the bottom of the page. There are
only four indexes can be chosen for the dedicated tunnel. Remove button beside the index list can

remove selected proposal index before.

Proposal name
It indicates which | PSec proposal to be focused. First char of the name with 0x00 val ue stands for
the proposal is not available.
* DH group
There are three groups can be selected: group 1 (MODP768), group 2 (MODP1024), group 5
(MODP1536). But none a'so can be selected here for |PSec proposal.
Encapsulation protocol
There are two protocols can be selected: ESP and AH.
Encryption algorithm
There are two algorithms can be selected: 3DES and DES. But when the encapsulation protocol isSAH,

encryption algorithm is unnecessarily set.



Authentication algorithm
There are two algorithms can be selected: SHA1 and MD5. But none also can be selected here for
| PSec proposal.

Lifetime
The unit of lifetime is based on the value of Life Time Unit. If the value of unit is second, the value of
life time represents the life time of dedicated VPN tunnel between both end gateways. Its value ranges
from 300 seconds to 172,800 seconds. If the value of unit is KB, the value of life time represents the
maximum allowable amount of transmitted packets through the dedicated VPN tunnel between both
end gateways for. Its value ranges from 20,480 KBsto 2,147,483,647 KBs.

Lifetimeunit
There are two units can be selected: second and KB.

Proposal ID
Theidentifier of 1PSec proposal can be chosen for adding the proposal to the dedicated tunnel. There
are total ten proposals can be set in the proposal pool. At most only four proposals from the pool can be
applied to the dedicated tunnel as shown in the proposal index list.

Function of Buttons

Add to button: Click it to add the chosen proposal indicated by proposal 1D to IPSec Proposal index
list. The proposals in the index list will be used in phase 2 of IKE negotiation for getting the IPSec SA
of dedicated tunnel.

4.6.5.4 VPN Settings - Dynamic VPN Tunnel
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When using VPN Dynamic | P Setting, thisrouter is working asa Dynamic VPN server. Dynamic
VPN Server will not check VPN client IPinformation, so user can build VPN tunnel with VPN

gateway from any remote host regardless of its |Pinformation.



4.6.5.6 VPN Settings— L2TP Server
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L 2TP (Layer2 Tunneling protocol) combine features of both Point-to-Point Tunneling Protocol (PPTP)
and Layer 2 Forwarding (L 2F) technology. L2TP provides security for avirtual private network (VPN)
connection from the remote user to the corporate LAN.

User can build up to five L2TP tunnels for L2TP clients. Each tunnel can accept more than one client.
User isrequired to configure Virtual |P of L2TP Server, Authentication Protocol, L2TP Tunnel Name
and User Account, Password.

Virtual IPof L2TP Server: L2TP server’'svirtual IP. User must assign avirtual [P for L2TP Server.
Authentication Protocol: Protocols that Clients can use to authenticate to Server.
L2TP Tunnel, Username and Password: Each tunnel defined a username and password that clients

can use to connect to L2TP Server.



4.6.5.7 VPN Settings— PPTP Server
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PPTP (Point-to-Point Tunneling Protocol) is atunneling protocol for connecting clients and servers.
PPTP can be used to create a Virtual Private Network (VPN) between the remote user and the corporate
LAN.

User can build up to five PPTP tunnels for PPTP clients. Each tunnel can accept more than one client.
User isrequired to configure Virtual |P of PPTP Server, Authentication Protocol, PPTP Tunnel Name
and User Account, Password.

Virtual 1P of PPTP Server: PPTP server’svirtual IP. User must assign avirtua 1P for PPTP Server.
Authentication Protocol: Protocols that Clients can use to authenticate to Server.
PPTP Tunnel Name, Username and Passwor d: Each tunnel defined a username and password that

clients can use to connect to PPTP Server.



4.6.5 Miscellaneous I tems

vLs-PEF AN -ITE-H CEE

Multi-Punctionad Brom®and MAT Rmaler

Adminmistralors
Maln Menu

Mizcellapeous e

limm T Ermftle

b Remode Addministrabor Host | Port LY | =

¥ Adiminsiraior Thre-oul 0 seconds (0 (o disabie)

¥ Driscard PIMG from YWAN side I

¥ AP mnde »

¥ Daf Attack Detection »

¥ WP PPTP Pass=-Throuagh =

b VI [PSec Pass-Through 2

Gavi | Ui | 1|

Remote Administrator Host/Port

In general, only Intranet user can browse the built-in web pages to perform administration task. This
feature enables you to perform administration task from remote host. If this feature is enabled, only the
specified | P address can perform remote administration. If the specified |P addressis 0.0.0.0, any host
can connect to this product to perform administration task. You can use subnet mask bits "/nn" notation

to specified a group of trusted |1P addresses. For example, "10.1.2.0/24".

NOTE: When Remote Administration is enabled, the web server port will be shifted to 88. You can

change web server port to other port, too.

Administrator Time-out

The time of no activity to logout automatically. Set it to zero to disable this feature.

Discard PING from WAN side

When this feature is enabled, any host on the WAN cannot ping this product.

SPI Mode

When this feature is enabled, the router will record the packet information pass

through the router like IP address, port address, ACK, SEQ number and so on. And
the router will check every incoming packet to detect if this packet is valid.



DoSAttack Detection

When this feature is enabled, the router will detect and log the DoS attack comes from
the Internet. Currently, the router can detect the following DoS attack: SY N Attack,
WinNuke, Port Scan, Ping of Death, Land Attack etc.

VPN PPTP/IPSec Pass-Through

Please enable this feature, if you need to establish a PPTP or IPSEC connection that
will pass through this device.





