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1. Overview

1.1 Product Feature

Compliance with |EEE 802.11g and 802.11b standards

Highly efficient design mechanism to provide unbeatable performance

Strong network security with WEP and 802.1X encryption

Achieving data rate up to 54Mbps for 802.11g and 11Mps for 802.11b with wide
range coverage; high performance to deliver up to 108Mbps raw data rate for
802.11g

Quick and easy setup with Web-based management utility

1.2 System Requirements

Windows 98, 98SE, Millennium Edition (ME), 2000 and XP operating systems
Microsoft Internet Explorer 5.5 or higher

DSL/ Cable Modem Broadband Internet connection and | SP account

PCs equipped with 10Mbps or 10/100 M bps Ethernet connection to support
TCP/IP protocol

One CD-ROM drive

1.3 Applications

Home SOHO networking for device sharing and wireless multimedia

Wireless office provides a wider range for home and SOHO Ethernet

Enables wireless building-to-building data communication

Built-in infrastructure mode

Router providesideal solution for:

Difficult-to-wire environments

Temporary LANSs for scenarios such as trade-exhibitions and meetings

Enables LAN adaptability to frequently changing environments

Enables remote access to corporate network information, for example e-mail and
the company home page



2. Getting Start

2.1 Know the 54Mbps Wireless Router

Ports:

All Ethernet Ports (WAN and LAN)
are auto MOLMDX, meaning you can
uze either a straight-through or a

crossover Ethemet cable.

Pressing the
Reset Button
restores the
router to itz
original factory
default seftings.

Auto MDIFMDIX
LAN ports
automatically sense
the cable type when
connecting to
Ethernet-enabled
computers.

The Auto MDL Receptor
MDIX WARN port is for the
the connection for Power
the Ethernet cable Adapter
o the Cable or
DSL modem




LEDs:

LED Color Status  Description
On Indicates proper connection to power supply.
Power Green
OFF The unit is not receiving power

Indicates that the deviceis

Status Green On
connected to the WLAN.

On Indicates connection to the WAN port

WAN
Blinking = Datatransmission.

On Link is established
WLAN On Blinking = Packet transmit or receive activity

Off — No Link activity

On Indicates connection is established.
LAN On Blinking = Datatransmissions

Off — No LAN connections

2.2 Connect to the 54Mbps Wireless Router

2.2.1 Accessthe SettingMenu

Y ou could start to access the configuration menu anytime by opening aweb browser
window by typing the IP address of thiswirelessrouter. Thedefault IPis
192.168.1.1.

D) [ @http:192.168.1.1/

The below window will popup. Please enter the user name and password.  Both of
the default is“admin”.
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Now, the main menu screen is popup.
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2.2.2 Quick Setup with Wizard

Setup wizard is provided as the part of the web configuration utility. Y ou can simply
follow the step-by-step process to get your wireless router configuration ready to run
in 6 easy steps by clicking on the “Wizard” button on the function menu. The
following screen will appear. Please click “Next” to continue.

1 hitg 192 1681 Viwigid him - Bicsossdt lalcmnet Explorer 5 th R - R HE0ERSQ 0=

Welcome to Wireless Rotter Setup - Wizard

Shefy 1. Selyour ey Dassword

Shefy 2. ChioCs yiur Tirme 20ore

Sl 3, et LAN conmaciion and DHCP safvar
Sl . Set infemed connaciicn

Shifs 3. Selwirakess LAN conrection

Shafr G, Restan

Pleat > |E:‘“| display wizard naxl ime? = Yas 3 Hul update |

Step 1: Set your new Password
Y ou can change the password as you like and then click “Next” to continue.

1 wigand] - Microsell Ietereel Explover £ fo FREFE R G000 i

Welcome to Wireless Rotter Setup - Wizard

Set Password

Fasswond sesssssnssasnns
l'-I"Hl'i'f'_ll' Fasswiond sesssssussssnns




Step2: Choose your time zone
Select your time zone from the drop down list. Please click “Next” to continue.

1 wigand? - Microsell Ietereel Explover £ fo FREEE R G000 i

-

Welcome to Wireless Roufer !F-Ep Wizarg

Choose Time Zone

[CRTT-DE D) Facic T (U & Canada) bod

[ <Back | [Nen > | [Ent]

Step 3: Set LAN connection and DHCP server

Set your IP address and mask. The default IPis192.168.1.1. If you like to enable
DHCP, please click “Enabled”. DHCP enabled is able to automatically assign IP
addresses. Please assign the range of I1P addresses in the fields of “ Range start” and
“Rangeend”. Pleaseclick “Next” to continue.

1 wigandd - Microsell Ietereel Explover £ fo FREFT T H 00RO W i

Welcome to Wireless Router Setup Wizarc
Set LAN & DHCP Server

LAN F Address (15215311
LAM Subnet Mask |255.255 256.0
DHCF Senver = Enable O Disable
Range Stan | 192.153.1.100
H‘mEﬂd 1521831199




Step 4: Set Internet connection

Select how the router will set up the Internet connection: Obtained IP automatically;
Fixed 1P address, PPPOE to obtain IP automatically; PPPoE with a fixed IP address,
PPTP.

Obtain | P automatically (DHCP client):
If you have enabled DHCP server, choose "Obtain P automatically (DHCP client)" to
have the router assign | P addresses automatically.

1 wigandd - Microsoll Ietereel Explover £ fo FREFE R 00RO W i

Welcome to Wireless Router Setup Wizarc

Select Internet Connection Type

[ Ebtain P automatically [DHCE client)
2 Froed P aokirass

CF PPPOE o obfain |P sutodmstically

1 PPPOE wilh & ficed IP acdkirass
CRERIR

Fixed | P Address:

1 wigandd - Microsoll Ietereel Explover £ fo FREFE R 00RO W i

Welcome to Wireless Router Setup Wizarc

Select Internet Connection Type

) Obfain P sutomatically [DHCE client)
G Fixed P aokress

) FRFDE o obtain P auscematically

1 PPPOE with & fined] IP addrass

) PPTP

If Fixed |P address is assigned, the below screen will pop up. Please set the WAN
address and DNS server.
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1 wigandd - Microsoll Ietereel Explover £ do FREFE R 00O W i

Welcome to Wireless Rouier Sn:'ﬂ.i;nn Wizar
Set Fixed IP Address

WANIP Addrass 0.0.0.0
WAk Subnet Mask 0000
WAR Gateway Address 1000
DS Serser Address 1 (0.0.0.0
DS Sarder Address 2 0.0.0.0
OIS Server Address 3 nooo

(6] (o> (B

PPPOE to obtain | P automatically:

1 wigandd - Microsoll Ietereel Explover £ fo FREFE R 00RO W i

Welcome to Wireless Rouier Sn:'ﬂ.i;nn Wizar

Select Internet Connection Type

1 Qbtain P sutomatically [DHCE client)
) Fixied P ackarass

| PPPE to obain IP sutomatically

) PPFOE wilh & fixed P address

) PPTP

1 wigandi - Microsoell Ietereel Exploper £ fo FREFE R GO0 i

Welcome to Wireless Rouier Sn:'ﬂ.i;nn Wizar
Set PPPoE to obtain IP automatically IP

Usar Mame
P&gwﬂ (TETTRT R EI TR TR TR TE]
Wiy EaRswan] eess

[<Bach | [Ne > ] [Evt]
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PPPoE with afixed | P address:

1 wigandd - Microsoll Ietereel Explover £ fo FREFE R 00RO W i

Welcome to Wireless Rouier Sn:'ﬂ.i;nn Wizar

Select Internet Connection Type

) Qptain P atomatically [DHCE client)
O Fied P addrass

) PPPOE b obdain IP gifomiat cally

= PPPOE with & fived P adkirass

LRI
_ﬂ-3au.'k ||Hu=.1=' ”EI

1 Wicasd® - Wiceomdl Internet Explorer & th PR EEWEL S e

Welcome to Wireless Rouier Sn:'ﬂ.i;nn Wizar

Set PPPoe with a fixed IP Address

Usar Mame ezt
Passwarnd wess
Vernify Pasoword | eses
F Addracs (0000

[<Back | [Ne > ] [Erit]
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PPTP;

1 wiganld - Micosall [eteree] Explooer = i FREFT R Pe o ol BN

Welcome to Wireless Rotter 5etup Wizard

Select Internet Connection Type

1 Obtain P sutomaticaily [DHCP client)
) Fixiedd P acdress

) PPPOE to obtain [P automatically

) FPPOE with & fixed P address

@ FRTP

1 Wagnsd 10 - Maz v [nleinel Esxpleaes gty 595 R0F o I i 90 L= 9 1

Welcome to Wireless Rotter 5etup Wizard

Set PPTP Client
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Step 5: Set WirelessLAN connection

Click “enable” to enable wireless LAN. If you enable the wireless LAN, type the
SSID in the text box and select a communications channel. The SSID and channel
must be the same as wireless devices attempting communication to the router.

1 wigand? - Microsoll Ietereel Exploper £ fo FREFE R G000 i

Welcome to Wireless Router Setup Wiz
Set Wireless LAN Connection

Wireless LAKN & Enable O Disabke
ESEI0 dafa
Charmel

Step 6: Restart

The Setup wizard is now completed. The new settings will be effective after the
Wireless router restarted. Please click “Restart” to reboot the router.  If you do not
want to make any changes, please click “exit” to quit without any changes. You aso
can go back to modify the setting by clicking “Back”.

1 wigandl - Microsell Ietereel Explover £ fo FREFE R 000 i

Welcome to Wireless Router Setup Wiz
Setup Completed

Chck "Restart” button 1o sava the sattings and restan Winsless
Rl

| = Back || Restart ||ﬂ_
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3. Configuration

3.1 LAN Setting

The screen enables you to configure the LAN & DHCP Server, set WAN parameters,
create Administrator and User passwords, and set the local time, time zone, and
dynamic DNS.

311 LAN& DHCP Server

This page enables you to set LAN and DHCP properties, such as the host name, 1P
address, subnet mask, and domain name. LAN and DHCP profiles are listed in the
DHCPtable at the bottom of the screen.

T i NUAZ B 0 | ek e e ent ekl Dapla e £k LA O IR 0 B
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Host Name: Type the host name in the text box. The host name is required by some
ISPs. The default host nameis " AP-Router."

IPAddress: Thisisthe IP address of the router. The default P addressis 192.168.1.1.
Subnet Mask: Type the subnet mask for the router in the text box. The default subnet
mask is 255.255.255.0.
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DHCP Server: Enablesthe DHCP server to allow the router to automatically assign

I P addresses to devices connecting to the LAN. DHCP is enabled by default.

All DHCP client computers are listed in the table at the bottom of the screen,
providing the host name, 1P address, and MAC address of the client.

Sart IP: Type an IP address to serve as the start of the |P range that DHCP will useto
assign IP addressesto all LAN devices connected to the router.

End I P: Type an IP address to serve as the end of the IP range that DHCP will use to
assign IP addressesto all LAN devices connected to the router.

Domain Name: Type the local domain name of the network in the text box. Thisitem
isoptional.

312 WAN

This screen enables you to set up the router WAN connection, specify the 1P address
for the WAN, add DNS numbers, and enter the MAC address.

T i NUEZ A 0 een e - elirmaati | ek Exglanr 2ok WA BO ] 0N

wEp BND Wi EneYy TAD B
im0 w| (@] T o ankE o am £ s
AL ] e | L e _ = Pus &
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il LY P | d e bew . =

Connection Type: Select the connection type, either DHCP client, Fixed | P or PPPoE
from the drop-down list.

WAN | P: Select whether you want to specify an I P address manually, or want DHCP
to obtain an | P address automatically. When Specify IP is selected, type the IP address,
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subnet mask, and default gateway in the text boxes. Your ISP will provide you with
thisinformation.

DNS 1/2/3: Type up to three DNS numbers in the text boxes. Your ISP will provide
you with this information.

MAC Address: If required by your ISP, type the MAC address of the router WAN
interface in thisfield.

DNS 1/2/3: Type up to three DNS numbers in the text boxes. Your ISP will provide
you with this information.

3.1.3 Password

This screen enables you to set administrative and user passwords. These passwords
are used to gain access to the router interface.

T ki NUAZ B Lpassaid bm - Ba st lawnei Coplow 0 BB 7 B3R 00 BE
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Administrator: Type the password the Administrator will useto log in to the system.
The password must be typed again for confirmation.



3.14 Time

This screen enables you to set the time and date for the router's real-time clock, select
your time zone, and enable or disable daylight saving.
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Local Time: Displaysthelocal time and date.

Time Zone: Select your time zone from the drop-down list.

Daylight Saving: Enables you to enable or disable daylight saving time. When
enabled, select the start and end date for daylight saving time.

18



3.1.5 Dynamic DNS

This allows the DDNS server what your current |P address is when you are on-line.
You firstly need to register your preferred DNS on the DDNS providers. Then,
please fill the related information in the below fields: DDNS server address, Host
Name, User Name and Password.

T ki NUEZ BB 0 ik ipmne e EEisech lesrsi Eoglam £ i S0 § B R O
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3.2 Wireless

This section enables you to set wireless communications parameters for the router's
wireless LAN feature.

321 Basc

This page alow you to enable and disable the wireless LAN function, create a SSID,
and select the channel for wireless communications.
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Enable/Disable: Enables and disables wireless LAN viathe router.

SSID: Type an SSID in the text box. The SSID of any wireless device must match the
SSID typed herein order for the wireless device to accessthe LAN and WAN viathe

router.

Channel: Select atransmission channel for wireless communications. The channel of

any wireless device must match the channel selected herein order for the wireless

deviceto accessthe LAN and WAN viathe router.

3.2.2 Authentication

This screen enables you to set authentication type for secure wireless communications.
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Open System allows public access to the router via wireless communications.
Shared Key requires the user to set a WEP key to exchange data with other wireless
clients that have the same WEP key.
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Mode: Select the level of encryption you want from the drop-down list. The router
supports, 64- and 128-bit encryption.

WEP Key: Select WEP Key - 64 or 128 bits from the drop-down list.

Key 1 ~Key 4: Enables you to create an encryption scheme for Wireless LAN
transmissions. Manually enter a set of values for each key. Select which key you want
to use by clicking the radio button next to the key. Click Clear to erase key values.
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If WPA is selected, please set the parameters for the RADIUS server.  Thisisalso
referred to the 802.1X setting.
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3.2.3 Advanced

This screen enables you to configure advanced wireless functions.
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Beacon I nterval: Type the beacon interval in the text box. You can specify avalue
from 1 to 1000. The default beacon interval is 100.

RTSThreshold: Type the RTS (Request-To-Send) threshold in the text box. This
value stabilizes data flow. If data flow isirregular, choose values between 256 and
2432 until data flow is normalized.

Fragmentation Threshold: Type the fragmentation threshold in the text box. If
packet transfer error rates are high, choose values between 256 and 2432 until packet
transfer rates are minimized. (NOTE: set this fragmentation threshold value may
diminish system performance.)

DTIM Interval: TypeaDTIM (Delivery Traffic Indication Message) interval in the
text box. You can specify avalue between 1 and 65535. The default valueis 3.

TX Rates (MBps): Select one of the wireless communications transfer rates,
measured in megabytes per second, based upon the speed of wireless adapters
connected to the WLAN.

11g only mode: enable or disable.

Super G mode: Super G mode is disabled by selecting “Disable” from the drop list.
If you like to use Super G to enhance the speed, there are three options on Super G
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mode: Super G without turbo; Super G with Dynamic turbo and Super G with Static
turbo.  Turbo mode indicates the combination of two channels to enhance the
throughput. Super G without turbo indicates that it is on Super G mode without the
channel’s combination. Dynamic turbo is able to automatically detect if any
‘SuperG based’ product isavailable. If no, the connectionisvia‘norma’ G. Static
turbo means it will not go back to ‘normal’ G once it starts.

3.24 802.1X

There are three essential components to the 802.1x infrastructure: (1) Supplicant, (2)
Authenticator and (3) Server. The Router serves as an Authenticator, and the EAP
methods used must be supported by the backend Radius Server. The 802.1x security
supports both MD5 and TL S Extensive Authentication Protocol (EAP). Please follow
the steps below to configure 802.1X security.

T g N B el e DT L hiw - Masree v Balna i Eipioras B RN P BEWN S B@
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1. Enable 802.1X security by selecting “Enable’.

2. Select the Encryption Key Length Size ranging from 64 to 128 Bits that you
would like to use.

Select the Lifetime of the Encryption Key from 5 Minutesto 1 Day. Assoon
asthe lifetime of the Encryption Key is over, the Encryption Key will be renewed

24



by the Radius server.
3. Enter the IP address of and the Port used by the Primary Radius Server
Enter the Shared Secret, which is used by the Radius Server.

4. Enter the IP address of, Port and Shared Secret used by the Secondary Radius
Server. (Click“Help” to get interpretation for Encryption Key and Radius
Server.)

5. Click “Apply” button for the 802.1x settings to take effect after Wireless router
reboots itself.

Note: Assoon as 802.1X security is enabled, all the wireless client stations that are
connected to the Router currently will be disconnected. The wireless clients must be
configured manually to authenticate themselves with the Radius server to be
reconnected.

3.3 Satus

This selection enables you to view the status of the router LAN, WAN connections,
and view logs and statistics pertaining to connections and packet transfers.

3.3.1 Devicelnformation

This screen enables you to view the router LAN, Wireless and WAN configuration.

25
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Firmware Version: Displays the latest build of the router firmware interface. After
updating the firmware in Tools - Firmware, check this to ensure that your firmware
was successfully updated.

LAN: Thisfield displays the router's LAN interface MAC address, |P address, subnet
mask, and DHCP server status. Click DHCP Table to view alist of client stations
currently connected to the router LAN interface.

Wireless: Displays the router's wireless connection information, including the router's
wireless interface MAC address, the connection status, the SSID status, which
channel is being used, and whether WEP is enabled or not.

WAN: Thisfield displays the router's WAN interface MAC address, DHCP client
status, | P address, subnet mask, default gateway, and DNS.

Click DHCP Release to release all 1P addresses assigned to client stations connected
to the WAN viathe router. Click DHCP Renew to reassign | P addresses to client
stations connected to the WAN.

332 Log

This screen enables you to view arunning log of router system statistics, events, and
activities. The log displays up to 200 entries. Older entries are overwritten by new
entries. The Log screen commands are as follows:

Click First Pageto view thefirst page of the log
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Click Last Page to view the final page of the log

Click Previous Page to view the page just before the current page
Click Next Page to view the page just after the current page

Click Clear Log to delete the contents of the log and begin anew log
Click Refresh to renew log statistics
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Time: Displays the time and date that the log entry was created.
Message: Displays summary information about the log entry.
Sour ce: Displays the source of the communication.
Destination: Displays the destination of the communication.
Note: Displays the IP address of the communication

3.3.3 Log Setting

This screen enables you to set router logging parameters.
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SMTP Server: Typethe SMTP server address for the email that the log will be sent to
in the next field.

Send to: Type an email address for the log to be sent to. Click Email Log Now to
immediately send the current log.

Syslog Server: Type the IP address of the Syslog Server if you want the router to
listen and receive incoming Syslog messages.

Log Type: Enables you to select what items will be included in the log:

° System Activity: Displays information related to router operation.

° Debug Information: Displays information related to errors and system malfunction.
e  Attacks: Displays information about any malicious activity on the network.

) Dropped Packets: Displays information about packets that have not been transferred
successfully.

. Notice: Displays important notices by the system administrator.

334 Satistic

This screen displays a table that shows the rate of packet transmission viathe router
LAN and WAN ports (in bytes per second).
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Click Reset to erase all statistics and begin logging statistics again.
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3.35 Wirdess

This screen enables you to view information about wireless devices that are connected
to the wireless router.
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Connected Time: Displays how long the wireless device has been connected to the
LAN viathe router.

MAC Address. Displays the devices wireless LAN interface MAC address.
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3.4 Routing

This selection enables you to set how the router forwards data: Static and Dynamic.
Routing Table enables you to view the information created by the router that displays
the network interconnection topology.

341 Satic

It enables you to set parameters by which the router forwards data to its destination if
your network has a static | P address.
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Network Address: Type the static |P address your network uses to access the Internet.
Your ISP or network administrator provides you with this information.

Network Mask: Type the network (subnet) mask for your network. If you do not type
avalue here, the network mask defaults to 255.255.255.255. Your ISP or network
administrator provides you with this information.

Gateway Address: Type the gateway address for your network. Your ISP or network
administrator provides you with this information.

Interface: Select which interface, WAN or LAN, you use to connect to the Internet.
Metric: Select which metric you want to apply to this configuration.

Add: Click to add the configuration to the static | P address table at the bottom of the
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page.
Update: Select one of the entriesin the static | P address table at the bottom of the

page and, after changing parameters, click Update to confirm the changes.

Delete: Select one of the entriesin the static | P address table at the bottom of the page
and click Delete to remove the entry.

New: Click New to clear the text boxes and add required information to create a new
entry.

34.2 Dynamic

This screen enables you to set NAT parameters.
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NAT: Click the radio buttons to enable or disable NAT.

Transmit: Click the radio buttons to set the desired transmit parameters, disabled,
RIP1, or RIP2.

Receive: Click the radio buttons to set the desired transmit parameters, disabled, RIP
1,orRIP2
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34.3 Routing Table

This screen enables you to view the routing table for the router. The routing tableisa
database created by the router that displays the network interconnection topology.
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Network Address: Displays the network |P address of the connected node.
Network Mask: Displays the network (subnet) mask of the connected node.
Gateway Address: Displays the gateway address of the connected node.
Interface: Displays whether the node is connected viaa WAN or LAN.
Metric: Displaysthe metric of the connected node.

Type: Displays whether the node has a static or dynamic IP address

3.5 Access
This page enables you to define access restrictions, set up protocol and IPfilters,

create virtual servers, define access for special applications such as games, and set
firewall rules.
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35.1 Filters

Using filtersto deny or alow the usersto access. Fivetypes of filtersto select:
MAC, URL blocking, IR, Protocol filter and Domain blocking.

MAC Filters:
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MAC Filter: Enablesyou to allow or deny Internet access to users within the LAN
based upon the MAC address of their network interface. Click the radio button next to
Disabled to disable the MAC filter.

Disable: Once the function of MAC filter is disable, those listed in the MAC Table
are alowed Internet access.

Enable: All users are allowed Internet access except those user in the MAC Table are
deny Internet access.

MAC Table: Usethis section to create a user profile which Internet accessis denied
or allowed. The user profilesarelisted in the table at the bottom of the page. (Note:
Click anywhere in the item. Once the line is selected, the fields automatically load the
item's parameters, which you can edit.)

Name: Type the name of the user to be permitted/denied access.

MAC Address. Type the MAC address of the user's network interface.



Add: Click to add the user to the list at the bottom of the page.

Update: Click to update information for the user, if you have changed any of the
fields.

Delete: Select auser from the table at the bottom of the list and click Delete to
remove the user profile.

New: Click New to erase al fields and enter new information.

URL Blocking:
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You could enable URL blocking to deny the users from accessing the specified URL.
Add those specified URL in the text box.
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|PFilters:

This screen enables you to define a minimum and maximum I P address range filter;
al IP addresses falling in the range are not allowed Internet access. The IPfilter
profiles are listed in the table at the bottom of the page. (Note: Click anywherein the
item. Once the lineis selected, the fields automatically load the item's parameters,
which you can edit.)
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Enable: Click to enable or disable the IP address filter.

Range Sart: Type the minimum address for the IP range. | P addresses falling
between this value and the Range End are not allowed to access the Internet.

Range End: Type the minimum address for the IP range. P addresses falling between
this value and the Range Start are not allowed to access the Internet.

Add: Click to add the IP range to the table at the bottom of the screen.

Update: Click to update information for the range if you have selected alist item and
have made changes.

Delete: Select alist item and click Delete to remove the item from the list.

New: Click New to erase al fields and enter new information.




Domain Blocking:
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You could specify the domains which allow users to access or deny by clicking one of
thetwo items. Also, add the specified domains in the text box.
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Protocol Filters:

This screen enables you to allow and deny access based upon a communications
protocol list you create. The protocol filter profiles are listed in the table at the
bottom of the page.

Note: When selecting items in the table at the bottom, click anywhere in the item. The
lineis selected, and the fields automatically load the item's parameters, which you can
edit:
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3.5.2 Virtual Server

This screen enables you to create a virtual server viatherouter. If therouter isset asa
virtual server, remote users requesting Web or FTP services through the WAN are

directed to local serversinthe LAN. The router redirects the request via the protocol
and port numbers to the correct LAN server. The Virtual Sever profilesarelisted in
the table at the bottom of the page.

Note: When selecting items in the table at the bottom, click anywhere in the item. The
lineis selected, and the fields automatically load the item's parameters, which you can
edit.
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Enable: Click to enable or disable the virtual server.
Name: Type a descriptive name for the virtual server.

Protocol: Select the protocol (TCP or UDP) you want to use for the virtual server.
Private Port: Type the port number of the computer on the LAN that is being used to
act asavirtual server.

Public Port: Type the port number on the WAN that will be used to provide access to
the virtual server.

LAN Server: Typethe LAN IP address that will be assigned to the virtual server.
Add: Click to add the virtual server to the table at the bottom of the screen.

Update: Click to update information for the virtual server if you have selected a list
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item and have made changes.
Delete: Select alist item and click Delete to remove the item from thelist.
New: Click New to erase all fields and enter new information.

353 Special AP

This screen enables you to specify special applications, such as games, that require
multiple connections that are inhibited by NAT. The special applications profiles are
listed in the table at the bottom of the page.

Note: When selecting items in the table at the bottom, click anywhere in the item. The
lineis selected, and the fields automatically oad the item's parameters, which you can
edit.

T Wame — [Triger For Range

Bapk g5 (o1 w11z
Dratgaa 174 S E1aE, S0
oo HikE oA S0 TS S e, 25 D303
MEN Gamag Tver 47601 300 0N JTETE R0
Peca- Py 15 (B PR b e LS T
{mrk Teva bt AT
al .

Enable: Click to enable or disable the application profile. When enabled, users will
be able to connect to the application via the router WAN connection. Click Disabled
on aprofile to prevent users from accessing the application on the WAN.

Name: Type a descriptive name for the application.

Trigger: Defines the outgoing communication that determines whether the user has
legitimate access to the application.

e Protocol: Select the protocol (TCP, UDP, or ICMP) that can be used to access
the application.
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e Port Range: Type the port range that can be used to access the application in the
text boxes.

Incoming: Defines which incoming communications users are permitted to connect
with.

e Protocol: Select the protocol (TCP, UDP, or ICMP) that can be used by the
incoming communication.

e Port: Type the port number that can be used for the incoming communication.
Add: Click to add the special application profile to the table at the bottom of the
screen.

Update: Click to update information for the special application if you have selected a
list item and have made changes.

Delete: Select alist item and click Delete to remove the item from the list.

New: Click New to erase al fields and enter new information.

354 DMZ

This screen enables you to create a DM Z for those computers that cannot access
Internet applications properly through the router and associated security settings.
Note: Any clients added to the DM Z exposes the clients to security risks such as
viruses and unauthorized access.
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Enable: Click to enable or disable the DMZ.

DMZ Host | P: Type ahost | P address for the DMZ. The computer with this 1P
address acts asa DMZ host with unlimited Internet access.

Apply: Click to save the settings.

355 Firewall Rule

This screen enables you to set up the firewall. The router provides basic firewall
functions, by filtering al the packets that enter the router using a set of rules. The
rules are in an order sequence list--the lower the rule number, the higher the priority
the rule has.

T i NUEZ A 0 ks e - st | Rk Exglanr 2k WA BN 0N

wED BHE WA GnERy DAD BRI r
i—m- 3 (= (8 JeE Sranke @aw £ 05 0L B

LE ] 350 L —'ﬂtfi S

% F S ety R Aol A0 R DM [t R

¢

LR SR O R B B R

Action [Mame _________ [Source |Deslinetion  [Protecal |
Dewyr  Faw TV LAN*  WAN,® 1EME . 3
Dexy  Fatm HITTW LABL= Wbl (B R ED
Mow  AewbTeg Wi pet  WAM® LAMIGZNRII  [OWEZ
Demy Defwi £ LANT o (m*
Al (it Calg= = [ o =
L] » =i

Enable: Click to enable or disable the firewall rule profile.

Name: Type a descriptive name for the firewall rule profile.

Action: Select whether to allow or deny packets that conform to the rule.
Inactive Timeout: Type the number of seconds of network inactivity that elapses
before the router refuses the incoming packet.

Sour ce: Defines the source of the incoming packet that the rule is applied to.

° Interface: Select which interface (WAN or LAN) the rule is applied to.
° IP Range Start: Type the start IP address that the rule is applied to.
° IP Range End: Type the end IP address that the rule is applied to.
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Destination: Defines the destination of the incoming packet that the rule is applied to.
° Interface: Select which interface (WAN or LAN) the rule is applied to.

° IP Range Start: Type the start IP address that the rule is applied to.

° IP Range End: Type the end IP address that the rule is applied to.

° Protocol: Select the protocol (TCP, UDP, or ICMP) of the destination.

° Port Range: Select the port range.

Add: Click to add the rule profile to the table at the bottom of the screen.

Update: Click to update information for the ruleif you have selected alist item and
have made changes.

Delete: Select alist item and click Delete to remove the item from the list.

New: Click New to erase al fields and enter new information.

Priority Up: Select arule from the list and click Priority Up to increase the priority
of therule.

Priority Down: Select arule from thelist and click Priority Down to decrease the
priority of the rule.

Update Priority: After increasing or decreasing the priority of arule, click Update
Priority to save the changes.
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3.6 Management

Management enables you to set up SNMP and Remote Management feature.

3.6.1 SNMP

This screen enables you to configure SNMP.
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Enabled/Disabled: Click to enable or disable SNMP.

System Name: Displays the name given to the router.

System L ocation: Displays the location of the router (normally, the DNS name).
System Contact: Displays the contact information for the person responsible for the
router.

Community: SNMP system name for exchanging SNM P community messages. The
name can be used to limit SNM P messages passing through the network. The default
nameis'public.’

Trap Receiver: Type the name of the destination PC that will receive trap messages.



3.6.2 Remote Management

This screen enables you to set up remote management. Using remote management, the
router can be configured through the WAN via a Web browser. A user name and
password are required to perform remote management.
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HTTP: Enablesyou to set up HTTP access for remote management.

e Enable Click to enable or disable HTTP access for remote management.

Allow to Ping WAN Port: Type arange of router | P addresses that can be pinged
from remote locations

UPNP: UPNPis short for Universal Plug and Play which is a networking architecture
that provides compatibility among networking equipment, software, and peripherals.
The Router is a UPnP enabled router and will only work with other UPnP
devices/softwares. If you do not want to use the UPnP functionality, it can be disabled
by selecting "Disabled"”.

GAMING MODE: If you are experiencing difficulties when playing online games or
even certain applications that use voice data, you may need to enable Gaming Mode
for these applications to work correctly. When not playing games or using these voice
applications, it is recommended that Gaming Mode is disabled.

PPTP: Enables you to set up PPTP access for remote management.

| PSec: Enables you to set up IPSec access for remote management.
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IDENT: Default isclosed. Thisenables you to set port 113 stealth.

3.7 Tools

This page enables you to restart the system, save and load different settings as profiles,
restore factory default settings, run a setup wizard to configure router settings,
upgrade the firmware, and ping remote I P addresses.

3.7.1 Restart

Click Restart to restart the system in the event the system is not performing correctly.
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3.7.2  Settings

This screen enables you to save your settings as a profile and load profiles for
different circumstances. You can also load the factory default settings, and run a setup
wizard to configure the router and router interface.
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Save Settings: Click to save the current configuration as a profile that you can load
when necessary.

Load Settings: Click Browse and go to the location of a stored profile. Click Load to
load the profile's settings.

Restore Factory Default Settings: Click to restore the default settings. All
configuration changes you have made will be lost.

Setup Wizard: click to run a setup wizard that configures the router and interface



3.7.3 Firmware

This screen enables you to keep the router firmware up to date.
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Please follow the below instructions:

1. Download the latest firmware from the manufacturer's Web site, and saveiit to
your disk.

2. Click Browse and go to the location of the downloaded firmware file.

Select the file and click Upgrade to update the firmware to the latest release
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3.74 Ping Test

The ping test enables you to determine whether an 1P address or host is present on the
Internet. Type the host name or IP address in the text box and click Ping.
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4. Glossary

Access Point

An interview networking device that seamlessly connects wired and wireless
networks

Authentication

Authentication refers to the verification of atransmitted message's integrity.
DMZ

DMZ (DeMuilitarized Zone) is a part of a network that is located between a secure
LAN and an insecure WAN. DMZs provide away for some clients to have
unrestricted access to the Internet.

DHCP

DHCP (Dynamic Host Configuration Protocol) software automatically assigns IP
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addresses to client stations logging onto a TCP/IP network, which eliminates the need
to manually assign permanent | P addresses.

DNS

DNS stands for Domain Name System. DNS converts machine names to the IP
addresses that all machines on the net have. It translates from name to address and
from address to name.

Domain Name

The domain name typically refersto an Internet site address.

DTIM

DTIM (Delivery Traffic Indication Message) provides client stations with information
on the next opportunity to monitor for broadcast or multicast messages.

Filter

Filters are schemes which only allow specified data to be transmitted. For example,
the router can filter specific IP addresses so that users cannot connect to those
addresses.

Firewall

Firewalls are methods used to keep networks secure from malicious intruders and
unauthorized access. Firewalls use filters to prevent unwanted packets from being
transmitted. Firewalls are typically used to provide secure access to the Internet while
keeping an organization's public Web server separate from the internal LAN.
Firmware

Firmware refers to memory chips that retain their content without electrical power
(for example, BIOS ROM). The router firmware stores settings made in the interface.
Fragmentation

Refersto the breaking up of data packets during transmission.

FTP

FTP (File Transfer Protocol) is used to transfer files over aTCP/IP network, and is
typically used for transferring large files or uploading the HTML pages for aWeb site
to the Web server.

Gateway

Gateways are computers that convert protocols enabling different networks,
applications, and operating systems to exchange information.

Host Name

The name given to a computer or client station that acts as a source for information on
the network.

HTTP

HTTP (HyperText Transport Protocol) is the communications protocol used to
connect to servers on the World Wide Web. HT TP establishes a connection with a
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Web server and transmits HTML pages to client browser (for example Windows IE).
HTTP addresses all begin with the prefix 'http://' prefix (for example,

http: //www.yahoo.com).

ICMP

ICMP (Internet Control Message Protocol) isa TCP/IP protocol used to send error and
control messages over the LAN (for example, it is used by the router to notify a
message sender that the destination node is not available).

IP

IP (Internet Protocol) is the protocol in the TCP/IP communications protocol suite that
contains a network address and allows messages to be routed to a different network or
subnet. However, 1P does not ensure delivery of a complete message—TCP provides
the function of ensuring delivery.

IP Address

The IP (Internet Protocol) address refers to the address of a computer attached to a
TCP/IP network. Every client and server station must have a unique IP address.
Clients are assigned either a permanent address or have one dynamically assigned to
them via DHCP. | P addresses are written as four sets of numbers separated by periods
(for example, 211.23.181.189).

ISP

An ISPisan organization providing Internet access service via modems, ISDN
(Integrated Services Digital Network), and private lines.

LAN

LANSs (Loca Area Networks) are networks that serve users within specific
geographical areas, such asin acompany building. LANs are comprised of servers,
workstations, a network operating system, and communications links such as the
router.

MAC Address

A MAC addressis aunique serial number burned into hardware adapters, giving the
adapter a unique identification.

Metric

A number that indicates how long a packet takes to get to its destination.

MTU

MTU (Maximum Transmission/Transfer Unit) is the largest packet size that can be
sent over anetwork. Messages larger than the MTU are divided into smaller packets.
NAT

NAT (Network Address Trandation - also known as | P masguerading) enables an
organization to present itself to the Internet with one address. NAT converts the
address of each LAN node into one IP address for the Internet (and vice versa). NAT
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also provides a certain amount of security by acting as afirewall by keeping
individual 1P addresses hidden from the WAN.

(Network) Administrator

The network administrator is the person who manages the LAN within an

organization. The administrator's job includes ensuring network security, keeping
software, hardware, and firmware up-to-date, and keeping track of network activity.
NTP

NTP (Network Time Protocol) is used to synchronize the realtime clock in a computer.
Internet primary and secondary servers synchronize to Coordinated Universal Time
(UTC).

Packet

A packet is aportion of datathat istransmitted in network communications. Packets
are also sometimes called frames and datagrams. Packets contain not only data, but
also the destination | P address.

Ping

Ping (Packet INternet Groper) isautility used to find out if a particular IP addressis
present online, and is usually used by networks for debugging.

Port

Ports are the communications pathways in and out of computers and network devices
(routers and switches). Most PCs have serial and parallel ports, which are external
sockets for connecting devices such as printers, modems, and mice. All network
adapters use ports to connect to the LAN. Ports are typically numbered.

PPPoE

PPPoE (Point-to-Point Protocol Over Ethernet) is used for running PPP protocol
(normally used for dial-up Internet connections) over an Ethernet.

PPTP

Point-to-Point Tunneling Protocol uses TCP to deal data for tunnel maintenance, and
uses PPP for sum up the information carried within the tunnel. The data carried within
the tunnel can be compressed or encrypted. The encryption method used is RSA RCA4.
PPTP can operate when the protocol is supported only on the client and the server
located on the other end that the client is corresponds with. No support is essential
from any of the routers or servers within the network the two PCs are connecting
across.

Protocol

A protocol is arule that governs the communication of data.

RIP

RIP (Routing Information Protocol) is arouting protocol that isintegrated in the
TCP/IP protocol. RIPfinds aroute that is based on the smallest number of hops
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between the source of a packet and its destination.

RTS

RTS (Request To Send) isasignal sent from the transmitting station to the receiving
station requesting permission to transmit data.

Server

Servers are typically powerful and fast machines that store programs and data. The
programs and data are shared by client machines (workstations) on the network.
SMTP

SMTP (Simple Mail Transfer Protocol) isthe standard Internet e-mail protocol. SMTP
isaTCP/IP protocol defining message format and includes a message transfer agent
that stores and forwards mail.

Subnet Mask

Subnet Masks (SUBNETwork masks) are used by I P protocol to direct messages into
a specified network segment (i.e., subnet). A subnet mask is stored in the client
machine, server or router and is compared with an incoming | P address to determine
whether to accept or reject the packet.

SysLog Server

A SyslLog server monitors incoming Syslog messages and decodes the messages for
logging purposes.

TCP

(Transmission Control Protocol) is the transport protocol in TCP/IP that ensures
messages over the network are transmitted accurately and completely.

TCP/IP

TCP/IP (Transmission Control Protocol/Internet Protocol) is the main Internet
communications protocol. The TCP part ensures that datais completely sent and
received at the other end. Another part of the TCP/IP protocol set is UDP, which is
used to send data when accuracy and guaranteed packet delivery are not as important
(for example, in real-time video and audio transmission).  The IP component of
TCP/IP provides data routability, meaning that data packets contain the destination
station and network addresses, enabling TCP/I P messages to be sent to multiple
networks within the LAN or in the WAN.

UDP

(User Datagram Protocol) is a protocol within TCP/IP that is used to transport
information when accurate delivery isn't necessary (for example, real-time video and
audio where packets can be dumped as there is no time for retransmitting the data).
Virtual Servers

Virtual servers are client servers (such as Web servers) that share resources with other
virtual servers (i.e., it isnot a dedicated server).
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WAN
WAN (Wide Area Network) is a communications network that covers awide

geographic area such as a country (contrasted with aLAN, which coversasmall area
such as a company building).



Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for
a Class B digital device, pursuant to Part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates,
uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful
interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one of
the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that
to which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is
subject to the following two conditions: (1) This device may not cause
harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

FCC Caution: Any changes or modifications not expressly approved by
the party responsible for compliance could void the user's authority to
operate this equipment.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth
for an uncontrolled environment. This equipment should be installed
and operated with minimum distance 20cm between the radiator & your
body.

This transmitter must not be co-located or operating in conjunction with
any other antenna or transmitter.



