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Chapter 1: Introduction

Introduction to Your Router

Thank you for purchasing BEC 8920NE The Ultimate Residential Gateway . The BEC 8920NE is
an all-in-one Universal Bonded Gateway supporting ultra-broadband triple-play services via multiple
WAN connection options. Service providers can utilize one gateway for all major broadband
technologies such ADSL2+, VDSL2, xDSL bonding and FTTH. In addition to offering the multiple
WAN connection options, the 8920NE integrates multiport Ethernet switching and routing, 802.11n
Wireless networking, advanced firewall security including stateful packet inspection, Quality of
Service (QoS) and remote management. Users can easily enjoy high bandwidth services such as
High Definition IPTV, streaming video, interactive gaming, over-the-top (OTT) applications to
multiple devices throughout the home.

Flexible Deployment Options

The BEC 8920NE provides service operators with flexible, scalable deployment options optimized to
both reduce costs and provide the longest possible lifespan for the investment. The BEC 8920NE
integrates dual WAN options; a VDSL2/ADSL2+ interface and a second 10/100/1000 Ethernet WAN
interface which can be used for broadband connectivity to any other Ethernet broadband device.
Operators can now deploy one device to support current and future network migration.

Quality of Service

Quality of Service (QoS) gives users’ full control over outgoing data traffic. Priority can be assigned
by the router to ensure that important transmissions like gaming packets, VolP calls or
IPTV/streaming content passes through the router at lightning speed, even when there is heavy
Internet traffic. The speed of different types of outgoing data passing through the gateway is also
controlled to ensure that users do not saturate bandwidth with their browsing activities.

Robust Firewall Security

The NAT default firewall has advanced anti-hacker pattern-filtering protection features that
automatically detect and block Denial of Service (DoS) attacks. In addition, Packet Filtering provides
high-level security for access control. Built with Stateful Packet Inspection (SPI), the router enables
users to determine whether or not a data packet is allowed to pass through the firewall to the private
LAN.

Optimal Wireless Speed and Coverage

With an integrated 802.11n Wireless Access Point, the router delivers up to 6 times the speed and 3
times the wireless coverage of an 802.11b / g network device. It supports a link rate up to 300Mbps
and is also compatible with 802.11b/g equipment. The Wireless Protected Access
(WPA-PSK/WPA2-PSK) and Wireless Encryption Protocol (WEP) features enhance the level of
transmission security and access control over Wireless LAN. The router also supports the Wi-Fi
Protected Setup (WPS) standard for easy and secure establishment of a wireless home network. If
the user’s network requires wider coverage, the built-in Wireless Distribution System (WDS)
repeater function expands the wireless network without needing any external wires or cables.



Pathway to the Future

The BEC 8920NE fully supports IPv6 (Internet Protocol Version 6), implementation of IPv6 is
growing significantly and multiple transition methods are required to support the coexistence and
migration from IPv4. With BEC IPv6 enabled devices, service providers easily adapt IPv6 to their
network as we support major transition mechanisms such as Dual-Stack, Dual-Stack Lite, and 6RD.

Features & Specifications

VDSL Compliance

» Compliant with ITU-T G.993.2, G.994.1 and G.997.1 VDSL2 Standard
» VDSL2 Profiles for one line: 8a, 8b, 8¢c.8d,12a,12b, 17a

» VDSL2 Profiles for two line: 8a, 8b, 8c.8d,12a, 12b

* ADSL/2/2+ fallback modes

» Comply G.993.5, G.998.2 and G.998.4

ADSL Compliance
» Compliant with ADSL Standards

- Full-rate ANSI T1.413 Issue 2

- G.dmt (ITU G.992.1)

- G.lite (ITU G.992.2)

- G.hs (ITU G.994.1)
» Compliant with ADSL2 Standards

- G.dmt.bis (ITU G.992.3)

- ADSL2 Annex M (ITU G.992.3 Annex M)
» Compliant with ADSL2+ Standards

- G.dmt.bis plus (ITU G.992.5)
* Comply ITU T G.998.1 and G.998.2

Network Protocols and Features

* NAT, static routing and RIP-1/2

* Universal Plug and Play (UPnP) Compliant

 Transparent Bridging

* Dynamic Domain Name System (DDNS)

* Virtual Server and DMZ

* SNTP, DNS relay and IGMP proxy

* VLAN_MUX and IGMP snooping for video service

» Management based-on IP protocol, port number and address
* SMTP Client

Quality of Service Control
* Supports the DiffServ approach
* Traffic prioritization and bandwidth management based-on IP protocol, port number and address
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Firewall & Virtual Private Network (VPN)

* Built-in NAT Firewall

» Stateful Packet Inspection (SPI)

* Prevents DoS attacks including Land Attack and Ping of Death, etc.
» Remose access control for web base access

* Anti probe function

* Packet filtering, MAC filtering, URL content filtering

» Password protection for system management

* VPN pass-through

Wireless LAN

» Compliant with IEEE 802.11n, 802.11g and 802.11b standards
» 2.4 GHz - 2.484 GHz frequency range

» Up to 300Mbps wireless operation rate

* WPS (Wi-Fi Protected Setup) supported

* 64/128 bits WEP supported for encryption

» Wireless Security with WPA-PSK/ WPA2-PSK support

* WDS repeater function support

* ATM Adaptation Layer Type 5 (AAL5)

* Multiple Protocol over AAL5 (RFC 2684, formerly RFC 1483)
* Bridged or routed Ethernet encapsulation

* VC and LLC based multiplexing

* PPP over Ethernet (PPPoE)

* PPP over ATM (RFC 2364)

* Classical IP over ATM (RFC 1577)

* MAC Encapsulated Routing (RFC 1483 MER)

* OAM F4/F5

* ATM QoS: UBR, CBR, VBR-rt, VBR-nrt

Management

* Quick Installation Wizard

» Web-based GUI for remote and local management

» Firmware upgrades and configuration data transfer via web-based interface
* Embedded Telnet server for remote and local management

* Available syslog

» Supports DHCP server/client/relay

* SNMP v1/v2, MIB supported



Hardware Specifications

Physical interface

* DSL: Single xDSL RJ-11 Interface

* EWAN: Giga Ethernet WAN port can be connected to ADSL/Cable/VDSL/Fiber modem device
» Ethernet MDI/MDIX Switch: 3-port 10/100Mbps and 1-10/100/1000Mbps port (GigaConnect ® )
* Factory default reset button

* WPS push button

» Power jack

» Power switch

* WLAN: 2 antennas

Physical Specifications
* Dimensions: 9.04" x 6.10" x 1.46" (229.5mm x 155mm x 37mm)

Applications Diagram

*D5SL Single Pair mode
xD5L Bonded mode
smmmmms FTTH EWAN mode




Chapter 2: Product Overview

Important note for using this router

e

\_

& Do not use the router in high humidity or high temperatures.

O & Do not use the same power source for the router as other equipment.
& Do not open or repair the case yourself. If the router is too hot, turn off the

Warning power immediately and have it repaired at a qualified service center,

& Avoid using this product and all accessories outdoors.

@ Place the router on a stable surface.

& Only use the power adapter that comes with the package. Using a different

Attention voltage rating power adaptor may damage the router.

Package Contents

DN NI N NN

BEC 8920NE The Ultimate Residential Gateway
RJ-45 Ethernet Cable

Y-Cable for VDSL bonded operation

Two wireless detachable antennas

Power adaptor




Device Description

The Front LEDs

BEL

TECHNOLOGIES

1000m 1000m
100m 100m

¢ @ B 8 - 4 8 9@ @2 @
PWR ETH1 ETH2 ETH3 é“-g @3 WLAN WPS DsL DsL2 INET
ETH4 GbE

LED

Function

1 | Power (PWR)

Lit green: when the device is ready.
No light: when no power is connected.

2 | Ethernet (ETH) 1 -3

Lit green: when LAN port is connected to an Ethernet device.
Flashing green: when data is being Transmitted / Received.
No light: when no LAN port is not being connected.

Gigabit Ethernet
(ETH) 4

This is a Gigabit LAN Ethernet port.

Lit green: when LAN port is connected to an Ethernet device.
Flashing green: when data is being Transmitted / Received.
No light: when no LAN port is not being connected.

4 | GbEthernet (GbE)

WAN port for broadband connectivity
Lit green: when connected to a Cable modem, xDSL modem, Fiber
(PON) modem's Ethernet port.

5 | Wireless (WLAN)

Lit green: when the wireless connection is enabled.
Flashing green: when the device is sending/receiving data.
No light: when wireless function is off

Lit green: when wireless device(s) has connected successfully
connected to the wireless network via WPS mode.

6 | WPS Flashing green: when WPS is enabled and trying to establish a
WPS connetion.
No light: when WPS function is off
Lit green: DSL is in sych with DSLAM and connection is up.

7 | DsL / DsL2 Quick Flashing green: DSL trys to establish handshke with the
DSLAM.
Slow Flashing green: No DSL link
Lit green: when Internet is being connected; IP recieved.

8 | INET Flashing green: when the device is sending/recieving data traffic.

No light: Device is either off or DSL failed to connect.




The Rear Ports

1 detachable
antenna (ANT)

ETH4 ETH3 ETH2 ETH1 ON/OFF POWER ANT
RESET .'E'—\ “, ."’,"
@ :L( L \ b
\\-.J .
Port Function
Wireless

Connect a wireless detachable antenna to this port.

2 DSL

Connect the device to an ADSL/VDSL telephone jack or splitter using a
RJ-11 telephone cable

3 |WAN

Connect to a Cable modem, xDSL modem, Fiber (PON) modem.

4 Ethernet (1~4)

Connect your computer or an Ethernet device to a LAN port, using the
included Ethernet cable.

5 USB*future release

Both USB1 and USB2 can be connected to a USB device, such as,
HDD xfuture release

6 Reset Button

Press it to reset the device or restore to factory default settings.

7 Power Switch

Power ON/OFF switch

8 Power Jack

Connect the supplied power adapter to this jack.

Wireless
9 detachable
antenna (ANT)

Connect the 3G / 4G detachable antenna to this port.

Cabling

The most common problem associated with Ethernet is bad cabling. Make sure that all connected
devices are turned on. In the front of the product is a bank of LEDs. Verify that the LAN Link and
WAN Link LEDS are lit. If they are not, verify that you are using the proper cables.



Chapter 3: Basic Installation

You can configure the BEC 8920NE The Ultimate Residential Gateway through the convenient
and user-friendly interface of a web browser. Most popular operating systems such as Linux and
Windows 98 / NT /2000 / XP / ME / 7 / Vista include a web browser as a standard application.

PCs must have a properly installed Ethernet interface which connects to the router directly or
through an external repeater hub. In addition, PCs must have TCP/IP installed and configured to
obtain an IP address through a DHCP server or a fixed IP address that must be in the same subnet
as the router. The default IP address of the router is 192.168.1.254 and the subnet mask is
255.255.255.0 (i.e. any attached PC must be in the same subnet, and have an IP address in the
range between 192.168.1.1 and 192.168.1.253). The easiest way is to configure the PC is to obtain
an IP address automatically from the router using DHCP. If you encounter any problems accessing
the router’s web interface you are advised to uninstall any kind of software firewall on your PCs, as
they can cause problems when trying to access the 192.168.1.254 IP address of the router.

Please follow the steps below for installation on your PC’s network environment. First of all, check
your PC’s network components. The TCP/IP protocol stack and Ethernet network adapter must be
installed. If not, please refer to your Windows-related or other operating system manuals.

~N

(

”0’5' Any TCP/IP capable workstation can be used to communicate with or
through the BEC 8920NE The Ultimate Residential Gateway . To
configure other types of workstations, please consult the
manufacturer’s documentation.

- J

10



Network Configuration

Configuring a PC in Windows 7

1.

Go to Start.
Control Panel .

Click on

Then click on Network and
Internet .

When the Network and
Sharing Center  window
pops up, select and click on
Change adapter settings

on the left window panel.

Select the Local Area
Connection , and right click
the icon to select
Properties .

)

w [dg ][ search Cantrot Pane ol

GQ [E» cControl Panel »

Adjust your computer’s settings Viewby:  Category ©

System and Security
Review your computer's status

User Accounts and Family Safety

Back up your computer

¥ y user
Find and fix problems

Appearance and Personalization
w, Network and Internet Changethe theme

Change desktop background
Adjust screen reselution

omegroup and sharing options

/ Hardware and Sound
v s and printers
e

Clock, Language, and Region

Change keyboards or other input methads

da
Adjust commonly used mobility settings (B P
Let Windos
Optimi

©% F &

gest settings
Programs JE\?\\J’-plE' g
Uninstall & program b

S
ntrol Pane o]
7]

G-

Control Panel Home

Y« Network and Intenet » Network and Sharing Center <[4 ][

View your basic network information and set up connections

L = @

Manage wireless networks See full map

W TEST-RC BGSION-CNC Tntemet
(This computer)
settings
g View your sctive networks Connect or disconnect
Accesstyper  Internet

ss Network Connection
ON-CHC)

Connections;

S BGS10N-CNC

Public network

Change your netwarking settings

diGe Set up @ new connection or network:
= )
Set up 2 wireless, broadband, dial-up, ad hoc, or VRN connection; or set up a rauter or sccess

point,

W Connectto a network

Cennect or reconnect to a wireless, wired, dial-up, or VPN network connection.

[E=8 Bl =)

@uv|§>‘ @ RawbikangTiemes. & NGWBk Conetions ¥

v|&,H Sea ork Co ol
Organize ~  Disable this network device  Diagnose this connection  Rename this connection 3 =~ O @
| W™ Network Bdender l: () Standalene Network Edender
= Disconnected = Disconnected

ork Extender SSLYPN Adapter &3 standslons Network Etender S5L...

Status
Diagnoze k

) Bridge Connections

ss Network Connection 3
nected
osoft Virtual WiFi Miniport A..

Create Shartcut
Delete

Rename

Propertics




5.

Select Internet Protocol
Version 4 (TCP/IPv4) then
click Properties .

In the TCP/IPv4 properties
window, select the Obtain
an IP address
automatically and Obtain
DNS  Server address
automatically radio
buttons. Then click OK to
exit the setting.

Click OK again in the Local
Area Connection
Properties window to apply
the new configuration.

E Local Area Connection Properties

Metworking | Sharing

Connect using:

l_-'l'* Broadcom 57k Gigabit Integrated Contraller

This connection uses the following items:

% Client for Microsoft Networks

QQDS Packet Scheduler

gFile and Printer Sharing for Microsoft Networks
a Version § (TCP/PvE)
g i Itemet Protocol Version 4 (TCP/IPv4) |
b [ i Vapper /0 Driver
i Link-Layer Topology Discovery Responder

Description

Transmigsion Control Protocol/Intemet Protocol. The default
wide area networl protocal that provides communication
across diverse interconnected networks.

[ 0K ][ Cancel I

Internet Protocol Version 4 (TCP/IPw4) Properties

[ 7 ]Sl

General | Alternate Configuration |

‘fou can get IP settings assigned automatically if vour network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

@ CObtain an IP address sutomatically
{7 Use the following IP address:

IP address:
Subnet mask:

Default gakeway:

(@ Obtain DNS server address automatically

{3 Use the following DNS server addresses:

Preferred DS server:

#lternate DMNS server:

Validate settings upon exit

J[ Cancel ]

[ o




Configuring a PC in Windows Vista

1. Go to Start. Click on
Network .

2. Then click on Network and
Sharing Center at the top
bar.

3. When the Network and
Sharing Center  window
pops up, select and click on
Manage network
connections on the left
window pane.

4, Select the Local Area
Connection , and right click
the icon to select
Properties .

ork’and Sharing Center ~ 3 Add a printer - #° Add 8 wire

This computer is not connected to a network, Click to connect...

Favorie Dinks Name Category Workgroup Metwork location

E| Documents
Ej Pictures

ﬂ Music

|# Recently Changed

E Searches
M Public

Get in 3 cann -,.,.i-: ; ig} g

Manage network conne ’
TESTL-WHQL Internet
Lhagnose and repair (This computer)

!.- Not connected

You are currently not connected to any networks,
Connect to a network

— L —— —

« Metwork and Internet » MNetwork Connections »

Metwork Cate

Device Mame Connectivity

Dial-up (2} -
I-' t@ Metwork Extender L—'. Standalone Metwork Extende
e Disconnected — Dizconnected

£B Network Extender SSLVEN A... 858 15DN WAN Device

LAN or High-5peed Internet (1)

=~ | Local Area Connection
E - W= T EpTEE I 2l
% w7 In Disable

Status

Diagnose
Bridge Connections

Create Shortcut
Delets

Rename

Properties




Select Internet Protocol
Version 4 (TCP/IPv4) then
click Properties .

In the TCP/IPv4 properties
window, select the Obtain an
IP address automatically
and Obtain DNS Server
address automatically
radio buttons. Then click OK
to exit the setting.

Click OK again in the Local
Area Connection
Properties window to apply
the new configuration.

':i"i

"

I_Dca1 Area Connechcn Pmper"f:les C— w%
Metwarking |
Connect using:

='l£" Intel{R} 825660M Gigabit Metwork Connection

Thig connection uses the following tems:

v 5% Cliert for Microsoft Networks

] QGGS Facket Scheduler

] Q File and Printer Shanng for Microsoft Metworks

=

e N iier

v s |JI'||': La}ferTnpnIug:.r Dlsu:n'uer:.r Mapper 140 Cinver

Wl s Link-Layer Topology Discovery Responder
Install...

Crescription

Transmigsion Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Uninstall

Internet Protocol Version 4 (TCP/IPv4) Properties ot

General | Alternate Configuration |

¥ou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

@ Obtain an IP address automatically
() Use the following IP address:

IF address:

Subnet mask

[“_"f.':-'_';" gaten ay

@ Obtain DMNS server address automatically

(7} Use the following DMS server addresses!

Alksrnate DMNS server;

Advanced...

DKjCa_ncel-




Configuring a PC in Windows XP

1. Go to Start. Click on Control Panel.
2. Then click on Network and Internet

3. Inthe Local Area Connection Status
window, click Properties .

4. Select Internet Protocol (TCP/IP) and
click Properties .

5. Select the Obtain an IP address
automatically and the Obtain DNS
server address automatically radio
buttons.

6. Click OK to finish the configuration.

B Control Panel

File:

Edit  Wiew Fawvorites Tools Help

e e < " /‘—) Search

address | Control Panel

||~ Folders v

a’l Control Panel £

B Switch to Category Yiew

See Also

Phone and  Power Options
Modem ...

L e

Printers and  Regional and  Scanners and

£ windows Update Faxes Language ... Camneras
Q) Help and Support /.‘} @ -
Scheduled Sounds and Speech
Tasks Audio Devices

4 Local Area Connection 5tatus

" Gereral | Support |
Connection
Status: Connected
Druration: oo:19:32
Speed: 100.0 Mbps
A kst =
Sent ,5,'" Heceived
.
Packets: 27 ]
( Froperties ‘[ Dizable ]
4
e S

- Local Area Connection Properties

General | Authentication || Advanced |

Connect using

| S ASUST ek Broadcom 4405 104100 Integrated Contraller |

Thiz connection uses the fallowing itens:

=1 Client for Microsoft Metbworks

File and Printer Sharing for Microsoft Metworks
4= 0 oS Packet Scheduler
bermst P ol [TCP-1P]

Ih=tall

D escription

Llmin=tall

[ Froremies D]

T ransmission Control Protocol/Internet Protocol. The default
wide area network protocol that provides communication
ascross diverse interconmected metworks

[ Show icon in notification area when connected

[ or ][

Cancel |

Internet Protocol {TCP/IP) Properties

General | Alternate Configuration |

“rou can get IP settings assigned automatically if your network. supparks
this capability. Othernwise, vou need to ask vour network administrator for
the appropriate IF settings.

N
&@ Obtain an IF address automatically

€ Use the following 1P address:

&@ Obtain DMS server addiess automatically
3 Use the following DMNS server addresses:

]
——

[ ok ] [

Cancel |




Configuring a PC in Windows 2000

1. Go to Start / Settings / Control Panel
In the Control Panel, double-click on
Network and Dial-up Connections .

2. Double-click Local Area Connection

3. In the Local Area Connection Status
window click Properties .

4. Select Internet Protocol (TCP/IP) and

click Properties .

5. Select the Obtain an IP address
automatically and the Obtain DNS
server address automatically radio
buttons.

6. Click OK to finish the configuration.

{1 Network and Dial-up Connections

Fie Edt Yiew Favorites Tools Advanced Help

=10

Back + = - | Qsearch  TjFolders £ ‘ B xa | -

Address I Network and Dial-up Cannections

j PGU

u (A
= Make New a
Network and Dial-up  Comnection
Connections

Local Area Connection
Type: LAN Connection
Status: Enabled

ASUSTek/Broadcom 440x 107100
Integrated Controller

Local Area Connection Status ?I XI
General I
— Connection
Status: Connected
Diuration: OE:1E: 26
Speed: 100.0 Mbps
— Lackivib
Chivity p—" )
Sent —— =1 —— Received
[ER=CS
Fackets: 12215 | 109,427
Properties I Dizable I

Close I

Local Area Connection Properties

General |

Cormnect using:

-l |

I HE ASUSTeK /Broadcom 440z 104100 Integrated Controller

Components checked are used by this connection:

Client far Micrazaoft Netwark s
File: and Printer Sharing for Microsoft Retworks

Internet P ol [TCE/IF]

Imstall. | Uninstall | Properties

wide area nebwork protocol that provides communication

D =scription
Transmission Control Protocol intemet Protocol. The default
across diverse interconnected networks.

—

Showe icon in taskbar when connected

oK |

Internet Protocol (TCP/IP) Froperties

General |
rou can get IP settings assigned automatically if yvour netvwork supports

thiz capability. Otherwize. you need to ask your netvwork. administrator For
the appropriate |P settings.

= Obtain an IP address automatically

= = |

% Use the following IP address:
IF address: I . . .

Subnet mask:

D efault gatevsay:

1= Obtain DMS server address automatically
—f Use the following DNS server addresses
Frefered DS server

——

Alternate DHS senver:

|——

Advanced... I

o 1

Cancel |
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Configuring PC in Windows 98/Me

1. Go to Start / Settings / Control Panel . LSGas & S
In the Control Panel, double-click on Canfiguration | lderiification | Accsss Conval |
Network and choose the
Configuration tab.

The following network components are installed:

Microsoft Family Logon AI

SR ASUST ek Broadocom 440x 10/100 |ntegrated Controller
HE Dial-Up Adapter
X TCPAIP > AS5USTek/Broadcom 440= 10100 Integrated
-
>

(&4 TCFAP -> Dial-Up Adapter

A |
2. Select TCP/IP ->NE2000 Compatible , add | Removs

or the name of your Network Interface imery terst Lo -
. Microsoft Family Logon =
Card (NIC) in your PC.

File and Frint Sharing. . |

Description
TCP/IF is the protocaol you use to connect to the Intermnst and
wide-area netweorks.

oK | Cancel |
3. Select the Obtain an IP address
automatica”y radio button. DS BC:r‘:‘f‘i;ifation IIGatew:f1a$Ie:S v:onfilgurationNEtIBFI'E-Ié«deress

An |P address can be automatically assigned to this computer.
IF your network. does not automatically assign IP addresses, ask
wour nebwork administrator for an address. and then tppe it in
the zpace belows.

= dbtain an IP address automaticali

 Specify an IP address:
IR Eddicss [ i . . ]
Subrnet kM asks | o | | |
Ok I Cancel I
4. Then select the DNS Configuration /1D Brapes 2l
tab Bindings I Advanced I MHetBlIOS I

DMS Configuration I Gateway I WIS Configuration I IP &ddress
o
— " Enable DMNS

5. Select the Disable DNS radio button e el
and click OK to finish the configuration. DMS Server Search Ordar
[ . i i | el |

[Marmat Stz Search) Mrder,

| alta)
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Configuring PC in Windows NT4.0

1. Go to Start / Settings / Control Panel . Motk e

In the Control Panel, double-click on 'd‘j":iﬂca:? lt Se-lvfces Protocols | Adapters | Bindings |
Network and choose the Protocols tab. TR

W NwWLink IP=/SPX Compatible Transport
¥ NWLink NetBIOS

2. Select TCP/IP Protocol and click

Properties .
Add... I Eemove l Updste

— Description:
Transport Control Protocol/Internet Protacol. The default wide
area network protocol that provides communication across
diverse interconnected networks.

oK | Cancel |

3. Select the Obtain an IP address from a
. . IF Address | ress | FRouting
DHCP server radio button and click OK. ERE VRS | R ]

A P address can be automatically assigned to this nebwork card
by & DHEP server. |f your netwark doss not have 5 DHCP server,
sk your netwoik administrator for an addiess, and then ps it in
‘the space below: :

Sdapter

M Obtain an 1P address from a DHER server
— ¥ Specify an 1P address

i I

et et I

e fallbE st !

cadvanced... I
ok ]| sancet | S|
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Factory Default Settings

Before configuring the router, you need to know the following default settings.

Web Interface: (Username and Password)

k= Username: admin
= Password: admin

The default username and password are “admin ” and “admin ” respectively.

\

/ If you ever forget the username/password to login to the router, you may
press the RESET button up to 6 seconds then release it to restore the
factory default settings.

Caution : After pressing the RESET button for more than 6 seconds then
release it, to be sure you power cycle the device again.

- J

Device LAN IP settings

» |P Address: 192.168.1.254
B Subnet Mask: 255.255.255.0

DHCP server

k= DHCP server is enabled.
B Start IP Address: 192.168.1.100
» IP pool counts: 100

LAN Port Addresses

The parameters of LAN and WAN ports are preset at the factory. The default values are shown
below.

LAN Port

IP address 192.168.1.254

Subnet Mask 255.255.255.0

IP addresses for distribution to 100 IP addresses continuing from 192.168.1.100
PCs through 192.168.1.199




Information from your ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider) what kind
of services are provided, such as PPPoE, Obtain an IP Address Automatically, Fixed IP address.

Gather the information as illustrated in the following table and keep it for reference.

VPIVCI, VC | LLC-based multiplexing, Username,
Password, Service Name, and Domain Name System

FEPEIERIPL 2olls) (DNS) IP address (it can be automatically assigned by your
ISP when you connect or be set manually)
VPINVCI, VC | LLC-based multiplexing, Username,
PPPOA(RFC2364) Password and Domain Name System (DNS) IP address (it

can be automatically assigned by your ISP when you
connect or be set manually)

Obtain an IP Address | DHCP Client (it can be automatically assigned by your ISP
Automatically when you connect or be set manually).

IP address, Subnet mask, Gateway address, and Domain
Name System (DNS) IP address (it is fixed IP address).

Fixed IP Address

Bridge VPI/VCI, VC / LLC-based multiplexing to use Bridged Mode
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Configuring with your Web Browser

Open your web browser, enter the IP address of your router, which by default is 192.168.1.254, and
click “Go”, a user name and password window prompt appears. Enter the user name and password
that your administrator has set for you then click OK. When you are authorised, you will access to

the router.

The default username and password are “admin” and “admin” respectively for the Administrator

account type.

Congratulations! You have successfully logged on to your BEC 8920NE The Ultimate Residential

Gateway!

I Status

¥ Device Infonmation
Model Mame
HostName ¢
System Up-Time
Cement Timeb
Hardware Versian
Software Yersion

AL daress

Vfireless Driver Yersion

05| connecion information
Linz Rate - Upstream (kbps

Lina Rta - Downziream (Kbpz)

LA 1P Address
Detault Gatewsr
Frimary DS Sarver
Secondary DHS Server

Connect to 192.168.1. 254

2

The server 192, 168.1. 254 &t BiPAC GE00L recuirss a
username and pessword

Warnimg! This server iz reguesting that vour Lsermame ard
pas=sword be sent in an insecura manner |basic authenticabon
without a secure connection),

|

User nams: W |

Password: |

o

emErber my password

[ Ok | [ Cancal

BEC 83000

gateway

& min‘s) 47 seconds
Satdan 100:03.47 2000
ANHES A

1.00m
0004 e 880009
EA035 0. cped 4020

1921681254



Chapter 4: Basic Configuration

Once you have logged on to your router via your web browser, you can begin to set it up according to
your requirements. On the configuration homepage, the left navigation pane links you directly to the
setup pages, which includes:

@ status

- WAN Info

- Statistics

- Route Table

- ARP Table

- DHCP Table

- System Log
@ Configuration

- LAN

- WAN

- System

- Firewall

- QoS

- Virtual Server

- Advanced
@ Diagnoistic

- Diagnostics

- Fault Management
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Status

I Status

¥ Device Information

Madel Name BEC 8300N
Hasthame® ga‘tewa'y

Systemn Up-Time 8 min(s} 47 seconds
Current Time # Sat Jan 1 000847 2000
Hardwara Varsion ANMNEX A

Software Varsion 1.00m

MAC Address 00:04.ed:88:00:01
Wireiess Diiver Version 5.10.65.0.coed4 4020

* DSL connection Information

Line Rate - Upstream (Kbps)

Line Rate - Downstream (Kbps)

LAMN IPva Address 192.168.1.254
Default Gateway

Primary DNE Server

Secondary DNS Server

Device Information

Model Name: Displays the model name.

Host Name: Provide a name for the router for identification purposes. Host Name lets you change the
router name.

System Up-Time: Records system up-time.

Current time: Set the current time. See the Time Zone section for more information.
Hardware Version: Device version.

Software Version: Firmware version.

MAC Address: The LAN MAC address.

DSL connection information

DSL connection information: User can look up to see all the informaion for DSL connection:
Upstream/Downstream Line Rate (Kbps), LAN IPv4 Address, Default Gateway, and Primary/Secondary
DNS Server.
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WAN Info

The WAN Info screen displays the configured PVC(s) and the status.
Interface: Shows connection interfaces.

Description: Shows the user defined name of WAN service.

Type: Shows the connection type, such as PPPoOE, IPoE and so on.
VlanMuxld: Shows the status of the VLAN MuxId.

Igmp: Shows the status of the IGMP function.

NAT: Shows the status of the NAT.

Firewall: Shows the status of the firewall.

Status: Shows the connection state of the WAN connection.
IPv4 Address: Shows IP address for WAN interface.

24



Statistics

These are the items within the Statistics section: LAN, WAN Service , xTM and xDSL.

LAN

This screen shows interface statistics for LAN of Ethernet interfaces.

I Status

= Statistics - LAN

Recelved Transmitted
Interface - — .
Biytes Plis Emrs Drops Byies Plis Errs Drops
eth1 3548403 22772 0 0 5345495 362 0 1)
eth2 [i] o 0 1] 72262 3 0 L]
eth3 30656 104 0 0 2182 20 o o
ethd 1] 1] 0 i} 71020 324 0 0
l Reset Statistics

Interface: Lists connection interfaces.

Received/Transmitted Bytes: Rx/TX (receive/transmit) packet in Byte.
Received/Transmitted Pkts: Rx/TX (receive/transmit) packets.
Received/Transmitted Errs:  Rx/TX (receive/transmit) packets that are errors.
Received/Transmitted Drops: Rx/TX (receive/transmit) packets that are dropped.

Reset statistics: Click to update the statistics.

WAN Service

I Status

- Statistics - WAN Service

Interface Description s
Byles Pkis Ems Drops Bries Pkis Ems Drops
Reset Statistics

This screen shows the current statistics for WAN.

Interface: Shows connection interfaces.

Description : Shows the user defined name of WAN service.
Received/Transmitted Bytes: Rx/TX (receive/transmit) packet in Byte.
Received/Transmitted Pkts: Rx/TX (receive/transmit) packets.
Received/Transmitted Errs: Rx/TX (receive/transmit) packets that are errors.
Received/Transmitted Drops: Rx/TX (receive/transmit) packets that are dropped.

Reset statistics: Click to update the statistics.
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XTM

The Statistics-xTM screen displays all the xTM statistics.

I Status

- Statistics - xTM

Port In Out In Out In OAM Out OAM In ASM Out ASM In Packet
Number  Octets Octets Packets Packeis Cells Cells Cells Cells Errors

Port Number: Shows number of the port for xTM.

In Octets: Number of received octets over the interface.

Out Octets: Number of transmitted octets over the interface.
In Packets: Number of received packets over the interface.
Out Packets: Number of transmitted packets over the interface.
In OAM Cells: Number of OAM cells received.

Out OAM Cells: Number of OAM cells transmitted.

In ASM Cells: Number of ASM cells received.

Out ASM Cells: Number of ASM cells transmitted.

In Packet Errors: Number of received packets with errors.
In Cell Errors: Number of received cells with errors.

Reset: Click to reset the statistics.
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xDSL

The Statistics-xDSL screen displays all the xDSL network statistics.

I Status

* Statistics — xDSL

DSP Firmware Version AZpvC011d d21j2
Mode

Traffic Type

Status Disabled

Link Power State

Downstream Upstream
Line Coding(Trellis)
SMNR Margin (0.1 dB)
Attenuation (0.1 dB)
Qutput Fower (0.1 dBm)
Aftainable Rate (Kbps)
Rate (Kbps)
Super Frames
Super Frame Emors
RS Words
RS Correctable Emors
RS Uncorrectable Errors
HEC Efrors
0CD Errots
LCD Efrors
Total Celis
Data Cells
BitErrors
Total ES
Total SES
Total UAS
[ wDSLBERTest || ResetStatisics |

DSP Firmware Version: DSP code version.

Mode: Modulation protocol, including G.dmt, G.lite, T1.413, ADSL2, ADSL2+ and VDSL2.
Traffic Type: Channel type, including ATM or PTM.

Status: Shows the status of the DSL link.

Link Power State: Shows link output power state.

Upstream: Upstream rate.

Downstream: Downstream rate.

Line Coding(Trellis):  Trellis On/Off.

SNR Margin (0.1 dB): This shows the Signal to Noise Ratio (SNR) margin.

Attenuation (0.1 dB): This is estimate of average loop attenuation of signal.
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Output Power (0.1 dBm): Total upstream output power.

Attainable Rate (Kbps): The sync rate you would obtain.

Rate (Kbps): Current sync rate.

Super Frames: Total number of super frames.

Super Frame Errors:  Number of super frames received with errors.
RS Words: Total number of Reed-Solomon code errors.

RS Correctable Errors: Total number of RS with correctable errors.
RS Uncorrectable Errors:  Total number of RS words with uncorrectable errors.
HEC Errors: Total number of Header Error Checksum errors.

OCD Errors: Total number of out-of-cell Delineation errors.

LCD Errors: Total number of Loss of Cell Delineation.

Total Cells: Total number of cells.

Data Cells: Total number of data cells.

Bit Errors: Total number of bit errors.

Total ES: Total Number of Errored Seconds.

Total SES: Total Number of Severely Errored Seconds.

Total UAS: Total Number of Unavailable Seconds.

xDSL BER Test: Click this button to start a bit Error Rate Test.

Reset Statistics: Click this button to reset the statistics.

Route Table

The Rout Table provides users with a database in the router that contains current network topology such
as current paths for transmitted packets. Both static and dynamic routes are displayed.

I Status

* Route Table
Destination Galeway Subnet ldask Metric Senice Interface
192.168.17.0 0.00.0 2552552550 0 br0

Destination: Displays the IP address of the destination network.
Gateway: Displays the IP address of the gateway that this route uses.
Subnet Mask: Displays the destination subnet mask address.

Metric: Displays the number of hops counted as the Metric of the route.
Service : Displays the current service that this route uses.

Interface: Displays the existing interface that this route uses.
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ARP Table

IStatus

~ ARP Tabia

IP Address MAC Address Interface
192.168.17.63 00-18:-F3.84B2CA bro

This table stores mapping information that the device uses to find the Layer 2 Media Access Control
(MAC) address that corresponds to the Layer 3 IP address of the device via the Address Resolution
Protocol (ARP) feature.

IP Address: Shows the IP Address of the device that the MAC address maps to.

MAC Address: Shows the MAC address that is corresponded to the IP address of the device it is
mapped to.

Interface: The interface name (on the router) that this IP address connects to.

DHCP Table

This Table lists the DHCP lease information for all IP addresses assigned by the DHCP server in the
device.

I Status

* DHCP Table
Hostnama MAC Address IP Address Expires In

Hostname: The Hostname of internal dhcp client.
MAC Address: The MAC Address of internal dhcp client host.
IP Address: This is the IP address that is assigned to the host with this MAC address.

Expires In: Shows the information provided during registration.

System Log

Display system logs accumulated up to the present time. You can trace its historical information with this
function.

ISIatus

* System Log

DateMime Facility Message

Jan 100:00:03 user hub 1-0:1.0: over-current change on port 2

Jan 100:00:03 user eth? Link UP 100 mbps half duplex
Refrash

Refresh: Click to update the system log.
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Configuration

When you click this item, the column will expand to display the sub-items that will allow you to further
configure your BEC 8920NE router.

LAN, WAN, System , Firewall , QoS, Virtual Server and Advanced .

The function of each configuration sub-item is described in the following sections.

LAN - Local Area Network

A Local Area Network (LAN) is a shared communication system network where many computers are
connected. This type of network is area defined and is usually limited to a confined region within a
building or just within the same storey of a building.

ILAH Setting
*Ethernet
Parameters
GroupName Default =
IP Address 192163 1.254
Subnet Mask 255.255.2550
IGMP
[[] Enable IGMP Snaoping
IGMP Snoaping Standard Mode
Blocking Mode
~IP Alias
Parameters
IP Allas [ Enable
IF Addrass
Subnet Mask
* DHCP Server/DHCP Relfay
Paramatars
DHCP Server Mode Cisable .
ApplyiSave l
Ethernet

The router supports more than one Ethernet IP addresses in the LAN, and with distinct LAN subnets
through which you can access the Internet at the same time. Users usually only have one subnet in their
LAN. The default IP address for the router is 192.168.1.254.

Parameters

GroupName: Select the groupname from the listbox. You can add new groups on Interface Grouping
screen (Configuration>Advanced>Interface Grouping, please refer to Interface Grouping section).

IP Address: Enter the default IP on this router.
Subnet Mask: Enter the default subnet mask on this router.
IGMP

IGMP Snooping: Allows a layer 2 switch to manage the transmission of any incoming IGMP multicast
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packet groups between the host and the router. Default is set to Disable. Check Enable IGMP Snooping
check box to activate this function and choose Standard Mode or Blocking Mode.

IP Alias

This function allows the addition an IP alias to the network interface. This further allows user flexibly to
assign a specific function to use this IP.

IP Alias: Check Enable check box to activate this function.

IP Address: Enter the IP address to be added to the network.
Subnet Mask: Specify a subnet mask for the IP to be added.
DHCP Server/DHCP Relay

DHCP allows networked devices to obtain information on the parameter of IP, Netmask, Gateway as well
as DNS through the Ethernet Address of the device.

To configure the router's DHCP Server, select DHCP Server from the DHCP Server Mode drop-down
menu. A message window will pop up to remind you as below. Click OK to continue.

Message from webpage

L Last portion of IP Address has to be kess than 254 For Enabled DHCP Server
e Y

You can then configure parameters of the DHCP Server including the domain name, IP pool (starting IP
address and ending IP address to be allocated to PCs on your network) and lease time for each
assigned IP address (the period of time the IP address assigned will be valid). These details are sent to
the DHCP client (i.e. your PC) when it requests an IP address from the DHCP server. Click Add to save
this entry or Remove to delete an existing entry.

¥ DHCP Server/DHCP Relay

Parameters

DHCP Server Mode m:

Domain Name home

Start IP Address 192 168.1.100

EndIP Address 1982.1688.1.189

Leased Time (hour) 24

Fixed Host

MAC Address IP Address Remove

If you select DHCP Relay from the DHCP Server Mode drop-down menu, you must enter the IP address
of the DHCP server that assigns an IP address to the DHCP client in the LAN. Use this function only if
advised to do so by your network administrator or ISP.

¥ DHCP Server/DHCP Relay
Parameters
DHCP Server Mode DHCF‘ Relay |

DHCP Server |P Address

Click Apply/Save to confirm the changes and enable the above functions.
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WAN - Wide Area Network

A WAN (Wide Area Network) is a computer network that covers a broad geographical area (eg. Internet)
that is used to connect LAN and other types of network systems. There are the items within the WAN
section: Layer2 Interface , WAN Service and DSL.

Layer2 Interface
PTM Interface (VDSL)

ICOI‘II’IQUI ation

*DSL PTM Interface
Interface DSL Latency PTM Priority Connection Mode QoS Remove

Click Add to go to PTM Configuration screen.
I Configuration

* PTM Configuration

Parameters
DSL Latency Pathd [ Path1
PTH Priority [¥] Mormat Priority [T High Priority (Preemption)
(® Default Mode - Single senice over one connection
Connection Mode () VLAN MUX Mode - Multiple Vian senvice over one conneclion

() MSC Mode - Multiple Senvice over one Conneclion

Enable Quality Of Senvice

i ! is P t ;
E;:hm:na;: deg:v“eml onn“'sﬁfmor' zlierm:r izrfacs [l Enable Quality Of Service
assign priorties for the applications.

On this screen, you can configurate a PTM connection. Check DSL Latency , set PTM Priority , and
choose the appropriate Connection Mode . If you want to activate packet level QoS for this PTM
interface, check Enable Quality Of Service check box (To assign priorities for the applications, please
use Advanced Setup>Quality of Service.).

Click Apply/Save to save the changes or Back to return to DSL PTM Interface table.

ATM Interface (ADSL)

IConfiguratinn

*DSL ATM Interface
Interface Vpi Vo DSL Latency Categary Link Type Connection Mode QoS  Remove

Click Add to go to ATM PVC Configuration screen.
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ICUnI’igur ation

* ATM PVC Configuration

Paramelers

VFI (0-255) 0

VCI (32-65535) a5 |

DSL Latancy Path0 [ Path1

gﬁé_ Link Type (EoA is for FPFOE, IPoE, and @ Eok ©) pPRoA O IPo
ge.)

Encapsulation Mode LLCISNAP-BRIDGING

Senvice Category: UBR Without PCR ¥

Peak Cell Rate {cellsis)
Sustainable Cell Rate (cellsis)

WMaximum Burst Size (calls)

%) Default Mode - Single senvice over one connection
Connection Mode ) VLAN MUX Mode - Multiple \ian senvice over one conneclion

) MSC Made - Multiple Sendce over one Connection
Enable Quality Of Senvice
Enabling packet level QoS for a PVC improves
performance ior seiecied Ciasses of appiications.
QoS cannot be setfor CBR and Reallime VBR
QoS consumes system resources; therefore the
number of PVCs will be reduced. Use Advanced
Setup/Quality of Service to assign priorties for
the applications.

[l Enable Quality Of Service

VPI (0~255) / VCI (32~65535): Enter the VPI/VCI values provided by your ISP.
DSL Latency: Check PathO or Pathl for DSL latency.

DSL Link Type: Select EOA (which is for PPPoE, IPoE and Bridge), PPPoOA, or IPOA. Select the one
provided by your ISP.

Encapsulation Mode: Select the encapsulation mode. Different options will be provided for different
DSL link types. Select the one provided by your ISP.

Service Category: Describes the ATM Quality Of Service (QoS) being used on the VC.

Peak Cell Rate (cells/s): Specifies the upstream peak cell rate in cells per second.

Sustainable Cell Rate (cells/s): Specifies the upstream sustainable cell rate, in cells per second,
used for traffic shaping.

Maximum Burst Size (cells/s):  Specifies the upstream maximum burst size in cells.

Connection Mode: Choose a appropriate connection mode.

Enable Quality Of Service: Check to activate packet level QoS for this PTM interface. To assign
priorities for the applications, please use Advanced Setup>Quality of Service.

Click Apply/Save to save the changes or Back to return to DSL ATM Interface table.
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ETH Interface (EWAN)

l Configuration

*ETH WAN Interface
Interface/(Name) Connection Mode Remove

Click Add to go to ETH WAN Configuration screen.

IConﬂguratinn

*ETH WAN Configuration
Parameters
ETH port ethoieth0 »|
(%) Default Mode - Single senice over one connection
Connection Mode ) VLAN MUX Mode - Multiple Vian senvice aver one connection
() MSC Mode - Multiple Service over ane Connection

ETH port: Select the port for ETH WAN connection from the listbox.
Connection Mode: Choose a appropriate connection mode.

Click Apply/Save to save the changes or Back to return to ETH WAN Interface table.

WAN Service

IWAN Service

*\WAN Service Interface Tabie

Interface Desoripfion Type VianB021p VianMuxid Connld  lgmp  NAT  Firewall Remove
*ETH and PTM/ATM service can not coexist.

Note: You have to set an interface at least previou  sly. (Please refer to PTM Interface, ATM
Interface and ETH Interface sections. ETH and PTM/A  TM service can not coexist.) If the WAN
interface has not set, a page will display as below and you are not allowd to create a WAN
connection.

Error!
WAN Configuration: No available interfaces

Click Add to go to WAN Service Interface screen.
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I WAN Setting

*WAN Service Interface
atm0i0_0_35) |

Mote For ATM interface, the descriptor string is (porild_vpi_vci)
For PTM interface, the descriptor string is (porild_high_low)

: : Where portld=0 — DSL Latency PATHO
Select a layer 2 interface for this portld=1—= DSL Latency PATH1

senice poriid=4 —= DSL Latency PATHO& 1
low =0 —= Low PTM Priority not set
low =1 —> Low PTM Priarity set
high =0 —= High PTM Priarity not set
high =1 > High FTM Friority set

Select a layer2 interface form the drop-down menu for this service and then click on Next to continue.

PPP over Ethernet
PPPoOE (PPP over Ethernet) provides access control in a manner similar to dial-up services using PPP.

Iwm Seting

*WAN Service Configuration

& PPP over Ethemet (PPPoE)

Select WAN sanice type: O IP over Ethernet
C Bridging
Enter Sanvice Dascriplion E_gpoe_D_D_BE

Select WAN service type: Click PPP over Ethernet (PPPOE) radio button.
Enter Service Description:  You are allowed to enter the user defined name for this service.

Click Next to go to next step.
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I WAN Service

* PPPoE Parameters
PFP Usemame
PPP Password

PPPoE Service Name

Authentication Method AUTO v
Fullcone NAT [JEnable
Dial on demand —
(with Idle imeout timer) LIEnable
Inacthity Timeout (minutes)

[1-4320]

FEF IP extension [l Enable
Slatic 1Py4 Addrase [l Enabis
1Pv4 Address

PPP Debug Made [l Enable
Bridge PPPoE Frames

Bet\.-?een WAk and Local Poris [JEnable
IGMP Multicast Proxy [JEnable

PPP Username: Enter the username provided by your ISP. You can input up to 256 alphanumeric
characters (case sensitive).

PPP Password: Enter the password provided by your ISP. You can input up to 32 alphanumeric
characters (case sensitive).

PPPoOE Service Name: This item is for identification purposes. If it is required, your ISP will provide you
the necessary information. Maximum input is 32 alphanumeric characters.

Authentication Method: Defaultis AUTO. Please consult your ISP on whether to use PAP, CHAP or
MSCHAP.

Fullcone NAT: Check/uncheck this item to activate/inactivate this function.

Dial on demand (with idle timeout timer) / Inactivi ~ ty Timeout (minutes) [1-4320]: Check Enable to
activate this function and the following field will be available, so that you can enter the time value to
auto-disconnect the broadband firewall gateway when there is no activity on the line for a predetermined
period of time.

PPP IP extension: Check/uncheck this item to enable/disable this function.

Static IPv4 Address / IPv4 Address:  Check Enable to activate this function and the following field will
be available, so that you can enter the IPv4 address (default is 0.0.0.0) to the device.

PPP Debug Mode: Check/uncheck this item to enable/disable this function.

Bridge PPPoOE Frames Between WAN and Local Ports: ~ Check/uncheck this item to enable/disable
this function.

IGMP Multicast Proxy: Check/uncheck this item to enable/disable this function.

Click Next to go to next step.
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I WAN Service

* IParameters
IPv4 Defaull Gateway
Selected WAN Interface ;!JDEDE' 0_0_35/pppl &

g,

| Back || Next

Selected WAN Interface: Select the WAN interface for the IPv4 Default Gateway.

Click Next to go to next step.
IL"JAN Service

~Parameters
1Pv4 DNS Server Configuration
DNS Type | Obtain DNS info from a WAN interface  w |

WAN Interface selected [pppoe_0_0 35mppp0 »

Primary DNS server ' |

Secondary DNS server |

DNS Type: Select the appropriate DNS type.

WAN Interface selected: This field is available when DNS Type is "Obtain DNS info from a WAN
interface". Select a WAN interface for this device to obtain the DNS information.

Primary DNS server/Secondary DNS server:  These fields are available when DNS Type is "Use the
following Static DNS IP address". Enter the primary/secondary DNS.

Click Next to go to next step.
IW.&H Service

* Summary

PORT IVPI I VCi 0/0i35
Connection Type PPPoE

Samnvice Name pppoe 0 _0_35

Service Category UBR

IP Address Automatically Assigned
Sarvice State Enabled
NAT Enabled
Full Cone NAT Disabled
Fireswall Enabled
IGMP Multicast Disabled

Quality Of Senvice Disabled

This page lists a summary of previous steps. Make sure that the settings are the same as those provided
by your ISP and then click Apply/Save to complete the configuration process. Then you will return to
WAN Service Interface Table and this new profile will be displayed on this screen.
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I WAN Service

~WAN Service inferface Table

Interface  Description Type  WianB8021p  VlanMuxld Connld lgmp MNAT Firewall  Rernove

ppp0 pppoe_0_0_1 FPPCE NIA MNIA PEA Disabled Enabled Enabled O
*ETH and PTRUATM service can nol coexist.

IP over Ethernet

I WAN Setting

WAN Service Configuration

O PPF over Ethemnet (PPPoE)

Select WAN service type: (&) IP over Ethernet
O Bridging

Enter Senice Description ipoe_D 0_35

| Back

Select WAN service type: Click IP over Ethernet radio button.
Enter Service Description:  You are allowed to enter the user defined name for this service.

Click Next to go to next step.
IWAN Service

~iPoE Parameters
Pvd

IPv4 Pratocal _C)htam anlP .&-d--:l-ress .autom_éﬁﬁallg w

Oplion 60 Vendor 1D

Option 61 1AID (8 hexadecimal digits)
Option 61 DUID | (hexadecimal digit)
Opfion 125 (® Disable O) Enable

\WAN IP Address

WaN Subnet Mask

WAN gateway IP Address

IPv4 Protocol: Select the appropriate protocol. There are 2 options: Obtain an IP Address Automatically
and Fixed IP Address.

Option 60 Vendor ID: Enter the associated information provided by your ISP.

Option 61 IAID: Enter the associated information provided by your ISP. You should input 8 hexadecimal
numbers.

Option 61 DUID: Enter the associated information provided by your ISP. You should input hexadecimal
number(s).

Option 125: Check Enable or Disable this function. Default setting is Disable.
WAN IP Address: Enter your IP address to the device provided by your ISP. If Fixed IP Address is
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selected in the IPv4 Protocol field, default value 0.0.0.0 will display in this field.

WAN Subnet Mask: Enter your submask to the device provided by your ISP. If Fixed IP Address is
selected in the IPv4 Protocol field, default value 0.0.0.0 will display in this field.

WAN gateway IP Address: Enter your gateway IP address to the device provided by your ISP. If Fixed
IP Address is selected in the IPv4 Protocol field, default value 0.0.0.0 will display in this field.

Click Next to go to next step.
I‘.“JMJ Service

~* Parameters

MNetwork Address Translation Settings

MAT [1Enable

Firewall [CJEnable

IGMP Multicast

IGMP Mulficast [lEnable
Back | | Next

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account by sharing the single IP address. If users on your LAN have their own public
IP addresses to access the Internet, NAT function can be disabled.

Fullcone NAT: This filed will be displayed when you tick Enable on the NAT field. Check/uncheck this
item to activate/inactivate this function.

Firewall: Check/uncheck this item to enable/disable firewall function.

IGMP Multicast: IGMP (Internet Group Membership Protocol) is a protocol used by IP hosts to report
their multicast group memberships to any immediately neighboring multicast routers. Check this item to
enable IGMP multicast (proxy) on that wan interface for multicast forwarding.

Click Next to go to next step.
IWAH Service

*IParameters
IPvd Default Gateway
Salected WAN Interface fiuoa_@_D_Si-‘almu v:

Selected WAN Interface: Select the WAN interface for the IPv4 Default Gateway.

Click Next to go to next step.
I‘.".'NJ Service

T Parameters

IPv4 DNS Server Configuration

DNS Type | Obtain DNS info from 3 WAN interface  |&)
WAN Interface selected ::poe_D_D_BE-'almD v

Primary DNS server |

Secondary DNS server [ |

Back
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DNS Type: Select the appropriate DNS type.

WAN Interface selected: This field is available when DNS Type is "Obtain DNS info from a WAN
interface". Select a WAN interface for this device to obtain the DNS information.

Primary DNS server/Secondary DNS server.  These fields are available when DNS Type is "Use the
following Static DNS IP address". Enter the primary/secondary DNS.

Click Next to go to next step.

I WAN Service

* Summary

PORT IVPILINCI 0/0r38
Connection Type IPoE

Sanice Name ipoe 0 0 35
Samvice Category UBR

IP Address Automatically Assigned
Senvice State Enabled

MNAT Disabled
Full Cone NAT Disabled
Firesall Disabled
IGMP Mulficast Disabled

Quality Of Service Disabled

This page lists a summary of previous steps. Make sure that the settings are the same as those provided
by your ISP and then click Apply/Save to complete the configuration process.

Bridging

Iwnu Setting

*WAN Service Configuration

' PPP over Ethemet (FPPOE)

Salect WAN savice type: O IP over Ethernet
(¢} Bridging
Enter Sanvice Descripiion br_0_0_35

Select WAN service type: Click Bridging radio button.
Enter Service Description:  You are allowed to enter the user defined name for this service.

Click Next to go to next step.
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I WAN Service

* Summary

PORT IVPIIVCI 0/0135
Connection Type Bridge
Sanvice Name br_0_0_35

Semvice Category UBR

IP Address Mot Applicable
Senvice Siate Enabied

NAT Disabled

Full Cone NAT Disabled
Firewall Disabled
IGMP Multicast Mot Applicable

Quality Of Senvice Disabled

| Back || ApplyiSave |

This page lists a summary of previous steps. Make sure that the settings are the same as those provided
by your ISP and then click Apply/Save to complete the configuration process.

41



DSL

This screen allows you to set DSL parameters. DSL knowledge is required to configure these settings.
Contact your ISP to make sure that these parameters are correct.

I Configuration

*DSL Settings

Parameters

R G.Dmt Enabled [¥] Glite Enabled [¥] T1.413 Enabled [¥] ADSL2 Enabled
[¥] AnnexL Enabled [¥] ADSL2+ Enabiled [ AnnexM Enabied [¥] vDSL2 Enabled

VDSL2 praflie [¥] 8a Enabled [¥] ab Enabled [¥] 8cEnabled [¥] 8d Enabied
12a Enabled [¥] 12b Enabled 17a Enabled

uso [+] Enabled

Phone line palr & Inner palr O Outer pair

Capability Bitswap Enable [ | SRAEnable

[ AppiyiSave |

Modulation: There are 8 modes “G.Dmt”, “G.lite”, “T1.413", “ADSL2", “AnnexL”, "ADSL2+", “AnnexM”,
and “VDSL2" that user can select for this connection.

G.Dmt/G.lite Enabled: Tick the G.Dmt/G.lite check box if you want the system to use either
G.Dmt or G.lite mode.

T1.413 Enabled: Tick the T1.413 check box if you want the system to use only T1.413 mode.
ADSL?2 Enabled: The device can support the functions of the ADSL2.

AnnexL Enabled: The device can support/enhance the long loop test.

ADSL2+ Enabled: The device can support the functions of the ADSL2+.

AnnexM Enabled: Covers a higher “upstream” data rate version, by making use of some of the
downstream channels.

VDSL2 Enabled: The device can support the functions of the VDSL2.

VDSL2 profile: There are 7 profiles “8a”, “8b”, “8¢”, "8d", “8a”, “12a”, “12b” and “17a” that user can select
for this connection.

USO0: Check/uncheck this item to enable/disable this function.
Phone line pair. This is for reserved only. You can choose "Inner Pair" or "Outer Pair".

Capability: There are 2 options “Bitswap Enable” and “SRA Enable” that user can select for this
connection.

Bitswap Enable: Allows bitswaping function.
SRA Enable: Allows seamless rate adaptation.

Click Apply/Save to confirm the changes.
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System

There are 5 items within the System section: Time Zone, Firmware Upgrade, Backup/Restore,
Restart and User Management.

Time Zone

Enable or disable the time zone function. If you disable time zone, the other blanks are unavailable.

The router does not have a real time clock on board; instead, it uses the Simple Network Time Protocol
(SNTP) to get the most current time from an SNTP server outside your network. Choose your local time
zone from the drop down menu. To apply the selected local time zone, click Enable and click the Apply
button. After a successful connection to the Internet, the router will retrieve the correct local time from the
SNTP server you have specified. If you prefer to specify an SNTP server other than those in the

drop-down list, simply enter its IP address in their appropriate blanks provided as shown above. Your
ISP may also provide an SNTP server for you to use.

Click Apply to confirm the settings.

I Configuration

~ Time Zone

Parameters

Time Zone (%) Enable ) Disable

Local Time Zong (+-GMT Time) (GMT-08:00) Pacific Time, Tijuana v
time nist.gov L

SNTP Server IP Address 4
nip1.lumimy.com W

| Cancel

The router does not have a real time clock on board; instead, it uses the Simple Network Time Protocol
(SNTP) to get the most current time from an SNTP server outside your network. Choose your local time
zone from the drop down menu. To apply the selected local time zone, click Enable and click the Apply
button. After a successful connection to the Internet, the router will retrieve the correct local time from the
SNTP server you have specified. If you prefer to specify an SNTP server other than those in the

drop-down list, simply enter its IP address in their appropriate blanks provided as shown above. Your
ISP may also provide an SNTP server for you to use.

Click Apply to confirm the settings.
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Firmware Upgrade

Your router’s firmware is the software that enables it to operate and provides all its functionality. Think of
your router as a dedicated computer, and the firmware as the software that runs in your router. Thus, by
upgrading the newly improved version of the firmware allows you the advantage to use newly integrated
features.

I Configuration

*Firmware Upgrade
You may upgrade the system software on your network device.
New Firmware Image [ | [ Browse J

[ Upgrade ] [Canc&l]

Click on Browse to select the new firmware image file you have downloaded to your PC. Once the
correct file is selected, click Upgrade to update the firmware to your router.

IHrmwarc— Upgradse l‘% .

~ irmware upgrade progress
do not switch off device during Nash update

DO NOT power down the router or interrupt the firmware upgarding while itis
still in process. Improper operation could damaage the router

Warning

Backup / Restore

These functions allow you to save a backup of the current configuration of your router to a defined
location on your PC, or to restore a previously saved configuration. This is useful if you wish to
experiment with different settings, knowing that you have a backup in hand in case any mistakes occur.
It is advisable that you backup your router configuration before making any changes to your router
configuration.
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IConl'igur ation

*Backup | Reslore
Allow's you to backup the configuration settings to your computer, or restore configuration from your computer.

Backup Configurafion
Backup cenfiguration to vour computer

Restore Configuration

Configuration File Browse |

Rastore will overwrite the current configuration and restart the device. If you want fo keep the currant configuration, please use
"Backup” first to save current configuration

| Restore

Backup Configuration

Press Backup Settings to select where on your local PC you want to store your setting file. You may also
want to change the name of the file when saving if you wish to keep multiple backups.

Restore Configuration

Press Browse to select a file from your PC to restore. You should only restore your router setting that has
been generated by the Backup function which is created with the current version of the router firmware.
Settings files saved to your PC should not be manually edited in any way.

Select the settings files you wish to use, and press Restore to load the setting into the router. Click
Restore to begin restoring the configuration and wait for the router to restart before performing any
actions.

lF!esane Configuration t“‘% .

* resiore config progress

do not switch off device during flash update

total . 8%

Restart

There are 2 options for you to choose from before restarting your device. You can either choose to
restart your device to restore it to the Factory Default Settings or to restart the device with your current
settings applied. Restarting your device to Factory Default Setting will be useful especially after you have
accidentally changed your settings that may result in undesirable outcome.

IConﬂguratiun

* Restart
After restarting. Please wait for several seconds to let the system come up.
(B Factary Default Settings

Restart devica with =
(#) Current Seftings

If you wish to restart the router using the factory default settings (for example, after a firmware upgrade
or if you have saved an incorrect configuration), select Factory Default Settings to reset to factory default
settings.
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Click Restart with option Current Settings to reboot your router (and restore your last saved
configuration).

After selecting the type of setting you want the device to restart with, click the Restart button to initiate the
process. After restarting, please wait several minutes to let the selected setting applied to the system.

lL’umlgul ation i‘\%— .

*Restart

Since settings are changed. the router will reboot to make the changes take effect! Please wait for seconds.

total | . B%

You may also reset your router to factory settings by holding the small Reset pinhole button more than 1
second on the back of your router.

52
User Management

In order to prevent unauthorized access to your router configuration interface, it requires all users to login
with a username and password. Therefore only system administrator can access the system. It is highly

recommended that you change your password upon receiving your router. The default password is
“admin”.

Il:onﬂguratinn

* User Management

Parameters

Usernama: v
Old Fassword
New Password

Confirm Password

| Cancel

Select the username you want to configure from the drop-down menu and then set the associated
password.

To change your password, simply enter the old password in the Old Password blank. Then enter your

new password in the New Password and Confirm Password blanks provided. When this is done, press
Apply to save changes.
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Firewall

Listed are the items under the Firewall section: IP Filtering , MAC Filtering and Parental Control .

IP Filtering

Packet filtering enables you to configure your router to block specific internal / external users (IP address)
from Internet access, or disable specific service requests (Port number) to / from the Internet. This
configuration program allows you to set up different filter rules for different users based on their IP
addresses or their network port number. The relationship among all filters is “or” operation, which means
that the router checks these different filter rules one by one, starting from the first rule. As long as one of
the rules is satisfied, the specified action will be taken.

Outgoing
All outgoing IP traffic from LAN is allowed by default, but some IP traffic could be blocked by setting up
filters.

I Configuration

T Qutgoing IP Filtering
Filter Name  Protocol Source Address/Mask Source Port  Dest Address | Mask Dest. Port  Remove

Click Add to enter Add IP Filter -- Outing screen to create a filter to identify the outgoing IP traffic.
I Configuration

v hdd IP Fiter -- Quigoing
Parameters
Filter Name

Protocol ' b

Source IP address

Source Subnet Mask

Source Port (port or portport)
Destination IP address
Destination Subnet Mask

Destination Paort (port or portport)

ApplyiSave

Filter Name: User defined description for entry identification. The maximum name length is 32
characters.

Protocol: Specify the packet type (TCP/UDP, TCP, UDP and ICMP) that the rule applies to from
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the listbox. Select TCP if you wish to search for the connection-based application service on the remote
server using the port number. Or select UDP if you want to search for the connectionless application
service on the remote server using the port number.

Source IP address: This is an Address-Filter used to allow or block traffic from particular IP address(es).
Enter the IP range that you want to filter. If only the first IP block is filled, it means only that IP entered will
be targeted. If you leave both IP blocks empty, it means any IP address.

Source Subnet Mask: Type the subnet mask associated with the source IP address.

Source Port (port to port:port):  This is the Port Range that defines the ports allowed by the
Remote/WAN to connect to the application. It is recommended that only advance user is to configure this
feature.

Destination IP address: This is an Address-Filter used to allow or block traffic to particular IP
address(es). Enter the IP range that you want to filter. If only the first IP block is filled, it means only that
IP entered will be targeted. If you leave both IP blocks empty, it means any IP address.

Destination Subnet Mask: Type the subnet mask associated with the Destination IP address.

Destination Port (port to port:port): This is the Port Range that defines the port of the application.
IConﬁguralinn

T Dutgoing IP Fittering

Fillef Mame  Fiolocol | Souice Address / Mask Souice Poit  Dest Addiess/ Mask Dest Foil  Remove
Filt TCP 192.168.1.100 500 E

Click Apply/Save to set the new settings and you will be returned to the Outgoing IP Filtering page.

Remove: To delete the IP filtering rule from the table, check Remove checkbox then click Remove
button to delete the selected item.

Incoming

Allincoming IP traffic from the WAN is blocked by default when the firewall is enabled. However, some IP
traffic can be accepted by setting up filters.

IConfigur ation

T Incoming IP Filtering

Filter Mame Interfaces Protocol Source Address/Mask Source Port Dest Address | Mask Dest. Port Remove

Remova i

Click Add to enter Add IP Filter -- Incoming screen to add a filter rule for incoming IP traffic.
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IConl'igur ation

* Add IP Filter -- iIncoming
Parameters

Filter Mame
Pratocol w

Source [P address

Source Subnet Mask

Source Port (port or portpon)
Destination IF address
Destination Subnet Mask
Destination Port (port or partport)

[ salect Al
bromrd

Interfaces

ApplyiSave

Filter Name: User defined description for entry identification. The maximum name length is 32
characters

Protocol: Specify the packet type (TCP/UDP, TCP, UDP and ICMP) that the rule applies to from the
listbox. Select TCP if you wish to search for the connection-based application service on the remote
server using the port number. Or select UDP if you want to search for the connectionless application
service on the remote server using the port number.

Source IP address: This is an Address-Filter used to allow or block traffic from particular IP address(es).
Enter the IP range that you want to filter. If only the first IP block is filled, it means only that IP entered will
be targeted. If you leave both IP blocks empty, it means any IP address.

Source Subnet Mask: Type the subnet mask associated with the source IP address.

Source Port (port to port:port):  This is the Port Range that defines the ports allowed by the
Remote/WAN to connect to the application. It is recommended that only advance user is to configure this
feature.

Destination IP address: This is an Address-Filter used to allow or block traffic to particular IP
address(es). Enter the IP range that you want to filter. If only the first IP block is filled, it means only that
IP entered will be targeted. If you leave both IP blocks empty, it means any IP address.

Destination Subnet Mask: Type the subnet mask associated with the Destination IP address.
Destination Port (port to port:port): This is the Port Range that defines the port of the application.
Interfaces: Check the check box to select the interface for this rule.

Click Apply/Save to set the new settings and you will be returned to the Incoming IP Filtering page.

Remove: To delete the IP filtering rule from the table, check Remove checkbox then click Remove
button to delete the selected item.
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MAC Filtering

A MAC (Media Access Control) address is the unique network hardware identifier for each PC on your
network’s interface (i.e. its Network Interface Card or Ethernet card). Using your router's MAC Address
Filter function, you can configure the network to block specific machines from accessing your LAN.

I Configuration

*MAC Filering Sefup

LA™ Cibardna le anbe afardtiue an ATM DUN e ~anfimnrrad in Ordas madas TRDWWADNEIT maane that all MA™ lavar framas wdll ha
W s RSV 1D L] CRITAIVE DI FAE IV ¥ e TR Tt 1 G E 1O, & Ay e i e as TG00 15 M 0L Sh (W e (GFET 1 SIS0 PRl ag

FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC fayer
frames will be BLOCKED except those matching with any of the specified rules in the following table.

MAC Filtering Policy For Each Interface WARNING: Changing from one policy to another of an interface will cause afl
defined rules for thaf inferface to be REMOVED AUTOMATICALLY! You will need fo create new rules for the new policy.

Interface Policy Change
Change Policy
I el e s B A Bivseoldes, A m i
WP T LA TR R 1 WD
Interface Protocol Destination MAC Source MAC Frame Direcion Remove

i Add|| Remove |

MAC Filtering Policy For Each Interface

MAC Filtering is only effective on ATM PVCs configured in Bridge mode. FORWARD means that all
MAC layer frames will be FORWARDED except those matching with any of the specified rules in the
following table. BLOCKED means that all MAC layer frames will be BLOCKED except those matching
with any of the specified rules in the following table.

Note: Changing from one policy to another of an int erface will cause all defined rules for that
interface to be REMOVED AUTOMATICALLY! You will nee d to create new rules for the new

policy.
Configure MAC Filtering Rules

IConﬂguratinn

*MAC Filter
Parameters
Protocol Type

5]

Destination MAC Address
Source MAC Address
Frame Direclion LAN==>WAN

WAN Interfaces (Configured in
Bridge mode anly)

W

To create a filter to identify the MAC layer frames, click on Add button.

You should specify at least one condition below to set a MAC filter profile. If multiple conditions are
specified, all of them take effect.

Protocol Type: Select which protocol this filter will be applied to from the drop-down menu.

Destination MAC Address: Enter the destination MAC address this filter will be applied to. The format
of MAC address could be: XX XX XX XX XX XX OF XX-XX-XX-XX-XX-XX.

Source MAC Address: Enter the origin MAC address this filter will be applied to. The format of MAC
address could be: XX XX XX XXXXXX OF XX=-XX-XX-XX-XX-XX.

Frame Direction: Select the frame flow direction from the listbox: LAN to WAN, WAN to LAN, or both

50



directions.
WAN Interfaces (Configured in Bridge mode only): Select the WAN interface.
Click Apply/Save to set the new settings and you will be returned to the Incoming IP Filtering page.

Remove: To delete the IP filtering rule from the table, check Remove checkbox then click Remove
button to delete the selected item.

51



QoS - Quiality of Service

QoS helps you to control the data upload traffic of each application from LAN (Ethernet) to WAN
(Internet). It facilitates you the features to control the quality and speed of throughput for each application
when the system is running with full upstream load.

I Configuration

* Quene Management Configuration

Parameters
QoS Enable
Select Default DSCP Mark Esl_Cl_'l_aEg_a:u} bl

QoS Enable: Check to activate QoS function and the following field will be available.

Note: You can enable QoS function in WAN Configurat  ion pages by checking “Enable Quality of
Service.” check box (refer to Layer2 Interface sect  ion).

Select Default DSCP Mark: Select the default DSCP mark from the listbox. Differentiated Services
Code Point (DSCP) is the first 6 bits in the ToS byte. DSCP Mark allows users to classify the traffic of the
application to be executed according to the DSCP value.

Click Apply/Save to confirm the settings.

Queue Config

Queue Config allows you to configurate a QoS queue entry and assign it to a specific network interface.
Each queue entry set here will be used by the classfier to place ingress packets appropriately.

IConl'lgur ation

* Queue Config

Hame Key  Interace Precedence OSL Latency ETM Priarity Enable Remove

Click Add to create the queue.
I Configuration

 Queuve Configuration

Parameters

Name .

Enable Disable & |
Interface ———TT
Precedence _1 :.

DSL Latency PathD [»

PTM Prionty B
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Name: Enter a name for this QoS item.
Enable: Select enable or disable this QoS application.
Interface: Select the interface you want to assign to this QoS item.

Precedence: Select the precedence of this QoS item. The rule is performed by selecting the order of the
rules. The highest priority is 1.

DSL Latency: Select the DSL latency.
PTM Priority: Select the priority given to fit PTM policy/application.

Click Apply/Save to confirm the settings and you will be returned to the Queue Config table.
II‘.nnﬂqurminn

* Queuwe Config

Name Key  Interface Precedance D5L Latency FTM Priarity Enable Remove
fip 1 ptmo 1 Fathl Low 1
web 2 ptma 4 Path( Law [+ |

Enable: To disable the item, please uncheck Enable check box then click Enable button.

Remove: To delete the QoS rule from the table, check Remove checkbox then click Remove button to
delete the selected item.

QoS Classification

This screen displays a packet QoS summary table and allows user to add or remove a QoS classification
class. This is the main place to configure the classification, marking and queuing rules.

IConﬂguration

¥ Qos Classification

CLASSIFICATION CRITERIA CLASSIFICATION RESULTS
Rate
Class Class Ether SreMAC/ DStMACH SrclP/ DstiP/ Src Dst DSCP 802.9P Queus DSCP 802.1P VianiD
Name O™ intr  Type Mask Mask  Mask Mask ' '°° Port Port Check Check Key Mark Mark Tag ﬁg:t;‘;' D B

Click Add to configure network traffic classes.
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I Configuration

~ Metwork Traffic Class Rule

Parameters

Traffic Class Name |

Rule Order | Last v!

Rule Status I.Disable v

Specify Classification Criteria

Class Interface

Ether Type

|
|

Source MAC Address | I
|

Source MAC Mask

Destination MAC Address |

Destination MAC Mask !

Destination IP Address

|

Source Subnet Mask | |
|
|

Destination Subnet Mask

Differentiated Senvice Code Point (DSCP) Check

Protocol

UDP/TCP Source Port {port or port:port) | |

UDPITCP Destination Port (port or portport) | |

802 1p Priority Check
Specify Classification Results

Assign Classification Queue | vl

Mark Differentiated Service Code Paint (DSCP) | w|

Mark 802.1p priority [ ~|

Tag VLAN ID (0-4094) | |

Set Rate Control(kbps): | |

ApplylSave

Parameters

Traffic Class Name: Assign a name for this class to uniquely identify the other(s) among multiple
classes.

Rule Order: Select the priority for this class rule.
Rule Status: Select Enable to activate this class rule.

Specify Classification Criteria

Enter or select appropriate parameters on the following fields. A blank criterion indicates it is not used for
classification.

Specify Classification Results

Enter or select appropriate parameters in the following fields. You have to choose a classification queue.
A blank mark or tag value means no change.

Click Apply/Save to confirm the settings and you will be returned to the QoS Classification page.

Enable: To disable the item, please uncheck Enable check box then click Enable button.
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Remove: To delete the QoS class from the table, check Remove checkbox then click Remove button to
delete the selected item.
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Virtual Server

Virtual Server allows you to direct incoming traffic from WAN side (identified by Protocol and External
port) to the Internal server with private IP address on the LAN side. The Internal port is required only if
the external port needs to be converted to a different port number used by the server on the LAN side.

In TCP and UDP networks a port is a 16-bit number used to identify which application program (usually a
server) incoming connections should be delivered to. Some ports have numbers that are pre-assigned to
them by the IANA (the Internet Assigned Numbers Authority), and these are referred to as “well-known
ports”. Servers follow the well-known port assignments so clients can locate them.

If you wish to run a server on your network that can be accessed from the WAN (i.e. from other machines
on the Internet that are outside your local network), or any application that can accept incoming
connections (e.g. Peer-to-peer/P2P software such as instant messaging applications and P2P
file-sharing applications) and are using NAT (Network Address Translation), then you need to configure
your router to forward these incoming connection attempts using specific ports to the PC on your network
running the application. You also need to use port forwarding if you wish to host an online game server.

Examples of well-known and registered port numbers are shown below, for further information, please
see IANA’s website at: http://www.iana.org/assignments/port-numbers

Well-known and Registered Ports

Port Number Protocol Description
20 TCP FTP Data
21 TCP FTP Control
22 TCP & UDP SSH Remote Login Protocol
23 TCP TElnet
25 TCP SMTP (simple Mail Transfer Protocol)
53 TCP & UDP DNS (Domain Name Server)
69 UDP TFTP (Trivial File Transfer Protocol)
80 TCP World Wide Web HTTP
110 TCP POP3 (Post Office Protocol version 3)
119 TCP NEWS (Network News Transfer Protocol)
123 UDP NTP (Network Time Protocol)
161 TCP SNMP
443 TCP & UDP HTTPS
1503 TCP T.120
1720 TCP H.323
4000 TCP ICQ
7070 UDP Real Audio
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Port Mapping

IConﬁguralion
~ Port Mapping
Servar  External Port  External Port internal Port  Internal Port  Server IP WAN
Name start End Protocol ¢;aet End Address interface  Femove
Click Add to enter Port Mapping configuration screen.
IConﬁguralion
~Port Mapping
Parameters
Use Interface ipoe_0_0_1/ptm0

Sarvice Namea

© selecta Senice  Select One ~|

) Custom Service . ]

ServerIF Address ;192.163.'1_

_Exterrai Port Start External Port Er_nd Protocol Im.emal Port Start Imem Port End
[ ] | | [rer ® | | 1
| | ] frer s | |
[ ] I L

| | | [rer & | |
[ 1 | [ree ® | ]
| | | LG |
[ ] | e 8 |
| | | [rer ¥ | |
L | | TCP v |

| | | =& | 1
[ 1 | [ ® |

| | | e ¥ | |

Parameters

Use Interface: Select a interface which you want from the frop-down menu.

Service Name

Choose the service you need for this server. If you choose Select a Service, select an application from
the listbox. If you choose Custom Service, enter a given name for this service.

Server IP Address: Enter the IP address.
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External Port Start / External Port End:  Enter the public port number & range you wish to configure.

Protocol: In addition to specifying the port number used, you also need to specify the protocol used. The
protocol is determined by a particular application. Most applications use TCP or UDP, however you may
also specify other protocols using the drop-down Protocol menu.

Internal Port Start / Internal Port End:  Enter the public port number & range you wish to configure.
Click Apply/Save to confirm the settings and you will be returned to Port Mapping table.

Remove: To delete the port mapping entry from the table, check Remove checkbox then click Remove
button to delete the selected item.

Since NAT acts as a “natural” Internet firewall, your router protects your network from accessed by
outside users, as all incoming connection attempts point to your router unless you specifically create
Virtual Server entries to forward those ports to a PC on your network. When your router needs to allow
outside users to access internal servers, e.g. a web server, FTP server, Email server or game server, the
router can act as a “virtual server”. You can set up a local server with a specific port number for the
service to use, e.g. web/HTTP (port 80), FTP (port 21), Telnet (port 23), SMTP (port 25), or POP3 (port
110). When an incoming access request the router for a specified port is received, it is forwarded to the
corresponding internal server.

For example, if you set the port number 80 (Web/HTTP) to be mapped to the IP Address 192.168.1.2,
then all incoming HTTP requests from outside users are forwarded to the local server (PC) with the IP
address of 192.168.1.2. If the port is not listed as a predefined application, you need to add it manually.

DMZ Host

The DMZ Host is a local computer exposed to the Internet. When setting a particular internal IP address
as the DMZ Host, all incoming packets that do not use a port number which is already used by any other
Virtual Server entries will first be checked by the Firewall and NAT algorithms before it is passed to the
DMZ host. When this is done, press Apply to save the changes.

I Configuration

~ DMZ Host
Parameters
DMZ HostIP Address

Savelspply

DMZ Host IP Address: Enter the computer's IP address and click Save/Apply to activate the DMZ host.
Or you can clear this field and click Save/Apply to inactivate the DMZ host.

g Y
If wou have disabled the MAT option in the WARNISP section, the Virtual Server

will hence become invatid. If the DHCP option is enabled, you have to be very
careful in assigning the IP addresses of the virtual servers in order to avoid

conflicts. The easiest way of configuring Virtual Servers is to manually assign
ditkosian Stat_]c iF’_addresses to each virtual server PC, WiFh an address that does not

fall into the range of IP addresses that are to be issued by the DHCP server,

You can configure the wirtual server IP address manually, but it must still be in

e 7

(_
”0?‘5: Since outside users are able to connect to the PCs on your netwiork, port
' mapping utilization imposes security implications, You are therefore advised
to use specific Virtual Server entries just for those ports that your applications
require.

.
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Advanced

Configuration options within the Advanced section are for users who wish to take advantage of the more
advanced features of the router. Users who do not understand the features should not attempt to
reconfigure their router, unless advised to do so by support staff.

Here are the items within the Advanced section: Routing , DNS, Interface Grouping , Device
Management , System Log Server and TR-069 client .

Routing

Default Gateway

IConﬂcuration

* Routing - Default Gateway

Parameters

WaN interface as the system default
gateway ipoe_0_0_1/ptm0 ||

WAN interface as the system default gateway:  Select an appropriate WAN interface as the default
gateway.

Click Save/Apply to confirm the settings.

Static Route

With static route feature, you are equipped with the capability to control the routing of the all the traffic

across your network. With each routing rule created, you can specifically assign the destination where
the traffic will be routed to.

IConﬁguratinn
~ Routing -- Stafic Route

Paramaters

Destination Network Address

Subnet Mask
Use Interface LANDID |w

Lise Gateway IP Address

# Destination Subnet Mask Gateway Interface Edit Remove [

Remove

Destination: Enter the destination IP where the traffic is to be forwarded.
Netmask: Enter the netmask of the destination.

Gateway: Enter the gateway address for the traffic.
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Interface: Select an appropriate interface for the new routing rule from the drop-down menu.
Click Add to confirm the settings.
#: This is the rule number for each static router entry.

Edit: Check the Edit radio button to display the parameters of the selected application. Then change the
items you want and click on Edit button to apply the changes.

Remove: To delete a static route entry, check the Remove box of the selected entry and then click on
Remove button.

RIP

ICt}nngur atlon

* Routing -- RIP

Interface Version Dperation Enabled
ptmo 2 b8 |Passive v El

ApplyiSave

Interface: Displays the interface for the RIP rule.

Version: Select the desired RIP version for this interface.
Gateway: Select the desired RIP operation for this interface.
Enabled: Check Enabled check box for the interface.

Click Apply/Save to confirm the settings.

DNS

DNS Server

On the Internet, Domain Name System (DNS) servers are used to translate a hostname or a domain
name to its corresponding binary identifier.

I Configuration

*DNS Server
Parameters
(%) Obtain DNS info from a WAN interface:
WAN Interface selected: ||:|a_e_0__l:|_1fg tm_u_ ':__
) Use the following Static DNS IP address
Primary DNS semnver.

Secondary DNS server.

ApplyiSave

If you check "Obtain DNS info from a WAN interface”, this router will accept the first received DNS
assignment from one of the WAN interface during the connection establishment. If you check "Use the
following Static DNS IP address", enter the primary and optional secondary DNS server IP addresses.
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Click Apply/Save to confirm the settings.

Dynamic DNS

The Dynamic DNS function lets you alias a dynamic IP address to a static hosthame, so if your ISP does
not assign you a static IP address you can still use a domain name. This is especially useful when
hosting servers via your ADSL connection, so that anyone wishing to connect to you may use your
domain name, rather than the dynamic IP address which is assigned to you by ISP.

You need to first register and establish an account with the Dynamic DNS provider using their website,
for example http://www.dyndns.org/

l Configuration

* Dynamic DNS
Hastname Usernamea Senice Interface Remove

Click Add to enter Add Dynamic DNS screen.

I Configuration

~ Add Dynamic DNS

Parameters

e | DYNDNS.org
Huostname

inertace (ipoe_0_0_1hotm ¥
Username

Password

| ApplyiSave

Dynamic DNS Server: Select the DDNS service you have registered an account with.
Hostname: Enter your registered hostname for this service.

Interface: Select an appropriate interface for the DDNS service from the drop-down menu.
Username /Password: Enter username and password for this service.

Click Apply/Save to confirm the settings and you will be returned to Dynamic DNS table.

Remove: To delete the DDNS entry from the table, check Remove checkbox then click Remove button
to delete the selected item.
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Interface Grouping

This function allows you to set new interfce group.
I Configuration

*Interface Grouping

Group Mame Remove WAN Interface LAN Interface DHCP "p"anﬁorll}s.
pimd eth2
Default B3
eth1
eth0

Click Add to create a new interface grouping.
I Configuration

~Interface Grouping

Paramaters
I

Group Mame |
WAN Interface used in the
grouping | ipoe_0_0_1/iptm0 M
Grouped LAN Interfaces Available LAN Interfaces
| etho
eth1
eth2
eth3
Vendor #0
Vendor #1 |
Autormatically Add Clients With the Wi - |
following DHCP Vendor IDs endor #2 |
Vendor #3 |
Vendor #4

Apply/Save

Group Name: Enter the name that you want this interface group to have.
WAN Interface used in the grouping:  Select appropriate WAN interface.

Grouped LAN Interfaces: Displays the list of selected ethernet ports in this group. To delete services
from the list, select the interface and click Remove.

Available LAN Interfaces: Displays the list of available ethernet ports which you can add to this group.
Select the services you want and click Add.

Note: Ethernet port needs to be part of port mapping group and bridge interface.
Automatically Add Clients With the following DHCP V endor IDs: Enter the IDs in the fields.

Click on Save/Apply button to finish the configuration and you will be returned to Interface Grouping
table.
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ICoangumlIun

~ Interface Grouping

eth2
Default eth3
eth1
test O ptm0 etho

Remove: To delete the Interface Grouping from the table, check Remove checkbox then click Remove
button to delete the selected item.
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Device Management

The Device Management advanced configuration settings allow you to control your router’s security
options and device monitoring features.

IConfiguralion

* Davice Management

Device Host Name

Host Nama .gflel:E’

Umiversal Plug and Play (UPnP)

UPnP (®Enable O Disable

| Apply/Save

UPnNP offers peer-to-peer network connectivity for PCs and other network devices, along with the feature
to control data transfer between devices. UPnP offers many advantages for users running NAT routers
through UPnP NAT Traversal, and on supported systems. By letting the application control the required
settings and removing the need for the user to control the advanced configuration of their device will
make tasks such as port forwarding become easier.

Both user’'s Operating System and its relevant applications must support UPnP in addition to the router.
Windows XP and Windows Me have a native built-in support for UPnP (when the component is installed).
Windows 98 users may have to install the Internet Connection Sharing client from Windows XP in order
to support UpnP feature. Windows 2000 does not support UPnP.

Installing UPnP in Windows Example

Follow the steps below to install the UPnP in Windo ws Me.

Step 1: Click Start and Control Panel. Double-click Add/Remove Programs.

Step 2: Click on the Windows Setup tab and select Communication in the Components selection box.
Click Details.
Add/Remove Programs Properties 7] x]
Insta/Uninstall Windows Setup | Stamup Dick |
[0 add o1 remove a companent, selsct or clear the check bax I

the check box is shaded, only part of the component will be
matalled. To see what's mcluded in a companent, click, Details.

Componants;

] Ehccessibﬂty O0MBE =
¥ ) Accessones 138 MB j
) (33 Address Book 1.5MB

% & Communications

W &3 Deskiop Themes 549MB :j
Space used by installed componerts: 428 MB
Space reaquired: .0 mMB
Space available on disk: 25744 MB
- Deéscription
Inchades accessanes to help you connect o ather compuers:
and online serices.
B B oieais aiiad
Have Disk.., I
ok | camed | e |
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Step 3: In the Communications window, select the Universal Plug and Play check box in the
Components selection box.

(Communications . §

Toinstall & component, select the check box next ta the
component name. of clear the check box if you do not want to
install it. & shaded box means that only part of the component will
be installed. To see what's included in a comporent, chick Detads

Components;
o 5 NetMesting 42Me =]

@ Phene Disles 02MB

3

O W.I Vlrtual F'r'n-r-ale Netwnrklng 0oMB

Space used by installed components: 42 4MB

Space fequired: 0,0 MB

‘Space available on disk: 866, 3 MB
 Deseriphon

Universal Plug and Play enables seamless connectivity and
communication between YWindows and mteligent appliances.

[etais |
ok | Cacel |

Step 4: Click OK to go back to the Add/Remove Programs Properties window. Click Next.
Step 5: Restart the computer when prompted.

Follow the steps below to install the UPnP in Windo ws XP

Step 1: Click Start and Control Panel.

Step 2: Double-click Network Connections.

Step 3: In the Network Connections window, click Advanced in the main menu and select Optional
Networking Components ...

"% Network Connections

File' Edit VYiew Favorites Tools BEGEERECREE Help

Cperator-Assisted Disling

b Fra 1 3]
'u) ‘_,J ;jj: Ve Se; Dial-up Preferences. ..

Metwark, Identification. ..
Bridge Connections

Metwork Tasks & || Advanced Settings...
t Ciptional Metworking Comporents..,

Address I‘:.L Metwork Connections

Step 4: When the Windows Optional Networking Components Wizard window appears, select
Networking Service in the Components selection box and click Details.
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Windows Optional Networking Components Wizard

Windows Components
Your can add or remove components of 'Windows 2P

To add or remove a componant, ciick the checkbox. A shaded box means that only
pait of the component will be instaed. To ses what's included in & component, click
Derails.

Components:
| 249 Management and Maritoring Tocks 22MB
v _' ' Metworking Serices

[1 29 0ther Network File and Print Services 0.1MB

Descnption:  Containg & vanety of speciakzed. network 1elated services and protocoks.

Total digk space required: 0.0MB
Space available on disk: 114578 MB

[ Nest> ][ Cancel ]

Step 5: In the Networking Services window, select the Universal Plug and Play check box.

Step 6: Click OK to go back to the Windows Optional Networking Component Wizard window and click
Next.

Hetworking Services

To add o remave & component, chek the chack box A shaded box means that oy past
of the componant wil be installed. To see what's included in 3 componant, click Details:

Subcomponents of Networking Services:

v g |rtemet Gateway Dewvice Discovens and Controd Client 0.0ME !
[ B Pearto-Peer 0.0MB
|7 B RIP Listener 0.0ME
([ 3 Simple TCPAP Services 0,08B

™ E, UIPHP User Interface

Descrption:  Deplays icons in My Metwark Places for UPNF dewvices detected on the
netwark. Alio, opens the requeed Windows Firewal pods.

Total dizk spacs redquined: noMe
Space avalable on disk: 114553 MB

[ ok ][ cencel

Auto-discover Your UPnP-enabled Network Device

Step 1: Click start and Control Panel. Double-click Network Connections. An icon displays under Internet
Gateway.

Step 2: Right-click the icon and select Properties.
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File Edt ‘View Favorites Tools Advanced Help

-

W Do J T P Search i! Folders -

Addrpss !t_; Metwork Connections

)

S Internet Gateway

E Craste a riew
conmectian

Sat up & home or small

office netyeork Statis
& Change Windows _LAN or High-Speed Ir - P
Frewall settings i
& Start this connection s local &rea € create Sharteut i
lii Renarme this connection il fkjrlt 5:["‘1" Ciplate !
Change settings of this Rename [
= |

conneckon
Propeskies

Step 3: In the Internet Connection Properties window, click Settings to see the port mappings that were
automatically created.

- - 2 5
< Internet Connection Properties

General

Connect to the Internet using:
&3 Intemet Connection

This connection alows you o connact to the Intemst thraugh &
shared connection on another cormputer,

] Show ican in natification ares when connected

ok [ con ]

Step 4: You may edit or delete the port mappings or click Add to manually add port mappings.
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Advanced Settings

Serices |

Select the serices running on your netwiork thal Intemet users can
ACCELE

Services
semvice]
serviced

Service Settings

Description of service:
iTest

Mame or |P address [for example 192.168.0.12] of the
carmputer hazting this service anyour nebwark:

|1E|2.‘IBS.1.11

Euternal Port number for thiz service:
143 # TCP C UDP

Intemal Fort number for this service:

[ aaa. ] | | Delete | 143
l oK H Cancel I ] | Cancel |

Step 5: Select Show icon in notification area when connected option and click OK. An icon displays in the
system tray.

i, Internet Connection is now connected |
Clidk here For moesindconation.

4 wnpE - Pant

Step 6: Double-click on the icon to display your current Internet connection status.

Geaneral

Imtemet Gateway

Status: Connected 05:50:45
Spasd: 576.0 Kbps
Activity
Irtemat Intemet Gateway My Compiser
Packats Sent: 68,353 3.056.450
Recaved: £4,342 4,081,813

Web Configurator Easy Access

With UPnP, you can access web-based configuration for the BEC 8800N without first finding out the IP
address of the router. This helps if you do not know the router’s IP address.

Follow the steps below to access web configuration.
Step 1: Click Start and then Control Panel.
Step 2: Double-click Network Connections.

Step 3: Select My Network Places under Other Places.
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*s Network Connections

File Edit View Favorites Tools Advanced Help .':f
‘) Each ‘J ;’f /".I_Wr Search || Falders v

g
Address @ Metwork Connections e . G.D

LAN or High—SpEed Internet
Network Tasks

= . A Local Area Connection A Local Area Connection 4
[l creats anew connection - Acquiring network address, Fir.. 98 Metwork cable unpluaged, Fire...
@ Set up & home or small |—E‘3ﬂ MYIDIA nFaorce MCP Networkin, ., |—EB;| D-Link DFE-530TH% PCI Fast EL..,
office netwark

& Change Windaws Firewal|
seftings

See Also

i) Metwork Troubleshooter

Other Places

@ Control Panel
& My Metwork Flaces
;l’j My Documents
g My Computer

Details

Network Connections:
System Folder

Step 4: An icon describing each UPnP-enabled device shows under Local Network.

Step 5: Right-click on the icon of your BEC 8800N and select Invoke. The web configuration login screen
displays.

Step 6: Right-click on the icon of your BEC 8800N and select Properties. A properties window displays
basic information about the BEC 8800N.

System Log Server
This screen allows you to view the system events log or to configure the system log options.
I Configuration

* System Log Server

Parameters

Send Log To Remote Server O Enable (& Disable
Log Server IP Address ' |

Log Server UDP Port

Send Log To Remote Server: By default, it is disabled. To enable it, tick Enable to activate system log.
Log Server IP Address: Enter the server IP address.

Log Server UDP Port: Enter the server UDP port.

Click Apply/Save to confirm the settings.
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TR-069 Client

Please contact your ISP for the information of TR069.

I Configuration 1"_\'} .

* TR-069 client

Parameters

Infarmm () Enabled (& Disabled
Inform Interval 0
ACE URL

ACS User Name admin

ACSE Password weeee

Connection Request Authentication [¥

Connection Reguest User Narne admin

Connection Request Password T

|Apply || GelRPCMetnods |

Inform: You can enable or disable the periodic inform feature.

Inform Interval: Enter the length of the periodic inform interval (unit: seconds).

ACS URL: Enter the ACS URL address.

ACS Username: Enter the ACS server login name.

ACS Password: Enter the ACS server login password.

Connection Request Authentication:  Check to enable connection request authentication feature.
Connection Request User Name: Enter the username for ACS server to make connection request.
Connection Request Password: Enter the password for ACS server to make connection request.
GetRPCMethods: Detect the types of methods that ACS supports and is in communication with.
Click Apply to confirm the settings.
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Diagnostics

Here are 2 items within this section: Diagnostics and Fault Management .

Diagnostics

This page allows users to test the Ethernet port connection, DSL port connection, and connection to the
Internet Service Provider. If a test displays a FAIL status, click "Test" again or "Test With OAM F4" to
make sure the fail status is consistent.

I:po-e_u_u_1 Diagnostics

* Local Network

Testyour eth2 Connection FAIL
Test your eth3 Connection FAIL
Testyour efni Conneclion PASS
Test your eth0 Connection FAIL
*DSL service provider

TestxDSL Synchronization FAIL
Test ATM OAM F5 segment ping

Test ATM OAM F5 end-to-end ping

T Intermet service provider

Ping default gateway PASS

Ping primary Domain Name Server  FAIL

Test|[  TestwithOaMF4 |
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Fault Management
IEEE 802.1ag Ethernet Connectivity Fault Management protocols comprise three protocols: continuity

check, link trace and loopback protocols that work together to help administrators debug Ethernet
networks. On this screen, you can configure 802.1ag CFM and use this function.

I Diagnostics

*B02,1aq Connectivity Fault Management (only for VDSL PTM KMode)

Maintenance Domain (MD) Lavel | 2 S
Destination MAC Address

BOZ2.10 VLAN |D (0-4095) a |
VDSL Traffic Type Inactive

Test the connection to another Maintenance End Point (MEP)
Loopback Message (LBM)
Find Maintenance End Points (MEPs)

Linkirace Message (LTM)

[ setmDLevel |[ SendLoopback |[ SendLinktrace |
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Chapter 5: Troubleshooting

If your router is not functioning properly, please refer to the suggested solutions provided in this chapter.
If your problems persist or the suggested solutions do not meet your needs, please kindly contact your

service provider or BEC for support.

Problem

Suggested Action

The power LED is not on

Make sure the connection of power supply is good,
the switch of power supply is turned on and the
output of power supply is correct.

None of the LEDs lit when the router is
turned on

Check the connection between the router and the
adapter. If the problem persists, most likely it is due
to the malfunction of your hardware. Please contact
your service provider or BEC for technical support.

| cannot access Internet or remote networks

Make sure that the power is turned on and the
software configuration of the router is correct.
Ensure that the device has been restarted after
configuration change. Check IP connection using
ping command and that the DNS of the computer is
correct.

| cannot access some web server

This problem is often caused by one of the following
issues:

« The MTU of operating system might be too large.
e Some operating systems might need to be
patched.

| cannot log on to the configuration page

e Check the connection between the PC and the
router.

e Ensure your PC’s IP address is on the same
subnet as the router.

» Check to see if your browser has Java, JavaScript,
or ActiveX enabled. If you are using Internet
Explorer, click Refresh to ensure that the Java
applet is loaded.

* Make sure you are using the correct user name
and password. User names and passwords are
case sensitive, so make sure that CAPS LOCK is
not on when entering this information.

» Reset the device.

| have forgotten my login username or
password

Try the default username & password (Please refer
to Chapter 3). If this fails, restore your router to its
default setting by pressing the Reset button for 3~5
seconds.
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Appendix: Product Support & Contact

If you come across any problems please contact the dealer from where you purchased your
product.

Contact BEC

http://www.bectechnologies.net

FCC Caution:d0 0O

Any Changes or modifications not expressly approved by the party responsible for compliance could void the user's authority
to operate the equipment. [

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:

(1) This device may not cause harmful interference, and

(2) this device must accept any interference received, including interference that may cause undesired operation.

O IMPORTANT NOTE: O O

FCC Radiation Exposure Statement: O

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment .This equipment should be
installed and operated with minimum distance 20cm between the radiator& your body. 0 0O

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

Note: This equipment has been tested and found to comply with the limits for a class B digital device,pursuant to part 15 of the FCC
rules.This limits are designed to provide reasonable protection against harnful interenference in a residential installation . this
equipment generates ,uses and can radiate radio frequency energy and ,if not installed and used in accordance with the instructions
may case harmful interference to radio communication.However, there is no grantee will not occur in a particular installation.If this
equipment doses cause harmful interference to radio or television reception ,which can be determined by turning the equipment off
and on , the user is encourage to try to correct the interference by one or more of the following mersures:

-Reorient or relocate the receiving antenna.

-Increase the separation between the equipment and receiver.

-Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

-Consult the dealer or an experienced radio/TV technician for help.

Customer Information
1.0This equipment complies with Part 68 of the FCC rules and the requirements adopted by the ACTA. On the bottom of this
equipment is a label that contains, among other information, a product identifier in the format US:AAAEQ##TXXXX. If requested,
this number must be provided to the telephone company.
2.0A plug and jack used to connect this equipment to the premises wiring and telephone network must comply with the applicable
FCC Part 68 rules and requirements adopted by the ACTA. A compliant telephone cord and modular plug is provided with this
product. It is designed to be connected to a compatible modular jack that is also compliant. See installation instructions for details.
3.00If this equipment [US: B12DL01B8920NE] causes harm to the telephone network, the telephone company will notify you in advanc
that temporary discontinuance of service may be required. But if advance notice isn't practical, the telephone company will notify
the customer as soon as possible. Also, you will be advised of your right to file a complaint with the FCC if you believe it is necessary
4.0The telephone company may make changes in its facilities, equipment, operations or procedures that could affect the operation
of the equipment. If this happens the telephone company will provide advance notice in order for you to make necessary
modifications to maintain uninterrupted service.
5.01f trouble is experienced with this equipment [US: B12DL01B8920NE], for repair or warranty information, Service can be facilitate
d through our office at:(]
U.S. Agent Company name:[0BEC Technologies Inc.
Address:1500 Precision Drive, Suite 100 Plano TX 75074 USAQO
Tel:+1-972-422-08770
If the equipment is causing harm to the telephone network, the telephone company may request that you disconnect the equipment
until the problem is resolved.
6.0Please follow instructions for repairing if any (e.g. battery replacement section); otherwise do not alternate or repair any partsof
device except specified. For repair procedures, follow the instructions outlined under the limited warranty.
7.0Connection to party line service is subject to state tariffs. Contact the state public utility commission, public service commission
or corporation commission for information.
8.0If your home has specially wired alarm equipment connected to the telephone line, ensure the installation of this [8920NE]
does not disable your alarm equipment. If you have questions about what will disable alarm equipment, consult your telephone
company or a qualified installer.
9.0If the telephone company requests information on what equipment is connected to their lines, inform them of:00

a)dThe ringer equivalence number[ 0.1B]O

b)OThe USOC jack required [RJ11C]O

c)OFacility Interface Codes ("FIC") [METALLIC]O

d)dService Order Codes ("SOC") [9.0Y]O

e)dThe FCC Registration Numbe [US:B12DL01B8920NE]O
10.0The REN is used to determine the number of devices that may be connected to a telephone line. Excessive RENs on
a telephone line may result in the devices not ringing in response to an incoming call. In most but not all areas, the sum of RENs
should not exceed five (5.0). To be certain of the number of devices that may be connected to a line, as determined by the total
RENSs, contact the local telephone company. The REN for this product is part of the product identifier that has the format
US:AAAEQ##TXXXX. The digits represented by ## are the REN without a decimal point. For this product the FCC Registration
number is [US: B12DL01B8920NE] indicates the REN would be 0.1.
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