Troubleshooting
8. Resetting the DI-524 to Factory Default Settings

After you have tried other methods for troubleshooting your network, you may

choose to Reset the DI-524 to the factory default settings. Remember that
D-Link AirPro products network together

, out of the box, at the factory default
settings.

Reset

To hard-reset the DI-524 to Factory Default Settings, please do the following:

B | ocate the Reset button on the back of the DI-524
B Use a paper clip to press the Reset button

B Hold for about 10 seconds and then release

m After the DI-524 reboots (this may take a few minutes)
it will be reset to the factory Default settings
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Technical Specifications

Standards
B Based on IEEE 802.11n (draft 2.0) Technology
m IEEE 802.11g
m IEEE 802.11b
m |EEE 802.3
B |EEE 802.3u

VPN Pass Through/ Multi-Sessions
m PPTP
B |L2TP
m |PSec

Device Management

B Web-Based- Internet Explorer v6 or later; Netscape Navigator v7
or later; or other Java-enabled browsers

B DHCP Server and Client

Advanced Firewall Features

m NAT with VPN Passthrough (Network Address Translation)
MAC Filtering
IP Filtering
URL Filtering
Domain Blocking
Scheduling
Wireless Operating Range
B Indoors — up to 328 feet (100 meters)
m Outdoors — up to 984 feet (300 meters)
Operating Temperature
B 32°F to 104°F (0°C to 40°C)

Humidity:
B 95% maximum (non-condensing)

Safety and Emissions:
m FCC,CE

Wireless Frequency Range:

B 2.4GHzto 2.462GHz
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Technical Specifications

LEDs:

Power

WAN

LAN (10/100)

WLAN (Wireless Connection)

Physical Dimensions:

B L=5.6inches (142mm)
m W =43 inches (109mm)
m H=1.2inches (31mm)
Wireless Transmit Power:
B 15dBmz+ 5dB
Security:

B 802.1x

m WEP
WPA
WPA-PSK

External Antenna Type:
B Single Fixed Antenna

Modulation Technology:

m Orthogonal Frequency Division Multiplexing (OFDM)

Power Input:
B Ext. Power Supply DC 5V, 1A

Weight:
m 0.44 Ibs. (2009)
Warranty:

m 1year
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Technical Specifications

Wireless Data Rates with Automatic Fallback:

Max physical rate up to 150 Mbps in 802.11n mode
54 Mbps
48 Mbps
36 Mbps
24 Mbps
18 Mbps
12 Mbps
11 Mbps
9 Mbps
6 Mbps
5.5 Mbps
2 Mbps

1 Mbps

Receiver Sensitivity:

54Mbps OFDM, 10% PER, -68dBm
48Mbps OFDM, 10% PER, -70dBm
36Mbps OFDM, 10% PER, -75dBm
24Mbps OFDM, 10% PER, -79dBm
18Mbps OFDM, 10% PER, -82dBm
12Mbps OFDM, 10% PER, -84dBm
11Mbps CCK, 8% PER, -82dBm
9Mbps OFDM, 10% PER, -86dBm
6Mbps OFDM, 10% PER, -88dBm
5.5Mbps CCK, 8% PER, -85dBm
2Mbps QPSK, 8% PER, -86dBm
1Mbps BPSK, 8% PER, -89dBm
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Frequently Asked Questions

Why can’t | access the web based configuration?

When entering the IP Address of the DI-524 (192.168.0.1), you are not connecting to
the Internet or have to be connected to the Internet. The device has the utility built-in
to a ROM chip in the device itself. Your computer must be on the same IP subnet to
connect to the web-based utility.

To resolve difficulties accessing a web utility, please follow the steps below.

Step 1 Verify physical connectivity by checking for solid link lights on the device.
If you do not get a solid link light, try using a different cable or connect to a different
port on the device if possible. If the computer is turned off, the link light may not be
on.

What type of cable should | be using?

The following connections require a Crossover Cable:
Computer to Computer

Computer to Uplink Port

Computer to Access Point

Computer to Print Server

Computer/XBOX/PS2 to DWL-810
Computer/XBOX/PS2 to DWL-900AP+

Uplink Port to Uplink Port (hub/switch)

Normal Port to Normal Port (hub/switch)

The following connections require a Straight-through Cable:
Computer to Residential Gateway/Router

Computer to Normal Port (hub/switch)

Access Point to Normal Port (hub/switch)

Print Server to Normal Port (hub/switch)

Uplink Port to Normal Port (hub/switch)

Rule of Thumb:
"If there is a link light, the cable is right.”
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Frequently Asked Questions (continued)

Why can’t | access the web based configuration? (continued)

What type of cable should | be using? (continued)

What's the difference between a crossover cable and a straight-through
cable?

The wiring in crossover and straight-through cables are different. The two
types of cable have different purposes

for different LAN configurations. EIA/TIA

568A/568B define the wiring standards 3 hite-Green
and allow for two different wiring color g ‘-B’*:ﬂge-manﬂe
codes as illustrated in the following 5 White-Blue
diagram_' . g gmi':g-%mwn
*The wires with colored backgrounds may 8 Brown
have white stripes and may be denoted 5684 CABLE END
that way in diagrams found elsewhere. .

1 White-Orange
How to tell straight-through cable from g g;i't‘g_%men
a crossover cable: 4 Blue
The main way to tell the difference 2 White-Blue
between the two cable types is to ; Es:gitfn-ﬁmwn

compare the wiring order on the ends
of the cable. If the wiring is the same on 9686 CABLE END

both sides, it is straight-through cable. If one side has opposite wiring, it is a
crossover cable.

All you need to remember to properly configure the cables is the pinout order of
the two cable ends and the following rules:

A straight-through cable has identical ends

A crossover cable has different ends

It makes no functional difference which standard you follow for straight-through
cable ends, as long as both ends are the same. You can start a crossover cable
with either standard as long as the other end is the other standard. It makes no
functional difference which end is which. The order in which you pin the cable

is important. Using a pattern other than what is specified in the above diagram
could cause connection problems.

When to use a crossover cable and when to use a straight-through cable:
Computer to Computer — Crossover

Computer to an normal port on a Hub/Switch — Straight-through

Computer to an uplink port on a Hub/Switch - Crossover

Hub/Switch uplink port to another Hub/Switch uplink port — Crossover

Hub/Switch uplink port to another Hub/Switch normal port - Straight-through 66



Frequently Asked Questions (continued)

Why can’t | access the web based configuration? (continued)

Step 2 Disable any Internet security software running on the computer. Software
firewalls like Zone Alarm, Black Ice, Sygate, Norton Personal Firewall, etc. might
block access to the configuration pages. Check the help files included with your

firewall software for more information on disabling or configuring it.

Step 3 Configure your Internet settings.

Go to Start>Settings>Control Panel. Double
click the Internet Options Icon. From the Security

tab, click the button to restore the settings to their Tf =

defaults.

e the slde o st the secuiyevel o tis zore.

h
~The saf wse,but ks the least functional

Appropriate fo ke that might have harmiul cortent

Custom Level Delaui Level

Click to the Connection tab and set the dial-
up option to Never Dial a Connection. Click

the LAN Settings button

e ———
. L

Diskup and Vitusl Private Netwerk setigs

LAN Settngs do ot apply o diakup corneclions.
Chaose 5

elings above fordalu selfngs.

Nothing should be checked. Click OK

[~ Use a prowy server for you LAN (These setingswil ot appl to
diakup o1 VPN

cccccc tions)

fdiess Port Jgerier]

I Eypass provmsene forlood] addresses

Go to the Advanced tab and click the
button to restore these settings to their

defaults

Click OK. Go to the desktop and close any open

windows




Frequently Asked Questions (continued)

Why can’t | access the web based configuration? (continued)

Step 4 Check your IP Address. Your computer must have an IP Address in the
same range of the device you are attempting to configure. Most D-Link devices use
the 192.168.0.X range.

How can | find my IP Address in Windows 95, 98, or
ME?

Step 1 Click on Start, then click on Run.

Step 2 The Run Dialogue Box will appear. Type winipcfg in the window as
shown then click OK.

Run

Tupe the name of a prograrn, falder, or dacument, and
Windows will open it for pau.

Open: |winipcfg j

u] i Cancel | Browse... |

Step 3 The IP Configuration window will appear, displaying your Ethernet
Adapter Information.

B Select your adapter from the drop down menu.

M If you do not see your adapter in the drop down menu, your adapter is
not properly installed.

m IP Configuration [= [E]x]

i Ethernet Adapter Information

EEE
Adapter Addiess [0y

IP &ddress 0.0.0.0
Subnet Mask 0.0.00
Drefault G ateway

aK I Heleaze, | Hemew |

Release Al | Renew Al | HMore Info = |

Step 4 After selecting your adapter, it will display your IP Address, subnet
mask, and default gateway.

Step 5 Click OK to close the IP Configuration window
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Frequently Asked Questions (continued)

Why can’t | access the web based configuration? (continued)

Step 4 (continued) Check your IP Address. Your computer must have an IP Address
in the same range of the device you are attempting to configure. Most D-Link devices
use the 192.168.0.X range.

How can | find my IP Address in Windows 2000/XP?

Step 1 Click on Start and select Run.
Step 2 Type cmd then click OK.

Run @

nd Twpe the name of a program, folder, document, or
Internet resource, and Windows will open it For you,

Open; | cmd ||

[ K H Cancel H Browse. .. ]

Step 3 From the Command Prompt, enter ipconfig. It will return your IP
Address, subnet mask, and default gateway

S WINNT system324 CMD.EXE

rosoft Windows 20MA [Uersion 5. 2195]
(C) Copyllght 1985-288A Microsoft Corp.

D:“\>ipconfig

Windows 2888 IF Configuration

Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix

IP Address. » . - « = - » « - « . = 192.168.0.174
Subnet Mask = 255.255.255.8

Default Gateway : 192.168.8.1

Step 4 Type exit to close the command prompt.
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Frequently Asked Questions (continued)

Why can’t | access the web based configuration? (continued)

Step 4 (continued) Check your IP Address. Your computer must have an IP
Address in the same range of the device you are attempting to configure. Most D-
Link devices use the 192.168.0.X range.

Make sure you take note of your computer’s Default Gateway IP Address. The
Default Gateway is the IP Address of the D-Link router. By default, it should be

192.168.0.1.

How can | assign a Static IP Address in Windows XP?

Step 1
Click on Start > Control Panel > Network and Internet Connections >
Network connections.

Step 2 See Step 2 for Windows 2000 and continue from there.
How can | assign a Static IP Address in Windows 20007?

Step 1 Right-click on My Network
Places and select Properties.

Step 2 Right-click on the Local
Area Connection which represents
your network card and select

Properties.

2

Connect using

I EE D-Link DFE-530T PCl Fast Ethernet Adapter

Campanents checked aie used by this connection:

nghllght Internet Protocol (TCP/ %] 223 File and Printer Shering for Microseft Networks -]
IP) and click Properties.

Install Uninstall | Propeties |

Desciption

Transmission Control Protocalf|ntermet Protocol. The default
worle protocol that provid urication
acrass diverse intercannected networks.

[¥ Shaw icon in taskbar when connected

oK Cancel
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Frequently Asked Questions (continued)

Why can’t | access the web based configuration? (continued)

How can | assign a Static IP Address in Windows

20007? (continued)

Click Use the following IP Address and
enter an IP Address that is on the same
subnet as the LAN IP Address on your
router. Example: If the router’s LAN IP
Address is 192.168.0.1, make your IP
Address 192.168.0.X where X = 2-99.
Make sure that the number you choose
is not in use on the network.

G

Set the Default Gateway to be the
same as the LAN IP Address of your
router (192.168.0.1).

Internet Protacol {TCP/IP) Properties:

2lx|
eneral

“You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask pour network administrator for
the appiopriate P settings.

" Dbtain an P address automatically

192 .168. 0 . ES
255.295.255. 0
192.168. 0 .1

& [btain DS server address automatically

1% Lize the following IP addiess:
1P address:
Subnet mask.

Default gateway:

% Usg the follawing DNS server addresses:

192.188. 0 .1

4 .2 .2 .2

Advanced..

Ereferred DNS server:

Alternate DNS server.

Set the Primary DNS to be the same

Cancel

as the LAN IP address of your router
(192.168.0.1).

The Secondary DNS is not needed or enter a DNS server from your ISP.

Click OK twice. You may be asked if you want
Yes.

How can | assign a Static IP
Address in Windows 98/Me?

Step 1 From the desktop, right-click on the
Network Neigborhood icon (Win ME - My

Network Places) and select Properties

Highlight TCP/IP and click the Properties
button. If you have more than 1 adapter,
then there will be a TCP/IP “Binding”

for each adapter. Highlight TCP/IP >
(your network adapter) and then click

Properties.

to reboot your computer. Click

Network
Configuraton | dentfication | Access Cortrol|

The following network components are installed

Client for Micrasoft Metwarks
O-Link DFE-530T% PCI Fast Ethernet Adapter (Rev &)

Add

Remove Propetties

PFrimary Network Logon

[l tor Microsof Networks |
File and Print Sharing
Desciption
TCPAIP is the protocal you use ta cannect ta the Intemet and
widerarea netuiorks:
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Frequently Asked Questions (continued)

Why can’t | access the web based configuration? (continued)

How can | assign a Static IP Address in
Windows 98/Me? (continued)
Step 2 Click Specify an IP Address.

Enter in an IP Address that is on the same
subnet as the LAN IP Address on your

© Oblain an IP address automaticall

router. Example: If the router’s LAN IP & i s S
Address is 192.168.0.1, make your IP
Address 192.168.0.X where X is between S

2-99. Make sure that the number you choose
is not in use on the network.

Cancel
Step 3 Click on the Gateway tab.
Enter the LAN IP Address of your router e
here (1 92 1 680 1 ) DNS Corfiguation ~ Gateway |wws‘. Corfigualion | IP Addess

e lst will be:

Click Add when finished.

Hew gateway

Step 4 Click on the DNS Configuration tab. r‘;;d.f;m —

Installed G ateway ist will be the defauit
the order in which these

Click Enable DNS. Type in a Host (can
be any word). Under DNS server search

order, enter the LAN IP Address of your

router (192.168.0.1). Click Add.

| Advanced

Bindings NetBIDS |
DNS Configuation | Geteway | WINS Configuation | [P Address

Step 5 Click OK twice. % e
When prompted to reboot your computer, b s
. DNS Server Search Order ————
click Yes. e
After you reboot, the computer will now P

have a static, private IP Address.

Domain Sufix Search Order

eeeee

Step 5 Access the web management. Open your web

browser and enter the IP Address of your D-Link device in rr

the address bar. This should open the login page for the
web management. Follow instructions to login and complete the configuration.
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Frequently Asked Questions (continued)

How can | setup my router to work with a Cable modem connection?

Dynamic Cable connection

(IE AT&T-BI, Cox, Adelphia, Rogers, Roadrunner, Charter, and Comcast).

Note: Please configure the router with the computer that was last connected directly

to the cable modem.

Step 1 Log into the web based configuration by typing in the IP Address of the

router (default:192.168.0.1) in your web browser. The username is admin (all

lowercase) and the password is blank (nothing).

Connect to 192.168.0.1

Step 2 Click the Home tab and click the =
WAN button. Dynamic IP Address is the W

default value, however, if Dynamic IP Address

is not selected as the WAN type, select i
Dynamic IP Address by clicking on the radio P:w"; lﬁ == ~|
button. Click Clone Mac Address. Click e e i

on Apply and then Continue to save the

changes.

DI-524 l

Q -

Wizard
Wireless

WAN

I LAN

[

DHCP

D-Link

BUIKINgG NETWOr ks 107 PEopie

Wireless 732

Home [UUETT-N B T 1H Status Help

{ Setting
Flease select the appropriate option to connect to your ISP

(O] Dynamic IP Address Choose this option to obtain an IP address automatically
from your ISP, (For most Cable moderm users)

() Static IP Address Choaose this option to set static |P infarmation provided to
you by your ISP,

© PPPeE Choose this option if your ISP uses PPPoE. (For most DSL
users)

() Others FPTP , BigPond Cahble , LZTP and Telia,

amic IP Addre

Host Name I | toptionan

MAC Address o s Fhe ot |fer Uss |

Prirnaty DNS Address jooop |

Secondary DMS Address 3LD.UUD |

MTU [ts00 |

Alt-reconnect O Enabled & Disahled

@ O 0O

Apply Cancel Help
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Frequently Asked Questions (continued)

How can | setup my router to work with a Cable modem connection?
(continued)

Step 3 Power cycle the cable modem and router:

Turn the cable modem off (first) . Turn the router off Leave them off for 2 minutes.**
Turn the cable modem on (first). Wait until you get a solid cable light on the cable
modem. Turn the router on. Wait 30 seconds.

** If you have a Motorola (Surf Board) modem, leave off for at least 5 minutes.

Step 4 Follow step 1 again and log back into the web configuration. Click the
Status tab and click the Device Info button. If you do not already have a public IP

Address under the WAN heading, click on the DHCP Renew and Continue buttons.

Static Cable Connection
Step 1 Log into the web based configuration
by typing in the IP Address of the router

Connect to 192_168.0.1

(default:192.168.0.1) in your web browser. The f?\\
username is admin (all lowercase) and the =
password is blank (nothing). Dicas 2
Step 2 Click the Home tab and click the WAN l:m_ememermypasswd l
button. Select Static IP Address and enter your
static settings obtained from the ISP in the fields
provided.
D-Link
If you do not know your gy e Wireless 755
settings, you must contact Sioiie
your ISP. Drs24. | A o
| [ —
W @ Stahc IP Address :mnr;;m&gﬂmmsﬂ‘mc IF information provded to
step 3 C|ick On Apply and W (\ FFPOE :T‘!I;?’o“?dwsmn.ﬂNMIISPHEeEFWﬂE {Farmost DL
then click Continue to save o i R
the ChangeS ﬁ ||=.J\num.ss. . onn
Step 4 Click the Status B || o anoo
tab and click the Device -
Info button. Your IP Address Hr 1200
information will be displayed 9@ 90
under the WAN heading. Apply Cancel Help




Frequently Asked Questions (continued)

How can | setup my router to work with Earthlink DSL or any PPPoE
connection?

Make sure you disable or uninstall any PPPoE software such as WinPoet or Enternet
300 from your computer or you will not be able to connect to the Internet.

Step 1 Upgrade Firmware if needed.

(Please visit the D-Link tech support website at: http://support.dlink.com for the latest
firmware upgrade information.)

Step 2 Take a paperclip and perform a hard reset. With the unit on, use a paperclip
and hold down the reset button on the back of the unit for 10 seconds. Release it and
the router will recycle, the lights will blink, and then stabilize.

Step 3 After the router stabilizes, open your browser and enter 192.168.0.1 into
the address window and hit the Enter key. When the password dialog box appears,
enter the username admin and leave the password blank. Click OK.

If the password dialog box does not come up repeat Step 2.
Note: Do not run Wizard.
Step 4 Click on the WAN tab on left-hand side of the screen. Select PPPoE.

Step 5 Select Dynamic PPPoE (unless your ISP supplied you with a static IP
Address).

Step 6 In the username field enter ELN/username@earthlink.net and your
password, where username is your own username.

For SBC Global users, enter username@sbcglobal.net.
For Ameritech users, enter username@ameritech.net.
For BellSouth users, enter username@bellsouth.net.

For Mindspring users, enter username@mindspring.com.
For most other ISPs, enter username.

Step 7 Maximum Idle Time should be set to zero. Set MTU to 1492, unless
specified by your ISP, and set Autoreconnect to Enabled.

Note: If you experience problems accessing certain websites and/or email issues,

please set the MTU to a lower number such as 1472, 1452, etc. Contact your ISP for
more information and the proper MTU setting for your connection.
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Frequently Asked Questions (continued)

How can | setup my router to work with Earthlink DSL or any PPPoE
connection? (continued)

Step 8 Click Apply. When prompted, click Continue. Once the screen refreshes,
unplug the power to the D-Link router.

Step 9 Turn off your DSL modem for 2-3 minutes. Turn back on. Once the modem
has established a link to your ISP, plug the power back into the D-Link router. Wait
about 30 seconds and log back into the router.

Step 10 Click on the Status tab in the web configuration where you can view the
device info. Under WAN, click Connect. Click Continue when prompted. You should
now see that the device info will show an IP Address, verifying that the device has
connected to a server and has been assigned an |IP Address.

Can | use my D-Link Broadband Router to share my Internet
connection provided by AOL DSL Plus?

In most cases yes. AOL DSL+ may use PPPoE for authentication bypassing the
client software. If this is the case, then our routers will work with this service. Please
contact AOL if you are not sure.

To set up your router:

Step 1 Log into the web-based configuration (192.168.0.1) and configure the WAN
side to use PPPOE.

Step 2 Enter your screen name followed by @aol.com for the user name. Enter
your AOL password in the password box.

Step 3 You will have to set the MTU to 1400. AOL DSL does not allow for anything
higher than 1400.

Step 4 Apply settings.

Step 5 Recycle the power to the modem for 1 minute and then recycle power to the
router. Allow 1 to 2 minutes to connect.

If you connect to the Internet with a different internet service provider and want
to use the AOL software, you can do that without configuring the router’s firewall
settings. You need to configure the AOL software to connect using TCP/IP.

Go to http://www.aol.com for more specific configuration information of their software.
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Frequently Asked Questions (continued)

How do | open ports on my router?

To allow traffic from the internet to enter your local network, you will need to open up
ports or the router will block the request.

Step 1 Open your web
browser and enter the |P Wirtual Server is used to allow Internet users access to LAN sewices
Address of your D-Link router & Enabled © Disablad
(192.168.0.1). Enter username Name [poamwneel Clear |
(admin) and your password Private I 182.168.0.100
(blank by default)- Frotocal Type  |UDP 'l

Private Port 22
Step 2 Click on Advanced N
on top and then click Virtual Schedle @ Always
Server on the left side.  From time [00 7] : [00 =] [ =] 1o [00 =] - [00 =] [& =]
Step 3 Check Enabled to oo [on Moo

activate entry.
Step 4 Enter a name for your virtual server entry.

Step 5 Next to Private IP, enter the IP Address of the computer on your local
network that you want to allow the incoming service to.

Step 6 Choose Protocol Type - either TCP, UDP, or both. If you are not sure, select
both.

Step 7 Enter the port information next to Private Port and Public Port. The private
and public ports are usually the same. The public port is the port seen from the WAN
side, and the private port is the port being used by the application on the computer
within your local network.

Step 8 Enter the Schedule information.
Step 9 Click Apply and then click Continue.

Note: Make sure DMZ host is disabled. If DMZ is enabled, it will disable all Virtual
Server entries.

Because our routers use NAT (Network Address Translation), you can only open a
specific port to one computer at a time. For example: If you have 2 web servers on
your network, you cannot open port 80 to both computers. You will need to configure
1 of the web servers to use port 81. Now you can open port 80 to the first computer
and then open port 81 to the other computer.
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Frequently Asked Questions (continued)

What is DMZ?

Demilitarized Zone:

In computer networks, a DMZ (demilitarized zone) is a computer host or small
network inserted as a neutral zone between a company’s private network and the
outside public network. It prevents outside users from getting direct access to a
server that has company data. (The term comes from the geographic buffer zone
that was set up between North Korea and South Korea following the UN police action
in the early 1950s.) A DMZ is an optional and more secure approach to a firewall and
effectively acts as a proxy server as well.

In a typical DMZ configuration for a small company, a separate computer (or host in
network terms) receives requests from users within the private network for access
to Web sites or other companies accessible on the public network. The DMZ host
then initiates sessions for these requests on the public network. However, the DMZ
host is not able to initiate a session back into the private network. It can only forward
packets that have already been requested.

Users of the public network outside the company can access only the DMZ host. The
DMZ may typically also have the company’s Web pages so these could be served

to the outside world. However, the DMZ provides access to no other company data.
In the event that an outside user penetrated the DMZ hosts security, the Web pages
might be corrupted but no other company information would be exposed. D-Link, a
leading maker of routers, is one company that sells products designed for setting up

a DMz

How do | configure the DMZ Host?

The DMZ feature allows you to forward all incoming ports to one computer on the
local network. The DMZ, or Demilitarized Zone, will allow the specified computer
to be exposed to the Internet. DMZ is useful when a certain application or game
does not work through the firewall. The computer that is configured for DMZ will be
completely vulnerable on the Internet, so it is suggested that you try opening ports
from the Virtual Server or Firewall settings before using DMZ.

Step 1 Find the IP address of the computer you want to use as the DMZ host.
To find out how to locate the IP Address of the computer in Windows XP/2000/ME/9x

or Macintosh operating systems please refer to Step 4 of the first question in this
section (Frequently Asked Questions).
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Frequently Asked Questions (continued)

How do | configure the DMZ Host? (continued)

Step 2 Log into the web based configuration RellEESaREFETSEE] ZIX]
of the router by typing in the IP Address = B
of the router (default:192.168.0.1) in your '-"15‘1 (Y
web browser. The username is admin (all £
lowercase) and the password is blank

(nothing)

DI-524

User name: |ﬁ admin v|

Password: | |

[C1remember my password

[ Ok ][ Cancel ]

Step 3 Click the Advanced tab and then click on the DMZ button. Select Enable
and type in the IP Address you found in step 1.

D-Link

Bulking Networks for People

Wireless 732

Step 4 Click Apply
and then Continue to  orez |
save the changes.

| Home UIWEYPTVE Tools | Status | Help

DMZ
DMZiDemilitarized Zone) is used to allow a single computer an the LAN to be exposed to
the Internet

Note: When DMZ is i . 1?;"6?';%“‘9“

enabled, Virtual Server

settings will still be 9 9 O
effective. Remember, Filter Apply Cancel Help

you cannot forward the
same port to multiple
IP Addresses, so the DDNS
Virtual Server settings
will take priority over

DMZ settings. Prformance

Firs

[ BOROE S
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Frequently Asked Questions (continued)

How do | open a range of ports on my DI-524 using Firewall rules?

Step 1 Access the router’s web configuration by entering the router’s IP Address in
your web browser. The default IP Address is 192.168.0.1. Login using your password.
The default username is “admin” and the password is blank.

If you are having difficulty accessing web management, please see the first question
in this section.

Step 2 From the web management Home page, click the Advanced tab then click
the Firewall button.

Step 3 Click on D-Link
Enabled and type in a [diaddiss =
name for the new rule. Wireless 750

e L SUTTEEN Advanced JRETTH Status Help
step 4 Choose WAN ‘ = Firewall Rules can be used to allow or deny traffic from passing through the DI-524
as the Source and Otnabled O Disableg
enter a range of IP e — ]

ction Al Deny
Addresses OUt on the lmerfa.;:i .\VF Start ‘ IP End Protocal  Port Range
internet that you would souce [ @[ L E r T
like this rule applied e | o= =T
to. If you would like A
. Firewall O From Time |00 %[00 ¥ T |00 ¥ 00 |
FhlS rule to allow all day[Sm ¥ 10[5im 9]
internet users to be = Q@ OO0
able to access these — Apply Cancel Help
ports, then put an i
H i 1 g co= Action Mame Source Destination Protacal

ASterISK n the fIrSt Allaw Allowto Ping WAN port  WWAN, PUANT ICMP,8 [E3T]
box and leave the Deny Detaut Lan B
second box empty Allow Default LAN = - 3]

Step 5 Select LAN as the Destination and enter the IP Address of the computer on
your local network that you want to allow the incoming service to. This will not work

with a range of IP Addresses.

Step 6 Enter the port or range of ports that are required to be open for the incoming service.

Step 7 Click Apply and then click Continue.

Note: Make sure DMZ host is disabled.

Because our routers use NAT (Network Address Translation), you can only open a
specific port to one computer at a time. For example: If you have 2 web servers on
your network, you cannot open port 80 to both computers. You will need to configure
1 of the web servers to use port 81. Now you can open port 80 to the first computer

and then open port 81 to the other computer. 80



Frequently Asked Questions (continued)

What are virtual servers?

A Virtual Server is defined as a service port, and all requests to this port will be
redirected to the computer specified by the server IP. For example, if you have an
FTP Server (port 21) at 192.168.0.5, a Web server (port 80) at 192.168.0.6, and
a VPN server at 192.168.0.7, then you need to specify the following virtual server
mapping table:

Ceoron | s | e

21 192.168.0.5 X
80 192.168.0.6 X
1723 192.168.0.7 X

How do | use PC Anywhere with my DI-524 router?

You will need to open 3 ports in the Virtual Server section of your D-Link router.

Step 1 Open your web browser and enter the IP Address of the router
(192.168.0.1).

Step 2 Click on Advanced at the top and then click Virtual Server on the left side.

Step 3 Enter the Virtual Server _
information as seen Yirtual Server is used to allow Internet users access to LAM services.
below. The Private IP @ Enabled ¢ Disabled
is the IP Address of the Name [peanywhere1 Clear |
computer on your local Private IP [18z 1680100
network that you want Protacal Type m
to connect to. Private Port 22|

Public Port oz
Step 4 The first entry Schedule & Always
will read as shown here: ¢ From time [002]  [00.=] [AM =] 1o [00 =] . [00 =] [AM =]

day m to m

Step 5 Click Apply
and then click Continue. 81



Frequently Asked Questions (continued)

How do | use PC Anywhere with my DI-524 router? (continued)

Step 6 Create
a second entry Yirtual Server is used to allow Internet users access to LAN services.

as shown here: & Enabled ¢ Disabled

Marme |poanywhere? Clear |
Private IP |192.1EB.D.1DD

Fratocol Type ITCP 'l
Private Paort |5631

Step 7 Click Public Port  [5631
Apply and then Schedule & Always
click Continue. € From tirne |00 =] - [00 =] |AM =] to [00 =] . Jo0 =] [aM =]

day|5un vImISun vl

Step 8 Create . ] ,
a third and final Yirtual Server is used to allow Internet users access to LAN serices.

entry as shown

@ Enabled © Disabled
here:

Mame |pc:anywher93 Clear |

Private IP 192.168.0.100

Protacol Type Im
Private Port IW
Public Pot  [5632
Schedule & Always
€ From time |00 =] - [00 =] |AM =] 1o |00 x| - 00 =] [AM =]
day [Sun 2] to[5un 7]

Step 9 Click Apply and then click Continue.

Step 10 Run PCAnywhere from the remote site and use the WAN IP Address of the
router, not your computer’s IP Address.
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Frequently Asked Questions (continued)

How can | use eDonkey behind my D-Link Router?

You must open ports on your router to allow incoming traffic while using eDonkey.
eDonkey uses three ports (4 if using CLI):

4661 (TCP) To connect with a server

4662 (TCP) To connect with other clients

4665 (UDP) To communicate with servers other than the one you are connected to.
4663 (TCP) *Used with the command line (CLI) client when it is configured to allow
remote connections. This is the case when using a Graphical Interface (such as the

Java Interface) with the client.

Step 1 Open your web browser and enter the IP Address of your router
(192.168.0.1). Enter username (admin) and your password (leave blank).

Step 2 Click on Advanced and then click Firewall.

Step 3 Create a

new firewall rule: Rw.l.dulﬂwl&
Click Enabled. Wireless 735
Enter a name
Tool: Stat Hel
(edonkey). ey i QLT Advanced ools us elp
CI|Ck A"ow ‘- == Firewall Rules can he used to allow or deny traffic from passing through the D524,
Next to SOUI"CG, @ Enabled O Disabled
select WAN under Name  lDokey
|nterface In the Action @ allow O Deny
f”_St bOX enter an * ]m Irmeﬂaier .\VPSlan ) IP End Protocol  Port Range
’ ) Source lwan | | !
Igg)a(veenrgteysecond Destination  [Lan v| [1sz16ana00 | [ ][ = s Laees |
. Schedule @ Always
Next to Destination, Firewall :
select LAN under ENl LETE |
interface. Enter the @ 9 O
IP Address of the BMZ Apply Cancel Help
Computer you are
. e frr Action Name Source Dastination Protacal
running eDonkey Allow Allow to Ping WAN part VAN, WA, ICMP,& Ed ]
from. Leave the Deny Default o LAN . !ﬁ[l'!'
second box empty Allaw Default LAN,* b a5 Ed)

Under Protocol,
select *. In the port range boxes, enter 4661 in the first box and then 4665 in the

second box. Click Always or set a schedule.

Step 4 Click Apply and then Continue.
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Frequently Asked Questions (continued)

How do | set up my router for SOCOM on my Playstation 2?

To allow you to play SOCOM and hear audio, you must download the latest firmware
for the router (if needed), enable Game Mode, and open port 6869 to the IP Address
of your Playstation.

Step 1 Upgrade firmware (follow link above).

Step 2 Open your web browser and enter the IP Address of the router
(192.168.0.1). Enter username (admin) and your password (blank by default).

Step 3 Click on the Advanced tab and then click on Virtual Server on the left side.

Step 4 You will now create a new Virtual Server entry. Click Enabled and enter a
name (socom). Enter the IP Address of your Playstation for Private IP.

Step 5 For Protocol Type select Both. Enter 6869 for both the Private Port and
Public Port. Click Always. Click Apply to save changes and then Continue

D-Link

BulKImg Nerworks for Peopie

Wireless 730
| Home FUIZITTTR Tools Status Help
DI-524 l
‘- Wirtual Server is Used to allow Internet users access to LAN services
@ Enabled O Disahled
Virtual Server Name 3m+l
Private IP 182.168.0,100 |
Protocal Type jVEIDth ~|
Privats Port [6asa |
i _—
Public Port 6863
Schedule @® Always
g T E=a
TR © From  Time 00
day[Sun_¥to[Sn ¥
— ¥ to|Sun v
. @ O 0O
DMZ Apply Cancel Help
MName Private IP Protocol Schedule
Virtual Semer FTP 0000 TCP21/21  always Eq
Virtual Server HTTP 0.00.0 TCRB0/80  always )]
Virtual Server HTTPS 0.00.0 TCF 4431443 always i)
Virtual Semer DNS 0000 UDP53/53  always Ed]

Step 6 Click on the Tools tab and then Misc on the left side.

Step 7 Make sure Gaming Mode is Enabled. If not, click Enabled. Click Apply and
then Continue. 84




Frequently Asked Questions (continued)

How can | use Gamespy behind my D-Link router?

Step 1 Open your web browser and enter the IP Address of the router
(192.168.0.1). Enter admin for the username and your password (blank by default).

Step 2 Click on the Advanced tab and then click Virtual Server on the left side.

Step 3 You will create 2 entries.

Step 4 Click Enabled and enter Settings:

NAME - Gamespy1

PRIVATE IP - The IP Address
of your computer that you are
running Gamespy from.

PROTOCOL TYPE - Both

PRIVATE PORT - 3783
PUBLIC PORT - 3783
SCHEDULE - Always.

Click Apply and then continue

Step 5 Enter 2nd entry:
Click Enabled

NAME - Gamespy?2

PRIVATE IP - The IP Address
of your computer that you
are running Gamespy from.

PROTOCOL TYPE - Both
PRIVATE PORT - 6500
PUBLIC PORT - 6500
SCHEDULE - Always.

Click Apply and then continue.

Wireless 750
[ Home WUIULTZIN Tools | Status Help

I8 el 1 il bt 10 LAN senices

EEnabled O Disakied
Hame [ e
Pitvitg 1P 1931660/100
Protocal Type: ein ¥
Piivats Pest )

Fubic Parl ey
Schadule @ Awiys
CFrm  Tima 0 who0 a0 v 00 W
day B @ B
Apply Cancel Help
Hame PivtelP Proecal Sctwete
Virtal Sarver FTP LLTT] TCPHIH  abwars [
el Sarvar HTTF [T TCREDIGD  awavs 48
Vil SererWTIPS 0008 TOF 4435443 awars H8
Virtal Sanver NS LLIT] UDPSITE  shways =8

Wireless 750
LI Advanced

Wirtual Serves is used o sllow Indernel wsses scoess b LAN services.

GEnatiea ) Disabled
Hame ganespyd
Piivite IP 192160.0.100
Protocai Type Bt &
Private Port L
Puib Park )
Schadula (5 Apwars

O Fom  Time 8 = 00 ~To(00 %00 ¥
9y Sun ¥ 1p Sn ¥

2 9 0
Apply Cancel Help

Hame Prate P Prolocst Schedule
Vsl Borvor FTP no0n TCRHIN  awars £y
Virtasl Ganent HTTP 0000 TCREDIAD  whwaye =R
Virksd Server HTTPS 0080 TP 417443 wwars ek |
Verhas! Berver DN 0000 VOPSHIET  sware £y |
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Frequently Asked Questions (continued)

How do | configure my router for KaZaA and Grokster?

The following is for KaZaA, Grokster, and others using the FastTrack P2P file sharing
system.

In most cases, you do not have to configure anything on the router or on the Kazaa
software. If you are having problems, please follow steps below:

Step 1 Enter the IP Address of your router in a web browser (192.168.0.1).
Step 2 Enter your username (admin) and your password (blank by default).
Step 3 Click on Advanced and then click Virtual Server.

Step 4 Click Enabled and then enter a Name (kazaa for example).

Step 5 Enter the IP Address of the computer you are running KaZaA from in the
Private IP box. Select TCP for the Protocol Type.

Step 6 Enter 1214 in the Private and Public Port boxes. Click Always under
schedule or set a time range. Click Apply.

| Home NUVTITTR Tools  Status Help
Virtual Server is used to allow Internet users access to LAN senices.

®Enabled O Disabled
Mame |kazaa |

Private IP 192.168.0,100 |

Protocol Type
Private Port
Public Port

Schedule @ Alwvays
O From  Time 00 ¥ 00 v Tp 00 v 00 v

davtﬂ

Make sure that you did not enable proxy/firewall in the KaZaA software.
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Frequently Asked Questions (continued)

How do | configure my router to play Warcraft 3?

You must open ports on your router to allow incoming traffic while hosting a game in
Warcraft 3. To play a game, you do not have to configure your router.

Warcraft 3 (Battlenet) uses port 6112.

For the DI-604, DI-614+. DI-524, X TP "
DI-754, DI-764, or DI-774: e Wireless 750
el LI Asvanced

Virtual Sanear b Ugad 10 llow IFMemEl UEers ALCHEE 10 LAN saMtad

Step 1 Open your web browser
and enter the IP Address of i i
your router (192.168.0.1). Enter Vit S Nire )
username (admin) and your .
password (leave blank).

Protocol Type Ban =
Private Port 12
Pubse Port w2

Behadule 5 Aways
O Frem  Timw |00 %[00 ¥ 7o 00 ¥ 00 &

2 00

Apply Cancel Help

Step 2 Click on Advanced and
then click Virtual Server.

day Bn g Bn -

[ECDEE

Step 3 Create a new entry: e Fep P oo =
Click Enabled. Enter a name VANSrHTP 0000 TCPR0ID  awars 24

. anven ! 8 E§
(warcraft3). Private IP - Enter the st ol N a9

IP Address of the computer you

want to host the game. Select

Both for Protocol Type Enter 6112 for both Private Port and Public Port Click Always
or set a schedule.

Step 4 Click Apply and then Continue.

Note: If you want multiple computers from you LAN to play in the same game that
you are hosting, then repeat the steps above and enter the IP Addresses of the other
computers. You will need to change ports. Computer #2 can use port 6113, computer
#3 can use 6114, and so on.

You will need to change the port information within the Warcraft 3 software for
computers #2 and up.

Configure the Game Port information on each computer:
Start Warcraft 3 on each computer, click Options > Gameplay. Scroll down and you

should see Game Port. Enter the port number as you entered in the above steps.
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Frequently Asked Questions (continued)

How do | use NetMeeting with my D-Link Router?

Unlike most TCP/IP applications, NetMeeting uses DYNAMIC PORTS instead of
STATIC PORTS. That means that each NetMeeting connection is somewhat different
than the last. For instance, the HTTP web site application uses port 80. NetMeeting
can use any of over 60,000 different ports.

All broadband routers using (only) standard NAT and all internet sharing programs
like Microsoft ICS that use (only) standard NAT will NOT work with NetMeeting or
other h.323 software packages.

The solution is to put the router in DMZ.

Note: A few hardware manufacturers have taken it on themselves to actually provide
H.323 compatibility. This is not an easy task since the router must search each
incoming packet for signs that it might be a netmeeting packet. This is a whole lot
more work than a router normally does and may actually be a weak point in the
firewall. D-Link is not one of the manufacturers.

To read more on this visit http://www.HomenetHelp.com

How do | set up my router to use iChat? -for Macintosh users-

You must open ports on your router to allow incoming traffic while using iChat.
iChat uses the following ports: 5060 (UDP) 5190 (TCP) File Sharing 16384-16403
(UDP) To video conference with other clients

Step 1 Open your web browser and enter the IP Address of your router

(192.168.0.1). Enter username (admin) and your password (leave blank).

Step 2 Click on Advanced and then click Firewall.
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Frequently Asked Questions (continued)

How do | set up my router to use iChat? -for Macintosh users-
(continued)

Step 3 Create a new firewall rule:

Click Enabled.
Enter a name (ichat1). B Wireless 730

Click Allow. [ Tewe. |
Next to Source, select | e T

WAN under interface. ©— e
In the first box, enter an *. - —
Tapplication

Fartwiall Fulis can b used fo slicw or deny Irafi from passing rough thi D524

Leave the second box Ao ©aow Oem
empty g L l:;:ar.: I.Pﬁm PEnd Protocol  Port Rangs
Next to Destination, select B ::: el Reutacws we 6| W}
LAN under interface. =— o B BE R
Enter the IP Address of the on[e Ho(En :
computer you are running @ 90O
. Apply Cancel Help
iChat from. PoE A
Poeter: Actiantiame Source Destinabion  Protocal
Adlow Allow 0 Ping VAN part VAN AN PR 29
Oeny Default . LAN? . a0
m.: Defuylt LAN? |

Leave the second box empty. Under Protocol, select UDP. In the port range boxes,
enter 5060 in the first box and leave the second box empty.
Click Always or set a schedule.

D-Link

v Serwork o eopi Wireless ;5 g
Step 4 Click Apply and [ ome JELLRY Toos tatus ~_Hes ]
then Continue. peail Trowal
‘. = Firirwall Rulies can b wsind 1o sllow or domy bific from passing thiough the DRS24
@ Enabied () Disabled
Virtual Server iy peter]
Step 5 m :: IENA:E Ll:;‘:: IP End Protocel  Port Rangs
Repeat steps 3and 4 g~ rea Destination [Lan | [1e216e0100 e w1 [1ns
enter ichat2 and open Do QP
ports 16384-16403 (UDP). = il
oo @ 00
— Apply Cancel Halp
i veesregd mm;m Source Dostination  Protocol
A Allow bo Ping WAN porl  WAN." L IcMP8 48
Diemy Dt LaN e}
v Defaut Lans £} |
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Frequently Asked Questions (continued)

How do | set up my router to use iChat? -for Macintosh users-
(continued)

For File Sharing:
Step 1 Click on

D-Link

Advanced and then iring hetwarts or Peopie

Virtual Server. Wireless 730

o i ST Advanced JRTTTH Status Help
Step 2 CheCk Enabled 2 4 F\rewaH‘Rt‘.ﬂes can be used to allow or deny trafiic from passing throuah the DI-524.
to activate entry. L " P
Step 3 Enter a name for Aton @ allw O Deny
your virtual server entry . ;:Li\:.acj'; ‘\P Start _! ‘IP End ‘ Protocol  PortRange
(ichat3). o s O ] [ ] ol EE ]

- Schedule @ Always S
Step 4 Next to Private e R
IP, enter the IP Address T 9o
of the computer on Apply Cancel Help
your local network that - sl

iy e — Action Name Source Destination Pratocal
you Want to aI!OW the Allow Allow o Ping VAN ot AN AN 1CMP,8 @
incoming service to. Deny Deraun Lanis EY ]

Allow Default LAN” 2 2 @5

Step 5 Select TCP for
Protocol Type.

Step 6 Enter 5190 next to Private Port and Public Port.
Stsp 7 Click Always or configure a schedule.

Step 8 Click Apply and then Continue.

If using Mac OS X Firewall, you may need to temporarily turn off the firewall in
the Sharing preference pane on both computers.

To use the Mac OS X Firewall, you must open the same ports as in the router:

Step 1 Choose Apple menu > System Preferences.

Step 2 Choose View > Sharing.

Step 3 Click the Firewall tab.

Step 4 Click New.

Step 5 Choose Other from the Port Name pop-up menu.

Step 6 In the Port Number, Range or Series field, type in: 5060, 16384-16403.
Step 7 In the Description field type in: iChat AV

Step 8 Click OK.
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Frequently Asked Questions (continued)

How do | send or receive a file via iChat when the Mac OSX firewall is
active? -for Macintosh users- Mac OS X 10.2 and later

The following information is from the online Macintosh AppleCare knowledge base:

“iChat cannot send or receive a file when the Mac OS X firewall is active in its default
state. If you have opened the AIM port, you may be able to receive a file but not send
them.

In its default state, the Mac OS X firewall blocks file transfers using iChat or America
Online AIM software. If either the sender or receiver has turned on the Mac OS X fire-
wall, the transfer may be blocked.

The simplest workaround is to temporarily turn off the firewall in the Sharing preference
pane on both computers. This is required for the sender. However, the receiver may
keep the firewall on if the AIM port is open. To open the AIM port:

Step 1 Choose Apple menu > System Preferences.

Step 2 Choose View > Sharing.
Step 3 Click the Firewall tab.
Step 4 Click New.

Step 5 Choose AOL IM from the Port Name pop-up menu. The number
5190 should already be filled in for you.

Step 6 Click OK.

If you do not want to turn off the firewall at the sending computer, a different file sharing
service may be used instead of iChat. The types of file sharing available in Mac OS X
are outlined in technical document 106461, “Mac OS X: File Sharing” in the AppleCare
Knowledge base online.

Note: If you use a file sharing service when the firewall is turned on, be sure to click

the Firewall tab and select the service you have chosen in the “Allow” list. If you do not
do this, the firewall will also block the file sharing service. *
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Frequently Asked Questions (continued)

What is NAT?

NAT stands for Network Address Translator. It is proposed and described in
RFC-1631 and is used for solving the IP Address depletion problem. Basically, each
NAT box has a table consisting of pairs of local IP Addresses and globally unique
addresses, by which the box can “translate” the local IP Addresses to global address
and vice versa. Simply put, it is a method of connecting multiple computers to the
Internet (or any other IP network) using one IP Address.

D-Link’s broadband routers (ie: DI-604) support NAT. With proper configuration,
multiple users can access the Internet using a single account via the NAT device.

For more information on RFC-1631: The IP Network Address Translator (NAT), visit
http://www.fags.org/rfcs/rfc1631.html
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FCC Statement:

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device,

pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection

against harmful interference in a residential installation. This equipment generates, uses and can

radiate radio frequency energy and, if not installed and used in accordance with the instructions, may

cause harmful interference to radio communications. However, there is no guarantee that interference

will not occur in a particular installation. If this equipment does cause harmful interference to radio or

television reception, which can be determined by turning the equipment off and on, the user is

encouraged to try to correct the interference by one of the following measures:

e Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

e Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party
responsible for compliance could void the user’s authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation.

For product available in the USA/Canada market, only channel 1~11 can be operated. Selection of
other channels is not possible.

This device and its antenna(s) must not be co-located or operation in conjunction with any other
antenna or transmitter.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment.
This equipment should be installed and operated with minimum distance 20cm between the radiator &
your body.



