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time and MAC address of the connected wireless clients.
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The wireless client table displays a list of current connected wireless clients. This table also displays the connection

IUse this option bo view the wireless clients that are connected to wour wireless rouker.,
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Section 4 - Security

Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The
DIR-655 offers the following types of security:

* WPA2 (Wi-Fi Protected Access 2) e WPA2-PSK (Pre-Shared Key)
* WPA (Wi-Fi Protected Access) * WPA-PSK (Pre-Shared Key)

What is WPA?

WPA, or Wi-Fi Protected Access, is a Wi-Fi standard that was designed to improve the security features of WEP (Wired
Equivalent Privacy).

The 2 major improvements over WEP:

* Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys
using a hashing algorithm and, by adding an integrity-checking feature, ensures that the keys haven’t
been tampered with. WPA2 is based on 802.11i and uses Advanced Encryption Standard (AES) instead
of TKIP.

» User authentication, which is generally missing in WEP, through the extensible authentication protocol
(EAP). WEP regulates access to a wireless network based on a computer's hardware-specific MAC
address, which is relatively simple to be sniffed out and stolen. EAP is built on a more secure public-key
encryption system to ensure that only authorized network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric
password between 8 and 63 characters long. The password can include symbols (!?*&_) and spaces. This key must
be the exact same key entered on your wireless router or access point.

WPA/WPA2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a
more secure public key encryption system to ensure that only authorized network users can access the network.
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Wireless Security Setup Wizard

To run the security wizard, click on Setup at the top and then

click Launch Wireless Security Setup Wizard.

Type your desired wireless network name (SSID).

Automatically: Select this option to automatically
generate the router’s network key and click Next.

Manually: Select this option to manually enter your
network key and click Next.

‘ DIR-628 ‘ | ADVANCED TOOLS STATUS SUPPORT

There are two ways to set up your Intemet connection: you can use the Web-based Internet
Connection Setup Wizard, or you can manually configure the connection.

INTERNET CONNECTION SETUP WIZARD

If you would like to utilze our easy to use Web-based Wizards to assist you in connecting your
new D-Link Systems Router to the Intemet, click on the button below.

Internet Connection Setup Wizard

Note: Before launching these wizards, please make sure you have followed all steps outlined in
the Quick Installation Guide included in the package.

Connection Setup to

MANUAL INTERNET CONNECTION OPTIONS IR % i sk

manually.

If you would like to configure the Internet settings of your new D-Link Systems Router manually,
then click on the button below.

[ Manual Internet Connection Setup ]

WIRELESS

STEP 1: WELCOME TO THE D-LINK WIRELESS SECURITY SETUP WIZARD

Give your network a name, using up to 32 characters.
Network Name (SSID) : dirg2sat

@ Automatically assign a network key (Recommended)

To prevent outsiders from accessing your netwaork, the router will autormatically assign a security (also called
'WEP or WPA key) to your network.

) Manually assign a network key
Use this options if you prefer to create our own key.

& Use WPA encryption instead of WEP(WPA is stronger than WEP and all D-Link wireless client adapters support
WPAY

Note: All D-Link wireless adapters currently support WPA.

Pre: Cancel Save
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It you selected Automatically, the summary window will
dlsplay your Settlngs erte down the Securlty key and Below is a detailed summary of your wireless security settings. Please print this page out, or write the

enter this on your wireless clients. Click Save to save your o el st G
settings.

Wireless Network Name dir628a1
(SsID) :

Security Mode : Auto (WPA or WPA2) - Personal
Cipher Type : TKIP and AES
Pre-Shared Key : 21b2e5486fa273749b051ef4c457212231e8597ea%effc179d63efaaeb0a0663

Prev ext Cancel Save

If you selected Manually, the following screen will appear.

You have selected your security level - you will need to set a wireless security password.
The WPA (Wi-Fi Protected Access) key must meet one of following guildelines:
- Between 8 and 64 characters (A longer WPA key is more secure than a short one)

- Exactly 64 characters using 0-9 and A-F

Wireless Security Password : |

Note: You will need to enter the same password as keys in this step into your wireless clients in order
to enable proper wireless communication.

[Prev | [ mext | [ cancel |
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Add Wireless Device with WPS Wizard

From the Basic > Wizard screen, click Add Wireless Device
with WPS.

Select Auto to add a wireless client using WPS (Wi-Fi Protected
Setup). Once you select Auto and click Connect, you will have
a 120 second time limit to apply the settings to your wireless
client(s) and successfully establish a connection.

If you select Manual, a settings summary screen will appear.
Write down the security key and enter this on your wireless
clients.

PIN: Select this option to use PIN method. In order to use this
method you must know the wireless client’s 8 digit PIN and
click Connect.

PBC: Select this option to use PBC (Push Button) method to
add a wireless client. Click Connect.

ADD WIRELESS DEVICE WITH WPS (WI-FI PROTECTED SETUP) WIZARD

This wizard is designed to assist you in connecting your wireless device to your router. It wil
guide you through step-by-step instructions on how to get your wireless device connected. Click
the button below to begin.

| Add Wireless Device nith WPS |

STEP 1: SELECT CONFIGURATION METHOD FOR YOUR WIRELESS NETWORK

Please select one of following configuration methods and click next to continue.

Auto & Select this option f your wireless device supports WPS (Wi-Fi Protected Setup)

Manual ' Select this option will display the current wireless settings for you to configure the wireless device
manually

STEP 2: CONNECT YOUR WIRELESS DEVICE

There are two ways to add wireless device to your wireless network:
-PIN (Personal Identification Number)
-PBC (Push Button Configuration)

@ PIN:

please enter the PIN from your wireless device and click the below 'Connect’ Button

O PBC
please prass the push button on your wireless device and click the below 'Connect’ Button within 120 seconds

Prev

[ Cancel ] [ Connect
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Configure WPA-Personal (PSK)

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to

the added overhead.

1. Log into the web-based configuration by opening a web browser
and entering the IP address of the router (192.168.0.1). Click
on Setup and then click Wireless Settings on the left side.

2. Next to Security Mode, select WPA-Personal.

3. Next to WPA Mode, select Auto, WPA2 Only, or WPA Only. Use
Auto if you have wireless clients using both WPA and WPAZ2.

4. Next to Cypher Type, select TKIP and AES, TKIP, or AES.

5. Next to Group Key Update Interval, enter the amount of time
before the group key used for broadcast and multicast data is
changed (3600 is default).

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features, This device supports bwo wireless security modes including:
‘WPa-Personal, and WPA-Enterprise. WPA provides a higher level of security, WPA-Personal does nok require an authentication
server, The WPA-Enterprise option requires an external RADIUS server,

Security Mode : | wpa-Personal v

WP requires skations to use high grade encryption and authentication. For legacy compatibility, use WPA or WPAZ mode, This
mode uses Wha for legacy clients while maintaining higher security with stations that are WPAZ capable, The strongest cipher that
the client supports will be used, For best security, use WPAZ Only mode, In this mode, legacy stations are not allowed access with
WP security, The AES cipher will be used across the wireless network to ensure best security,

WPAMode : | auto (WPA or WPAZ) v
Cipher Type: | TkIP and AES
Group Key Update Interval : 3500 (seconds)

PRE-SHARED KEY

Pre-SharedKey: |[qessssss

6. Next to Pre-Shared Key, enter a key (passphrase). The key is entered as a pass-phrase in ASCII format at both ends
of the wireless connection. The pass-phrase must be between 8-63 characters.

7.Click Save Settings to save your settings. If you are configuring the router with a wireless adapter, you will lose
connectivity until you enable WPA-PSK on your adapter and enter the same passphrase as you did on the router.
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Configure WPA-Enterprise (RADIUS)

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

. Log into the web-based configuration by opening a web browser
and entering the IP address of the router (192.168.0.1). Click
on Setup and then click Wireless Settings on the left side.

Next to Security Mode, select WPA-Enterprise.

. Nextto WPA Mode, select Auto, WPA2 Only, orWPA Only. Use
Auto if you have wireless clients using both WPA and WPA2.

Next to Cypher Type, select TKIP and AES, TKIP, or AES.
Next to Group Key Update Interval, enter the amount of time
before the group key used for broadcast and multicast data is

changed (3600 is default).

Next to Authentication Timeout, enter the amount of time before
a client is required to re-authenticate (60 minutes is default).

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security Features, This device supports bwa wireless security modes including:
WPA-Personal, and WPRA-Enterprise, WPA provides a higher level of security, WPA-Personal does not require an authentication
server, The WPA-Enterprise option requires an external RADIUS server,

Security Mode 1 | wPa-Enterprise v

WPA requires stations to use high grade encryption and authentication. For legacy compatibilicy, use WPA or WPA2 mode. This
mode uses WPA for legacy clients while maintaining higher security with stations that are \WPAZ capable. The strongest cipher that
the client supports will be used. For best security, use WPAZ Only mode. In this mode, legacy stations are not allowed access with
WPA security, The AES cipher will be used across the wireless netwark to ensure best security,

WPAMode : | futo (WPA o WPAZ) %
Cipher Type: | TKIF and AE5 v

Group Key Update Interval: 3500 {seconds)

EAP (802.1X)

When WPA enterprise is enabled, the router uses EAP (802.1x) to authenticate clients via a remote RADIUS
SEerver.

Authentication Timeout : (minukes)

RADIUS server IP Address :
RADIUS server Port :

RADIUS server Shared Secret :

MAC Address Authentication :

FE
2l
A=

=

Advanced >

Next to RADIUS Server IP Address enter the IP Address of your RADIUS server.
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8. Nextto RADIUS Server Port, enter the port you are using with
your RADIUS server. 1812 is the default port.

9. Next to RADIUS Server Shared Secret, enter the security
key.

10. If the MAC Address Authentication box is selected then the
user will need to connect from the same computer whenever
logging into the wireless network.

11. Click Advanced to enter settings for a secondary RADIUS
Server.

12. Click Apply Settings to save your settings.

EAP (802.1X)

When WPA enterprise is enabled, the router uses EAP (§02.1x) to authenticate clients via a remote RADIUS
SEerver.

Authentication Timeout :

(minutes)
RADIUS server IP Address: |pn.0.0

RADIUS server Port: 1317
RADIUS server Shared Secret :  |radiys_shared

MAL Address Authentication: [

Optional backup RADIUS server :
Second RADIUS server IP Address: |q.0.0.0

Second RADIUS server Port: 1512

Second RADIUS server Shared Secret ! |adius_shared

Second MAC Address Authentication: [

D-Link DIR-628 User Manual

7



Section 4 - Security

Connect to a Wireless Network
Using Windows Vista®

Windows Vista® users may use the built-in wireless utility. If you are using another company’s utility or Windows® 2000,
please refer to the user manual of your wireless adapter for help with connecting to a wireless network. Most utilities
will have a “site survey” option similar to the Windows Vista® utility as seen below.

If you receive the Wireless Networks Detected bubble, click

on the center of the bubble to access the utility. i

E| Wireless networks are available.

-
or
Connect to a n.etwcrk
Right-click on the wireless computer icon in your system tray i
(lower-right corner next to the time). Select Connect to a yij 1201BM
network. - Ty ' Frday

81772007

The utility will display any available wireless networks in your 2 — .
area. Click on a network (displayed using the SSID) and click —
the Con nect button ) Disconnect or connect to another network

show [all -
If you get a good signal but cannot access the Internet, check you = o e— o
TCP/IP settings for your wireless adapter. Refer to the Networking L R SR )
Basics section in this manual for more information. i iy Sec Rt al

E
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Configure Wireless Security

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring
your wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase
being used.

1. Open the Windows Vista® Wireless Utility by right-clicking
on the wireless computer icon in your system tray (lower
right corner of screen). Select Connect to a network.

Mot Connected

E-. Wireless networks are available.
-

Connect to a network
Metwork and Sharing Center

?i'l 101 P
- T |f'_ Friday
4 /1772007
| [
2. Highlight the wireless network (SSID) you would like to B e I
connect to and click Connect.
Disconnect or connect to another network
Show [All -
.ﬁl VOIPtest Unsecured network !!JJJ i I
_%, dlink Unsecured network !ﬂj_u
.5_‘ tuesday Security-enabled network !!JJJ i
E|
Set up a connection or network
Open Network and Sharing Center
[ Connect JI Cancel
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3. Enter the same security key or passphrase that is on your router SEI=
and click Connect. © F comectiosnaen
Type the network security key or passphrase for Candy
It may take 20-30 seconds to connect to the wireless network. If the Thepersonwhosetup th newor con gie you the ey o passphse
connection fails, please verify that the security settings are correct. L2,
The key or passphrase must be exactly the same as on the wireless
ro ute r. [ Display characters
i If you have a USE flash drive with network settings for Candy, insert it now.
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