TOP
Global

Top Global Wireless LAN
Mobile Bridge User Guide

Top Global Technology Ltd, All Rights Reserved



TOP |
&lobal

Top Global Technology Ltd. ----MB-8000 User Guide

CONTENT

FOREWORD ... ettt eeeeeeeneeenenenenens 3
OBUIECTIVES ...ttt et e et e e et e e et e e et e e et e e e et e e r et e e ae et e e eaeeeenateteenannens 3
AAUDIENCE ...ttt oottt e e e et e e e et e e e et e e e et e e e e et e e e e e e e e et e e e ee e eeeaeeeeeaeneeaaans 3
CONVENTIONS <.ttt e ettt e et e et e e et e e e et e e et e e e et e e e et e e neeeeesa et e e naeneeenannens 3
OBTAINING DOCUMENTATION ...ttt e ettt e et e e e eeee e e e eeeeeaeteeeeeseeeeeeesaeeeeeseneeeesaeeeeesannnes 3
VVORLD WIDE WEB.......eeeeeeeee et e e e e et e e e et e e e et e e e et e e e et e e e et e e e et e e e eaeeeeaaans 3
1. INTRODUCTION Liuuiiieeiiieeiiie it iie it i i it iiisseeiieeiaeenaes 4
.1 OVERVIEW ..ot ettt et e e et e e et e e e et e e e et e e ne et e e ea et e e naaeeenanneas 4
1.2 ADVANCED FEATURES OF MOBILE BRIDGE 8000 .........ccciiueeeeeeeeeeeeeeeeeeeeeeeeeaeeeeens 4
1.3 NETWORK ARCHITECTURE ...cccottettee et e eeeeeeeeeee e e et e e e et e e reeeeeeseeeeeeseneeeesaeneeesanenes 5
1.4 SPECIEICATION ... .eeeeee et e et e e et e e et e e et e e e et e e e et eeeeee et e e sateeeesaeeeeenaanes 5
2. INSTALL THE MB-8000......cuiieuiiieiiiieiiii i iiiiieeiieiiieeees 8
2L OVERVIEW ...ttt ettt e et e et e e e et e e e et e e e et e e e et e e e et e e e e et e e e eaeeeeaaans 8
2.2 VERIFY KIT CONTENTS -ttt et ettt e et et e et e e e et e e e et e e ee e e e e ettt e e e et e e saeteeeseeeeeseaeeesaanns 8
2.3 WRITE DOWN PRODUCT IDENTIFICATION ....veteeieeeeeeeeeee e e eeeeeeeeeee e e e e e e eeeaeeaeeenesanens 9
2.4 MOUNTING GUIDELINES ...ttt eeeeee e eeeee e et e e et e e e et e e e e et e e e ee e e e e et e e e e et e e s aareeeeaaens 10
2.5 POWER UP THE IMB=8000 ........eeeeeieeee oot ee e et e e e et e e e e e e e eeeeeeeaeeeeaae 10
2.6 LED INDICATORS ...t ettt ettt et e e et e e e et e e e et e e e et e e e e e e e e eareeeeeaees 12
3. MANAGEMENT ..o e e iieena 12
Bl OVERVIEW oo et eee et e e e et e e e e et e e e et e e e et e e e e e e e e eaieeeeaaees 12
3.2 MANAGEMENT OPTIONS ... .eee ettt et e e et e e e ettt e e e e e e e e et e e eaeeeeeeeeeeaareeeeanens 13
3.3 WEB-BASED MANAGEMENT INTERFACE ....oeee ittt eeeee e eee e eee e e eeee e e 13
3.3 ST ATUS et e et e e e e e 14
3.3 2 ST U e e e 15
B3 2. L B ASIC oo ——————— 15
3.3.2. 1.1 NETWORK SETTING «..eeee ettt et ee et e e et e e aa et e e ea e e e eae e e s eaeeesaaieeesennns 15
3.3.2.1.2 LOCAL USER BASE SETTING ....vvieee ittt eeeee e ee et e e eeeeeeeaee e e eeeeeeaaeeeeeanne 20
3.3.2. 1.3 WIRELESS CARD SETTING ....eeeititiee ettt e et e e eeeieee e eeeeeeeseeeesaaeeesaaeeesaaieeesaanns 21
3.3.2.2  ADVANCED ...ttt et et e e e e e 22



| -, S
Slobal .
e ooy Wmmes i) Top Global Technology Ltd. ----MB-8000 User Guide

3.3.2. 2.1 MANAGEMENT ..ottt ettt ettt s et st se st se st e st et et et et ebe st ebe st esesaerestenessenene 22
3.3.2. 2.2 SECURITY ..ttiii ittt sttt sttt te et st st e st e et e st e s te e st e s beese e besba e e e sbeenbesteateenbesaeeneas 24
3.3.2.3  TOOLS ..uttiieeiittiee ettt et e e et e et e e e et e e e e b b e e e e e b be e e e e tbe e e e e atbe e e e aatbeeeeannes 30
3.3.2.3.1 DOWNLOADGUPLOAD ......cocciiiiitieieite sttt ste et st ste et ste e sbesbaesne e snaesresbeeneesaeeneas 30
3.3.2.3. 2 REBOOT ..ottt ettt ettt a ettt ettt et et b et ne st re st st ene e 32
3.3.2.3.3 RELOAD. ......ocuiictectee ettt ettt ettt ettt r et ene e 32
3.3.2.4  IMONITOR ...eeeecte ettt ettt ettt ettt et et et e et et e et et et et teeteeaeeteete e 32
B.BL2. 4 T WAN .ottt ettt ettt e et ene e 33
3.3.2.4. 2 ROUTER ...oiuittietee ettt ettt ettt a ettt et et ettt e st e b et ne st re st ene st ene e 33
3.3.2. 4.3 LINK STATUS ...ttt sttt ettt ettt ettt st e s te et s be e ae e besbaesn e s beebaestesteenbesaeeneas 33
3.3.3 WIZARD . ...ttt ettt ettt ettt 35
R I o | =1 I PRSP PR PTPRR 39
3.4 COMMAND LINE INTERFACE .......cvitiiteeteiteeteete ettt ettt ettt ettt 39
4.SECURE SOCKET LAYER (SSL) ..uiiiiiiiiiiiiiiiiiiiiiiiiieeiiiees 40
4.1 OVERVIEW ...ooiiiiieeeeee ettt ettt ettt ettt ettt ettt et et e et et et et e e teeaeeteete e, 40
4.2 INTRODUCTION TO SSL ..ooiiiiiiiiie ettt 40
4.3 SERVER CERTIFICATE AND PRIVATE KEY DOWNLOAD FOR MB-8000..................... 41
4.4 CA CERTIFICATE COWNLOAD FOR MB-8000..........c.ccoooiieiiiieeceeeieeeeee e, 42
45 CA CERTIFICATE INSTALL FOR MB-8000"S CLIENT ....ccvevevieuieieeieeieetceieeieeieeeeeneenas 42
4.6 CA CERTIFICATE UNINSTALL FOR MB-8000"S CLIENT .....ceoviiieiieiiereiereereeteeve e, 46
5. TROUBLESHOOTING ..iuiitiieiitiiiitiii sttt iisiseseesseisesenrenaeensss 47
B.LOVERVIEW ....oviiioeeeee ettt ettt ettt ettt et ettt et e e te et e et e et et e et et et eteeteeteeteere e, 47
5.2 INTRODUCTION ......utitiitiiteiteete ettt et ettt et e et et et eaeeteeteete et e e te et e ete et et eneereeteereeteeteeeens 47
5.3 RESET TO FACTORY DEFAULT PROCEDURE .......c.coveiiteiteiteeteeteete ettt 47
5.4 FORCED RELOAD PROCEDURE ..........cvitiitiitiiteete ettt ettt ettt ettt eae et 47
DOCUMENTING YOUR CONFIGURATION....ccoiiiiiiiieiiniennes.. 49
DEFAULT MB-8000 SETTINGS. .....ectiiuitiieieteete et eteeteeteete et e et et e te e testeete et et ess e ateeresreeaeenas 49
RECORDING UNIQUE SETTINGS .....oeiuiiiieietieeeeteeteeteeteete et et e e eteete et ete s ess e aveare e eae e 49

FEDERAL COMMUNICATION COMMISSION INTERFERENCE

STATEMENT .. 51




TOP P
Slobal
[ frceinesrsg wiewmsns Fuminna

Top Global Technology Ltd. ----MB-8000 User Guide

Foreword

This section describes the objectives, audience and conventions of the Top Global Mobile
Bridge User Guide.

Objectives

This brochure explains the steps for initial setup and basic configuration of the Mobile
Bridge. This brochure also provides troubleshooting information and detailed
specifications.

Audience

This brochure is for the person installing and configuring the Top Global Mobile bridge
8000 for the first time. The installer should be familiar with network structures, terms, and
concepts.

Conventions

This brochure uses the following conventions to convey instructions and information:
m Tools and keywords are in boldface type.
3 Means reader take note. Notes contain helpful suggestions or references to
materials not contained in this manual.
Note

The warning symbol means danger. You are in a situation that could
A cause bodily injury. Before you work on any equipment, be aware of the

hazards involved with electrical circuitry and be familiar with standard
Warning practices for preventing accidents.

Obtaining Documentation

The following sections explain how to obtain documentation from Top Global.

World Wide Web

You can access the most current Top Global documentation on the World Wide Web at
the following URL.: http://www.chinatopglobal.com
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1.Introduction

1.1 Overview

B Advanced Features of Mobile Bridge 8000
B Network architecture
B  Specification

1.2 Advanced Features of Mobile Bridge 8000

MB8000 has the most state-of-art system architecture design based on its rich network
protocol features, reliable system level performance, optimized hardware design
architecture, solid wireless security algorithms, and very competitive product price. It is a
most leading Mobile Bridge design in the industry supporting dual radio mode.

People can access network resources anytime anywhere by using this technology.
However, wired connection is still a necessity to the MB devices in most WLAN systems,
and this restricts the application of WLAN systems. Now, with the Mobile Bridge (MB8000)
which is the innovation of Top global, things become different. MB80O0O is the first wireless
product combining WLAN with GPRS/CDMA 1x/3G. It offers the WLAN solution of a real
wireless system.

TOP Global MB-8000 supports ESSID suppression, WEP (RC4) encryption and 802.1x
port-based authentication. With 802.1x, TOP Global MB-8000 can generate different WEP
keys dynamically for different clients and different sessions. The most advanced security
design makes wireless data safe enough to satisfy anyone’s need.

802.11a standard makes high speed wireless network up to 54Mbps, ideal for
environments where extra channel capacity is required in a highly dense environment and
bandwidth hungry applications such as video conferencing. TOP Global MB-8000 uses
slot design to provide ability for upgrading from 2.4G to 5G platform by simply changing
the radio card and upgrading firmware, thus offering owners of existing wireless networks
investment protection as they migrate towards next-generation WLAN technology.

New application rises after new technologies appear. TOP Global MB-8000 can construct
wireless backbone in open area such as super-market, warehouse, airport and seaport.
Wireless to wireless network backbone extends covering range of enterprise networks.
Network applications become richer and more flexible.
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1.3 Network Architecture

Figure 1-1 illustrates a typical configuration for internet access via MB-8000 .

Figure1- 1

Standalone wireless network access infrastructure(CDMA1X and GPRS)

- WLAN Authentication
e WLAN Administration
=  wired connection

- WLAN Authentication
e WLAN Management

Access Managemant System
- WLAN Authentication Momt
- WLAN Subscriber Mgmt
- WLAN Charging Mamt
- WLAN Manager

[ Jexisting mstaLLaTions WLAN INSTALLATIONS

1.4 Specification

Table 1-1 Mobile Bridge Specifications
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Category Specification

Hardware

Dimensions 2.7cm X 13 cm X 25.4cm

(HXWXL) 1.1in X5.1in X 10 in

Weight 1.25Kg (2.75 Ib)

Power 100/240 VAC high quality and worldwide safety approval

Operating 0° to 50°C (32° to 122°F) @ 20 to 90% relative humidity

Transport -40° to 60°C (-40° to 140°F) @ 15 to 95% relative humidity (no
condensation allowed)

Storage -10° to 60°C (14° to 140°F) @ 10 to 90% relative humidity (no

condensation allowed)

Ethernet interface

Dual 10/100 Base-T, RJ-45 female socket

Wireless interface

IEEE 802.11b/a/g, MiniPCI slots for radio NIC

PC CARD interface

Dual PC card architecture for GPRS/CDMAI1x/EVDO/UMTS network

Serial interface

8-Pin Female miniDin RS232 connector

4 LEDs

Power

Ethernet Activity port A(LAN)

Ethernet Activity port B(WAN)

Wireless Activity GPRS/CDMA/3G(WWAN)?

MTBF 244,048Hrs
Software
® Boot Loader and Power On Self Tests (POST)
® NMB-8000 executable program (MB Image)
® CLI compatible with generic Telnet and Terminal clients.
® Serial port Interface is compatible with most ASCII terminal
programs (such as HyperTerminal)
® HTTP Interface compatible with web browsers equivalent to
Microsoft Internet Explorer 4.0 and Netscape 4.0 and higher.
Radio
Channel Table 1-2 shows the channel allocations that vary from country to
frequencies country. Values listed in bold font indicate default channels and

frequencies.

Wireless Range

Table 1-3 shows typical range values for various environments

Table 1-2 IEEE 802.11b Channel Sets

Channel ID FCC/World ETSI France Spain Japan
(MHz) (MHz) (MHz) (MHz) (MHz)
1 2412 2412 — — 2412
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2 2417 2417 — — 2417

3 (default-most 2422 2422 — — 2422
countries)

4 2427 2427 — — 2427

5 2432 2432 — — 2432

6 2437 2437 — — 2437

7 2442 2442 — — 2442

8 2447 2447 — — 2447

9 2452 2452 — — 2452

10 2457 2457 2457 2457 2457

11 (default-most 2462 2462 2462 2462 2462
countries)

12 — 2467 2467 — 2467

13 — 2472 2472 — 2472

14 — — — — 2484

Table 1-3 Wireless communications ranges

Range 11Mbs 5.5Mbs 2Mbs 1Mbs
Open Office 160m 270m 400m 550m
(525ft) (885ft) (1300ft) (1750ft)
Semi-Open Office 50m 70m 90m 115m
(165ft) (230ft) (300ft) (375ft)
Closed Office 25m 35m 40m 50m
(80ft) (115ft) (130ft) (165ft)
Receiver -82dBm -87dBm -91dBm -94dBm
Sensitivity
Delay Spread 65ns 225ns 400ns 500ns
(at FER of <1%)

=>
NOTE:

The range values listed in the Communications Range Chart are typical
distances as measured in the development laboratories. These values
provide a rule of thumb and may vary according to the actual radio
conditions at the location where the product is used.
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2.Install the MB-8000

2.1 Overview

Installing the Top Global MB-8000 is easy. Follow the quick steps below to power up your
wireless network:

Verify kit Contents.

Write Down Product Identification.

Mounting Guidelines.

Power up the MB-8000.

LED Indicators

Install the WaveNET Manager Software

Assign IP Address using the WaveNET Manager

Installation Requirements

Nk wN =

2.2 Verify Kit Contents

Your MB-8000 kit includes the following components, similar to those depicted in Figure
2-1.

Figure2- 1TMB-8000 Kits Contents
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MB-8000 cover (front looking)
Power supply

MB-8000 cover (back looking)
CD

ENoteZ

When shipped from the factory, a Mini-PCI Card has been built into MB-8000. Mini
PCI Card is a wireless network card with integrated radio modules and antennas
(2.4 GHz). The card complies with the IEEE 802.11b and Wi-Fi ™ standards on
wireless LANs. Top Global MB-8000 can insert another card that complies with
802.11a standard instead of 802.11b Mini PCI Card optionally.

1.
2.
3.
4.

2.3 Write Down Product Identification

Before you proceed with your MB-8000 placement and installation, write down the
following MB-8000 information.

® Serial Number

® MAC address
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2.4 Mounting Guidelines

MB-8000 can be mounted on a wall-like vertical surface , or placed on a flat surface such
as a table. It can also be mounted on the ceiling.

Figure2- 2the backboard of the MB-8000

Observe these requirements when mounting the unit:

If not using Active Ethernet, connect the unit to a grounding type AC wall outlet
(100-240 VAC), using the standard power cord supplied with the unit.
Placement must allow for easy access to disconnect the unit from the AC wall
outlet if necessary.

Do not cover the unit or block the airflow to the unit with any other objects.

Keep the unit away from excessive heat and humidity and keep the unit free from
vibration and dust.

Installation must at all times conform to local regulations.

Customer provided Cat 5 Ethernet cable shall be Plenum rated if the unit is
installed above a false ceiling, and the cable must never exit the building.

When the MB-8000 will be connected to an outdoor antenna system, consult the
documentation that came with the outdoor antenna kit for additional regulatory
information, safety instructions and installation requirements.

Antenna placement
There are two antennas mounted on both side of the MB-8000. The antennas can be
adjusted easily.
The MB-8000 device has been designed for indoor placement. You can connect the
device to an outdoor antenna installation using an optional antenna kit. Refer to the
antenna installation guide for instructions on selecting the proper antenna.

2.5 Power up the MB-8000

connect the power supply.(see Figure 2-3).

-10-
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Figure2- 3Ports description

a. Power

b. WLAN ANTENNA

c. PC CARD B(option)

d. PC CARD A

e. Serial Port

f. Ethernet Interface B(LAN)
g. Ethernet Interface A(WAN)

Figure2- 4
WAN(p1) LAN(dpO)  Serial /0 POWER SUPPLY
1T
[ T ] - — — -
RELOAD RESET POWER  WWWAN LAN WAN

MBS8000 TOP VIEW

The MB-8000 power supply accepts any input AC voltage in the range of 100-240
VAC.

A WARNING:

-11 -
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For your own safety, use only the power cord supplied with the unit. Insert itin a
grounded AC outlet. When using the unit in combination with outdoor antennas,
the grounding of the AC outlet must be connected to the safety grounding system
of the outdoor antenna system and the lightning arrestor.

When using Active Ethernet, which supplies power over the Ethernet cable, the

MB-8000 is not connected to a local power outlet. For more information about
Active Ethernet, contact your reseller.

2.6 LED Indicators

MB8000 has five two-color LEDs to indicate the status of its performance. The follow table
shows the status when the MB-8000 is configured successfully and running properly.

Table 2-1 Normal LED Indications(Use WWAN to Connect to Internet and No WAN)

WAN LAN WWAN POWER
n/a Green flash: Green if PCMCIA | Green when
100M data activity card is | MB8000 has
Red flash: present,Red if | started up
10M data activity not

Table 2-2 Normal LED Indications (Ethernet Interface B is used)

WAN LAN WWAN POWER
Green flash: Green flash: Green if PCMCIA | Green when
100M data activity 100M data activity | card is present,Red | MB800O0 has
Red flash: Red flash: if not started up
10M data activity 10M data activity

3. Management

3.1 Overview

B Management Options
Web-based Management Interface
® Command Line Interface

-12 -
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3.2 Management Options

Top Global MB-8000 provides both web-based interface and Command Line
Interface(CLI) for system management. This section only covers the web-based
Interface. For more information about CLI, please refer to the “Command Line
Interface Reference Manual’.

3.3 Web-based Management Interface

MB-8000 provides a web server for web-based management. This section will show
you how to visit MB-8000’s web site.

1. Open your browser and enter the MB-8000’s IP address in the address bar.

2. Pressthe ENTER key. Result: The MB-8000 Login dialog box appears.

Figure3- 1Login Dialog Box
2| x|

? Flease type your user name and password.
Site: 172.16.0.1

Realm Test

ser Mame |pub|ic:

Fassword l“‘“‘“‘“‘ﬂ

™ Sawve this password in your password list

(0]8 | Cancel

=>
NOTE:

Default user name: public
Default password: public
3. if authentication is OK, the home page of MB-8000’s web site will be
displayed(Figure 3-2).

Figure3- 2 MB-8000's home page

-13-
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TOP
N Global
preiomesnmtirore] il

System Status:

MB80QG——

721601 The leftiable shows the current
Top(Hlobal MB-8000 status of the Mobile Bridge You
can get system information
1361114240148 from these value,including the
Comfact Name hB-B000 IF Address and
contact infarmatian.

System Traps:

System traps is the asynchronous infarmation, used by agent to repart irregular events to the network
management station Each trap identifies a specific severity level.

To delete a single System Trap, click the check box nextto the trap, click the Delete button,
Use the "Select All' and the "Deselect All" buttons to manage all traps simultaneously.

[C MEB Cold Stavted Informational Odaps Ohrs Om 03
- 3

There are four main categories of MB-8000’s web site: status, set up, wizard and
help. The following section will explain each of them in detail.

3.3.1 Status

View your system information in status area.

The status area includes two sub-areas : system status and system traps.

— System status provides system level information, including the MB-8000’s
ip address and contact information.

— System traps report irregular events to the network management stations.
Each trap identifies a specific severity level.

To delete a single system trap, choose the check box next to the trap and then
press Delete button.

To manage all traps simultaneously , use the Select All and the Deselect All
buttons.

For more information about system traps, refer to “Troubleshooting” of the user
guide.

-14 -
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3.3.2 Set Up

Modify Basic and Advanced settings in Set up area.
The Set up area includes four sub-areas: Basic, Advanced, Tools and Monitor

3.3.2.1 Basic

Basic includes the most primary configurations for MB-8000 .
There are three main categories of basic settings:

B Network Setting

B Local User Base Setting

B Wireless Card Setting

3.3.2.1.1Network Setting

Network Setting includes the most primary network configurations for MB-8000 .
There are three sub-options of network settings:

B Local IP Configure

®  WAN Configure

B DNS Configure

Local IP Configure

B |P Configure
Local IP Address: This parameter represents the IP Address of the wireless LAN.
The default IP address is 172.16.0.1.

Local IP Mask: This parameter represents the subnet mask of the wireless LAN.
The default subnet mask is 255.255.0.0.

Figure3- 3

IP Configuraticn

Local Metwork settings allow you to share a single internet address amang all of the local wired and wireless
clients of the Gateway as well as distribute internet addresses dynamically to clients cannecting to the
Gateway.

Local IP Address: [172. 16.0. 1

Lacal IP Mask: |255.255.u.u

B DHCP Server Configure
DHCP Server Status: This parameter indicates whether the DHCP server is
enabled or disabled in MB-8000. If DHCP is disabled,
each client device must be manually configured with a

-15-
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unique and static Internet (IP) address.

Start IP Address: the start IP address for the DHCP IP address pool.

Width of IP_Address: the width of DHCP IP address pool.

Default Lease Time: the default lease time in seconds for the IP address
assigned by the DHCP server to the DHCP client.

Maximum Lease Time: the maximum lease time in seconds for the IP address
assigned by the DHCP server to the DHCP client.

Figure3- 4

DHCPServer

DHCF server status just on the local netwark.Each client device must be manually configured with 3 unigque,
static Internet (P address ifthis option is disabled.

DHCP Server Status: IEnable vl

Start IF Address: |1?2. 16.0.2
Width of IP Address: |2uu
Default Leage Time: |annu

W axirnurn Lease Time: |854E|E|E|

WAN Configure

WAN Configure allow each device on the local network to share a single broadband
connection to the Internet using Network Address Translation (NAT firewall).

WAN Status: This parameter indicates whether WAN connection is enabled or
disabled. If WAN status is set to disabled, the unit will perform as a
simple network bridge, and the other parameters on this page could not
be configured.

Wireless WAN Status: this parameter indicates whether wireless wan connection is
enabled or disabled.
MBO0O0O supports double cards, which can either be used as GPRS, CDMA, or UMTS
Communication mode. In the following two tables (see figure 3-5), you can set the
parameters to finish Wireless WAN configuration.

Card status: this parameter indicates whether this card is enabled or disabled.
Phone Number: this parameter is used to provide a phone number to modem

User Name: this parameter is used to provide a user name to modem

-16-
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Password: this parameter is used to provide a password to modem

Initial Parameter: this parameter is used to initialize modem

For example:

When using GPRS in China, the default setting is:
Phone Number: *99***1#

User Name: vxTarget

Password: vxTarget

Initial Parameter: at+cgdcont=1,"IP","cmnet","",0,0

When using CDMA1x in China, the default setting is:
Phone Number: #777
User Name: card
Password: card
Initial Parameter: atz\r

When using UMTS in China, the default setting is:
Phone Number: #99#

User Name: card

Password: card

Initial Parameter: AT+CGDCONT=3,"IP",","0.0.0.0"

Wired WAN Status: Select a kind of wired connection to Internet by setting this
parameter. The valid values are:
* PPPoE
* LAN (static)
* LAN (by DHCP)
* None

If you use a special connection application which requires you to
input a username and password in order to access the internet
over your ADSL or cable modem connection, you are likely using
a technique called PPP over Ethernet (PPPoE).

If you received IP address, subnet mask and Gateway settings
from your Internet Service Provider (ISP), select Manual IP
Addressing and fill out the fields below with the static address
information provided by your ISP.

Figure3- 5

-17 -
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SetUp— Network— WAR Configuration

WAN Configure

Allow each device on the local netwark to share a single broadband connection to the Internet using Metwoark
Address Translation (MAT firewall).

WA Status: IEnabIe "l

Lising Wireless connection to the Internet if Status is "Enabled"

Wireless WAN Status: IDisabIe "I

Card Status:  |Disable =] Card Status:  [Disable =]

FhoneMurmber: I#??? Fhoneturmber: I;’#’??

IiserMarme: |CARD lIserMame: |C,-'-‘-\RD

Fassword: I*‘*‘*‘*‘*‘* Fassword: I*"""*‘**

Initial Farameter: Iatz Initial Farameter: Iatz
Figure3- 6

Select a kind ofWired connection to Internet by setting this parameterWhen "Wired WAk Status” is setto
"Maone" the ethernet partwill he configured with the wired IP address and mask. Radius senver can be inthe
same netwark with this ethernet port.

Wired WAMN Status: IF'F'F'CIE 'l

[fyou use a special connection application which reguires you to input 3 username and password in order to
access the internet over your ADSL or cable modem connection, you are likely Using & technigue called PPP

aver Ethernat (PPPOE).
FPFPoE Usermame: |1DDDEBE?1?5EI
PPPOE Password: [

[fyou received IP address, subnet mask and Gatewsay settings from your Internet Service Provider (ISP,
select Manual IP Addressing and fill out the fields below with the static address information provided by your
ISP.

Wiired (AAMN) IP
Address:

Wired (WAN) IP Mask:  |255 255 2550

[192.168.1.254

Wired VAN Router IP: 192, 165.1.1

PPPoE Username: This parameter is used to configure the username for PPPoE
which given by ISP. It can be configured only if the WAN status is
“enable” and the Wired WAN Status is “PPPoE”.

PPPoE Password: This parameter is used to configure the password for PPPoE
which given by ISP. It can be configured only if the WAN status is
“enable” and the Wired WAN Status is “PPPoE”.

Wired WAN [P Address: This parameter represents the ip address of the wired WAN.
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The default IP address is 192.168.0.254 This parameter can
be configured only if the WAN status is “enable” and the
Wired WAN Status is “LAN Static”.

Wired WAN IP Mask: This parameter represents the subnet mask of the wired WAN.
This parameter can be configured only if the WAN status is
“enable” and the Wired WAN Status is “LAN Static”.

Wired WAN Router IP: This parameter represents the ip address of the wired WAN
gateway. This parameter can be configured only if the WAN
status is “enable” and the Wired WAN Status is “LAN Static”.

DNS Configure

DNS Relay, also called DNS Redirect or DNS Proxy, allows clients on the local network to
use the gateway as their primary DNS server. In this way, all DNS queries from clients are
sent to MB-8000 and then automatically forwarded to your ISP's DNS servers by MB-8000.
This allows clients to always be able to use the gateway as their DNS server regardless of
changes in DNS server that your ISP may make in the future.

DNS Relay Status: This parameter indicates whether DNS relay is enabled or disabled.

Primary DNS IP Address: This parameter represents the IP address of the primary DNS
server. If DNS relay is enabled, this parameter should be the
IP address of MB-8000’s IP address.

Secondary DNS IP Address: This parameter represents the IP address of the secondary
DNS server. If DNS relay is enabled, this parameter should
be the IP address of MB-8000’s IP address.

Figure3- 7
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DNS Configuration

DME Relay, also sometimes called DS Redirect or DME Proxy, allows clients on the local netwark to use
the Gateway as their primary DME server. All DMNS gueries are then automatically forwarded to your [SP's DS
servers for resalution. This allows clients to always be able to use the Gateway as their DMNE server
regardless of any DMS server changes thatyour IEF may make in the future.

OME Relay Status: IEnable vl

Primary DMNS [P Address: |1"|’2. 16.0.1

Secondary DMS IP Address: |1'?2. 16.0.1

3.3.2.1.2 Local User Base Setting

The local user base section allows you to add, edit or delete users which are allowed to
access internet via MB-8000.
— Local User Base Status. This parameter indicates whether user
authentication using local user base is enabled or disabled.
Add an Entry to the Local User Base
1. Click the Add button in the Local User Base table.
2. Enter the user name and password for each user .
3. Enter entry uprate and downrate for each user for the sake of flow control.

Disable or Delete an Entry in the Local User Base Table
1. Click the Edit button in the Local User Base Table.

2. Select the user entry you want to disable or delete

3. choose “Disable” or “Delete” in the user’s entry status.
4. click OK

Figure3- 8
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Local User Base

Local User Base Status: IEnable 'I

fast 4 [ Frable
fastic A192 F192 Frable
Frable
Frable
Frable
Frable
Frable
Frable
Frable
Frable

L= | - N | v |- | v | e | s | )
fom=T | Qe | e | e | e | e | e | e}

3.3.2.1.3 Wireless Card Setting

The following description is the same for the tabs that relate to Mini-PCI Card Slot of
your MB-8000 equipped with a Mini-PCI Card.
B [f the Mini-PCl card is 802.11b Wireless card,

— Physical Interface Type. A read-only field listing the type of the Mini-PCI
card.

— MAC Address. A read-only field listing the MAC Address of the Mini-PCl
Card.

— Network Name. network name for each Mini-PCI Card. This is the same
name with the one used by Client Manager software.

— Frequency Channel. the desired frequency channel for card. Ensure that it's
not used by the nearby devices.

— RTS/CTS Medium Reservation. This value affects message flow control, and
should not be changed under normal circumstances.

— Interference Robustness. Enable this option if other electrical devices may
be interfering with the wireless signal.

— DTIM Period. Deferred Traffic Indicator Map (DTIM) is used with clients that
use power management. DTIM should be left at the default value.

— Closed System. A closed system means that only clients that know the
MB-8000’s network name can access MB-8000’s wireless network. When this
parameter is set to Disable, MB-8000 can be accessed by any clients who
use network name “ANY”.

— Distance Between MBs. Set to Large, Medium, or Small, depending on the
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site survey for your system. The distance value is related to the Multicast
Rate (described next). In general, the larger distance is, the lower average
speed systems will operate at.
— Load Balancing. This parameter indicates whether load balancing is enabled
or disabled.

— Multicast Rate. the rate of multicast messages. This parameter is related to
the Distance Between MBs parameter (see above).

Figure3- 9

SetUp— Wireless Card— ‘Wireless Card

Wireless Card
Fhysical Interface Type:
MAC Address:

Metwark Mame:

Freguency Channel:

RETSICTS Medium Reseration:

Interference Rohustness:
DTIM Feriod:

Closed System:
Distance Between APs:
Load Balancing:

hMulticast Rate:

3.3.2.2 Advanced

S02 1 1h (DESE 2.4 GHz)
oo 0220506012

TG MBEB000 Wireless Nets
|6 2.437 GHz =]

[EN]
(W]
=S
-l

Disable =

1

Dizable =
Large =
Enahle =

2 Mhitsis =

T

Advanced sub-area provides functionalities including security management,
user management, user authentication and accounting.

There are three main categories of advanced settings:

B Management

B Security

B Bridge

3.3.2.2.1 Management

There are two sub-options of management:
B Password

B Service
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Password

Http Password:
User name and password for login in MB-8000’s web server.

Telnet Password:
User name and password for login in MB-8000’s telnet server.

SNMP Password:
User name and password for login in MB-8000’s SNMP agent.

Figure3- 10

Http Password

Username: |public Passward: |=|=:+c=|c:+c=|c:+c
Password: I****** Caonfirm: I******
Confirm: I******

SNMP Password

Read Password: I****** Readiirita I******
Passwaord:
Confirmn: I****** Canfirm: |=|c=+c=|c=+c=|c=+c

Service

Http:
Enable or disable MB-8000’s web server and configure its server port .

Telnet:
Enable or disable MB-8000’s telnet server and configure its server port and session idle
timeout. If user stays idle over timeout, MB-8000 will logout the user automatically.

SNMP:
Choose the network interface of SNMP agent .

Serial:
Configure the speed and data format of serial connection.

Figure3- 11
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Status: IEnable 'I SMMPInterface: |LAN

Configure
Fort: ISO

serial |
Telnet Status: IEnable 'I Serial Baud rate: |9600 'I

Port Number: |23 Serial Flow Contral: INone "l

Session ldle Serial Data Bits: &
Timeout: IQOO
Serial Parity: Mone
Serial Stop Bits: hitl

3.3.2.2.2 Security

There are four sub-options of security:

B Encryption

B Radius

B Mac Access

B Web Portal
Encryption

Encryption configuration defines what security protocol to adopt in WLAN. Available
security protocol in MB-8000 includes 802.1x, WPA and 128-bit WEP.

Figure3- 12
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Metwark Authentication: IOpen ﬂ
Data Encryption: IDisable 'I
Key Length: IﬂlO bit "l
Encription Key!: [k
Encription Keyz: [k
Encription Keva: [k
Encription Kevd: [k

Deny Mon-Encrepted Data: IEnable 'I
Encrypt Data Transmissions IKEY 1 'I
sing:

Dieny Mon-WPA Stations: IDisable "l
MulticastBroadcast: WEP |=

202 1% Re-Authentication

Interval: IBOO

WPA Pra-Shared Key: Ipu_blic

A RADIUS server is one that contains central user databases which identify which user is
allowed to access the wireless network. The information for primary RADIUS server is

mandatory

if user authentication by RADIUS will be used. The information for backup

RADIUS server is optional.

Figure3- 13

RADIUS MAC Access Control Status. This parameter indicates whether
user authentication by RADIUS is enabled or disabled.

Interface. The network interface that will be used for communicating with
RADIUS server.

Authorization Lifetime (minutes). The time before when automatical
re-authentication will be performed. The default value is 15 minutes.

Server Status. The status of RADIUS server.

IP Address. The IP address of RADIUS server.

Destination Port. The listen port of RADIUS server. The default value is 1812
or 1813.

Response Time (sec). The maximum time to wait for the authentication
response from RADIUS server.

Shared Secret. Shared secret between RADIUS server and MB-8000.
Maximum retransmissions.The maximum number of times an authentication
may be retransmitted.
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Authentication

RADILIS MAC ACCess
Control Status: IEnahIe I

Authentication Lifetime I15

{rminutes):

Interface: |LAN|:dpD]| j
RADIUS Server: Agrver
Server Status: IDisaI:lIe vI
IF Address: |EI.EI.EI.EI
Destination Port: |1B12
Response Time (sec): |3

Shared Secret: I**‘*‘“‘*
Confirm Shared Secret: I**‘*‘“‘*
Maximum Retransmissions: |3

RADIUS Server: Aprverd
Server Status: IDisahIe vI
IF Address: |EI.EI.EI.EI
Destination Port: |1EI12
Response Time (sec): |3

Shared Secret [F==
Caonfirm Shared Secret: |*“‘“‘*
Maximum Retransmissions: |3

Note:

For RADIUS authentication interface, there are three options to be selected:
---LAN(dp0) see Figure3-14 for the proper connection

---WAN(dp1) see figure3-15 for the proper connection

---Wireless WAN(PPP)  see figure3-16 for the proper connection

PPPOE(dp1) see figure3-15 for the proper connection
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Figure3- 14

RADILUS Server

WAN LAN

tap) M (dp0)

RELDAL RESET Fower WHAN LAN WA
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Figure3- 15

RADIUS Server
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Figure3- 16

HhﬂTﬂé éérver

RELOAD RESET Pawer AN LAN WAN

MAC access

The MAC access section allows you to add, edit or delete users which are allowed to
access MB-8000. Users are identified by their MAC address.
— Access control Status. This parameter indicates whether access control by
MAC address is enabled or disabled.
— Access control Operation Type. Choose between Allow and Deny. This
determines how the stations identified in MAC Access Table is filtered
Add an Entry to the MAC Access Control Table
4. Click the Add button in the MAC Access Control table.
5. Enter the MAC Address of the client station.
6. Add a comment as needed. Entries are automatically enabled.

Disable or Delete an Entry in the MAC Access Control Table
5. Click the Edit button in the MAC Access Control Table.

6. Select the MAC Address you want to disable or delete

7. click OK
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Figure3- 17

MAC Access control

Access Control Status: Enable vl
Attess Control Operation Type Allow = i

010208040506
010208 04:05:07 EEREE) Enabls

Web Portal

Web portal is an authentication method which authenticates users by requiring them to
input user name and password on web pages.
Figure3- 18

Weh P.Urta| IEnablE vl
Status:

AliveTimeouts: |180

—Web Portal Status. This parameter indicates whether web portal is enabled or
disabled.

—Alive Timeouts (Seconds). The idle time before when a user will be automatically
logout by MB-8000.

3.3.2.3 Tools

Tools provides functionalities including files downloading/uploading, MB-8000 rebooting
or reloading control.

3.3.2.3.1 Download&Upload

Download and upload tools enable files downloading or uploading between MB-8000

and TFTP server.
Files downloadable includes configuration file(Config), MB Image(Img), Bsp boot
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loader(BspBl), logon web page(Logo), server certificate file(ServerCert), server
private key file(PrivateKey) and Certificate Authority certificate file(CAcert).

Files uploadable includes configure file(Config).

NOTE:

1) A TFTP server must be running and configured to point to the directory containing
the target file. The default MB Image is located at
C:\ProgramFiles\TopGlobal\WaveNET\. If you don’t have a TFTP server installed on
your system, install the TFTP server first.

2) Before you can download or upload file successfully, you must sure the physical
connection has exited between TFTP server and the corresponding interface in the
same subnet. For example, you set MB wired WAN IP address with
192.168.0.254,and your MB’s local IP address is 172.16.0.1. If your TFTP sever’ IP
address is 192.168.0.*, you must select the WAN(dp1)( see figure 2-4) interface to
connect your Ethernet cabal, because they are in the same subnet. If your TFTP
server’s IP address is 172.16.0.*, don’t forget to change the connection interface to
dpO0. (see figure 2-4)

— Server IP Address. The ip address of TFTP server.

— File Name. Name of the target file.

— File Type. Type of the target file. Possible file type includes:
— Config . Configuration file containing information such as system name and
contact name.
— Img. MB Image (executable program).
— BspBI. Boot loader.
— Logo. Logo web page(.htmil file)
— ServerCert. Server certificate file(.pem file).
— PrivateKey. Server private key file(.pem file).
— CAcert for Certificate Authority certificate file(.cer file).

— File Operation. File operation type including Download, Upload or Download &
Reboot. You should reboot the MB-8000 after downloading files.

Figure3- 19
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System Information

Boot Laader Version: il

Software Wersion: 5o

TFTP Information
Server IP

Address: |192_ 168. 0. 6

File Marne: IFILENAME

File Type: IConfig vI

File Operation: IUp load j

3.3.2.3.2 Reboot

Reboot operation saves configuration changes (if any) before reset MB-8000 . Note
that Reset, covered below, does not save configuration changes.
Set the time to reboot as zero will cause an immediate reboot.

Figure3- 20

Please enfar the time (in $aconds) o ||:|
reboat

3.3.2.3.3 Reload

Reload operation restores the MB-8000 configuration to factory default values. The
MB-8000 may also be reload from the RELOAD button on indicator side of the unit.
Since this will reset the current MB-8000 IP address, a new IP address must be
assigned. For more information ,please refer to “Initialization”.

3.3.2.4 Monitor

Monitor provides tools including link activity test, WAN interface monitoring and router
table monitoring.

There are three sub-areas of monitor:

H Wan

H  Router

B Link status
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3.3.2.4.1 Wan

WAN interface monitoring tool shows whether WAN interface works normally or not .If the
address is valid, the interface works normally, otherwise abnormally.

Figure3- 21

SetUp.— Monitor— AN

Interface: dp}

Address: I I68a 154

3.3.2.4.2 Router

Router shows the route table of MB-8000. We assume that you know router protocols well

Figure3- 22

Setlp— Monitor— Router

aaaag sz jesal Tndiraci(d) dpl)
R2rooi Rroal diract(T) il
R2ropio 270110 direct(3) i ()
IF2 iano IFeianl diract(T) dpl
72 ilenz 72 laal direct(3) dpl
92 jesao 92 J68 01358 diract(T) dpil

3.3.2.4.3 Link Status

Link tests whether a link is active by pinging the target ip address. Depending on whether
the target IP address is available, the result will show alive or not alive

Figure3- 23
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SetlUp— Monitor— Link Status

Address: |2|32. 106. 196. 115

Fesult; nof alive
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3.3.3 Wizard

The Setup Wizard will guide you step-by-step to configure your MB-8000 for use with your
wired WAN and wireless WAN.

Step 1. Choose in what kind of mode will MB-8000 work in.

If you want MB-8000 to work just as a network bridge with no WAN supported, no further
configuration is needed. Just choose “yes” to finish the configuration. If you want MB-8000
to work as an access point with WAN supported, choose “no” to continue the succeeding
configuration.

Figure3- 24

The Sefup Wizard will allow you (o eagily configure yaur MB for use with your wired YWaN
and wireless WAN, CHck on the Selup YWizard button below o be led through a step-by
step guide to configure our MB

i
(AN Status: Enable

Will MB perform as a simple network bridge?
T Yes & No

Nezt | Cancel [

Step 2. Choose whether wireless WAN or wired WAN is present.

Figure3- 25

Is there a wireless WAN existing?®

& “ag " Mo
PhoneMurmber EEEET
COMA Usarblame [v};Tars: t
COMA Password [
InitialParamelar: [a t+egdeont=1, " IF', " em

Is thaere a wired WaAN axisting?

¥ ves T nNo

Hext I Back
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In this page, there will be four different results depending on your choice.

Is wireless Is wired WAN Result
WAN present present

No No No WAN is present, MB-8000 will perform as a simple
network bridge

Yes No only wireless WAN is present, MB-8000 will access
internet with wireless WAN interface

No Yes only wired WAN is present, MB-8000 will access
internet with wired WAN interface

Yes Yes Both wireless WAN and wired WAN are present,
MB-8000 will access internet with wired WAN prior to
wireless WAN .

If you choose “No” and “No” , it means that no WAN is present and the MB-8000 will work
as a simple network bridge and no further configuration is needed. Click “Next” button, the
following page will be displayed.

Figure3- 26

MB will perform as a simple network bridge.If you click on the “finish™
button, the MB will be restarted to apply your configuration,.

Finizh Baclk

Click “Finish” button to finish the wizard.

If you choose “Yes” and “No” , it means that only wireless WAN is present. Inputting the
phone number, user name , password and initial parameter, then click “Next” button, the
following page will be displayed.

Figure3- 27

MB can connect internet by wireless WAN.If you click on the “finish*
button, the MB will be restart to apply your configuration.

Finish I Buckl
Click “Finish” button to finish the wizard.

LI

If you choose “yes”,“yes” or “no”, “yes” , it means that wired WAN is present and you need
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to use Step 3 to further configure the wired WAN.

Step 3. Configure your wired WAN with static IP address.

Figure3- 28

You may have been assigned your own InternetProtocol(Pladdress and other network
infarmation by your Internet Semvice Provider( 5F).

Is there an assigned IP address for this coenfiguration?

. ¥es

* pg

If yes, please enter the following information provided by your ISP:

ired YWAN P
Bddress:

192, 168, 0. Z0

ired \WAN [P Mask:

255, 255, 2b5h. 0

ired WAN Router IP (192, 162, 0, 1
DHE Relay Status: Enahkle j
Frimary DS IP
Addrass: 192, 168.0. 1
Secondary DMS IP
Bddress: 192, 168. 0. 1

Back |

In this page, choose “yes” if MB-8000 has been assigned a static IP address by ISP. When
you finish it, click “next” to meet the finish page and complete the wizard. If there is not a
static IP address assigned , choose “no” and click “next” to go to Step 4 for succeeding

configuration.

Step 4. Configure wired WAN with dynamical ip address

Figure3- 29
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Some Intermat Banvice Providars (ISP s) require their users to run a special connection application
each fime they want to connedl their computer to the Intermed using their DL or Cable modem. This
technology s called "PPP over Ethemel® (PFPoE)

I you dont normalty hiave 1o run a special connection application to connect to the Intermet over your
DEL or cable modem then you do not use PPP over Ethernet to connect to the Intemet

Wi you use PPP over Ethernet (PPPoE) to access the Internat?

C Yes & Mo

Mote: Ifunsure, please call your Intemel Senvice Provider (15P) and ask i Yes, then please fill oulyour
PFP over Ethemnet infarmation below

Back |

In this page, you choose “yes” and input PPPoE user name and password if you want to
use PPPoE for dynamic ip address assigning. If you choose “no”, your gateway will obtain
an IP address dynamically from your Internet Service Provider each time the gateway
starts up.

Figure3- 30

F Wzard—WAN Status -

Your Gateway will obtain an 1P (Internel Projocol) address dynarmlcally frorm your Interneat
Serdce Provider (ISP} each tirme the Gatleway stans up.

When you finish the configuration, you will meet the finish page. Click “finish” button to
reboot MB-8000 .

Figure3- 31
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fﬂiiadﬂm Mode Selecled; [LAMNEyDHCF

Finish | Back l

3.3.4 Help

Get additional information in Help area.

Help file is attached to the CD-ROM of MB-8000. By entering X(X is the Driver of the
CD-ROM):\Docs\English\UG_MB_8000_eng.pdf in the Help Link box, you can activate
the Help link on other pages.

3.4 Command Line Interface

The Command Line Interface (CLI) provides a set of predefined commands. Each
command statement is composed of CLI commands and the parameters. For
example, when downloading a file, administrators enter the download command
along with TFTP server ip address, file name, and file type parameters.

B If necessary, use the CLI with your computer serial port to initialize the proper ip
address for your network. For more information about initializing your unit, please
refer to “Initialization”.

B The CLI provides configuration and management access for most generic Telnet
and Terminal clients. Use the CLI through your computer serial port, over your
LAN, through the Internet, or with a "crossover" Ethernet cable connected
directly to your computer.

The “Command Line Interface Reference Manual”, contained on the installation CD-ROM
provides more information about using the CLI.
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4.Secure Socket Layer (SSL)

4.1 Overview

introduction to SSL

Server certificate and private key download for MB-8000
CA certificate download for MB-8000

CA certificate install for MB-8000’s client

CA certificate uninstall for MB-8000’s client

4.2 Introduction to SSL

MB8000 supports SSL capability to provide secure network connections. By
authenticating server before connecting to it, man-in-the-middle attack can be avoided.
SSL also provides data encryption and integrity check.

Server authentication is based on server’s certificate. Certificate is a digital identity card
and it's issued by CA (certificate Authority). CA certificate is necessary to verify the validity
of other certificates which issued by it. Therefore it's required that server should be issued
a valid certificate from some CA which is trusted by user.

SSL is presented for login by web to launch a secure login with SSL. For user, what's need
is simply choosing “To login with secure connection” in the test.htm page (Figure 4-1. But
if you haven’t installed the CA certificate on your local system, you should install it at first,
or you will always see an “untrusted root certificate “prompt every time you login. To install
or uninstall CA certificate in user’s local system, please refer to the “CA certificate install”
and “CA certificate uninstall” topics for more infomation). For administrator of MB800O0, it's
required to download the server certificate file, server private key file and CA certificate file
into MB8000 respectively. Please refer to the “server certificate download for MB800”
and “CA certificate download for MB8000” topics for more information.
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Figure4- 1

Welcome to surfon the internet through MBSooo!!! il 1

Before you can access the internet successfully, you must login with your account and
password. We provide you two ways to login:

1.Login with insecure connection

When you lagin with insecure connection, your passwoard will he exposed o others through the internet.

To login with insecure conncetion, click here

2.Login with secure conhection

When you lagin with secure connectian, your password will he protected with cipher texd, and you can he assure
thatyou're connecting to the legal wehb site. But before you can successfully login with secure connection yau'll
have to install the CA cedificate an you local system first.

Toinstall the CA ceddificate, click here.

To login with secure connection | click here.

4.3 Server Certificate and Private Key Download for

MB-8000

The following steps will guide you how to download server certificate file and private key
file from TFTP server to MB-8000.

Step 1. applying for a server certificate and private key from a third party Certificate
Authority

Note: currently only .pem file is supported. Certificate and private key file in pem

format can be generated with openssl software. Don’t store certificate and private

key in one file. Store them separately.

Step 2. downloading server certificate file and private key file into MB800O0 respectively
. Open page http://172.16.0.1/download.htm , configuring as the following example

server IP Address:192.168.0.1

File name: server-cert.pem

File Type: ServerCert

File operation: Download

Then press OK to download certificate file.
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. Open page http://172.16.0.1/download.htm , configuring as the following example
server |IP Address:192.168.0.1
File name: server-key.pem
File Type: PrivateKey
File operation: Download
Server key password: topglobal(default value)
Then press OK button to download private key file.

Note: server key password is used to protect server-key.pem file from being read by
others. Keep this item as blank if no password provided.

4.4 CA Certificate Cownload for MB-8000

The following steps will guide you how to download CA certificate file from TFTP server to
MB-8000.

Step 1. Open page http://172.16.0.1/download.htm , configuring as the following example
server IP Address:192.168.0.1

File name: cacert.cer

File Type: CACert

File operation: Download
Then press OK to download certificate file.

45 CA Certificate Install for MB-8000’s Client

The following steps will show you how to install the CA certificate in user’s local system:
Step 1. choose “To install the CA certificate” on the test.htm page (Figure 4-1)

Step 2. click “open” button in the file download dialog box (Figure 4-2)

Step 3.choose “install certificate” of the Certificate dialog box (Figure 4-3), it will guide you
into the certificate installation wizard

Step 4. choose “Next” of the certificate import wizard 1 (Figure 4-4)

Step 5.choose “automatically select the certificate store based on the type of certificate” of
the certificate import wizard 2 (Figure 4-5)

Step 6. choose “finish” of the certificate import wizard 3 (Figure 4-6)
Step 7. read the content of the certificate and make sure it can be trusted (warning: an
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untrusted CA would bring you great threat!) choose “yes” of root certificate store

(Figure 4-7) to actually install the certificate

Step 8. certificate installation finished (Figure 4-8)
Figure4- 2

file download dialog box

File Download

File name: cacert.cer
File type:  Security Certificate
From; 172.16.0.1

malicious code.

“®  Some files can harm pour cormputer. [F the file information below
-t lookz suspicious, or you da ok fully frust the source, dao not open ar
zave thiz file.

& Thiz twpe of file could harm your computer if it containg

Wiould you like to open the file or save it to your computer?

[ Open ] [ Save ] [ Cancel | [ Mare Info

Figured- 3certificate dialog box

Certificate E”E

General | Details | Certfication Path |

@x’ Certificate Information

Authorities store.

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification

Issued to: TopGlobal

Issued by: TopGlobal

valid from 10/16/2003 bo 11/15/2003

Install Certificate. .. Tsstigr Ska
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Figure4- 4certificate import wizard 1

Certificate Import Wizand

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate trust
lists, and certificake revocation lisks From wour disk to a
certificate store,

& certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains infarmation
used ko protect daka or to establish secure nebwark.
connections, & certificate store is the system area where
certificates are kept,

To continue, click Mext,

[ Mext = J [ Cancel

Figure4- Scertificate import wizard 2
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Certificate Import Wizard

Certificate Store

Certificate stores are systern areas where certificates are kept.

Windows can automatically select a certificate store, or wou can specify a location For

(%) Bukomatically seleck the certificate store based on the bype of certificate

{3 Place all certificates in the Following store

< Back H Mext = ]I Cancel

Figure4- 6certificate import wizard 3

Certificate Import Wizard

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Impott

wizard,

You have specified the Following settings:

| Certificate Store Selected  Automatically determined by |
Conkent Zertificate

< Back ” Finish l [ Cancel

Figure4- 7root certificate store
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Root Certificate Store H

'2 Do you want ko A0 the Following certificate bo the Root Skore?
L3

Subject : Topalobal, Topialobal, Beijing, CH

Issuer § Self Issued

Time Yalidity : Thursday, October 16, 2003 through Saturday, November 15, 2003
Serial Murmber ;00

Thumbprint (shall : 47042078 2FCS9231 0361EE92 4B223652 3B30DCF4
Thumbprint (mdS) @ 3003CE03 0122046 BO172957 FEEE0ELD

o | ]

Figure4- 8certificate import wizard 4

Certificate Import Wizard El

‘:*IJ') The impark was successful,

4.6 CA Certificate Uninstall for MB-8000’s Client

to uninstall the CA certificate from user’s local system, simply refer to “internet
options->content->certificates->trusted root certification”, and remove the certificate you
just installed.
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5. Troubleshooting

5.1 Overview

B Introduction
B Reset to Factory Default procedure
B Force Reload Procedure

5.2 Introduction

This section helps you locate problems related to MB-8000 setup. The most common
installation problems relate to IP Addressing. For example, without the TFTP server IP
Address, you will not be able to download the MB Image to the MB-8000.

IP Address management is fundamental. We suggest you create a chart to document and
validate the IP addresses for your system.

If the password is lost or forgotten, you will need to reset the MB-8000 to default values.
The Reset to Factory Default procedure resets configuration settings, but does not
change the current MB Image. The Forced Reload procedure erases the current MB
Image if you need to download a new image.

It is useful to set up the serial port and use your terminal emulator to monitor MB-8000
activity. Serial port setup is described in “Troubleshooting”.

5.3 Reset to Factory Default Procedure

Use this procedure to reset the network configuration values, including the MB-8000 IP
Address, Subnet Mask, and so on. The current MB Image is not deleted. This procedure
may be required if the MB-8000 password is forgotten.

Press and hold the RELOAD button for about 30 seconds. Result: The MB-8000 reboots,
and the factory default network values are restored.

5.4 Forced Reload Procedure

Use this procedure to force the MB8000 back to default network configuration values and
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download a new AP Image. This procedure may be required when the password is
forgotten or the current AP Image is missing or corrupted.

In this procedure, use the Bootloader CLI over the serial port to set the IP Address and
download a new AP Image.

Download procedure

1. To download the MB Image, you will need an Ethernet connection to the computer on
which the TFTP server resides. This can be any computer on the LAN, or connected to
the MB8000’s “LAN” port with a “crossover” Ethernet cable.

2. Then, connect the MB8000 to the computer with a standard serial cable and use a
terminal client, such as HyperTerminal.

3. Before starting, you need to know the MB8000 IP Address, Subnet Mask,the TFTP
Server IP Address, and the AP Image file name.

4. Start TFTP Server, and ensure the new MB Image file is in the TFTP directory.

5. Open your terminal emulator, and set the following connection properties, then connect.
_ Com Port: <COM1, COM2, etc., depending on your computer>

_ Baud rate: 9600

_ Data Bits: 8

_ Stop bits: 1

_ Flow Control: None

_ Parity: None

6. Enable the “ASCII Setup” settings by selecting “Send line ends with line feeds”. Result:
HyperTerminal sends a line return at the end of each line of code.

7. After finishing this preparation, make the MB power up.

8. Press the RESET button.

9. Press and hold the RELOAD button for about 30 seconds until the POWER LED turns
amber. Result: The MB8000 deletes the current MB Image and Configuration files. The
Bootloader CLI becomes active, like this: [Device name]>

10. From the HyperTerminal, enter CLI Commands to set the IP Address and download
an AP Image.

Enter only the following statements.

[Device name]> set ipaddr <MB IP Address>

[Device name]> set ipsubmask <Subnet Mask>

[Device name]> set tftpipaddr <TFTP Server IP Address>

[Device name]> set tftpfilename <AP Image File Name>

[Device name]> reboot

Result: The MB8000 will reboot and then download the image file. Observe the TFTP
display and you should see downloading activity begin after a few seconds.
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Documenting Your Configuration

Default MB-8000 Settings

The following table lists the settings defined at the factory for all MB-8000 units, and
provides a place to enter values for your system.

ltem Default Value My System
Value

System Name Device name

wireless LAN IP Address 172.16.0.1

wireless LAN Subnet Mask 255.255.0.0

LAN(dpO) IP Address 172.16.0.1

LAN(dp0O) LAN Subnet Mask | 255.255.0.0

WAN(dp1) IP Address 192.168.0.254

WAN(dp1) Subnet Mask 255.255.255.0

Network Name of wireless TG MB8000 Wireless Network

LAN(SSID)

DHCP Server Status Enabled

Image File Name FILENAME

Read Password Public

Read/Write Password Public

CLI Password Public

Medium Reservation 2473(Disabled)

Transmit Rate Auto Rate Select

Wireless | phone number "®rTT"

WAN username "card"

default password "card"

setting: Init string "atz\r"

Recording Unique Settings

Use the following form to record configuration settings specific to your configured
MB-8000.

General Information

ltem Information

Install Date:

Project Name:
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Unit Location:

Network Administrator name:

Network Administrator phone:

Network Administrator e-mail:

Completed by:

Organization:

SNMP information

Item Information

Read Password:

Read/Write Password:

Trap Host IP  Address
(optional):

Trap Host Password
(optional):

RADIUS information

ltem Information

Authentication Server |IP Address:

Authentication server Destination Port for
Authorization:

RADIUS Shared Secret:
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Federal Communication Commission Interference Statement

This device complies with Part 15 of the FCC Rules.

Operation is subject to the following two conditions:

(1) this device may not cause harmful interference.

(2) This device must accept any interference received, including
interference that may cause undesired operation.

Warning: Changes or modifications to this unit not expressly approved by the party
responsible for compliance could void the user's authority to operate the equipment.
Any change to the equipment will void FCC grant.

Note: This equipment has been tested and found to comply with the limit of part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference in a residential installation. This equipment generates, uses and
can radiate radio frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications. However, there
is no guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which can
be determined by turning the equipment off and on, the user is encouraged to try to
correct the interference by one or more of the following measures:

--Reorient or relocate the receiving antenna.

--Increase the separation between the equipment and receiver.

--Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

--Consult the dealer or an experienced radio/TV technician for help

This equipment should be installed and operated with minimum distance 20cm between the
radiator & your body.
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