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Finding Information in PDF Files
The WRP400 documents are published as PDF files. The PDF Find/Search tool 
within Adobe® Reader® lets you find information quickly and easily online. You 
can perform the following tasks:

� Search an individual PDF file.

� Search multiple PDF files at once (for example, all PDFs in a specific folder 
or disk drive).

� Perform advanced searches.

Finding Text in a PDF

Follow this procedure to find text in a PDF file.

STEP 1 Enter your search terms in the Find text box on the toolbar. 

NOTE By default, the Find tool is available at the right end of the Acrobat toolbar. If the 
Find tool does not appear, choose .

STEP 2 Optionally, click the arrow next to the Find text box to refine your search by 
choosing special options such as Whole Words Only. 

STEP 3 Press .

STEP 4 Acrobat displays the first instance of the search term. 

STEP 5 Press  again to continue to more instances of the term.
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Finding Text in Multiple PDF Files

The  window lets you search for terms in multiple PDF files that are stored 
on your PC or local network. The PDF files do not need to be open. 

STEP 1 Start Acrobat Professional or Adobe Reader. 

STEP 2 Choose  > , or click the arrow next to the  box and then choose 
Open Full Acrobat Search.

STEP 3 In the  window, complete the following steps:

a. Enter the text that you want to find.

b. Choose .

From the drop-down box, choose . Then choose the 
location on your computer or local network, and click .

c. If you want to specify additional search criteria, click U
, and choose the options you want. 

d. Click 
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STEP 4 When the Results appear, click + to open a folder, and then click any link to open 
the file where the search terms appear.

For more information about the Find and Search functions, see the Adobe Acrobat 
online help.
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Getting to Know the WRP400

Thank you for choosing the Cisco WRP400 Wireless-G Broadband Router with 2 
Phone Ports. The WRP400 lets you access the Internet via a wireless connection 
or through one of its four switched ports. You can also use the WRP400 to share 
resources such as computers, printers and files. The built-in phone adapter 
enables Voice-over-IP (VoIP) calls even while you are using the Internet.

Front Panel
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LED Description

USB: For information about supported USB devices, visit the WRP400 
product page on Cisco.com:  http://www.cisco.com/en/US/products/
ps10028/index.html

Wi-Fi Protected Setup (White/Orange): If you have client devices, 
such as wireless adapters, that support Wi-Fi Protected Setup, then 
you can use Wi-Fi Protected Setup to automatically configure 
wireless security for your wireless network(s).

To use Wi-Fi Protected Setup, run the Setup Wizard, or refer to 
�Wireless > Basic Wireless Settings,� on page 39.

The Wi-Fi Protected Setup button lights up white and stays on while 
wireless security is enabled on your wireless network(s). The LED 
lights up orange if there is an error during the Wi-Fi Protected Setup 
process. Make sure the client device supports Wi-Fi Protected 
Setup. Wait until the LED is off, and then try again.

Power (Green/Red/Orange): This LED indicates the status of power 
and the progress of the self-diagnostic test upon bootup. If a USB 
modem is connected to the USB port, this LED indicates the progress 
of initialization and the status of the mobile network connection.

� Power: The Power LED shines green and stays on while the WRP400 is 
powered on. If the LED shines red, verify that the correct power adapter 
is used. If the LED remains red, contact your service provider for 
support.

� Self-diagnostic test: During boot-up, the LED flashes green to indicate 
that the self-diagnostic test is in progress. When the test is complete, 
the LED shines steady green. 

� Initialization of a USB modem: When you connect a device to the USB 
port, the Power LED flashes green and orange, indicating that 
initialization is in progress. After the device initializes, the Power LED 
shines steady green. If the device fails to initialize, the LED continues to 
flash green and orange.

http://www.cisco.com/en/US/products/
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� Mobile network connection: If a USB modem is installed, the mobile 
network connection is used as a failover when an Ethernet connection is 
unavailable. The Power LED shows the status of the mobile network:

� Flashing Orange: The WRP400 is attempting to connect to the 
Internet through the mobile network connection.

� Steady Orange: The WRP400 is connected to the Internet through 
the mobile network connection.

� Continuous Flashing Orange: The WRP400 failed to connect to the 
Internet through the mobile network connection and is trying again.

� Steady Green: If a USB device is connected, this LED behavior 
indicates that the device was successfully initialized and that the 
WRP400 is not using the mobile network connection. If the USB 
device is removed, this LED behavior indicates that theWRP400 has 
power.

Phone 1-2 (Green): The Phone 1 or 2 LED lights up and stays on 
when an active line is registered to the corresponding port on the 
back panel. The LED slowly flashes when voicemail messages are 
waiting.

Wireless (Green): The Wireless LED lights up when the wireless 
feature is enabled. It flashes when the WRP400 is actively sending or 
receiving data over the network.

Ethernet 1-4 (Green): These numbered LEDs, corresponding with 
the numbered ports on the back panel, serve two purposes. If the 
LED is solidly lit, the WRP400 is connected to a device through that 
port. It flashes to indicate network activity over that port.

Internet (Green): The Internet LED lights up and stays on when an 
Internet connection is made through the Internet port. It flashes to 
indicate network activity over the Internet port.

NOTE: The Power LED indicates Internet connectivity through the 
mobile network connection. See the information for the Power LED in 
this table.

LED Description
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Back Panel

Port Description

Internet: Use this port to connect the WRP400 to a cable or DSL 
Internet connection. 

Phone 1-2: Use these ports to connect standard analog telephones 
to the WRP400.

Ethernet 1, 2, 3, 4: Use these Ethernet ports to connect the WRP400 
to wired computers and other Ethernet network devices. 

Power: Use the power port to connect the power adapter.



Getting to Know the WRP400
Side Panel

Cisco WRP400 User Guide 13

1

Side Panel

Placement Positions

There are three ways to physically install the WRP400:

� Horizontal Placement: The WRP400 has four rubber feet on the bottom 
panel. Place the WRP400 on a level surface near an electrical outlet.

� Vertical Placement: The WRP400 has a stand on the side panel opposite to 
the antenna. Rotate the stand 90 degrees, and place the WRP400 on a level 
surface near an electrical outlet.

� Wall-Mounting Placement: The WRP400 has four wall-mount slots on its 
back panel. 

Reset: There are two ways to reset the WRP400 to the factory 
default settings. Either press and hold the Reset button for 
approximately ten seconds, or restore the defaults from the 
Administration >Factory Defaults screen of the administration web 
server. (The Factory Defaults screen allows you to restore the router 
and voice defaults separately.) 

NOTE: Restoring the voice defaults may require your login (the 
default user name and password are admin). If the defaults do not 
work, contact your service provider for more information.

Stand: To place the WRP400 in a vertical position, rotate the stand 90 
degrees.
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Figure 1 Horizontal and Vertical Placement Options

To mount the WRP400 on a wall, follow these instructions: 

STEP 1 Choose a wall that is smooth, flat, dry, and sturdy. Make sure that an electrical 
outlet is nearby.

STEP 2 Obtain mounting hardware. Suggested hardware is illustrated below (not true to 
scale).

Figure 2 Mounting Hardware
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STEP 3 Drill two holes, 60 mm (2.36 inches) apart. Insert a screw into each hole and leave 
3 mm (0.12 inches) of the head exposed. 

To create a template to position the screws, you can print this page at 100 percent. 
Then cut along the dotted line. Affix this template to the wall where you want to 
drill the holes.

Figure 3 Wall Mount Template

NOTE Cisco is not responsible for damages incurred by insecure wall-mounting 
hardware. 

STEP 4 Position the WRP400 so that two of the wall-mount slots are over the two screws. 
Slide the WRP400 down until the screws fit snugly into the wall-mount slots.
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Before You Begin: Understanding Wireless 
Security

Wireless networks are convenient and easy to install, so homes with high-speed 
Internet access are adopting them at a rapid pace. Because wireless networking 
operates by sending information over radio waves, it can be more vulnerable to 
intruders than a traditional wired network. Like signals from your cellular or 
cordless phones, signals from your wireless network can also be intercepted. 
Because you cannot physically prevent someone from connecting to your 
wireless network, you need to take some additional steps to keep your network 
secure.

NOTE The Setup Wizard guides you through the process of completing the tasks that are 
described below. You are strongly encouraged to use the Setup Wizard for initial 
configuration of the WRP400.

Change the Default Wireless Network Name or SSID

Wireless devices have a default wireless network name or Service Set Identifier 
(SSID) set by the factory. This is the name of your wireless network, and can be up 
to 32 characters in length. To distinguish your wireless network from other 
wireless networks that may exist around you, you should change the default 
wireless network name to something easily recognizable, but do not use personal 
information (such as your Social Security number) because this information may 
be available for anyone to see when browsing for wireless networks. For more 
information, see �Wireless > Basic Wireless Settings,� on page 51.
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Change the Default Router Password

When you connect to the administration web server, you will be asked for a 
password. The WRP400 has a default password set by the factory. The default 
password is . Hackers know the defaults and may try to use them to access 
your wireless device and change your network settings. To prevent unauthorized 
access, change the password to one that is hard to guess. For more information, 
see �Administration > Management,� on page 88.

Enable MAC Address Filtering for Wireless Access

The Cisco WRP400 gives you the ability to enable Media Access Control (MAC) 
address filtering. The MAC address is a unique series of numbers and letters 
assigned to every networking device. With MAC address filtering enabled, 
wireless network access is provided solely for wireless devices with specific 
MAC addresses. For example, you can specify the MAC address of each 
computer in your home so that only those computers can access your wireless 
network. For more information, see �Wireless > Wireless MAC Filter,� on 
page 62.

Enable Encryption

Encryption protects data transmitted over a wireless network. Wi-Fi Protected 
Access (WPA/WPA2) and Wired Equivalency Privacy (WEP) offer different levels 
of security for wireless communication.

A network encrypted with WPA/WPA2 is more secure than a network encrypted 
with WEP, because WPA/WPA2 uses dynamic key encryption. To protect the 
information as it passes over the airwaves, you should enable the highest level of 
encryption supported by your network equipment. 

WEP is an older encryption standard and may be the only option available on 
some older devices that do not support WPA.

For more information, see �Wireless > Wireless Security,� on page 56.
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General Network Security Guidelines

Wireless network security is effective only when combined with good network 
security practices. 

� Password protect all computers on the network and individually password 
protect sensitive files.

� Change passwords on a regular basis.

� Install anti-virus software and personal firewall software.

� Disable file sharing (peer-to-peer). Some applications may open file sharing 
without your consent and/or knowledge.

Additional Security Tips

To help prevent security problems, follow these guidelines:

� Keep wireless routers, access points, or gateways away from exterior walls 
and windows.

� Turn wireless routers, access points, or gateways off when they are not 
being used (at night, during vacations).

� Use strong passphrases that are at least eight characters in length. 
Combine letters and numbers to avoid using standard words that can be 
found in the dictionary. 
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Using the Web-Based Utility for Advanced 
Configuration

After you set up the WRP400 with the Setup Wizard (located on the CD-ROM), the 
router will be ready for use. However, if you�d like to change its advanced settings, 
use the web-based utility. This chapter describes each web page of the utility and 
each page�s key functions. You can access the utility via a web browser on a 
computer connected to the router.

The web-based utility has these main tabs: Setup, Wireless, Security, Access 
Restrictions, Applications & Gaming, Administration, Status, and Voice. Additional 
tabs will be available after you click one of the main tabs.

NOTE When first installing the WRP400, you should use the Setup Wizard on the Setup 
CD-ROM. If you want to configure advanced settings, use this chapter to learn 
about the web-based utility.

The web-based utility has the following main tabs:

� Setup: On the Setup screens, you can configure general settings, such as 
Internet connection, IP address, DHCP server settings, DDNS, time settings, 
and advanced router settings. For more information, see Chapter 4, �Basic 
Settings.�

� Mobile Network: You can connect a Mobile Broadband USB modem to the 
USB port of the WRP400 and configure the mobile network connection.For 
more information, see Chapter 5, �Installing and Configuring Your Mobile 
Network.�

� Wireless: You can use the Wireless screens to set up and secure your 
wireless network.For more information, see Chapter 6, �Configuring Your 
Wireless Network.�

� Security and Access Restrictions: You can use the Security screens to 
enable a firewall, add filters, or allow VPN tunnels. You can use the Access 
Restrictions screen to control Internet usage.For more information, see 
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Chapter 7, �Configuring Network Security and Controlling Internet 
Access.�

� Applications & Gaming: You can use the Applications and Gaming screens 
to configure your WRP400 to support applications, services, and gaming. 
For more information, see Chapter 8, �Configuring Applications and 
Gaming.�

� Administration: You can use the Administration screens to manage access, 
configure Universal Plug and Play, support multimedia streaming, enable 
logging and diagnostics, restore factory default settings, upgrade firmware, 
and back up and restore configurations. For more information, see 
Chapter 9, �Administration.�

� Status: You can use the Status screens to view information about your 
WRP400. For more information, see Chapter 10, �Using the Status 
Screens.�

� Voice: You can use the Voice screens to manage the voice gateway 
features of the WRP400.For more information, see Chapter 11, 
�Configuring Voice Services.�

How to Access the Web-Based Utility

To access the web-based utility, launch the web browser on your computer, and 
enter the default IP address of the WRP400, , in the  field. 
Then press .

NOTE If you place the WRP400 behind a primary router with the IP address of 
192.168.15.1, then the WRP400 will automatically assume a new default IP address, 
192.168.16.1.

When the login screen appears, use the default user name and password, a .
Then click  to continue. Later, you can set a new password from the 
Administration tab > Management page. See �Administration > Management,� 
on page 88.
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Figure 4 Web-Based Utility Login Window
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Basic Settings

On the Setup screens, you can configure general settings, such as Internet 
connection, IP address, DHCP server settings, DDNS, time settings, and advanced 
router settings.

NOTE For information about using the Setup screens to configure mobile network 
settings, see Chapter 5, �Installing and Configuring Your Mobile Network.�

á
How Do I...

� Change the Internet Connection type, IP address, 
DHCP Server settings, and other basic settings? 
See �Setup > Basic Setup,� on page 23.

� Set up DDNS for my web server or FTP server?
See �Setup > DDNS,� on page 34.

� Clone a MAC address to access my Internet service?
See �Setup > MAC Address Clone,� on page 37.

� Change the time settings?
See �Time Setting,� on page 33.

� Configure advanced settings for PPPoE Relay, NAT, 
Dynamic Routing (RIP), or Static Routing?
See �Setup > Advanced Routing,� on page 38.
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Setup > Basic Setup

You can use the Basic Setup page to configure the Internet connection and local 
network settings. Complete the following sections of the page:

� Internet Setup

� Network Setup

� Time Setting

NOTE After you enter settings on this page, click  to apply your changes, or 
click  to cancel your changes.

Internet Setup

You can use the Internet Setup section to configure the WRP400 for your Internet 
connection. Most of the entries in this section require information that you can 
obtain from your service provider.

Internet Connection Type

Select the type of Internet connection that your service provider supports:

� Automatic Configuration - DHCP

� Static IP

� PPPoE

� PPTP

� L2TP

� Telstra Cable

Automatic Configuration - DHCP

By default, the Internet Connection Type is set to ,
which should be kept only if your service provider supports DHCP or you are 
connecting through a dynamic IP address. 

This option usually applies to cable connections.
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Figure 5 Setup > Basic Setup > Internet Connection Type > Automatic 
Configuration - DHCP

Static IP

If you are required to use a permanent IP address to connect to the Internet, select 
.

Figure 6 Setup > Basic Setup > Internet Connection Type > Static IP

Enter the information that was provided by your service provider.

� Internet IP Address: The IP address of your WRP400, as seen from the 
Internet.

� Subnet Mask: The subnet mask, as seen by users on the Internet (including 
your service provider). 

� Default Gateway: The IP address of your service provider server. 
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PPPoE

Some DSL-based service providers use PPPoE (Point-to-Point Protocol over 
Ethernet) to establish Internet connections. If you are connected to the Internet 
through a DSL line, check with your service provider to see if they use PPPoE. If 
they do, you will have to enable .

This option applies to some DSL services.

Figure 7 Setup > Basic Setup > Internet Connection Type > PPPoE

Enter the information that was provided by your service provider, and select the 
Connect On Demand or Keep Alive feature, if desired.

� User Name and Password: The login information for your account.

� Service Name (Optional): The service name (if provided).

� Connect on Demand: Max Idle Time: A feature that allows your WRP400 to 
re-establish a terminated connection when a user attempts to access the 
Internet. To enable this feature, select Connect on Demand. Use the Max 
Idle Time field to specify the period of inactivity that causes a connection to 
terminate. Keep the default Max Idle Time of 5 minutes, or specify the 
maximum period of inactivity that you want to allow.

� Keep Alive: Redial Period: A feature that allows your WRP400 to check 
your Internet connection at a specified interval (Redial Period). If you are 
disconnected, then the WRP400 automatically re-establishes your 
connection. To enable this option, select . Keep the default Redial 
Period of 30 seconds, or specify the interval at which you want the WRP400 
to check the Internet connection. 
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PPTP

Point-to-Point Tunneling Protocol (PPTP) is a service that applies to connections in 
Europe only.

Figure 8 Setup > Basic Setup > Internet Connection Type > PPTP

Enter the information that was provided by your service provider, and select the 
Connect On Demand or Keep Alive feature, if desired.

� Internet IP Address: The IP address of your WRP400, as seen from the 
Internet.

� Subnet Mask: The subnet mask, as seen by users on the Internet (including 
your service provider). 

� Default Gateway: The IP address of your service provider server. 

� User Name and Password: The login information for your account.

� Connect on Demand: Max Idle Time: A feature that allows your WRP400 to 
re-establish a terminated connection when a user attempts to access the 
Internet. To enable this feature, select Connect on Demand. Use the Max 
Idle Time field to specify the period of inactivity that causes a connection to 
terminate. Keep the default Max Idle Time of 5 minutes, or specify the 
maximum period of inactivity that you want to allow.

� Keep Alive: Redial Period: A feature that allows your WRP400 to check 
your Internet connection at a specified interval (Redial Period). If you are 
disconnected, then the WRP400 automatically re-establishes your 
connection. To enable this option, select . Keep the default Redial 
Period of 30 seconds, or specify the interval at which you want the WRP400 
to check the Internet connection. 
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L2TP

L2TP is a service that applies to connections in Europe and Israel.

Figure 9 Setup > Basic Setup > Internet Connection Type > L2TP

Enter the information that was provided by your service provider, and select the 
Connect On Demand or Keep Alive feature, if desired.

� Server IP Address: The IP address of the L2TP Server. 

� User Name and Password: The login information for your account.

� Connect on Demand: Max Idle Time: A feature that allows your WRP400 to 
re-establish a terminated connection when a user attempts to access the 
Internet. To enable this feature, select Connect on Demand. Use the Max 
Idle Time field to specify the period of inactivity that causes a connection to 
terminate. Keep the default Max Idle Time of 5 minutes, or specify the 
maximum period of inactivity that you want to allow.

� Keep Alive: Redial Period: A feature that allows your WRP400 to check 
your Internet connection at a specified interval (Redial Period). If you are 
disconnected, then the WRP400 automatically re-establishes your 
connection. To enable this option, select . Keep the default Redial 
Period of 30 seconds, or specify the interval at which you want the WRP400 
to check the Internet connection. 
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Telstra Cable

Telstra Cable is a service used in Australia only.

Figure 10 Setup > Basic Setup > Internet Connection Type > Telstra Cable

Enter the information that was provided by your service provider, and select the 
Connect On Demand or Keep Alive feature, if desired.

� Heart Beat Server: The IP address of the Heart Beat Server. 

� User Name and Password: The login information for your account.

� Connect on Demand: Max Idle Time: A feature that allows your WRP400 to 
re-establish a terminated connection when a user attempts to access the 
Internet. To enable this feature, select Connect on Demand. Use the Max 
Idle Time field to specify the period of inactivity that causes a connection to 
terminate. Keep the default Max Idle Time of 5 minutes, or specify the 
maximum period of inactivity that you want to allow.

� Keep Alive: Redial Period: A feature that allows your WRP400 to check 
your Internet connection at a specified interval (Redial Period). If you are 
disconnected, then the WRP400 automatically re-establishes your 
connection. To enable this option, select . Keep the default Redial 
Period of 30 seconds, or specify the interval at which you want the WRP400 
to check the Internet connection. 
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Optional Settings

Some of these settings may be required by your service provider. Verify with your 
service provider before making any changes.

Figure 11 Setup > Basic Setup > Optional Settings

� Host Name and Domain Name: A host and domain name for the WRP400. 
Some service providers, usually cable service providers, require these 
names as identification. In most cases, leaving these fields blank will work. 

� MTU: MTU is the Maximum Transmission Unit. The largest packet size that 
is permitted for Internet transmission. Select Manual if you want to manually 
enter the largest packet size that is transmitted. To have the WRP400 select 
the best MTU for your Internet connection, keep the default setting, .

� Size: When Manual is selected in the  field, this option is enabled. 
Leave this value in the 576 to 1500 range. The default size depends on the 
Internet Connection Type:

- DHCP or Static IP: 1500

- PPPoE: 1492

- PPTP or L2TP: 460

- Telstra Cable: 1500

� Static DNS 1-3: The Domain Name System (DNS) is how the Internet 
translates domain or website names into Internet addresses or URLs. Enter 
the IP address of the DNS server, which is provided by your service 
provider. If you wish to use a different DNS server, enter its IP address in one 
of these fields. You can enter up to three DNS server IP addresses here. The 
WRP400 will use these for quicker access to functioning DNS servers. By 
default, the WRP400 uses 192.168.15.1 for DNS.
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Network Setup

You can use the Network Setup section to change the IP address of the WRP400 
and configure the DHCP server settings. 

NOTE For wireless setup, use the Wireless tab. See Chapter 6, �Configuring Your 
Wireless Network.�

Router IP

You can enter the Local IP Address and Subnet Mask of the WRP400, as seen by 
your network.

Figure 12 Setup > Basic Setup > Network Setup

DHCP Server Setting

You can use these settings to configure the Dynamic Host Configuration Protocol 
(DHCP) server function. The WRP400 can be used as a DHCP server for your 
network. A DHCP server automatically assigns an IP address to each computer on 
your network. 

NOTE If you choose to enable the DHCP server option, make sure there is no other DHCP 
server on your network. 
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Figure 13 Setup > Basic Setup > DHCP Server Setting

� DHCP Server: DHCP is enabled by factory default. If you already have a 
DHCP server on your network, or you don�t want a DHCP server, then select 

 (no other DHCP features will be available). 

� DHCP Reservation: Click this button if you want to reserve IP addresses for 
clients. See �DHCP Reservation,� on page 32.

� DNS Proxy: To enable the DNS Proxy feature, select . To disable the 
DNS Proxy feature, keep the default, .

NOTE The DNS proxy relays DNS requests to the current public network 
DNS server for the proxy, and it replies as a DNS resolver to the client 
device on the network. 

� Starting IP Address: Enter a value for the DHCP server to start with when 
issuing IP addresses. The Starting IP Address must be greater than the 
default IP address of the WRP400, 192.168.15.1, and less than 
192.168.15.253. The default Starting IP Address is .

� Maximum DHCP Users: Enter the maximum number of computers that will 
receive IP addresses from the DHCP server. This number cannot be greater 
than 253. The default is .

� IP Address Range: You can view the range of available IP addresses.

� Client Lease Time: Enter the maximum connection time in minutes that a a 
dynamic IP address is �leased� to a network user. When the time elapses, 
the user is automatically assigned a new dynamic IP address. The default is 

 minutes, which means one day.
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� Static DNS: Enter the local IP address of the DNS server, which is provided 
by your service provider. If you wish to use a different DNS server, enter that 
IP address in this field.

NOTE The Domain Name System (DNS) is how the Internet translates 
domain or website names into Internet addresses or URLs. 

� WINS: If you use a WINS server, enter that server�s IP address here. 
Otherwise, when DHCP is enabled, the field is field with the value 0.0.0.0.

NOTE The Windows Internet Naming Service (WINS) manages each PC�s 
interaction with the Internet. I

DHCP Reservation

This page appears if you click the DHCP Reservation button on the Basic Setup 
page. Use this page to assign a fixed local IP address to a computer on the 
network. 

Figure 14 DHCP Reservation
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� Select Clients from DHCP Tables: To reserve an IP address for a client in 
the table, check the Select check box, and then click Add Clients.

� Manually Adding Client: To reserve an IP address for a client that is not 
listed in the Select Clients table, enter the Client Name, the desired IP 
Address, and the client MAC Address in the Manually Adding Client section. 
Then click Add.

� Clients Already Reserved: If you want to remove a client from this list, click 
.

Click  to apply your changes, or click C  to 
cancel your changes. To view the most up-to-date information, click 

. To exit this screen, click .

Time Setting

In the Time Setting section of the Basic Setup page, you can choose your time 
zone and Time Server Address, if needed.

Figure 15 Setup > Basic Setup > Time Setting

� Time Zone: Select the time zone for the location.

� Automatically adjust clock for daylight saving changes: Select this option 
if you want the WRP400 to automatically adjust the clock for daylight saving 
time. This option is enabled by default.

� Time Server Address: If you want to use the default Network Time Protocol 
(NTP) server, keep the default, . If you want to specify the NTP server, 
select , and enter the URL or IP address of the NTP server that you 
want to use.

� Resync Timer: Enter the number of seconds that elapse before the 
WRP400 resyncs with the NTP server. The default is seconds.
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Setup > DDNS

You can use the DDNS page to configure the Dynamic Domain Name System 
(DDNS) feature. DDNS lets you assign a fixed host and domain name to a dynamic 
Internet IP address. It is useful when you are hosting your own website, FTP server, 
or other server behind the WRP400. 

Before you can use this feature, you need to sign up for DDNS service with a DDNS 
service provider, such as www.dyndns.org or www.TZO.com. If you do not want to 
use this feature, keep the default setting, .

NOTE After you enter settings on this page, click  to apply your changes, or 
click  to cancel your changes.

Choose your DDNS service from the drop-down list, and then enter the 
information for your service. 

DynDNS.org

Figure 16 Setup > DDNS > DynDNS.org

http://www.dyndns.org
http://www.TZO.com
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� User Name: Enter the User Name for your DDNS account.

� Password: Enter the Password for your DDNS account.

� Host Name: Enter the DDNS URL assigned by the DDNS service.

� System: Choose the DynDNS service you use: , , or .
The default selection is D .

� Mail Exchange (Optional): Enter the address of your mail exchange server, 
so emails to your DynDNS address go to your mail server.

� Backup MX: This feature allows the mail exchange server to be a backup. 
To enable the feature, select . To disable this feature, keep the 
default, . If you are not sure which setting to use, keep the default, 

.

� Wildcard: This setting enables or disables wildcards for your host. For 
example, if your DDNS address is  and you enable 
wildcards, then  will work as well (x is the wildcard). 
To enable wildcards, select . To disable wildcards, keep the default, 

. If you are not sure which setting to use, keep the default, .

� Internet IP Address: The Internet IP address of the WRP400 is displayed 
here. Because it is dynamic, it will change.

� Status: The status of the DDNS service connection is displayed here.

� Update: To manually trigger an update, click this button.
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TZO.com

Figure 17 Setup > DDNS > TZO.com

� E-mail Address, TZO Key, and Domain Name: Enter the settings for your 
account with TZO.

� Internet IP Address: The Internet IP address of the WRP400 is displayed 
here. Because it is dynamic, it will change.

� Status: The status of the DDNS service connection is displayed here.

� Update: To manually trigger an update, click this button.
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Setup > MAC Address Clone

A MAC address is a unique 12-digit code that is assigned to a piece of hardware 
for identification. Some service providers require you to register a MAC address in 
order to access the Internet. If you previously registered a MAC address with your 
service provider for this purpose, you can reassign that MAC address to the 
WRP400. In this sense, you are �cloning� the MAC address to be used by this 
router.

NOTE After you enter settings on this page, click  to apply your changes, or 
click  to cancel your changes.

Figure 18 Setup > MAC Address Clone 

� Enabled, Disabled: To assign a previously registered MAC address to the 
WRP400, select . Otherwise, select Disabled.

� MAC Address: Enter the MAC address that you previously registered with 
your service provider.

� Clone Your PC�s MAC: Click this button to clone the MAC address of the 
computer you are using.
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Setup > Advanced Routing

You can use the Advanced Routing page to set up PPPoE Relay, NAT, Dynamic 
Routing (RIP), or Static Routing.

NOTE After you enter settings on this page, click  to apply your changes, or 
click  to cancel your changes.

Figure 19 Setup > Advanced Routing 
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Advanced Settings: PPPoE Relay

The PPPoE Relay feature enables an L2TP Access Concentrator (LAC) to relay 
active discovery and service selection functionality for PPP over Ethernet (PPPoE), 
over a Layer 2 Tunneling Protocol (L2TP) control channel, to an L2TP Network 
Server (LNS) or tunnel switch (multihop node). The relay functionality of this 
feature allows the LNS or tunnel switch to advertise its services to the client, 
thereby providing end-to-end control of services between the LNS and a PPPoE 
client.

To enable the PPPoE Relay feature for the Internet side, select . To disable 
the PPPoE Relay feature, keep the default, .

Advanced Routing

Choose the features that you want to enable.

� NAT: If the WRP400 is hosting your network�s connection to the Internet, 
keep the default, . If another router exists on your network, select 

. When the NAT setting is disabled, dynamic routing will be 
enabled.

� Dynamic Routing (RIP): This feature enables the WRP400 to automatically 
adjust to physical changes in the network�s layout and exchange routing 
tables with the other router(s). The WRP400 determines the route of the 
network packets based on the fewest number of hops between the source 
and the destination. When the NAT setting is enabled, the Dynamic Routing 
feature is automatically disabled. When the NAT setting is disabled, this 
feature is available. Select  to use the Dynamic Routing feature.

� Static Routing: A static route is a pre-determined pathway that network 
information must travel to reach a specific host or network. Enter the 
information described below to set up a new static route.

- Route Entries: To set up a static route between the WRP400 and 
another network, select a number from the drop-down list. Click 

 to delete a static route.

- Enter Route Name: Enter a name for the Route here, using a maximum of 
25 alphanumeric characters.

- Destination LAN IP: The Destination LAN IP is the address of the 
remote network or host to which you want to assign a static route.
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- Subnet Mask: The Subnet Mask determines which portion of a 
Destination LAN IP address is the network portion, and which portion is 
the host portion. 

- Gateway: This is the IP address of the gateway device that allows for 
contact between the WRP400 and the remote network or host.

- Interface: This interface tells you whether the Destination LAN IP 
address is on the  (Ethernet and wireless networks) or 
the .

� Show Routing Table: Click this button to view the static routes you have 
already set up.

For each route, the Destination LAN IP address, Subnet Mask, Gateway, and 
Interface are displayed. Click R  to update the information. Click 
to exit this screen.

Figure 20 Routing Table



5

Cisco WRP400 User Guide 41

Installing and Configuring Your Mobile 
Network

You can connect a Mobile Broadband USB modem to the USB port of the WRP400 
and configure the mobile network connection.

á
How Do I...

� Connect a USB modem to my WRP400?
See �Installing Your USB Modem,� on page 42

� Enter the account information for my mobile 
network connection?
See �Setup > Mobile Network,� on page 43

� Ensure continued Internet access through the 
mobile network connection and the Ethernet 
connection?
See �Setup > Connection Recovery,� on page 46

� Know when the WRP400 is connected to the 
Internet through the mobile network?
See �Understanding the LED Behavior for Mobile 
Network,� on page 49
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Installing Your USB Modem

You can install a supported Mobile Broadband USB Modem into the USB port of 
the WRP400 for the purpose of accessing a mobile network. 

NOTE For more information about supported USB devices, visit the WRP400 product page on 
Cisco.com:  http://www.cisco.com/en/US/products/ps10028/index.html

Connect a supported USB Modem into the USB port of the WRP400. The Power 
LED flashes green and orange, indicating that a device is connected to the USB 
port and that initialization is in progress.

After the device initializes, the Power LED shines steady green. If the device fails 
to initialize, the LED continues to flash green and orange.

By default, the WRP400 connects to the Internet through the local Ethernet, if available. The 
mobile network connection is used as a failover when an Ethernet connection is unavailable. 

NOTE For more information about configuring your mobile network, see �Setup > Mobile 
Network,� on page 43.

http://www.cisco.com/en/US/products/ps10028/index.html
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Setup > Mobile Network

You can use this page to choose the connect mode and to enter the settings for 
the mobile network. You also can use this page to view the current connection 
status.

NOTE After you enter settings on this page, click  to apply your changes, or 
click  to cancel your changes.

Figure 21 Setup > Mobile Network 

NOTE Ethernet Connection Recovery and Interface Connection Failover will work only if 
the Connection Mode is set to Auto. For more information about these features, see 
�Setup > Connection Recovery,� on page 46..
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� Connect Mode:

- Select Auto to enable your modem to establish connection 
automatically. 

- Select Manual to connect or disconnect your modem connection 
manually. 

- If you change your selection from Auto to Manual, a message appears. 
Click OK to acknowledge that Connection Recover will be disabled, or 
click Cancel to cancel.

- If you change your selection from Manual to Auto, a message appears. 
Click OK to also enable Ethernet Connection Recovery, or click Cancel
to set the Connect Mode to Auto without enabling Ethernet Connection.

� Connect on Demand with Max. Idle Time: You can configure the WRP400 
to terminate the Internet connection after it has been inactive for a specified 
period of time (Max Idle Time). If your Internet connection has been 
terminated due to inactivity, Connect on Demand enables the modem to 
automatically re-establish a terminated connection when a user attempts to 
access the Internet again. To enable this feature, select Connect on 
Demand. In the Max Idle Time field, enter the number of minutes that can 
elapse without activity before your Internet connection terminates. The 
default Max Idle Time is 5 minutes.

� Keep Alive: If you select this option, the WRP400 will periodically check 
your Internet connection. If you are disconnected, then the WRP400 will 
automatically re-establish your connection. 

� Card Status: This field shows the current modem connection status as 
Detecting, Connecting, or Connected. If your Connect Mode is Manual, there 
will be a button for you to click to connect or disconnect your Modem.

� Configure Mode: Select Auto to allow the WRP400 to automatically detect 
which card model was inserted and which carrier is available. Select 
Manual to set up the connection manually. To allow the WRP400 to 
automatically configure modem & mobile network settings, keep the 
default, Auto.

NOTE Some Internet Service Providers (ISPs) will require that you enter 
specific information, such as User Name and Password. This 
information can be obtained from your ISP, if required.
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� Card Model: The data card model that is inserted in the USB port.

� Carrier: The mobile network service provider for Internet connection. This 
setting is required when you are using HSDPA/UMTS/GPRS Internet 
service.

� Country: Select the card issue country from the first drop-down menu.

� Carrier: Select the card issue provider from the second drop-down menu.

� Access Point Name (APN): The Internet network to which the mobile 
device is connecting to. Enter the Access Point Name provided by your 
mobile network service provider.

� Dial Number: The dial number for the Internet connection. Enter the Dial 
Number provided by your mobile network service provider.

� Optional Settings: Some of these settings may be required by your mobile 
network service provider. Verify with your mobile network service provider 
before making any changes.

� User Name and Password (Optional): Enter the User Name provided by 
your mobile network service provider.

� SIM PIN (Optional): The PIN code associated with your SIM card. Enter 
your SIM PIN number here.

� Server Name (Optional): The name of the server for the Internet 
connection.

� Authentication: The type of authentication used by your service provider. 
Select your authentication type, if you do not know which type to use, keep 
the default setting, Auto.

� Service Type: Select the most commonly available type of mobile data 
service connection based on your area service signal. If your location 
supports only one mobile data service, you may set up for enhance build up 
connection. The first selection will always search for HSPDA/3G/UMTS 
service or switch to GPRS automatically only when it is available.
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Setup > Connection Recovery

An Internet connection can be established via the Ethernet Internet port or a USB 
modem connected to the USB port. While both Ethernet and USB interfaces may 
be connected, only one of them can be used to establish a link at a time.

By default, the WRP400 uses the Ethernet Internet connection when available. If 
the Ethernet Internet connection fails, the WRP400 automatically attempts to bring 
up another connection on another interface. This feature is called failover. 
Whenever the Ethernet Internet connection recovers, the WRP400 automatically 
attempts to bring back and recover the Ethernet Internet connection. This feature 
is called Recovery.

NOTE After you enter settings on this page, click  to apply your changes, or 
click  to cancel your changes.

Figure 22 Setup > Connection Recovery
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Recovery & Failover

� Ethernet Connection Recovery: This feature ensures that your Internet 
connection is made through the Ethernet interface if it is available. Enabling 
this feature also enables the Interface Connection Failover, which ensures 
that if the Internet connection fails on the Ethernet interface, the WRP400 
automatically attempts to bring up the connection through the mobile 
network if available. Whenever the Ethernet Internet connection recovers, 
the WRP400 automatically attempts to bring back and recover the Ethernet 
Internet connection.

NOTE Ethernet Connection Recovery requires that your Mobile Connection 
Mode is set to Auto and your Ethernet interface is set to the high 
priority. When you enable this feature, a message appears. Click OK
to confirm that you want to change the Mobile Connection Mode and 
the Ethernet interface priority.

� Interface Connection Failover: Failover detection works by detecting the 
physical connection and/or presence of traffic on the Internet link. If the link 
is idle for some time, the WRP400 will attempt to ping a destination. If the 
ping does not reply, the WRP400 assumes the link is down and attempts to 
fail over to another interface. Click Enabled if you want to use this feature, or 
otherwise click Disabled. This feature is automatically enabled if you enable 
Ethernet Connection Recovery.

� Timeout: Specify the time interval at which the WRP400 detects the status 
of the Internet connection. The default timeout interval is 60 seconds.

� Failover Validation Site: A ping target for the WRP400 to use to detect the 
status of the Internet connection. By default the WRP400 pings the Network 
Time Protocol (NTP) servers. You may specify a different IP address as a 
target here.
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WAN Interfaces

The Summary table includes one row of information for the Ethernet interface and 
one row of information for the USB interface.

� Status: The link status of this interface:

- Disconnected: The device is plugged in and available but not active. 

- Connecting: The WRP400 is attempting to bring up the link over the 
device.

- Connected: The link is up and running on the device.

- Wait Recovery: When the WRP400 is connected to the Ethernet, this 
status means that the Ethernet is waiting recovered to route to the 
Failover Validation Site.

NOTE You can click the Status hyperlink to view the Status page for the 
interface. To return to the Connection Recovery screen, click the Back
button on the browser toolbar. For more information, see�Router 
Information,� on page 102 and �Mobile Network Status,� on 
page 104 .

� Priority: The priority setting determines which interface is used when both 
interfaces are available. By default, the Ethernet interface has top priority. 
However, you can change the priority setting by clicking Up to move an 
interface to the top priority level or by clicking Down to move an interface to 
the low priority level. 

NOTE The interface priority setting is configurable only when Ethernet 
Connection Recovery is disabled.
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Understanding the LED Behavior for Mobile Network

The Internet LED indicates connectivity to the Internet through the Ethernet 
connection only. The Power LED indicates the progress of USB initialization or the 
status of the mobile network connection.

LED Behavior During USB Modem Installation

The Power LED indicates the progress of the initialization.

� Before you connect the USB modem, the Power LED shines steady green to 
show that the WRP400 has power.

� After you connect the USB modem, the Power LED flashes green and 
orange to show that a device is connected to the USB port and that 
initialization is in progress.

� If the initialization is successful, the Power LED shines steady green. If the 
initialization fails, the LED continues to flash green and orange.

By default, the WRP400 connects to the Internet through the wired Ethernet, if 
available. The mobile network connection is used as a failover when an Ethernet 
connection is unavailable. 

LED Behavior During Mobile Network Connectivity

After you successfully install a USB modem, the Power LED indicates the status of 
the mobile network connection:

� The WRP400 is attempting to connect to the Internet 
through the mobile network connection.

�  The WRP400 is connected to the Internet through the 
mobile network connection.

�  The WRP400 failed to connect to the Internet 
through the mobile network connection and is trying again.

�

- If a USB device is connected, this LED behavior indicates that the device 
was successfully initialized and that the WRP400 is not using the mobile 
network connection. If an Internet connection is active through the 
Ethernet, then the Internet LED is illuminated.
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- If the USB device was removed, this LED behavior indicates that the 
WRP400 has power.

To check the status of the USB Modem, or modify the settings for the mobile 
network, connection recovery, and failover, you can use the administration web 
server.
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Configuring Your Wireless Network

You can use the Wireless screens to set up and secure your wireless network.

Wireless > Basic Wireless Settings

You can use the Basic Wireless Settings page to configure your wireless network 
manually or to use Wi-Fi Protected Setup.

Figure 23 Wireless > Basic Wireless Settings > Wireless Configuration

á
How Do I...

� Set up my wireless network?
See �Wireless > Basic Wireless Settings,� on 
page 51.

� Secure my wireless network?
See �Wireless > Wireless Security,� on page 56.

� Specify computers that can or cannot access my 
network?
See �Wireless > Wireless MAC Filter,� on page 62

� Configure special router functions for my wireless 
network?
See �Wireless > Advanced Wireless Settings,� on 
page 64.
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The options on the page change after you choose Manual or Wi-Fi Protected 
Setup. 

� Choose Manual if you want to manually configure your network, if you are 
setting up your secondary network (SSID2), of if you do not have client 
devices that support Wi-Fi Protected Setup. See �Manual Configuration of 
the Network,� on page 52.

� Choose Wi-Fi Protected Setup if you have client devices, such as wireless 
adapters, that support Wi-Fi Protected Setup. For more information, see 
�Wi-Fi Protected Setup,� on page 54.

Manual Configuration of the Network

After you choose Manual for the Wireless Configuration method, additional fields 
appear. You can change the SSID of the wireless network and enable a second 
network, or guest network.

Figure 24 Wireless > Basic Wireless Settings > Manual Configuration

� Network Mode: Select the wireless standards that are running on your 
network. If you have Wireless-G and Wireless-B devices, keep the default 
setting, . If you have only Wireless-G devices, select .
If you have only Wireless-B devices, select .

� Wireless Channel: Select the channel that you want to use. To allow the 
WRP400 to select the best available wireless channel, keep the default, 

.
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� SSID1, SSID2: The SSID is the network name shared among all devices in a 
wireless network. The WRP400 can support up to two wireless networks. 
By default, one wireless network is enabled, and you can create a second 
wireless network. 

Configure the following settings for each wireless network:

- Wireless Network Name (SSID): The default wireless network uses 
this name: �cisco� followed by the last four digits of the wireless MAC 
address of the WRP400. To rename the default wireless network, enter a 
unique Wireless Network Name, which is case-sensitive and must not 
exceed 32 characters. You can use any of the characters on the 
keyboard. To create a second wireless network, select 
for the SSID2 setting. Then enter a unique Wireless Network Name.

NOTE If you are unable to configure the SSID2 settings, contact your service 
provider for more information.

- SSID Broadcast Enabled: When wireless clients survey the local area 
for wireless networks, they detect the SSID broadcast by the WRP400. If 
you want to broadcast the SSID, keep the check box selected. If you do 
not want to broadcast the SSID, deselect the check box.

- For Internet Access Only: On your second wireless network (SSID2), 
you can set up guest access, which allows access to the Internet while 
blocking access to your local network. For example, a guest cannot 
access the data stored on your local computers. To limit guests to 
Internet access only, keep the check box selected. To allow local 
network access, deselect the check box.

NOTE The For Internet Access Only feature applies only to SSID2.

- Network Enabled: To enable the wireless network, select the check 
box. To disable the wireless network, deselect the check box.
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Wi-Fi Protected Setup

After you choose Wi-Fi Protected Setup for the Wireless Configuration, the 
instructions, fields, and buttons appear on the screen. Three setup methods are 
available.

NOTE Wi-Fi Protected Setup is available for your primary wireless network 
(SSID1) only. To configure your second wireless network (SSID2), 
select . If you are unable to configure the second wireless 
network, contact your service provider for more information (these 
settings may be controlled by your service provider).
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- Method #1: To configure a client device that has a Wi-Fi Protected 
Setup button, click or press the  button on the 
client device. Then click the button shown on the screen. After the client 
device has been configured, click . Then refer to your client device or 
its documentation for further instructions. Repeat for any additional 
devices that you need to configure.

- Method #2: To configure a client device that has a Wi-Fi Protected 
Setup PIN number, enter the PIN number in the field on this screen. Click 

. After the client device has been configured, click . Then 
refer to your client device or its documentation for further instructions. 
Repeat for any additional devices that you need to configure.
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- Method #3: If your client device asks for the PIN number of the WRP400, 
enter the PIN number that is shown on the screen. This number also 
appears on the label on the bottom of the WRP400. After the client 
device has been configured, click . Then refer to your client device or 
its documentation for further instructions. Repeat for any additional 
devices that you need to configure.

Wireless > Wireless Security

You can use the Wireless Security page to configure the security of your wireless 
network(s). The WRP400 supports the following wireless security mode options: 
WPA Personal, WPA Enterprise, WPA2 Personal, WPA2 Enterprise, and WEP. 

WEP (Wired Equivalent Privacy) is an older security standard. WPA (Wi-Fi 
Protected Access) is a newer security standard that is stronger than WEP 
encryption. A network encrypted with WPA/WPA2 is more secure than a network 
encrypted with WEP, because WPA/WPA2 uses dynamic key encryption. To 
protect the information as it passes over the airwaves, you should enable the 
highest level of encryption supported by your network equipment. 

These options are briefly discussed here. For additional guidelines, refer to 
Chapter 2, �Before You Begin: Understanding Wireless Security.�

NOTE If you used Wi-Fi Protected Setup to configure your wireless network(s), then 
wireless security has already been set up for your primary wireless network. Do 
not make changes to the Wireless Security screen for your primary wireless 
network.

NOTE After you enter settings on this page, click  to apply your changes, or 
click  to cancel your changes.

Select the SSID that you want to configure. Then choose the Security Mode. If you 
do not want to use wireless security, keep the default, .
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Figure 25 Wireless > Wireless Security

NOTE If you enabled the second wireless network on the Basic Wireless Settings screen, 
you will need to set up wireless security for each SSID.

Depending on the selected Security Mode, additional fields appear.

WEP

WEP is a basic encryption method, which is not as secure as WPA

Figure 26 Wireless Security > WEP 

� Encryption: Select a level of WEP encryption,  or 
. The default is .
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� Passphrase: Enter a Passphrase to automatically generate WEP keys. Then 
click .

� Key 1-4: If you did not enter a Passphrase, enter the WEP key(s) manually.

� TX Key: Select which TX (Transmit) Key to use. The default is .

WPA Personal

Wi-Fi Protected Access (WPA) is a security mode that uses a shared key to restrict 
access to authorized users.

NOTE If you are using WPA, always remember that each device in your wireless network 
MUST use the same WPA method and shared key, or else the network will not 
function properly.

Figure 27 Wireless Security > WPA Personal

� WPA Algorithms: WPA supports two encryption methods, TKIP and AES, 
with dynamic encryption keys. Select the type of algorithm,  or .
The default is .

� WPA Shared Key: Enter a WPA Shared Key of 8-63 characters. 

� Group Key Renewal: Enter a Group Key Renewal period, which instructs 
the WRP400 how often it should change the encryption keys. The default is 

 seconds.
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WPA2 Personal

Like WPA Personal, WPA2 Personal uses a shared key to restrict access to your 
wireless network. WPA2 can combine TKIP and AES encryption.

Figure 28 Wireless Security > WPA2 Personal

� WPA Algorithms: WPA2 supports two encryption methods, TKIP and AES, 
with dynamic encryption keys. Select the type of algorithm,  or 

. The default is .

� WPA Shared Key: Enter a WPA Shared Key of 8-63 characters. 

� Group Key Renewal: Enter a Group Key Renewal period, which instructs 
the WRP400 how often it should change the encryption keys. The default is 

 seconds.
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WPA Enterprise

This option features WPA used in coordination with a RADIUS (Remote 
Authentication Dial-In User Service) server. This option should only be used when 
a RADIUS server is connected to the WRP400.

Figure 29 Wireless Security > WPA Enterprise

� WPA Algorithms: WPA supports two encryption methods, TKIP and AES, 
with dynamic encryption keys. Select the type of algorithm,  or .
The default is .

� RADIUS Server Address: Enter the IP address of the RADIUS server.

� RADIUS Port: Enter the port number of the RADIUS server. The default 
value is .

� Shared Key: Enter the key shared between the WRP400 and the server.

� Key Renewal Timeout: Enter a Key Renewal Timeout period, which 
instructs the WRP400 how often it should change the encryption keys. The 
default is  seconds.



Configuring Your Wireless Network
Wireless > Wireless Security

Cisco WRP400 User Guide 61

6

WPA2 Enterprise

This option features WPA2 used in coordination with a RADIUS (Remote 
Authentication Dial-In User Service) server. This option should only be used when 
a RADIUS server is connected to the WRP400.

Figure 30 Wireless > Wireless Security > WPA2Enterprise

� WPA Algorithms: WPA2 supports two encryption methods, TKIP and AES, 
with dynamic encryption keys. Select the type of algorithm,  or 

. The default is .

� RADIUS Server Address: Enter the IP address of the RADIUS server.

� RADIUS Port: Enter the port number of the RADIUS server. The default 
value is .

� Shared Key: Enter the key shared between the WRP400 and the server.

� Key Renewal Timeout: Enter a Key Renewal Timeout period, which 
instructs the WRP400 how often it should change the encryption keys. The 
default is  seconds.
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Wireless > Wireless MAC Filter

Wireless access can be filtered by using the MAC addresses of the wireless 
devices within your network�s radius. 

NOTE After you enter settings on this page, click  to apply your changes, or 
click  to cancel your changes.

Figure 31 Wireless > Wireless MAC Filter 

� Select a SSID: Select the SSID that you want to configure. 

NOTE If you enabled the second wireless network on the Basic Wireless 
Settings screen, then you can set up wireless MAC filtering for each 
SSID.



Configuring Your Wireless Network
Wireless > Wireless MAC Filter

Cisco WRP400 User Guide 63

6

� Wireless MAC Filter: To filter wireless users by MAC address, select 
 If you do not wish to filter users by MAC address, keep the default 

setting, .

Access Restriction

In this section, you choose how to use the MAC Address Filter List: to prevent 
access or to permit access.

� Prevent: Select this option to block wireless access to devices with the 
specified MAC addresses. This button is selected by default.

� Permit: Select this to allow wireless access by devices with the specified 
MAC addresses. 

MAC Address Filter List

In this section, you identify the clients to filter. You can choose clients from the 
Wireless Client List, or you can enter the MAC addresses individually.

� Wireless Client List: Click this button if you want to choose the clients from 
the Wireless Client List screen. See �Wireless Client List.� below.

� MAC 01-40: Enter the MAC addresses of the devices whose wireless 
access you want to block or allow.

Wireless Client List

Check the Save to MAC Address Filter List check box to select a device. Then 
click  to add the device to the MAC Address Filter List. 

To retrieve the most up-to-date information, click . To exit this screen and 
return to the Wireless MAC Filter screen, click .
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Figure 32 Wireless Client List

Wireless > Advanced Wireless Settings

The Advanced Wireless Settings screen is used to set up the advanced wireless 
functions of the WRP400. These settings should only be adjusted by an expert 
administrator as incorrect settings can reduce wireless performance.

NOTE After you enter settings on this page, click  to apply your changes, or 
click  to cancel your changes.

Figure 33 Wireless > Advanced Wireless Settings
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� Authentication Type: The default is set to , which allows either Open 
System or Shared Key authentication to be used. With Open System 
authentication, the sender and the recipient do not use a WEP key for 
authentication. With Shared Key authentication, the sender and recipient 
use a WEP key for authentication. Select  to only use Shared 
Key authentication.

� Transmission Rate: The rate of data transmission should be set depending 
on the speed of your wireless network(s). You can select from a range of 
transmission speeds, or you can select  to have the WRP400 
automatically use the fastest possible data rate and enable the Auto-
Fallback feature. Auto-Fallback will negotiate the best possible connection 
speed between the WRP400 and a wireless client. The default is .

� CTS Protection Mode: The WRP400 will automatically use CTS (Clear-To-
Send) Protection Mode when your Wireless-G products are experiencing 
severe problems and are not able to transmit to the WRP400 in an 
environment with heavy 802.11b traffic. This function boosts the ability of 
the WRP400 to catch all Wireless-G transmissions but will severely 
decrease performance. The default is .

� Beacon Interval: Enter a value between 1 and 65,535 milliseconds. The 
Beacon Interval value indicates the frequency interval of the beacon. A 
beacon is a packet broadcast by the WRP400 to synchronize the wireless 
network(s). The default value is .

� DTIM Interval: This value, between 1 and 255, indicates the interval of the 
Delivery Traffic Indication Message (DTIM). A DTIM field is a countdown 
field informing clients of the next window for listening to broadcast and 
multicast messages. When the WRP400 has buffered broadcast or 
multicast messages for associated clients, it sends the next DTIM with a 
DTIM Interval value. Its clients hear the beacons and awaken to receive the 
broadcast and multicast messages. The default value is .

� RTS Threshold: If you encounter inconsistent data flow, only minor 
reduction of the default value, , is recommended. If a network packet is 
smaller than the preset RTS threshold size, the RTS/CTS mechanism will 
not be enabled. The WRP400 sends Request to Send (RTS) frames to a 
particular receiving station and negotiates the sending of a data frame. 
After receiving an RTS, the wireless station responds with a Clear to Send 
(CTS) frame to acknowledge the right to begin transmission. The RTS 
Threshold value should remain at its default value of .
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Configuring Network Security and Controlling 
Internet Access

You can use the Security screens to enable a firewall, add filters, or allow VPN 
tunnels. You can use the Access Restrictions screen to control Internet usage. 

Security > Firewall

The Firewall screen is used to configure a firewall that can filter out various types 
of unwanted traffic on the local network. 

NOTE After you enter settings on this page, click  to apply your changes, or 
click  to cancel your changes.

á
How Do I...

� Enable a firewall, Internet filters, or Web filters?
See �Security > Firewall,� on page 66

� Allow VPN tunnels to pass through the firewall?
See �Security > VPN Passthrough,� on page 68

� Block or allow specific types of Internet usage and 
traffic?
See �Access Restrictions > Internet Access,� on 
page 69.
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Figure 34 Security > Firewall

Firewall

� SPI Firewall Protection: To use firewall protection, keep the default, 
. To turn off firewall protection, select .

Internet Filter

�  This feature makes it more difficult for 
outside users to work their way into your network. This feature is selected
by default. Deselect the feature to allow anonymous Internet requests.

� Filter Internet NAT Redirection: This feature uses port forwarding to block 
access to local servers from local networked computers. Select this feature 
to filter Internet NAT redirection. It is not selected by default.

� Filter IDENT (Port 113): This feature keeps port 113 from being scanned 
by devices outside of your local network. This feature is selected by 
default. Deselect this feature to disable it.
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Web Filter

� Proxy: Use of WAN proxy servers may compromise the security of the 
WRP400. Denying Proxy will disable access to any WAN proxy servers. 
Select this feature to enable proxy filtering. Deselect the feature to allow 
proxy access.

� Java: Java is a programming language for websites. If you deny Java, you 
run the risk of not having access to Internet sites created using this 
programming language. Select this feature to enable Java filtering. Deselect 
the feature to allow Java usage.

� ActiveX: ActiveX is a programming language for websites. If you deny 
ActiveX, you run the risk of not having access to Internet sites created using 
this programming language. Select this feature to enable ActiveX filtering. 
Deselect the feature to allow ActiveX usage.

� Cookies: A cookie is data stored on your computer and used by Internet 
sites when you interact with them. Select this feature to filter cookies. 
Deselect the feature to allow cookie usage.

Security > VPN Passthrough

The VPN Passthrough screen allows you to enable VPN tunnels using IPSec, PPTP, 
or L2TP protocols to pass through the firewall of the WRP400. 

NOTE After you enter settings on this page, click  to apply your changes, or 
click  to cancel your changes.

Figure 35 Security > VPN Passthrough
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� IPSec Passthrough: Internet Protocol Security (IPSec) is a suite of protocols 
used to implement secure exchange of packets at the IP layer. To allow IPSec 
tunnels to pass through the WRP400, keep the default, .

� PPTP: Passthrough Point-to-Point Tunneling Protocol (PPTP) allows the 
Point-to-Point Protocol (PPP) to be tunneled through an IP network. To allow 
PPTP tunnels to pass through the WRP400, keep the default, .

� L2TP Passthrough: Layer 2 Tunneling Protocol is the method used to 
enable Point-to-Point sessions via the Internet on the Layer 2 level. To allow 
L2TP tunnels to pass through the WRP400, keep the default, .

Access Restrictions > Internet Access

You can use the Internet Access Policy screen to block or allow specific kinds of 
Internet usage and traffic, such as Internet access, designated services, and 
websites during specific days and times.

NOTE After you enter settings on this page, click  to apply your changes, or 
click  to cancel your changes. 
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Figure 36 Access Restrictions > Internet Access 

� Access Policy: Select a policy from the drop-down list to display that 
policy�s settings. You can then enter or modify the settings. Be sure to save 
your changes before selecting another policy from the drop-down list.
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� Delete This Entry: To delete an access policy, select the policy�s number 
from the Access Policy list, and then click this button. 

� Summary: To view all policies, click this button. The Summary appears in a 
separate window. The policies are listed with the following information: No. 
(number), Policy Name, Access, Days, Time of Day, and status (Enabled). To 
enable a policy, check . To delete a policy, click . Click 

 to save your changes, or click to cancel your 
changes. To return to the Internet Access Policy screen, click .

� Enter Policy Name: Enter a name for the policy that you selected in the 
Access Policy list.

� Status: Policies are disabled by default. To enable the selected policy, 
select .
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� Applied PCs: Click Edit List to select the computers that will be affected by 
the policy that you selected in the Access Policy list. The List of PCs window 
appears.

Choose the PCs that will be affected by this policy:

- MAC Address: Enter a MAC address that you want to add to the list.

- IP Address: Enter the final octet of an IP address that you want to add to 
the list.

- IP Address Range: Enter the final octet of an IP address in the first box, 
and then enter the final octet of another IP address in the second box, to 
create a range of IP addresses to add to the list.

Click  to save your changes, or click to 
cancel your changes. To return to the Internet Access Policy screen, click 

.

� Access Restriction: Select the appropriate option, Deny or Allow, 
depending on whether you want to block or allow Internet access for the 
computers that are listed on the List of PCs screen.
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� Schedule: Decide which days and what times you want the selected policy 
to be enforced. Select the individual days during which the policy will be in 
effect, or select Everyday. Then enter a range of hours and minutes during 
which the policy will be in effect, or select 24 Hours.

� Website Blocking by URL Address: You can block websites with specific 
URL addresses. Enter each URL in a separate URL field.

� Website Blocking by Keyword: You can block websites using specific 
keywords. Enter each keyword in a separate Keyword field.

� Blocked Applications: You can filter access to various services accessed 
over the Internet, such as FTP or telnet. You can block up to three 
applications per policy.

- From the Application list, select the application you want to block. Then 
click the >> button to move it to the Blocked List. To remove an 
application from the Blocked List, select it and click the << button.

- If the application you want to block is not listed or you want to edit a 
service�s settings, enter the application�s name in the Application Name 
field. Enter its range in the Port Range fields. Select its protocol from the 
Protocol drop-down menu. Then click Add.

- To modify a service, select it from the Application list. Change its name, 
port range, and/or protocol setting. Then click Modify.

- To delete a service, select it from the Application list. Then click Delete.

Creating or Modifying an Internet Access Policy

Follow this procedure to create or modify an Internet Access Policy. 

STEP 1 Select a number from the Access Policy drop-down menu.

STEP 2 Enter a name in the Policy Name field.

STEP 3 To enable this policy, select Enabled.

STEP 4 Click Edit List to select the computers that will be affected by this policy. 

a. In the List of PCs window, enter individual MAC addresses or IP addresses, or 
enter IP address ranges. 

b. Click Save Settings to apply your changes, or click Cancel Changes to cancel 
your changes. Then click Close close the window.
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STEP 5 In the Access Restriction section, choose to Deny Internet access or to Allow
Internet access for the computers that you listed on the List of PCs screen.

STEP 6 In the Schedule section, select the days and times when this policy applies, as 
described above.

STEP 7 In the remaining sections of the page, enter the URLs, keywords, and applications 
that you want to block with this policy, as described above.

STEP 8 Click Save Settings to save the settings. To cancel the settings, click Cancel 
Changes.

STEP 9 Repeat these steps to create additional policies, one at a time.



8

Cisco WRP400 User Guide 75

Configuring Applications and Gaming

You can use the Applications and Gaming screens to configure your WRP400 to 
support applications, services, and gaming. 

á
How Do I...

� Customize port services for common applications?
See �Applications and Gaming > Single Port 
Forwarding,� on page 76.

� Support public services such as web servers, FTP 
servers, e-mail servers, and Internet gaming?
See �Applications and Gaming > Port Range 
Forward,� on page 77.

� Specify the ports that are opened for specific 
applications?
See �Applications & Gaming > Port Range 
Triggering,� on page 79.

� Specify one computer to be exposed to the Internet 
for public services?
See �Applications and Gaming > DMZ,� on page 80

� Prioritize service for real-time applications such as 
video-conferencing?
See �Applications and Gaming > QoS,� on page 81.
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Applications and Gaming > Single Port Forwarding

The Single Port Forwarding screen allows you to customize port services for 
common applications on this screen.

When users send these types of requests to your network via the Internet, the 
WRP400 will forward those requests to the appropriate servers (computers). 
Before using forwarding, you should assign static IP addresses to the designated 
servers (use the DHCP Reservation feature on the Basic Setup screen). See 
�DHCP Reservation,� on page 32.

NOTE After you enter settings on this page, click  to apply your changes, or 
click  to cancel your changes.

Figure 37 Applications and Gaming > Single Port Forwarding

Common applications are available for the first five entries. Select the appropriate 
application. Then enter the IP address of the server that should receive these 
requests. Select  to activate this entry.
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For additional applications, complete the following fields:

� Application Name: Enter the name you wish to give the application. Each 
name can be up to 12 characters.

� External Port: Enter the external port number used by the server or Internet 
application. Check with the Internet application documentation for more 
information.

� Internal Port: Enter the internal port number used by the server or Internet 
application. Check with the Internet application documentation for more 
information.

� Protocol: Select the protocol used for this application, either , , or 
.

� To IP Address: For each application, enter the IP address of the PC that 
should receive the requests. If you assigned a static IP address to the PC, 
then you can click  on the Basic Setup screen to look up 
its static IP address.

� Enabled: For each application, select  to enable port forwarding.

Applications and Gaming > Port Range Forward

The Port Range Forward screen allows you to set up public services on your 
network, such as web servers, ftp servers, e-mail servers, or other specialized 
Internet applications. (Specialized Internet applications are any applications that 
use Internet access to perform functions such as videoconferencing or online 
gaming. Some Internet applications may not require any forwarding.)

When users send these types of requests to your network via the Internet, the 
WRP400 will forward those requests to the appropriate servers (computers). 
Before using forwarding, you should assign static IP addresses to the designated 
servers (use the DHCP Reservation feature on the Basic Setup screen).

If you need to forward all ports to one computer, click the tab.
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NOTE After you enter settings on this page, click  to apply your changes, or 
click  to cancel your changes.

Figure 38 Applications and Gaming > Port Range Forwarding

To forward a port, enter the information on each line for the criteria required.

� Application Name: In this field, enter the name you wish to give the 
application. Each name can be up to 12 characters.

� Start~End Port: Enter the number or range of port(s) used by the server or 
Internet applications. Check with the Internet application documentation for 
more information.

� Protocol: Select the protocol used for this application, either , , or 
.

� To IP Address: For each application, enter the IP address of the PC running 
the specific application. If you assigned a static IP address to the PC, then 
you can click the  button on the Basic Setup screen to 
look up its static IP address. See �Setup > Basic Setup,� on page 23.

� Enabled: Select  to enable port forwarding for the applications you 
have defined.
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Applications & Gaming > Port Range Triggering

The Port Range Triggering screen allows the WRP400 to watch outgoing data for 
specific port numbers. The IP address of the computer that sends the matching 
data is remembered by the WRP400, so that when the requested data returns 
through the WRP400, the data is pulled back to the proper computer by way of IP 
address and port mapping rules.

NOTE After you enter settings on this page, click  to apply your changes, or 
click  to cancel your changes.

Figure 39 Applications and Gaming > Port Range Triggering

� Application Name: Enter the application name of the trigger.

� Triggered Range: For each application, enter the starting and ending port 
numbers of the triggered port number range. Check with the Internet 
application documentation for the port number(s) needed.

� Forwarded Range: For each application, enter the starting and ending port 
numbers of the forwarded port number range. Check with the Internet 
application documentation for the port number(s) needed.

� Enabled: Select  to enable port triggering for the applications you 
have defined.
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Applications and Gaming > DMZ

The DMZ feature allows one network computer to be exposed to the Internet for 
use of a special-purpose service such as Internet gaming or videoconferencing. 
DMZ hosting forwards all the ports at the same time to one PC. The Port Range 
Forwarding feature is more secure because it only opens the ports you want to 
have opened, while DMZ hosting opens all the ports of one computer, exposing 
the computer to the Internet. 

NOTE After you enter settings on this page, click  to apply your changes, or 
click  to cancel your changes.

Figure 40 Applications and Gaming > DMZ

Any PC whose port is being forwarded must have its DHCP client function 
disabled and should have a new static IP address assigned to it because its IP 
address may change when using the DHCP function.

� Enabled/Disabled: To disable DMZ hosting, select . To expose one 
PC, select . Then configure the following settings:

� Source IP Address: If you want any IP address to be the source, select 
. If you want to specify an IP address or range of IP addresses as 

the designated source, select and complete the IP address range fields.
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� Destination: If you want to specify the DMZ host by IP address, select 
 and enter the IP address in the field provided. If you want to 

specify the DMZ host by MAC address, select  and enter the 
MAC address in the field provided. 

� DHCP Client Table: Click this button to view a list of DHCP clients. See 
�DHCP Client Table.� This button becomes available when you select the 
MAC Address option.

DHCP Client Table

The DHCP Client Table lists computers and other devices that have been assigned 
IP addresses by the WRP400. The list can be sorted by Client Name, IP Address, 
and MAC Address. To select a DHCP client, click . To retrieve the most up-
to-date information, click . To exit this screen and return to the DMZ screen, 
click .

Applications and Gaming > QoS

Quality of Service (QoS) ensures better service to high-priority types of network 
traffic, which may involve demanding, real-time applications, such as 
videoconferencing. 

NOTE Click  to apply your changes, or click  to cancel your 
changes.
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Figure 41 Applications and Gaming > QoS

Wireless 

� WMM Support: If you have other devices that support Wi-Fi Multimedia 
(WMM) on your network, select E . Otherwise, keep the default, 

.

� No Acknowledgement: To prevent the WRP400 from resending data if an 
error occurs, select . Otherwise, keep the default, .
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Internet Access Priority

In this section, you can set the bandwidth priority for a variety of applications and 
devices. There are four levels priority: High, Medium, Normal, or Low. When you set 
priority, do not set all applications to High, because this will defeat the purpose of 
allocating the available bandwidth. If you want to select below normal bandwidth, 
select Low. Depending on the application, a few attempts may be needed to set 
the appropriate bandwidth priority.

� Enabled/Disabled: To use the QoS policies you have set, keep the default, 
. Otherwise, select .

� Upstream Bandwidth: To allow the WRP400 to control the maximum 
bandwidth for upstream data transmissions, keep the default, . To 
manually set the maximum, select , and enter the appropriate 
number in the field provided.

Category

There are four categories available. Select one of the following: Application, Online 
Games, MAC Address, or Ethernet Port. Proceed to the instructions for your 
selection.

Application

� Application: Select the appropriate application. If you select Add a New 
Application, follow the instructions for adding a new application.

� Priority: Select the appropriate priority: , ,
, or L .

Adding a New Application
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- Enter a Name: Enter any name to indicate the name of the entry.

- Port Range: Enter the port range in the text boxes, and choose a 
protocol: , , or . You can have up to three ranges to define for 
this bandwidth allocation. Port numbers can range from 1 to 65535. 
Check your application�s documentation for details on the service ports 
used.

- Priority: Select the appropriate priority: , ,
, or L .

- Click Add to save your changes. Your new entry will appear in the 
Summary list.

Online Games

You can add an Online Game to the Summary list or change the Priority setting for 
an existing game.

� Game: Select the appropriate game. If you select Add a New Game, follow 
the instructions for adding a new game.

� Priority: Select the appropriate priority: , ,
N , or .

Adding a New Game

- Enter any name to indicate the name of the entry.

- Port Range: Enter the port range in the text boxes, and choose a 
protocol: , , or . For example, if you want to allocate 
bandwidth for FTP, you can enter 21-21. If you need services for an 
application that uses from 1000 to 1250, you enter 1000-1250 as your 
settings. You can have up to three ranges to define for this bandwidth 
allocation. Port numbers can range from 1 to 65535. Check your 
application�s documentation for details on the service ports used.

- Priority: Select the appropriate priority: High, Medium (Recommend), 
Normal, or Low.
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- Click Add to save your changes. Your new entry will appear in the 
Summary list.

MAC Address

� Enter a Name: Enter a name for the device.

� MAC Address: Enter the MAC address of the device.

� Priority: Select the appropriate priority: , ,
N , or .

� : Click this button to add your new entry to the Summary list. 

Ethernet Port

� Ethernet: Select the appropriate Ethernet port.

� Priority: Select the appropriate priority: H , ,
, or .

� : Click this button to add your new entry to the Summary list. 



Configuring Applications and Gaming
Applications and Gaming > QoS

Cisco WRP400 User Guide 86

8

Summary

The Summary table lists the QoS entries that you have created for your 
applications and devices.

� Priority: This column displays the bandwidth priority of High, Medium, 
Normal, or Low.

� Name: This column displays the application, device, or port name.

� Information: This column displays the port range or MAC address entered 
for your entry. If a pre-configured application or game was selected, there 
will be no valid entry shown in this section.

� Remove: Click this button to remove an entry.

� Edit: Click this button if you want to change the information. The information 
will appear in the Category section of the page for editing.
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Administration

You can use the Administration screens to manage access, configure Universal 
Plug and Play, support multimedia streaming, enable logging and diagnostics, 
restore factory default settings, upgrade firmware, and back up and restore 
configurations.

á
How Do I...

� Change the admin password?
See �Administration > Management,� on page 88.

� Enable remote management of my network?
See �Administration > Management,� on page 88.

� Configure UPnP (Universal Plug and Play)?
See �Administration > Management,� on page 88.

� Enable support for multimedia streaming?
See �Administration > Management,� on page 88.

� Enable and view logs?
�Administration > Log,� on page 91

� Enable and view diagnostics?
�Administration > Diagnostics,� on page 93

� Restore factory default settings?
�Administration > Factory Defaults,� on page 96

� Upgrade the firmware?
See �Administration > Firmware Upgrade,� on 
page 97.

� Back up and restore settings?
See �Administration > Config Management,� on 
page 99.

� Reboot the device?
See �Administration > Reboot,� on page 100.



Administration
Administration > Management

Cisco WRP400 User Guide 88

9

Administration > Management

You can use the Administration > Management screen to change the password, to 
manage access, to enable remote management, to configure UPnP (Universal Plug 
and Play), and to enable support for multimedia streaming.

NOTE After you enter settings on this page, click  to apply your changes, or 
click  to cancel your changes.

Figure 42 Administration > Management
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Management

Router Access

Use this section of the page to enter a password to prevent unauthorized access 
to the web-based utility, you will be asked for your password when you access 
the web-based utility of the WRP400. The default is .

� Router Password: Enter a new password for the WRP400.

� Re-enter to Confirm: Enter the password again to confirm.

Web Access

� Web Utility Access: HTTP (HyperText Transport Protocol) is the 
communications protocol used to connect to servers on the World Wide 
Web. HTTPS uses SSL (Secured Socket Layer) to encrypt data transmitted 
for higher security. Select  or .  is the default.

� Web Utility Access via Wireless: If you are using the WRP400 in a public 
domain where you are giving wireless access to your guests, you can 
disable wireless access to the web-based utility of the WRP400. You will 
only be able to access the utility via a wired connection if you disable the 
setting. Keep the default, , to allow wireless access to the utility, or 
select  to block wireless access to the utility.

Remote Access

� Remote Management: To permit remote access of the WRP400, from 
outside the local network, select E . Otherwise, keep the default, 

.

� Web Utility Access: HTTP (HyperText Transport Protocol) is the 
communications protocol used to connect to servers on the World Wide 
Web. HTTPS uses SSL (Secured Socket Layer) to encrypt data transmitted 
for higher security. Select  or .  is the default.

� Remote Upgrade: If you want to be able to upgrade the WRP400 remotely, 
from outside the local network, select . (You must have the Remote 
Management feature enabled as well.) Otherwise, keep the default, 

.

� Allowed Remote IP Address: If you want to be able to access the WRP400 
from any external IP address, select . If you want to specify an 
external IP address or range of IP addresses, then select the second option 
and complete the fields provided.
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� Remote Management Port: Enter the port number that will be open to 
outside access.

NOTE When you are in a remote location and wish to manage the WRP400, you can use 
HTTP or HTTPS to connect to the IP address of the WRP400, at the remote 
management port number, as shown:

<Internet_IP_address> port or <Internet_IP_address> port

� <Internet_IP_address>: The Internet IP address of the WRP400

� port: The Remote Management Port number

UPnP

Universal Plug and Play (UPnP) allows Windows XP and Vista to automatically 
configure the WRP400 for various Internet applications, such as gaming and 
videoconferencing.

� UPnP: If you want to use UPnP, keep the default, . Otherwise, select 
.

� Allow Users to Configure: Keep the default, , if you want to be able 
to make manual changes to the WRP400 while using the UPnP feature. 
Otherwise, select .

� Keep UPnP Configurations After System Reboot: If you enable the Allow 
Users to Configure option, then this option will be available. Select ,
if you want to keep UPnP configuration settings after the WRP400 reboots. 
Otherwise, keep the default, .

� Allow Users to Disable Internet Access: Select , if you want to be 
able to prohibit any and all Internet connections. Otherwise, keep the 
default, .

Multimedia Streaming

� RTSP Support: If you experience issues with video-on-demand 
applications, select  to improve multimedia transmissions. Using 
this option, the WRP400 will establish channels with the Real Time 
Streaming Protocol) RTSP server, which is located at the service provider. 
Otherwise, keep the default, .
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IGMP

Internet Group Multicast Protocol (IGMP) is used to establish membership in a 
multicast group and is commonly used for multicast streaming applications. For 
example, you may have Internet Protocol Television (IPTV) with multiple setup 
boxes on the same local network. These setup boxes have different video streams 
running simultaneously, so you should use the IGMP feature of the WRP400.

� Support IGMP Version: Select the version you want to support, ,
, or . If you are not sure which version to select, keep the 

default, .

� IGMP Proxy: Keep the default, , if you want to allow multicast traffic 
through the WRP400 for your multimedia application devices. Otherwise, 
select .

� Immediate Leave: Select , if you use IPTV applications and want to 
allow immediate channel swapping or flipping without lag or delays. 
Otherwise, keep the default, .

Administration > Log

The WRP400 can keep logs of all traffic for your Internet connection.

NOTE After you enter settings on this page, click  to apply your changes, or 
click  to cancel your changes.

Figure 43 Administration > Log

� Log: To disable the Log function, keep the default, . To monitor 
traffic between the network and the Internet, select . With logging 
enabled, you can choose to view temporary logs.
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� View Log: To view the logs, click .

Figure 44 Log > View Log

� Type: Select , , , or 
.

� The Incoming Log will display a temporary log of the source IP addresses 
and destination port numbers for the incoming Internet traffic. 

� The Outgoing Log will display a temporary log of the local IP addresses, 
destination URLs/IP addresses, and service/port numbers for the outgoing 
Internet traffic. 

� The Security Log will display the login information for the web-based 
utility. 

� The DHCP Client Log will display the LAN DHCP server status information.

Click  to update the log. Click  to clear all the information that is 
displayed.
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Administration > Diagnostics

The diagnostic tests (Ping, Traceroute, and Detect Active LAN Clients) allow you to 
check the connections of your network devices, including connection to the 
Internet.

Figure 45 Administration > Diagnostics

Ping Test

The Ping test checks the status of a connection. 

� IP or URL Address: Enter the address of the PC whose connection you 
wish to test.

� Packet Size: Enter the packet size you want to use. The default is  bytes.

� Times to Ping: Enter many times you wish to test it. 

� Start to Ping: To run the test, click this button. The Ping Test screen will 
show if the test was successful. Click  to return to the Diagnostics 
screen.
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Figure 46 Diagnostics > Ping

Traceroute Test

The Traceroute test tests the performance of a connection.

� IP or URL Address: Enter the address of the PC whose connection you 
wish to test.

� Start to Traceroute: To run the test, click this button. The Traceroute Test 
screen will show if the test was successful. Click  to return to the 
Diagnostics screen.
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Figure 47 Diagnostics > Traceroute

Detect Active LAN Client(s)

� Search Time: Select how many seconds you wish to perform this search: ,
, or .

� Start to Search: To run the search, click this button. The Active LAN Client 
Table screen will show the search results. You can sort the results by IP 
Address, MAC Address, Interface, Client Name, or IP Status. 

To re-run the search, click . Click  to return to the Diagnostics screen.
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Figure 48 Diagnostics > Active LAN Client Table

Administration > Factory Defaults

The Administration > Factory Defaults screen allows you to restore the default 
configuration to the router settings and/or voice settings.

NOTE After you enter settings on this page, click  to apply your changes, or 
click  to cancel your changes.

Figure 49 Administration > Factory Defaults

NOTE Restoring factory defaults deletes custom settings. Note your custom settings 
before restoring the factory defaults.

� Restore Router Factory Defaults: To reset the router settings to the default 
values, select . Then click . Any custom router settings you 
have saved will be lost when the default settings are restored.
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� Restore Voice Factory Defaults: To reset the voice settings to the default 
values, select . Then click . Any custom Voice settings you 
have saved will be lost when the default settings are restored.

NOTE Restoring the voice defaults may require your login (the default user name and 
password are ). If the defaults do not work, contact your service provider for 
more information.

Administration > Firmware Upgrade

The Firmware Upgrade screen allows you to upgrade the firmware of the 
WRP400. Do not upgrade the firmware unless you are experiencing problems with 
the WRP400 or the new firmware has a feature you want to use. 

If you want to upgrade the firmware, then you may need a user name and 
password available only from your service provider. Contact your service provider 
for more information.

Username & Password

If you see the Username & Password screen, enter the User Name and Password 
provided by your service provider. (The factory default User Name and Password 
are .) Then click .

Figure 50 Administration > Username & Password
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NOTE The WRP400 may lose the settings you have customized. Before you upgrade the 
firmware, use the Config Management screen to back up your settings. For more 
informaiton, see �Administration > Config Management,� on page 99.

Firmware Upgrade

Download the latest firmware from Cisco.com, and then upgrade the firmware on 
your WRP400.

Downloading the Firmware

STEP 1 Go to the WRP400 product page on Cisco.com:
http://www.cisco.com/en/US/products/ps10028/index.html

NOTE This site requires a login. If you do not have a user account, you can register 
for free.

STEP 2 Click the Download Software link.

STEP 3 When the Download Software page appears, click the link under the Latest 
Releases folder.

STEP 4 On the right side of the page, click the link for the BIN file.

STEP 5 When the Download Image page appears, click Download.

STEP 6 Read the license agreement, and then click Agree at the end of the page.

STEP 7 When the File Download window appears, click Save, and then save the file in the 
desired location, such as your Windows Desktop.

STEP 8 When the Download Complete window appears, click Close.

http://www.cisco.com/en/US/products/ps10028/index.html
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Firmware Upgrade

After you download the firmware from Cisco.com, you can upgrade the WRP400.

Figure 51 Administration > Firmware Upgrade

� Please select a file to upgrade the firmware: Click  and select the 
firmware upgrade file that you downloaded from Cisco.com.

� Start to Upgrade: After you have selected the appropriate file, click this 
button, and follow the on-screen instructions.

Administration > Config Management

The Config Management screen allows you to back up or restore the settings by 
using a configuration file.

Figure 52 Administration > Config Management
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Backup Configuration

� Backup: To save the settings in a configuration file, click this button and 
follow the on-screen instructions.

Restore Configuration

To use this option, you must have previously backed up its configuration settings.

� Please select a file to restore: Click the  button and select the 
configuration file.

� Restore: To restore the configuration settings, click this button and follow 
the on-screen instructions.

Administration > Reboot

The Reboot screen allows you to reboot the device from the administration web 
server. Click the Reboot button.

Figure 53 Administration > Config Management
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Using the Status Screens

You can use the Status screens to view information about your WRP400.

á
How Do I...

� View the firmware version, the router name, the host 
name, the Internet MAC address and the current 
time?
See �Status > Router,� on page 102.

� View the status of the Internet connection?
See �Internet Connection,� on page 103.

� View the status and basic information about my 
mobile network?
See �Status > Mobile Network,� on page 104

� View information about my local wired network?
See �Status > Local Network,� on page 106.

� View information about the DHCP server and DHCP 
Table?
See �Status > Local Network,� on page 106

� View information about my wireless network?
See �Status > Wireless Network,� on page 108.
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Status > Router

The Router screen displays information about the WRP400.

Figure 54 Status > Router

Router Information

� Firmware Version: The version number of the current firmware is 
displayed.

� Current Time: The time set on the WRP400 is displayed.
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� Internet MAC Address: The MAC address, as seen by your service 
provider, is displayed.

� Router Name: The name of the WRP400 is displayed.

� Host Name: If required by your service provider, this was entered on the 
Basic Setup screen.

� Domain Name: If required by your service provider, this was entered on the 
Basic Setup screen.

Internet Connection

This section shows the current network information. It varies depending on the 
Internet connection type selected on the Basic Setup screen.

Click  to update the on-screen information.



Using the Status Screens
Status > Mobile Network

Cisco WRP400 User Guide 104

10

Status > Mobile Network

The Mobile Network Status screen shows the status of the mobile network and 
displays information about the data card. The screen automatically refreshes 
periodically.

Figure 55 Status > Mobile Network Status

Mobile Network Status

� : The status of the mobile network connection, either 
Disconnected or Connected

� : The period of time that the Mobile USB modem has 
been connected to the Internet during this session

� : The number of packets have been downloaded 
and uploaded during this session
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Data Card Status

� : The manufacturer of the Mobile USB modem data card

� : The model number of your Mobile USB modem data card

� : The firmware that is installed on your Mobile USB modem 
data card

� : The status of your SIM card

� : International Mobile Subscriber Identity is a unique number that is 
stored in the Subscriber Identity Module (SIM) associated with all GSM and 
Universal Mobile Telecommunications System (UMTS) network mobile 
phone users

� Carrier: The network service provider that is used for Internet connection

� Service Type: Displayed your current UMTS/GPRS/EVDO service for 
Internet connection.

� Signal Strength: Indicated the signal strength of your current UMTS/GPRS/
EVDO service to your location.

� Card Status: Indicated current Mobile WAN connection status.
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Status > Local Network

The Local Network screen displays information about the local, wired network.

Figure 56 Status > Local Network

Local Network

� Local MAC Address: The MAC address of the local, wired interface of the 
WRP400 is displayed.

� Router IP Address: The IP address of the WRP400, as it appears on your 
local network, is displayed.

� Subnet Mask: The Subnet Mask of the WRP400 is displayed.

DHCP Server

� DHCP Server: The status of the DHCP server function is displayed.

� Start IP Address: For the range of IP addresses used by devices on your 
local network, the starting IP address is displayed.

� End IP Address: For the range of IP addresses used by devices on your 
local network, the ending IP address is displayed.

� DHCP Clients Table: Click this button to view a list of computers that are 
using the WRP400 as a DHCP server.
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Figure 57 DHCP Clients Table

DHCP Client Table

The DHCP Client Table lists computers and other devices that have been assigned 
IP addresses by the WRP400. The list can be sorted by Client Name, IP Address, 
Interface, MAC Address, and Expires Time (how much time is left for the current IP 
address). To remove a DHCP client, click . To retrieve the most up-to-date 
information, click . To exit this screen and return to the Local Network 
screen, click .
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Status > Wireless Network

The Wireless Network screen displays information about your wireless network(s).

Figure 58 Status > Wireless Network

� Channel: The channel of the wireless network(s) is displayed.

� Mode: The wireless mode is displayed.

Status information for each wireless network is displayed.

� Wireless MAC Address: The wireless MAC address of the local, wireless 
interface is displayed.

� Network Name (SSID): The network name, which is also called the SSID, is 
displayed.

� Security: The wireless security method is displayed.

� SSID Broadcast: The status of the SSID Broadcast feature is displayed.
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Configuring Voice Services

You can use the Voice screens to manage the voice gateway features of the 
WRP400.

Access to the Voice Screens

There are two level of access, user and Admin Login. When you click the Voice 
tab, the Info screen is automatically displayed. If you set a User Password on the 
System screen, then you will be asked to enter it before the Info screen is 
displayed.

The Admin Login allows access to more advanced settings. To access 
administrative screens, click , and enter the user name and password 
provided by your service provider. Contact your service provider for more 
information. (The factory default Admin Login name and password are .)

á
How Do I...

� View the Voice screens?
See �Access to the Voice Screens,� on page 109

� View product information, system status, and line 
status?
See �Voice > Info,� on page 110

� Change the password for user access to the Voice 
screens?
See �Voice > System,� on page 113

� Set call forwarding, speed dial, supplementary 
services, and ring settings?
See �Voice > User 1/2,� on page 114

� Configure the Admin login?
See �Voice > Admin Login,� on page 118
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NOTE In most cases, you do not need to use the administrative screens. Contact your 
service provider for more information.

Voice > Info

The Info screen displays Voice over Internet Protocol (VoIP) information about the 
WRP400.

Figure 59 Voice > Info
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Product Information

� Product Name: The model number of the WRP400

� Serial Number: The serial number of the WRP400

� Software Version: The version number of the WRP400 software

� Hardware Version: The version number of the WRP400 hardware

� MAC Address: The MAC address of the WRP400

� Client Certificate: The status of the client certificate, which indicates that 
the WRP400 has been authorized by your service provider,

System Status

� Current Time: The current date and time of the WRP400 are displayed.

� Elapsed Time: The amount of time elapsed since the last reboot of the 
WRP400

� RTP Packets Sent: The number of RTP packets sent by the WRP400

� RTP Bytes Sent: The number of RTP bytes sent by the WRP400

� RTP Packets Recv: The number of RTP packets received by the WRP400

� RTP Bytes Recv: The number of RTP bytes received by the WRP400

� SIP Messages Sent: The number of SIP messages sent by the WRP400

� SIP Bytes Sent: The number of SIP bytes sent by the WRP400

� SIP Messages Recv: The number of SIP messages received by the 
WRP400

� SIP Bytes Recv: The number of SIP bytes received by the WRP400

� External IP: The external IP address used for NAT mapping
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Line 1/2 Status

Lines 1 and 2 have the same status information available.

� Hook State: The status of the Internet phone line�s readiness. �On� indicates 
that it is ready for use, while �Off� indicates that it is in use.

� Registration State: The status of the line�s registration with the service 
provider

� Last Registration At: The last date and time the line was registered are 
displayed.

� Next Registration In: The number of seconds until the next registration

� Message Waiting: This indicates whether you have new voicemail waiting.

� Call Back Active: This indicates whether a call back request is in progress.

� Last Called Number: The last number called

� Last Caller Number: The number of the last caller

� Mapped SIP Port: The port number of the NAT mapped SIP port

Calls 1 and 2 have the same status information available.

� Call 1/2 State: The status of the call

� Call 1/2 Tone: The type of tone used by the call

� Call 1/2 Encoder: The codec used for encoding

� Call 1/2 Decoder: The codec used for decoding

� Call 1/2 FAX: The status of the fax pass-through mode

� Call 1/2 Type: The direction of the call

� Call 1/2 Remote Hold: This indicates whether the far end has placed the 
call on hold.

� Call 1/2 Callback: This indicates whether the call was triggered by a call 
back request.

� Call 1/2 Peer Name: The name of the internal phone

� Call 1/2 Peer Phone: The phone number of the internal phone

� Call 1/2 Duration: The duration of the call
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� Call 1/2 Packets Sent: The number of packets sent

� Call 1/2 Packets Recv: The number of packets received

� Call 1/2 Bytes Sent: The number of bytes sent

� Call 1/2 Bytes Recv: The number of bytes received

� Call 1/2 Decode Latency: The number of milliseconds for decoder latency

� Call 1/2 Jitter: The number of milliseconds for receiver jitter

� Call 1/2 Round Trip Delay: The number of milliseconds for delay

� Call 1/2 Packets Lost: The number of packets lost

� Call 1/2 Packet Error: The number of invalid packets received

� Call 1/2 Mapped RTP Port: The number of the NAT mapped RTP port

� Call 1/2 Media Loopback: The Media Loopback feature allows the service 
provider to test the quality of the connection to the WRP400. The status of 
the feature

Voice > System

The System screen displays the User Password setting.

NOTE After you enter settings on this page, click  to apply your changes, or 
click  to cancel your changes.

Figure 60 Voice > System
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System Configuration

� User Password: Enter the password for user access to the Voice screens. 
(By default, there is no password.)

Miscellaneous Settings

No settings are displayed.

Voice > User 1/2

The User 1 and 2 screens display similar settings. The User 1 screen displays 
settings for users of phone line 1, and the User 2 screen displays settings for users 
of phone line 2.

NOTE After you enter settings on this page, click  to apply your changes, or 
click  to cancel your changes.
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Figure 61 Voice > User 1
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Call Forward Settings

Enter the call forwarding numbers you want to use.

� Cfwd All Dest: Enter the number for the Call Forward All Service feature 
(when you want to forward all calls).

� Cfwd Busy Dest: Enter the number for the Call Forward Busy feature (when 
the line is busy).

� Cfwd No Ans Dest: Enter the number for the Call Forward No Answer 
feature (when the line is not answered).

� Cfwd No Ans Delay: Enter the number of seconds to wait before the Call 
Forward No Answer feature is triggered. The default is .

Selective Call Forward Settings

Enter the caller numbers that will be forwarded to specific phone numbers.

� Cfwd Sel1-8 Caller: Enter the caller number pattern to trigger the Call 
Forward Selective (1-8) feature.

� Cfwd Sel1-8 Dest: Enter the forward number for the Call Forward Selective 
(1-8) feature.

� Cfwd Last Caller: Enter the caller number that is actively forwarded to the 
Cfwd Last Dest number when the Call Forward Last activation code is used.

� Cfwd Last Dest: Enter the forward number for the Cfwd Last Caller feature.

� Block Last Caller: Enter the ID of the caller blocked via the Block Last Caller 
service.

� Accept Last Caller: Enter the ID of the caller accepted via the Accept Last 
Caller service.

Speed Dial Settings

� Speed Dial 2-9: Enter the phone number for each Speed Dial setting.
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Supplementary Service Settings

� CW Setting: Select whether you want to use the Call Waiting feature for all 
calls,  or . The default is .

� Block CID Setting: Select whether you want to block Caller ID for all calls, 
 or . The default is .

� Block ANC Setting: Select whether you want to block anonymous calls, 
 or . The default is .

� DND Setting: Select whether you want to use the Do Not Disturb (DND) 
feature, Y  or . The default is .

� CID Setting: Select whether you want to enable Caller ID generation,  or 
. The default is .

� CWCID Setting: Select whether you want to enable Caller ID for Call 
Waiting,  or . The default is .

� Dist Ring Setting: Select whether you want to use the Distinctive Ring 
feature, Y  or . The default is .

� Message Waiting: Select whether you want to use the Message Waiting 
feature,  or . The default is .

Distinctive Ring Settings

� Ring1-8 Caller: Enter the caller number pattern to play Distinctive Ring/Call 
Waiting Tone (1-8).

Ring Settings

� Default Ring: Select the default ringing pattern for all callers. The default is 
.

� Default CWT: Select the default CWT pattern for all callers. The default is .

� Hold Reminder Ring: Select the ring pattern that will remind you of a call on 
hold when the phone is on-hook. The default is .

� Call Back Ring: Select the ring pattern for call back notification. The default 
is 7.

� Cfwd Ring Splash Len: Enter the duration of the ring splash when a call is 
forwarded. The range is 0 to 10.0 seconds. The default is .
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� Cblk Ring Splash Len: Enter the duration of the ring splash when a call is 
blocked. The range is 0 to 10.0 seconds. The default is .

� VMWI Ring Splash Len: Enter the duration of the ring splash when new 
messages arrive before the VoiceMail Waiting Indication (VMWI) signal is 
applied. The range is 0 to 10.0 seconds. The default is .

Click  to apply your changes, or click  to cancel your 
changes.

Voice > Admin Login

The Admin Login allows access to more advanced settings. To access 
administrative screens, click A , and enter the user name and password 
provided by your service provider. Contact your service provider for more 
information. (The factory default Admin Login name and password are .)

NOTE In most cases, you do not need to use the administrative screens. Contact your 
service provider for more information.
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Interactive Voice Response Menu

Overview

This chapter explains how to use the Interactive Voice Response (IVR) Menu to 
configure the network settings. Use your telephone�s keypad to enter your 
commands and select choices, and the WRP400 will use voice responses.

To access the IVR Menu:

STEP 1 Use a telephone connected to the Phone 1 or 2 port of the WRP400. (You can only 
access the IVR Menu through an analog telephone, not any of the Internet phones.)

STEP 2 Press  (in other words, press the star key four times).

STEP 3 Wait until you hear the response, �Configuration menu. Please enter the option 
followed by the # (pound) key, or hang up to exit�.

Menu Commands

Refer to the following table that lists actions, commands, menu choices, and 
descriptions. After you select an option, press the  (pound) key. To exit the menu, 
hang up the telephone.

If the menu is inactive for more than one minute, the WRP400 will time out. To re-
enter the menu, press .
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Action Command Choices Description

Enter IVR Menu **** Use this command to enter 
the IVR Menu. Ignore 
Special Information Tones 
(SITs) or other tones until 
you hear, �Configuration 
menu. Please enter the 
option followed by the # 
(pound) key, or hang up to 
exit.�

Check DHCP 100 The IVR announces 
whether DHCP is enabled 
or disabled.

Check IP 
Address

110 The IVR announces the 
current IP address of the 
WRP400.

Check Subnet 
Mask

120 The IVR announces the 
current subnet mask of the 
WRP400.

Check Static 
Gateway IP 
Address

130 The IVR announces the 
current gateway IP 
address of the WRP400.

Check MAC 
Address

140 The IVR announces the 
MAC address of the 
WRP400 in hexadecimal 
string format.

Check Firmware 
Version

150 The IVR announces the 
version number of the 
firmware running on the 
WRP400.

Voice Factory 
Reset of the 
Router

Warning: All 
custom settings 
will be lost.

73738 Confirm - 
Press .

Cancel - 
Press 
(star). 

After the WRP400 
requests confirmation, 
press  to confirm. 

After you hear, �Option 
successful�, hang up the 
phone. All voice settings 
will be reset to their 
defaults.
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Troubleshooting

NOTE If your questions are not addressed here, refer to the Application Notes and other 
Technical Resources on Cisco Partner Central website for Voice and Conferencing, 
at the following URL:
http://www.cisco.com/web/partners/sell/smb/products/
voice_and_conferencing.html

This chapter has two sections:

� �General Troubleshooting,� on page 121

� �Mobile Network Troubleshooting,� on page 125

General Troubleshooting

Q. My computer cannot connect to the Internet. 

Follow these instructions until your computer can connect to the Internet:

a. Make sure that the WRP400 is powered on. The Power LED should be 
green and not flashing.

b. If the Power LED is flashing, then power off all of your network devices, 
including the modem, the WRP400, and the computers. Wait 30 seconds. 
Then power on each device in the following order:

- Cable or DSL modem

- WRP400

- Computer

c. Check the cable connections. The computer should be connected to one 
of the ports numbered 1-4 on the WRP400, and the modem must be 
connected to the Internet port on the WRP400.

http://www.cisco.com/web/partners/sell/smb/products/


Troubleshooting

Cisco WRP400 User Guide 122

A

Q. There is no dial tone, and the Phone 1 or 2 LED is not lit.

Follow these instructions until your problem is solved:

a. Make sure the telephone is plugged into the appropriate port, Phone 1 or 
2.

b. Disconnect and re-connect the RJ-11 telephone cable between the 
WRP400 and telephone.

c. Make sure your telephone is set to its tone setting (not pulse).

d. Make sure your network has an active Internet connection. Try to access 
the Internet, and check to see if the WRP400 Internet LED is lit. If you do 
not have a connection, then power off all of your network devices, 
including the modem, the WRP400, and the computers. Wait 30 seconds. 
Then power on each device in the following order:

- Cable or DSL modem

- WRP400

- Computers and other devices

e. Verify your account information and confirm that the phone line is 
registered with your Internet Telephony Service Provider (ITSP).

Q. When I place an Internet phone call, words are dropped intermittently.

Consider the following possible causes and solutions:

- Cordless phone: If you are using the WRP400 wireless function and a 
cordless phone, they may be using the same frequency and may 
interfere with each other. Move the cordless phone farther away from 
the WRP400.

- Network activity: There may be heavy network activity, particularly if 
you are running a server or using a file sharing program. Try to limit 
network or Internet activity during Internet phone calls. For example, if 
you are running a file sharing program, files may be uploaded in the 
background even though you are not downloading any files, so make 
sure you exit the program before making Internet phone calls.

- Bandwidth: There may not be enough bandwidth available for your 
Internet phone call. You may want to test your bandwidth by using one of 
the bandwidth tests available online. If necessary, access your Internet 
phone service account and reduce the bandwidth requirements for your 
service. For more information, refer to the website of your ITSP.
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Q. The modem does not have an Ethernet port.

If your modem does not have an Ethernet port, then it is a modem for 
traditional dial-up service. To use the WRP400, you need a cable/DSL 
modem and a high-speed Internet connection.

Q. I cannot use the DSL service to connect manually to the Internet.

After you have installed the WRP400, it will automatically connect to your 
Internet Service Provider (ISP) or Internet Telephony Service Provider 
(ITSP), so you no longer need to connect manually.

Q. The DSL telephone line does not fit into the WRP400 Internet port.

The WRP400 does not replace your modem. You still need your DSL 
modem in order to use the WRP400. Connect the telephone line to the DSL 
modem, insert the setup CD into your computer, and then follow the 
on-screen instructions.

Q. When I double-click the web browser, I am prompted for a username 
and password. How can I bypass this prompt?

Launch the web browser and perform the following steps (these steps are 
specific to Internet Explorer but are similar for other browsers):

a. Select  > .

b. Click the  tab.

c. Select .

d. Click .

Q. The WRP400 does not have a coaxial port for the cable connection.

The WRP400 does not replace your modem. You still need your cable 
modem in order to use the WRP400. Connect your cable connection to the 
cable modem, insert the setup CD into your computer, and then follow the 
on-screen instructions.

Q. The computer cannot connect wirelessly to the network.

Make sure the wireless network name or SSID is the same on both the 
computer and the WRP400. If you have enabled wireless security, then 
make sure the same security method and key are used by both the 
computer and the WRP400.
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Q. I need to modify the settings on the WRP400.

To access the web-based utility, follow these instructions:

a. Launch the web browser on your computer, and enter the default IP 
address of the WRP400, , in the  field. Then press 

.

NOTE If you place the WRP400 behind a primary router with the IP address 
of 192.168.15.1, then the WRP400 will automatically assume a new 
default IP address, .

b. A login screen appears. The first time you open the web-based utility, 
use the default user name and password, a . (You can set a new 
password from the Administration tab�s Management screen.) Then click 

.

c. Click the appropriate tab to change the settings.

Q. I cannot configure the settings for the second wireless network 
because the SSID2 settings are grayed out.

Your service provider may control the settings for the second wireless 
network (SSID2). Contact your service provider for more information.

Q. I upgraded my firmware and now the WRP400 is not working properly. 

If the WRP400 is not working properly after an upgrade, you may need to 
perform a factory reset. There are two ways to perform a factory reset.

- Option 1: Press and hold the reset button located on the side panel for        
approximately ten seconds.

- Option 2: Access the web-based utility and browse to Administration > 
Factory Defaults. Select Yes to reset the WRP400 settings to the 
default values.

NOTE Service Providers: If version 2.0 or higher is installed, and you want to 
downgrade a device to version 1.0, first downgrade to version 1.01.00. 
Then downgrade to version 1.0. This interim firmware is designed to 
ensure that the version 2.0 settings are reconfigured for version 1.0. 
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Mobile Network Troubleshooting

Q. What do I do if the WRP400 does not recognize my USB device?

a. Make sure that you have the latest mobile-support firmware loaded on 
your WRP400. To download the latest firmware, go to the WRP400 
product page on www.cisco.com/en/US/products/ps10028/index.html

b. Make sure that your USB device is on the list of supported Mobile 
Broadband USB Modems. For more information, visit the WRP400 
product page on www.cisco.com/en/US/products/ps10028/index.html

c. If you're installing a Mobile Broadband USB modem, make sure that your 
modem is activated with a data service, and verify that it can be used on 
your computer. 

Q. The Power LED is continuously flashing green and orange. What does it 
mean?

When you plug in a USB device, the Power LED indicates the progress of 
initialization. After successful initialization, the Power LED shines steady 
green. 

If the device fails to initialize, the LED continues to flash green and orange. In 
this case, check to make sure that you have the latest firmware, that your 
USB device is supported, and that your modem is activated with a data 
service, as described above.

Q. My WRP400's Power LED continuous flashing orange. What does it 
mean?

When a USB modem is installed, the Power LED indicates the status of the 
mobile network connection. Continuous flashing orange means the router 
failed to connect to the Internet through the mobile network connection and 
is trying again. One possible explanation is that the router cannot get a 
strong signal from the mobile network. Consider moving the router to a 
location where you have a stronger signal. The Power LED shines steady 
orange upon a successful mobile network connection, 

Q. Q. I am unable to connect to the mobile network. What do I do?

a. Make sure that you have the latest mobile-support firmware loaded on 
your WRP400. To download the latest firmware, go to the WRP400 
product page on www.cisco.com/en/US/products/ps10028/index.html

http://www.cisco.com/en/US/products/ps10028/index.html
http://www.cisco.com/en/US/products/ps10028/index.html
http://www.cisco.com/en/US/products/ps10028/index.html
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b. Make sure that your USB device is on the list of supported Mobile 
Broadband USB Modems. For more information, visit the WRP400 
product page on www.cisco.com/en/US/products/ps10028/index.html

c. If you're installing a Mobile Broadband USB modem, make sure that your 
modem is activated with a data service, and verify that it can be used on 
your computer. 

d. Some mobile network service providers require that you enter specific 
information such as APN, Dial Number, User Name, and Password. This 
information can be obtained from your service provider, if required. Log 
on to the WRP400 administration web server and input the correct 
settings on the Setup > Mobile Network page, the Mobile Network Setup 
section. 

e. Make sure that you input the correct SIM PIN if you lock your SIM with a 
PIN code.

Q. How do I disconnect from the mobile broadband network, when not in 
use?

Disconnecting from your mobile broadband service when not in use may 
provide savings on usage costs or prevent unnecessary downloads.  To 
disconnect, you can use one of the following methods:

- Option 1: Physically remove and reinsert your Mobile Broadband USB 
modem from the WRP400.

- Option 2: Log on to the WRP400 web-based utility. Click Setup tab > 
Mobile Network page. Click the Disconnect button. 

NOTE The Disconnect button appears only when Connect mode is set on 
Manual. For more information, see �Setup > Connection Recovery,� 
on page 46.

Q. Why does my WRP400 always use my Ethernet connection instead of 
my mobile network connection?

By default, the WRP400 connects to the Internet through the Ethernet 
interface, if available. The mobile network connection may be used as a 
failover when an Ethernet connection is unavailable. If you wish to connect 
to mobile network only, simply unplug your Ethernet cable. Alternatively, 
change the Priority setting so that the mobile network connection is used 
even when the Ethernet cable is connected. To change these settings, log 

http://www.cisco.com/en/US/products/ps10028/index.html


Troubleshooting

Cisco WRP400 User Guide 127

A

on to the WRP400 web-based utility and use the Setup tab > Mobile 
Network page and the Setup tab > Ethernet Recovery page. For more 
information, see �Setup > Mobile Network,� on page 43 and �Setup > 
Connection Recovery,� on page 46.

Q. How do you know which mobile network you are using?

Follow these instructions:

a. Open a web browser.

b. Enter the IP address of the WRP400 in the Address field (the default IP 
address is 192.168.15.1). Then press Enter.

c. When prompted, complete the User name and Password fields (the 
default user name and password is admin). Click OK.

d. Click the Status tab. 

e. Click the Mobile Network tab. In the Mobile Network Status section, on 
the Carrier line, you will see the name of the network that you are 
currently using.

Q. Can I make a VoIP call over the mobile broadband network?

If the WRP400 is configured to use a Mobile Broadband USB modem and 
voice services with an Internet telephony service provider, the WRP400 can 
send and receive voice traffic over the mobile broadband network. 
However, because a voice service is more sensitive to latency and network 
congestion compared to data services, your voice quality over the mobile 
network cannot be guaranteed.

Q. What if my Mobile Broadband USB modem is not supported on the 
WRP400?

Cisco is continuously adding support for more Mobile Broadband USB 
modems and works closely with mobile broadband providers and 
manufacturers to stay current with the latest devices available. For a current 
list of supported Mobile Broadband USB Modems, visit the WRP400 
product page at www.cisco.com/en/US/products/ps10028/index.html

http://www.cisco.com/en/US/products/ps10028/index.html
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Specifications

Data
Networking

MAC Address (IEEE 802.3)

IPv4 - Internet Protocol v4 (RFC 791) upgradeable to v6 (RFC 1883)

ARP - Address Resolution Protocol

DNS - A Record (RFC 1706), SRV Record (RFC 2782)

DHCP Client - Dynamic Host Configuration Protocol (RFC 2131)

DHCP Server - Dynamic Host Configuration Protocol (RFC 2131)

PPPoE Client - Point to Point Protocol over Ethernet (RFC 2516)

ICMP - Internet Control Message Protocol (RFC792)

TCP - Transmission Control Protocol (RFC793)

UDP - User Datagram Protocol (RFC768)

RTP - Real Time Protocol (RFC 1889) (RFC 1890)

RTCP - Real Time Control Protocol (RFC 1889)

TFTP

RTSP

HTTP

NAT (RFC 1631)

Reverse NAT

SDP

Type of Service - TOS (RFC 791/1349)

SNTP - Simple Network Time Protocol (RFC 2030)

QoS - Packet Prioritization by Type

MAC Address Cloning

Port Forwarding

IP Multicast / IGMP v1/v2/v3 / IGMP proxy / IGMP Immediate Leave
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Voice Features Voice Algorithms

� G.711 (a-law and -Law)

� G.726 (16/24/32/40 kbps)

� G.729 AB

Call Forwarding: No Answer/Busy/Unconditional

Support for two simultaneous calls, including G.729

SIP TLS (Transport Layer Security)

Call Transfer

Call Waiting/Hold/Retrieve

Three-way Conferencing

Call ID number & name (primary line & on Call waiting)

Caller ID Block (prevent sending of caller ID)

Anonymous Call Blocking

Distinctive ringing

Do not Disturb Setting

Repeat Dialing on Busy

Call Return

Emergency Call Support

Dial plan

Speed Dial

In-Band/ SIP-INFO DTMF Translation

Voice RFCs 
Compliance

RFC 3261 (SIP: Session Initiation Protocol)

RFC 3262 (PRACK : Provisional Response ACK)

RFC 3263 (Locating SIP Servers)

RFC 3264 (SDP Answer and Offer) 

RFC 3265 (SIP Specific Event Notification) 

RFC 3550 (RTP: Real Time Protocol)

RFC 3551 (RTP: Real Time Protocol for AVP)

RFC 2327 (SDP: Session Description Protocol)

RFC 3428 (SIP Extensions for Instant Messaging)

RFC 3261 (SIP: Session Initiation Protocol)

RFC 3262 (PRACK : Provisional Response ACK)

RFC 3263 (Locating SIP Servers)
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Voice RFCs 
Compliance
continued

RFC 3264 (SDP Answer and Offer) 

RFC 3265 (SIP Specific Event Notification) 

RFC 3550 (RTP: Real Time Protocol)

RFC 3551 (RTP: Real Time Protocol for AVP)

RFC 2327 (SDP: Session Description Protocol)

RFC 3428 (SIP Extensions for Instant Messaging)

RFC 3515 (SIP Refer)

RFC 3581 (SIP Extensions for Symmetric Response Routing)

RFC 3842 (SIP Message Summary and Message Waiting Indication)

RFC 3856 (SIP Presence Event Package)

RFC 3891 (SIP "Replaces" Header)

RFC 4028 (SIP Session Timers)

RFC 2976 (SIP INFO)

RFC 2617 (HTTP Authentication : Basic and Digest Access 
Authentication)

RFC 3325 (Private Extensions to the SIP for Asserted Identity within 
Trusted Network)

RFC 3489 (STUN)

RFC 3863 (Presence Event Package for SIP)

RFC 3428 (SIP Extension for Instant Messaging (Message Method))

RFC 3665 (SIP Basic Call Flow Example)

RFC 4235 (An Invite - Initiated Dialog Event Package for SIP)

RFC 3339 (Date and Time on the Internet : Timestamps)

RFC 3362 (Support of T.38 in SIP) Only sdPv2

RFC 3892 (SIP Referred-By Mechanism)

RFC 3555 (MIME Type Registration of RTP Payload Formats)

RFC 2782 (A DNS RR for specifying the location of services (DNS SRV))

RFC 4235 (An INVITE-Initiated Dialog Event Package for SIP)

RFC 3455 (Private Header (P-Header) Extensions to SIP for 3GPP)

RFC 3323 (A Privacy Mechanism for SIP)

RFC 3420 (Internet Media Type Message/Sipfrag)

RFC 2833 (RTP Payload for DTMF, Telephone Tone and Signals)

RFC 3711 (SRTP)
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Voice RFCs 
Compliance
continued

RFC 2396 (URI : Generic Identifier)

Draft-ieft-mmusic-media-loopback-04.txt (Media Loopback)

Draft-ietf-sip-privacy-04.txt (Remote-party ID)

Provisioning, 
Administration
and
Maintenance:

Web Browser Administration & Configuration via Integral Web Server

Telephone Key Pad Configuration with Interactive Voice Prompts

Provisioning/Configuration/Authentication via HTTPS, HTTP, TFTP

Provisioning Support for Configuring Router/Data and Voice Parameters

Asynchronous Notification of Upgrade Availability via NOTIFY

Non-intrusive, In-Service Upgrades

Report Generation & Event Logging

Stats in BYE Message

Syslog & Debug Server Records

Per Line and Purpose Configurable Syslog and Debug Options

Physical 
Interfaces:

4 100baseT RJ-45 Ethernet LAN Port (IEEE 802.3u)

1 100baseT RJ-45 Ethernet WAN Port (IEEE 802.3u)

2  RJ-11 FXS Phone Ports - For Analog Circuit Telephone Device

USB 2.0 for Mobile Broadband Connection modems (available 
separately)

Buttons Reset, WPS

Subscriber 
Line Interface 
Circuit (SLIC)

Ring Voltage: 40-55 Vrms

Ring Frequency: 10 Hz ~ 40Hz

Ring Waveform: Trapezoidal and Sinosoidal

Maximum Ringer Load: 3 REN

On-hook/off-hook Characteristics:

� On-hook voltage (tip/ring): - 46 ~ -56V

� Off-hook current: 18 ~ 20mA

Frequency Response: 300 � 3400Hz

Terminating Impedance : 8 Configurable Settings including North 
America 600 ohms, European CTR21

Regulatory 
Compliance:

FCC (Part 15 Class B), CE, ICES-003, RoHS, UL, A-Tick, NZ Telepermit, CB

Number of 
Antennas

1

Connector 
Type

Fixed
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Detachable 
Antenna

No

RF Pwr (EIRP) 
in dBm

Average, not including antenna:

802.11g: Typ. 18 dBm @ Normal Temp Range(with PA)

802.11b: Typ: 20 dBm @ Normal Temp Range (with PA)"

Antenna Gain in 
dBi

2 dBi

UPnP able/cert Yes

Power Supply Switching Type (100-240v) Automatic

DC Input Voltage: +5 VDC at 2.0 A Max.

Power Consumption: 7.9  WATTs (Average)

Power Adapter: 100-240v - 50-60Hz (26-34VA) AC Input, 1.8m cord

Indicator 
Lights/LED

Power, Ethernet 1-4, Wireless, Phone 1, Phone 2, Internet, WPS

Documentation Quick Installation and User Guide are downloaded from www.cisco.com/
go/smallbiz

SPA ATA Administration Guide - Service Providers Only

Provisioning Guide - Service Providers Only

Security 
features

"Password protected configuration for web & voice access

Stateful Packet Inspection (SPI) Firewall Protection 

Denial of Service (DoS) Prevention

URL filtering, and keyword, Java, ActiveX, Proxy, Cookie blocking

VPN Passthrough for IPSec, PPTP, and L2TP Protocols

Access restriction by MAC and IP addresses

MAC Filtering Security Feature

SSID Broadcast Disable

64, 128 bits WEP with Passphrase WEP key generation

Wi-Fi Protected Access� (WPA), Wi-Fi Protected Access� 2 (WPA2)

Wi-Fi Protected Setup (WPS)"

Security key 
bits

64, 128

Environmental

Device 
Dimensions

WidthHeightDepthWeight
Metric14014027mm0.285 kg
English5.515.511.06inches0.63 lbs or 10.05 oz

Power External, Switching 5VDC 2A

Certification FCC, CE, CB, IC, UL, Wi-Fi (802.11b + WPA2, 802.11g + WPA2, WMM, 
WPS)

http://www.cisco.com/
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NOTE Many specifications are programmable within a defined range or list of options. 
Please see the ATA Administration Guide for details. The target configuration 
profile is uploaded to the WRP400 at the time of provisioning. 

NOTE Specifications are subject to change without notice.

Operating 
Temperature

0° C to 40° C (32° F to 104° F)

Storage 
Temperature

-20° C to 60° C (-4° F to 140° F)

Operating 
Humidity

10% to 85% relative humidity, Non-Condensing

Storage 
Humidity

5% to 90% Non-Condensing
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Regulatory Information

This appendix includes the following regulatory statements:

� �Federal Communications Commission Interference Statement,� on 
page 134

� �Safety Notices and Information,� on page 136

� �Industry Canada Statement,� on page 137

� �Avis d�Industrie Canada,� on page 138

� �Telepermit Statement,� on page 139

� �Statement 287�Declaration of Conformity to R&TTE Directive 1999/
5/EC for the European Community, Switzerland, Norway, Iceland and 
Liechtenstein,� on page 139

� �CE Marking,� on page 142

� �National Restrictions,� on page 143

� �Product Usage Restrictions,� on page 146

� �User Information for Consumer Products Covered by EU Directive 
2002/96/EC on Waste Electric and Electronic Equipment (WEEE),� on 
page 146

Federal Communications Commission Interference Statement

This device complies with Part 15 of the FCC Rules. Operation is subject to the 
following two conditions: (1) This device may not cause harmful interference, and 
(2) this device must accept any interference received, including interference that 
may cause undesired operation.
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This product has been tested and complies with the specifications for a Class B 
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to 
provide reasonable protection against harmful interference in a residential 
installation. This equipment generates, uses, and can radiate radio frequency 
energy and, if not installed and used according to the instructions, may cause 
harmful interference to radio communications. However, there is no guarantee that 
interference will not occur in a particular installation. If this equipment does cause 
harmful interference to radio or television reception, which is found by turning the 
equipment off and on, the user is encouraged to try to correct the interference by 
one or more of the following measures:

� Reorient or relocate the receiving antenna

� Increase the separation between the equipment or devices

� Connect the equipment to an outlet other than the receiver�s

� Consult a dealer or an experienced radio/TV technician for assistance

FCC Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an 
uncontrolled environment. This equipment should be installed and operated with 
minimum distance 25 cm between the radiator and your body.

This device has been tested and passed co-located EMC / RF exposure test with 
the following three 3G cards, as described in this filing. Other 3G cards with 
substantially similar physical dimensions, construction, and electrical and RF 
characteristics may or may not comply with FCC rule, please consult manufacture 
before purchase.

This transmitter must not be co-located or operating in conjunction with any other 
antenna or transmitter. IEEE 802.11b or 802.11g operation of this product in the 
USA is firmware-limited to channels 1 through 11.

Item Brand  Name Model  Name FCC  ID   

  1  Sierra Wireless,  Inc. AirCard 595U N7N-MC5725U   

  2 Novatel Wireless,  Inc. U720    PKRNVWMCD3000   

  3 Novatel Wireless,  Inc. U727    PKRNVWMCD727
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Safety Notices and Information

ÿ
CAUTION: 

� To reduce the risk of fire, use only No.26 
AWG or larger telecommunication line cord.

� Do not use this product near water, for 
example, in a wet basement or near a 
swimming pool.

� Avoid using this product during an electrical 
storm. There may be a remote risk of 
electric shock from lightning.

WARNING: This product contains lead, 
known to the State of California to cause 
cancer, and birth defects or other reproductive 
harm. Wash hands after handling.

WARNING: This equipment will be inoperable 
when main power fails.

WARNING: Many Internet phone service 
providers do not support calls to emergency 
service numbers (000 in Australia or 111 in 
New Zealand). An alternative phone should be 
used to make emergency calls.
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Industry Canada Statement

This device complies with Industry Canada ICES-003 rule.

Operation is subject to the following two conditions:

1. This device may not cause interference and

2. This device must accept any interference, including interference that may cause 
undesired operation of the device.

Industry Canada Radiation Exposure Statement

This equipment complies with IC radiation exposure limits set forth for an 
uncontrolled environment. This equipment should be installed and operated with 
minimum distance 25 cm between the radiator & your body.

This device has been tested and passed co-located EMC / RF exposure test with 
the following three 3G cards, as described in this filing. Other 3G cards with 
substantially similar physical dimensions, construction, and electrical and RF 
characteristics may or may not comply with FCC rule, please consult manufacture 
before purchase.

WARNING: To ensure compliance with 
explosure limits to radiofrequency fields, the 
antenna of the WRP400 should be no closer 
than 20 cm from the body during use.

Item Brand  Name Model  Name FCC  ID   

  1  Sierra Wireless,  Inc. AirCard 595U N7N-MC5725U   

  2 Novatel Wireless,  Inc. U720    PKRNVWMCD3000   

  3 Novatel Wireless,  Inc. U727    PKRNVWMCD727

 ÝÑÓÐßÍÍ ëçé ÒéÒÝëçé
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This transmitter must not be co-located or operating in conjunction with any other 
antenna or transmitter.

Avis d�Industrie Canada

Cet appareil numérique de la classe B est conforme aux normes NMB-003 et 
RSS210 du Canada.

L�utilisation de ce dispositif est autorisée seulement aux conditions suivantes :

1. il ne doit pas produire de brouillage et 

2. il doit accepter tout brouillage radioélectrique reçu, même si ce brouillage est 
susceptible de compromettre le fonctionnement du dispositif. 
Afin de réduire le risque d�interférence aux autres utilisateurs, le type d�antenne 
et son gain doivent être choisis de façon à ce que la puissance isotrope 
rayonnée équivalente (p.i.r.e.) ne soit pas supérieure au niveau requis pour 
obtenir une communication satisfaisante.

Avis d�Industrie Canada concernant l�exposition aux 
radiofréquences :

Ce matériel est conforme aux limites établies par IC en matière d�exposition aux 
radiofréquences dans un environnement non contrôlé. Ce matériel doit être installé 
et utilisé à une distance d�au moins 25 cm entre l�antenne et le corps de l�utilisateur.

L�émetteur ne doit pas être placé près d�une autre antenne ou d�un autre émetteur, 
ou fonctionner avec une autre antenne ou un autre émetteur.

Wireless Disclaimer

The maximum performance for wireless is derived from IEEE Standard 802.11 
specifications. Actual performance can vary, including lower wireless network 
capacity, data throughput rate, range and coverage. Performance depends on 
many factors, conditions and variables, including distance from the access point, 
volume of network traffic, building materials and construction, operating system 
used, mix of wireless products used, interference and other adverse conditions.
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Avis de non-responsabilité concernant les appareils sans fil

Les performances maximales pour les réseaux sans fil sont tirées des 
spécifications de la norme IEEE 802.11. Les performances réelles peuvent varier, 
notamment en fonction de la capacité du réseau sans fil, du débit de la 
transmission de données, de la portée et de la couverture. Les performances 
dépendent de facteurs, conditions et variables multiples, en particulier de la 
distance par rapport au point d�accès, du volume du trafic réseau, des matériaux 
utilisés dans le bâtiment et du type de construction, du système d�exploitation et 
de la combinaison de produits sans fil utilisés, des interférences et de toute autre 
condition défavorable.

Telepermit Statement

The cabling between the phone port and the phone shall not exceed 100 metres.

Statement 287�Declaration of Conformity to R&TTE 
Directive 1999/5/EC for the European Community, 
Switzerland, Norway, Iceland and Liechtenstein
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Latviski

Malti

Magyar

Polski
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For all products, the Declaration of Conformity (DofC) is available through one or 
more of these options: 

� A pdf file is included on the product�s CD.

� A print copy is included with the product.

� A pdf file is available on the product�s webpage. Visit www.cisco.com/go/
smallbusiness.

If you need any other technical documentation, see Appendix E, �Additional 
Information.�.

The following standards were applied during the assessment of the product 
against the requirements of the Directive 1999/5/EC:

� Radio: EN 300 328 and/or EN 301 893 as applicable

� EMC: EN 301 489-1, EN 301 489-17

� Safety: EN 60950 and either EN 50385 or EN 50371

Dynamic Frequency Selection (DFS) and Transmit Power Control (TPC) are 
required for operation in the 5 GHz band.

DFS: The equipment meets the DFS requirements as defined in ETSI EN 301 893. 
This feature is required by the regulations to avoid interference with Radio 
Location Services (radars).

TPC: For operation in the 5 GHz band, the maximum power level is 3 dB or more 
below the applicable limit. As such, TPC is not required. 

CE Marking

For the Wireless-N, -G, -B, and/or -A products, the following CE mark, notified body 
number (where applicable), and class 2 identifier are added to the equipment.

Suomi

Svenska

http://www.cisco.com/go/
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or

or

or

Check the CE label on the product to find out which notified body was involved 
during the assessment.

National Restrictions

This product may be used in all EU countries (and other countries following the EU 
directive 1999/5/EC) without any limitation except for the countries mentioned 
below:

Ce produit peut être utilisé dans tous les pays de l�UE (et dans tous les pays 
ayant transposés la directive 1999/5/CE) sans aucune limitation, excepté pour 
les pays mentionnés ci-dessous:

Questo prodotto è utilizzabile in tutte i paesi EU (ed in tutti gli altri paesi che 
seguono le direttive EU 1999/5/EC) senza nessuna limitazione, eccetto per i 
paesii menzionati di seguito:

Das Produkt kann in allen EU Staaten ohne Einschränkungen eingesetzt werden 
(sowie in anderen Staaten die der EU Direktive 1999/5/CE folgen) mit 
Außnahme der folgenden aufgeführten Staaten:

In the majority of the EU and other European countries, the 2,4- and 5-GHz bands 
have been made available for the use of wireless local area networks (LANs). The 
table labeled �Overview of Regulatory Requirements for Wireless LANs� provides 
an overview of the regulatory requirements applicable for the 2,4- and 5-GHz 
bands.

Later in this document you will find an overview of countries in which additional 
restrictions or requirements or both are applicable.
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The requirements for any country may evolve. Cisco recommends that you check 
with the local authorities for the latest status of their national regulations for both 
the 2,4- and 5-GHz wireless LANs.

Table 1 Overview of Regulatory Requirements for Wireless LANs

*Dynamic Frequency Selection and Transmit Power Control are required in the 
frequency ranges of 5250-5350 MHz and 5470-5725 MHz.

The following countries have restrictions and/or requirements in addition to those 
given in the �Overview of Regulatory Requirements for Wireless LANs� table:

Denmark

In Denmark, the band 5150 - 5350 MHz is also allowed for outdoor usage.

I Danmark må frekvensbåndet 5150 - 5350 også anvendes udendørs.

France

For 2,4 GHz, the product should not be used outdoors in the band 2454 - 2483,5 
MHz. There are no restrictions when used in other parts of the 2,4 GHz band when 
used indoors. Check http://www.arcep.fr/ for more details.

Pour la bande 2,4 GHz, l� équipement ne doit pas être utilisé en extérieur dans 
la bande 2454 - 2483,5 MHz. Il n�y a pas de restrictions pour des utilisations en 
intérieur dans d�autres parties de la bande 2,4GHz. Consultez http://
www.arcep.fr/ pour de plus amples détails.

Frequency Band 
(MHz)

Max Power Level 
(EIRP) (mW)

Indoor ONLY Indoor & 
Outdoor

2400-2483.5 100 X

5150-5350* 200 X

5470-5725* 1000 X

http://www.arcep.fr/
http://www.arcep.fr/
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Table 2 Applicable Power Levels in France

Italy

This product meets the National Radio Interface and the requirements specified in 
the National Frequency Allocation Table for Italy. Unless this 2,4-GHz wireless LAN 
product is operating within the boundaries of the owner�s property, its use 
requires a �general authorization.� Please check http://www.comunicazioni.it/it/
for more details.

Questo prodotto è conforme alla specifiche di Interfaccia Radio Nazionali e 
rispetta il Piano Nazionale di ripartizione delle frequenze in Italia. Se non viene 
installato all�interno del proprio fondo, l�utilizzo di prodotti Wireless LAN a 
2,4 GHz richiede una �Autorizzazione Generale�. Consultare 
http://www.comunicazioni.it/it/ per maggiori dettagli.

Latvia

The outdoor usage of the 2,4 GHz band requires an authorization from the 
Electronic Communications Office. Please check http://www.esd.lv for more 
details.

Notes: 

1. Although Norway, Switzerland and Liechtenstein are not EU member states, the 
EU Directive 1999/5/EC has also been implemented in those countries.

2. The regulatory limits for maximum output power are specified in EIRP. The EIRP 
level of a device can be calculated by adding the gain of the antenna used 
(specified in dBi) to the output power available at the connector (specified in 
dBm).

Location Frequency Range 
(MHz)

Power (EIRP)

Indoor
(No restrictions)

2400-2483.5 100 mW (20 dBm)

Outdoor 2400-2454
2454-2483.5

100 mW (20 dBm)
10 mW (10 dBm)

http://www.comunicazioni.it/it/
http://www.comunicazioni.it/it/
http://www.esd.lv
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Product Usage Restrictions

This product is designed for indoor usage only. Outdoor usage is not 
recommended, unless otherwise noted.

2,4 GHz Restrictions

This product is designed for use with the standard, integral or dedicated (external) 
antenna(s) that is/are shipped together with the equipment. However, some 
applications may require the antenna(s), if removable, to be separated from the 
product and installed remotely from the device by using extension cables. For 
these applications, Cisco offers an R-SMA extension cable (AC9SMA) and an R-
TNC extension cable (AC9TNC). Both of these cables are 9 meters long and have a 
cable loss (attenuation) of 5 dB. To compensate for the attenuation, Cisco also 
offers higher gain antennas, the HGA7S (with R-SMA connector) and HGA7T (with 
R-TNC connector). These antennas have a gain of 7 dBi and may only be used with 
either the R-SMA or R-TNC extension cable.

Combinations of extension cables and antennas resulting in a radiated power level 
exceeding 100 mW EIRP are illegal.

Third-Party Software or Firmware

The use of software or firmware not supported/provided by Cisco may result that 
the equipment is no longer compliant with the regulatory requirements.

User Information for Consumer Products Covered by EU 
Directive 2002/96/EC on Waste Electric and Electronic 
Equipment (WEEE)

This document contains important information for users with regards to the proper 
disposal and recycling of Cisco products. Consumers are required to comply with 
this notice for all electronic products bearing the following symbol:
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Where to Go From Here

This appendix describes additional resources that are available to help you and 
your customer obtain the full benefits of the SPA9000 Voice System.

Resource Location

Technical 
Documentation

www.cisco.com/en/US/products/ps10024/
tsd_products_support_series_home.html

Firmware 
Downloads

www.cisco.com/en/US/products/ps10024/index.html

Customer Support www.cisco.com/en/US/support/
tsd_cisco_small_business_support_center_contacts.html

Warranty and End 
User License 
Agreement

www.cisco.com/go/warranty

Open Source 
License Notices

www.cisco.com/go/osln

Regulatory 
Compliance and 
Safety Information

www.cisco.com/en/US/products/ps10024/
tsd_products_support_series_home.html

Cisco Partner 
Central site for Small 
Business

www.cisco.com/web/partners/sell/smb

http://www.cisco.com/en/US/products/ps10024/
http://www.cisco.com/en/US/products/ps10024/index.html
http://www.cisco.com/en/US/support/
http://www.cisco.com/go/warranty
http://www.cisco.com/go/osln
http://www.cisco.com/en/US/products/ps10024/
http://www.cisco.com/web/partners/sell/smb

