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INTRODUCTION

Package Contents

* Belkin Wireless N300 VPN Router

* Power Adapter

* RJ-45 Ethernet LAN Cable

* CD-ROM with User Manual and Setup Wizard

* Quick Guide

System Requirements

* RJ-45 Ethernet Based Internet (ADSL or Cable Modem)
e Computer with Wireless Network function
* Windows, Mac OS or Linux based operating systems

* Internet Explorer or Firefox or Safari Web-Browser Software




Introduction

FOK1004 is a Wireless 11N Gigabit VPN Router with 2
attachable antennas that delivers up to 6x faster speeds and

3x extended coverage than 802.11g devices. F9K1004 supports
various network with superior throughput and performance and
unparalleled wireless range. With its WPS function, it helps users
to connect their wireless devices with just a push of a button.

There’s also a built-in 4-port full-duplex 10/100/1000 Fast
Switch to connect your wired Ethernet devices together. The
Router function ties it all together and lets your whole network
share a high-speed cable or DSL Internet connection.




LED Lights

Icon

Description

Color — Blue

Wireless LAN (( ' )) Lights when Wireless signal is activated.
Blinks when Wireless data transfer and blinks when WPS handshake is initialized.
Color — Blue
Internet WAN Steady light-up when ethernet port is plugged in.
Blinks when data transfer.
Color — Blue
LAN LAN Lights when wired network device is connected to RJ-45 port.
Blinks when data transfer occurs on RJ-45 port.
| Color — Orange
Power ( ) Lights when device is powered ON.

Blinks device is Reset.




BEFORE YOU BEGIN

Before you Begin

This section will guide you through the installation process.
Placement of the F9K1004 is very important to avoid poor
signal reception and performance. Avoid placing the device
in enclosed spaces such as a closet or cabinet..

Considerations for Wireless Installation

The operating distance of all wireless devices cannot be pre-
determined due to a number of unknown obstacles in the
environment that the device is placed. These could be the
number, thickness and location of walls, ceilings or other objects
that the wireless signals must pass through. Here are some key
guidelines to ensure that you have the optimal wireless range.

1. Keep the number of walls and ceilings between the Belkin
access point and other network devices to a minimum.
Each wall or ceiling can reduce the signal strength; the
degradation depends on the building’s material.

N

. Building materials makes a difference. A solid metal door or
aluminum stubs may have a significant negative effect on
range. Position your wireless devices carefully so the signal
can pass through drywall or open doorways. Materials such
as glass, steel, metal, concrete, water (fish tanks), mirrors, file
cabinets and brick will also degrade your wireless signal.

®

Interference can also come from other electrical devices
or appliances that generate RF noise. The most
common types are microwaves or cordless phones.




BEFORE YOU BEGIN

Computer Settings (Windows XP/Windows Vista/Windows 7)

‘ I ’ Administrator

/A Internet
Internet Explorer
5] E-mail
-Q Microsoft Office Outlook

- Command Prompt

E Meroscft Office Viord 2003

(B
IxChariot Console

Tera Term Pro
=

IXI Microsoft Office Excel 2003

Allprograms [

__J My Documents

L:bmk:(entboqm: »
%) My Pictures
jmmw

g’ My Computer

e Set Program Access and
Defauks

% Connect To »

(g Printers and Faxes
) telp and Support

,) Search

TJ Run...

Windows XP

* Click Start button and open Control Panel.

Internet
Mozilla Firefox

L Email

> AllPrograms

btart Search

Documents

Pictures

Music

Ga

No custom
definition

Network

Connect To

Control Panel

Default Programs

Help and Support

Windows Vista

e Internet Explorer
@ Tera Term Pro
B commansprompt
.ﬂ Notepad

¥ wordpad

7-Zip File Manager

?’ EnGenius Wireless Utility

0 Mozilla Firefox

> AllPrograms

Network

Connect To

Control Panel

Devices and Printers

Run.

Windows 7




BEFORE YOU BEGIN

* Windows XP, click [Network Connection]

t‘ Network and Internet e

< Connect to the Internet S
- - p Set up a connection or network
= View network status and tasks Manage network connections

Set up file sharing —

* Windows Vista, click [View Network Status and Tasks] then [Manage Network Connections]

Control Panel Home

Network and Internet

e. View network status and tasks

. . Change advanced sharin
“&® ., C(Choose homegroup and sharing options ,mi,,g, 7

* Windows 7, click [View Network Status and Tasks] then [Change adapter settings]




Disable
Status
Repair

Bridge Connections

Create Shortcut
Delete
Rename

* Right click on [Local Area Connection] and select [Properties].




BEFORE YOU BEGIN

v Client for Microsoft Networks

¥ BlQoS Packet Scheduler

File and Printer Sharing for Microsoft Networks
-4 Intemet Protocol Version 6 (TCP/IPv6)

m intemet Protocol Version 4 (TCP/IPv4)
-4 Link-Layer Topology Discovery Mapper 1/0 Driver
W .a. Link-Layer Topology Discovery Responder

s B

[V 9™ Client for Microsoft Networks |
¥ 8 QoS Packet Scheduler

File and Printer Sharing for Microsoft Networks|
™ & Intemet Protocol Version 6 (TCP/IPv6)

(1Y intemet Protocol Version 4 (TCP/IPv4)
W .a. Link-Layer Topology Discovery Mapper 1/0 Driver
W -a. Link-Layer Topology Discovery Responder

T -

e Check “Client for Microsoft Networks”, “File and Printer
Sharing for Microsoft Networks”, and “Internet Protocol
(TCP/IP) is ticked. If not, please install them.

* Select “Internet Protocol (TCP/IP)” and click [Properties]




BEFORE YOU BEGIN

General | Atemate Configuration |
You can get [P settings assigned automatically if your network supports
ths capabiity. Otherwse,

you need to ask your network adminstrator
for the approprate IP settngs.

Q@m'd&nm
Use the following IP address:

IP address

Subreet mask

Defaut gateway

DS server address automaticaly
) Use the following DINS server addresses:
Preferrad DNS server

Alternste DNS server

(o J[ onm ]

* Select “Obtain an IP Address automatically” and “Obtain
DNS server address automatically” then click [OK].




Hardware Installation

-y

N

w

. Plug one end of the Ethernet cable into the LAN port of

. Plug one end of another Ethernet cable to WAN port of the

. Place the unit in an appropriate location

after conducting a site survey.

the device and another end into your PC/Notebook. bC

Ethernet

This diagram depicts the hardware configuration:

WLAN Router Ethernet Cable /DSL

device and the other end into you cable/DSL modem (Internet)

. Insert the DC-inlet of the power adapter into the port labeled

“DC-IN” and the other end into the power outlet on the wall.

Modem

AC/DC Cable

Power Outlet

10



CONFIGURING YOUR ROUTER

This section will show you how to configure the device
using the web-based configuration interface.

Please use your wireless network adapter to

connect the WIRELESS ROUTER.

Default Settings

IP Address

192.168.2.1

Username / Password

admin / admin

Wireless Mode Enable
Wireless SSID belkin.xxx
Wireless Security None

LT T
WLAN MAC: 00026F 55ECED]
UUL TR
WAN MAC: 00026F55EA8F

AV

Note: xxx represented in the wireless SSID above is the last 3
characters (lowercase) of your device WLAN MAC Address. This
can be found on the device ID label and is unique for each device.

11



SETUP WIZARD

wesorseor

e 192.168.2.1| The server 192.168 2.1 at Default: admin/admin requires a username and
password.
File Edit View Favorites Tools Help Warning: This server is ing that your and p d be
sent in an insecure manner (basic authentication without a secure
connection).

[ User name J
‘ ' [Passwora |
[”] Remember my credentials

) o

1. Open a web browser (Internet Explorer/Firefox/Safari) 2. The default username and password are admin. Once you
and enter the IP Address http://192.168.2.1 have entered the correct username and password, click the
OK button to open the web-base configuration page.
Note: If you have changed the default LAN IP Address of the
WIRELESS ROUTER, ensure you enter the correct IP Address.

12



Wireless N Router with VPN
BELKIN w BELKIN guimi

F9K1004 You can use the Status page o montor the connection status for the WAN'LAN interfaces, firmware and hardware. F9K1004
ponzed your ol i1 DHCP chent PCs curently

Wireless N Router with VPN

Log Monitor  Language

connected to your network.

System System

Model  Wireless N Router with VPN Welcome to your router’s web-based interface. From here you wil continue your setup process

R B Wizard using your web browser. To Continue, click "Next".
Uptme 7 min 10 sec
Curent DateTime  2009/01/01 0007 53
Hardware verson 1,00
Seral Number 112202352
Aophcation verson 100

WAN Settings

Atan P Protocal  Dynamic P Address
P address
Subnet Mask
Detaut Gateway
WAC adaress  00026F AD4DDY
Primary DNS
Secondary DNS

3. You will see this webpage if login is successful. 4. Click Wizard to enter the Setup Wizard.

Then click Next to begin the wizard.

13



SETUP WIZARD

Please choose the Operation Mode.

@ AP Router Mode:

C AP Repeater Mode:

Router mode allows this device to share a wired
Intemet connection with multiple wired and
wireless clients while allowing those clients to
also talk to one another.

Repeater mode allows this device to extend an
existing wireless network.

5. Select the Operation Mode.

Please ensure you have the proper cables connected
as described in the Hardware Installation section.

14



SETUP WIZARD

AP Router Mode

Automatically detecting the Services on WAN port. Please wait seconds

a. The device will search for the correct Internet settings automatically.

Please choose your service type or select Others to setup WAN configurations manually.

o [ seie | ocrbion |

o3 otes

b. The most appropriate WAN type will be determined and
selected automatically. If it is incorrect, please select
Others to set up the WAN settings manually.




SETUP WIZARD

Please, enter the data which is supplied by your ISP.

Login Method: —select one—-

Static IP Address
Dynamic IP Address
PPP over Ethemet
PPTP

L2TP

c. There are many WAN service types available. Please obtain
the correct settings from your Internet Service Provider (ISP).

16



SETUP WIZARD

Login Method: | Static IP Address v

IP address : ,—
Subnet Mask : ,—
Default Gateway : I—
Primary DNS : [
Secondary DNS (Optional) : I—

Static IP Address

If your ISP Provider has assigned you a fixed IP address, enter the
assigned IP address, Subnet mask, Default Gateway IP address, and
Primary DNS and Secondary DNS (if available) of your ISP provider.

17



Dynamic IP Address

The IP Address is allocated automatically. However some
ISP’s will also recognize the MAC address and will reject
connections if the MAC address does not match.

If your ISP has recorded the MAC address of your computer’s
Ethernet LAN card, please connect only the computer with the

authorized MAC address, and click the Clone MAC Address button.

Login Method: [ Dynamic IP Address ¥
Hostname : I
MAC : |

Clone MAC Address |

This will replace the AP Router MAC address to the
computer MAC address. The correct MAC address
is used to initiate the connection to the ISP.

Dynamic IP Address

Hostname | This is optional. Only required if specified by ISP
MAC The MAC Address that is used to connect to the ISP.

18



PPP over Ethernet

Login Method: [W

Username :

Password : ,—

Service : ,—

MTU : [142  (512<=MTU value <=1492)

ISP requires an account username and password.

PPP over Ethernet

Username | Username assigned to you by the ISP

Password Password for this username.

Service You can assign a name for this service. (Optional)

MTU The maximum size of packets.
Do not change unless mentioned by the ISP.

19



SETUP WIZARD

Login Method:
WAN Interface Settings :
WAN Interface Type :

Hostname :

MAC address :

PPTP Settings :
Username :

Password :

Service IP address :
Connection ID :
MTU :

[PPTP -~

| Dynamic IP Address «
000000000000 Clone MAC

l—
l—

0 (Optional)

1400 (512<=MTU Value <=1492)

Point-to-Point Tunneling Protocol (PPTP)

PPTP is used by some ISPs.

20



PPTP WAN Interface Settings

WAN Interface Type Select whether the ISP is set to Static IP or Dynamic IP address.
Hostname This is optional. Only required if specified by ISP
MAC address The MAC address that is used to connect to the ISP.
Login Username assigned to you by the ISP
Password Password for this username.
Service IP Address The IP Address of the PPTP server.
Connection ID This is optional. Only required if specified by ISP
MTU The maximum size of packgts.
Do not change unless mentioned by the ISP.




SETUP WIZARD

Login Method: L2TP vl

WAN Interface Settings :

WAN Interface Type : I Dynamic IP Address 'l
Hostname :
MAC address : 000000000000 Clone MAC

L2TP Settings :

Username : ,—

Password : l—

Service IP address :

MTU: [1460  (512<=MTU Value<=1492)

Layer-2 Tunneling Protocol (L2TP)

L2TP is used by some ISPs.

22



L2TP WAN Interface Settings

WAN Interface Type

Select whether the ISP is set to Static IP or Dynamic IP address.

Hostname

This is optional. Only required if specified by ISP

MAC address

Login

L2TP Settings

The MAC address that is used to connect to the ISP.

Username assigned to you by the ISP

Password

Password for this username.

Service IP Address

The IP Address of the PPTP server.

MTU

The maximum size of packets.
Do not change unless mentioned by the ISP.




SETUP WIZARD

Please choose your security level.
Lowest NN NN NN I N o<

Type of wireless security: WPA2
Strength: Highest

WPA2 security offers the highest strength
wireless security but lowest compatibility with
older wireless network equipment.

Enter a security key that is between 8-63

characters long. Make sure the key is not a word
or number that is easy to guess.

SSID : belkin.e40
Key : 1234567890

(stin) [t

d. Choose the level of wireless security.
Belkin recommends the Highest level of security.

Note: 802.11n wireless speeds may not be achievable
if the security level is setting the Lowest or Low.

SSID Enter the name of your wireless network.

Key Enter the security key for your wireless network.




SETUP WIZARD

o o

System Configuration:
Operation Mode : AP Router

WAN Configuration:
Connection Type : Dynamic IP Address

WLAN Configuration :

SSID : belkin.e40
Security : WPA2 pre-shared key
WLAN Key : 1234567890

WLAN Router setup successful. Please restart your system.

e. Check the settings are correct, and then
click Reboot to apply the settings.

25



VPN WIZARD

Using the VPN Wizard, you can establish VPN
connection easily. Please refer to page 99.

26



SYSTEM

Status System
Model Wireless N Router with VPN
Mode AP Router

This page will display the status of the device.

Uptime 2 hours 4 min 35 sec
Current Date/Time  2009/01/01 02:04:56
Hardware version  1.0.0
Serial Number 112202352

Application version 1.0.0

Model Description of this device.
Mode The mode the device is currently in.
Uptime The duration of time the device has been operating without powering down or rebooting.

The device’s system time.

Current Date/Time If this is incorrect, please set the time in the Tools / Time page.

Hardware version and

Serial Number Hardware information for this device.

Application version Firmware information for this device.

27



WAN Settings

Attain IP Protocol Dynamic IP Address

IP address —

Subnet Mask —

Default Gateway
MAC address  00:02:6F:A0:4D:D1
Primary DNS —
Secondary DNS —

Attain IP Protocol Method used to connect to the Internet.

IP address The WAN IP Address of the device.

Subnet Mask The WAN Subnet Mask of the device.

MAC address The MAC address of the device’s WAN Interface.

Primary and Secondary DNS | Primary and Secondary DNS servers assigned to the WAN connection.

28



LAN Settings
IP address 192.168.2.1
Subnet Mask  255.255.255.0
DHCP Server  Enabled
MAC address  00:02:6F:A0:4E:40

LAN Settings

IP address The LAN IP Address of the device.

Subnet Mask The LAN Subnet Mask of the device.

DHCP Server Whether the DHCP server is Enabled or Disabled.
MAC address The MAC address of the device’s LAN Interface.

29



WLAN Settings
Channel 1
L sso1
ESSID belkin.e40
Security WPA2 pre-shared key
BSSID  00:02:6F:A0:4E:40
Associated Clients 0

WLAN Settings

Channel The wireless channel in use.
ESSID The SSID (Network Name) of the wireless network.
(up to 4 SSIDs are supported)
Security Wireless encryption is enabled for this SSID.
BSSID The MAC address of this SSID.
Associated Clients The number of wireless clients connected to this SSID.

30



SYSTEM

LAN

This page allows you to modify the device’s LAN settings.

m-luu|nﬂcp

Schedule Log Monitor Language

have an IP address for the LAN.

LAN IP

IP address -
IP Subnet Mask

DHCP Server

DHCP Server :
Lease time
Start IP

EndIP

Domain name

DNS Servers

You can enable the router's DHCP server to dynamically allocate IP addresses to your LAN client PCs. Your router must

192.168.2.1
255.255.255.0

802.1d Spanning Tree - Disabled ¥

Enabled ¥

[Foever 5]
921682100
[fo21662200
[Bekn

31



LAN IP

IP address 192.168.2.1
IP Subnet Mask : 2552552550
802.1d Spanning Tree Disabled ¥/

LAN IP

IP address The LAN IP Address of this device.
IP Subnet Mask The LAN Subnet Mask of this device.
802.1d Spanning Tree When Enabled, the Spanning Tree protocol will prevent network loops in your LAN network.

32



DHCP Server

DHCP Server : [mz[
Lease time m
Start IP [1921682100
End IP [1921682200

Domain name [Belkin

DHCP Server

DHCP Server The DHCP Server automatically allocates IP addresses to your LAN device.

Lease Time The duration of time that the DHCP server will allocate each IP address to a LAN device.
Start/ End IP The range of IP addresses that the DHCP server will allocate to a LAN device.

Domain name The domain name for this LAN network.

33



DNS Servers

DNS Servers Assigned by DHCP Server

First DNS Server DNS Relay ~

Second DNS Server From ISP
User-Defined
None

Two DNS servers can be assigned for use by your LAN device.

There are four modes available.

DNS Servers

From ISP The DNS server IP address is assigned from your ISP.

User-Defined The DNS server IP address is assigned manually.

DNS Relay LAN clients are assigned the device’s IP address as the DNS server.

34



SYSTEM

DHCP

This page shows the status of the DHCP server and also allows you to control how the IP addresses are allocated.

Status LAN | DHCP |m¢uh Log Monitor  Language

DHCP Client Table
This DHCP Client Table lists the client IP addresses assigned by the DHCP Server.

IP address MAC address Expiration Time
192.168.2.100 00:26:22:65:B3:C4 Forever

You can assign an IP address to the specific MAC address.
[” Enable Static DHCP IP

IP address MAC address
Add| Reset

35



DHCP Client Table

This DHCP Client Table lists the client IP addresses assigned by the DHCP Server

IP address MAC address Expiration Time
192.168.2.100 00:26:22:65:B3:C4 Forever

The DHCP Client Table shows the LAN clients that have
been allocated an IP address from the DHCP Server

DHCP Client Table

IP address The LAN IP address of the client.

MAC address The MAC address of the client’s LAN interface.
Expiration Time The time that the allocated IP address will expire.
Refresh Click this button to update the DHCP Client Table.
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SYSTEM

[V Enable Static DHCP IP

IP address MAC address

192.168.0.155 000C0AB3034A|
Current Static DHCP Table :
Select
i 192.168.0.150 00:02:6F:13:43:21 ]

| Delete Selected | | Delete Al |

You can also manually specify the IP address that will be allocated
to a LAN client by associating the IP address with its MAC address.

Type the IP address you would like to manually
assign to a specific MAC address and click Add to
add the condition to the Static DHCP Table.

37



SYSTEM

Schedule

This page allows you to setup the schedule times that the Firewall
and Power Saving features will be activated / deactivated.

Click Add to create a Schedule entry.

Status LAN DHCP Schedule Log Monitor Language

You can use the Schedule page to Start/Stop services regularly. Services will start according to the time you've entered
They will also stop according to the time you've entered

[ Enabled Schedule Table (up to 8)
Service Schedule Select

_Aoply|_Cancel |

No. Description

ﬂl Delete Selected Delete All
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Schedule Description : schedule 01

Service : [ Firewall [~ Power Saving

[™ Every Day

Days :
™ Mon [T Tue ™ Wed [T Thu ™ Fri [T Sat [T Sun

™ Al Day (use 24-hour clock)

Time of day : melo— '0—10’0— [0_
Apply [ Cancel

Schedule Description Assign a name to the schedule.

Service The service provides for the schedule.

Days Define the Days to activate or deactivate the schedule.

Define the Time of day to activate or deactivate the schedule.

Time of day Please use a 24-hour clock format.

39



Log

This page displays the system log of the device. When
powered down or rebooted, the log will be cleared.

Status LAN DHCP Schedule Log Monitor Language
View system operation information.
1 ]: WAN, Automatic Detection -
1 1: NTP, start NTP Client
1 UPnp, Start
1

, Stopping

start DNS Proxy
start Firewall
start NAT

Save Clear Refresh

Save Save the log to a file.
Clear Clear the log.
Refresh Update the log.
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SYSTEM

Language

This page allows you to change the Language of the User Interface.

Status LAN DHCP Schedule Log Monitor I Language I
You can select another language on this page

Multiple Language : [Choose our language
Ch ur lan:
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INTERNET

The Internet section allows you to manually set the
WAN type connection and its related settings.

Status

This page shows the current status of the device’s WAN connection.

Status ] Dynamic IP Static IP PPPoE

PPTP

L2TP

WAN Settings

Attain IP Protocol
IP address
Subnet Mask
Default Gateway
MAC address
Primary DNS
Secondary DNS

View the current internet connection status and related information.

Dynamic IP Address
172.24.16.62
255.255.252.0
172.24.161
00:02:6F:A0:4D:D1
17224899
172.248.100




Dynamic IP Address

The IP Address is allocated automatically. However some

Status | DynamicIP | Static IP

PPPoE PPTP L2TP

ISP’s will also recognize the MAC address and will reject

connections if the MAC address does not match. Hostname :
If your ISP has recorded the MAC address of your computer’s MAC address :
Ethernet LAN card, please connect only the computer with the —

authorized MAC address, and click the Clone MAC button.

DNS Servers Type

This will replace the AP Router MAC address to the T OIS Sorver

computer MAC address. The correct MAC address
is used to initiate the connection to the ISP.

Dynamic IP Address

Second DNS Server

Select the type of account you have with your ISP provider

000000000000 Clone MAC

[Fomisp 3]
et
—

Apply I Cancel

Hostname

This is optional. Only required if specified by ISP

MAC address

The MAC Address that is used to connect to the ISP.

Two DNS servers can be assigned for use by your LAN devices.
There are two modes available.

From ISP

LAN devices are assigned the DNS server IP address of your ISP.

User-Defined

Set the DNS server IP address manually.
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Static IP Address Status  DynamiclP | swticlP | PPPoE PPTP L2TP

If your ISP Provider has assigned you a fixed IP address, enter the
assigned IP address, Subnet mask, Default Gateway IP address, and
Primary DNS and Secondary DNS (if available) of your ISP provider.

Select the type of account you have with your ISP provider

IP address: ’7
IP Subnet Mask : —
Default Gateway : —
Primary DNS : —
Secondary DNS : ’7

Apply | Cancel

Static IP Address

IP address Assign an IP address Manually.

IP Subnet Mask Specify an IP address’s subnet mask.
Default Gateway Specify the gateway of your network.
Primary DNS Specify the primary DNS server’s IP address.
Secondary DNS Specify the second DNS server’s IP address.
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INTERNET

PPP over Ethernet

ISP requires an account username and password

Status  DynamiclP  Static P I PPPOE I PPTP L21P

Select the type of account you have with your ISP provider.

Username —

Password :
Service Name
MTU: 1492 (512<=MTU Value <=1492)

Authentication type : [Auo =]
Type: [Keop Connection =]
Idle Timeout : [0 (11000 Minutes )
MAC address : [000000000000 _ Clone MAC
Gancs! |




PPP over Ethernet (PPPoE)

Username Username assigned to you by the ISP

Password Password for this username.

Service You can assign a name for this service. (Optional)
MTU The maximum size of packets.

Do not change unless mentioned by the ISP.

Authentication type Select whether the ISP uses PAP or CHAP methods for authentication. Select Auto if unsure.

You can choose the method that the router maintains the connection with the ISP.
Keep Connection: The device will maintain a constant connection with the ISP.

Type Automatic Connection: The device will only initiate connection to the ISP when there is an
Internet connection request made from a LAN device.

Manual Connection:  The user will need to manually connect to the ISP by clicking the Connect button.

When the connection type is Automatic Connection, and Internet traffic is
Idle Timeout: idle, then the device will automatically disconnect from the ISP.

Please specify the Idle time in minutes.
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INTERNET

Point-to-Point Tunneling Protocol (PPTP)

PPTP is used by some ISPs.

Status  DynamiclP  StaticlP  PPPoE | PPTP | L2TP

Select the type of account you have with your ISP provider.

WAN Interface Settings :
WAN Interface Type : Dynamic IP Address ~

Hostname :

MAC address : 000000000000

PPTP Settings :
Username :

Password :

Service IP address :

Connection ID : 0 (Optional)

MTU : 1400 (512<=MTU Value <=1492)
Type : Keep Connection -

Idle Timeout : (1-1000 Minutes )




Point-to-Point Tunneling Protocol (PPTP)

WAN Interface Type Select whether the ISP is set to Static IP or will allocate a Dynamic IP address.
Hostname This is optional. Only required if specified by ISP.

MAC address The MAC Address that is used to connect to the ISP.

Username Username assigned to you by the ISP.

Password Password for this username.

Service IP Address The IP Address of the PPTP server.

Connection ID This is optional. Only required if specified by ISP.

The maximum size of packets.

MTU Do not change unless mentioned by the ISP.

You can choose the method that the router maintains a connection with the ISP.
Type Keep Connection: The device will maintain a constant connection with the ISP.

Automatic Connection: The device will only initiate a connection to the ISP when there is
an Internet connection request made from a LAN device.

Manual Connection:  The user will need to manually connect to the ISP by clicking the Connect button.

When the connection type is Automatic Connection, when Internet traffic is
Idle Timeout: idle, then the device will automatically disconnect from the ISP.

Please specify the Idle time in minutes.
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INTERNET

Layer-2 Tunneling Protocol (L2TP)

L2TP is used by some ISPs..

mm—urmwwp«epﬂp]uwl

Select the type of account you have with your ISP provider.

WAN Interface Settings :
WAN Interface Type : Dynamic IP Address ~

Hostname :

MAC address : Clone MAC

L2TP Settings :

Username :
Password :

Service IP address :

MTU : 1460 (512<=MTU Value <=1492)
Type : Keep Connection -
Idle Timeout : (1-1000 Minutes )
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Layer-2 Tunneling Protocol (L2TP)

WAN Interface Type Select whether the ISP is set to Static IP or will allocate a Dynamic IP address.
Hostname This is optional. Only required if specified by ISP

MAC address The MAC Address that is used to connect to the ISP.

Username Username assigned to you by the ISP

Password Password for this username.

Service IP Address The IP Address of the L2TP server.

MTU The maximum size of packets.

Do not change unless mentioned by the ISP.

You can choose the method that the router maintains a connection with the ISP.
Type Keep Connection: The device will maintain a constant connection with the ISP.

Automatic Connection: The device will only initiate a connection to the ISP when there is
an Internet connection request made from a LAN device.

Manual Connection:  The user will need to manually connect to the ISP by clicking the Connect button.

When the connection type is Automatic Connection, and when Internet traffic
Idle Timeout: is idle, then the device will automatically disconnect from the ISP.

Please specify the Idle time in minutes.
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WIRELESS

The Wireless section allows you to configure the Wireless settings.

Basic

This page shows the current status of the device’s Wireless settings.

Basic Advanced Security

Filter WPS Client List Policy

This page allows you to define SSID, and Channel for the wireless connection. These parameters are used for the
wireless stations to connect to the Access Point

Radio :

Mode :

Enable SSID#:

SSID1:

Auto Channel :

Channel :

® Enable © Disable

AP -
24GHz (B+G*N) ~
1.

belkin e40

Enable @ Disable
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Radio Enable or Disable the device’s wireless signal.

Mode Select between Access Point or Wireless Distribution System (WDS) modes.

Select the types of wireless clients that the device will accept.

Band e.g.: 2.4 GHz (B+G+N)
Only 802.11b and 11g clients will be allowed.

Select the number of SSID’s (Wireless Network names) you would like.

Enable SSID# You can create up to 4 separate wireless networks.

SSID# Enter the name of your wireless network. You can use up to 32 characters.

When enabled, the device will scan the wireless signals around your

Auto Channel area and select the channel with the least interference.

Channel Manually select which channel the wireless signal will use.

When Auto Channel is Enabled, you can specify the period that the

Check Channel Time : ) ’ ;
device will scan the wireless signals around your area.
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Wireless Distribution System (WDS)

Use WDS to connect Access Point wirelessly. Doing
so extends a wired infrastructure to locations where
cabling is not possible or inefficient to implement.

Note that compatibility between different brands and models is
not guaranteed. It is recommended that the WDS network be
created using the same models for maximum compatibility.

Also note that all Access Points in the WDS network needs
to use the same Channel and Security settings.

To create a WDS network, please enter the MAC addresses
of the Access Points that you want included in the WDS.
There can be a maximum of four access points.

Radio :

Mode :

Band:

Enable SSID#:

SSID1:

Channel :

MAC address 1:

MAC address 2:

MAC address 3 :

MAC address 4:

WDS Data Rate :

Set Security :

9 Enable Disable

WDS -~

2.4 GHz (B+G+N) ~
1 ~

belkin e40

n -
000000000000
000000000000
000000000000
000000000000

300M ~

Set Security
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WIRELESS

Advanced

This page allows you to configure wireless advance
settings. It is recommended the default settings are used
unless the user has experience with these functions.

Basic |Adv:nced| Security  Filter WPS  ClientList  Policy

These settings are only for more technically advanced users who have a sufficient knowledge about wireless LAN. These
settings should not be changed unless you know what effect the changes will have on your Broadband router.

Fragment Threshold :

RTS Threshold :
Beacon Interval :
DTIM Period :

N Data rate :
Channel Bandwidth :
Preamble Type :
CTS Protection :

Tx Power :

2346 (256-2346)
2347 (1-2347)

100 (20-1024 ms)
1 (1-255)
Auto -

© Auto 20140 MHZ  © 20 MHZ
Long Preamble  ® Short Preamble
©® Ao ©Aways © None

100% ~
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Specifies the size of the packet per fragment. This function can reduce the chance of packet collision.

Fragment Threshold However when this value is set too low, there will be increased overheads resulting in poor performance.

When the packet size is smaller than the RTS Threshold, then the packet will be sent

RTS Threshold without an RTS/CTS handshake which may result in an incorrect transmission.

The time interval that the device broadcasts a beacon. This beacon is

Beacon Interval . ) )
used to synchronize all wireless clients on the network.

A Delivery Traffic Indication Message informs all wireless clients that

DTIM Period the access point will be sending Multi-casted data.

You can limit the transfer rates between the device and wireless clients. Each

N Data Rate Modulation Coding Scheme (MCS) refers to a specific transfer speed.

Set whether each channel uses 20 or 40Mhz.

Channel Bandwidth To achieve 11n speeds, 40Mhz channels must be used.

A preamble is a message that helps access points synchronize with the client.

Preamble Type A Long Preamble is standard based so it increases compatibility.
A Short Preamble is non-standard, so it decreases compatibility but increases performance.

CTS Protection When Enabled, the performance is slightly lower however the chances of packet collision is greatly reduced.

Tx Power Set the power output of the wireless signal.
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WIRELESS

Security

This page allows you to set the wireless security settings.

e aoves [Cseury | _rwee__wes  cwnim _pobr

This page allows you setup the wireless security. Turn on WEP or WPA by using Encryption Keys could prevent any
unauthorized access to your wireless network.

SSID Selection :
Broadcast SSID :
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SSID Selection Select the SSID that the security settings will apply to.

Broadcast SSID If Disabled, the device will not broadcast the SSID. It will be invisible to wireless clients.

Wi-Fi Multi-Media is a Quality of Service protocol which prioritizes traffic in
WMM the order according to voice, video, best effort, and background.

Note that in certain situations, WMM needs to be enabled to achieve 11n transfer speeds.

Encryption The encryption method to be applied.

You can choose from WEP, WPA pre-shared key or WPA RADIUS.
* Disabled - no data encryption is used.

e WEP - data is encrypted using the WEP standard.

¢ WPA-PSK - data is encrypted using the WPA-PSK standard. This is a later standard than WEP, and
provides much better security than WEP. If all your Wireless stations support WPA-PSK, you should use
WPA-PSK rather than WEP.

¢ WPA2-PSK - This is a further development of WPA-PSK, and offers even greater security, using the AES
(Advanced Encryption Standard) method of encryption.

¢ WPA-RADIUS - This version of WPA requires a Radius Server on your LAN to provide the client
authentication according to the 802.1x standard. Data transmissions are encrypted using the
WPA standard.

If this option is selected:

* This Access Point must have a “client login” on the Radius Server.

e Each user must have a “user login” on the Radius Server.

e Each user’s wireless client must support 802.1x and provide the login data when required.

* All data transmissions are encrypted using the WPA standard. Keys are automatically generated, so no
key input is required
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IEEE 802.1x is an authentication protocol. Every user must use
a valid account to login to this Access Point before accessing
the wireless LAN. The authentication is processed by a RADIUS
server. This mode only authenticates users by IEEE 802.1x,

but it does not encrypt the data during communication.

v/ Enable 802.1x Authentication

RADIUS Server IP address :
RADIUS Server port : 1812

RADIUS Server password :

802.1x Authentication

RADIUS Server IP Address The IP Address of the RADIUS Server

RADIUS Server port The port number of the RADIUS Server.

RADIUS Server password The RADIUS Server’s password.
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WEP Encryption:

Encryption : WEP =
Authentication type : o Open System Shared Key P
Key Length : 64-bit ~

Key type : ASCII (5 characters) ~

Default key : Key1 ~

EncryptionKey1: o

EncryptionKey2: v

EncryptionKey3: = v

Encryption Keyd4: =
WEP Encryption
Authentication Type Please ensure that your wireless clients use the same authentication type.

ASCII: regular text (recommended)

Key type HEX: for advanced users

Select the desired option, and ensure the wireless clients use the same setting.

* 64 Bit - data is encrypted, using the default key, before being transmitted. You must enter at
Key Length least the default key. For 64 Bit Encryption, the key size is 10 chars in HEX (0~9 and A~F).

* 128 Bit - data is encrypted, using the default key, before being transmitted. You must enter at

least the default key. For 128 Bit Encryption, the key size is 26 chars in HEX (0~9 and A~F).

Select the key you wish to be the default. Transmitted data is ALWAYS encrypted
Default Key using the Default Key; the other Keys are for decryption only.
You must enter a Key Value for the Default Key.

Enter the key value or values you wish to use. Only the Key selected
as Default is required. The others are optional.

Encryption Key #
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WPA RADIUS Encryption: Encryption : WPA RADIUS -

WPA type : WPA(TKIP) WPA2(AES) © WPA2 Mixed
RADIUS Server IP address :
RADIUS Server port : 1812

RADIUS Server password :

Apply | | Cancel

WPA RADIUS Encryption

WPA type Select the WPA encryption you would like.
yp Please ensure that your wireless clients use the same settings.

RADIUS Server IP address Enter the IP address of the RADIUS Server.

RADIUS Server Port Enter the port number used for connections to the RADIUS server.

RADIUS Server password Enter the password required to connect to the RADIUS server.
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WPA Pre-Shared Key Encryption:

WPA type : WPA(TKIP) WPA2(AES) © WPA2 Mixed
Pre-shared Key type : Passphrase i
Pre-shared Key : 1234567890
[ Apply | | Cancel

WPA Pre-Shared Key Encryption

Authentication Type Please ensure that your wireless clients use the same authentication type.

Select the WPA encryption you would like.
WPA type . . .
Please ensure that your wireless clients use the same settings.

Pre-shared Key Type lect whether you would like to enter the Key in HEX or Passphrase format.

P hared K Wireless clients must use the same key to associate the device.
re-shared Ke
y If using passphrase format, the Key must be from 8 to 63 characters in length.
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WIRELESS

Filter

This page allows you to create filters to control which
wireless clients can connect to this device by only allowing
the MAC addresses entered into the Filtering Table.

Basic Advanced  Security Filter

WPS Client List Policy

The Access Point features MAC Address Filtering, which allows only MAC to be to the
Access Point
] Enable Wireless Access Control
Description MAC address

MAC Address Filtering Table :

No. Description

MAC address Select

Reset

(row) Gars
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Wireless Filter

Enable Wireless Check the box to Enable Wireless Access Control.

Access Control When Enabled, only wireless clients on the Filtering Table will be allowed.

Description Enter a name or description for this entry.

MAC address Enter the MAC address of the wireless client that you wish to allow a connection.

Add Click this button to add the entry.

Reset Click this button if you have made a mistake and want to reset the MAC address and Description fields.

MAC Address Filtering Table

Only clients listed in this table will be allowed access to the wireless network.

Delete Selected Delete the selected entries.
Delete All Delete all entries.
Reset Un-check all selected entries.




WIRELESS

Wi-Fi Protected Setup (WPS)

WPS feature is follows the Wi-Fi Alliance WPS standard
and it eases the setup of security-enabled Wi-Fi networks
in the home and small office environment.

It reduces the user steps required to configure a network and
supports two methods that are familiar to most consumers
for configuring a network and enabling security.

Basic  Advanced  Security  Filter

WPS Client List

WPS : ¥l Enable

WPS Button : 7] Enable

Wi-Fi Protected Setup Information

WPS Current Status (Wi-Fi

Protected Setup Status):  Configured Release Configuration
Self Pin Code : 05057924

SSID : belkin e40

Authentication Mode : WPA2 pre-shared key

Passphrase Key :

(Push button) You can use

WPS by pushing the button Click

on the router on clicking it Start lo Pr

on it here. :

Set up WPS using a PIN ——— ey ——
et Start to Process

Policy
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Wi-Fi Protected Setup (WPS)

WPS

Check to Enable the WPS feature.

WPS Button

WPS Current Status

Wi-Fi Protected Setup Information

Check to Enable the WPS push button.

Shows whether the WPS function is Configured or Un-configured.

Configured means that WPS has been used to authorize a connection
between the device and wireless clients.

SSID

The SSID (wireless network name) used when connecting using WPS.

Authentication Mode

Shows the encryption method used by the WPS process.

Passphrase Key

This is the passphrase key that is randomly generated during the WPS process. It is required
if wireless clients that do not support WPS attempt to connect to the wireless network.

WPS Via Push Button

Click this button to initialize the WPS feature using the push button method.

WPS Via PIN

Enter the PIN code of the wireless device and click this button to
initialize the WPS feature using the PIN method.




Initializing WPS Feature

There are two methods to initialize the WPS feature: Push Button and Pin Code methods.

1. WPS Push Button Method 2. Pin Code Method
Push the WPS button on the FOK1004, the Wireless LED Note the Pin code of your WIRELESS ROUTER device.
light will start to flash when WPS process is ready.
WPS : ¥ Enable
While the Wireless LED is flashing on the FOK1004, press the WPS Button - .
WPS button on your wireless client. This could either be a utton - * Enable
physical hardware button, or a software button in the utility. Wi-Fi Protected Setup Information
WPS Current Status (Wi-Fi :
Protected Setup Status) :  Configured { Bolease Confiquiation
| Self Pin Code : 05057924 |
SSID : belkin.e40
Authentication Mode : WPA2 pre-shared key
Passphrase Key :
(Push button) You can use
WPS by pushing the button Click Start to Process ]

on the router on clicking it
onithere. :

Set up WPS using a PIN Start to Process
number :

Please use this Pin code to initiate the WPS process
from the wireless client configuration utility.

This process will be different for each brand or model. Please
consult the user manual of the wireless client for more information.

66



WIRELESS

Client List

This page shows the wireless clients that are
connected to the WIRELESS ROUTER device.

| Refresh

Basic Advanced Security Filter WPS Client List Policy
WLAN Client Table :
This WLAN Client Table lists client MAC addresses associated to this Router.
Interface MAC Address Signal (%) Idle Time
belkin.e40 00:1E:65:A4:76:4E 100 0secs
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Poli cy Basic Advanced  Security Filter wPS ClientList | Policy

This page allows you to configure the access $SID 1 Connection Control Policy

policies for each SSID (wireless network). WANCaRnastion Enable -
Communication between Wireless clients Enable ~
Communication between Wireless clients and Wired clients Enable ~

Apply || Cancel

WAN Connection Allow wireless clients on this SSID to access the WAN port which typically is an Internet connection.
Communication between Dictates whether or not each wireless client can communicate with each other in this
Wireless clients SSID. When Disabled, the wireless clients will be isolated from each other.

Communication between
Wireless clients and
Wired clients

Di . . is SSID .
with computers attached to the wired LAN port.
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FIREWALL

The Firewall section allows you to set the access control and Firewall settings.

Enable

This page allows you to Enable / Disable the Firewall features.

If Enabled Firewall service, the Denial of Service (DoS) and SPI
(Stateful Packet Inspection) features will also be enabled.

Enable Advanced bmz Dos MAC Filter IP Filter URL Filter

A Firewall automatically detects and blocks Denial of Service (DoS) attacks. URL blocking, packet fittering and SPI
(Stateful Packet Inspection) are also supported. The attack will be recorded via a timestamp in the security logging area

Firewall: © Enable Disable

(Apel |

Advanced

You can choose whether to allow VPN (Virtual Private
Network) packets to pass through the Firewall.

Enable Advanced bmz DoS MAC Filter IP Filter URL Filter
Description Select
VPN L2TP Pass-Through v
VPN PPTP Pass-Through v
VPN IPSec Pass-Through V]
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DMZ

If enabled this feature, allows the DMZ computer on your LAN to be
exposed to all users on the Internet.

* This allows almost any application to be used on the server.
e The “DMZ PC” will receive all Unknown connections and data.

¢ |f the DMZ feature is enabled, please enter the IP address of
the PC to be used as the “DMZ PC”

Note: The “DMZ PC” is effectively outside the Firewall, making it more

vulnerable to attacks. For this reason, you should only enable the
DMZ feature when required.

Enable Advanced bmz Dos MAC Filter  IPFilter  URL Filter

If you have a local client PC that cannot run an Intemet application properly from behind the NAT firewall, you can open
unrestricted two-way Intemet access for this client by defining a Virtual DMZ Host

Enable DMZ

Local IP Address : <| PleaseselectaPC. ~

Denial of Service (DoS)

Denial of Service (Denial of Service) is a type of Internet
attack that sends a high amount of data to you with

the intent to overload your Internet connection.

Enable the DoS firewall feature to automatically

detect and block these DoS attacks.

Enable Advanced bmz DoS MAC Filter  IPFilter  URL Filter

The Firewall can detect and block DoS attacks. DoS (denial-of-service) attacks can overwhelm your Internet connection
with external communications requests, using so much bandwidth and so many resources that Intemet access becomes
unavailable.

Block DoS (Denial of Service): © Enable © Disable

[ Apply || Cancel
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M Ac F ! Ite r Enable Advanced DMz DoS MAC Filter IP Filter URL Filter

You can choose whether to Deny or Allow those computers listed in
. . Filters are used to deny or allow LAN computers from accessing the Intemet. Within the local area network, the unit can
the MAC Filtering table access to the Internet. be setup to deny Intemet access to computers using the assigned IP or MAC addresses. The unit can aiso block users

from accessing restricted web sites.

You can block access to certain Web sites for a particular PC by entering either a full URL address
or just a keyword of the Web site.

® Deny access to the network for the MAC addresses listed below.
Allow access to the network for the MAC addresses listed below.

Description LAN MAC IP Address.

Add] | Reset

MAC Filtering table :
No. Description LAN MAC IP Address.  Select

Reset
Apply || Cancel

MAC Filter

Enable MAC filtering Check this box to Enable the MAC filtering feature.

Deny all clients with MAC addresses

listed below to access the network When selected, the computers listed in the MAC Filtering table will be Denied access to the Internet.

Allow all clients with MAC addresses| When selected, only the computers listed in the MAC Filtering
listed below to access the network table will be Allowed access to the Internet.
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IP Filter

You can choose whether to Deny or Allow computers with IP

Enable Advanced bmz DoS MAC Filter IP Filter URL Filter

Addresses listed from accessing certain Ports. addresses

This can be used to control which Internet applications the computers

can access.

Enable IP Filtering Table

@ Deny all clients with an IP address listed below access to the network

Allow all clients with an IP address listed below access to the network

You may need to have knowledge of what Internet ports the p—

applications use.

Protocol :
Local IP Address :

Port range :
[Add] [Reset

No.  Description

Both ~

Local IP Address Protocol Port range

Reset

Within the local area network, this unit can be setup to deny Internet access to computers using the assigned IP

Select

Enable IP filtering

Check this box to Enable the IP filtering feature.

Deny all clients with IP addresses
listed below to access the network

When selected, the computers with IP addresses specified will

be Denied access to the indicated Internet ports.

Allow all clients with IP addresses
listed below to access the network

When selected, the computers with IP addresses specified will be

Allowed access only to the indicated Internet ports.
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FIREWALL

URL Filter

You can deny access to certain websites by blocking keywords in the
URL web address.

For example, “gamer” has been added to the URL Blocking Table. Any
web address that includes “gamer” will be blocked.

Enable Advanced bmz Dos MAC Filter ~ IP Filter | URL Filter

You can block access to certain Web sites for a particular PC by entering either a full URL address or just a keyword of

the Web site.

Y Enable URL Blocking

URL/keyword
Reset
Current URL Blocking Table :
No. URU/keyword Select

| Reset

Apply | [ Cancel
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ADVANCED

The Advanced section allows you to configure
the Advanced settings of the router.

Network Address Translation (NAT)

This page allows you to Enable / Disable the Network Address
Translation (NAT) and Network Turbine features. NAT is required

to share one Internet account with multiple LAN users. Enabling
Network Turbine will speed up your NAT throughput. It is required for
certain Firewall features to work properly, but may cause software
compatibility issues. Please disable the feature if it creates issues.

NAT Portmap.  Port fw. Port tri. ALG UPnP QoS Routing

NAT (Network Address Translation) allows multiple computers within your network to access the Internet using only one
public IP address.

NAT: © Enable © Disable
Network Turbine boosts network performance
Network Turbine: © Enable © Disable

Enable Hardware Engine

Apply |
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Port Mapping

Port Mapping allows you to redirect a particular range
of ports to a computer on your LAN network. This helps
you host servers behind the NAT and Firewall.

NAT Portmap. | Portfw. Porttri. ALG UPnP QoS Routing

Entries in this table allow you to automatically redirect common network services to a specific PC behind the NAT
firewall. These settings are only necessary if you wish to host a web server or mail server on the local network.

Enable Port Mapping

Description :
Local IP :
Protocol : Both ~

Port range -
Add Reset

Current Port Mapping Table :

No. Description Local IP Type Port range Select

Reset

Apply || Cancel

Port Mapping

Enable Port Mapping Check this box to Enable the Port Mapping feature.

Description Enter a name or description to help you identify this entry.

Local IP The local IP address of the computer the server is hosted on.

Protocol Select to apply the feature to either TCP, UDP or Both types of packet transmissions.
Port range The range of ports that this feature will be applied to.
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Port Forwarding NAT Potmap. | Pontw. | Ponwi | AG UPnP QoS Routing

Port Forwarding allows you to redirect a particular public s Do roasaadseree 1CEBP ot e o oo b s
port to a computer on your LAN network. This helps request to the appropriate mtemal server (located at one of your kocal PCs)

you host servers behind the NAT and Firewall.
In the example below, there is a WEB Server running on port 80

Enable Port Forwarding

on the LAN. For security reasons, the Administrator would like Description
to provide this server to Internet connection on port 1000. Local P
There is a connection from the Internet on port 1000 Frotosed o~
and it will be forwarded to the computer with the IP EooatPore
address 192.168.2.100 and changed to port 80. e edad
Add Reset

Current Port Forwarding Table :

[No.™Description | Local 1P| Local Port | Type | _Public Port _[Selec!

1 WEB server 192.168.2.100 80  Both 1000
Delete Selected Delete Al | [Reset
Apply | [ Cancel
Enable Port Forwarding Check this box to Enable the Port Forwarding feature.
Description Enter a name or description to help you identify this entry.
Local IP The local IP address of the computer the server is hosted on.
Protocol Select to apply the feature to either TCP, UDP or Both types of packet transmissions.
Local Port The port that the server is running on the local computer.
Public Port When a connection from the Internet is on this port, then it will be forwarded to the indicated local IP address.
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Port Trigger

If you use Internet applications which use non-standard connections
or port numbers, you may find that they do not function correctly
because they are blocked by the Wireless Router’s firewall. A

Port Trigger will be required for these applications to work.

NAT Portmap.  Portfw. Port tri. ALG UPnP QoS Routing

Port Triggering, also called Special Applications allows you to use Intemet applications which normally do not function

when used behind a firewal

Enable Trigger Port

Description

Popular applications Select an appiication ~ |Add
Trigger port :

Trigger type Both ~

Public Port:

Public type Both ~

Add Reset

Current Trigger-Port Table
No. Triggerport Trigger type Public Port Publictype  Name

Reset
Apply

Select

Cancel

Port Trigger

Enable Port Forwarding Check this box to Enable the Port Trigger feature.

Popular applications

This is a list of some common applications with preset settings.
Select the application and click Add to automatically enter the settings.

Trigger port This is the outgoing (outbound) port numbers for this application.
Trigger type Select whether the application uses TCP, UDP or Both types of protocols for outbound transmissions.
Public Port These are the inbound (incoming) ports for this application.

Public type elect whether the application uses TCP, UDP or Both types of protocols for inbound transmissions.




ADVANCED

Application Layer Gateway (ALG) W penme e Ponwi [ MG | UP® QoS Rowing

Certain applications may require the use of the ALG feature The ALG jon Layer Gateway) 31d party protocol plug-ins for Intemet Connection Sharing. f
to function correctly. If you use any of the applications 3 Sisabied, yo won s eble o sre your compusrs It comes ton ¥th othe computeny ox devices.

listed, please check and select it to enable this feature. Description Select
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Universal Plug and Play (UPnP) NAT  Potmap. Potfw Potw.  ALG | UpnP | QoS Routing

The UPnP function allows automatic discovery and Universal Plug and Play is designed to support zero-configuration, “invisible® networking, and automatic discovery for a
. . . range of devices from a wide range of vendors. With UPnP, a device can dynamically join a network, obtain an IP
configuration of UPnP enabled devices on your network. address and discover the presence and capabiites of other devices automatically. Devices wil be able to communicate

with each other directly.

It also provides automatic port forwarding for supported
applications to seamlessly bypass the Firewall.
Y| Enable the Universal Plug and Play (UPnP) Feature

7 Allow users to make port forwarding changes through UPnP

LAPPY |

Universal Plug and Play (UPnP)

Enable the UPnP Feature Check this box to Enable the UPnP feature to allow supported devices to be visible on the network.

Allow users to make
port forwarding changes
through UPnP

Check this box to allow applications to automatically set their port forwarding
rules to bypass the firewall without any user set up.
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Quality of Service (QoS)

QoS refers to the capability of a network to provide better service
to selected network traffic. This is to ensure that applications get

enough Internet bandwidth for a pleasant user experience.

If not, then the performance and user experience of time sensitive
transmissions such as voice and video could be very poor.

In order for this feature to function properly, the user
should first set the Uplink and Downlink bandwidth
provided by your Internet Service Provider.

NAT Portmap.  Port fw. Port tri. ALG UPnP QoS Routing

Quality of Service (QoS) refers to the capabilty of a network to provide better service to selected network traffic. The
primary goal of QoS is to provide priority including dedicated bandwidth, controlled jitter and latency (required by some
real-time and interactive traffic), and improved loss characteristics. Also important is making sure that providing priority
for one or more flows does not make other flows fail

Total Bandwidth Settings

Uplink Ful ~
Downlink Ful  ~
QoS: Priority Queue © Bandwidth Allocation ® Disabled

Apply || Cancel

Total Bandwidth Settings

Uplink Set the Uplink bandwidth provided by your Internet Service Provider.

Downlink Set the Downlink bandwidth provided by your Internet Service Provider.

Priority Queue

Sets the QoS method to Priority Queue.

Bandwidth Allocation

Sets the QoS method to Bandwidth Allocation.

Disabled Disable the QoS feature.




Priority Queue Method Qos: © Priority Queue () Bandwidth Allocation () Disabled
Bandwidth priority is set to either High or Low. The 2 ok
Unlimited Priority Queue

transmissions in the High queue will be processed first. [ localmaddress | Descrigton |

The IP address will not be bounded in the
QoS limitation

High/Low Priority Queue

[ Protocol | High riority | Low Priority | ___ SpecificPort ___|

FTP ° 20,21

HTTP ° 80

TELNET ° 23

SMTP ° 25

POP3 ° 110
Name: o Both ~ ~
Name: ° Both ~ ~
Name: ° Both ~ ~

Unlimited Priority Queue

Local IP Address Traffic to this IP address will not be affected by QoS rules.

High / Low Priority Queue

Protocol The type of network protocol.
High / Low Priority Sets the protocol to High or Low priority.
Specific Port Each protocol uses a specific port range. Please specify the ports used by this protocol.
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Bandwidth Allocation Method QoS : Priority Queue | ® Bandwidth Allocation © Disabled
You can set the maximum amount of bandwidth a certain

protocol will use at one time. Or you can set a minimum amount e Download -
of bandwidth that will be guaranteed to a certain protocol. Local IP range : ~
Protocol : ALL -~
Portrange : 1 ~ 65535
Policy : Min ~
Rate (bps) : Ful  ~
[Add] [ Reset
Current QoS Table :
No.  Type Local IP range Protocol Port range Policy Rate (bps) Select

Reset

Bandwidth Allocation

Type Set the QoS rules to apply to transmissions that are Downloaded/Uploaded or Both directions.
Local IP range Enter the IP address range of the computers that you would like the QoS rules to apply to.
Protocol Select from this list of protocols to automatically set the related port numbers.
Port range Each protocol uses a specific port range. Please specify the ports used by this protocol.
Policy Choose whether this rule sets a limit on the Maximum amount lof bandwi_dth allocated to

this protocol, or sets a guaranteed Minimum amount of bandwidth for this protocol.
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Routing

NAT  Portmap. Portfw.

Port tri. ALG UPnP QoS Routing

If your WIRELESS ROUTER device is connected to a

network with different subnets, then this feature will allow Enable Static Routing
the different subnets to communicate with each other. Destination LAN IP :
Subnet Mask :
Default Gateway :
Hops :
Interface :
Add Reset

Current Static Routing Table :
No. Destination LAN IP

Subnet Mask Default Gateway ~ Hops Interface Select

Reset

Apply | [ Cancel

Static Routing

Enable Static Routing

Check this box to Enable the Static Router feature.

Destination LAN IP

Enter the IP address of the destination LAN.

Subnet Mask

Enter the Subnet Mask of the destination LAN IP address

Default Gateway

Enter the IP address of the Default Gateway for this destination IP and Subnet.

Hops

Specify the maximum number of Hops in the static routing rule.

Interface

Select whether the routing applies to LAN or WAN interfaces.
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192.168.11 xxx 192.168.10.xxx
192.168.2.xxx
Subnet

% Routerl Router2 Client2

Clientl 192.168.2.216 192.168.2.103 192.168.10.2
192.168.11.11

/ Belkin VPN Rotuer
A/ 19216821
N

/
Client3
Destination Subnet Mask Gateway Hop Interface
192.168.11.0 255.255.255.0 192.168.2.216 1 LAN
192.168.10.0 255.255.255.0 192.168.2.103 1 LAN

For example, if Client3 wants to send an IP data packet to 192.168.10.2 (Client 2), it will use
the above table to determine that it has to go via 192.168.2.103 (Router 2)

If it sends Packets to 192.168.11.11 (Client 1) will go via 192.168.2.216 (Router 1)
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VPN

A Virtual Private Network (VPN) provides a secure connection
between two or more computers or protected networks over the public
Internet. It provides authentication to ensure that the information is
going to and from the correct parties. It provides security to protect
the information from being viewed or being tampered with en route.
F9K1004 supports IPSec (Site to Site, Remote to Site), L2TP

over IPSec and L2TP methods to establish VPN connections.

The maximum VPN session number is up to 5.
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Status Status  [Profile Setting User Setting  Wizard

This page displays the connect status of VPN connection. You can

select one of them to connect or disconnect the VPN connection. NO.  Name Type GatewaylPeer P Transmit Packets Received Packets  Uptime  Select
Note: If connection type is remote dial-in (Client to Site or L2TP

over IPSec), you can’t disconnect this session manually.
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Profile Setting sutus[profi Setung| User seting _ Wizara

This page allows you to Enable, Add, Edit and Delete VPN profiles. No. Enable Name Type Local Address  Remote Address Crypto-suite Gateway Select
[Add] |Edt
| Apply || cancel

Profile Setting

Enable Check the box to Enable the VPN profile.

Add Click this button to add the entry.

Edit Select one profile and click this button to edit the entry.
Delete Selected Delete the selected entries.

Delete All Delete all entries
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IPSec Genersl  SA Nework  Advanced.

IPSec (Internet Protocol Security) is a protocol suite for securing
Internet Protocol (IP) communications by authenticating and

encrypting each IP packet of a communication session. IPSec Name :

also includes protocols for establishing mutual authentication 4

between agents at the beginning of the session and negotiation Connection Type : IPSec

of cryp.tographlc keys to be used during the seslsmr.w. Authentication Type : pre-sharedkey ~

IPSec is an end-to-end security scheme operating in the

Internet Layer of the Internet Protocol Suite. It can be used in Shared Key :

protecting data flows between a pair of hosts (host-to-host),

between a pair of security gateways (network-to-network), or Confirm :

between a security gateway and a host (network-to-host). Local ID Type : 1P Address .
Local ID :

General Peer ID Type : IP Address -

The page allows you to configure the general VPN settings. PeerID:
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Name Enter a name for your VPN policy.
Connection Type Supports IPSec, L2TP over IPSec and L2TP methods to establish VPN connection.
Authentication Type Supports pre-shared key method for authentication.
Shared Key Enter the Shared Key in box. (example: 1234567890)
Confirm Enter your Shared Key again for verification.
Local ID Type Supports IP Address, Domain Name, Email Address methods for Local ID Type.
Local ID Enter an ID to identify and authenticate the local VPN endpoint. (WAN IP of the local F9K1004)
Peer ID Type Supports IP Address, Domain Name, Email Address methods for Peer ID Type.
Peer ID Enter an ID to identify and auther?ticate thg remotg VPN endpoint.. (WAN IP of
the remote VPN router, only required for Site to Site VPN connection)
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VPN

SA (Security Association)

A Security Association (SA) is the establishment of shared
security attributes between two network entities to support
secure communication. An SA may include attributes such as:
cryptographic algorithms and mode; traffic encryption keys;

and parameters for the network data to be passed over the
connection. Establishment of an SA is described in RFC 2408, the
Internet Security Association and Key Management Protocol.

This page allows you to configure SA.

IKE (Phase 1) Proposal

Exchange :

DH Group :

Encryption :

Authentication :

Life Time :

IPSec (Phase 2) Proposal

Protocol :

Encryption :
Authentication :

Perfect Forward Secrecy :
DH Group :

Life Time:

Main Mode >
Group2 ~

3DES ~

SHA1 ~

28800  (1080-86400 Secs)

ESP ~
3DES ~
SHA1 ~

© Enable @ Disable

Group2 -~
28800 (1080-86400 Secs)
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SA (Security Association)

IKE (Phase 1) Proposal

Select Main Mode or Aggressive Mode for IKE Phase 1 negotiation.
* Main Mode: Select this option to configure the standard negotiation parameters

Exchange for IKE Phase 1 of the VPN Tunnel. (Recommended Setting)
* Aggressive Mode: Select this option to configure IKE Phase 1 of the VPN Tunnel to carry
out negotiation in a shorter amount of time. (Not Recommended - Less Secure)
DH Grou Select a DH Group from the drop-down menu (Group 1, Group2, Group5 and Group14). As the DH
p Group number increases, the higher the level of encryption implemented for IKE Phase 1.
Encryption F9K1004 supports DES, 3DES, AES128, AES192, AES256 encryption methods for traffic through the VPN.

Authentication

F9K1004 supports SHA1, MD5 methods for authentication.

Life Time

Enter the number of seconds for the IKE Lifetime. The period of time to pass before establishing a
new IKE security association (SA) with the remote endpoint. The default value is 28800.

IPSec (Phase 2) Proposal

Select ESP (Encapsulating Security Payload) or AH (Authentication Header) for traffic through the VPN.
* AH (Authentication Header) to provide connectionless integrity and data origin

Protocol authentication for IP datagrams and to provide protection against replay attacks.
e ESP (Encapsulating Security Payload) to provide confidentiality, data origin authentication, connectionless
integrity, an anti-replay service (a form of partial sequence integrity), and limited traffic flow confidentiality.
Encryption F9K1004 supports DES, 3DES, AES128, AES192, AES256 encryption methods for traffic through the VPN.

Authentication

F9K1004 supports SHA1, MD5 methods for authentication.

Perfect Forward Secrecy

Select Enable or Disable to enable or disable PFS (Perfect Forward Secrecy). PFS is an additional security protocol.

DH Grou Select a PFS DH Group from the drop-down menu (Group 1, Group2, Group5, Group14). As the
P DH Group number increases, the higher the level of encryption implemented for PFS.
Life Time Enter the number of seconds for the IPSec Lifetime. The period of time to pass before establishing a

new IPSec security association (SA) with the remote endpoint. The default value is 28800.
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Network
This page allows you to configure the VPN E— Network E

server and local/remote subnet.

Security Gateway Type : IP Address v

Security Gateway :
Local Network

Local Address :
Local Netmask :

Remote Network

Remote Address :

Remote Netmask :

Security Gateway Type Security Gateway Type supports IP Address and Domain Name. Select one of them.
Security Gateway The IP address or domain name of the VPN server.

Local Network Enter the local (LAN) subnet and mask. (ex. 192.168.2.0/255.255.255.0)

Remote Network Enter the remote subnet and mask. (ex. 192.168.9.0/255.255.255.0)
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Advanced
This page allows you to configure advanced VPN settings. m —

NAT Traversal : 9 Enable Disable

Dead Peer Detection : Enable @ Disable

Enabling NAT Traversal allows IPSec traffic from this endpoint to traverse through
NAT Traversal the translation process during NAT. The remote VPN endpoint must also support
this feature and it must be enabled to function properly over the VPN.

Enable DPD (Dead Peer Detection) to delete the VPN tunnel if there is no traffic

Dead Peer Detection detected. The VPN will re-establish once traffic is again sent through the tunnel.
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L2TP over IPSec
—_ T

L2TP over IPSec VPNs enable a business to transport data
over the Internet, while still maintaining a high level of security
to protect data. You can use this type of secure connection

for small or remote office clients that need access to the —
corporate network. You can also use L2TP over IPSec VPNs Connection Type : L2TP over IPSec ~
for routers at remote sites by using the local ISP and creating
a demand-dial connection into corporate headquarters. Shared Key :
Confirm :
General

The page allows you to configure the general VPN settings.

Name Enter a name for your VPN policy.

Connection Type F9K1004 Supports IPSec, L2TP over IPSec and L2TP methods to establish VPN connection.
Authentication Type F9K1004 supports pre-shared key method for authentication.

Shared Key Enter the Shared Key in box. (example: 1234567890)

Confirm Enter your Shared Key again for verification.
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L2TP Network

- - . [EE TR —

L2TP Setting VPN Server IP Setting:
Authentication : MSCHAP_V2 Server P :
Availabe Users Member
Remote IP Range : -
user1
user2
user3
userd =
users U

Select the desired authentication

Authentication protocol (PAP, CHAP, MSCHAP_V2). Server IP ésxsa'%” }2_91%:'\1'6389;;’31’) IP address.
Select MSCHAP_V2 by default ple: R
Select accounts form available Users to Assign a range of IP addresses. The assigned
Account member for authentication. You should set Remote IP Range | IP range should be on the same range as the
these available users in user setting page. Server IP (example: 192.168.99.21 - 50)
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L2TP General

L2TP (The Layer 2 Tunnel Protocol) is a tunneling protocol used Genenal m
to support virtual private networks (VPNs). It does not provide any

encryption or confidentiality by itself; it relies on an encryption

protocol that it passes within the tunnel to provide privacy.

Name :

Connection Type : L2TP -

Name Enter a name for your VPN policy

Supports L2TP methods to

Connection Type establish VPN connection
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L2TP Network

Cenerm G etk Genenl WP etk

L2TP Setting VPN Server IP Setting:
Authentication MSCHAP_V2 +» ServerIP:

Availabe Users Member Remote IP Range :
user1

user2 @

user3

userd sl

users u

Select the desired authentication Assign the VPN Server IP address
Authentication protocol (PAP, CHAP, MSCHAP_V2). Server IP (exa%ple' 192.168.99.1) !

Select MSCHAP_V2 by default ’ R

Select accounts form available to member Assign a range of IP addresses. The assigned
Account for authentication. You should set these Remote IP Range | IP range should be on the same range as the

available users in user setting page. Server IP (example: 192.168.99.21 - 50)
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User Setting

This page display the available users of VPN connection. You can
add and delete the VPN available users here. You can enter the
user name and password then click Add button to add a user.

You can select users in Current VPN User Table then
click Delete Selected button to delete users.

S — = _

Name User’s name to be setup
S .
fame : e Password Assign password
Password : pswd
Confirm pswd Confirm Re-enter password
Add| | Reset Add Create the user account
Current VPN User Table : Reset Clear the input box
No User Name Select
1 usor! Delete Selected Delete the selected entries.
2 user2 ( .
Delete All Delete all entries
3 user3
4 userd
[ Delete Selected | | Delete Al | [Reset
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VPN

Wizard

VPN Wizard will guide you through the setup process for building a simple VPN connection.

You can use Wizard to create a VPN profile easily.

1. Click Next button to begin the wizard.

Please enter the policy name

VPN policy name:

You can give a

VPNOT| (eg OfficeVPN)

Note VPN Policy is a record which keeps VPN settings for a particular VPN

name to it You can have up to 5 policies

[Lack) (M| [ Goot |

2. Enter the VPN policy name then click
the Next button to next page.
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VPN

Please choose VPN connection type
® IPSec Choose this if you are using other 3™ party VPN client
software or gateway
) L2TP over IPSec Choose this ff you are using Windows VPN client for
. connection
D oL2te Choose this if you are using ...

(LBack | (Nest ) (Cancel |

Please choose the IPSec Mode

© Client to Site Choose this if you are setting up for Telwork
P or home to office connection
@ Site to Site Choose this if you are setting up a VPN

connection between two dedicated VPN
servers

((Back] (Nex ) ( Cancel]

3. You can select [IPSec] or [L2TP over IPSec] or [L2TP] in this
page then click the Next button to go to the next page. If you
select [IPSec] then go to step “a.” If you select [L2TP over IPSec]
then go to step “b.” if you select [L2TP] then go to step “c.”

a. IPSec
You can select [Client to Site] or [Site to Site] in this page
then click the Next button to go to the next page.

Note. If you select [Client to Site], you will skip Step 4.
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VPN

Please enter the IPSec gateway or the destination network for this VPN tunnel

Security Gateway Type : |P Address =
Security Gateway : 11444766

(eg:69.100.100.100 or www.google.com.tw)
Remote Network
Remote Address : 192.168.4.0 (eg: 192.168.2.0)
Remote Netmask : 255255.255.0 (eg: 255.255.255.0)

Security Gateway. the public WAN IP address of the target device.
Remote Address: the private LAN IP domain of the target private network.

Remote Netmask: the network mask of the Remote Address

Enter the Security Gateway and remote network. Then
click the Next button to go to the next page.

Please enter the setting of L2TP
L2TP Setting:
Authentication : MSCHAP_V2 ~
User Name : Test (eg: guest)
password : ssee (eg: nk9543)
VPN Server IP Setting:
Server IP: 10.0.75.100 (eg: 10.0.174.45)
Remote IP Range : 10017521  -50  (eg 100.17466-100)

Remote IP range: the private IP domain of the dial-in user

Server IP: the gateway address of the private IP domain

[ Back] [ Next |

b. L2TP over IPSec
Enter the username, password and VPN server IP setting.
Then click the Next button to go to the next page.

101



VPN

Please enter the setting of L2TP Please enter the shared key for the VPN
L2TP Setting:
Authentication : MSCHAP_V2 ~
Usr Hase: Test (e guest) SA: ESP-3DES-SHA!
password : vese (eg: nk9543) Shared Key : 1234567890
VPN Server IP Setting: (eq-appietz3)
ServerIP: 10.0.75.100 (eg: 10.0.174.45)
Remote IP Range : 10017521 .50 | (eg 10.0.174.66-100)
Remote IP range: the private IP domain of the dial-in user ‘ Ns::emk;y\;sp‘:f n:;sbsav:?gn mlsormv:'cr; ?emm;fm RSpesSsisiaiisns
Server IP: the gateway address of the private IP domain [ [ @@{

ook (et | [Ganal] |

c. L2TP 4. Enter the shared key for the VPN connection

Enter the username, password and VPN server IP setting.
Then click the Next button to go to the next page.
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VPN

V] Enable this policy immediately.

Note:Policy MUST be enabled to activate the setting.

([Back] (Apply ] [.Cancel ]

5. Setup successful, enable this policy immediately. If you
don’t want to enable this policy, you can un-check the box.
Then click the Apply button to apply the settings.
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How to establish an L2TP over IPSec VPN wizard
connection on Windows XP e

el 9 | New Connection Wizard
Network -
Connections |

Administrator

New Connection Wizard

/e Intemet ) My Documents

3

Welcome to the New Connection
L9 My Recent Documents >

iJ E-mail - Wizard
) My Pictures
% My Music This wizard helps you
Command Prompt J
48 My Computer * Connect to the Intemel.

Microsoft Office Word 2003 * Cornect to a private network, such as your workplace
network

Notepad
et @ 2 Provom Access and
Defauks

* Setup a home or small office network.

EnSeER

IChariok Conscle @ coont o A
Toda Tl Y 2 Printers and Faxes
Mcrosoft Office Excel 200 | @) Hel and Support

o) sewch

To continue, chck Next

Anprograms [P J Run..

Cancel
1. Click the Start button and open Control Panel. 2. Click [Network Connections], double click [New

Connection Wizard] then click the Next button.
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VPN

New Connection Wizard

Network Connection Type
‘What do you want to do?

O Connect to the Intemet
Connect to the Intemet so you can browse the Web and read email

©Conr ce
Connect to a busness network (using dial-up or VPN so you can work from home,
3 field office, or another location.

(O Set up a home or small office network
Connect to an ewsting home or small office network of set up a new one.

() Set up an advanced connection
Connect directly to another computer using your senal, paralel, of infrared port, of
set up this computer so thal other computers can connect to it

[ < Back ][ Next > ][ Cancel ]

3. Select [Connect to the network at my
workplace] then click the Next button.

New Connection Wizard

Network Connection
How do you want to connect to the netviork at your workplace?

Create the following connection:

O Dial-up connection
Connect using a modem and a regular phone Ine or an Integrated Services Digital
Network (ISDN) phone line.

Connect to the network using a virtual private network (VPN connection over the
Intermet.

[ <Back J[_ New> | [ cConcel |

4. Select [Virtual Private Network connection]
then click the Next button.
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VPN

New Connection W d

Connection Name
Specify a name for this connection to your workplace

Type a name for this connection in the following box.
Compary Name

VPN Connectior{

For example, pou could type the name of your workplace of the name of a server you
will connect to

[ <Back ][ New> | [ cancel |

5. Enter the [Company Name] then click the Next button.

New Connection Wizard

Public Network
‘Windows can make sure the public network is connected first.

‘Windows can automaticaly dial the nitial connection to the Intemnet or other public
network, before establishing the vitual connection.

Oa dial this initial

[ <Back J[ Nea> ] [ Concel |

6. Select [Do not dial the initial connection]
then click the Next button.
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VPN

New Connection Wizard

VPN Server Selection
‘What is the name or address of the VPN server?

Type the host name of Intemet Protocol (IP) address of the computer to which you are
connecting.

Host name or IP address (for example, microsoft. com or 157.54.0.1 }

[ <Back ][ New> | [ cancel |

7. Enter the VPN server IP address then click the Next button.

New Connection Wizard

Smart Cards
‘You can use your smart card with this connection.

‘You can configure this connection to use your smart card to log you into the remote
network. Select whether to use your smart card with this connection.

O Use my smart card

[ <Back J[_New> | [ concel |

8. Select [Do not use my smart card] then click the Next button.
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New Connection Wizard Connect VPN Connection

Completing the New Connection

@ Wizard
‘You have successiuly completed the steps needed to

cieale the lollowing connection:

VPN Connection
* Share with all users of this computer

Lser name: test
The connection wil be saved in the Network
Cannections folder. Password: P

[[]/Add a shortct to this conneclion to my desktog
[[] Save this user name and password for the following users:

To create the connection and close this wizard, click Finish.

[ <Back | Finish ]I[ Cance! ] Connect ][ Cancel ][ Prgperties J[ Help ]

9. Click the Finish button to complete the wizard. 10. Click the Properities button.
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VPN

# VPN Connection Properties lj”zl Advanced Security Settings

General | O ecuity INetworking | Advanced Data encryption:
Stk o _Ftequ‘ue encryption (disconnect ¥ server declines) b
O Iypical (recommended settings) Logon secuity

(O Use Extensible Authentication Protocol (EAP)

oy (® Allow these protocols
: [v] Unenciypted password (PAP)
(® Advanced (custom settings) [[] Shiva Password Authentication Protocol (SPAP)

Using these sellings requires a knoviedge | () Chatenge Handshake Authertication Protacal (CHAP) |
of security protocols,
[#] Microsoft CHAP (MS-CHAP)

[] Allow older MS-CHAP

for Windows 95 servers

2

[[] Eor MS-CHAP based protocols, automatically use my
Windows logon name and password (and domain if any)

e

11. In Security, select [Advanced (custom settings)] 12. Check [Unencrypted password (PAP)] and [Challenge Handshake
then click the Settings button. Authentication Protocol (CHAP)] then click the OK button.
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VPN

# VPN Connection Properties

IPSec Settings

[7] Use pre-shared key for authentication
Key: 1234567850

(===

13. Click [IPSec Settings] then check [Use pre-shared key for
authentication], Enter the Key then click the OK button.

# VPN Connection Properties

General | Opbions | Securty] Networking anced

This connection uses the folowing tems:

wiork Monior Driver

|@%= Intemet Protocol (TCPAP)
| B 8} QoS Packet Scheduler

|4 8 Fie and Prnter Sharing for Microsoft Networks

1§ VMware Bridge Protocol v

[ mstal. ][ Unnstal ]

Descrption

Netmon Packet capture driver that allows the Netmon Ul to
acqure packets from the local network.

14. In Networking, select [L2TP IPSec VPN] then click the OK button.
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VPN

User name: | test \

Password: l"" ’

[V]:5ave this user name and password for the following users:

® Me only
O Anyone who uses this computer

I[ Cancel ][ Properties ][ Help ]

15. Click the Connect button to connect VPN connection.

Yirtual Private Network

¥PN Connection
Connected

Py J Miniport (L2TP)

16. You can see that the VPN Connection has been established
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VPN

How to establish an L2TP over IPSec
VPN connection in Windows 7

Computer
,:‘ Notepad

Network
i Wireshark

UN® | Chariot Console

Connect To

Control Pane

Devices and Printers

Run...

m WordPad

e

-Zip File Manager

@ EnGenius Wireless Utility

@ Mozilla Firefox

> AllPrograms

|]3=’:-:'~ programs and files o]

1. Click the Start button and open Control Panel.

. View network status and tasks

& Network and Internet

=3

Choose homegroup and sharing options

Set up a new connection or network
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

2. Click [View Network Status and Tasks] then

[Set up a new connection or network]
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VPN

Connect to the Internet

Set up a new network
<ag,, Configure a new router or access point.

Connect to a workplace i
Set up a dial-up or VPN connection to your workplace'

/= Set up a dial-up connection
Connect to the Internet using a dial-up connection.

® Connect to a Bluetooth personal area network (PAN)
Set up a connection to a Bluetooth enabled device or network.

Set up a wireless, broadband, or dial-up connection to the Internet.

3. Click [Connect to a workplace] then [Use
my Internet connection (VPN)]

-
° Ui Connect to s Workplace

=

How do you want to connect?

{ #® Use my [nternet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

N @ ¥

# Dial directly
Connect directly to a phone number without going through the Internet.

N B

What is 3 VPN connection?
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VPN

G Ui Connect to » Workplace

—— — S——

Type the Internet address to connect to

Your network sdministrator can give you this address.

Internet address: 192.168.7.164
Destination name: VPN Connection
[7] Use a gmart card

& [7] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.

[¥]Don't connect now; just set it up so I can connect later]

G i Connect to a Workplace

Type your user name and password

Iﬂsu name: test
Password: ———"

L Show characters

[ Remember this password
Domain (optional):

(e J _concel ]

4. Enter the VPN server IP address: [Internet address],
[Destination name] and check [Don’t connect now; just set
it up so | can connect later], then click the Next button.

5. Enter the correct User name and Password
then click the Create button.
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VPN

6. Click the Close button to close the VPN connection settings.

[EST—=)
Control Panel Home
e iz Connect to s Workplace
The connection is ready to use Change adapter settings
Change advanced sharing
‘ i settings
Rename this connection Delete this connection I Change settings of this connect
< Connect now
™|/ Local Area Connection — s VPN Connection
* _ SQA-PC_Network 11 Sp Disconnected
@ Intel(R) 82567LM Gigabit Network... f, WAN Miniport (IKEv2)
[ Gose ]

7. Click [Change adapter settings] in Step 2, then select VPN
Connection and click [Change settings of this connection]
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VPN

w

§ VPN Connection Properties 5 VPN Connection Properties B9
[Genera [ Options | Securty [Networkng [Stamg| [General | Options | Securty | Networking | Shamng|
Ifnavpu- Type of VPN
Layer 2 Tunneing Protocol with IPsec (L2TP/IPSec) =l [Layer 2 Tumelng Protocol weh Psec (2TP/PSec) 3l
: | Advanced setings |
Q&nmvwm. Data encryption
(Require encryption (dsconnect # server decines) - c )
Authentication Advanced Properties
© Use Extensble Authentication Protocol (EAP)
= Lze
Properties © Use preshared key for authentication
@ Allow these protocols Key: 1234567890
7) Use certificate for authentication
Verify the Name and Usage attributes of the server’s certificate
ation Protocol (CHAP)
) Microsoft CHAP Version 2 (MSCHAP v2)
[7] Automatically use my Windows logon name and
password (and doman. f any)

Cox J e ) :

8. Change Type of VPN to [Layer 2 Tunneling Protocol with IPSec 9. Click the Advanced settings button and select
(L2TP/IPSec)] and check [Unencrypted password (PAP)] in Security. [Use preshared key for authentication] and enter
the correct key. Then click the OK button.
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P Disconnected

-
‘
@ waNMinipor 27P)

[ .: VPN Connection | - VPN Connection
|- g VPN Connection 2

WAN Miniport (L2TP)

& Connect VPN Connection u

@ Anyone who uses this computer

| Comect J|[ Cancel | [ Propetties | [ Heb |
—
10. Double click the VPN Connection then click the Connect button. 11. You can see that the VPN Connection has been established.
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TOOLS

This section allows you to configure certain device system settings. — Time DDNS = el o

You can change the password that you use to access the router. This is not your ISP account password

Admin

Old Password :

This page allows you to change the system password R——
and to configure remote management.

Repeat New Password :

Remote management allows the router to be configured from the Intemet by a web browser. A userame and password
is still required to access the management interface

Host Address port Enable
Apply | | Cancel
Change Password
Old Password: Enter the current password.
New Password: Enter your new password.
Repeat New Password: Enter your new password again for verification.

Remote Management

You can only perform remote management from the specified IP address.

Host Address: Leave blank to allow any host to perform remote management.

Port: Enter the port number you want to accept remote management connections.

Enable: Check to Enable the remote management feature.
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TI me Admin Time DDNS Power Diagnosis  Firmware Back-up Reset

This page allows you to set the system time.

The Router reads the correct time from NTP servers on the Internet and sets its system clock accordingly. The Daylight
Savings option advances the system clock by one hour. The time zone setting is used by the system clock when
displaying the correct time in the Schedule and Log files.

Time Setup: Synchronize with the NTP Server ~
Time Zone : (GMT)Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London  ~
NTP Time Server:

: ) Enable
Daylight Saving :
From | January 1 |10 January 1

| Apply | Cancel

Time Setup: Select the method you want to set the time.

Time Zone: Select the time zone for your current location.

Enter the address of the Network Time Protocol (NTP) Server to

NTP Time Server: automatically synchronize with a server on the Internet.

Daylight Savings: Check if daylight savings applies to your area.
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Dynamic DNS (DDNS)

This free service is very useful when combined with the Virtual
Server feature. It allows Internet users to connect to your

Virtual Servers using a URL, rather than an IP Address.

This also solves the problem of having a dynamic IP address. With
a dynamic IP address, your IP address may change whenever

you connect, which makes it difficult to connect to you.

Admin Time

DDNS

Power  Diagnosis

Firmware  Back-up

DDNS allows users to map a static domain name to a dynamic IP address. You must get an account, password and
your static domain name from the DDNS service provider.

Dynamic DNS :
Server Address :
Host Name :
Username :

Password :

® Enable © Disable
DynDNS ~ ~
xocdnaalias.net

test

Apply || Cancel
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DDNS Services work as follows:

1. You must register for the service at one of
the listed DDNS Service providers.

2. After registration, use the Service provider’s normal
procedure to obtain your desired Domain name.

3. Enter your DDNS data on the F9K1004’s DDNS
screen, and enable the DDNS feature.

4. The Wireless Router will then automatically ensure
that your current IP Address is recorded at the DDNS
service provider’'s Domain Name Server.

5. From the Internet, users will be able to connect
to your Virtual Servers (or DMZ PC) using your
Domain name, as shown on this screen.

Dynamic DNS

Dynamic DNS Check this box to Enable the DDNS feature.
Server Address: Select the list of Dynamic DNS homes you would like to use from this list.
Username / Password: Enter the Username and Password of your DDNS account.
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TOOLS

Power

This page allows you to Enable or Disable the
wireless LAN power saving features.

DDNS I Power Inugmls Firmware  Back-up

Reset

You can use this power page to save energy for WLAN interfaces




Diagnosis Admin Time DDNS Power | Diagnosis | Firmware  Back-up Reset

This page allows you to determine if the WIRELESS On this page you can diagnose the current network status
ROUTER device has an active Internet connection.
Address to Ping : Start
Ping Result :

Address to Ping: Enter the IP address you would like to Ping.

Ping Result: Results of the Ping test.
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Firmware Admin Time DDNS Power  Diagnosis | Firmware | Back-up Reset

i i You can upgrade the firmware of the router on this page. Make sure the firmware you want to use is on the local hard
The fi ’mwar? (software) in the F9K1004 can be drive of your computer. Click on browse to find the firmware you want to use for your update
upgraded using your Web Browser.

[ Browse... |

Go to http://www.belkin.com/support/, to download
available firmware update for the FOK1004.

To perform the Firmware Upgrade:

1. Click the Browse button and navigate to
the location of the upgrade file.

2. Select the upgrade file. Its name will appear
in the field next to the Browse Button.

3. Click the Apply button to complete the firmware upgrade.

Note: The Wireless Router is unavailable during the upgrade
process, and must restart when the upgrade is completed. Any
connections to or through the Wireless Router will be lost.
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Back-u P Admin Time DDNS Power  Diagnosis  Firmware | Back-up Reset

Use BACKUP to save the routers current configuration to a file named config.di. You can use RESTORE to restore the
saved configuration. You can also use RESTORE TO FACTORY DEFAULT to force the router to restore the factory
default settings

Restore to factory default : Reset
Backup Settings : Save

Browse.
Restore Settings :
Upload

Restore to factory default: Restores the device to its factory default settings.

Backup Settings: Save the current configuration settings to a file.

Restores a previously saved configuration file.

Restore Settings: Click Browse to select the file. Then Upload to load the settings.
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Reset

In some circumstances it may be required
to force the device to reboot.

Admin Time. DDNS Power  Diagnosis  Firmware suk-upl Reset ]

In the event the system stops responding correctly or stops functioning, you can reset the router. Your settings will not be
changed. To reset the router, click on the APPLY button.
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TECHNICAL SUPPORT, WARRANTY, FCC STATEMENT

Technical Support

us
http://www.belkin.com/support

UK
http://www.belkin.com/uk/support

Australia
http://www.belkin.com/au/support

New Zealand
http://www.belkin.com/au/support

Singapore
1800 622 1130

Europe
http://www.belkin.com/uk/support
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Belkin International, Inc., Limited
2-Year Product Warranty

What this warranty covers.

Belkin International, Inc. (“Belkin”) warrants to the original
purchaser of this Belkin product that the product shall be free
of defects in design, assembly, material, or workmanship.

What the period of coverage is.
Belkin warrants the Belkin product for two years.

What will we do to correct problems?
Product Warranty.

Belkin will repair or replace, at its option, any defective product
free of charge (except for shipping charges for the product).
Belkin reserves the right to discontinue any of its products without
notice, and disclaims any limited warranty to repair or replace any
such discontinued products. In the event that Belkin is unable to
repair or replace the product (for example, because it has been
discontinued), Belkin will offer either a refund or a credit toward
the purchase of another product from Belkin.com in an amount
equal to the purchase price of the product as evidenced on the
original purchase receipt as discounted by its natural use.

What is not covered by this warranty?

All above warranties are null and void if the Belkin product is
not provided to Belkin for inspection upon Belkin’s request

at the sole expense of the purchaser, or if Belkin determines
that the Belkin product has been improperly installed, altered
in any way, or tampered with. The Belkin Product Warranty
does not protect against acts of God such as flood, lightning,
earthquake, war, vandalism, theft, normal-use wear and tear,
erosion, depletion, obsolescence, abuse, damage due to low
voltage disturbances (i.e. brownouts or sags), non-authorized
program, or system equipment modification or alteration.
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How to get service.

To get service for your Belkin product you
must take the following steps:

1. Contact Belkin International, Inc., at 12045 E. Waterfront
Drive, Playa Vista, CA 90094, Attn: Customer Service, or
call (800)-223-5546, within 15 days of the Occurrence.
Be prepared to provide the following information:

a. The part number of the Belkin product.
b. Where you purchased the product.

c. When you purchased the product.

d. Copy of original receipt.

2. Your Belkin Customer Service Representative will then
instruct you on how to forward your receipt and Belkin
product and how to proceed with your claim.

Belkin reserves the right to review the damaged Belkin product.
All costs of shipping the Belkin product to Belkin for inspection
shall be borne solely by the purchaser. If Belkin determines,

in its sole discretion, that it is impractical to ship the damaged
equipment to Belkin, Belkin may designate, in its sole discretion,
an equipment repair facility to inspect and estimate the cost to
repair such equipment. The cost, if any, of shipping the equipment
to and from such repair facility and of such estimate shall be
borne solely by the purchaser. Damaged equipment must remain
available for inspection until the claim is finalized. Whenever
claims are settled, Belkin reserves the right to be subrogated
under any existing insurance policies the purchaser may have.
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How state law relates to the warranty.

THIS WARRANTY CONTAINS THE SOLE WARRANTY OF
BELKIN. THERE ARE NO OTHER WARRANTIES, EXPRESSED
OR, EXCEPT AS REQUIRED BY LAW, IMPLIED, INCLUDING
THE IMPLIED WARRANTY OR CONDITION OF QUALITY,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE, AND SUCH IMPLIED WARRANTIES, IF ANY, ARE
LIMITED IN DURATION TO THE TERM OF THIS WARRANTY.

Some states do not allow limitations on how long an implied
warranty lasts, so the above limitations may not apply to you.

IN'NO EVENT SHALL BELKIN BE LIABLE FOR INCIDENTAL,
SPECIAL, DIRECT, INDIRECT, CONSEQUENTIAL OR
MULTIPLE DAMAGES SUCH AS, BUT NOT LIMITED TO,
LOST BUSINESS OR PROFITS ARISING OUT OF THE
SALE OR USE OF ANY BELKIN PRODUCT, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

This warranty gives you specific legal rights, and you may also have
other rights, which may vary from state to state. Some states do
not allow the exclusion or limitation of incidental, consequential,
or other damages, so the above limitations may not apply to you.
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FCC Statement

DECLARATION OF CONFORMITY WITH FCC RULES

FOR ELECTROMAGNETIC COMPATIBILITY

We, Belkin International, Inc., of 12045 E. Waterfront Drive, Playa
Vista, CA 90094, declare under our sole responsibility that the device,
F9K1004v1, complies with Part 15 of the FCC Rules. Operation is
subject to the following two conditions: (1) this device may not cause
harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

Caution: Exposure to Radio Frequency Radiation.

The device shall be used in such a manner that the potential
for human contact normal operation is minimized.

This equipment complies with FCC radiation exposure
limits set forth for an uncontrolled environment. This
equipment should be installed and operated with a minimum
distance of 20cm between the radiator and your body.

Federal Communications Commission Notice

This equipment has been tested and found to comply with the
limits for a Class B digital device, pursuant to Part 15 of the FCC
Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation.

This equipment generates, uses, and can radiate radio frequency
energy, and if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur

in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined
by turning the equipment off and on, the user is encouraged to try and
correct the interference by one or more of the following measures:

¢ Reorient or relocate the receiving antenna.
* Increase the distance between the equipment and the receiver.

e Connect the equipment to an outlet on a circuit different
from that to which the receiver is connected.

e Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly
approved by the party responsible for compliance could
void the user’s authority to operate this equipment.

This device and its antenna(s) must not be co-located or
operating in conjunction with any other antenna or transmitter.
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Canada-Industry Canada (IC)

The wireless radio of this device complies with RSS
139 & RSS 210 Industry Canada. This Class B digital
apparatus complies with Canadian ICES-003.

Operation is subject to the following two conditions: (1)
this device may not cause interference, and (2) this device
must accept any interference, including interference

that may cause undesired operation of the device.

Cet appareil numérique de la classe B conforme
ala norme NMB-003 du Canada.
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