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Preface

Thank you for choosing Tenda ! Please read this user guide before you start! This user guide
instructs you to install and configure your device. This user guide applies to 4G300, 4G301 and

4G302. The 4G301 is used as an example throughout this user guide.

This user guide uses the following formats to highlight
special messages:

Icon Description
This format is used to highlight information of importance or special
ANote interest. Ignoring this type of note may result in ineffective
configurations, loss of data or damage to device.
3 This format is used to highlight a procedure that will save time or
Tip resources.
L
Description of fields on the device GUI.
Knowledge
Center

Technical Support

® \Website: http://www.tendacn.com

® Email: support02@tenda.com.cn

® Skype: tendasz

® YouTube: Tendasz1999

® Hotline:

1-800-570-5892 (USA) (061) 1300787922 (Australia)
(044)197-780-6119 (UK) (0852)36120883 (Hong Kong)

(064) 800787922 (New Zealand)
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| Product Overview

1 Package Contents

Unpack the package. Your box should contain the following items:

4G301 USB cable EthernetCable Quick Install Guide Resource CD

If any of the parts are incorrect, missing, or damaged, contact your Tenda dealer. Keep the carton,
including the original packing materials, in case you need to return the product for repair.

2 Getting to know your router

21LED

4G300

Battery Meter
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LED Status Description
Battery Meter Red The amount of electrical energy capacity is less than
20%
Light Green The amount of electrical energy capacity is more than
20%
Dark Green The device is charging
Blue The unit is fully charged up
4G301
£ =—— -
“r l | “ - ra
\ - \ ==
& i 9 }
Battery Meter
System LED
LED Status Description
Battery Meter Red The power level is very low
Green Display real-time level of power capacity
System LED Blinking The unit is starting up
Solid The unit is functioning correctly
4G302

Battery Meter

= System LED
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LED Status Description
Battery Meter Red The power level is very low

Green Display real-time level of power capacity
System LED Blinking The unit is starting up

Solid The unit is functioning correctly

2.2 Button & Interface

4G300

Micro USB

USB

ON/OFF
Switch

i\ RJ45

I Reset
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Button/Interface Description
Micro USB For charging the unit via a USB cable
USB For connecting to a 3G/4G Modem or charging a terminal device

(such as iPad, iPhone)

ON/OFF Switch

Power button to turn the unit on or off. The unit functions as a 3G/4G

wireless router when turned on or a power bank when turned off

Reset Pressing it with a needle for about 10 seconds resets the unit to the
factory defaults
RJ45 Functions as a LAN port for connecting to a PC or switch in 3G/4G

router mode and WISP mode. In other modes, this port functions as

a WAN port for connecting to ISP




Tenda

| Product Overview

4G301

Reset

——RJ45

Micro USB
USB

7 onb

‘-‘ | %

—  System LED

~[#=—— ON/OFF Switch
s Battery button

Battery Meter

Button/Interface

Description

Micro USB Port

For charging the unit via a USB cable

USB

For connecting to a 3G/4G Modem or charging a terminal device

(such as iPad, iPhone)

ON/OFF Switch

Power button to turn the unit on or off. The unit functions as a 3G/4G

wireless router when turned on or a power bank when turned off

Battery Meter

Press it to view power level

Reset Pressing it with a needle for about 10 seconds resets the unit to the
factory defaults
RJ45 Functions as a LAN port for connecting to a PC or switch in 3G/4G

router mode and WISP mode. In other modes, this port functions as

a WAN port for connecting to ISP
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4G302

- Micro USB
USB

ON/OFF Switch
Battery button

Battery Meter
System LED

RJ45

Button/Interface Description
Micro USB For charging the unit via a USB cable
uUSsB For connecting to a 3G/4G Modem or charging a terminal device

(such as iPad, iPhone)

ON/OFF Switch Power button to turn the unit on or off. The unit functions as a 3G/4G

wireless router when turned on or a power bank when turned off

Battery Meter Press it to view power level

Reset Pressing it with a needle for about 10 seconds resets the unit to the

factory defaults

RJ45 Functions as a LAN port for connecting to a PC or switch in 3G/4G
router mode and WISP mode. In other modes, this port functions as

a WAN port for connecting to ISP
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2.3 Label

Wireless N300 3G/4G Router
5200mAh Mobile Power Bank
] e Modlle No.:4G 301 s81D 4
IP Address:192.168.2.1
3 Password:admin g

Power:5V oo 1.2A No

F@CE“OHS 0‘13

FCC IDVTT4G301

1—Product Model

2—Default Login IP address. This IP address is to be used to access the router’s settings through
a web browser. If you change it, you have to open a new connection to the new IP address and log
in again.

3—Default login password

4—Default wireless network name (SSID).
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Il Quick Internet Setup

1 Getting Prepared

Before you start the installation process, you need to prepare the following:

Item Description
Router Find it in your package
PC Should have a installed IE8 or higher browser

DHCP, PPPoE or Static IP Internet Connection Type:
1. Ethernet Cable from the incoming Internet side: This is provided by your
ISP
2. ISP Information: Your Internet service provider (ISP) should have
provided you with all of the information needed to connect to the Internet.
If you cannot locate this information, ask your ISP to provide it
If your ISP uses a PPPoOE Internet connection, you will need ISP login
name and password
® If you use a DHCP Internet connection, no information is needed
® |If your ISP gives you a fixed or static IP address for Internet
connection, you will need to gather the following information:
1) IP Address
2) Subnet Mask
3) Gateway
4) DNS Server
5) Alternate DNS Server (Optional)

Gather ISP
Information

3G/4G Internet Connection:

1. 3G/4G Modem: For 3G/4G Internet connection, you need to buy a
3G/4G modem

2. 3G/AG ISP Information: Your Internet service provider (ISP) should
have provided you with all of the information needed to connect to the
Internet. If you cannot locate this information, ask your ISP to provide it

3. Ethernet Cable: This can be found in the product package. You will
need it to connect your PC to this device

WISP Internet Access:

1. Remote AP's SSID, MAC address, security mode, cipher type and
security key

2. Internet connection information provided by the remote AP

3. Ethernet Cable: This can be found in the product package. You will
need it to connect your PC to this device
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2. Hardware Install

2.1 Charging Router

Turn on the router and check the power level indicator LED. (For LED description, see LED) It is
advisable to fully charge up the device if the amount of electrical energy capacity is less than 20%.

Charge Method:

Power Adapter
==
o Hio
«r

1
N7

Charge your notebook using a USB cable Power Outlet

Charge Method 1: Charge Method 2:

A Note

Please use the USB cable that comes in the package to charge this device. Using a different USB
cable might cause damage to this device.

2.2. Hardware Install

Select a hardware install method according to your environment.
A. If you access Internet by connecting to the Ethernet cable from the incoming Internet side, see

DHCP, PPPoE & Static IP to install hardware.

B. If you access Internet via a 3G or 4G modem, see 3G Router Mode to install hardware.

C. If you acquire Internet access from your WISP AP or a wireless Access Point on an existing
network see WISP Mode to install hardware.

DHCP, PPPoE & Static IP

In this mode, the RJ-45 port on this device functions as a WAN port. You must connect to this

device wirelessly.
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3.Connect the modem to a power outlet 4G301
Power Outlet
Jnternet, =S|

I DSL Modem
Fiber Optical Modem
Cable Modem Power Adapter

|\ L J @c;

Phone Cable/Fiber/TV Cable | [

4.Turn on Router

Mobile Phone

Ethernet Cable

2.Connect Router

1.Connect Modem

Notebook

Wireless Router

(n:;_

\)Tip
If you want to access and configure this device via a wired connection, simply attach a 3G modem
to its USB port and system will automatically switch to the 3G Router mode. The RJ45 port will

then function as a LAN port so that you can connect to it using an Ethernet cable. Set up Internet
connection and secure your wireless network and then reconnect to this device.

3G/4G Router Mode

In this mode, the RJ-45 port on this device functions as a WAN port. You can connect to this

device using an Ethernet cable.
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Mobile Phone

/ 2.ConnectPC.
| @

Ethernet Cable Dep
' -
Notebook

3G/4G Router Mode
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WISP Mode

In this mode, the RJ-45 port on this device functions as a WAN port. You can connect to this

device using an Ethernet cable.

4G301
2.Turn on Router
X

Mobile Phone

AR
Ethernet Cable . C‘
' Y B3

Jnternet,

Pz

g

Ethernet Cable

Wireless Router

SECEE

WISP Mode SEEGS

3 Connect to Router

In the Wireless Router (DHCP, PPPoE, Static IP) mode, clients (such as computers, smart phones
and tablets) can only connect to this device wirelessly for sharing Internet access. In the WISP
mode or 3G Router mode, computers, smart phones and tablets can access and connect to this

device either wirelessly or using an Ethernet cable.

3.1 Connect to Device Wirelessly

(\::.

QTip
1. The device's SSID is "Tenda_xxxxxx" by default (You can find it on the attached label).
2. If you secure your wireless network, you must use the security key to join it.

3. To join your wireless network, the PC you use must have an installed wireless network
adapter. If not, install one.
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Windows 7

@ Click the icon - on the notification area on the bottom right corner.

Currently connected to:

Network 4
Internet access

Wireless Metwork Connection 22

Tenda_0FFOZD

Test_yanfa_A30_WD5

Tenda_5
Default_5G
Default_2.4G
123

Tenda_020070

TEERARRERLR,

WAYOS

Open Network and Sharing Center

4| EI5PM
M 120120011

® Select the wireless network you wish to connect and click Connect.

Currently connected to:

‘ Network 4
=} Internet access

Wireless Network Connection -

Tenda_OFF02D T

| Connect automatically

Tenda 5 f.ﬁ“

Default_5G o

Default 2.4G ol

v
123 M
Tenda_020070 o
WAYOS 9l -

Open Network and Sharing Center
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® If you see the screen below, you are connecting to the wireless network.

Type the network security key

Security key: ITITI T

[¥] Hide characters

When you see Connected displayed next to the wireless network you selected, you have
connected to the wireless network successfully.

Currently connected to:

Network 4
=25 Internet access

=, Identifying... ( Tenda_0FF02D )
Mo Internet access

Wireless Metwork Connection A

Tenda_OFFOZD Connected -,.5'!!!

Tenda_5 ?ﬂ!!

Default_5G o
Default 246 o

123 o

v
Tenda_020070 ol
Wl

Open MNetwork and Sharing Center
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Windows XP

@ Right click My Network Places from your PC's desktop and select Properties.

ﬁ

My Documents

Open
Explore
Search For Computers, ..

Map Metwork Drive. ..
Disconnect Metwark Drive. ..

Zreate Shortcut
Delete
Renarme

:_F‘_mpe_rtl'

@  Right click Wireless Network Connection and select View Available Wireless

Networks.

Disable
Skatus
Repair

Bridge Connections

Create Sharkout
[Delete
Rename

Properties

10
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® Double click the wireless network you wish to connect.

'] Wireless Network Connection

Metwork Tasks

Choose a wireless netwark

ﬂ Refresh network list Click an item in the lisk below to connect b a wireless netwark in range or to get more

information.

;fﬂ, Set up a wirgless netwaork
for a home or small office

Related Tasks

\ij Learn about wireless
netwarking

iﬂf Change the order of
preferred nebworks

@'ﬂ Change advanced
sekkings

Tenda_SG_4BC730

(ii})
(ii})
(ijl})
(i1l>)

Unsecured wireless network,

Tenda_SG_000058

Unsecured wireless network,

Test_vyanf_w@5ap-5

*_E Security-enabled wirgless network (WPA)

Fz

*_lr"_l Secutity-enabled wireless nebwork (WPAZ)

Tenda_0FF0ZD

allll
aullll
aulll]

aalll

[

@ Enter the security key and click Connect.

Wireless Metwork Connection

Metwiark key:

Confirm nebwark key:

Type the key, and then click Connect,

The network, 'Tenda_0FFOZD' requires a netwaork key (also called a WEP kew or WPA key), &
nebwark key helps presvent unknown intruders from connecting to this network,

L_Q:nnnect J | Zancel

11
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® When you see Connected displayed next to the wireless network you selected, you have

connected to the wireless network successfully.

) Wireless Network Connection £|
Network Taskl Choose a wireless networlk
g Refresh network lisk Click an item in the list below to connect to a wireless network in range or to get more
infarmation,
.,—3 Set up a wireless netwark, ({ )} Tenda_OFFOZD Connected i‘e:f -’
For a horme or small office ﬁ
5 Security-enabled wireless netwark (WPA) III!! —
Related Tasks ({ﬁ}) b
‘-,i) Learn about wireless Unsecured wireless network llul][l
networking @ Tenda_0D0DGE
e Change the order of ﬁ [l
preferred networks Unsecured wireless network Elu[ll]
"gi'ﬂ “hange advanced ({ }} EICLABE RTINS
settings
Unsecured wireless network luul][l
2
(ti}) c
*_.rJ.' Security-enabled wireless network (WPAZ) n[l[l[l[l
({ﬁ}) Tenda_office
*_;",L Security-enabled wireless network (WPAZ) u[l[l[l[l w

3.2 Connect to Device Using an Ethernet Cable

If your computer is set to a static or fixed IP address (this is uncommon), change it to "Obtain an IP

address automatically" and "Obtain DNS server address automatically" from the device.

4 Smart Mode (Auto-switch between 3GRouter and Wireless
Router Mode)

The device is preset to operate in the smart mode by default.
® Depending on whether there is an available 3G modem, system automatically switches to
a) 3G Router mode (in the presence of a 3G modem); clients can share Internet access either
through a wireless or wired connection to the device. There is no need for additional
configurations!
® or b) Wireless Router mode (in the absence of a 3G modem): in the wireless router mode

12
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and automatically detects and switches between PPPoE and DHCP. If you use the DHCP
(Dynamic IP) connection type, you can simply access Internet via a wireless connection to
this device, or if you use PPPoE, access this device wirelessly and then set up Internet. See
PPPoE.
When you first time open a web page after successfully connecting to Internet, you will be
prompted to customize a wireless security key to secure your wireless network. Simply follow the
onscreen instructions there.
@Tip
This device can automatically detect and switch among the DHCP, PPPoE and 3G router mode
depending on the actual environment. If the Auto-switch feature is disabled, the device will

automatically detect and switch to the right Internet connection type in case of an Internet
connection failure.

5 Manual Internet Setup

Read this section only when you fail to access Internet after you have tried the above mentioned
steps or you can access Internet and want to change the SSID (wireless network name) and

security key of this device.

5.1 Web Login

@ Launch a web browser, say, IE.

Int erkzt
Explorer

@ In the address bar, input 192.168.2.1, and press "Enter".

(j Tenda | LOGIN - Windows Internet Explorer

A,

e s e hitp://192.168.2. 1ogin. asp

13
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® Enter the login password and click Login. The default password is admin.

User Name: admin

Password: =

Login Cancel

@ You will come to the setup wizard interface. Here you can quickly set up Internet.

wizard status Basic Wwireless Security Advanced Tools

¥ Home Horel Mode: Alsa known

as Dynamic IP connection

otel Mode: Dynamic IP
type. Select it to

' Residence Mode: PPPoE automatically obtain an IP
address and DNS server

' 3G/4G Router Mode: 3G /40 address for Internet
connection if you are not

7 WISP Mode: WISP provided with any IP or user
name/password info by the

[T Disable Auto-switch mode ISP In this mode the RJ45

port of the device works as

Nest a WAN port.

Residence Mode: Also

(\j.
QTip
1. If you access Internet by connecting to the Ethernet cable from the incoming Internet side,

see Static IP.

2. If you don't want to use the Auto-switch feature, check the Disable Auto-switch mode box.
3. You can also enable the Auto-switch mode feature after you manually set up Internet and your
wireless network so that your router can fit different environment, eliminating manual intervention.

14
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5.2 Manual Internet Setup& Wireless Security Setup

Read the following and determine your Internet connection type. Then follow the right setup

wizard.

A. If your ISP provides you with an Ethernet cable from the incoming Internet side but no ISP login

account or IP information, your ISP uses a DHCP connection. See DHCP.

B. If your ISP provides you with an Ethernet cable from the incoming Internet side and ISP login
account, your ISP uses a PPPoE connection. See PPPoE.

C. If your ISP provides you with an Ethernet cable from the incoming Internet side IP information
(IP address, subnet mask, gateway IP address, DNS server address), your ISP uses a static IP
connection. See Static IP.

D. If you access Internet via a 3G or 4G modem, see 3G/4G Router Mode.

E. If you acquire Internet access from your WISP AP or a wireless Access Point on an existing

network, see WISP Mode.
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DHCP
@ Select Hotel Mode: Dynamic IP and click Next.

Wizard

Hotel Mode: Dynamic IP

' Residence Mode: PPPoE

¢ 30/4G Router Mode: 3G /40
0 WISP Mode: WISP

[¥ Disable Auto-switch mode

Help

Hotel Mode: Also known
as Dynamic IP connection
type. Select it to
automatically obtain an IP
address and DN5 server
address for Internet
connection if you are not
provided with any IP or user
name /password info by the
ISP. In this mode the R]43
port of the device works as
a WAN port.

Residence Mode: Also

@ Configure your wireless network: SSID, channel, security settings and then click Next.

SSID: Tenda_ 762038

Channel: 6

Security Mode: WPA-PSK

Cipher Type: AES

Security Key: Myrouter

Wizard

Wizard

SSID
Channel
Security Mode

WPA/WPA2 Cipher

Security Key

Security Mode

| Tenda_762038 |

E ]

| WPA-PSK j|
@ AES 0 TKIP © TKIP&AES
| Myrouter |

Tenda optimizes wireless security. Selecting AES under WPA will effectively protect your

network against unauthorized accesses.

Help

Hotel Mode: Also known
as Dynamic IP connection
type. Select it to
automatically abtain an IP
address and DNS server
address for Internet
connection if you are not
provided with any IP or user
name/password info by the
ISP. In this mode the R]45
port of the device works as
a WAN port.

Residence Mode: Also
known as DSL or PPPoE
connection type. Select it
and enter required info if
wvour ISP is using a PPPoE
connection. In this mode the
RJ45 port of the device
warks as a WAN part.
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® MAC Clone Setup: Enter the computer or broadband modem authorized by your ISP. Then

click Next.

waard [ swws [ sasic | wireless | securny | advanced | Tools |

wizard Help
Hotel Mode: Also known
Config Wan MAC: as Dynamic IP connection

type. Select it to
MAC Address 00:0C:43:76:20:38 automatically obtain an IP
(Example:c8:3a:35:3c:10:b8) address and DNS server
address for Internet

connection if you are not

Clone MAC Restore Default MAC provided with any IP ar user
name/password info by the
Previous Mext ISP. In this mode the RJ45
- port of the device works as
a WAN port.

@ Click Finish and wait for the device to restart automatically. After reboot, reconnect to this

device wirelessly and you will be able to access Internet.

wizard Help
Hotel Mode: Also known
Configurations complete as Dynamic IP connection

type. Select it to
automatically obtain an IP

Previous Finish address and DNS server

address for Internet

Tip
Upon successful configuration, the RJ-45 port on the device functions as a WAN port and clients
must only access the device wirelessly.
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PPPoE
@ Select Residence Mode: PPPoE and click Next.

Wizard

€ Haotel Mode: Dynamic IP

Residence Mode: PPPoE

3G Router Mode: 3G

0 WISP Mode: WISP

[T Disable Auto-switch mode

[ext

Help

Hotel Mode: Alse known
as Dynamic IF connection
type. Select it to
automatically obtain an IP
address and DN5 server
address for Internet
connection if you are not
provided with any IP or user
name/password info by the
ISP. In this mode the RJ43
port of the device works as
a WAN port.

Residence Mode: Also

@ Configure your wireless network: SSID, channel, security settings and then click Next.

SSID: Tenda_ 762038
Channel: 6

Security Mode: WPA-PSK
Cipher Type: AES

Security Key: Myrouter

wzard | swws [ sasic [ wareless | securty | advanced |

Wizard

551D Tenda_762038

Channel g j

Security Mode WPA-P3SK j

WPA/WPAZ Cipher & AES © TKIP © TKIP&AES

Security Key Iyrouter |

Security Mode
Tenda optimizes wireless security. Selecting AES under WPA will effectively protect your

network against unauthorized accesses.

Presvious MEXE

Help

Hotel Mode: Also known
as Dynamic IP connection
type. Select it to
automatically abtain an IP
address and DNS server
address for Internet
connection if you are not
provided with any IP or user
name/password info by the
ISP. In this mode the R]45
port of the device works as
a WAN port.

Residence Mode: Also
known as DSL or PPPoE
connection type. Select it
and enter required info if
wvour ISP is using a PPPoE
connection. In this mode the
RJ45 port of the device
warks as a WAN part.
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® Internet Setup & MAC Clone: Enter your ISP login user name and password (case sensitive)
and the MAC address of the computer or broadband modem authorized by your ISP. Then click

Next.

wzars | T R = (2

Hotel Mode: Also known

PPPoE User Name ISP login name as Dynamic IP connection
type. Select it to

PPPoE Password ISP login password automatically obtain an IP
address and DNS server
Config Wan MAC: address for Internet

connection if you are not

MAC Address 00:0C:43:76:20:38 provided with any IP or user
(Example-c8-3a-35:3c:10:bE) name/password info by the
ISP. In this mode the RJ45
port of the device works as
a WAN port.

Residence Mode: Also

Previous Mext known as DSL or PPPoE
- connection type_ Select it

Clone MAC Restore Default MAC

@ Click Finish and wait for the device to restart automatically. After reboot, reconnect to this

device wirelessly and you will be able to access Internet.

Wiz Help

Hotel Mode: Also known

Configurations complete as Dynamic IP connection
type. Select it to
automatically obtain an IP

Previous Finish address and DNS server

address for Internet

Tip
Upon successful configuration, the RJ-45 port on the device functions as a WAN port and clients
must only access the device wirelessly.
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3G/4G Router Mode

@Tip

In this mode, you only need to configure the router. No additional configurations are required on
the 3G/4G modem.

@D Select 3G/4G Router Mode and click Next.

Wwizard Help
Hotel Mode: Also known
' Hotel Mode: Dynamic IP as Dynamic IF connection
wpe. Selectitto
" Residence Mode: PPPoE automatically obtain an IP
address and DNS server
@ 3G/4G Router Mode: 3G /40 address for Internet
connection if you are not
7 WISP Mode: WISP provided with any IP or user
name /password info by the
[¥ Disable Aute-switch mode ISP In this mods the RJ45
port of the device works as
a WAN port.
Residence Mode: Also

@ Select your 3G ISP and click Next.

waard [ stams | gastc | wireless | securiy | advanced | Tools |

Wizard Help
Hotel Mode: Also known
Country | USA j | as Dynamic IP connection

type_ Selectit to

Service Provider | AT&T (Mon-contract) j | automatically obtain an IP
address and DN5 server

I5P | | address for Internet

connection if you are not

APN | WAP CINGULAR | provided with any IP or user
name/password info by the
Dial Number | *09# | ISP In this mode the RJ45
port of the device works as
User Name | WAP@CINGULARS.COM | a WAN port.

Residence Mode: Also
known as DSL or PPPoE
connection type. Select it

Password

and enter required info if

your ISP is using a PPPoE

connection. In this mode the

RJ45 port of the device
works as a WAN port.
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® Configure your wireless network: SSID, channel, security settings and then click Next.
SSID: Tenda_ 762038

Channel: 6

Security Mode: WPA-PSK

Cipher Type: AES

Security Key: Myrouter

Hotel Mode: Also known

5D Tenda 762038 as Dynamic IF connection
- type. Select it to
Channel 5 j automatically abtain an IP
address and DNS server
Security Mode WPA - PSK j address for Internet
connection if you are not
WPA/WPA2 Cipher @ AES € TKIP € TKIPGAES provided with any IP or user
name/password info by the
Security Key Iyrouter | ISP. In this mode the RJ45
port of the device works as
Security Mode a WAN port.
Tenda optimizes wireless security. Selecting AES under WPA will effectively protect your Residence Mode: Also
network against unauthorized accesses. known as DSL or PPPoE

connection type. Select it
Presvious MEXE and enter reqguired info if
vour ISP is using a PPPoE

connection. In this mode the
RJ45 port of the device
warks as a WAN part.

@ Click Finish and wait for the device to restart automatically. After reboot, reconnect to this

device wirelessly or using an Ethernet cable and you will be able to access Internet.

Hotel Mode: Also known

Configurations complete as Dynamic IP connection
type. Select it to
automatically obtain an IP

Previous Finish address and DNS server

address for Internet

Tip
Upon successful configuration, the RJ-45 port on the device functions as a LAN port and clients
can access the device either wirelessly or via a wired connection.
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WISP

@D Select WISP Mode: WISP and click Next.

wizard

" Hotel Mode: Dynamic IP
' Residence Mode: PPPoE

3G Router Mode: 3G

T WISP Mode. WISP

[T Disable Auto-switch mode

Help

Hatel Mode: Alse known
as Dynamic IP connection
type. Select it to
autamatically obtain an IP
address and DN5 server
address for Internet
connection if you are not
provided with any IP or user
name/password info by the
ISP. In this mode the RJ43
port of the device works as
a WAN port.

Residence Made: Also

@ WISP Setup: Enter or specify the SSID, MAC, channel, security settings provided by your

WISP and then click Next.

Wizard

Remote AP's 55ID | WISP AP |

Remote AP's MAC | ci:3a:35:3c12h8 |
(Example:c8:3a:35:3c:10:b8)

Remote AP's Channel | B j |

Please select link AP's security mode from below and enter its security key:

Security Mode | WPA-P3SK j|

WPA/WPA2 Cipher | AES j |

Security Key | WISPAPSecurityKey |

Select  SSID MAC Address Cha... Security Signal St...

Help

Hotel Mode: Also known
as Dynamic IP connection
type. Select it to
automatically obtain an IP
address and DNS server
address for Internet
connection if you are not
provided with any IP or user
name /password info by the
ISP In this mode the RJ43
port of the device warks as
a WAN port.

Residence Mode: Also
known as DSL or PPPoE
connection type. Select it
and enter required info if
your ISP is using a PPPoE
connection. In this mode the
RJ45 port of the device
works as a WAN port.

3G Router Mode: Dials up
an Internet connection using
an inserted 3G network
adapter.

WISP Mode: Select it when
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® Configure your wireless network: SSID and security settings and then click Next.
SSID: Tenda_ 762038

Security Mode: WPA-PSK

Cipher Type: AES

Security Key: Myrouter

Hotel Mode: Alse known

SSID Tenda_762038 as Dynamic IP connection
type. Select it to

Channel B j automatically obtain an IP
address and DNS server
Security Mode WPA - PSK j address for Internet

connection if you are not

WPA/WPA2 Cipher (& AES O TKIP & TKIP&AES provided with any IP or user

name /password info by the

Security Key IMyrouter | I5P. In this mode the RJ43
port of the device warks as
Security Mode a WAN port.
Tenda optimizes wireless security. Selecting AES under WPA will effectively protect your Residence Made: Also
network against unauthorized accesses. known as DSL or PPPoE

connection type. Select it

Previous [ext and enter required info if
your ISP is using a PPPoE

connection. In this mode the
RJ45 port of the device
works as a WAN port.

Tip
In WISP mode, your wireless network must be set to operate on the same channel as your WISP
AP.

@ Internet Setup: Configure the Internet connection settings and then click Next. If you are

unsure, consult your WISP.

waard | sawms | gasic | wireless | security | Asvanced | Tools |

Hatel Made: Also known

Internet Connection Type DHCP j as Dynamic IP connection
type. Selectitto
automatically obtain an IF
address and DNS server

Presvious Mext

address for Internet
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® Click Finish and wait for the device to restart automatically. After reboot, reconnect to this

device wirelessly or using an Ethernet cable and you will be able to access Internet.

wzard | smws [ sasic [ wareless | securty | advanced |

Hotel Mode: Also known

Configurations complete as Dynamic IP connection
type Select it to
automatically obtain an IP

Previous Finish address and DNS server

address for Internet

@Tip

Upon successful configuration, the RJ-45 port on the device functions as a LAN port and clients
can access the device either wirelessly or via a wired connection.
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1 Status

lll Features & Configurations

This section includes the following:

WAN Status
LAN Status
Wireless Status

System Status

Click Status to enter the page.

WAN Status

Internet Connection Status

WAN IP

Subnet Mask

Gateway

Primary DNS Server

Secondary DNS Server

Internet Connection Type

LAN 51atus

IP Address

IP Mask

DHCP Server

Firewall

Wireless Status

Working Mode

Disconnected

Dynamic IP

Release

Renew

192.168.2.1
25525525350
Enabled

Disabled

WISP Mode

25
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1.1 WAN Status

WAN Status in Wireless Router Mode & WISP Mode (WISP Client Router Mode):

Internet Connection Status  Disconnected Here you can view the WAN
status, LAN status, wireless

WAN IP status and system status of
the device.
Subnet Mask
Gateway
Primary DNS Server

Secondary DNS Server

Internet Connection Type  Dynamic IP

Release Renew

WAN Status in 3G/4G Router Mode:

Status

oo e

Running Status Current Trafic 0 KB Here you can see the
device’s WAN status.
Aggregate Traffic - Current Month ~ 279.14 M8
Current Connection Duration ~ 00:00:00

Connection Duration - Current Month ~ 12:39:58

5P Auto

Mare Info Clear

Tip
IP Address/Subnet Mask/WAN subnet mask/Gateway/Primary DNS Server/Secondary DNS
Server: This type of information appears only if the router successfully connects to Internet via a
PPPoE or DHCP (dynamic IP) connection. However if you connect the router to Internet with static
IP settings provided by your ISP, these fields will display the settings you entered whether the
router successfully connects to the Internet or not.
If nothing appears in the secondary DNS server field, there is no available secondary DNS server.
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1.2 LAN Status

| AN Status

IP Address 192.168.2.1

IP Mask 2

L
L
R
L
L
=
L
L
o

DHCP Server Enabled

Firewall Disabled
1.3 Wireless Status
Wireless Status
Working Mode WISP Made
Wireless Enabled
0211 Made 11b/a/n mixed
Current Channel 13
551D Tenda_7620358
Wireless Security Disable
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1.4 System Status

System Time  2000-01-01 00:01:19

Up Time 00-01:23

Connected Clients

LAN MAC Address  C8:3A:353:76:20:38

i

WAMN MAC Address  CB:3A:35:76:20:3D

1]

Fireware Version V1.01.02

Hardware Version V1.0

AN

1. WAN MAC Address: The device’s current WAN MAC address.

Knowledge Center

2. System Time: Current system time on this device. The device automatically synchronizes the
system time with Internet time servers.

3. Up Time: Displays the time duration indicating how long the router has been up since startup.
Up time is recounted and renewed upon poweroff.

4. Connected Clients: Displays the number of DHCP clients.

2 Basic Settings

This section includes the following:
LAN Setup
WAN Setup
WAN Speed
DNS Settings
MAC Clone
DHCP Server
DHCP Client List
® To change the device's login IP address, see LAN Setup.
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® To set up Internet, see WAN Setup.

® To set up speed and duplex mode for the WAN port, see WAN Speed Setup.

® To configure DNS server, see DNS Setup.
® To clone MAC address, see MAC Clone.
® To configure DHCP server, see DHCP Server.

® To assign static IP addresses and view LAN device information, see DHCP Client List.

2.1 LAN Settings

Here you can configure the LAN IP Address and Subnet Mask. This IP address is to be used to
access the device’s settings through a web browser. Be sure to make a note of any changes you

apply to this page.

(¢
%)Tip
1.Default IP address and subnet mask are respectively 192.168.2.1 and 255.255.255.0.

2. Be sure to make a note of any changes you apply to this page. If you change the LAN IP
address of the router, you have to open a new connection to the new IP address and log in again.
Also, you have to set the default gateway addresses of all LAN PCs to this new IP address.

3. The router's LAN IP address and WAN IP address cannot be on the same IP segment. If not,
the router will not be able to access Internet.

Wizard Status Basic Wireless Security Advanced Bandwidth Control Tools

WAN Setup IP Address  192.168. 2 1 Use this section to
configure device's LAN IP
RERE=ed 255 2552550 address and Subnet Mask.
The default IP address is
192.168.2.1, and the
MAC Clone Save Cancel default Subnet Mask is
255.255.255.0.

Subnet Mask

DMS Settings

DHCP Server

DHCP Client List

Configuration Procedures:

@ Change the IP address to the one you wish to use, for example, 192.168.10.1.

@ Click Save to save your settings.
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2.2 WAN Settings

Click Basic -> WAN Setup to configure your Internet connection settings.

3G/4G Router Mode

LAN Setup

Neiwork Setting Connect on Demand is
Country Albania 2 specially recommended for
those who do not need to
always stay connected and
want to save availahle
DHCP Client List 1SP volume of Internet traffic or
hill. In this connection
APN mode, a 3G connection
automatically starts when
Dial Number there is outhound traffic to
the Internet, and it
Advanced PPP Settings automatically terminates to
User Name save your hill ifthere is no
Internet activity.

DNS Settings

DHCP Server Service Provider Auto v

Password

Selectyour connect mode: Click Save and reboot the device to acitvate your settings.

* Connect Automatically: Connect automatically to the Internet after systemn reboot
or connection failure.

Connect Manually (Require the user to manually connect to Internet before each
session.)

Connect On Demand: Re-estahlish connection to the Internet only when there is
data transmitting.

Max |dle Time 60 (60-3600,second)

Connect During Specified Time Period:Connect automatically to Internet during
a specified time length.

Configuration Procedures:

@ Country: Select your country.

@ Service Provider: Select your 3G/4G ISP.

® User Name/Password: Enter the user name and password for 3G/4G Internet service.
)

Click Save.

L

== Knowledge Center

Connect Automatically: Connect automatically to the Internet after rebooting the system or

connection failure.
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Connect Manually: Require the user to manually connect to the Internet before each session.
Connect On Demand: Re-establish connection to the Internet only when there is data
transmitting.

Connect During Specified Time Period: Connect automatically to the Internet during a specified

time length.

Wireless Router & WISP Client Router Mode

A. Select PPPoE if your ISP uses a PPPoE connection and gives you a PPPoE user name and a
PPPoOE password.

B. Select Static IP if your ISP provides you with fixed or static IP address settings (special
deployment by ISP; this is rare).

C. Select DHCP (Dynamic IP) if you can access Internet simply by directly connecting your

computer to an Internet-enabled ADSL/Cable modem without configuring any settings.
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PPPoE

Wizard Status Basic Wireless Security Advanced Bandwidth Control Tools
LAN Setup
Internet Connection Type PEROE j Static IP: Select Static IP if
vour ISP provided you all the
s User Name connection info: IP address,
DNS Settings S subnet mask, gateway
Password address, and DN5 address
MAC Clone (es) and enter them in
MTU 1480 corresponding fields.
DHCP Server Contact your ISP if you need
(Leave the default of 1480 unchanged unless otherwise any helo.
DHCP Client List reguired by ISP) DHCP: Also known as
Dynamic IP connection type.
Service Description Select it to automatically

. o obtain an IP address and
(Leave blank unless otherwise required by ISF)

DNS server address for
Internet connection if you

server Name \ are not provided with any IP

{Leave blank unless otherwise required by ISP) or user name, password info
by the ISP
PPPoE: Select PPPoE
e Cancel (Point to Point Protocol over

Ethernet) if your ISP uses a

Configuration Procedures:

@ Internet Connection Type: Select PPPOE.
@ ISP Username: Enter the ISP login name.

® ISP Password: Enter the ISP login password.
@ Click Save to save your settings.

|8

== Knowledge Center

1. MTU: The MTU (maximum transmission unit) is the largest data packet a network device
transmits. The normal MTU value for most Ethernet networks is 1500 bytes, or 1492 bytes for
PPPOE connections. For some ISPs, you might need to change the MTU. This is rarely required,
and should not be done unless you are sure it is necessary for your ISP connection. For more

information, see WAN MTU Setup.

2. Service Name: This is the descriptive name of the current connection. Only enter it if your

ISP provides it.
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3. Server Name: This is the descriptive name of the server. Only enter it if your ISP provides it.

Static IP

wizard Status Basic Wireless Security Advanced ] Bandwidth Control Tools

LAN Setup WAN Settings Help

WAN Setup Internet Connection Type Static 1P j Static IP: Select Static IP if

your ISP provided you all the

WAN Speed IP Address 18263885 connection info: IP address,
1 Gt subnet mask, gateway
ettings
2 address, and DNS address
Subnet Mask 255.255.255.0
MAC Clone (es) and enter them in
c carresponding fields.
atewa
DHCP Server v 18252881 Contact your ISP if vou need
) any help.

DHCP Client List Frimary DN5 Address | 202.96.134.33 DHCP: Also known as

Dynamic IP connection type.

Secondary ONS Address | 8-8-8-8l (Optional) Select it to automatically
obtain an P address and
MTU 1500 DNS server address for
(Leave the default of 1500 unchanged unless otherwise Internet connection if you
required by ISP) are not provided with any IP
or user name/password info
by the ISP.
PPPoE: Select PPPoE

Save Cancel

(Point to Point Protocol aver

Configuration Procedures:

@ Internet Connection Type: Select Static IP.
@ IP Address/Subnet Mask/WAN subnet mask/Gateway/Primary DNS Server/Secondary
DNS Server: Enter the ISP information you gathered in 1GettingPrepared.

® Click Save to save your settings.
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DHCP
Wizard status Basic Wireless security Advanced Bandwidth Control Tools
LAN Setup
Internet Connection Type DHCP j Static IP: Select Static [P if
your I5P provided you all the
R pe=d MTU 1500 connection info: IP address,
DNS Settings (Leave the default of 1500 unchanged unless otherwise subnet mask. gateway
. address, and DNS address
required by ISF) fes) i
MAC Clone (2s) and enter them in
corresponding fields.
DHCP Server Contact your ISP if you need
Save Cancel any help.
DHCP Client List DHCP: Also known as

Configuration Procedures:

@ Internet Connection Type: Select DHCP.

@ Click Save to save your settings.

WAN MTU Setup

The MTU (maximum transmission unit) is the largest data packet a network device transmits. The
normal MTU value for most Ethernet networks is 1500 bytes, or 1492 bytes for PPPoE
connections. For some ISPs, you might need to change the MTU. This is rarely required, and
should not be done unless you are sure it is necessary for your ISP connection. When one
network device communicates across the Internet with another, the data packets travel through
many devices along the way. If a device in the data path has a smaller MTU value than the other
devices, the data packets have to be "fragmented" to accommodate the device with the smallest
MTU value.

The best MTU value is often just the factory default value. In some situations, changing the MTU
value fixes one problem but causes another. Leave the MTU unchanged unless one of these
situations occurs:

A. You have problems connecting to your ISP or other Internet service, and either your ISP or our
technical support suggests changing the MTU value. Below web-based applications might require

an MTU change:
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° A secure website that does not open, or displays only part of a web page
o Yahoo emalil
° MSN portal
B. You use VPN and encounter serious performance problems.
C. You used a program to optimize MTU for performance reasons, and now you have connectivity
or performance problems.
If you suspect an MTU

problem, try changing the MTU to 1400. If this does not help, gradually reduce the MTU from the

maximum value of 1500 until the problem disappears.
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The common MTU sizes and applications are listed in the table below.

MTU Application

1500 Typical for connections that do not use PPPoE or VPN.

1492 Used in PPPOE environments.

1472 Maximum size to use for pinging. (Larger packets are
fragmented.)

1468 Used in some DHCP environments.

1436 Used in PPTP environments or with VPN.

Apore

A wrong/improper MTU value may cause Internet communication problems. For example, you
may be unable to access certain websites, frames within websites, secure login pages, or FTP or
POP servers.

2.3 WAN Speed

Click Basic -> WAN Speed to the configuration interface. Here you can configure the WAN speed

and duplex mode.

Wizard Status Basic Wireless Security Advanced Bandwidth Control Tools
LAN Setup
WAN Setup speed, Duplex suto j Aging and the length of
Ethernet cable may reduce
Save cancel its transmission capability. In

X this case select 10M Full
DNS Settings
Duplex or the mode

MAC Clone specified by the ISP from the
Speed/Duplex drop-down

DHCP Server list to improve performance.

DHCP Client List

(¢
%)Tip
1. The router operates in "Auto-negotiation" (or Auto) mode by default. Usually, it works for most
cases.

In some situations, you might need to change the port mode. For example, if the cable connected
to your router's WAN port is longer than 100m, you may need to use 10M full-duplex or 10M
half-duplex for better performance. Ensure that your router's WAN port operates with the same
speed and duplex mode as the remote link partner. If not, your router's WAN port may not receive
and send data.

36




Tenda 111 Features & Configurations

2.4 DNS Settings

Click Basic -> DNS Settings to enter the DNS configuration interface.

Wizard Status Basic Wireless Security Advanced Bandwidth Control Tools
LAN Setup
WAN Setup DNS Settings DNS server translates or
resolves domain names into
WAN Speed Primary DNS Address | 202.06.124.33 IP addresses. Ta manually
configure the DNS server
Secondary DMS Address 20296128 I38| addresses, check the Set
MAC Clone DNS Manually box; to obtain
DNS server IP addresses
DHCP Server Save Cancel from your ISP automatically,

leave the same box
DHCP Client List unchecked.

If the DNS IP Addresses
entered are incorrect, web
pages will not be able to
open. Thus it is advisable
not to change the default

settings here

Configuration Procedures:

@® DNS Settings: Check to enable the DNS settings.

@ Primary DNS Server: Enter the IP address of your ISP’s primary DNS server.

® Secondary DNS Address: If a secondary DNS server address is available, enter it here. This
field is optional.

@ Click Save to save your settings.

A Note

The default DNS settings are recommended. Only change the DNS default settings if you know
that your ISP requires specific servers. If incorrect DNS settings are configured, webpages will be
unable to open.
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2.5 MAC Clone

Some ISPs (Internet Service Providers) require end-user's MAC address to access their network.
This feature copies your current PC's MAC address to the router. Click Basic -> MAC Clone to

enter the MAC Clone screen.

wizard status Basic Wwireless Security Advanced Bandwidth Control Tools
LAN Setup
WAN Setup MAC Address ce [{2a 35 [76 [{20 2D WAN MAC Address: The
device's WAN MAC address
'WAN Speed : :
seen from the Internet side
Restore Default MAC Clone MAC
X by your ISP. Normally you
DNS Settings X
don't need to change its
Save Cancel default value. Normally you
don't need to change the
DHCP Server default WAN MAC value.

However, some ISPs may
DHCP Client List require the client PC's MAC
address for Internet
connection authentication. In
this case, simply enter the
correct MAC address or click
the "Clone MAC" button and
then save your settings.
Clone MAC: Click to copy
vour PC's MAC address to

the device.

|8

== Knowledge Cente

1. Restore Default MAC: Reset the router's WAN MAC to factory default.
2. Clone MAC: Clicking this button copies the MAC address of the computer that you are now
using to the router. Also, you can manually enter the MAC address that you want to use. You have

to use the computer whose MAC address is allowed by your ISP.

To restore default MAC address:

@ Click Restore Default MAC.

@ Click Save to save your settings.

To clone the MAC address of the computer that you are now using to the router:

@D Click Clone MAC.

@ Click Save to save your settings.

To manually enter the MAC address allowed by your ISP:
@ Enter the MAC address allowed by your ISP.
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@ Click Save to save your settings.

2.6. DHCP

DHCP (Dynamic Host Configuration Protocol) assigns an IP address to each device on the
LAN/private network. When you enable the DHCP Server, the DHCP Server will automatically
allocate an unused IP address from the IP address pool specified in this screen to the requesting
device as long as the device is set to "Obtain an IP Address Automatically". If you disable this
feature, you have to manually configure the TCP/IP settings for all PCs on your LAN to access
Internet.

Click Basic -> DHCP Server to enter the DHCP Server screen. Here you can change the DHCP

IP address pool and lease time.

Wizard Status Basic Wireless Security Advanced Bandwidth Control Tools
LAN Setup
WAN Setup DHCP Server ¥ Enable The Dynamic Host
Configuration Protocol
WAN Speed Start P 192.188.2. 100 (DHCP) is an automatic
X configuration protocol used
DMS Settings : R R
End IP 92.168.2. | 250 on IP networks. If you enable
MAC Clone the built-in DHCP server on
Lease Time One Day j the router, it will

automatically configure the
TCP/IF protocol settings for
DHCP Client List Save Cancel all PC's in the LAN, including
IP address, subnet mask,
gateway, and DN5.

Start IP: Enter the
starting IP address for the
DHCFP server's IP
assignment
End IP: Enter the ending IP
address for the DHCP
server's IP assignment.

Lease Time: The lease
time is a time length that the
IP address is assigned to
each device before it is

refreshed.

Configuration Procedures:

@ DHCP Server: Select whether to enable or disable the DHCP server feature.
@ Start IP/End IP: You can specify the starting and ending address of the IP address pool
here. These addresses should be part of the same IP address subnet as the router’'s LAN IP

address.
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® Lease Time: The lease time is a time length that the IP address is assigned to each device
before it is refreshed.

@ Click Save to save your settings.
(\j.
E)Tip
By default, the router functions as a DHCP server. Do not disable the DHCP server feature unless
you want to manually configure the TCP/IP settings for all PCs on your LAN.

1. Lease time will be renewed automatically upon expiry. No additional configurations are
needed.

2. If you are not an advanced user, the default DHCP server settings are recommended.

2.7 DHCP Client List

Click Basic -> DHCP Client List. Here you can view the DHCP dynamic client list, which includes

host name, IP address, MAC address, and lease time information.

Wizard Status Basic Wireless Security Advanced Bandwidth Control Tools

LAN Setup

WAN Setup IP Address 192.168.2. The DHCP Client List
displays information of

WAN Speed MAC Address - : - - . 2Add devices that have cbtained
IP addresses from the

DMS Settings R
device's DHCP Server_ If you

MAC Clone Index IP Address MAC Address Delete would like some devices on
vour network to always have

DHCP Server the same IP addresses, you

can use this feature and
manually add a static DHCP
Refresh Reservation entry for each
such device.
Host Name IP Address MAC Address Lease Time Important: To activate
new settings, you must click

INVE-20130508IP 192.168.2.100 C8:9C:DC:3B:AC:89 23:59:29
the Save button.
Note: Remember to
Save Cancel reboot device after you

finish.

@Tip

You can know whether there are unauthorized accesses by viewing the client list.

Also, you can specify a reserved IP address for a PC in the LAN. That PC will always receive the
same |IP address each time when it accesses the DHCP server. Reserved IP addresses could be

assigned to servers that require permanent IP settings.

Static Assignment Application Example:

To have a PC at the MAC address of 44:37:E6:4F:37:3B always receive the same IP address of
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