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Copyright Statement

Tenda is the registered trademark of Shenzhen Tenda Technology Co., Ltd. All the products and
product names mentioned herein are the trademarks or registered trademarks of their respective holders.
Copyright of the whole product as integration, including its accessories and software, belongs to
Shenzhen Tenda Technology Co., Ltd. No part of this publication can be reproduced, transmitted,
transcribed, stored in a retrieval system, or translated into any language in any form or by any means
without the prior written permission of Shenzhen Tenda Technology Co., Ltd. If you would like to know

more about our product information, please visit our website at http://www.tendacn.com.

Disclaimer

Pictures, images and product specifications herein are for references only. To improve internal design,
operational function, and/or reliability, Tenda reserves the right to make changes to the products
described in this document without obligation to notify any person or organization of such revisions or
changes. Tenda does not assume any liability that may occur due to the use or application of the product
or circuit layout(s) described herein. Every effort has been made in the preparation of this document to
ensure accuracy of the contents, but all statements, information and recommendations in this document

do not constitute the warranty of any kind, express or implied.



Tenda 300M Wireless AP

Preface

Thank you for choosing Tenda! Please read this user guide before you start! This user guide instructs

you to install and configure the device.

Convention
Icon Description
This format is used to highlight information of importance or
ANote special interest. Ignoring this type of note may result in ineffective

configurations, loss of data or damage to device.

@ This format is used to highlight a procedure that will save time or
Tip

Technical Support:

resources.

Website: http://www.tendacn.com
Telephone: (86 755) 2765 7180

Email: support@tenda.com.cn
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Chapter 1 Product Overview

The wireless AP, mini and exquisite, is a best-in-class 802.11n indoor access point designed specifically for
wireless projects. With existing structure, the device saves time and costs and provides an adequate level of

service for all users who connect with legacy 802.11b/g adapters in addition to the latest 802.11n adapters
for faster downloads and instant communication. Versatile and powerful, the wireless AP offers multiple

security modes, which makes your data transmission safe.
1.1 Package Contents

Please verify that the package contains the following items:
Wireless AP

Power Adapter
Screws
Ethernet Cable

)
°
)
°
® Bracket
°

Install Guide

If any of the above items are incorrect, missing, or damaged, please contact your reseller for immediate

replacement.

1.2 Hardware Description

LEDs, Interfaces and Buttons

LED Status Description

Blinking | The device is functioning properly.

The device is receiving no electrical power or the LED is
SYS Off
disabled manually via Web interface.

Solid The device is functioning improperly.
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Power Interface )

® Reset: Press it for over 7 seconds with a needle to restore factory default settings (see Appendix---3.

Default Settings.

® Power Interface: Used for connecting the included power adapter.
® LAN/PoE: PoE port for connecting to power supply or an IEEE 802.3at compliant PoE switch;

1000M Ethernet port for connecting to an Ethernet device such as a PC or switch, etc.
1.3 Installation Considerations

For better performance, it is advisable to place the device:

® Away from electrical devices that are potential sources of interference, such as ceiling fans, home
security systems, microwaves, etc.

® Away from any large metal surfaces, such as a solid metal door or aluminum studs.

® Away from large expanses of other materials such as glass, insulated walls, fish tanks, mirrors, brick,

and concrete can also affect your wireless signal.
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Chapter 2 Installation
2.1 Physical Installation

J?Tip

1. The PoE switch should be IEEE 802.3at compliant.

2. With a PoE device, it is advisable to connect to the PoE device for power supply; Without a PoE device,

please use the included power adapter for power supply.

Connect to a PoE Device

Step 1: Insert the Ethernet cable into the bracket (Recommended: Cat5, Cat5e or higher);
Step 2: Install the bracket onto the ceiling (Drill 4 holes on the ceiling, maneuver the bracket until it fits in

the holes on the ceiling and then fix the bracket onto the ceiling with the included screws.);

() =] =9

Step 3: Connect the Ethernet cable to the LAN port of the device;
Step 4: Fix the device onto the bracket;

Step 5: Connect the other end of the Ethernet cable to a PoE port on an IEEE 802.3at-compliant switch;

PoE Switch
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Step 6: Check the network topology as shown below:

Internat

PoE Ewitc_h_____h

Router

1 =

Connect to a Power Outlet with the Included Power Adapter

Step 1: Insert the Ethernet cable and power cord into the bracket;
Step 2: Install the bracket onto the ceiling (Drill 4 holes on the ceiling, maneuver the bracket until it fits in

the holes on the ceiling and then fix the bracket onto the ceiling with the included screws.);

Step 3: Connect the Ethernet cable and power cord to the device;

Step 4: Fix the device onto the bracket;
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Step 5: Connect the other end of the Ethernet cable to a switch and plug the included power adapter into a

power outlet;

Internet

2.2 Configure Your PC

The default IP address of your wireless access point is 192.168.0.254. If you are using the default IP subnet,
the computer you are using to connect to the device should be configured with an IP address that starts with
192.168.0.X (2~253) and a Subnet Mask of 255.255.255.0; if you have changed the subnet of the wireless
access point, the computer you are using to connect must be within the same subnet. If you are not clear

about this configuration, please refer to_Appendix ---1. Configure PC TCP/IP Settings.

2.3 Connect to Your Device Wirelessly

Having finished above settings, you can search for the device's default wireless network (SSID) from your

wireless devices (notebook, iPad, iPhone, etc) and enter a security key to connect to it wirelessly.

@Tip
1

The device's SSID is Tenda_ XXXXXX by default and XXXXXX is the last six characters of the MAC

address which you can find on this device’s label.
2. To join your wireless network, the PC you use must have an installed wireless network adapter. If not,

install one.

10
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Windows 7

1. | Click the icon - at the bottom right corner on your desktop;
@Tip
If you cannot find the icon - try disabling the wired network adapter or unplug the Ethernet cable from the

wired network adapter of your PC and refresh your desktop. If the problem remains unsolved, click Start >
Control Panel > Network and Internet > Network and Sharing Center, right click Wireless Network Connection and

click Connect/Disconnect. Steps for this are similar to the following.

Currently connected to: £ £
=z MNetwork 4
Internet access
Wireless Network Connection 22 ~ .
Tenda_OFF02D "
Test_yanfa_A30_WD5 1._1“ l
Tenda_5 *‘1“
Default_5G __‘_m
Default_2.4G 1'.1“
= il
Tenda_020070 :ﬂ I
WAYOS o -

Open Network and Sharing Center
-_e

B:15 PM
12A12/2011

Currently connected to:

Network 4
=17 Internet access

Wireless Network Connection -~

Tenda_OFF02D ,q‘“

Connect automatically

Tenda_5 g‘“

Default_5G o
Default_2.4G AL
k41
Tenda_020070 kL)
WAYOS o -

Open Network and Sharing Center

11
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3. Enter the security key and click OK;

Type the network security key

Security key: ssssssss

Hide characters

4. When you see Connected isplayed next to the wireless network you've slected, you have connected to

the wireless network successfully.

Currently connected to:

Network 4
1257 Internet access

" Identifying... ( Tenda_0FF02D )
Mo Internet access

Wireless Metwork Connection -
Tenda_0FFO2D Connected g}
Tenda_5 Eﬁ]
Default_5G ol
Default 24G ol
2

Tenda_020070 ol

i

Open Metwork and Sharing Center

Windows XP
1. Rightclick My Network Places from your PC's desktop and click Properties;

Open
Explore
Search For Conputers. ..

IMap Metwoark Drive..
Disconnect Metwork Drive. ..

Create Shortout
Delete
Rename

Properti

12
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2. Right click Wireless Network Connection and select View Available Wireless Networks;

Disable
¥Yiew Available Wireless Networks
Status
Repair

Bridae Connections

Create Shorkout
Delete
Fename

Froperties

3. Double click the wireless network you wish to connect;

(" Wireless Network Connection, %)

Network Tag) Choose a wireless network
@ Refresh network st Click a e i the st below £ conmect b & wirekess network I range or to get more
information,
<2 Sat up 3 wireless network Q) Tenda_SG_4BC730 L
For a home or smal officz ‘i
Unsecured wireless netwark alll
Related Tasks ((ﬁ)) Tenda_5G_000058
e Unsecured wireless network all
networking «Q) Test_yanf_w85ap-5
Changs the order of ‘i ) 0
preferred netwerks *{ Security-enabled wireless network (WA} a0l
o Change advanced wen
settings
¢ Security-enabled wireless network (WPAZ) sl

Tenda_OFFO2D

4. Enter the security key and click Connect;

The netwark 'Tenda_OFFO0Z0Y' requires a network key {also called a WEP key or WPA key). A
netwark key helps prevent unknown intruders from connecting to this network,

Type the key, and then click Connect,

Metwork key:

[ Conneck ] [ Cancel ]

Confirm network key:

5. When you see Connected displayed next to the wireless network you’ve selected, you have connected to
the wireless network successfully.

U5 Wireless Network Cannection ‘z|

Network Tasks Choose a wireless network
B Refresh natwork it Click a e i the sk below b conmect to a wireless netmark i rangs or bo get mare
information.
<2 Set up a wireless network ((gy) TendaOFFozp Connected ¢ &
For & horme o smal ofics ﬁ
5 Security-enabled wirsless network (WP alll =
Related Tasks (uﬂ» tiw_ii
et s Unsecured wireliss nstwork il
networking «a) Tenda_00006E
g Change the order of H
it e Wiz oo et ol
o Change advanced ((qy) PTELBEIPTYa
sektings
Unsecured ireless network alll
v
«ﬁn ©
{ Secrity-enabled wireless network (WPAZ) autll
((ﬁ)) Tenda_office
'Y Security-enabled wireless network (WPAZ) ol 2

13
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Chapter 3 Advanced Settings

3.1 Web Login

1. Launch a web browser, input 192.168.0.254 in the address bar and press Enter.

SN
S Nt

Username: |admin |

Password: [seees| |

Login

3. Click Login and your Web browser shall automatically display the home page.

e, WY y
Tenda o 4
Administrator Name[admin] Version:V1.0.0.6_EN (7639)
b Status
Wireless Status System Time 2013-12-16 11:25:23
Traffic Statistics Up Time 00:17:48
Wireless Clients Waorking Mode AP Mode
Quick Setup Number of Clients 1
LAN Setup Firmware Version V1.0.0.6_EN (7639)
Wireless Hardware Version 1.0.0.0
Tools MAC Address C8:3A:35:00:0B:18
IP Address 192.168.0.254
Subnet Mask 255.255.255.0

@Tip _____

In order to access the Internet and log in to this device’s Web interface at the same time, it is advisable to
set this device’s LAN IP address to be different but on the same network segment as the remote
device(such as a router), and then set your PC to Obtain an IP address automatically.
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3.2 Status

3.2.1 System Status
Click Status to enter screen below. This screen displays this device’s current system status and LAN status.

Tenda

[ —— Administrator Name[admin] Version:V1.0.0.6_EN (7639)
L emesme e ]

b Status

I System Status

Wireless Status System Time 2013-12-16 11:25:23
Traffic Statistics Up Time 00:17:48
Wireless Clients working Mode AP Mode

Quick Setup Mumber of Clients 1

LAN Setup Firmware Version V1.0.0.6_EM (7639)
Wireless Hardware Version 1.0.0.0
Tools MAC Address €8:3A:35:00:0B:18
IP Address 192.168.0.254
Subnet Mask 255.255.255.0

3.2.2 Wireless Status
Click Status > Wireless Status to enter screen below. This section displays this device’s Radio status and
SSID status.

Tenda

[P — Administrator Name[admin] Version:V1.0.0.6_EN (7639)
b Status

- Radio (On/Off) on

Traffic Statistics Network Mode 11b/a/n mixed

Wireless Clients Channel 1
. e
LAN Setup

SSID MAC Address Working Status Security Mode
Wireless
Tenda_000B19 C8:34:35:00:0B:19 Enabled MHone

SHNMP

3.2.3 Traffic Statistics

Click Status > Traffic Statistics to enter screen below. This section displays current traffic statistics of the

device's SSIDs.

Tenda

¥ Status
System Status

Wireless Status

Wireless Clients

Quick Setup

Administrator Name[admin] Version:v1.0.0.6_EN (7639)

Traffic Statistics

Tenda_000B19 0.34MB 3576 3.1z2MB 5834
Tenda_000B1A 0.00MB 1] 0.00MB o
Tenda_000B1B 0.00MB o 0.00MB a
Tenda_000B1C 0.00MB 1] 0.00MB o
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3.2.4 Wireless Clients
Click Status > Wireless Clients to enter screen below. This section displays information of connected clients

(if any).

Administrator Name[admin] Version:V1.0.0.6_EN (7639)

b Status

This section displays information of connected clients (if any).
System Status play: (if any) Help
Wireless Status Host(s) Connected Currently: Tenda_000B19 [=]
i isti Connection
Traffic Statistics D MAC Address ® o T
. Durztion
Wireless. Clients
1 C8:3A:35:C2:CAE7 192.168.0.23 None 20MHz 00:23:50
Quick Setup
LAN Setup
Wireless
SNMP

Tools

3.3 Quick Setup

This device supports 3 working modes for expanding wireless network coverage. You can select one as you
need.

AP Mode: In this mode, the AP connects to the remote device via an Ethernet cable and then clients can
connect to the AP wirelessly, thus achieving the conversion between wired networks and wireless networks.
And without any configuration, you can achieve network sharing among multiple clients.

WDS Mode: In the WDS mode, the AP and the remote device should support WDS feature. By scanning
each other and keeping their SSIDs, channels, security modes and keys the same, they can bridge
successfully. Then clients can connect to the AP wirelessly for Internet access.

AP Client Mode: In this mode, what you need to do is to scan the remote device’s signal and bridge it
successfully without any configuration on the remote device. Then clients can connect to the AP wirelessly

for Internet access.

3.3.1 AP Mode

Click Quick Setup to enter screen below:

Administrator Name[admin] Version-V1.0.0.6_EN (7639)

Status

Made @paprode  COwpsMode (AP Client Mode -
» Quick Setup m
LAN Set SSID Tenda_07A050
— TN
Restore
. Security Mode WPA - PSK ~ -
Wireless
SNMP Cipher Type ®AES TKIP TKIPRAES Help

Security Key 12345678

Tools

Configuration Procedures:

1. SSID: This field is optional. You can change your SSID here if you want to;
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2. Security Mode: Configure the security mode (WPA-PSK is recommended);

3. Cipher Type: Select a cipher type according to your need (AES is recommended);
4. Security Key: Configure a security key;

5. Click Save.

3.3.2 WDS Mode

In this mode, this device can provide access to at most 4 APs. Click Quick Setup and select WDS Mode to

enter screen below:

m Administrator Name[admin] Version:V1.0.0.6_EN (7639}
Status
. Mode (O APMode  ®WDS Mode () AP Client Mode
» Quick Setup

LAN Setup SSID Tenda_0D7491
wireless Security Mode Restore
SNMP MAC Address (Status:Unknown)
Tools MAC Address (Status:Unknown)

MAC Address (Status:Unknown)

MAC Address (Status:Unknown) §

Uplink AF Channel .
Enable Scan

Configuration Procedures:

1. Click Enable Scan;

2. Select the remote SSID you wish to connect;

3. Configure the security settings, including security mode, cipher type and security key. These settings
should be kept the same as the remote device’s;

4. Click Save.

m Administrator Name[admin] Version:v1.0.0.6_EN (7639) =

Status
S e Made OAPMode  @WDS Mode (O AP Client Mode
LAN Setup SSID Tenda_07A050
Wireless Security Mode Restore
P Cipher Type @aes OTKP O TKIPRAES
Tools Security Key 12345678
MAC Address C8:3A:35:07AD50 (Status:Unknown) =
MAC Address ] (Status:Unknown)
MAC Address ] (Status:Unknown)
MAC Address ] (Status:Unknown)
Uplink AP Channel ﬂ
st| wm [ wchdde || searty sope st
o] Tenda_2C1F08 C8:3A:35:2C:1F:08 11 none -71dBm ||||][| M
® Tenda_07A050 C8:3A:35:07:A0:50 6 wpafwep | -24dBm .||II

5. Log in to the remote device’s Web interface and follow steps 1-4 as shown above to configure the same
settings on it.

When bridged successfully, Status displays “Connected” next to the corresponding MAC Address field.

17
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ANote

In WDS mode, both the AP and the remote device should support WDS feature and you should keep their
SSIDs, channels, security modes and keys the same. As for IP addresses, they should not be the same but

on the same network segment.

3.3.3 AP Client Mode

In this mode, the AP negotiates with the remote device successfully and also provides access to clients. The

device's SSID won't be changed. Click Quick Setup and select AP Client Mode to enter screen below:

Administrator Name[admin] Version'V1.0.0.6_EN (7639)

Status

Made OspMode  OWDSMode  ®P Client Mode -
» Quick Setup m

o, sio [ ]

etup
Restore
n Security Mode

Wireless

T Uplink AP MAC Address [

Tools Uplink AP Channel

Enable Scan|

Configuration Procedures:

1. Click Enable Scan;

2. Select the remote SSID you wish to connect;

3. Configure the security settings, including security mode, cipher type and security key. These settings

should be kept the same as the remote device’s;

4. Click Save.
Administrator Name[admin] Version:V1.0.0.6_EN (7639) m
Status
- e Mode OAPMode  OWDSMode @ AP Client Mode
LAN Setup SSID Tenda_07A050
Wireless Security Mode WPA - PSK
SNMP Cipher Type OaEs @TKIP O TKIPRAES
Tools Security Key 12345678
Uplink AP MAC Address C8:3A:35:07-A0-50
Uplink AP Channel 6
Select S5ID MAC Address Channel Security  Signal Strength
Tenda_07A050 C8:3A:35:07:A0:50 6 wpafwep | -26dBm .ﬂﬂﬂ

ANote

After finishing settings on Quick Setup interface, please refer to Appendix---1. Configure PC TCP/IP Settings

to set your PC to Obtain an IP address automatically, and then you can surf the Internet.

3.4 LAN Setup

Click LAN Setup and here you can configure address mode, the LAN IP address and subnet mask.

18
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Administrator Name[admin] Version:V1.0.0.6_EN (7639)

Status

MAC Address C8:3A:35:00:0B:18 Save
Quick Setup I—/
> L e Address Mode staticP [+]
etup
Restore
N 1P Address 192.168.0.254 For example: 192.168.1.1 I—/

Wireless

SHMP Subnet Mask 255.255.255.0 For example:255.255.255.0 Help

Tools Gateway 192.168.0.1

Device Name W302A

Anote

1. The default LAN IP address is 192.168.0.254 and subnet mask is 255.255.255.0.

2. In order to log in to the Web interface, make sure LAN IP address and IP of your PC are on the same
network segment.

3. If you change this IP address, you must use the new one to re-log in to the device.

4. If in the WDS mode or AP Client mode, address mode of the LAN IP address should not be Dynamic IP.

3.5 Wireless

3.5.1 Basic

Click Wireless > Basic to configure the available wireless settings.

Administrator Name[admin] Version:¥1.0.0.6_EN (7639)

Status

Quick Setup SsIb
LAN Setup Enable M —

» Wireless Hide SSID automatically O -
Basic Broadcast SSID
Radio AP isolation @®) pisable ) Enable
Advanced Maximum clients (Rangle:1-60)

Access Control SSID
SNMP Security Mode
Tools Cipher Type ®pEs OTKIP ( TKIPRAES

Key 12345678

1. SSID: Select a SSID from the drop-down list. It supports 4 SSIDs at most.

2. Enable: Once checked, the wireless feature will be enabled.

3. Hide SSID Automatically: When number of clients outnumbers the maximum value, SSID will be hidden
automatically.

4. Broadcast SSID: This option allows you to have your network name (SSID) publicly broadcast or if you
choose to disable it, the SSID will be hidden. It is enabled by default.

5. AP Isolation: Isolates clients connecting to the same SSID.

6. Maximum Clients: Here you can configure the number of clients (1~60) that can connect the current
SSID.

7. SSID: Displays the SSID name and you can change the name here.

8. Security Mode: Configure security settings for the current SSID. This device supports WEP, WPA-PSK,
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WPA2-PSK and Mixed WPA/WPA2-PSK (To learn more, read the following).

(1) WEP

WEP (Wired Equivalent Privacy): WEP is a security algorithm for IEEE 802.11 wireless networks. Introduced
as part of the original 802.11 standard, its intention is to provide data confidentiality comparable to that of a

traditional wired network. Wireless speed can reach up to 54Mbps if WEP is used.

Administrator Name[admin] Version:V1.0.0.6_EN (7639)

Status

51D Tenda_07AD50 ~ m
Quick Setup -
LAN Set Enable 4]
- =
Restore
B Hide SSID automatically O -
F Wireless
Basic Broadcast SSID
Radio AP isolation ® Disable O) Enable
Advanced Maximum diients (Rangle:1-60)
Access Control 551D [Tenda_07A050
snmp secuty Moce
Tools Authentication Type

Default Key Security Key 1 »

WEP Key 1

| [ASCI v/]

WEP Key 2 | ‘ASCII v|

WEP Key 3 | [ASCI ~]

WEP Key 4 ] [ASCI ~]

1. Open: Uses "no authentication” + WEP Encryption. Wireless clients can associate with the device without
going through authentication. Only data in transmission is encrypted with WEP encryption.

2. Shared: Uses shared key authentication + WEP Encryption. A WEP key that is mutually agreed in
advance is required from both sides while wireless clients try to associate with the device. Association is
established only if the two sides provide the same WEP key.

3. Default Key: Specify a WEP key from the preset keys for current use. For example, if you select Key 2,
wireless clients must join your wireless network using this Key 2.

(2) WPA-PSK, WPA2-PSK

WPA: The WPA protocol implements the majority of the IEEE 802.11i standard. It enhances data encryption
through the Temporal Key Integrity Protocol (TKIP) which is a 128-bit per-packet key, meaning that it
dynamically generates a new key for each packet. WPA also includes a message integrity check feature to
prevent data packets from being tampered with. Only authorized network users can access the wireless
network. WPA adopts enhanced encryption algorithm over WEP.

WPA2: WPAZ2 is based on 802.11i and uses Advanced Encryption Standard (AES) instead of TKIP. It is more
secure than WPA and WEP.
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Administrator Name[admin] Version-V1.0.0.6_EN (7639)

Status

SSID Tenda_07AD50 v m
Quick Setup -
LAN Set Enable ]
- sz
Restore
N Hide SSID autematically O -
b Wireless
Basic Broadcast SSID
Radio AP isolation @ Disable O Enable
Advanced Maximum dlients (Rangle:1-60)
Access Control SsID Tenda_07A050
SNMP Security Mode Mixed WPAWPAZ - PSK ~w
Tools Cipher Type ®aes OTkp OTKIPRAES

Key 12345678

1. Security Mode: Supports WPA-PSK, WPA2-PSK and WPA/WPA2-PSK Mixed.

WPA-PSK: Supports AES and TKIP cipher types.

WPA2-PSK: Supports AES, TKIP and TKIP+AES cipher types.

WPA/WPA2-PSK mixed: If selected, both WPA-PSK and WPA2-PSK secured wireless clients can join your
wireless network.

2. Cipher Type: Includes AES, TKIP and TKIP&AES.

AES: If selected, wireless speed can reach up to 300Mbps.

TKIP: If selected, wireless speed can reach up to 54Mbps.

TKIP+AES: If selected, both AES and TKIP enabled wireless clients can join your wireless network.

3. Key: Specify the security key.

3.5.2 Radio

Click Wireless > Radio to enter screen below. Here you can configure basic wireless settings including

network mode, channel, extension channel, channel bandwidth, etc.

Administrator Name[admin] Version:V1.0.0.6_EN (7639)
Status
Enable Wireless %] -
Quick Setup m
LAN Set Network Mode 11b/g/n mixed v
etup
. Channel 2437MHz (Channel §)
» Wireless

Basic Channel Bandwidth ./ 20 ®) 20/40

Radio Extension Channel 2417TMHz (Channel 2) w

Advanced Channel Lockout O

Access Control WMM Capable ®Enable O Disable
SNMP APSD Capable OEnable @ Disable
Tools Key Update Interval 3600 iSeconds{Rangle:60—99998, If set to 0, key will not be updated.)

Channel Scan Enable Scan

1. Enable Wireless: Check/uncheck to enable/disable the wireless feature.

2. Network Mode: Select a right mode according to your wireless client. The default mode is 11b/g/n mixed.
11b mode: Select it if you have only 11b wireless devices in your wireless network. Up to 11Mbps wireless
rate is supported in this mode.

11g mode: Select it if you have only 11g wireless devices in your wireless network. Up to 54Mbps wireless
rate is supported in this mode.
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11b/g mixed mode: Select it if you have 11b and 11g wireless devices in your wireless network. Up to
54Mbps wireless rate is supported in this mode.

11b/g/n mixed mode: Select it if you have 11b, 11g and 11n wireless devices in your wireless network. In
this mode wireless connection rate is negotiated. Up to 300Mbps wireless rate is supported in this mode.

3. Channel: Select from 1~13 channels or Auto. It is recommended to select a channel that is the least used
by neighboring networks.

4. Channel Bandwidth: Select a proper channel bandwidth to enhance wireless performance. This option is
available only in 802.11b/g/n. Wireless speed in the channel bandwidth of 20/40 is 2 times in 20.

5. Extension Channel: This is used to ensure N speeds for 802.11n devices on the network. This option is
available in 11b/g/n mixed mode with channel bandwidth of 20/40.

6. WMM-Capable: WMM is QoS for your wireless network. Enabling this option may better stream wireless
multimedia data such as video or audio (recommended).

7. ASPD Capable: Select to enable/disable the auto power saving mode. By default, this option is disabled.
8. Key Update Interval: You can configure security key's update cycle (60—99999 seconds) here. If it's set
to 0, key will not be updated.

9. Channel Scan: You can click Enable Scan to scan wireless networks.

3.5.3 Advanced
Click Wireless > Advanced and here you can configure advanced wireless settings. If you are new to
networking and have never configured these settings before, we recommend you to leave the default settings

unchanged.

Administrator Name[admin] Version:V1.0.0.6_EN (7639)

Status

P Beacon Interval (Range: 20 - 999; Default: 100)
Vo Fragment Threshold (Range: 256 - 2346; Default: 2346)
b Tl RTS Threshold (Range: 1 - 2347; Default: 2347)
Basic DTIM Interval (Range: 1 - 255; Default: 1)
Radio TX Power (Range:17 - 23(dém); Default:23)

Advanced Power Lockout O
Access Control Wireless LED ®Enable  Onisable
SNMP Preamble ®1ong Preamble (OShort Preamble

Tools

1. Beacon Interval: This is a time interval between any two consecutive Beacon packets sent by an Access
Point to synchronize a wireless network. Specify a valid value between 20 and 999. The default setting is
100.

2. Fragment Threshold: Specify a valid Fragment Threshold value between 255 and 2346. The default is
2346. Any wireless packet exceeding the preset value will be divided into several fragments before
transmission.

3. RTS Threshold: Specify a valid value between 1 and 2347. The default is 2347. If a packet exceeds the
preset value, RTS/CTS scheme will be used to reduce collisions. Set it to a smaller value provided that there
are distant clients and interference.

4. DTIM Interval: A DTIM (Delivery Traffic Indication Message) Interval is a countdown informing clients of
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the next window for listening to broadcast and multicast messages. When such packets arrive in the router's
buffer, the router will send DTIM (delivery traffic indication message) and DTIM interval to alert clients of the
receiving packets. Specify a valid value between 1-255. The default is 1.

5. TX Power: Control TX power. Specify a valid value between 17 and 23. The default is 23.

6. Power Lockout: Once enabled, you cannot change power manually.

7. Wireless LED: You can enable or disable wireless LED manually.

8. Preamble: The 8 bytes of the preamble and the Start of Frame create a pattern of 64 bits. 7 bytes of the
preamble are for synchronization and 1 byte is for SFD, which basically says here comes a new frame, being
a "get ready" notification. There are two types of preambles: long preamble and short preamble. By default,
the device transmits data using the long preamble.

3.5.4 Access Control

Click Wireless > Access Control to enter screen below. Specify a list of devices to allow or disallow a
connection to your wireless network via the device's MAC addresses. To deactivate this feature, select

"Disable"; to activate it, select "Allow" or "Deny".

Administrator Name[admin] Version:V1.0.0.6_EN (7639)
Status

Specify 2 list of devices to allow or disallow 2 connection to your wireless network via the devices'MAC addresses. This

uick Setu
Q D can be set seperately on each SSID.

LAN Setup ssiD  [Tenda_D7AB50 w
» Wirel
ireless MAC Filter Mode
D MAC Address i Connection Duration Add to List =>

Radio
1 5C:FB:A1:15:93:D2 0.0.0.0 00:00:11 Add

Advanced
2 CC:3A:61:71:1B:6E 192.168.0.100 00:00:26 Add

Access Control

SNMP

Tools

MAC Filter Mode: Select Allow or Deny from the drop-down list.

1. To permit a wireless device to connect to your wireless network, select Allow, enter its MAC address, click
Add and then Save. Then only devices listed as “Allowed” will be able to connect to your wireless network.
2. To disallow a wireless device to connect to your wireless network, select Deny, enter its MAC address,

click Add and then Save. Then devices listed as “Denied” will be unable to connect to your wireless network.
3.6 SNMP

The Simple Network Management Protocol (SNMP) is widely used in local area networks (LANSs) for
collecting information, managing, and monitoring network devices, such as servers, printers, hubs, switches,
and routers. Specialized software in each SNMP capable device, known as an Agent, continuously monitors
the status of the device and reports the results to the SNMP Manager software, which can then act on the
report. This device supports both SNMP v1 and SNMP v2C. Click SNMP to enter screen below:
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Administrator Name[admin] Version:V1.0.0.6_EN (7639)

Status

Here you can configure SHMP settings. SNMP v1 and v2c are supported. -
Quick Setup m
. SNMP Cpisable ®Enable
etup
Restore
- Administrator Name Administrator
Wireless
» SNMP Device Name W30ZA
Trals Location ShenZhen
Read Community public
Write/Read Community private

Click Enable to enable the SNMP feature.

1. Administrator Name: Input the administrator’'s name.

2. Device Name: Input the name of the AP, e.g., WIRELESS AP.

3. Location: Input the AP’s location.

4. Read Community: Indicates the community read access string to permit reading this AP’s SNMP
information. The default is Public.

5. Write/Read Community: Indicates the community write/read access string to permit reading and
re-writing this AP’s SNMP information. The default is Private.

3.7 Tools

3.7.1 Maintenance
Firmware Upgrade

Firmware upgrade is released periodically to improve the functionality of your device or to add new features.
If you run into a problem with a specific feature of the device, log on to our website (http://www.tendacn.com)
to download the latest firmware to update your device.

Click Tools > Maintenance > Firmware Upgrade to enter screen below:

Administrator Name[admin] Version:V1.0.0.6_EN (7639)

Reboot
Status
. Use this section to update device's firmware for better functionalities or new features.
Quick Setup
Select a Firmware Fila: Browse... Upgrade
LAN Setup l—/
B Current Firmware Version: ¥1.0.0.6_EN (7639); Release Date: Aug 13 2013
Wireless
S Mote: DO NOT disconnect the device from power and network connections while upgrade is in process, otherwise
it may be permanently damaged. When upgrade is complete, the device restarts automatically. Upgrade may take
» Tools

about 90 seconds. Please wait.
Maintenance

Time
Logs
Configuration

Username & Password

Diagnostics

To upgrade device software:

1. Launch a web browser and go to http://www.tendacn.com to download the latest firmware.
2. Unzip the compressed upgrade file (.ZIP file).

3. Click Browse to locate and select the upgrade file on your hard disk.

4. Click Upgrade to upgrade device firmware.
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5. When the firmware upgrade completes, the device will automatically restart.

6. Restore the AP to factory default settings after reboot.

Aot

When uploading software to the wireless AP, it is important not to disconnect the device from power supply. If
the power supply is interrupted, the upload may fail, corrupt the software, and render the device inoperable.
When the upload completes, the device will automatically restart. The upgrade process typically takes about

several minutes.

Reboot

The Reboot option restarts the device. All connections will be lost while rebooting.

Click Tools > Maintenance > Reboot to enter screen below:

Firmware Upgrade Administrator Name[admin] Version-V1.0.0.6_EN (7639)

Status
Click the "Reboot” button to restart your device.
Quick Setup

LAN Setup

Wireless
SNMP
» Tools

Maintenance
Time
Logs
Configuration
Username & Password

Diagnostics

3.7.2 Time

System Time

Click Tools > Time > System Time to enter the system time screen. This page is used to set the device’s
system time. System time can be configured using the following 2 methods:

Sync with Internet time servers: If enabled, system automatically connects to NTP server on the Internet to
synchronize the time.

Set Time and Date Manually/Sync with Your PC: Specify the time and date manually or click Sync with

Your PC to automatically copy your current PC's time to the device.
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PP login Timeout Administrator Name[admin] Version:v1.0.0.6_EN (7639)
Status
This page is used to set the device's system time. You can select either to set the time manually or get the GMT
Quick Setup . .
time from Internet and system wil automatically connect to NTP server to synchronize the time.
LAN Setup Mote: System time will be lost when the device is disconnected from power supply. However, it wil be updated Remore
Wireless automatically when the device reconnects to Internet.
SNMP [Flsync with Internet time servers Sync Interval: |30 minutes [+]
» Tools Time Zone: | (GMT+08:00) Beijing, Chongging, Hong Kong, Urumugi, Taipei Izl
Maintenance (Note: GMT time will be updated automatically only when the device is connected to Internet)
» Time Set Time and Date Manually:
L 2013 VYear 12 Month 16 Day 11 h38 m34 s [Syncwith Your PC]
Configuration

Username & Password

Diagnostics

To Sync with Internet time servers:

1. Check Sync with Internet time servers to enable it.

2. Select a Sync Interval from the drop-down list.

3. Select your time zone.

To set time and date manually:

1. Uncheck Sync with Internet time servers to disable it.

2. Specify the time and date manually or click Sync with Your PC to automatically copy your PC's time to
the device.

And then go to Status to make sure the system time is correctly updated.
Login Timeout

Click Tools > Time > Login Timeout and here you can configure the web login timeout (1-60 minutes). The
default is 5 minutes. Device returns to login window automatically depending on the specified login timeout

and user name/password will be required.

System Time | L0000 Administrator Name[admin] Version'V1.0.0.6_EN (7639)

Status
Login Timeout Setup
Quick Setup

Login Timeout; 5 (1~60 minutes)
LAN Setup =
estore

Wireless

SNMP

b Tools
Maintenance
F Time
Logs
Configuration

Username & Password

Diagnostics

3.7.3 Logs
View Logs

Click Tools > Logs > View Logs to enter screen below. Here you can view the history of the device’s actions.

Click Refresh to update current log info or click Clear to clear all logs.
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Log Setup Administrator Name[admin] Version:V1.0.0.6_EN (7639)
Status
Type of logs to display: | Al ~ m
Quick Setup -
LAN Setu
° [ I T S—
Wireless
2013-11-05 11:42:37 Login time: web free timeout.
SNMP
3 2013-11-05 09:37:57 System Login time: web free timeout.
} Tools
2 2011-05-01 00:00:07 Lan Lan mode: static ip start.
Maintenance
1 2011-05-01 00:00:07 System System start success.
Time
» Logs
Page 1
Configuration
Username & Password
Diagnostics

Log Setup

Click Tools > Logs > Log Setup to configure system logs. Here you can set up number of logs and rules
of log settings. Up to 300 entries can be logged. The default is 150.

View Logs |1 Administrator Name[admin] Version:V1.0.0.6_EN (7639)
Status
S Number of Logs (Default:150,Range: 100~300)
uick Setup
o VEnable (To use the following rules, you must check this box.)
etup

P R wsewrr mwe A
Wireless
Lk

b Tools
Maintenance
Time
» Logs
Configuration
Username & Password

Diagnostics

To configure the log server:

1. Click Add to add a log server.

2. Specify the IP address and port of the syslog server on your LAN and enable the log server.

3. Check the "To use the following rules, you must check this checkbox." option.

If configured successfully, the system will begin to log events and simultaneously send them to the specified

log server on your LAN. You can view all logs there.

3.7.4 Configuration
Backup & Restore

Click Tools > Configuration > Backup & Restore to enter screen below. This section allows you to save a
copy of the device configurations on your local hard drive or to restore the previous configurations back to the

device.
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Restore to Factory Default Administrator Name[admin] Version:V1.0.0.6_EN (7639)

Status
This section allows you to save current settings or restore previous settings.

Quick Setup

Save Settings to Local Hard——
LAN Setup o Backup

rve

Wireless -

Load Settings from Local -/

EBrowse... Restore
SNMP Hard Drive \—I
» Tools

Maintenance
Time

Logs
Configuration

Username & Password

Diagnostics

1. Backup: Once you have configured the device the way you want it, you can save these settings to a
configuration file on your local hard drive that can later be imported to your device in case that the device is
restored to factory default settings. To do so, click the Backup button and specify a directory to save settings
on your local hardware.

2. Restore: Click the Browse button to locate and select a configuration file that is saved previously on your

local hard drive and then click Restore to restore it. Configurations will be restored after device reboot.

I..'-’,} '
£ Tip

The default backup configuration file name is APcfdfile.cfg. It is advisable to keep the filename extension(.cfg)

unchanged.

Restore to Factory Default
If the device or clients connected to the device fail to access Internet due to incorrect configurations and you
cannot solve the problem, click Tools > Configuration > Restore to Factory Default to reset the device and

then reconfigure it.

Backup & Restore Administrator Name[admin] Version:V1.0.0.6_EN (7639)

Status
Click this button to reset the device to factory default values.

Quick Setup
Restore to Factory Defauli

LAN Setup
Wireless
SNMP
b Tools
Maintenance
Time
Logs

Configuration

To restore to factory default settings, two methods are available:
Method 1: Using Ul
Click the Restore to Factory Default button and wait until the progress indicator displays 100% completed.
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Method 2: Pressing the hardware reset button
Press the Reset button on this device with a needle for about 7 seconds.
Factory Default Settings:

® User Name: admin

® Password: admin

® |P Address: 192.168.0. 254
® Subnet mask: 255.255.255.0

3.7.5 Username & Password
Click Tools > Username & Password to enter screen below. Here you can change the user name and

password for web login. The default password is admin. We suggest that you change this password to a

more secure password.

Administrator Name[admin] Version:¥1.0.0.6_EN (7639)

Status

. Use this section to change your login user name and password.
£ LIS SRR Mote: User name and password can only include 1~ 32 letters, numbers or underscaore!
VL] EEEl) Access Mode User Name Enable Action
Ll Administrator
SNMP Name admin .

¥ Tools User | Delete |

Maintenance

Time

Logs

Configuration

Username & Password

» Administrator: If you log in to the device as an administrator, you have all available rights to access the
device.

» User: If you log in to the device as a user, you can only view configurations instead of configuring or
changing any existing configurations.

3.7.6 Diagnostics
This page allows you to test your network connection. If your network is malfunctioning, click Tools >

Diagnostics to use the ping utility to test your network and find out where the problem is.

Administrator Name[admin] Version:¥1.0.0.6_EN (7639)

Status
Input an IP or 3 domain name to test network connectivity.
Quick Setup
Please enter an IP(eg: 192.168.0.254) address or a domain name(eg: www.google.com):
Wireless
SNMP
¥ Tools

Maintenance

Time

Logs
Configuration

Username & Password

Diagnostics
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Appendix

1.Configure PC TCP/IP Settings

Win7 OS Configuration

1. Right click Network on your desktop and select Properties;

Open

Map network drive...

Create shortcut
Delete

2. Click Local Area Connection > Properties;

Contrel Panel Heme

Change adapter setti

Change advanced shi
settings

See also

HomeGroup

Internet Options

4
‘I_’ "15 € Metwork and Internet » Metwork and Sharing Center -

@ Local Area Connection Status

Disconnect network drive...

i

General

Connection
IPv4 Connectivity: Mo Internet access
IPvE Connectivity: Mo Internet access
Media State: Enabled
Duration: 03:40:31
Speed: 1.0 Gbps

Activity
Sent —— Eg'l ——  Received
=
Bytes: 758,618 | 8,236,680
| Gisable || Diagnose |

Search Control Pane! P

® -

et up connections

@

Internet

See full map

Connect or disconnect

Bs type: No Internet access

\lections: [ fLocal Area Connectionl

for VPN connection; or set up a

(lFup, or VPN netwaork connection,

| Work computers, or change sharing
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3. Double click Internet Protocol Version 4 (TCP/IPv4);

[l Local Area Connection Properties E

| — |

Metworking

Connect using:
l_-?‘ Intel(R) PRO/1000 MT Metwork Connection

This connection uses the following tems:

& Cliert for Microsoft Networkcs

QQOS Paclket Scheduler |
.@ File and Printer Sharing for Microsoft Netwarks l
<& |ntemet Protocol Version & (TCP/1PvE)

M |rtomet Protocol Version 4 (TCP/1Pvd)

. Link-Layer Topology Discovery Mapper /O Driver
<& Link-Layer Topology Discovery Responder

Install... Uninstall

Description

Transmission Control Protocal/Intemet Protocol. The default
wide area networl protocol that provides communication
across diverse interconnected networks.

[ ok || cancel |

4. Select Use the following IP address, enter 192.168.0.X (2~253) in the IP address field and
255.255.255.0 in the Subnet mask field and then click OK to save your configurations.

Internet Protocel Version 4 (TCP/IPvE) Properties m

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192 . 168 . 0 . 25
Subnet mask: 255,255,255, 0
Default gatewsay: |

Obtain DMS server address automatically

(@) Use the following DNS server addresses:
Preferred DNS server:

Alternate DMS server:

[ validate settings upon exit

[ Ok ][ Cancel ]
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5. Click OK.

[0 Local Area Connection Properties u

MNetwaorking

Connect using:
‘ & Intel(R) PRO/1000 MT Network Connection ‘

This connection uses the following items:

aCliertt for Microsoft Networks

4Bl 205 Packet Scheduler

S File and Prirter Sharing for Microsoft Metworks

-4 |ntemet Protocol Version & (TCP/IPwE)

-4 |ntemet Protocol Version 4 (TCP/IPw4)

-&. Link-Layer Topology Discovery Mapper /0 Driver
-&. Link-Layer Topology Discovery Responder

RERREE

[ Install... ] [ Uninstall Properties

Description

Allows your computer to access resources on a Microsoft
network.

0K | [ Cancel

Windows XP OS Configuration
1. Right click My Network Places and click Properties;

Open
Explore
Search for Computers. .,

Map Metwork Drive, .,
Qe

sbwork Drive.

Creake Sharkcuk
Delete
Renarme

! | Properties

2. Right click Local and click Properties;

- s
Disable
Status
Repair

Bridge Connections

Create Shaortout
Delete
Renarme

!HIHHHHIHHI
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3. Find and double click Internet Protocol (TCP/IP);

- Local Properties

| | Genesal |.t'-‘~uthenti|:atinn Advanced

Connect using:

EE ntel[R) PROA000MT Network Con

Thiz connection uses the following ikems:

gy —

BQDS Packet Scheduler ~
S PPP over Ethernet Pratocol
| Internet Protocal [TCRAR) =
' bt
| |ES | =
|

Dezcription

Transmizzion Control Protocol/lntemet Protocol. The default
wide area netwark, protocal that provides communication
across diverse interconnected network s,

d ———m.

Show icon in notification area when connected
Matify me when this connection haz limited or ho connectivity

T vm—

[ ()4 H Cancel ]

4. Select Use the following IP address, enter 192.168.0.X (2~253) in the IP address field and
255.255.255.0 in the Subnet mask field and then click OK to save the configurations;

Internet Protocol [TCPSIP) Properties

General |

You can get IP settings assigned automatically if vour network supports
this capability, Otherwise, wou need to ask vour network administrator
for the appropriate IP settings,

("1 Obtain an IP address automatically
(¥ Use the following IP address:

IF address: 192 168 . 0 . 25 |

Subriet mask: | bs5 . 255 255, 0 |

Default gatewary: | . . . |

(%) Use the Following DNS server addresses:

Preferred DMNS server: | . . . |

Alkernate DNS server; | . . . |

[ Ok, l[ Cancel ]
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5. Click OK.

- Local Properties

General | Advanced|

Connect uzing:

ES |IntelR)PROA000 MT Metwork, Con

Thiz connechion uses the following items:

=" Client for e »
g File atd Printer Sharing for Microsoft Metworks =
QQDS Packet Scheduler

S PPP over Ethernet Protocal v
< | &

[ Install... ] [ rinstall ] [ Properties ]

Drezcription

Allowes vour computer to access resources on a Microzoft

network,

Show icon in notification area when connected
Motify me when this connection has imited or no connectivity

K ] [ Cancel
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2. FAQs

This section provides solutions to problems that may occur during installation and operation of the
device. Read the following if you are running into problems. If your problem is not covered here, please
feel free to go to www.tendacn.com to find a solution or email your problems to: support@tenda.com.cn.
We will be more than happy to help you out as soon as possible.

Q: I enter the device’s LAN IP address in the web browser but cannot access the utility. What
should | do?

a. Check whether device is functioning correctly. The SYS LED should blink a few seconds after device
is powered up.

b. Verify physical connectivity by checking whether a corresponding port’s link LED lights up. If not, try a
different cable.

c. Press and hold the Reset button on your device for over 7 seconds to restore factory default settings,
and then re-log in to the device.

d. Check the TCP/IP settings on your PC and verify that the IP address, 192.168.0.X (2-253), is not used
by other network devices.

e. Clear the browser cache or try another web browser.

f. Contact our technical support for help if the problem still exists after you tried all the above.

Q: What should I do if | forget the login username and password to my device?

a. Try the default username and password admin/admin.

b. Reset your device by pressing the Reset button for over 7 seconds.

Q: My computer shows an IP address conflict error after having connected to the device. What
should | do?

a. Check if there are other DHCP servers present in your LAN. If there are other DHCP servers except
your router, disable them immediately.

b. The default IP address of the device is 192.168.0.254; make sure this address is not used by another
PC or device. In case that two computers or devices share the same IP addresses, change either to a
different address.

Q: After joining your wireless connection, | can access the Internet but unable to log in to this
device’s Web interface. What should |1 do?

Please set your PC’s IP to 192.168.0.X (2~253), log in to this device’s Web interface to modify LAN IP
address, which should be different but on the same network segment as the remote device, and then set

your PC to Obtain an IP address automatically.
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3. Default Settings

Parameters Default Settings
Login IP 192.168.0.254
AP Web Login Username admin
Password admin
Quick Setup Working Mode AP Mode
Address Mode Static IP
LAN Setup IP Address 192.168.0.254
Subnet Mask 255.255.255.0
Gateway 192.168.0.1
Wireless Setup Enabled
Primary SSID Tenda_XXXXXX
Network Mode 11/b/g/n mixed
SSID Broadcast Enabled
AP lIsolation Disabled
Wireless Channel Auto
Channel Bandwidth | 20/40
Channel Extension | Auto
WMM Capable Enabled
APSD Capable Disabled
Security Mode None
Access Control Disabled
SNMP SNMP Disabled
Tools Time Sync with Internet time servers

36



Tenda 300M Wireless AP

4. Safety and Emission Statement

Ce

CE Mark Warning

This is a Class B product. In a domestic environment, this product may cause radio interference, in
which case the user may be required to take adequate measures. This device complies with EU
1999/5/EC.

NOTE: (1) The manufacturer is not responsible for any radio or TV interference caused by unauthorized
modifications to this equipment. (2) To avoid unnecessary radiation interference, it is recommended to
use a shielded RJ45 cable.

FS

FCC Statement
This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and (2) this device must accept any interference

received, including interference that may cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can
be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for
compliance could void the user's authority to operate this equipment.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

The manufacturer is not responsible for any radio or TV interference caused by unauthorized
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modifications to this equipment.

Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment.
This equipment should be installed and operated with minimum distance 20cm between the radiator &
your body.

NOTE: (1) The manufacturer is not responsible for any radio or TV interference caused by unauthorized
madifications to this equipment.

(2) To avoid unnecessary radiation interference, it is recommended to use a shielded RJ45 cable.

NCC Notice
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