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Federal Communication Commission Interference State ment

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful inferference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation.  If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that
to which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for
compliance could void the user's authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept any
interference received, including inferference that may cause undesired operation.

IMPORTANT NOTE:
FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment.
This equipment should be installed and operated with minimum distance 20cm between the
radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or
fransmitter.

The availability of some specific channels and/or operatfional frequency bands are country
dependent and are firmware programmed at the factory to match the infended destination. The
firmware setting is not accessible by the end user.

Europe — EU Declaration of Conformity

This device complies with the essential requirements of the R&TTE Directive 1999/5/EC. The following
test methods have been applied in order to prove presumption of conformity with the essential
requirements of the R&TTE Directive 1999/5/EC:

EN 60 950-1: 2001 +A11: 2004
Safety of Information Technology Equipment

EN 50385: 2002

Product standard to demonstrate the compliance of radio base stations and fixed terminal stations
for wireless telecommunication systems with the basic restrictions or the reference levels related to
human exposure to radio frequency electromagnetic fields (110MHz - 40 GHz) - General public

EN 300 328 V1.6.1 (2004-11)

Electromagnetic compatibility and Radio spectrum Matters (ERM); Wideband transmission systems;
Data tfransmission equipment operating in the 2,4 GHz ISM band and using wide band modulation
fechnigues; Harmonized EN covering essential requirements under article 3.2 of the R&TTE Directive

EN 301 489-1 V1.4.1: (2002-08)



Electromagnetic compatibility and Radio Spectrum Matters (ERM); ElectroMagnetic Compatibility
(EMC) standard for radio equipment and services; Part 1: Common technical requirements

EN 301 489-17 V1.2.1 (2002-08)

Electromagnetic compatibility and Radio spectrum Matters (ERM); ElectroMagnetic Compatibility
(EMC) standard for radio equipment and services; Part 17: Specific conditions for 2,4 GHz wideband
fransmission systems and 5 GHz high performance RLAN equipment

This device is a 2.4 GHz wideband fransmission system (transceiver), infended for use in all EU
member states and EFTA countries, except in France and Italy where restrictive use applies.

In Italy the end-user should apply for a license at the national spectrum authorities in order to obtain
authorization to use the device for setting up outdoor radio links and/or for supplying public access
fo felecommunications and/or network services.

This device may not be used for setting up outdoor radio links in France and in some areas the RF
output power may be limited to 10 mW EIRP in the frequency range of 2454 — 2483.5 MHz. For
detailed information the end-user should contact the national spectrum authority in France.

05600

Cesky | [Jméno vyrobcejimto prohlasuje, Ze tenjtyp za‘izeni]je ve shod se zakladnimi pozadavky a

[Czech] dalSimi gislusSnymi ustanovenimi simice 1999/5/ES.

Dansk Undertegnede [fabrikantens navn] erkleerer herved, at fglgende udstjudstyrets

[Danish] typebetegnelsajverholder de veesentlige krav og gvrige releviarae i direktiv 1999/5/EF.

[

Deutsch Hiermit erklart[Name des Herstellers]dass sich das Gerfieratetyp] in Ubereinstimmung

[German] mit den grundlegenden Anforderungen und den Ubrigeschlagigen Bestimmungen der

Richtlinie 1999/5/EG befindet.

Eesti| Kaesolevaga kinnitaftootja nimi = name of manufacturefeadmgseadme tiip = type ¢f

[Estonian] equipment]vastavust direktiivi 1999/5/EU pdhinduetele ja atatud direktiivist tulenevatelz
teistele asjakohastele satetele.

[e] English Herebyfname of manufacturerijdeclares that thigype of equipmentis in compliance with the
essential requirements and other relevant pro\dsidmirective 1999/5/EC.

[=s]  Espafiol Por medio de la presenfigombre del fabricantepeclara que dclase de equipofumple cor

[Spanish] los requisitos esenciales y cualesquiera otra®siispnes aplicables o exigibles de la Directiva

1999/5/CE.

EMnvucy | ME THN TIAPOYXZA [name of manufacturer] AHAQNEI OTI [type of equipment
[Greek] EYMMOPOONETAI [TPOX TIE OYZIQAEIX AITAITHZEIZ KAI TIX AOIIEX XXETIKEZ

ATATAEEIX THX OAHI'TAX 1999/5EK.

Francais Par la présentthom du fabricant]déclare que I'appareitype d'appareil] est conforme aus

[French] exigences essentielles et aux autres dispositienimentes de la directive 1999/5/CE.

[

Italiano ' Con la presenf@aome del costruttoreflichiara che questbipo di apparecchiole conforme al



[ltalian]

Latviski
[Latvian]

Lietuviy
[Lithuanian]

[n] Nederlands
[Dutch]

Malti
[Maltese]

Magyar
[Hungarian]

[el]
[Polish]

Polski

[l Portugués
[Portuguese]

Slovensko
[Slovenian]

Slovensky
[Slovak]

[fi] Suomi
[Finnish]

Svenska
[Swedish]

requisiti essenziali ed alle altre disfzosni pertinenti stabilite dalla direttiva 1999 .

Ar 30 [name of manufacturer / izgatavid nosaukums]deklag, ka [type of equipment |/
iekartas tips] atbilst Direkivas 1999/5/EK #tiskajam prasbam un citiem ar to saiggjiem
noteikumiem.

Siuo [manufacturer nameHeklaruoja, kad Sipequipment typetitinka esminius reikalavimus
ir kitas 1999/5/EB Direktyvos nuostatas.

Hierbij verklaartinaam van de fabrikantflat het toestdtype van toestelln overeenstemming
is met de essentiéle eisen en de andere relevepadifgen van richtlijn 1999/5/EG.

Hawnhekk, [isem tal-manifattur] jiddikjara li dan[il-mudel tal-prodott] jikkonforma mal-
htigijiet essenzjali u ma provvedimentirajn relevanti li hemm fid-Dirrettiva 1999/5/EC.

Alulirott, [gyartd neve] nyilatkozom, hogy a[... tipus] megfelel a vonatkozd alapve:6
kovetelményeknek és az 1999/5/EC iranyelv egyéindsainak.

Niniejszym [nazwa producentajoswiadcza,ze [nazwa wyrobu]jest zgodny z zasadniczymni
wymogami oraz pozostatymi stosownymi postanowienymektywy 1999/5/EC.

[Nome do fabricantedeclara que esféipo de equipamentogsta conforme com os requisitos
essenciais e outras disposi¢des da Directiva 1828/5

[Ime proizvajalca]izjavija, da je tdtip opreme] v skladu z bistvenimi zahtevami in ostalimi
relevantnimi doldili direktive 1999/5/ES.

[Meno vyrobcu] tymto vyhlasuje, Zdtyp zariadenia] sgina zékladné poZiadavky a v3etky
prislusné ustanovenia Smernice 1999/5/ES.

[Valmistaja = manufacturerjvakuuttaa taten etféiype of equipment = laitteen tyyppimerkinti]
tyyppinen laite on direktiivin 1999/5/EY oleellistevaatimusten ja sita koskevien direktiivin
muiden ehtojen mukainen.

Harmed intygafforetag] att denndutrustningstyp]star | 6verensstammelse med de vasenliga
egenskapskrav och dvriga relevanta bestammelsefraomgar av direktiv 1999/5/EG.
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ABOUT THIS GUIDE

Congratulations on your purchase of this 108Mbps Super-G™ Wireless LAN Router. This integrated
access device combines Internet gateway functions with wireless LAN and Fast Ethernet switch. It
provides a complete solution for Internet surfing and office resources sharing, and it is easy to
configure and operate for every users.

Purpose
This manual discusses how to install the 108Mbps Super-G™ Wireless LAN Router.

Terms/Usage
In this guide, the term “the WLAN Router” refers to your 108Mbps Super-G™ Wireless LAN Router.

Overview of this User’'s Guide

Introduction. Describes the 108Mbps Super-G™ Wireless LAN Router and its features.

Unpacking and Setup. Helps you get started with the basic installation of the 108Mbps Super-G™
Wireless LAN Router.

Identifying External Components. Describes the front panel, rear panel and LED indicators of the
108Mbps Super-G™ Wireless LAN Router.

Connecting the Router. Tells how you can connect the 108Mbps Super-G™ Wireless LAN Router
to your xDSL/Cable Modem.

Technical Specifications. Lists the technical (general, physical and environmental, performance
and Routers settings) specifications of the 108Mbps Super-G ™ Wireless LAN Router.




INTRODUCTION

With the explosive growth of the Internet, accessing information and services at any time, day or
night has become a standard requirement for most people. The era of the standalone PC is waning.
Networking technology is moving out of the exclusive domain of corporations and into homes with at
least two computers.

This integrated access device combines Internet gateway functions with wireless LAN and Fast
Ethernet switch. Designed for the business and home, it saves you the cost of installing a separate
modem and ISP line for each computer, while providing ready connection for the users, with or
without the network wires.

Broadband network access is also gaining ground. However, allowing more than two computers to
access the Internet at the same time means less affordable, higher costs. Thus, there is a need to
share one legal IP address over a single Internet connection to link the home with the Internet.

The scarcity of IP addresses and using a shared Internet connection through an Internet sharing
device can solve high network access costs. All linked computers can make full use of broadband
capabilities over such a device.

This device not only comes equipped with a wide range of features, but also can be installed and
configured right out of the box. This device supports a simple local area network and Internet access
share, offering great cost savings.

The local area network connects up home computers while also allowing any of the computers to
access the Internet, share resources, or play online games—the basis of the family computing
lifestyle.

Applications:

Broadband Internet access:

Several computers can share one high-speed broadband connection through wireless or wired
(WLAN, LAN and WAN-Internet).

Resource sharing:

Share resources such as printers, scanners and other peripherals.

File sharing:

Exchange data, messages, and distribute files thus making good use of hard disk space.

Online gaming:

Through the local area network, online gaming and e-commerce services can be easily setup.
Firewall:

A built-in firewall function — for security and anti-hack system.

Features:

High speed data transfer rate

Supports NAT for share 1 IP address to all LAN/WLAN users.
Supports PPPoE and PPTP protocol for Dial-Up ADSL.
Supports 64/128 bit WEP Encryption

Supports WPA-PSK, WPA2-PSK, WPA, WPA2 security
Supports DHCP Server / Client.

Supports UPnP (Universal Plug and Play).

Supports Virtual Server mapping.

Supports Packet filtering.

Supports Protocol filtering

Support Domain filtering

YVVVYVYVVVYVYVYYVYY
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Supports DNS

Simple Firewall protection.

Upgradeable firmware for future function.
Simple setting using Setup Wizard.

Easy configuration via WEB Browser.



UNPACKING AND SETUP

This chapter provides unpacking and setup information for the 108Mbps Super-G™ Wireless LAN

Router.

Unpacking

Open the box of the WLAN Router and carefully unpack it. The box should contain the following items:
& One 108Mbps Super-G™ Wireless LAN Router

¢ One dipole antenna

¢ One external power adapter

¢ One CD-ROM with this User's Guide

If any item is found missing or damaged, please contact your local reseller for replacement.

Setup

The setup of the WLAN Router can be performed properly using the following methods:

*
*
L 4

The power outlet should be within 1.82 meters (6 feet) of the Broadband Router.
Visually inspect the DC power jack and make sure that it is fully secured to the power adapter.

Make sure that there is proper heat dissipation from and adequate ventilation around the
Broadband Router. Do not place heavy objects on the Broadband Router.
Fix the direction of the antennas. Try to place the Wireless Router in a position that can best

cover your wireless network. Normally, the higher you place the antenna, the better the
performance will be. The antenna’s position enhances the receiving sensitivity.




HARDWARE INSTALLATION

Front Panel

The figure below shows the front panel of the 108Mbps Super-G™ Wireless LAN Router.

Wireless
Broadband
Router

IEEE 802.11g

Front Panel

Power
This indicator lights green when the hub is receives power, otherwise it is off.

Status
This indicator blinking green means the WLAN Router is working successful. Otherwise, this indicator
always on or off means the function of the WLAN Router is fail.

WAN (Link/ACT)
The indicators light green when the WAN port was connected to an xDSL/Cable modem successfully.

The indicators blink green while the WAN port was transmitting or receiving data on the xDSL/Cable
modem.

WLAN (ACT)

This indicator lights green when there are wireless devices connected and transmitting data to the
WLAN Router.

Local Network (Link/ACT)
These indicators light green when the LAN ports were connected successfully.
These indicators blinking green while the LAN ports were accessing data.




Rear Panel
The figure below shows the rear panel of the 108Mbps Super-G™ Wireless LAN Router.

fd LI LI

REZET

L LANPorts —J T PowerJack I
Anlannd WAN Port Reset
Rear Panel
Antenna
There is one 2dBi Gain Antenna in the rear panel for wireless connection.
LAN (1-4)

Four RJ-45 10/100Mbps Auto-MDIX ports for connecting to either 10Mbps or 100Mbps Ethernet
connections.

WAN

In the four port broadband router, there is an RJ-45 10/100Mbps Auto-MDIX port for the WAN that
will fit the xDSL/Cable modem’s specification need.

DC IN
Plug the power adapter to this power jack
RESET

Use a pin-shape item to push to reset this device to factory default settings. It will be useful too when
the manager forgot the password to login, but the setting will be back to default setting.



Hardware connections

Connecting the WLAN Router

ADSL/Cable Modem

1. Plug in one end of the network cable to the WAN port of the WLAN Router.

2. Plug in the other end of the network cable to the Ethernet port of the xDSL or Cable modem.

3. Use another network cable to connect to the Ethernet card on the computer system; the other end
of the cable connects to the LAN port of the WLAN Router. Since the 108Mbps Super-G™
Wireless LAN Router has four ports, you can connect up to four computers directly to the unit.
There you do not have to buy a switch to connect these computers since one WLAN Router
functions both as a connection-sharing unit and as a switch.

Check the installation

The control LEDs of the WLAN Router are clearly visible and the status of the network link can be

seen instantly:

1. With the power source on, once the device is connected to the broadband modem, the Power,
System, LAN, WLAN and WAN port LEDs of the WLAN Router will light up indicating a normal
status.

2. While the WAN is link up to the ADSL/Cable modem, the WAN port’s LED will light up.

3. While the LAN is link up to the computer system, the LAN port’s LED will light up.




PC NETWORK TCP/IP SETTING

The network TCP/IP settings differ based on the computer's operating
(Win95/98/ME/NT/2000/XP) and are as follows.

system

Windows 95/98/ME

1. Click on the “Network neighborhood " icon found on the desktop.
2. Click the right mouse button and a context menu will be show.

3. Select “Properties ” to enter the TCP/IP setting screen.
4

Select “Obtain an IP address automatically " on the “IP address " field.
TCP/IP Properties 2] x|

Bindings | Advanced | HeiBiDs |
NS Configustion | Gatewsy | 44/1HS Configuration | IF Address

An IF address can be automatically assigned to-this computer.
IFpour nebwark daes not automatically assign [P addresses, ask
wour nehiark administrator for an address. and then' type it in
the space below. :

¢ btain an P address sutomaticalls

4 Specify an P address:

IEEdd e |1|] N A s |

Subrethissk (255265255 0|

ok | canee |

5. Select “Disable DNS ” in the “DNS” field.

TCP/IP Properties (2] x]
Bindings I Advanced i MetBIog
DMS Configuration i Giateway i WINS'Eanigura[ibnli IP Address

" Enable DHS-

(ot I,,:H B syt ! i

[5G Gemer Search e

Hemeiie

Faele]
Lomiam St EanehiEder
| i |
| Eemnye |

(] 8 I Cancel |

6. Select “None” for the “Gateway address " field.




TCPAP Properties 2] ]

Bindings i fidvanced I HelBlos
DNS Configuration Gatewsy | wiNG Configuration | 1P Addiess

Thie first gatewayin the Installed Gateway list will be the defaclk
‘The address order in the lizt will be the onder in which these
machines are used.

Hew gateway:

Installed gateways:

Windows 2000

Double click on the “My computer ” icon on the desktop. When “My computer ” window opens, open
the “Control panel ” and then open the “Network dialup connection " applet. Double click on the
“Local area network connection” icon. Select “Properties” to enter the TCP/IP setting window.

1. Inthe “Local area network status ” window, click on “Properties .”

2. In the “Local area network connection " window, first select TCP/IP setting and then select
“Properties .”

3. Set both “IP address ” and “DNS” to Automatic configuration

= =X
e Cdit Miew  Favo Advanced  |lelp ‘“
mBack = - [i]| @search GyFolders CAhistory | B H K o | [ |
Address [[31 network and Diakup Connections =l e |
= ™ = = =
s i y
el L = T
e Make New  Local firea
Mebtwork and Dial- Connection  Connection
u

General | Local

Staty

Conne Eenera\| Internet Protocal (TCP/IP) Properties 21|
[ Connect using Genelali

Dural -

spoe | 2 DLIRL e o get [P seltigs assighed altomatisall i paut netwsik supparls
SRR e e S e e

the appropii

iiste IP ssitings

Activity
‘Comporients ¢
] & Dbtain an I addhess sulamaticalhs
Pack |1 et il T ———
s = = =
I

~Descript
o ' Dbtain DNS sepver sddress sutormaticaly
o widemmar " Usethe folowing DNS server addiesses:
actoss dive —
I Showicor C= =
Bebysrced
T |
[z abyectin) .

Windows XP

Point the cursor and click the right button on the “My Network Place” icon.
Select “properties” to enter the TCP/IP setting window.

1. Set“IP address ” to “Obtain an IP address automatically .”

2. Set“DNS” to “Obtain DNS server address automatically .”




Internet Protocol [TCP/IP) Properties

General | Altemate Configuration |

You can get P settings aszsigned automatically if your netwark, supparts
thiz capability. Othenaize, you need to azk pour netwark. administrator far
the appropriate 1P settings.

%) Obtain an IP address automatically
{7 Usge the following IP address:

(@i0btan DNS server addiess automaticalls
") Use the follawing DMS server addresses:

l- Ok ]l Cancel ]
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CONFIGURATION

First make sure that the network connections are functioning normally.
This WLAN Router can be configured using Internet Explorer 5.0 or newer web browser versions.

Login to the WLAN Router through Wireless LAN

Before configuring the WLAN Router through WLAN, make sure that the SSID, Channel and the
WEP is set properly.

The default setting of the WLAN Router that you will use:

v' SSID: default

v' Channel: 6

v/ Security: disable

Login to the WLAN Router

Before you configure this device, note that when the WLAN Router, make sure the host PC must be
set on the IP subnetwork that can be accessed by the xDSL/Cable modem. For example, when the
default network address of the xDSL/Cable modem Ethernet interface is 192.168.1.x, then the host
PC should be set at 192.168.1.xxx (where xxx is a number between 2 and 254), and the default
subnet mask is 255.255.255.0.

Using the Web Browser

1. Open Internet Explorer 5.0 or above Internet browser.

2. Enter IP address http://192.168.1.1 (the factory-default IP address setting) to the URL web
address location.

| e [ 15z 1.1

3.  When the following dialog box appears, enter the user name and password to login to the main
configuration window, the default username and password is “admin ”.

[ remember my password

Setup Wizard

Setup wizard is provided as the part of the web configuration utility. User can simply follow the step-
by-step process to get the wireless router configuration ready to run in 6 easy steps by clicking on the
“Wizard” button on the function menu. The following screen will appear. Please click “Next” to
continue.

11



'*_:-!S" ﬁ elcome to Wireless Router Setup Wizard

Step 1. Setyour new password

Step 2. Choose your time zone

Step 3. Set LAN connection and DHCF server
Step 4. Setinternet connection

Step 5. Setwireless LAM connection

Step 6. Restart

display wizard next time? ) Yes (O No

Step 1: Set up new Password
User can change the password and then click “Next” to continue.

'*_v!s' ﬁ elcome to Wireless Router Setup Wizard

Set Password

PESSWOI’G [ ITTITITY YT ITITTI]T]

"'-.-"'el’if‘jl." PESSWOI’d (I Y ITT111 11 T]]

’ = Back ] ’ Mext = ] [E}{it]
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Step 2: Choose time zone
Select the time zone from the drop down list. Please click “Next” to continue.

", —

Zan Welcome to Wireless Router Setup Wizard

Choose Time Zone

(GMT-05:00) Pacific Time (US & Canada) i

[ = Back ] [ Mext = ] [E}{it]

Step 3: Set LAN connection and DHCP server

Set user’s IP address and mask. The default IP is 192.168.1.1. If user likes to enable DHCP, please
click “Enabled”. DHCP enabled is able to automatically assign IP addresses. Please assign the range
of IP addresses in the fields of “Range start” and “Range end”. Please click “Next” to continue.

4 ., 4

Zan Welcome to Wireless Router Setup Wizard
Set LAN & DHCP Server

LAMN IP Address | 192.168.1.1
LAMN Subnet Mask |255.255.265.0
DHCP Server ® Enable © Disable
Range Start 192.168.1.100

Range End |192.168.1.193

[ < Back ] [ Mext = ] [E}{it]
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Step 4: Set Internet connection

Select how the router will set up the Internet connection: Obtained IP automatically; Fixed IP address;
PPPOE to obtain IP automatically; PPPoE with a fixed IP address; PPTP.

Obtain IP automatically (DHCP client):

If user has enabled DHCP server, choose "Obtain IP automatically (DHCP client)" to have the WLAN
Router assign IP addresses automatically.

L

Zas Welcome to Wireless Router Setup Wizard
Select Internet Connection Type

@ Obtain IP automatically (DHCE client)
O Fixed IP address

O FFPoE to obtain IF automatically

O FPPoE with a fixed IP address

O PFTF

O LZTP

’ = Back ] ’ Mext = ] [E}{it]

14



Fixed IP Address:

g

“Zas “Welcome to Wireless Router Setup Wizard
Select Internet Connection Type

O Obtain IP automatically (DHCP client)
@ FixedIP address

O PPPoE to abtain IF automatically

O FPPoE with a fixed IP address

O PPTP

QO L2TP

[ < Back ] [ Mext = ] [E}{it]

If the Internet Service Providers assign a fixed IP address, choose this option and enter the assigned
IP address, subnet mask, gateway IP and DNS IP addresses for the WLAN Router.

“Zan Welcome to Wireless Router Setup Wizard
Set Fixed IP Address

VAN IP Address 0.0.0.0

VAN Subnet Mask |0.0.0.0
VAN Gateway Address |0.0.0.0
DNS Server Address 1/0.0.0.0
DMS Server Address 2(0.0.0.0
DNS Server Address 3/0.0.0.0

[ = Back ”Next:— ][E}{it]
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PPPoE to obtain IP automatically:

-

Zas “Welcome to Wireless Router Setup Wizard
Select Internet Connection Type

O Obtain IP automatically (DHCF client)
O Fixed IF address

...........

O PPPoE with a fixed IP address
O PFPTP
O L2TP

[ = Back ” Mext = ][E}{it]

If connected to the Internet using a PPPoE (Dial-up xDSL) Modem, the ISP will provide a Password
and User Name, and then the ISP uses PPPoE. Choose this option and enter the required
information.

o, -~

“ax Welcome to Wireless Router Setup Wizard
Set PPPoE to obtain IP automatically IP

|ser Mame

PEISSWDFd  ITTITT Y Y YT IITIgT]

Yerify Password (sesssssssssssssssssssssss

[ < Back ] [ Mext = ] [E}{it]
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PPPoE with a fixed |IP address:

‘%& elcome to Wireless Router Setup Wizard
Select Internet Connection Type

O Obtain IP automatically (DHCE client)
O Fixed IP address

O FFPoE to obtain IF automatically

® FPPoE with afixed IP address

O PFTF

O LZTP

’ = Back ] ’ Mext = ] [E}{it]

If connected to the Internet using a PPPoE (Dial-up xXDSL) Modem, the ISP will provide a Password,
User Name and a Fixed IP Address, choose this option and enter the required information.

£

Zas “Welcome to Wireless Router Setup Wizard
Set PPPoe with a fixed IP Address

User Mame
Fasswar eessssssssssssssssssssses
Yerify Password eesesssssssssssssssssnnse
IF Address |0.0.0.0

[ < Back ] [ Mext = ] [E}{it]
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‘“ elcome to Wireless Router Setup Wizard
Select Internet Connection Type

O Obtain IP automatically (DHCP client)
O Fixed IF address

O PPFoE to abtain [P automatically

O PPPoE with a fixed IP address

® PFTF

QO L2TP

[ = Back ] [ Mext = ] [E}{it]

If connected to the Internet using a (PPTP) xDSL Modem, enter the your IP Address, Subnet Mask,
Gateway, Server IP, PPTP Account and PPTP Password, Your Subnet Mask required by your ISP in
the appropriate fields. If your ISP has provided you with a Connection ID, enter it in the Connection
ID field, otherwise, leave it zero.

‘“ elcome to Wireless Router Setup Wizard
Set PPTP Client

[ = Back ][Next:b HE}{it]
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L2TP:

‘*‘L elcome to Wireless Router Setup Wizard
Select Internet Connection Type

O Obtain IP automatically (DHCP client)
O Fixed IF address

O PPFoE to abtain IF automatically

O FFPPoE with a fixed IF address

O FFTF

® LZTP

[ < Back ] [ Mext = ] [E}{it]

If connected to the Internet using a L2TP (Dial-up xDSL) Modem, the ISP will provide a Server IP.
Account and Password. Choose this option and enter the required information.

‘“ elcome to Wireless Router Setup Wizard
Set L2TP Client

’ = Back ] ’ Mext = ] [E}{it]
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Step 5: Set Wireless LAN connection

Click “Enable” to enable wireless LAN. If user enables the wireless LAN, type the SSID in the text box
and select a communications channel. The SSID and channel must be the same as wireless devices
attempting communication to the router.

B

Zan Welcome to Wireless Router Setup Wizard
Set Wireless LAN Connection

Wireless LAN @ Enable © Disable
ESSID | default
Channel |B «

[ < Back ] [ Mext = ] [E}{it]

Step 6: Setup completed

The Setup wizard is now completed. The new settings will be effective after the Wireless router
restarted. Please click “Restart” to reboot the router. If user does not want to make any changes,
please click “Exit” to quit without any changes. User also can go back to modify the setting by clicking
“Back”.

“a “Welcome to Wireless Router Setup Wizard
Setup Completed

Click "Restart" button to save the settings and restart Wireless
Fouter.

[ < Back H Restart ”E}{it]
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Advanced configuration

LAN Setting

The screen enables user to configure the LAN & DHCP Server, set WAN parameters, create
Administrator and User passwords, and set the local time, time zone, and dynamic DNS.

LAN & DHCP Server

This page leads to set LAN and DHCP properties, such as the host name, IP address, subnet mask,
and domain name. LAN and DHCP profiles are listed in the DHCP table at the bottom of the screen.

| HostName | IP Address MAC Address

Host Name: Type the host name in the text box. The host name is required by some ISPs. The
default host name is "AP-Router."

IP Address: This is the IP address of the router. The default IP address is 192.168.1.1.

Subnet Mask: Type the subnet mask for the router in the text box. The default subnet mask is
255.255.255.0.

DHCP Server: Enables the DHCP server to allow the router to automatically assign IP addresses to
devices connecting to the LAN. DHCP is enabled by default.

All DHCP client computers are listed in the table at the bottom of the screen, providing the host name,
IP address, and MAC address of the client.

Start IP: Type an IP address to serve as the start of the IP range that DHCP will use to assign IP
addresses to all LAN devices connected to the router.

End IP: Type an IP address to serve as the end of the IP range that DHCP will use to assign IP
addresses to all LAN devices connected to the router.

Domain Name: Type the local domain name of the network in the text box. This item is optional.
WAN

This screen enables user to set up the router WAN connection, specify the IP address for the WAN,
add DNS numbers, and enter the MAC address.
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015z | DHCP Client or Fixed IP v |

& Obtain IP Automatically
O Specify IP

[0 [ | -z | ]
il [ Clone MAC Address |

Connection Type: Select the connection type, either DHCP client, Fixed IP, PPPoE, PPTP or L2TP
from the drop-down list.

WAN IP: Select whether user wants to specify an IP address manually, or want DHCP to obtain an IP
address automatically. When Specify IP is selected, type the IP address, subnet mask, and default
gateway in the text boxes. User’s ISP will provide with this information.

DNS 1/2/3: Type up to three DNS numbers in the text boxes. User's ISP will provide with this
information.

MAC Address: If required by user’s ISP, type the MAC address of the router WAN interface in this
field.
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Password

This screen enables user to set administrative and user passwords. These passwords are used to
gain access to the router interface.

Administrator: Type the password the Administrator will use to log in to the system. The password
must be typed again for confirmation. The authority if Administrator allow user configuration of the
WLAN Router.

User: Type the password the User will use to log in to the system. The password must be typed
again for confirmation. The authority if User only allow user viewing current configuration of the
WLAN Router.

Time
This screen enables user to set the time and date for the router's real-time clock, select properly time

Hour | 02 V!Minute!52 V!Secondl‘m V’H Set Time J

() Enabled & Disabled
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Local Time: Displays the local time and date.

Time Zone: Select the time zone from the drop-down list.

Synchronize the clock with:  Select the clock adjustment method form the drop-down list.
Automatic: Automatically adjust the system time from NTP Server.
Manual: Manually adjust the system time when you press the Set Time button.

Default NTP server: The Simple Network Time Protocol (SNTP) server allows the WLAN Router to
synchronize the system clock to the global Internet through the SNTP Server. Specify the NTP
domain name or IP address in the text box.

Set the time: Manually setting the WLAN Router system time, press the Set Time button to update
the system time.

Daylight Saving: Enables user to enable or disable daylight saving time. When enabled, select the
start and end date for daylight saving time.

Dynamic DNS

This allows the DDNS server what your current IP address is when you are on-line. You firstly need
to register your preferred DNS on the DDNS providers. Then, please select the DDNS address in the
Server Address and fill the related information in the below fields: Host Name, User Name and
Password.
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Wireless

This section enables user to configuration the wireless communications parameters for the WLAN
Router.
Basic

This page allow user to enable and disable the wireless LAN function, create a SSID, and select the
channel for wireless communications.

~_) LAN Setting

o, Wireless |

Channel EV (Domain: USA)

) Routing
) Access T Y O Ensbled ® Disabled
- ‘Management 53 @ Enabled O Disabled
_ Tools

L ) ‘Hhrd Cancel || Apply

Enable/Disable: Enables and disables wireless LAN via the WLAN Router.

SSID: Type an SSID in the text box. The SSID of any wireless device must match the SSID typed
here in order for the wireless device to access the LAN and WAN via the router.

Channel: Select a transmission channel for wireless communications. The channel of any wireless
device must match the channel selected here in order for the wireless device to access the LAN and
WAN via the router.

Super G mode: From the drop list, if you like to use Super-G™ to enhance the speed, there are
three options on Super-G™ mode: Super G without turbo; Super G with Dynamic turbo and Super G
with Static turbo. The turbo mode indicates the combination of two channels to enhance the
throughput. Super G without turbo indicates that it is on Super G mode without the channel's
combination. Dynamic turbo is able to automatically detect if any ‘Super-G™ based’ product is
available. If no, the connection is via ‘normal’ G. Static turbo means it will not go back to ‘normal’ G
once it starts.

Extended Range Mode: Enable or Disable the eXtended Range(XR) function.

SSID Broadcast: While SSID Broadcast is enabled, all wireless clients will be able to communicate
with the WLAN Router. For secure purpose, user may want to disable SSID broadcast to allow only
those wireless clients with the SSID to communicate with the WLAN Router.
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Authentication

The authentication type default is set to disable. There are four options: Disable, WEP, WPA, and
WPAZ2.

| | e = . . — I O sMst

Authentication Type: The authentication type default is set to open system. There are three
options: Open System; Shared Key, WPA and WPA-PKS.

\WEP Encryption |

_J Access

’ Cancel ] ’Apply ] [Clear]

WEP: Open System allows public access to the router via wireless communications; Shared Key

requires the user to set a WEP key to exchange data with other wireless clients that have the same
WEP key..

Mode: Select the key mode in ASCII or HEX

WEP Key: Select the level of encryption from the drop-down list. The router supports, 64- and 128-
bit encryption.

Key 1 ~ Key 4: Enables user to create an encryption scheme for Wireless LAN transmissions.
Manually enter a set of values for each key. Select a key to use by clicking the radio button next to
the key. Click “Clear” to erase key values.

WPA/WPA2 Security |
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(30 Mintes v
@ B4 bits O 128 bits

|30 Minutas v

@ B4 bits O 128 bits

CI— TEm—
- RADIUS Se 1812 ] erve ez |
_) Management [EE .} Management = ‘
Imnan . 1 ] el L. = @ === 00 5o
CETR—

Shared Secret | Shared Secret

If WPA or WPA2 is selected, the below screen is shown. Please set the length of the encryption
key and the parameters for the RADIUS server.

Lifetime: Select the Lifetime of the Encryption Key from 5 Minutes to 1 Day. As soon as the
lifetime of the Encryption Key is over, the Encryption Key will be renewed by the Radius server.

Encryption Key: Select the Encryption Key Length Size ranging from 64 to 128 Bits that you would
like to use.

RADIUS Server:

1. Enter the IP address, Port used and Shared Secret by the Primary Radius Server.

2. Enter the IP address, Port used and Shared Secret by the Secondary Radius Server.
WPA-PSK/WPA2-PSK Security |

If WPA-PSK or WPA2-PSK is selected, please set the PSK key in the pass phrase field. The length
should be 8 characters at least.

108 un:

SHELP

et ———
= —=
B O BF
10 Rouing || G |
B0 Acces: |

B Wiz |
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Advanced

!(default:mﬂ msec, range:20~1000)

! [default:2346, range: 1500~23548)

|(defau|t:2346, range: 256~2346, even number only)
! [default:1, range: 1~253)

| Autg v |

) Enable @& Disable

[ ful |

Beacon Interval: Type the beacon interval in the text box. User can specify a value from 1 to 1000.
The default beacon interval is 100.

RTS Threshold: Type the RTS (Request-To-Send) threshold in the text box. This value stabilizes
data flow. If data flow is irregular, choose values between 256 and 2346 until data flow is normalized.

Fragmentation Threshold: Type the fragmentation threshold in the text box. If packet transfer error
rates are high, choose values between 256 and 2346 until packet transfer rates are minimized.
(NOTE: set this fragmentation threshold value may diminish system performance.)

DTIM Interval: Type a DTIM (Delivery Traffic Indication Message) interval in the text box. User can
specify a value between 1 and 65535. The default value is 1.

TX Rates (Mbps): Select one of the wireless communications transfer rates, measured in megabytes
per second, based upon the speed of wireless adapters connected to the WLAN.

11g only mode: If selected the Enable, only allow 802.11g WLAN client communicate with this
WLAN Router.

Antenna Transmit Power: Adjust the power of the antenna transmission by selecting from the
dropping list for full, half (-3dB), quarter (-6dB), eighth (-9dB) or min.
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Status

This selection enables user to view the status of the router LAN, WAN and Wireless connections, and
view logs and statistics pertaining to connections and packet transfers.

Device Information
This screen enables user to view the router LAN, Wireless and WAN configuration.

MAC Address 00-10-ab-cd-12-34
IP Address 192.168.1.1
Subnet Mask 285.255.255.0
DHCF Server Enabled DHCE Table

T

Connection 802.11g AP Enable
ESSID default
Channel B

Authentication Digabled

MWAC Address 00-10-ab-cd-12-35

Connection DHCP Client Disconnected ’ DHCP Releaze ] [ DHCP Renew ]

IP0.0.00

Subnet Mask 0.0.0.0

Default Gateway 0.0.0.0
OMS

Firmware Version: Displays the latest build of the router firmware interface. After updating the
firmware in Tools - Firmware, check this to ensure that the firmware was successfully updated.

LAN: This section displays the LAN interface configuration including the MAC address, IP address,
subnet mask, and DHCP server status. Click “DHCP Table” to view a list of client stations currently
connected to the router LAN interface.

Wireless: This section displays the wireless configuration information, including the MAC address,
the Connection status, SSID, Channel and Authentication type.

WAN: This section displays the WAN interface configuration including the MAC address, Connection
status, DHCP client status, IP address, Subnet mask, Default gateway, and DNS.

Click “DHCP Release” to release all IP addresses assigned to client stations connected to the WAN
via the router. Click “DHCP Renew” to reassign IP addresses to client stations connected to the WAN.

Log

This screen enables user to view a running log of router system statistics, events, and activities. The
log displays up to 200 entries. Older entries are overwritten by new entries. The Log screen
commands are as follows:

Click “First Page” to view the first page of the log
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Click “Last Page” to view the final page of the log

Click “Previous Page” to view the page just before the current page
Click “Next Page” to view the page just after the current page

Click “Clear Log” to delete the contents of the log and begin a new log
Click “Refresh” to renew log statistics

== _- ‘\} =

P Device information #Log P Log Setting P Statistic  Wireless

’ First Page ” Last Page H Previous Page ” Mext Fage H Clear Log ” Refresh ]
page 1 of 20
| Time | _ Message | Source [ Destination | Note |
| Apef11/2006 00:50:.07 DHCF Request success 1722181178
|Apy11/2006005007  DHCF Request 17221 21178
Apef1172006 00:50:06 DHCF Discover

Apr/11/72006 00:50:02 DHCP Discover

B NAccess |
Management
Ape/1172006 00:30:00 DHCF Discover

_J Tools | Apt/11/2006 00:49:58 DHCP Discover nio tesponse
Wi Aprll 1/2006 004958 DHCP Discover
Ape/11/2006 00:49:41 DHCF Discover
Apt/11/2006 00:49:32 DHCF Discover
.Aprfl 12006 00:49:28 DHCF Discover

Time: Displays the time and date that the log entry was created.
Message: Displays summary information about the log entry.
Source: Displays the source of the communication.

Destination: Displays the destination of the communication.
Note: Displays the IP address of the communication
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Log Setting
This screen enables user to set router logging parameters.

| Email Address Email Log Now
|

_ D DEhug il

SMTP Server: Type the SMTP server address for the email that the log will be sent to in the next
field.

Send to: Type an email address for the log to be sent to. Click “Email Log Now” to immediately send
the current log.

Syslog Server: Type the IP address of the Syslog Server if user wants the router to listen and
receive incoming Syslog messages.

Log Type: Enables user to select what items will be included in the log:

System Activity: Displays information related to router operation.
Debug Information: Displays information related to errors and system malfunction.
Attacks: Displays information about any malicious activity on the network.

Dropped Packets: Displays information about packets that have not been transferred
successfully.

Notice: Displays important notices by the system administrator.
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Statistic
This screen displays a table that shows the rate of packet transmission via the router LAN, Wireless
and WAN ports (in bytes per second).

1

7878 143165562 372
44 122 19
1132 143165016 1767

Click “Reset” to erase all statistics and begin logging statistics again.

Wireless
This screen enables user to view information about wireless devices that are connected to the WLAN
Router.

P Device information ® Log P Log Setting P Statistic & Wireless

Connected Time MAC Address

A Ape11/2006 00:57:22 00-13-ce-77-0d-45
| Apr11/2006 00:56:13 00-e0-4c-81-67-01

L) Ro
| Managemen |
Connected Time: Displays how long the wireless device has been connected to the LAN via the
router.

MAC Address: Displays the devices wireless LAN interface MAC address.
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Routing

This selection enables user to set how the router forwards data: Static and Dynamic. Routing Table
enables user to view the information created by the router that displays the network interconnection
topology.

Static

It enables user to set parameters by which the router forwards data to its destination if user’'s network
has a static IP address.

I 08 Mbps

Network Adress | Mask | Gateway | Interface | Meric

Network Address: Type the static IP address user’s network uses to access the Internet. User’'s ISP
or network administrator provides user with this information.

Network Mask: Type the network (subnet) mask for user’'s network. If user does not type a value
here, the network mask defaults to 255.255.255.255. User’s ISP or network administrator provides
user with this information.

Gateway Address: Type the gateway address for network. User's ISP or network administrator
provides user with this information.

Interface: Select an interface, WAN or LAN, to connect to the Internet.
Metric: Select which metric that user want to apply to this configuration.
Add: Click to add the configuration to the static IP address table at the bottom of the page.

Update: Select one of the entries in the static IP address table at the bottom of the page and, after
changing parameters, click “Update” to confirm the changes.

Delete: Select one of the entries in the static IP address table at the bottom of the page and click
“Delete” to remove the entry.

New: Click “New” to clear the text boxes and add required information to create a new entry.

Dynamic
This screen enables user to set NAT parameters.
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| YHELP

= @ Enabled O Disabled
| LAN Setting : :
I Transm Disabled RIP1 RIP 2
- ., . IE & Disabled © RIF1 O RIFP2

NAT: Click the radio buttons to enable or disable the NAT function.

Transmit: Click the radio buttons to set the desired transmit parameters, disabled, RIP 1, or RIP 2.
Receive: Click the radio buttons to set the desired transmit parameters, disabled, RIP 1, or RIP 2.
Routing Table

This screen enables user to view the routing table for the router. The routing table is a database

P Static P Dynamic # Routing Table

i Network Address | Network Mask | Gateway Address |Interface |Metric | Type|
) Wireless

) Management |
Network Address: Displays the network IP address of the connected node.
Network Mask: Displays the network (subnet) mask of the connected node.
Gateway Address: Displays the gateway address of the connected node.
Interface: Displays whether the node is connected via a WAN or LAN.
Metric: Displays the metric of the connected node.

Type: Displays whether the node has a static or dynamic IP address

Access

This page enables you to define access restrictions, set up protocol and IP filters, create virtual
servers, define access for special applications such as games, and set firewall rules.

Filters

Using filters to deny or allow the users to access. Five types of filters to select: MAC, URL blocking,
IP, Protocol filter and Domain blocking.
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PFilter  » Virtual Server  » Special AP+ DMZ P Firewall Rule

Filters are used to allow o deny LAMN users from accessi-ng the Internet.
& MAL Filters O URL Blocking
O IP Filters © Domain Blocking ) Protocal Filters

MAC Filter
@ Disabled
O Only allow computers with WMAC address listed below to access the network

O Only deny computers with MAC address listed below to access the netwark

MAC Table

Mame I |

mecaddess| |- [ [.[ [ [ |

| Name | MAC Address

35



108 o

P Filter I Virtual Server b Special AP+ DMZ 0 Firewall Rule

Filters are used to allow or deny LAN users from accessing the Internet.
& MAL Filters O URL Blocking
O IP Filters © Domain Blocking O Protocal Filters

@ Disabled
O Only allow computers with MAC address listed below to access the netwark
r_.m O Only deny computers with MAC address listed below to access the network

Apply
MAC Table

MAC Filter

Mame : |

MACAddress! || || l! || !| |

:
" “Name | WAC Address

MAC Filter: Enables you to allow or deny Internet access to users within the LAN based upon the
MAC address of their network interface. Click the radio button next to Disabled to disable the MAC
filter.
Disable: Disable the MAC filter function.
Allow: Only allow computers with MAC address listed in the MAC Table.
Deny: All users are allowed Internet access except those computers in the MAC Table are deny
Internet access.
MAC Table: Use this section to create a user profile which Internet access is denied or allowed.
The user profiles are listed in the table at the bottom of the page. (Note: Click anywhere in the item.
Once the line is selected, the fields automatically load the item's parameters, which you can edit.)
Name: Type the name of the user to be permitted/denied access.
MAC Address: Type the MAC address of the user's network interface.
Add: Click to add the user to the list at the bottom of the page.
Update: Click to update information for the user, if you have changed any of the fields.
Delete: Select a user from the table at the bottom of the list and click Delete to remove the user
profile.

New: Click New to erase all fields and enter new information.
IJURL Blocking |

You could enable URL blocking to deny the users from accessing the specified URL. Add those
specified URL in the text box.




I 0:8 Mbps

B Filter  » Virtual Server » Special AP+ DMZ P Firewall Rule

| "HELP

Filters

Filters are used to allow or deny LAN users fram accessli.ng the Internet.

) MAC Filters & URL Blocking

O IP Filters © Darnain Blocking O Protocol Filters

URL Blocking
ck those URLs which contain keywords listed below.
‘Enabled O Disabled

|
D

Enable / Disable: Enable or Disable the URL blocking function of the WLAN Router.

Add: Add the specific URL to the URL blocking list.
Delete: Selected a URL from the blocking list then click the Delete button to remove the URL from

the URL Blocking list.
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This screen enables you to define a minimum and maximum I[P address range filter; all IP
addresses falling in the range are not allowed Internet access. The IP filter profiles are listed in the
table at the bottom of the page. (Note: Click anywhere in the item. Once the line is selected, the
fields automatically load the item's parameters, which you can edit.)

P Fitter  p Virtual Server I Special AP DMZ P Firewall Rule

Filters

Filters are used to allow or deny LAMN users from accessing the Internet.
0 MAC Filters ) URL Blocking
& IP Filters ) Domain Blocking O Pratacol Filters

Enable: Click to enable or disable the IP address filter.

Range Start: Type the minimum address for the IP range. IP addresses falling between this value
and the Range End are not allowed to access the Internet.

Range End: Type the minimum address for the IP range. IP addresses falling between this value
and the Range Start are not allowed to access the Internet.

Add: Click to add the IP range to the table at the bottom of the screen.

Update: Click to update information for the range if you have selected a list item and have made
changes.

Delete: Select a list item and click Delete to remove the item from the list.
Clear: Click the Clear button to erase all fields and enter new information.
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IDomain Blocking |

You could specify the domains that allow users to access or deny by clicking one of the two items.
Also, add the specified domains in the text box.

B Filter P Virtual Server B Special AP » DMZ B Firewall Rule

Filters

Filters are uged to allow or deny LAN users from accessing the Internet,
O MAC Filters © URL Blocking o

O IP Filters ® Daomain Bloﬁking O Protocol Filters

Domain Blocking
O Disabled
Allow users to access all domains except "Blocked Domains”

iisgemer |

) Deny users to access all domains except "Permitted Damains”

Blocked Domains
| |

Disable: Disable the Domain Blocking function.

Allow: Allow users to access all domains except “Blocking Domains”.

Deny: Deny users to access all domains except “Permitted Domains”.

Blocked/Permitted Domains: List domains you will Blocked or Permotted.

Add: Click to Add button to add domain to the Blocked/Permitted Domains list.

Delete: Select a user from the table at the bottom of the list and click Delete to remove the user
profile.
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PProtocol Filters |

This screen enables you to allow and deny access based upon a communications protocol list you
create. The protocol filter profiles are listed in the table at the bottom of the page.

Note: When selecting items in the table at the bottom, click anywhere in the item. The line is

B Filter & Virtual Server B Special AP » DMZ  # Firewall Rule

Filters

Filters are used to allow or deny LAN users from accessw.ng the Internet.
) MAC Filters O URL Blocking
O P Filters © Darmain Blocking & Protacol Filters

Protocol Filter
O Disable List

@ Enable List : Deny to accass intemet from LAN when the list a5 below item be enable.

Apply
Edit protocol Filter in List

Enable O Enable O Disabled
Name| ‘

Protocal i—TCF' VI

) Management
) Tools

Part | ] ’ | (Type Range for ICMP)
i Hew
T T T
' Filter FTP TCP 20-21

Filter HTTP TCP 20

Filter HTTPS TCP 443

Filter DIYS UDE 33

Fitter SMTE TCE 25

Filter POP3 TCP 110

Filter Telnet Aras e

Enable: Click to enable or disable the Protocol filter.

Name: Type the name of the user to be denied access.

Protocol: Select a protocol (TCP or UDP) to use for the virtual server.
Port Range: Type the port range of the protocol.

Add: Click to add the protocol filter to the table at the bottom of the screen.

Update: Click to update information for the protocol filter if user have selected a list item and have
made changes.

Delete: Select a list item and click Delete to remove the item from the list.
New: Click “New” to erase all fields and enter new information.
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Virtual Server

This screen enables user to create a virtual server via the router. If the router is set as a virtual server,
remote users requesting Web or FTP services through the WAN are directed to local servers in the
LAN. The router redirects the request via the protocol and port numbers to the correct LAN server.
The Virtual Sever profiles are listed in the table at the bottom of the page.

Note: When selecting items in the table at the bottom, click anywhere in the item. The line is selected,
and the fields automatically load the item's parameters, which user can edit.

- - . ; —IasMbps

P Filter W Virtual Server B Special AP DMZ P Firewall Rule

_J Management

| Name | _ Protocol | LAN Server

Virtual Server FTE TCE 21/21 0.0.0.0
Virtual Server HTTP TCP B0/80 0.0.0.0
Virtual Server ETTPS TCP 4431443 0.0.00
Virtual Server DNS UDP 53(53 0.0.0.0
Virtual Server SMTP TCP 25125 0.0.0.0
Virtual Server POP3 TCP 1104110 0.0.0.0
Virtual Server Telnet TCP 23/23 0.0.0.0
IPSec TUDP 500/500 0.0.0.0
PETE TCE 17231723 0.0.0.0
Nethdesting TCP 1720/1720 0.0.0.0
DCS-1000 TCP 80/80 0.0.0.0
DCE-2000/DCE-5300 TCE 800300 0.0.0.0
1Zeye TCP 172071720 0.0.0.0

Enable: Click to enable or disable the virtual server.
Name: Type a descriptive name for the virtual server.
Protocol: Select a protocol (TCP or UDP) to use for the virtual server.

Private Port: Type the port number of the computer on the LAN that is being used to act as a virtual
server.

Public Port: Type the port number on the WAN that will be used to provide access to the virtual
server.

LAN Server: Type the LAN IP address that will be assigned to the virtual server.
Add: Click to add the virtual server to the table at the bottom of the screen.

Update: Click to update information for the virtual server if user have selected a list item and have
made changes.

Delete: Select a list item and click “Delete” to remove the item from the list.
New: Click “New” to erase all fields and enter new information.
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Special AP

This screen enables user to specify special applications, such as games, that require multiple
connections that are inhibited by NAT. The special applications profiles are listed in the table at the
bottom of the page.

Note: When selecting items in the table at the bottom, click anywhere in the item. The line is selected,
and the fields automatically load the item's parameters, which user can edit.

P Filter & Virtual Server  #Special AP » DMZ  » Firewall Rule

.m Triger Port Range Incoming Port

Battle_net 6112 6112

Dialpad 7175 51200-51201,51210

ICU T 2019 2000-2038,2050-2051,2069,2085,3010-3030
MEN Gaming Zone 47624 2300-2400,28800-29000

PC-to-Phone 12053 12120,12122,24150-24220

Quick Time 4 554 6970-6999

Enable: Click to enable or disable the application profile. When enabled, users will be able to
connect to the application via the router WAN connection. Click “Disabled” on a profile to prevent
users from accessing the application on the WAN.

Name: Type a descriptive name for the application.
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Trigger: Defines the outgoing communication that determines whether the user has legitimate
access to the application.

° Protocol: Select the protocol (TCP, UDP, or ICMP) that can be used to access the

application.

° Port Range: Type the port range that can be used to access the application in the text
boxes.

° Incoming: Defines which incoming communications users are permitted to connect with.

° Protocol: Select the protocol (TCP, UDP, or ICMP) that can be used by the incoming
communication.

Port: Type the port number that can be used for the incoming communication.
Add: Click to add the special application profile to the table at the bottom of the screen.

Update: Click to update information for the special application if user have selected a list item and
have made changes.

Delete: Select a list item and click Delete to remove the item from the list.
New: Click “New” to erase all fields and enter new information.

DMZ

This screen enables user to create a DMZ for those computers that cannot access Internet
applications properly through the router and associated security settings.

Note: Any clients added to the DMZ exposes the clients to security risks such as viruses and

unauthorized access.
TO8 wvips

) LAN Setting

— OhF Hos
) Wireless

®
~_J Routing _
Molaccess |
| Management
Enable: Click to enable or disable the DMZ.

DMZ Host IP: Type a host IP address for the DMZ. The computer with this IP address acts as a DMZ
host with unlimited Internet access.

Apply: Click to save the settings.

Firewall Rule

This screen enables user to set up the firewall. The router provides basic firewall functions, by
filtering all the packets that enter the router using a set of rules. The rules are in an order sequence
list--the lower the rule number, the higher the priority the rule has.
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|
iyl O Allow O Deny
nterface  |IP Range Start IP Range End Protocol  Protocal

|l I |

# | i | J7cr ©

|_[Action [Name__________|Source [Destination __|Protocol

Allow  Allow to Ping WAN port WAN* LANM19216811  ICMP3
Deny Default * % LAN* * ok
Allow  Default LAN*  ** * o

Enable: Click to enable or disable the firewall rule profile.
Name: Type a descriptive name for the firewall rule profile.

Action: Select whether to allow or deny packets that conform to the rule.
Source: Defines the source of the incoming packet that the rule is applied to.
e Interface: Select which interface (WAN or LAN) the rule is applied to.

e |P Range Start: Type the start IP address that the rule is applied to.
e |P Range End: Type the end IP address that the rule is applied to.
Destination: Defines the destination of the incoming packet that the rule is applied to.
e Interface: Select which interface (WAN or LAN) the rule is applied to.
e |P Range Start: Type the start IP address that the rule is applied to.
e |P Range End: Type the end IP address that the rule is applied to.
e Protocol: Select the protocol (TCP, UDP, or ICMP) of the destination.
e Port Range: Select the port range.
Add: Click to add the rule profile to the table at the bottom of the screen.

Update: Click to update information for the rule if user have selected a list item and have made
changes.

Delete: Select a list item and click “Delete” to remove the item from the list.
New: Click “New” to erase all fields and enter new information.
Priority Up: Select a rule from the list and click “Priority Up” to increase the priority of the rule.

Priority Down: Select a rule from the list and click “Priority Down” to decrease the priority of the
rule.

Update Priority: After increasing or decreasing the priority of a rule, click “Update Priority” to save
the changes.

Management

Management enables user to set up SNMP and Remote Management feature.
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SNMP
This screen enables you to configure the SNMP.

Enabled/Disabled: Click to enable or disable SNMP.

System Name: A name given to the router.
System Location: Description the location of the router (normally, the DNS name).
System Contact: Description the contact information for the person responsible for the router.

Community: SNMP system name for exchanging SNMP community messages. The name can be
used to limit SNMP messages passing through the network. The default name is 'public.’

Trap Receiver: Type the name of the destination PC that will receive trap messages.

Remote Management

This screen enables user to set up remote management. Using remote management, the router can
be configured through the WAN via a Web browser. A user name and password are required to

perform remote management.
IOB Mbps

) Enahle & Disabled

Remmate IP Range Fram !* iTo|
@ Enable O Disabled
= Remote IP Range From i* iTﬂl

®, Management
- 2 @ Enabled O Disabled

Biie: | :
=S80 ) Enabled O Disabled
_Wizard EM & Enabled O Disabled

® Steatth O Closed

HTTP: Enables user to set up HTTP access for remote management.

_J Routing
Access
— N &) Enabled O Disabled
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Allow to Ping WAN Port: Type a range of router IP addresses that can be pinged from remote
locations

UPNP Enable: UPNP is short for Universal Plug and Play that is a networking architecture that
provides compatibility among networking equipment, software, and peripherals. The Router is an
UPNP enabled router and will only work with other UPnP devices/software. If user does not want to
use the UPnP functionality, selecting “Disabled” can disable it.

Gaming mode: If user is experiencing difficulties when playing online games or even certain
applications that use voice data, user may need to enable Gaming Mode for these applications to
work correctly. When not playing games or using these voice applications, it is recommended that
Gaming Mode be disabled.

PPTP: Enables user to set up PPTP access for remote management.

IPSec: Enables user to set up IPSec access for remote management.

IDENT: Default is stealth. This enables user to set port 113 stealth.
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Tools

This page enables user to restart the system, save and load different settings as profiles, restore
factory default settings, run a setup wizard to configure router settings, upgrade the firmware, and
ping remote IP addresses.

Reset

Click “Restart” to restart the system in the event the system is not performing correctly.

| = _ ) IOSMbps

|
P Restart M Settings P Firmware P Ping test

) Wieless |

B NAccess |
L) Management |
Tools |

8
) Routing
)

Settings

This screen enables user to save settings as a profile and load profiles for different circumstances.
User can also load the factory default settings, and run a setup wizard to configure the router and
router interface.

Save Settings

| Sawve

Load Settings

| [ Browse .|

Load

Restore Factory Default Settings

ihonogemer |
e |

Save Settings: Click “Save” to save the current configuration as a profile that can load when
necessary.

Load Settings: Click “Browse” and go to the location of a stored profile. Click “Load” to load the
profile's settings.

Restore Factory Default Settings:  Click “Restore” to restore the default settings. All configuration
changes will lose.

Firmware
This screen enables user to keep the router firmware up to date.
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pgrade Firmware
| |[ Browse.. |

Upgrade

Please follow the below instructions:

Download the latest firmware from the manufacturer's Web site, and save it to disk.
Click “Browse” and go to the location of the downloaded firmware file.

Select the file and click “Upgrade” to update the firmware to the latest release.

Ping Test
The ping test enables user to determine whether an IP address or host is present on the Internet.

Type the host name or IP address in the text box and click Ping.

oo |

el |
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TECHNICAL SPECIFICATIONS

General
Standards IEEE 802.3u 100BASE-TX Fast Ethernet
IEEE 802.11g; IEEE 802.11b
Protocol CSMA/CD
Radio Technology IEEE 802.11g Orthogonal Frequency Division Modulation

Data Transfer Rate

802.11b: 1, 2, 5.5, 11Mbps (auto sense)

802.11q: 6, 9, 12, 18, 24, 36, 48, 54Mbps(auto sense)
Super-G™: 108Mbps

Ethernet: 10Mbps (half duplex), 20Mbps (full-duplex)

Fast Ethernet: 100Mbps (half duplex), 200Mbps (full- duplex)

Topology

Star

Receiver Sensitivity

54Mbps: Typical -70dBm @ 10% PER (Packet Error Rate)
11Mbps: Typical -85dBm @ 8% PER (Packet Error Rate)

TX Power 18dBm typically
Network Cables 10BASE-T: 2-pair UTP Cat. 3,4,5 (100 m), EIA/TIA- 568 100-ohm STP
(200 m)
100BASE-TX: 2-pair UTP Cat. 5 (100 m), EIA/TIA-568 100-ohm STP (100
m)
Frequency Range 2412 ~ 2484 MHz ISM band (channels 1 ~ 14)
Modulation Schemes | DBPSK/DQPSK/CCK/OFDM

Security

64/128-bits WEP Encryption; WPA, WPA-PSK, WPA2, WPA2-PSK

Channels

1 ~ 11 channels (FCC); 1 ~ 13 channels (ETSI);
1 ~ 14 channels (MKK)

Number of Ports

LAN: 4 x 10/100Mbps Auto-MDIX Fast Ethernet port
WAN: 1 x 10/100Mbps Auto-MDIX Fast Ethernet port

Physical and Environmental

DC inputs

S5VDC/2.5A

Power Consumption

5W (Max)

Temperature Operating: 0° ~ 40° C, Storage: -10° ~ 70° C
Humidity Operating: 10% ~ 90%, Storage: 5% ~ 90%
Dimensions 147 x 115 x 35 mm (W x H x D) without Antenna
EMI: FCC Class B, CE Mark B

49




X -MICRO

WWW.X-mICro.com



