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1. Introduction

Thank you for purchasing Asante AWRT-300N Smart Wireless N Router. The AWRT-300N Wireless
N Router provides 2.4 GHz wireless frequency which allow more clean channels and less interference
for your wireless network. A full range of security features such as WPA2-PSK, WPA-PSK, and WEP
provide the highest level of wireless network security. The built-in SmartHub Web Configuration Utility
has a unique ‘Easy Set up’ option that allows one to set up the router with no or minimum networking
knowledge. The built-in Web Configuration Utility also has the regular path to set up the router with an
easy-to-use user interface.

SmartHub is a router with a very innovative design (Patent Pending) where offers user a smart way to
reach and to manage this router. The innovative features of this design include :

1)

2)

3)

4)

5)

6)

It can smartly redirect a login page and authenticate user whenever user bring up a browser. -
This significantly eliminates the burden to user who needs to remember the IP address and
technologies and figure out how to access a router.

It can be reached by entering “smarthub” on any browser and anytime. This design makes
SmartHub become a very friendly device instead of awkward IP address.

It can manage a list of user's name and password so that administrator can easily
create/delete/monitor the user status without entering computer’s machine ID(MAC address) or
dynamic changing IP address).

Offers 2 levels of security system - (a) user access control and (b) wireless security where user
can has it discretion to select its provisioning depend on its need. Today’s Wifi encryption is a
complex technology that vertically increase the challenge to all users to know how to use it. And
yet, SmartHub gives a very efficient way and also retain wifi security requirements.

This access control method can persistently authenticate user whenever user’s trying to
reconnect to SmartHub. New user could be easily added on by creating a username and
password in a minute. Likewise, it can be erased afterward and without changing entire security
setting. Today’s Wifi static system, administrator may need to force to change setting after new
user is off and impact to all existing user to adopt new setting.

Smarthub’s smart access control method could be disabled if user has no need to control
security in this fashion. Simple go to Advanced Set Up-> management, and disable it.

1.1 Package Contents

Before you begin the installation, please check the items of your package:
71 SmartHub AWRT-300N Wireless N Router
] Power Adapter
71 Ethernet Cable (Cat.5)
71 Manual CD
[ Quick Installation Guide



If any item contained is damaged or missing, please contact your local dealer
immediately. Also, keep the box and packaging materials in case you need to ship the
unit in the future.

1.2 Features

e Smart Setup, Management, Control.

e 2.4GHz single band AP.

e More channels, less interference — ideal for wireless congested area

e Highest wireless data rate of up to 150Mbps* with 802.11n draft 2.0

e WPS button for easy connection with your WPS support wireless adapters

e Enjoy HD video streaming, gaming and VoIP with powerful 802.11n Wireless technology

e Advanced NAT+SPI firewall provides fully protection for your wireless connection

e QoS (Quality of Service) designed for prioritizing various data traffic to allow downloading
files and playing movies, music, or online gaming at the same time with uninterrupted data
streaming

e Supports Universal Plug and Play

e Fully backward compatible with 802.11 b/g



2. Connecting the Router

Note: Prior to connecting the router, be sure to power off your computer, DSL/Cable
modem, and the router.

Step 1 Connect one end of a network cable to the INTERNET(yellow) port of the router and
connect the other end of the cable to the DSL/Cable modem.

Step 2 With another network cable, connect one end of the cable to your computer’s
Ethernet port and connect the other end to one of the LAN ports of the router.

Step 3 Power on the DSL/Cable modem and wait for the lights on the modem to become stable.
Step 4 Plug the power adapter to the router and connect to an outlet or power strip.
Step 5 Power on your computer.

Step 6 Make sure the INTERNET, WIRELESS, and the LAN port that the computer is
connected to are lit. If not, try the above steps again.

LED Indicators:

LAN1-4 WPS Wireless Internet Power

How the router connects:

Internet

DSL / CABLE AWRT-600N SOMPUIR

MODEM



3. Configuring the Router

After all components in the previous picture are connected and powered up, follow the steps
below to configure the router.

Step 1 Open the web browser (Internet Explorer/Mozilla Firefox/Safari/Chrome). If this is the first time,
the logon page below should appear. Or you can type “smarthub” or “192.168.1.1” on the browser.

SmartHub

AVRT-3000M

You will be the 1st administratior

Administrator : [ admin Default admin - you may change it

o I Create your password

Re-type Password :

Save & Enter

Otherwise the regular user page below will appear below after 1** administrator created the user
profile.

SmartHub

AVWRT-3000

Username :

Password :

Enter



Step 2 Enter admin for both the username and password fields and click OK. The page below should
appear.

SmartHub

AWWRT-3000

You may enter Easy Set Up or

You may enter Advanced Set Up or

Check Status of Users On Line

Exit / Start To Use

The sections below cover the ‘Advanced Set Up’ option. The ‘Easy Set Up’ will automatically guide
you accordingly with online help menu. It is very simple and straightforward set up procedure which
will not describe in this manual.

The Cable Modem

For most cable modem users, you should be able to connect to the Internet without any
configuration. Automatic Configuration — DHCP is usually the default Internet Connection Type.
If your ISP has provided you with a host name, enter it in the optional Host Name field. Click
Save Settings to save the settings.



v Asante

SetUp

Internet Setup
Setup

Internet Cannection
Type

Opticnal Settingz
(required by some
Internet Service

— o

Netwrork Setup

Router IP

DHCP Server Setling

Ba=ic Setup | DONS | MAC Address Clone | Advanced Routing

Automatic Configuration - DHCP v_l

SmartHub

AWWFET-300M

Help
Explain

Host Name: |.‘\SEII'ItE! |

Domain Mame: |Asante |

IP Addrezs:

Subnet Mazk : 2352552550 |

DHCP Server: (%) Enabled () Disabled DHCP Reservation

Start IP Address :

92088 Y
Maximum Mumber
of U=ers :

IP Address Range : 182 4AR 1 AN tn 149

If your ISP requires a registered MAC Address, click on the MAC Address Clone tab select
Enabled, and click on the Clone My PC’s MAC button. Click Save Settings to save the settings.

i Asante

EZ SetUp

Setup

MAC Address Clone

Basic Setup | DONS | MAC Addres= Clone | Advanced Routing

(% Enabled ) Disabled

MALC Address:

[ CloneMyPCsMAC |

SmartHub

AlRT-3000M

Help
Explain

If you have trouble connecting to the Internet, please refer to Section 4, Verifying Connection.
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DSL
For DSL users, follow the steps below to configure the router.

Step 1 Select PPPoE from the drop-down menu.

-—
v Asante SmartHub
AVWET-300M
EZ SetUp Basic Setup | DDNS | MAC Address Clone | Advanced Routing
Internet Setup

Internet Connection PPPoE » Help
e - :
: '¥P® T4 tomatic Configuration - DHCP Explain

Static IP

|

PFTR

“ LZTP |

Telztra Cable
Service Name{Optionall: | |

O Connect on Demand:Max ldle Time EI Minutes.

@ Keep Alive: Redial Period Seconds.

Optional Settings Host Name: |Asante |
(required by =ome ;
Internet Seryice  Domain Name: |.‘\SEIHTE! |

Providers) T Size:



Step 2 Enter your username and password provided by your ISP.

 Asante SmartHub

ART-300H

EZ SetUp Basic Setup | DONS | MAC Address Clone | Advanced Routing
Internet Setup
Setup
Internet Connection PRPGE v i Help
Type I Explain
.
Username :
Wireless | |
————— Paszwerd: | |
Firewall Service NameiOptional) | |
| ;
i ) Connzct on Demand:Max ke Time | Minutes.
&m&gs-ﬂm:q M =
| @& Keep Alive: RedialPericdlEU | Seconds.
Application
aai = st
Mmlm-‘i“t! ; Optional Settings Host Hame; !f-.sante |
I — (reguirsd by some :
Internet Service  Domain Name |Asante |
Providers) —am =
MTU : !Autc V! Zize: | ' |

Hetwork Setup

Note: Depending on the ISP, you may need to include the domain name with your
username.

Example: username@sbcglobal.net

Step 3 Click Save Settings to save the settings.

You should be able to connect to the Internet now with the wired computer.

If you have trouble connecting to the Internet, please refer to Section 4, Verifying
Connection.

Connect each of your wired computers to an available LAN port on the Router with an

Ethernet cable, and then restart the computer. These computers should be able to
connect to the Internet immediately.

4. Verifying Connection

If you have trouble connecting to the Internet, try the following steps.

Step 1 Power off the Cable/DSL modem, router, and computer and wait for 5 minutes.
10



Step 2 Turn on the Cable/DSL modem and wait for the lights on the modem to settle

down.

Step 3 Turn on the router and wait for the lights on the router to settle down.

Step 4 Turn on the computer.

Step 5 Log in to the router and select the Status tab.

Step 6 Verify that the Internet IP Address, Default Gateway, and at least one of the
DNS fields have valid numbers assigned to them (instead of all 0’s).

i Asante

E |

Firewall
I

Access Policy

e — Internet Connection

Application

]

Router Information

Router | Local Networl

Firmw are Version:
=M

Current Time:

Internet MAC Address:

Host Name:

Domain Name:

Connection Type:

SmartHub
AVRT-300N
k| reless Network
1.0.04 Help
1234567590 Explain

Thu Now 19 03:56:30 2009 (GMT -08:00)
00:24:00:75:4C:80
Asante

Asante

Automatic Configuration - DHCP

Internet IP Address 0.0.0.0
Subnet Mask 0.0.0.0
Default Gateway 0.0.0.0
DN3 0.0.0.0
MTu Auto
[ IP Address Helease ] [ IP Address Rensw ]

If each field has a valid numbers(not all 0’s) assigned, the router is connected to the Internet.

11



5. Connecting to the Router Wirelessly

Below are the default wireless settings of the router. You must configure your wireless
network card to the same settings in order to establish a wireless connection to the
router. Please refer to your wireless network card’s manual on how to configure these
settings.

SSID: default

Network Mode: BGN-Mixed
Authentication: Open System
Channel #: 6

WEP: disabled

If you want to change the router’s wireless and security settings, log in to the router and
select the Wireless tab. Click on Manual button. Click Save Settings to save the settings after you
make changes.

7 Asante SmartHub
AWRT-300M
EZ SetUp Basic Wireless Seftings | Wireless Security | Wireless MAC Filter | Advanced Wireless Settings
Setup
e Basic Wireless
Settings Help
Status oy Explain
Wireless Configuration: &) Manual ) Wi-Fi Protected Setup P
ARG : s |
Hetwork Mode: | BGN-Mixed bl
Network Name (SSID): |smartHub-AWRTE0ON |
Firewall Radio Band: |£\utu—2[}_-'=nr.1Hz Channel v|
I —_— =
Standard Channel: | Auto Vl
Access Policy —
= Extension Channel: Aute |
Application SE00 Broadeast: @ Enabled O Disabled
Administration
|

12



6. Web Configuration Utility

This router has a built-in web configuration utility that you can use to configure the
router’s settings. Simply log in to the router using your computer’s web browser.

6.1 Setup

6.1.1 Setup > Basic Setup

This is the default screen when you log in to the router’'s web configuration utility and select
‘Advanced Set Up’. You can setup your Internet connection here as well as configuring the Network
and DHCP server settings and selecting your Time Zone.

 Asante SmartHub
AINRT-300N
Easic Setup DDMS AT Address Clome e
ré=rrat Batnp
feats | Help

Explain

52 hiame [azame |

----- e |pzzmz |

Acn W sme [0
Natyork Bstnp
Aiane Address

= 2Ting
o () Enablea () Disables [Eeior Resanation ]
Seart IF Address 182 188 1
'.:Et';._:- Mumber
7 Addness Rarge AR 00 20 143
5 e D mlTRnes 00 M &
(N N Y I O
: O I N O
Timis Eadings
o | T = Tima (USA G Canacs v
o Boijust TIT or eyl saing =

13



Internet Setup

There are six Internet Connection Types: DHCP, PPPoE, Static IP, PPTP, L2TP, and

Telstra Cable.

Automatic Configuration - DHCP

When your ISP provides dynamic IP, you can keep this default setting (This is for most
cable modem users). Usually you should be able to connect to the Internet without
changing any configuration. If your ISP has provided you with a host name, enter it in
the optional Host Name field. Click Save Settings to save the settings.

v Asante

EZ SetlUp

Internet Setup
Setup

Internet Connection
Type

Optional Settings
(reguired by =ome
Internet Service
Providers)

Network Setup

Router P

PPPOE

SmartHub
AMNRET-300M
Basic Setup | DONS | MAC Address Clone | Advanced Routing
Automatic Configuration - DHCP |% | Help
Explain

Host Name: |Asante |
Domain Nams: |Asante |
P Address: [12] [1e8].t ].[1_]

Subnet Mazk :

255.255.255.0

iy

Usually DSL service provider uses PPPoE for Internet connection. You will need to
provide username and password given by your ISP to connect to the Internet.

v Asante

Internet Connection
Type

11

Optional Settings
{required by some
Internet Service
Providerz)

Internet Setup

SmartHub
AWRT-3000
Bas=ic Setup | DONS | MAC Address Clone | Advanced Routing
PPPOE | Help
Explain
Uszername | |
Passwaord: | |

Service Hame(Optional): | |

C) Connect on Demand:Max ldle Time I:I Minutes.

@) Keep Alve: Redial Period Seconds.

Host Name: |.‘\SEIF|TE! |
Domain Name : |Asante |




Static IP

Select Static IP if your ISP provided you the static IP address, Subnet Mask, Default

Gateway and DNS server addresses for Internet connection.
ril Asante

EZ Set Up Basic Setup | DONS | MAC Address Clone | Advanced Routing
Internet Setup
Setup
Internet Connection Static IP v-|
TYDE

SmartHub

AVWRT-300R

Help
Explain

Internet IP Address:
Subnet Mask:
Default Gateway:
DNS 1:

DHS 2{Options):

DONS 2({Option=z):
Optional Settings Ho=t Name: |Asante |
{required by =ome y
Internet Service Domain Name: |Asante |

Providers)

PPTP

Point-to-Point Tunneling Protocol (PPTP) is a service that applies to connections in
Europe only. Enter the Internet connection information provided by your ISP accordingly.

ml Asante

Basic Setup | DONS | MAC Address Clone | Advanced Routing

Internet Setup

Internet Cannection | PRTR w
Type -

SmartHub

AWRT-300R

Help
Explain

O Obtain an IP Address Automatically.

@ i
ok o | o o o
Subnet Mask: EI EI EI EI
e O\ | O (O
ons: F e 1b 15 ]

Server P Address: EI EI EI EI

Username: | |

Pazsword: | |

C’ Connect on Demand:Max Idle Time EI Minutes.

@' Keep Alive:Redial Period Seconds.

Opticnal Settings

3 Host Name: |Asante
{required bv some

L



L2TP

L2TP is a service that applies to connections in Israel only. Enter the Internet
connection information provided by your ISP accordingly.

i Asante SmartHub
EZ Set Up Bagic Setup | DONS | MAC Address Clone | Advanced Routing
Internet Setup
Setup
Internet Connection L2TP w | Help

Internet [P Addrez=s :

Uzernams: | |

Pazzword: | |

O Connect on Demand:Max Idle Time EI Minutes.

@ Keep Alive:Redial Period Seconds.

Optional Settings
(reguired by =ome

Host Hame:

|Asante
T 1

Telstra Cable

Telstra Cable is a service that applies to connections in Australia only. Enter the Internet
connection information provided by your ISP accordingly.

wi Asante SmartHub
AR T-300M
EZ Set Up Basic Setup | DDNS | MAC Address Clone | Advanced Routing
Internet Setup
Setup
Internet Connection Telstra Cable - | Help
Type Explain
Internet P Address : o [0 [l |0 |
Usernams: | |
Pazzword: | |
G" Connect on Demand:Max ldle Time El Minutes.
@ Keep Alive:Redial Period Seconds.
Optional Settings Hozt Name: |_Ji.sante |
(reguired by 2ome
Intsrnst Service  Domain Name |.-°xSame |
Providers)
e " (TR laute (%] size: [1500]

16



Network Setup

Router IP

You can change the Router’s IP Address and its Subnet Mask for the local network.

P Address: 192 |88 |1 |.H

Subnet Mask: 2552652550
Router [P

DHCP Server Setting

The Router has a built-in DHCP server which can dynamically assign IP address to
each device on your network. The DHCP Server is Enabled by default, if you already
have a DHCP server on the network, you need to select Disabled.

DHCP Server. ©@ Enabled Disabled | DHCP Reservation |

DHCP Server Setting
Start IP Address: 192 . 168 . 1 . 100

Maximum Number

g
of Users: =0

IP Address Range: 182 _ 168 . 1 . 100to 149
Client Lease Time: 0 minutes (0 means one day)
ML,

Static DNS 1. .0

0
Static DNS 2: 0
Static DNS 3: 0

0

ol a|l a| a

0 0
.0 .0
0 0

WWINS:

Start IP Address: Give a value for the dynamically assigning IP address to start with.
Because the Router’s default IP address is 192.168.1.1, the Starting IP Address must
be 192.168.1.2 or greater, but smaller than 192.168.1.253. The default Starting IP
Address is 192.168.1.100.

Maximum Number of Users: Enter the maximum number of PCs that you want the
DHCP server to assign IP addresses to. This number cannot be greater than 253. The
default is 50.

Client Lease Time: The Client Lease Time is the amount of time a network user will be
allowed connection to the Router with their current dynamic IP address. The default is 24
hours.

Static DNS 1~3: Enter up to 3 DNS addresses for your network.

DHCP Reservation: If you want to assign a static IP Address to one of the computers
in your network, click on the DHCP Reservation button.

17



= A carmto
f‘g:s‘fx.hc-.'nu.

Select Client from

DHCP Tables Client Hame Interface IP Address MAC Address Select

Nghiep-Le-PC LAN 192.168.1.100 | 00182444 FAAZ [

Manually Add Client | Epter Client Name | AssignIP Address | To This MAC Address

1824681, 0 00:00:00:00:00:00
Client Hame Assign this IP To This MAC Address | MAC Address

Step 1 Enter the Static IP Address in the Assign this IP field.
Step 2 Enter the MAC address of the corresponding computer in the To this MAC field.
Step 3 Check the Add button.

Step 4 Click Save Settings.

Time Settings

Set up the time zone and daylight saving for the Router.

Time Settings

LT | (GWT-08:00) Pacific Time (USA & Canada} v

Automatically adjust cleck for daylight zaving changes.

18



6.1.2 Setup > DDNS

Dynamic DNS (DDNS) allows any user who wishes to access your server to reach it by
a registered DNS name instead of an IP address. Before you enable DDNS, you need
to register an account with one of the DDNS providers listed in the drop-down menu.

mi Asante SmartHub
AR T-300M
BasicSetup | DDNS | MAC Addrees Clone | Advanced Routing
CDDNS
Help
Explain

DONS Service | Dizabled v

To Enable DDNS, select the DDNS provider you have registered with and enter the
required fields. Click Save Settings to save the settings.

19



6.1.3 Setup > MAC Address Clone

Some ISPs require a registered MAC address to access the Internet. You can use the
following steps to clone your PC’s registered MAC address to access the Internet.

ml Asante SmartHub
AVGRT-300r
EZ Set Up Basic Setup | DDNS | MAC Address Clone | Advanced Routing
Setup
MAC Address Clone
Help
Explain

(%) Enabled  Disabled

MALC Address:

[ CloneMyPCsMAC |

Step 1 Check the radio button Enabled .
Step 2 Click the Clone My PC’s MAC button.

Step 3 Click Save Settings to save the settings.

20



6.1.4 Setup > Advanced Routing

You can configure your own static routing table using the Advanced Routing function.

rl Asante

EZ SetUp

Setup
Advanced Routing

NAT

Dynamic Routing (RIP}

Static Routing

SmartHub
AMRT-300M
Basic Setup | DONS | MAC Address Clone | Advanced Routing
Help
Explain
@ Enabled O Disabled P
Enabled = Disabled

Route Entrigs:

Enter Route Name:

De=tination LAN IP:

Subnet Mask:
Gateway:

Interface:

Show Routing Table

1) [ Delzte This Entry

I

CIEIE)
CIEIE)
CIE
I

LAN & Wirgless (W

To see the current routing table, click on Show Routing Table button.

Be sure to click Save Settings to save each entry.

21



6.2. Wireless

6.2.1 Wireless > Basic Wireless Settings

ri Asante

Wireless

Basic Wireless
Settings

SmartHub

AVYRT-550M

Basic Wireles=s Setftings | Wireless Security | Wirsless MAC Fiter | Advanced Wireless Settings

Help

N ) Explain
Wirelese Configuration: ) Manual @ Wi-Fi Protected Setup P

Wi-Fi Protected Setup

Please check if your PC has WPS button. If yes, there are 2 options. That you can easily
sync up with Smarthub.:

1. If your PC haz WPS button.Pleaze click it and prezs below WPS@

2. If your PC has VWPS PIN number, Please enter number herel:l

Wi-Fi Protected Setup Status: Configured
Network Name (55I0): SmartHub-AWRTSG0N
Security: Dizabled

Wireless Configuration - Manual

To configure the Wireless settings, click radio button Manual.

22



You can configure the router’s basic wireless settings on this screen.

SmartHub
ART-300M
EZ SetlUp Basic Wireless Settings | Wirsless Security | Wirelsss MAC Filte Advanced Wireless Setftings
Setup
Basic Wireless
Settings Help
Status o o3 ! = Explain
Wireless Configuration: @ Manual O WiFi Protected Setup P
Network Mods: [ BGN-Mixed ™
Network Name (SSID): SmartHub-AWRTE00N
Firewall Radio Band: Auto - 20/40MHz Channsl [
Standard Channel: -.-'-autc v\
Access Paolicy — =
Extension Channel | Auto M|
Application S50 Broadcast: @ Enabled O Disabled

Mministraﬁun

Network Mode: If you have 802.11b/g/n 2.4GHz devices on the wireless network,
select BGN-Mixed. If you have 802.11a/n 5GHz devices on the wireless network, select
AN-Mixed.

Note: If your wireless computer cannot detect the router after you selected AN-Mixed,
please make sure your wireless adapter supports 5GHz frequency band.

Network Name (SSID): You can change the router’s SSID in this field. Once you have
changed the SSID, your network clients need to re-connect themselves using the new
SSID.

Channel: Select the desired channel. All the network clients need to use the same
channel.

Radio Band: For best performance in a network, keep the default, Auto — 20/40MHz
Channel.

Standard Channel: If you selected Auto — 20/40MHz Channel for the Radio Band

setting, then this setting will be your primary Wireless N channel. If you are not sure
which channel to select, keep the default, Auto.

23



Extension Channel: Select the extension channel for Wireless N extended radio band.
If you are not sure which channel to select, keep the default, Auto.

SSID Broadcast: Choose to enable or disable the broadcast of your SSID (wireless

network name).

6.2.2 Wireless > Wireless Security

You can configure wireless security such as WPA2 or WEP encryption on this screen.

Note: WPA2 Personal is the most secured encryption mode for general users. WEP is
the most common encryption but the least secured. It is recommended to use WPA2
Personal AES for your wireless security if all the wireless devices on your network
support this mode. All of the wireless clients must use the same security settings in
order to connect to the router.

WEP

To enable WEP, select WEP from the Security Mode.

SmartHub
AVRT-300M
EZ SetUp Basic Wireless Settings | Wireless Security | Wireless MAC Fiter | Advanced Wireless Settings
Setup
Wireless Security
Help
Status " ) Explain
" Security Mode: | WEP 36|
Ercntni: | 40 /64-bit (10 hex digits) ¥
Firewall r
| Pazzphrazs: |
Access Policy Key 1: |
s Key 2: |
Application ¥ :
Key 3 I
Administration
- Key 4
TX Key: L1 V“.

24



Encryption: Choose 64 bits or 128 bits

Passphrase: You can enter a passphrase and click on the Generate button and the
router will automatically generate four WEP keys for you.

WEP Key 1 — 4: Manually assign a passphrase for each key. If you selected 64 bits
encryption, enter 10 HEX characters (0-F) for each key. If you selected 128 bits
encryption, enter 26 HEX characters (0-F) for each key.

TX Key: Select a key to be the active key.

Click Save Settings to save the settings.

WPA Personal

Select WPA Personal from the Security Mode.

SmartHub

AVRT-3000

ES&IU]} Basic Wireless Settings | Wireless Security’ | Wireless MAC Fitter | Advanced Wirsless Seftings

Setup
Wireless Security

Help
Status . Explain
Security Mode: WPA Personal (W

Wireless
[aEs (v

Encryption:

Firewall
Passphraze:

Access Palicy Key Renzwal: [2800 zeconds
Application

Administration

Encryption: Select either TKIP or AES as the encryption method.
Passphrase: Enter a passphrase between 8 to 63 characters long.
Key Renewal: Enter the desired key renewal time in seconds.

Click Save Settings to save the settings.
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WPA2 Personal

Select WPA2 Personal from the Security Mode.

v Asante SmartHub

AFRT-Z00M

EZ SetUp Baszic Wireless Settings | Wireless Security | Wireless MAC Fitter | Advanced Wirsless Settings

Wireless Security

Help
Explain
Security Mode: WPAZ Perzonal |W
Wireless
Encryption: TKIP or AES (™
Passphrase: | |
Key Renswal: 3800 seconds

Encryption: Select either TKIP or AES as the encryption method.
Passphrase: Enter a passphrase between 8 to 63 characters long.
Key Renewal: Enter the desired key renewal time in seconds.

Click Save Settings to save the settings.
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WPA Enterprise

Select WPA Enterprise from the Security Mode.

i Asante SmartHub

AWET-300M

EZ SetUp Basic Wireless Settings | Wireless Securty | Wirslezs MAC Fiter | Advanced Wirsless Settings

Viireless Security

Help
Explain

Security Mode: WPA Enterprize | %

Encryption:
RADIUS Server: o 1 ] ][ ]
RADIUS Port: 1812

Shared Secret: | |

Key Renewal 3800 seconds

Wireless

Encryption: Select either TKIP or AES as the encryption method.
RADIUS Server: Enter the IP Address of your RADIUS server.
RADIUS Port: Enter the port number of your RADIUS server.
Shared Secret: Enter the shared key.

Key Renewal: Enter the desired key renewal time in seconds.

Click Save Settings to save the settings.
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WPAZ2 Enterprise

Select WPA2 Enterprise from the Security Mode.

r Asante SmartHub

AVWRT-3000

EZ SetUp Bazic Wirelezs Settings | Wireless Security | Wireless MAC Fiter | Advanced Wirsless Settings

Wireless Security

Help
Explain
Security Mode: WPAZ Personal | W
Encryption: TKIP or AES |»
Pazzphraze: | |
Key Renewal 3800 seconds

Encryption: Select either TKIP or AES as the encryption method.

RADIUS Server: Enter the IP Address of your RADIUS server.

RADIUS Port: Enter the port number of your RADIUS server. Default is 1812.
Shared Secret: Enter the shared key.

Key Renewal: Enter the desired key renewal time in seconds.

Click Save Settings to save the settings.
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Radius

This option features WEP used in coordination with a RADIUS server. (This should only
be used when a RADIUS server is connected to the Router.)

EZ SetUp Basic Wireless Settings | Wireless Security | Wireless MAC Fiter | Advanced Wirelezs Seftings

Setup
| Viireless Security

Help
Status Explain

Security Mode: RADIUS v]
o |fo Jjo |[o |

RADIUS Server:

(e =i
Firewall
RADIUS Port: 12 |
Access Palicy Shared Secret: | |
|
Application
. Encrypton: | 4076452 (10 hex digks) ||
Administration
Pazsphrazs: | | [ CEHE
Key 1: | i
Key 2: | |
Key 3: | !
Key 4: | |
TX Key: [1-;:

Encryption Methods: Select either TKIP or AES as the encryption method.
RADIUS Server: Enter the IP Address of your RADIUS server.

RADIUS Port: Enter the port number of your RADIUS server.

Shared Secret: Enter the shared key.

Encryption: Select a level of WEP encryption, 64 bits 10 hex digits or 128 bits 26 hex
digits. The default is 64 bits 10 hex digits.

Passphrase: Enter a Passphrase to automatically generate WEP keys. Then click
Generate.

Key 1-4: If you did not enter a Passphrase, enter the WEP key(s) manually.

Tx Key: Select a key from the drop-down menu.
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Wireless Configuration - WiFi-Protected Setup

To use Wi-Fi Protected Setup, click on WiFi-Protected Setup radio button in ‘Basic Wireless
Settings’ page.

SmartHub
AVRT-300M
EZ SetUp Bagic Wireless Settings | Wirsless Security Wireless MAC Fiter | Advanced Wirsless Settings
Setup
Basic Wireless
Settings Help
Status ; ; Explain
Wireless Configuration: O manual @ wi-Fi Protected Setup P
Wi-Fi Protected Setup
Firewall Please check if your PC has WPS button. If yes, there are 2 options. That you can easily

sync up with Smarthub.:

Access Policy

1. 1f your PC has WPS button.Please click it and press below WPS
Application

2, If your PC has WWPS PIN number, Please enter number here |
Administration

Wi-Fi Protected Setup Status: Configured

Network Name (5510): SmartHub-AVWRTSO0N

Security: Dizabled

WiFi Protected Setup supports two types of connection: Push Button Configuration
(PBC) or Personal Identification Number (PIN).

If you choose to use PBC on your client device to connect to the router, click on the
WPS software button @

If you choose to use PIN on your client device, you need to enter the PIN number
generated by the client device into the blank and click Register.

Connecting to the Router with WPS Push Button (Optional)

AWRT-300N Wireless N Router supports hardware WiFi-Protected Setup (WPS)

push button which allows you to connect your wireless computer with the router safely
and easily. Your wireless adapter must support this feature as well. If not, you will need
to set up the wireless security manually .
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3 Wireless > MAC Filter

You can restrict certain wireless clients from accessing the router by specifying their
MAC address and enabling access restriction.

wl Asante Sn’]nellﬁrT!]P]I]Hb

EF Beilin E_ __‘ reless Seings | Winchess Seourky | Wiineless MAG Fiber | Advanoed Winciess

=0 _
B wrsesswac e

O grapies ) zisapies Halp:
oL AoTans REETIoT Explain
Prewend 7T Bisted helow om aooessing Tae windiess network
Paneml PT2 St 2aing 1 BRZESE L WREIESE RINNAR
MAC Agdess Finer s cx Blart Lis
Frmym
I— 1 oo |
Azzass oy sz e ]|
— fezmmwn)]
: ]
AdminksTacon
— B [t |
= [z o]
v Eomsee]
w [
A2 [EEmEe]
d [ |
AL 15 (000000000000 |
w  [mmewmn)
T[]
= [ Wi |
d [romemeononn |
B [
oy [ETEEER]
&[]

Select Enabled and choose whether the specified wireless clients will be prevented or
permitted to access the wireless network. Enter their MAC address in the fields below
and click Save Settings to save the settings.
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6.2.4 Wireless > Advanced Wireless Settings

You can configure various advanced wireless settings on this screen.

EZ SetUp

Setup
Status
Firewall
Access Policy
Application

Administration

Advanced Wireless

AP lzolation:

Frame Burst:

Authentication Type:
Basic Rats:
Transmizzion Rate:
M Transmission Rate:

CT3 Protection Mode:

Beacon Intsrval:

OTIM Interval:

Fragmentation Thresheld:

RTS Thresheld:

SmartHub
ART-3000M
eless Security Wireless MAC Filter | Advanced Wireless Settings
Help
© Enabled & Disabled (Defautt: Disabled) Explain

& Enabled ) Disabled (Default: Enabled)

(Default: Aute)

Default V| (Default: Default)

Aute ¥ | (Default:Aute)

Aute ¥ | (DefaultAuto)

Aute ¥ | (Default: Aute)

100 (Default: 100, Milizeconds Range: 20~59% )
1 (Default: 1, Range: 1 - 255)

(Default: 234G, Range: 258 - 23486)

0 8T

(Default: 2347, Range: 0 - 2347)

AP Isolation: This isolates all wireless clients and wireless devices on your network
from each other. Wireless devices will be able to communicate with the Router but not
with each other. To use this function, select Enabled.

Frame Burst: Frame Burst allows packet bursting which will increase overall network

speed.

Authentication Type: The default is set to Auto, which allows either Open System or
Shared Key authentication to be used. With Open System authentication, the sender
and the recipient do NOT use a WEP key for authentication. With Shared Key
authentication, the sender and recipient use a WEP key for authentication.
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Basic Rate: The Basic Rate setting is not one, but a series of rates at which the Router
can transmit. (The Basic Rate is not the actual rate of data transmission. If you want to
specify the Router’s rate of data transmission, configure the Transmission Rate setting.)

Transmission Rate: The rate of data transmission should be set depending on the
speed of your wireless network.

CTS Protection Mode: CTS (Clear-To-Send) Protection Mode should remain disabled
unless you are having severe problems with your wireless products not being able to
transmit to the Router in an environment with heavy latency wireless traffic. This
function boosts the Router’s ability to catch all wireless transmissions but will severely
decrease performance.

Beacon Interval: A beacon is a packet broadcast by the Router to synchronize the
wireless network.

DTIM Interval: This value, between 3 and 255, indicates the interval of the Delivery
Traffic Indication Message (DTIM). A DTIM field is a countdown field informing clients of
the next window for listening to broadcast and multicast messages. When the Router
has buffered broadcast or multicast messages for associated clients, it sends the next
DTIM with a DTIM Interval value. Its clients hear the beacons and awaken to receive the
broadcast and multicast messages. The default value is 1.

Fragmentation Threshold: This value specifies the maximum size for a packet before
data is fragmented into multiple packets. If you experience a high packet error rate, you
may slightly increase the Fragmentation Threshold. Setting the Fragmentation
Threshold too low may result in poor network performance. Only minor reduction of the
default value is recommended. In most cases, it should remain at its default value of
2346.

RTS Threshold: Should you encounter inconsistent data flow, only minor reduction of
the default value, 2347, is recommended. If a network packet is smaller than the preset
RTS threshold size, the RTS/CTS mechanism will not be enabled. The Router sends
Request to Send (RTS) frames to a particular receiving station and negotiates the
sending of a data frame. After receiving an RTS, the wireless station responds with a
Clear to Send (CTS) frame to acknowledge the right to begin transmission. The RTS
Threshold value should remain at its default value of 2347.

Click Save Settings to save the settings.
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6.3 Security

6.3.1 Security > Firewall

EZ SetUp

I ¢
-

Setup

5PI Firewvall
Protection
Status
Internet Filter
Wirsless
Access Palicy
Welb Filter
Application
Administration

SmartHub
ART-300M
Firewall
5Pl Firewall Protection: (%) Help
Enabled O Disabled Explain

Filter Anonymeous Internet Requesis
O Filter Multicast

D Filter Internet NAT Redirection

Filter IDENT (Port 113)

E Proxy [T Java [ activex [ Cookies

SPI Firewall Protection: Select to enable or disable Stateful Packet Inspection. When
enabled, access to the router from internet/wan by various protocols like ICMP are denied.

Internet Filter: Place a check to enable various Internet filter including Anonymous
Internet Requests, Multicast packets, NAT Redirection, and IDNT port.

Web Filters: You can select to filter Proxy, Java, ActiveX, and/or Cookies.

Click Save Settings to save the settings.
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6.4 Access Restrictions

6.4.1 Access Restrictions > Internet Access Policy

You can setup policies that deny or allow specific clients to access the internet.

7 Asante SmartHub

AWRT-300M

EZ SetUp Internet Access Policy

Internet Access
Policy
Help
Access Policy: |1(} v| [ Delete This Entry J ’ Summary ] Explain

<I
| gII
3

Enter Palicy Name; | |

Sfatus: {:} Enabled @ Dizabled

Access Policy

Applied pee [ E9TLSL | (This Policy applies only to PCs on the List.)

'@ Deny

Pt R oo O Allow Internet access during selected days and hours.

Days: Everyday Sun Maon | Tue Ved | Thu Fri | Sat
Schedule
Timing Control: @ 2eHoure O | 0 [0 tn| D
Webeite Blocking  URL 1: | | URL 2: | | URL 3:
by URL Address | | LRt | |
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Access Policy: Select a policy number from the drop down list.

Enter Policy Name: Enter a name for the policy.

Status: Choose to Enable or Disable the selected policy.

Applied PCs

Click on the Edit List button to specify the network clients. Policy only applies to the
PCs that are in the list.

MAC Address 01 [o0:00:00:00:00:00 05 [00:00:00:00:00:00 |
0z [00:00:00-00:00:00 | o7 [00:00:00:00:00:00 |
02 02 [00:00:00:00:00:00 |
= = e
0s 10 [00:00.00:00:00:08 |
IP Address 01 192 168.1.|0 04 192. 168. 1. [0
02 192.168.1. |0 05 192. 188. 1. |0
03 182. 168, 1.|0 08 192. 168. 1. [0
& ':;:;E:S 01| 192185 1.[0_ |~[0 02| qezea 1[0 |-[o_ |
0z 192. 168. 1. |0 ~|o 04 192 182.4.[0 |~[o

You can specify each client by its MAC Address or IP Address. You can also specify a
group of clients by entering their IP Address Range. Once you have specified all the

clients, click Save Settings.

Access Restriction & Schedule

Select to Deny or Allow the specified clients to access the Internet by Day and Time.

Schedule

Days: V] Everyday

Timing
Contral:

@ 24 Hours

Sun

Mon | |Tue| |Wed

to 0

Tho [ IFri | |Sat
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Internet Access
L potcy
Help
* Access Policy: |1(} vl [ Delete This Entry ] [ Summary ] Explain
“ Enter Policy Mame: | |

ﬁ Status: O Enabled @ Disabled
URLT: | | uRz | !

Website Blocking : : : .
by URL Address URLZ: | URL 4: |

I 1 T
Keyword 1:| | Keyword2:| |
Website Blocking | :
by Keyword Keyword 3:| | Keyword 4:! |
m Asante SmartHub
S ET-3000M
Internet Access Policy
Internet Access
Policy
Help
Arccess Policy: | 10 v| [ Delete This Entry ] [ Summary ] Explain

Enter Pelicy Mame: | |

Status: O Enabled @ Disakled

spplied pee [ E9tLEL | (This Policy applies only to PCs on the List,)

O Deny

@ Allow Internet access during 2elected days and hours.

- Accese Restriction

Blocked Applications

After you selected Allow Internet accessing for Access Restriction, you can configure the Internet
applications you want to block.

Select application port you want to block and click >> button to add it into Blocked List

when the specified PCs have Internet access. Click << button to remove applications
from the Blocked List.

If you have a custom application, manually enter its name, port range, protocol and click
Add to add it into the “Applications” List

37



1 Azzess RasTiziion

Allw Innemes aocess during seleced days and nours

Scnedule
pars: Mo [z [lwoen Dlrue Dlwes Clrw Clen e
Timing Condral: =
wezsse Bazeg
o oA AdTess
At S e I
[ | v | |
wanene Sy
oS mra e | | ooz | |
——| | mepweras | |

Siozeed Apziizations
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Click Save Settings to save the settings.
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6.5 Applications & Gaming

6.5.1 Applications & Gaming > Single Port Forwarding

If you want to host ftp server or online gaming, you must open up ports on the router.
This page allows you to setup single port forwarding for the specified applications.

Note: Before using forwarding, you should assign static IP addresses to the designated
PCs.

il Asante SmartHub
HNRT-I0OM
‘Single Porl Forwanding | Bort Ringe Forwarsing | DMZ | QoS
& sngleFort FOmarang | copomaiport | intsmsiport | Protocol ToiPagdrss  [Enabisa Help
. Nome (MR — — — e o Explain
B ===t
% \.3-; " R, = T 1321661 Ej m]
W \-:~; 3 = = —  |1m.Es o1 ]
— —— e L
- 'h"" 1 £ sem (12 s 1 || O
appicaton [ | ] somn M| e O
— = S T EE N
[E— ] - mn @w w11l
] som w1 omm s O
— & ) ]
] S M| 1ot 1 m}
[ ] ] oo #ll= == 1 1] O
|| s |12z s 1 ] O
S M| 1 otes 1 [}

Application Name: Select or enter an Application Name.
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External Port/ Internal Port: If you are only forwarding one port, you can put the same
port number in both the External and Internal Port boxes.

Protocol: IP protocol to forward.

To IP Address: This should be the IP address of the computer you want to forward the
ports to.

Make sure that you check the Enabled box to activate the setting, then click Save Settings to

save the settings.

6.5.2 Applications & Gaming > Port Range Forwarding

If you want to host ftp server or online gaming, you must open up ports on the router.
This page allows you to setup port range forwarding for the specified applications.

Note: Before using forwarding, you should assign static IP addresses to the designated
PCs.

m Asante SmartHub

AVRT-3000

EZ SetUp Single Port Forwarding | Port Range Forwarding | DMZ | QoS

i

Port Range
Forwarding Help

Application Name Start ~ End Port Protocol To IP address Enabled Explain
_ | | o |to]0 | [[ot 8] | 192.168.1.[0 || O
W—B‘Sﬁ | | [ |to]0 | |[Bot ®] | 192.168.1.0 || O
i | || [o [ta]0 | |[sot ]| 192.188.1.0 || O
| | | o |to]0 | |[sotn @] | 1s2.168.1.[0 || O
| | 0 o]0 [Botn 8| | 192.168.1.[0 | | O
e I B e @ 192 168.1.[0 || [
| | | o Jwfe ] [[eom @ | 102,168,900 || O
| | | o |to]0 | |[pomn @] | 192.188.1.0 || O
| [ | o [ta]0 | |[som & | 192.188.1.[0 || O
| | o [ta]0 | | [sotn & | 192.188.1.[0 ] &

Application Name: Enter an Application Name.
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Start ~ End Port: If you are only forwarding one port, you can put the same
port number in both the Start and End Port boxes.

Protocol: If you are not sure which protocol to choose, select both.

To IP Address: This should be the IP address of the computer you want to forward the
ports to.

Make sure that you check the Enabled box to activate the setting, then click Save Settings to
save the settings.

6.5.3 Applications & Gaming > DMZ

DMZ (De-Militarized Zone) is a host without the protection of the router’s firewall. It
allows a computer to be exposed to unrestricted two-way communication with the
Internet. You should only use this feature when the Port Forwarding function fails to
make an application work.

Warning: Setting your computer as a DMZ host exposes it to various security vulnerabilities. This
feature should be used only when needed.

s Asante SmartHub
AWRT-3000
EZ SetUp Single Port Forwarding | Port Range Forwarding | DMZ | QoS
Setup
— ORZ HE'p
Status DWZ Configuration: (%) Enabled (' Disabled Explain
I ——

Wireless
— | Source IP Addrezs: (8 Any IP Addreas
Firgwall O 1o 1o 1 to|
I
= o Destination: @ P Address: 192, 168, 1.|0 |
Application O mac Addrsss:l )
Administration
|
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DMZ: Select to enable or disable DMZ.
Source IP Address: Specify the IP address that can communicate with the DMZ host.
Destination: Specify the IP Address or MAC Address of the DMZ host.

Note: Any DMZ host should have a new static IP address assigned to it because its IP
address may change when using the DHCP function.

Click Save Settings to save the settings.

6.5.4 Applications & Gaming > QoS

QoS (Quality of Service) manages information as it is transmitted and received. It
ensures better service to those applications with a higher priority.

7 Asante SmartHub
FIVRT-300M
EZ Set Up Single Port Foreanding | Port Range Forearding | DMZ | QoS
Go5 (Quality of
Service} WM Support: @ Enabled ) Disabled (Defsult: Ensbisd) Help
Wirglzss iz : Explain
No Acknowlzdgement: ) Enabled @ Disabled [Default: Disati=d)

Apphcstions MSM Mzssenger e
ot Priority Medium [Recommsend) b
Application

Administration
—
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Wireless

WMM Support: WMM is a wireless Quality of Service feature that improves quality for
audio, video, and voice applications by prioritizing wireless traffic. To use this feature,
your wireless client devices in your network must support Wireless WMM.

No Acknowledgement: If you want to disable the Router’'s Acknowledgement feature,
so the Router will not re-send data if an error occurs, select Enabled. Otherwise, keep
the default, Disabled.

Internet Access Priority

Enabled/Disabled: To use the QoS policies you set, select Enabled. Otherwise, select
Disabled.
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Category

There are five categories available. Select one of the following: Applications, Online
Games, MAC Address, Ethernet Port, or Voice Device.

Applications
i Asante SmartHub
Single Port Forwarding | Port Range Foraarding OMZ | Qo5
B Cos e
Service) WhM Support: (® Enabled ) Disabled (Default: Enabled) Help
5 Wirslzss i Explain
e ) Mo Acknowledgement: () Enabled @ Disabled {Default: Disabled)

Wirglass

Firewall

Acosss Policy

Application

Administraticn

Applications: Select the appropriate application. If you select Add a New Application,
follow the instructions in the “Add a New Application “section.

Priority: Select the appropriate priority: High, Medium, Normal, or Low. Click Add to
save your changes. Your new entry will appear in the Summary list.
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Add a New Application

i Asante SmartHub
ANRT-300M

Gos (Guality of
Service] WM Support: (® Enzbled ) Diszbled (Dzfzult Erabizd) Help
Wirglzss Explain

Mo Acknowlesgement () Epabled ) Disabled (Defsult: Disstizd)

Internst Access Prionity -Enahled O Dicabled

Ca 3 - -
Latagory Applicstions L

Applications WEN Wessenger hd
Prricrity Medium {Resommend) W
Application
Ada
Summary | Prigrity | Nams Infarmation | | |

Enter a Name: Enter a name for this application.

Port Range: Enter the port range that the application will be using. For example, if you
want to allocate bandwidth for FTP, you can enter 21-21. Select the protocol TCP or
UDP, or select Both.

Priority: Select the appropriate priority: High, Medium, Normal, or Low. Click Add to
save your changes.
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Online Games

m Asante SmartHub

FIVRT-300M

EF Set Up Single Port Forwarding | Port Range Forwarding | DME | Qo5

Gos (Quality of
Service) WMl Support: ® Enabled ) Disabled [Defsult Ensblzd) Help
Wirgless Explain

Mo Acknowledgement: (C) Enabled @ Disabled (Default: Disabled)

Internet Access Prionity @ Enabled {:) Diszbled

Catzgary Online Gamezs W

Zames Counter Strike ~

Priority Medium {Recommsnd) W

Prioriby | Nams Information | | |

Games: Select the appropriate game.

Priority: Select the appropriate priority: High, Medium, Normal, or Low. Click Add to
save your changes.
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MAC Address

ri Asante

Single Port Forwarding | Port Range Forwarding | DMZ | QoS
QoS [Quality of
Service]  WhM Support: @ Enabled ) Disabled {D=fault: Ensbled)
Wirglzss

Mo Acknowlesgemant: () Epabled @ Disabled (Defsult: Dissblzd)

SmartHub

AIRT-300M

Help
Explain

Internst Access Prionity (® Enabled ¢ Disabled

Sategary Cnline Games W

Games Counter Strike b
Priarity Medium {Recommend) b
Application
Add
Summary | Pricrity | Nams Informstion |

Enter a Name Enter a name for your network device.

MAC Address Enter the MAC address of your network device.

Priority Select the appropriate priority: High, Medium, Normal, or Low. Click Add to

save your changes.
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Ethernet Port

i Asante SmartHub
ART-300M
EZ Set Up Single Port Forwarding | Port Range Foraarding | DMZ | Qa5

Qo [Quality of
Service) Wkl Support: @ Enabled ' Disabled [Dzfsult Snatlzd) Help
Wirglzss Explain

Mo Acknowledgement: () Enabled & Disabled {Default: Disablzd)

Internst Access Priornity @ Enzbled O Disabled

Cstgary Ethernst Fort W

Eth=rnst Ethemnst Port 1 W

Priri o
Application nomty Ethernet Fort 2 ’ &8

Ethemst Port 3
Ethemst Port 4

| Prioriby | Nams Infiormation | | |

Ethernet: Select the Ethernet port that you want to configure.

Priority: Select the appropriate priority: High, Medium, Normal, or Low. Click Add to
save your changes.
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Voice Device

i Asante SmartHub
ANRT-300M

EZ Set Up Single Port Forwarding | Port Range Forwarding | DMZ | QoS

Qos (Quslity of
Service]  WMM Suppart: ® Enabled ) Disabled {D=fault: Enabled)
Wirglzss
~ Mo Acknowlzdgement: () Enabled @ Disabled (Default: Disabled)

Internst Access Priority @ Enzbled O Dicabled

Category h’y Current PC's MAC Address:00:23:88:F3:AC:TF

Enter 3 Mame |

WAC Aggrsss 0600 06 6 - 0D 06D |

Prigrity High {Recommend) vl
Aod
Summary | Prriarity | Nams | Infiormation | | |

Enter a Name: Enter a name for your voice device such as VoIP or IP Phone.
MAC Address: Enter the MAC address of your voice device.

Priority: Select the appropriate priority: High, Medium, Normal, or Low. Click Add to
save your changes.

Click Save Settings to save the settings.

Summary

Summary shows the configuration for various application priorities. You can Remove or
Edit the configuration from this list.
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6.6 Administration

6.6.1 Administration > Management

The Management screen allows you to change the router’s log in password as well as

other administrative settings.

SmartHub
ANRT-IDON
EZ9=1Up Management n
Selup
- Help
Status Explain
A— EZ Setup  E7 Setup: * Enabled T Disabled
Wirelase
Web Access Wi LBty Access & wrre O HTTRS
Firenwall
Wiem ety Accass vin Winsless: & Enabled T Disabled
Access Policy
I Remale ACCESS oot Management: " Enabled © Disabled
Application Wie Lty Access: & wrtp € WTTPs
Rmnllmrdr P g 6- i
Allowy Rermole P Address: & any P Address
L2 EA T A I
Femoie Menagement Pert F
UPrR

PP
Allows Users fo Configure

Allowy Uzers to Dissbis

# Enabded T Disabled
& Enavled © Disablea

' Emabled @ Digabled

Iriernet Access:

Backup and Restore Bockup Configurations | Restore Configurabions |

EZ Setup: Select to enable or disable EZ Setup. If EZ Setup is disabled, the user is allowed to
access internet whenever he/she is connected to the router. If enabled, the user is required to enter
username/password to access the internet.

Web Access: Select to enable or disable HTTPs and Wireless access for the Web
Configuration Utility.
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Remote Access: Select to enable or disable remote management/upgrade of the router.
You can allow remote management from any IP Address or a specified IP Address as
well as the port number.

Backup and Restore Configurations: You can choose to backup the router’s settings
so that you don’t have to manually configure the settings again if you reset the router to
factory default.

UPNP: Universal Plug and Play (UPnP) allows Windows Me and XP to automatically

configure the router for various Internet applications, such as gaming and
videoconferencing.

6.6.2 Administration > Log

You can choose to Enable or Disable logging of your network activity on this screen.
Click Save Settings to save the settings.

SmartHub
FUCRT-Z00M
EZ Set Up WManagsment Log Dizgnostics Factory Defaults Firmware Upgrade
Setup
Lo is
9 (& Enzbled "y Disabled Help
Shatus Explain
Wirglaess
Firgwall
Acoess Policy
Application
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6.6.3 Administration -> Diagnhostics

The Diagnostics screen allows you to perform Ping and Traceroute tests.
vl Asante SmartHub
AWRT-S00N
EZ 5=t Up Mansgement | Log | Ddagnostics | Fastory Defsults | Firmware Upgrads

Dizgnostics

Help
Explain

Ping Tast  |p or URL Address:

I_

Fackst Szt bytes [32-85500)
Times to Ping:

Start to Ping

TiEEd

Tracerouts Tast .
IF or URL Address:

I!

—

Start to Tracenoute J

Administration

Ping Test: Enter the IP or URL Address you wish to ping and click Start to Ping.

Traceroute: Enter the IP or URL Address you wish to trace and click Start to
Traceroute.
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6.6.4 Administration > Factory Defaults

The Factory Defaults screen allows you to set all the router’s settings to the factory
default.

m Asante SmartHub

MURT-ION

EZ Set Up Management | Log | Disgnostics | Factory Defaults | Firmware Upgrade

* Factory Defaults | Restors Factory Defaults |

Help
Explain

\ ? ) Eestore to Factory Defanlts?

[ EE |

Administration

Click on the Restore Factory Defaults button to restore all the settings to default and
click OK to continue.
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6.6.5 Administration > Firmware Upgrade

The Firmware Upgrade screen allows you to upgrade the router’s firmware.

rl Asante Sn;lv?R ﬁtle-!:Ilb

EZ Set Up Management | Log | Diagnostics | Factory Defaults | Firmware Upgrade
Help

3 Explain

Check For New Firmware Wersion [ Check For New Firmware Version J

Pleaze =elect a file to upgrads: | | HIEE...
[ Start to Upgrade J

Warning: Upgrading firmware may take a few minutes, pleass don't turn off
the powser or press the reset button,

0%

Administration

Upgracde must HOT be interrupted !!

You must download and unzip the new firmware first from www.asante.com

Click on Browse to browse to the new firmware, and click Start to Upgrade.
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6.7 Status

6.7.1 Status > Router

The Router screen displays various status of the router including the firmware version.

v Asante

Router | Local Metwork | Wirele=s Network

Router Information
Firmware Version:

S

Current Time:

Host Mame:

Domain Name:

1.0.01
1234567890

Thu Now 18 03:21:03 2009 (GMT -08:00)

Internet MAC Address: 00:21:00:78:4C90

Asante

Asante

SmartHub

AWRT-3000

Help
Explain

Internet Connection
Connection Typs:

Internet IP Address

Subnet Mask

Default Gatsway
ONS

WMTU

Automatic Configuration - DHCP
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

Auto

[ |P Address Releasze J [ IP Address Renew

J

Click on the Refresh button to reload the screen.
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6.7.2 Status > Local Network

The Local Network screen displays various status about your Local Area Network.

A SmartHub
ri Asante AART-300M
EZ SetUp Router | Local Metwork | Wirgless Network
Local Network
Help
Local MAC Address: 00:21:00:78:4C:9C Explain
Router IP Address: 182.168.11
Subnet Mask: 255.255.255.0
DHCP Server
DHCP Server: Enabled
Start IP Address 192.168.1.100
End IP Address 192.168.1.149
[ DHCP Ciient Table |
Click on the DHCP Client Table to display a list of all the DHCP clients in your network.
i
vzl Asante
Sort by P Addresz ¥
Client Hame Interface IP Address MAC Address Expired Time
Katie_Tung-NBO1 LAN 192.168.1.100 00:23:8B:F9ACTF | 22hrimin:S9sec

56



6.7.3 Status > Wireless Network

The Wireless Network screen displays various status about your wireless network.

rl Asante SmartHub

AWRT-300M

EZ Set Up Router | Local Network | Wirgless Network

Wireless Network
Help
Status MAC Address: 00:21:00:78:4C:9C Explain

Mode: BGHN-Mixed

Network Name (SS1D7; SmartHub-AVWRTE00N

Radic Band: Auto - 200140MHz Channel
Standard Channel: Auto

Extension Channel: Auto

Firewall: Disabled

S5I0 Broadcast: Enabled
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7. Specifications

Standards
[ IEEE 802.11n draft 2.0
] IEEE 802.11b/g

Frequency
) 2.4GHz

Ports
7 1 x10/100Mbps WAN port
1 4 x 10/100Mbps LAN port

Antennatype
[l 2 Internal O dBi antennas

Security
0 WPA2, WPA, WEP 64/128-bit
[ Wireless MAC Filter
[J AP lIsolation

LEDs
[0 Power, Internet, Wireless, LAN1~4
WPS

Advanced Features
1 Quality of Service (QoS)
[ Stateful Packet Inspection (SPI) /
DoS
*1 VPN Pass-through
1 UPNnP

WiFi Protected Setup
71 PIN (Personal Identification Number)
1 PBC (Push button configuration)

System Requirement
1 Windows®, Mac®, or Linux®
operating system
0 Installed Ethernet adapter
1 Recommended use with AWLL7025

Power
71 Input: 100~240V AC, 50~60Hz
1 Output: 12V / 1A

Dimensions
[0 179 x 132 x 28 mm

Temperature
71 Operating: 0°C to 40°C

Humidity
1 10% to 95% Non-Condensing

" Warranty
71 Limited 1-year warranty

Certification
[l FCC,IC
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App Appendix — Information

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for
compliance could void the user's authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 20cm
between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.

The availability of some specific channels and/or operational frequency bands are country dependent
and are firmware programmed at the factory to match the intended destination. The firmware setting
is not accessible by the end user.
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Industry Canada statement:
This device complies with RSS-210 of the Industry Canada Rules. Operation is subject to the

following two conditions:
(1) This device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

IMPORTANT NOTE:

Radiation Exposure Statement:

This equipment complies with Canada radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 20cm

between the radiator & your body.
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Technical Support

E-mail: support@asante.com

Toll Free: 1-877-262-0324

Web Site: www.asante.com

*Theoretical maximum wireless signal rate derived from IEEE standard 802.11g and draft 802.11n specifications. Actual data
throughput will vary. Network conditions and environmental factors, including volume of network traffic, building materials and
construction, mix of wireless products used, radio frequency interference (e.g., cordless telephones and microwaves) as well as
network overhead lower actual data throughput rate. This product is based on IEEE draft 802.11n specification and is not
guaranteed to be compatible with future versions of IEEE 802.11n specification. Compatibility with draft 802.11n devices from other
manufactures is not guaranteed. Specifications are subject to change without notice. Photo of product may not reflect actual content.
All products and trademarks are the property of their respective owners. Copyright ©2009 AWRT-300N®
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