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1. Introduction

Congratulations on becoming the owner of AW4038 4-port ADSL AP router. You will now be
able to access the Internet using your high-speed ADSL connection. AW4038 has the following

major features.

1.1  Features
. Built-in ADSL modem for high speed Internet access

e  Network Address Translation (NAT) and IP filtering functions to provide
network sharing and firewall protection for your computers

. 4-port switch to build your own local network
. Easy configuration via a web browser

. IEEE 802.11g 54Mbps Access Point

This User’s Manual will guide you to install and configure your AW4038.

1.2  System Requirements
Before installing your AW4038, make sure that you have the following:

. ADSL service up and running on your telephone line, with at least one public Internet
address for your LAN
. One or more computers each containing an Ethernet 10Base-T/100Base-T network

interface card (NIC) or wireless network adapter.

For system configuration, use the supplied web-based program.

Notice : The changes or modifications not expressly approved by the party responsible for compliance
could void the user’s authority to operate the equipment.

IMPORTANT NOTE: To comply with the FCC RF exposure compliance requirements, no change to
the antenna or the device is permitted. Any change to the antenna or the device could result in the
device exceeding the RF exposure requirements and void user’s authority to operate the device.

Note: Make sure that your computer has a web browser such as Internet Explorer v5.0 or

later, or Netscape v4.7 or later.

The antenna used for this transmitter must be installed to provide a separation distance of at least 20
cm from all persons and must not be co-located or operating in conjunction with any other antenna or
transmitter.
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2. Installation

In addition to this document, your AW4038 should arrive with the following:

e  One standalone desktop AW4038
e  One power adapter and power cord
e  One Ethernet cable with RJ-45 connector

e  One telephone cable with RJ-11 connector

Front Panel

The front panel LEDs indicate the status of the unit.

Label Color

Function

PWR Green

On: Power on
Off: Power off

LANI1~4 Green

On: LAN link established and active
Off: No LAN link

Flashes during data transfer

DSL Green

Flashes during the training mode.
On: ADSL link established and active

Tx/Rx Green

On: Router is active
Flashes during data transfer through ADSL line

WLAN Green

On: WLAN enabled
Off: WLAN disabled

Flashes during data transfer

Rear Panel

The connectors located at the rear panel have the following functions.

Interface

Function

Botton

Power switch on/off

Power (SNG I- tec)

Connects to the power adapter cable

Reset

Resets unit’s configuration to factory default

LANI~4

RJ-45 connector: Connects AW4038 to your PC's
Ethernet port, or to the uplink port on your LAN's hub

ADSL

RJ-11 connector: Connects AW4038 to ADSL line
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Figure 1. Rear view of AW4038

Connecting the Hardware
Connect AW4038 to the phone jack, the power outlet, and your computer or network.

' ' Before you begin, turn the power off for all devices. These include your
£ 2 computer(s), your LAN hub/switch (if applicable), and AW4038.
WARNING

Step 1. Connect the ADSL cable and optional telephone
Connect one end of the phone cable to the RJ-11 connector on the rear panel of AW4038. Connect

the other end to the ADSL outlet provided by your service provider (normally MODEM port of the
attached splitter).

Step 2. Connect the Ethernet cable
Connect one end of the Ethernet cable to the one of the four RJ-45 connectors on the rear panel of
AW4038 and connect the other end to your PC’s network adaptor (NIC). If you are connecting a

LAN to AW4038, attach one end of the Ethernet cable to a regular hub port and the other end to the
LAN port on AW4038.

Step 3. Attach the power connector

Connect the AC power adapter to the power connector on AW4038 and plug in the adapter to a wall

outlet or power extension.

Step 4. Turn on AW4038 and power up your systems

Press the Power switch on the back panel of AW4038 to the ON (Low) position.

Turn on and boot up your computer(s) and any LAN devices such as hubs or switches.
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Step 5. Configure AW4038 through the WEB interface
Please refer to chapter 3.
Step 6. Save the configurations and Reboot

Save the changes you made on AW4038.
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3. Configuration

3.1  Setup
® Connect AW4038 and PC with an RJ-45 Ethernet cable.

® Turn on AW4038.
® The default IP address of AW4038 is 192.168.1.1.

3.2  Establish The Connection
® Enter the IP address (default: 192.168.1.1) of AW4038 in the address line of Web
Browser

® A Dialogue Box will pop up to request the user to login. (Figure 1)

D51 Router
Lser nare: |f} el Py w
Password; (ssssa

[ Iremember my password

|_ Ik ] [ Cancel

Figure 2. Authentication

® Please enter the management username/password into the fields then click on the

OK button (default username/password is admin/admin).

® [f the authentication is valid, the home page “Device Info - Summary” will be
displayed on the screen. (Figure 3)
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Device Info
Summary
VAN
Statistics
Route
ARP
Advanced Setup
Wireless
Diagnostics
FManagement

Device Info

This information reflects the current status of your DSL connection.

|LinE Rate - Upstream {(Kbps}: 200

ILiHE Rate - Downstream {Kbps): | 7680

\Software Version: |2.14L.020T 20_23e3
LAN IP Address: 192.168.1.1
|Default Gateway: 10.0.0.1

IPrimar!,r DNS Server: 172.24,16.254
|59cundary DNS Server: 1172.24.16.254

Figure 3. AW4038 Home Page
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4. Quick Setup

The system administrator can configure AW4038 remotely or locally via a Web

4.1

Browser. Network configuration needs to be planned and decided before starting the

configuration procedure.

Quick Setup allows system administrator to select the appropriate operation mode and

configure the corresponding settings step by step to create a connection. The following

five operation modes are supported:
® PPP over Ethernet (PPPoE)
IP over ATM (IPoA)
Bridging
MAC Encapsulation Routing (MER)

PPP over ATM (PPPoA)

PPP over Ethernet (PPPoE) Configuration

Click on “Quick Setup” in the left frame, and follow the steps below to create a PPP

over Ethernet (PPPoE) connection.

4.1.1 ATM PVC Configuration

Dencs Inla Duick Setup

ick Setu
s P Tk Quick: Satup-will guide you theough e sters receseary i configure your DSL Pouber,
Ardvancer Setup
Wireless ATV PV Configuration
Dizgnostics
Management Select e chacy bon balyw 10 Bnablz DEL Alte-cornect process,

[0 CE duosconnec
The 3irws! Fath [dertifier (4P} and Vetual Charnel Weatifier (W21 are reeded for setingup
1IN ¥ .- 1=P ¥ 1 Wniig

tha AT

FiC, Do ot ehange YR and

Figure 4. Quick Setup — ATM PVC Configuration

-10 -
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Enter the VPI/VCI values. Please contact you ISP for the information.

Click on “Next” to go to next step.

4.1.2 Connection Type and Encapsulation Mode

Deice Info Cormection Type
Quick Satup
Acdvarced Setugp
Wirphrss
Managemsant . S

Encapsulation Mods
LLCSHAP-BRIDGING =

ek )

Figure 5. Quick Setup — Connection Type and Encapsulation Mode

Select “PPP over Ethernet (PPPoE)”, and the “Encapsulation Mode”. Please

contact you ISP for the information.

Click on “Next” to go to next step.

4.1.3 PPP Username and Password

-11 -
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Device Inlia
[uick Satup
Ackeanced Satiip
Wircless
Dagrostics
ManageEment

PPP |lsermame and Passwnim

ALITO i

Figure 6. Quick Setup — PPP Username and Password

Enter “PPP Username”, “PPP Password”, and select “Authentication Method”
(AUTO/PAP/CHAP). Please contact you ISP for the information.

The “Dial on demand” function, if checked, will tear down the PPP link
automatically when there is no outgoing packet for the programmed period of time
that is set below.

AW4038 activates PPPoE connection automatically when user wants to access
Internet and there is no active PPPoE connection.

The users are able to assign some specific ATM PVC(s) to run PPPoE, if AW4038
has multiple ATM PVC connections.

The “PPP IP extension” is a special feature provided by some ISPs. Unless your

service provider specifically requires this setup, do not select it.

Click on “Next” to go to next step.

4.1.4 IGMP Multicast, WAN service, and QoS

-12-
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Cievice [nfo
Quick Sertup
Auldvareed Selup
Wireless
Dlagrostics
Mananement

Enaable [GMVIP Multicast, and WAN Servine

Enzhle 139 Mukicast [
Fn=n e - - I:!

selerted classes of applcatio B, Eince Q08 3ko cons

spcuentty. s Advanoed Setupy’ Quality of Sersos 1o 855100 prorites

=)

Figure 7. Quick Setup — IGMP Multicast, WAN service, and QoS

Check to Disable/Enable IGMP Multicast, WAN Service, and QoS.

Go to “Advanced Setup” > “Quality of Service” to assign priorities for the
application. Click on “Next” to go to next step.

4.1.5 Device Setup

Device Info Device Setup
Quick Setup
Advanced Setup

Wireless IP Ackdress: 192.162.1.1 |
Diagnostics Subnat Mask: 255,255,255.0 |
Managenent c

configure the DSL Router IF Address and Subnet Mask for Las intesface,

 Digabla DHCF Servar
& Enable ODHOP Server
Start 1P Acddrass: 192 155.1.2

Erd [P Address: [192.188.1.254

Laasad Tima (hour}:| 24

[Ccerfigure the ssoond 1P Address smd Subeet Mazk fior LAN inter face

Figure 8. Quick Setup — Device Setup

- 13-
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Enter IP (LAN IP) and Subnet Mask.
Select to Disable/Enable DHCP Server, use DHCP Server Relay, and configure

related settings for that mode.

AW1038 will assign IP address, subnet mask, Default gateway IP address and
DNS server IP address to host PCs which connect to its LAN.

Select “Configure the second IP Address and Subnet Mask for LAN interface” and

configure if second IP Address is used.

Note: Network Address Translation function (NAT) is default enabled and is not

showing on the page to prevent it from being disabled.

Click on “Next” to go to next step.

4.1.6 Wireless Setup

Device Info Wireless — Setup
Quick Setup
Advanced Setup Enable Wieless
Wireless
; : Enter the wirsless netwark nama (slso knawn a8 55100
D ostics d \
s S510:  jaingw
Management )

T,
In

Back | |mext|

Figure 9. Quick Setup - Wireless Setup

Check “Enable Wireless™ to enable wireless radio; or uncheck to disable.

“SSID” is the network name shared among all devices in a wireless network. It is

case-sensitive and must not exceed 32 alphanumeric characters.

Click on “Next” to go to next step.

4.1.7 WAN Setup — Summary

-14 -
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Device Info WAN Setup - Summaryg
ck Setu
o ! Make sure that the settings balow match the settings provided by your 15P.
Advanced Setup .
Pililees WPL / WCI: 14 3=
Diagnostics -
Connection Type: |FFPOE
Management

Service Name: pppoe_1_32

Service Category: UEBER

iP‘ A.ddress: A I.;_'uru:'n'. cally Assignad
Service State: Enanhed
AT Ernabled
Firewrall: Enabled

IGMP Multicast: Dizabled
Quality OF Service: |Disabled

Click "Save/Reboot” o save thesa sathings and reboot routsr, Click "Back” to make ary modificabons
NOTE: The configuration procass Bkas about L minuhe @ complate and your DSL Routar will reboot

|_5='.|;-1J|_ SavaReboot J

Figure 10. Quick Setup — WAN Setup — Summary

The last page displays a summary of previous settings. Make sure that the
configurations match the settings provided by ISP, and then click on

“Save/Reboot” button to complete the configuration procedure.

4.2 IPover ATM (IPoA) Configuration
Click on “Quick Setup” in the left frame, and follow the steps below to create an IP
over ATM (Routed) connection.

4.2.1 ATM PVC Configuration

-15 -
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Device [ndo
uick Setup
febvaroed Setup
Wireless
Diagras s
hlafaniement

Musick Sehap

ATM FVE Configueation

Figure 11. Quick Setup — ATM PVC Configuration

Enter the VPI/VCI values. Please contact you ISP for the information.

Click on “Next” to go to next step.

4.2.2 Connection Type

Desdce Info
Dusick Sefup
Advanced Satup
Wireless
Diiafinrstacs
Management

Cowieal Lior Tyipe

[fack ]|

Figure 12. Quick Setup — Connection Type and Encapsulation Mode

Select “IP over ATM (IPoA)”, and the “Encapsulation Mode”. Please contact
you ISP for the information.

Click on “Next” to go to next step.

- 16 -
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4.2.3 WAN I[P Settings

Diewice Inin WAN [P Settnos
Quick Setup

Adwarcod Sotup

Wi el

Disgrostics
Wanatansr

E| = M f 1 dafal oaiowa

A Lk IF
1#

!.—! L b Interfa o |_'f|_|'a'\-—ll= L

=D

Figure 13. Quick Setup— WAN IP Settings

WAN IP/Subnet Mask, default gateway, and DNS server settings. Please contact

your ISP for the information.

Click on “Next” to go to next step.

4.2.4 NAT, IGMP Multicast, WAN Service, and QoS

Do Tl fetwnik Addeess Translation Settings
|}lh‘l"p{'ll1|- W Irk AL Trama@ior PlaT) a § o AraE | 4
ren Pobaort Ll
Aibanoe] Satug ke
Whirekins nable T [
[Eaigivslics Enzhi FiT 0O
Managesen
§ il ahi TR0 Pelicl 1 i, chinll WY Darviia
i 0O
B

Liutble Dusslty OF Seraice

—nahbrng CarS b i c b T e HITwesE 1
weourtes, o rumber of PACs will e reduc oouenth. Lo Mdhvanced Getup) Qualty of Service ¢

) (]

Figure 14. Quick Setup — [PoA — NAT, IGMP Multicast, WAN service, and QoS

-17 -
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Check to Enable/Disable NAT and Firewall functions.
Go to “Advanced Setup” > “Firewall” to assign filter rules.
Check to Enable/Disable IGMP Multicast, WAN Service, and QoS.

Go to “Advanced Setup” > “Quality of Service” to assign priorities for the

application.

Click on “Next” to go to next step.

4.2.5 Device Setup

Drengice Inbs
Ouiick Sertun
Bbeanced Galup
Wireless
Dlsasgrunstics

Frlot i

Deanies SEtig

Figure 15. Quick Setup — Device Setup

Enter IP (LAN IP) Address and Subnet Mask to AW4038.

Select to Disable/Enable DHCP Server, use DHCP Server Relay, and configure

related settings for that mode.

Select “Configure the second I[P Address and Subnet Mask for LAN interface” and

configure if second IP Address is used.

Click on “Next” to go to next step.

4.2.6 Wireless Setup

- 18 -
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Device Info
Quick Setup
Advanced Setup
Wireless
Diagrostics
Management

Wireless — Setup
Enable Wiraless

Enter tha wireless natwark name (also known as 55100,

|
SEID:  |airge

Figure 16. Quick Setup — Wireless Setup

Check “Enable Wireless” to enable wireless radio; or uncheck to disable.

“SSID” is the network name shared among all devices in a wireless network. It

is case-sensitive and must not exceed 32 alphanumeric characters.

Click on “Next” to go to next step.

4.2.7 WAN Setup — Summary

Device Info
Quick Setup
Advanced Setup
Wireless
Diagnostics
Management

WAN Setup

[vp1 / ver:

Summary

035

Connection Type:  |IFos
Service Name: ipoa 035
Service Cateqory: |LER

1P Address: 10.0.0.1
|Service State; Enshled
INAT: Disatled
-I.-'-II'D';'EGI: L'IZ-:,I:I ed

| IV Multicast: Dizanked

Quality Of Service: |Disanled

Click: "Sawe/Feboot” 1o save hase
MOTE: The configuration process takes about 1 minuts o complete and your DSL Router will reboot,

e
b

rdake sure that the settings balow match the settings provided by yaur ISP,

mings and reboot router, Click "Back” 1o make any modifications,

[F'F:’L]l Save/Reboot ]

Figure 17. Quick Setup — WAN Setup — Summary

The last page gives a summary of previous steps. Make sure that the settings

match the settings provided by ISP, and then click on “Save/Reboot” button to

-19-
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complete the configuration procedure.

4.3  Bridge Configuration

Click on “Quick Setup” in the left frame, and follow the steps below to create a

Bridging connection.

4.3.1 ATM PVC Configuration

Device [ndn ik Setuy

Quick Setup

Achvarod Setup

Wil ATH BVE Configuration
[ e

MlaianEent

Figure 18. Quick Setup — ATM PVC Configuration

Enter the VPI/VCI values. Please contact you ISP for the information.

Click on “Next” to go to next step.

4.3.2 Connection Type

-20 -
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Dsrvica bniko
Advanced Setup
WA

Cionmescbion: Type

LAN . N
NAT - "
Firererall ) .
Dty of Servica . .
Reaating &
s
05l Er gl st i Mol
Weirakans LLCASHAPERDGIMG &
Magnostics
relanagement ||.|
Figure 19. Quick Setup — Connection Type and Encapsulation Mode
Select “Bridging”, and the “Encapsulation Mode”. Please contact you ISP for the
information.
Click on “Next” to go to next step.
4.3.3 WAN Service
Dexvice Tnfo
Kpuich: SeLip unselect the check box bebow to disable this WAN service
Advanced Setup
Wirgless . B S
Diagnostics it s ____
Management Service Marme: ;L'r a_35

Enabile Quality OF Service

Enabling QoS for 3 PYC improwes pesformance for selected classss of applications, However, since QoS also consumes system
resounces, Te number of PYOS will be reduced comsequently. Use Advanced Setup/ Quality of Service to assign prioeities for

the spplications

Enable Quality OF Service [0

Figure 20. Quick Setup — WAN Service

Give a service name and check the box to enable this WAN service.
Check to Enable/Disable QoS.

Go to “Advanced Setup” > “Quality of Service” to assign priority for the
application.

Click on “Next” to go to next step.

221 -
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4.3.4 Device Setup

Device Info Devire Setup
Ouick Seti E e! =
P Confgure the DS Router [P address anc Subnet Mask for your Local drea Metwork (LAN)

Advanced Setup :
Wireless 1P Address; (192,188.1.1
Diagnostics i

o Subnet Mask |95, 255, 255.0
Management

Figure 21. Quick Setup — Device Setup

Type LAN IP Address and Subnet Mask.

Click on “Next” to go to next step.

4.3.5 Wireless Setup

Device Info Wireless — Setup
Quick Setup
Advanced Setup Enable Wieless
Wireless

i 2 Enter the wireless netwark name (alsa known as 55109,
Diagnostics ad :
Management SEID:  |airgw

Back 'N':.it|

Figure 22. Quick Setup — Wireless Setup

Check “Enable Wireless™ to enable wireless radio; or uncheck to disable.

“SSID” is the network name shared among all devices in a wireless network. It
1s case-sensitive and must not exceed 32 alphanumeric characters.

Click on “Next” to go to next step.

4.3.6 WAN Setup — Summary

-02.
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/

Device [nfo
Quick Setup
Advanced Setup
Wireless
Diagnostics
Management

WAN Setup - Summary

ke sura that tha settings below match the sattings proviced by your 1SF,

VPI / VCI: o/3s
mu:ctém Type: fl-_'.'L:h;E
Service Name: h 0.3
Service Category: u-_'--' .

IP Address: .H:lt -rv:IEEI:C:E;L}
Service State; |Enablad

MNAT: Cizabilad
Firewall: |Dizabled
1GNP Multicast: Mot Applicable
Quality Of Service: |Cizshled

Click "SavaRaboot” to save these settings and reboot router. Click "Back” to make ary modifications,
MOTE: Tha configuration process takes about 1 minute 1o complete and your DSL Roatar will reboot

||-_';r:k | | Save/Reboot ]

Figure 23. Quick Setup — WAN Setup — Summary

The last page gives a summary of previous steps. Make sure that the settings
match the settings provided by ISP, and then click on “Save/Reboot” button to
complete the configuration procedure.

4.4  MAC Encapsulation Routing (MER) Configuration
Configuration of MER is similar to [PoA. Select “MAC Encapsulation Routing

(MER)” in “Connection Type”. For other configuration, please refer to [PoA settings
(section 4.2).

Device Info
Quick Setup
Advanced Setup
Wireless
Diagnostics
Management

Connection Type
Select the type of retwork protocol and ancapsulation mode over the AT PYC that your TSF has metructed you fo use.

() FPP over ATM (PPPOA)
() PPP over Efermet (PPPoE)

(® MaC Encapsulation Routing (VER)
) 1P over ATM (IFos)
O Br idging

Encapsulation Mode
|LLC/SNAP-BRIDGING

Back || ey

Figure 24. Quick Setup — Connection Type and Encapsulation Mode
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4.5 PPPover ATM (PPPoA) Configuration
Configuration of PPPoA is similar to PPPoE. Select “PPP over ATM (PPPoA)” in
“Connection Type”. For other configuration, please refer to PPPoE settings (section
4.1).

Drgiee [mfo Canhieed: Ui Iy
Pyleanced Setup

WA

LN

AT

Fir el

Dusallby af Servca

Fniating

s

5 E gl atioe o
Weiredass LLZENCARSLILATION
[Hagnostics
frlamanement . " - |

Figure 25. Quick Setup — Connection Type and Encapsulation Mode
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5. Advanced Setup

Advanced Setup allows system administrator to configure the following topics:

® WAN
® LAN
® NAT
® Firewall
®  Quality of Service
® Routing
® DNS
® DSL
51 WAN
Device Info Wide Area Network (WAN) Setup
Sihdiced St Choose Add, Edit, or Femove to confioure \Wwah inferfaces
WAN Chocse Save/Reboot 1o apply e changes and reboot the system,
LAN
R VPL/VCI |Category Service Name Protocol | State | Igmp | QoS
Firewall
Quality of Service 035 LER poa _0_35 FPPCE  |Enabled |Disabled | Disabled
Riouting
DS Acld [ Remove ] [ Sane/Reboot ]
5L
Wireless
Diagnostics
Management
Figure 27. Advanced Setup — WAN
This page shows the current existing WAN interfaces in the system. User can choose
Add, Edit, or Remove to configure WAN interfaces. For detail about Add and Edit
procedure, please refer to 4. Quick Setup.
5.2 LAN

Please refer to 4.1.5.

5.3 NAT
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Three functions are supported in NAT: Virtual Servers, Port Triggering, and DMZ
Host.

5.3.1 Virtual Servers

Device Info
Advanced Setup
WAN
LAN
MAT
Virtual Servers
Port Triggering
[iE Hosk
Firewall
Duiality of Service
Routimg
5
DsL
Wireloss
Dlagreostics
Marsagement

MAT — Virtual Servers Setup

Wirlual Server alloes you = difect incorsrg Bamc o Wak aoe Gdentifed by Protocol and Bamsrral poer) o i [riernat sarer
wilhy privat= F address on te LaN side, The Internal port B required only if the extemnal port needs o be converted 1o & different
port number vsad by the ssrver on dhe LA side, & makimum 32 entriss cah be configured
[.-u::l I Ramawd

Servar External Port | External Port S Internal Port Internal Port | Server P Bt
flame Start End Start End Adidress

ACL ] 2 7 e = i et e EE
. 447 44 TCF =43 +43 192 teH. 1,100 (||
Caary BE6 G656 TCF G568 BS6 192 168.1,10L |
Doon BEh 5546 LEF G545 656 192,168, 1. 10% O
TFTP o9 o3 iCF 63 e 192,168,1.110 [}

Figure 28. Advanced Setup — NAT

Virtual Server allows you to direct incoming traffic from WAN side (identified by
Protocol and External port) to the Internal server with private IP address on the
LAN side. The Internal port is required only if the external port needs to be
converted to a different port number used by the server on the LAN side.

Maximum 32 entries can be configured.

Click on “Add” to enter configuration page to add your own rule(s). Some
common used servers (Web, FTP, Malil, ...etc.) are pre-defined in AW4038. User
can simply select the desired server from the pull-down menu and assign the IP
address of the local PC.

To delete the configured rule(s), check the “Remove” box of the specific rule(s)

and click on “Remove”.
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evice Info
Adwanced Setup
WAN
Lan
NAT
VirFtisal Servers
Pt Trigrering
OMEZ Host
Frewall
Quality of Service
Routhug
DN
DsL
Wireless
Diagnostics
fManagement

NAT — Virtual Servers

Sodpct o servicn narma, and onte e seeeer 1P address gnid click "SovafApply” 0 forward 1P packats (or his ssrvica n b

specified server
Femaining number of entries that can be configured: 28
SEfvE Marng:

‘ot

& Bsecta Servics: |Metmeeting 200 3.0, Inie! Video Fhone |

O} Custom Server

Sisvar [P Adireds 15 158,145

_Estem;aj Part StartExternal Port End. Protocal  diternal Port Startinternal Port End

(1024 554 il_ll:ll-"-* w10z | |E== |
1024 |1502 IT'CI-" w1024 [ Jr=oe [
ils:--l |1730 | TCF w1 1504 | 7= !
1732 [E5524 | TP Slii73z - |
{1503 1503 _ TT::P #1503 | |tsoz |
(1721 [1731 |T4:P w1721 | !ml |
| | [ e ] |
1 [ [ [ree B2 =1l |

Figure 29. Advanced Setup — NAT — Virtual Servers

5.3.2 Port Triggering

Some applications require that specific ports in the Router's firewall be opened for
access by the remote parties. Port Trigger dynamically opens up the “Open Ports”
in the firewall when an application on the LAN initiates a TCP/UDP connection to
a remote party using the “Triggering Ports”. The Router allows the remote party

from the WAN side to establish new connections back to the application on the

LAN side using the “Open Ports”. A maximum 32 entries can be configured.

P T Port Trigpermg Setup
1 E T R o [ T
. 5 a) ] T o . 5 .} .}
fy F = ' [ wrh t v
. = - o - i
Apple aton Trgger Dpen Hesmuun
ST PFrotocod | Port Range Protocol Port B ange
Skart End Stert | Bl
. =
. M
i

Figure 30. Advanced Setup — NAT — Port Triggering
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Click on “Add” to enter configuration page to add your own rule(s). Some
applications such as games, video conferencing, remote access applications and
others require that specific ports in the Router's firewall be opened for access by
the applications. You can configure the port settings from this screen by selecting
an existing application or creating your own (Custom application) and click
“Save/Apply” to add it.

To delete the configured rule(s), check the “Remove” box of the specific rule(s)

and click on “Remove”.

ey Iy
Advanced Setup
[
L
LY R
Wirtual Servers
Pt Wrbgapeering
O+ Host
Firsrwrall
Duality of Serdos
Himitirsg
(]
1=
Wireless
[Nagrosiics

“ananement

| Pt Trppesrineg
Hipsrmism i|||; ranher of eires Fhad can b= cpnfeprmls 20
sk Tirsas d Chia i =
| ST |

Trgger Port Stact Trgpger Port Brad Trgger Probooo Dpen Port SE8act Dpen Port Brd Open Progoool
TCF w £ IOF w
TCP = ' . TCPAIDP =
TCF w TCF w
TCF - TCR o
TCF v TCF w
TCF w TCP w
TCP W TCP 1-

Figure 31. Advanced Setup — NAT — Add Port Triggering

5.3.3 DMZ Host

The DSL router will forward IP packets from the WAN that do not belong to any
of the applications configured in the Virtual Servers table to the DMZ host
computer.

Enter the computer's IP address and click “Apply” to activate the DMZ host.
Clear the IP address field and click “Apply” to deactivate the DMZ host.
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e Infa
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Port: Triggering
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DHagnostics
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Figure 32. Advanced Setup — NAT — DMZ Host

5.4  Firewall
Two functions are supported in Firewall: Outgoing IP Filtering and MAC Filtering.

5.4.1 Firewall — Outgoing IP Filtering

By default, all outgoing IP traffic from LAN is allowed, but some IP traffic can be
BLOCKED by setting up filters. Choose “Add” to configure outgoing IP filters.
To remove, check the item and click “Remove”.

D Indn
Acheanced Setup
BN
LAN
NAT
Firewall
IP* Filtaring
Dby
Incnming
Pareimtal Control
Duality of Service
R pisting
=
D50
Wirelesx
Dagrostics
Managemernt

Dutgong 1 Filsring Saebup

Filter dame  Protocol | Source Address | Mask Cource Porl |Desd, Address | Mask  Desi. Porl | Renuoe

Y

Figure 33. Advanced Setup — Firewall — Outgoing IP Filtering

The screen allows you to create a filter rule to identify outgoing IP traffic by
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specifying a new filter name and at least one of the conditions below. All of the
specified conditions in this filter rule must be satisfied for the rule to take effect.
Click “Save/Apply” to save and activate the filter. Figure 34 shows the
configuration that prevents a local PC (IP address: 192.168.1.100) from surfing

the Internet.

Drendoe Tnda Add IP Filter — Outgoing
frvinced Setim The screen aliows youl o create a filter rule 1o identify cngoing 1P traffic by specifving & resy Tilter naime and at lesst one condmon
VAN abony, A% of the = i rute b fake effact Click 'Savefsopdy” o save ard
Lan aclivate e fite
NAT
Fireveall Eiltar fiarmea: WER
1P Flkering )
Chatgoing Frotocol TEF v
Ineoming souroe [P adoness 192,168,1,100
Parental Control Source Subnet Mask:
Quality of Service Source Pork (portér portipert)
Routing L b SR -
ronim Destnation IP address ] 1
ns Destination Subnat Mzl
Wirpless lestipaticn Fort (port or portiport); S0
Diagnostics
Management
Figure 34. Advanced Setup — Firewall — Add new Outgoing IP Filter
5.4.2 Firewall — Incoming IP Filtering
By default, all incoming IP traffic from the WAN is blocked when the firewall is
enabled. However, some IP traffic can be ACCEPTED by setting up filters.
Choose “Add” to configure incoming IP filters. To remove, check the item and
click “Remove”.
Device Info Incomireg IP Fiftering Setup
Sulssnced Satup By cefzult, 2l incoming BP raffic from the WAl is blocked wihen fe firewall 5 enabfed. However, some [P iraffic can be ACCEPTED
AN by s=iting up filkers
LAN
MAT Ciroose Add or Remove to confiqurs incoming TF filters.
Firewvall
IP Filtering Filter : Source Address / SoLrce Dest.
B N WPI/VC1 Protocol e S Dest. Address / Mask i Remove
tgoing
Incomireg Filkerl (ifcE] TP S 1:500 AR 12500 O
Parental Controd | 1 2033.235.0.0 £20.495.235.0 -
Quality of Service Filker2 ALl TP 10.0.12.254 21 (|
Routing
D Add || Remove
o ) (o)
Wirelass
Diagreostics
Management

Figure 35. Advanced Setup — Firewall — Incoming IP Filter
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The screen allows you to create a filter rule to identify incoming IP traffic by
specifying a new filter name and at least one of the conditions below. All of the
specified conditions in this filter rule must be satisfied for the rule to take effect.
Click “Save/Apply” to save and activate the filter. Figure 36 shows the
configuration that allows a remote PC (IP address: 10.0.12.254) to access the local
FTP server.

Device Info
Advanced Setup
AN
LAN
NAT
Firewall
1P Filtering
Oubgoing
Ineaming
Parental Control
Quality of Service
Routing
DS
DsL
Wireless
Diagnostics
Management

Add 1P Filter — Incoming

The screen alloves you B0 creabe a filker rule o identify incomiag IP raffic by specifiing a rew filter name and at fieast one condition
below, Al of e specifisd conditions i this filler nale must be satisfiad for the rule to take effect Clid: ‘Savehpply” o save ad
actwate the filer,

Filter Marma: Fittex
Fritacal TCP b
oo P address 100,122,224

Sonroe Subngt Mask:

Source Poct [portor portipoct):

Destnation 1P address:

Destinaticn Subnet Mask

Destination Fort (port or portiparty| 21

WaN Interfaces (Confiquered in Rowting mode and with firewall enabled only)
Salect at least one or muitiple WaN nterfaces deplayed baloe o agpss this rule,

[ selctal
[ pos_0_z3/stme

Figure 36. Advanced Setup — Firewall — Add new Incoming IP Filter

5.4.3 Firewall — Parental Control

Parental Control allows user to create time of day restriction to a special LAN
device connected to the Router. Click “Add” to configure restriction rules. To
remove, check the item and click “Remove”. Up to 16 entries can be configured

and used.
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Device Info
Advanced Setup
WARN
LAN
NAT
Firewall
TP Filtering
Parental Control
Quality of Service

fime of Day Restrictions — & maximum 16 entries can be confiqured.

Username | MAC

kidL :IZI: Oc:eeBDeE5 | x X X

kidz 00:0c:fe:Bh:04:835

Mon | Tue | Wed | Thu ﬁ-iEEat Sun | Start

17:00

Stop  Remove

|2t:00| [

] % (09:00 | 20:00 [

Routing
s
D51
Wireless
Diagnostics
MManagement
Figure 37. Advanced Setup — Firewall — Parental Control
The MAC Address of the “Browser” automatically displays the MAC address of
the LAN device where the browser is running. To restrict other LAN device, click
the “Other MAC Address” button and enter the MAC address of the other LAN
device. To find out the MAC address of a Windows-based PC, go to command
window and type “ipconfig/all”. Click “Save/Apply” to save and activate the
restriction rule.
Device Infio Time of Day Restriction
Advanced Setup
WAN This pade atds time of day restriction bo 3 special Lan device connected o the Router, The Browser’s MAC Address’ sutomatically
LAN displays B2 MAC address of e LN device where the brovesar & running, To resirict oer LA davice, click e "Other MAC
NAT Acdrass” butior and enier the MAC address of the ofher LAN davice, To find out the MAC addhess of a Windows based PC, oo to
Firewal command wandosr and fpe “poonfig /2l
TP Filkeri
L Liszr Hama !L’i:ﬁ
Parental Control !
Quality of Service
: ® Browser's MAC Address  (00:0C:6E:88:04:55
Routing —_
ONS O Other MAC Address |
D o o) 1
DsL
Wireless Diays of the wesk ‘MonTueWedThuFri SatSun|
Diagnostics Click to sekect ¥ O Oo®ool
Management

Start Blcking Time (phemire)  [17:00 |

F!'.]'.'I_|

Erd Blacking Tirme ¢hincrmm)

Save ooty

Figure 38. Advanced Setup — Firewall — Add new Parental Control
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5.5  Quality of Service
Quality of Service (QoS) (including IP Precedence, IP TOS and IEEE 802.1P) refers
to a combination of mechanisms that jointly provide a specific quality level to

application traffic crossing a network or multiple, disparate networks.

Device Info Quality of Service Setups
Advanced Setu 5
i Y Chonss Add or Rerove to configure retwors raffic chssss
LAN
Sourca Desk,
Class A | IP Type of ¢ Source Dest,
NAT ! Priority WE B802,1P Protocol | Address / Address Remowe
Name Precedence |Service Port Port
Firewall Mask Mask
Quality of Service [ hta I
Yids | MEeS
= High 1 TCPADE | 192166 I
Routing Clags_A | High |1 Theooabeiit CRALCE | 192,168.1.100 O
I .r’=|*|r4L't=
Class B | Medim e | [ C
D51 B Throuchput O
|
Wireless L
= - = k. azimine —_ b x
Diagnostics Class O | High 1 Throuatet CPADF |1592.168.1.120 O
Management
Add || Remiove

Figure 39. Advanced Setup — Quality of Service

Click on “Add” to create a class to identify the IP traffic by specifying at least one

condition below. If multiple conditions are specified, all of them take effect.

Priceity: [ High v |
IF Frecedence; | 1 w |
IF Type Of Service! | Meximize Thioughput |

Specify Traffic Conditions for the class
Enter the following conditions etther for IP layer or for the IEEE B02.1p priority.

Protocol: ITCP,.'UDP VI

Source IP Address: (192.162:1.110

Solrca Subnet Mask |

Source Port (port ar portoort) |

Destination 1P Address) |

Dastination Subnet Mask!

Destination Port (portar port:port),

Figure 40. Advanced Setup — Add new QoS rule
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5.6 Routing

There are three routing information related settings.

5.6.1 Routing — Default Gateway

If “Enable Automatic Assigned Default Gateway” checkbox is selected, AW4038
will accept the first received default gateway assignment from one of the PPPoA,
PPPoE or MER/DHCP enabled PVC(s). If the checkbox is not selected, enter the
static default gateway AND/OR a WAN interface. Click “Apply” button to save it.

NOTE: If changing the “Enable Automatic Assigned Default Gateway” from
unselected to selected, You must reboot AW4038 to activate the automatic

assigned default gateway.

Device Info
Advanced Setup
WAN
LAN
AT
Firewall
Quality of Service
Routing
Default Gateway
Static Route
RIP
Dns
DsL
Wireless
Diagnostics
flanagement

Routing - Default Gateway
If Bnable dutorratic Assigned Default Gatmway checkboy is selectd, this router will acceot te first recehed default gatewsy
assignment from ona of the PPPos, PPPCE o MER/DHCP enabled PVC(s), If the checkbox is not selected, enter the static default

gateway AMDYOR a Wil interface. Click 'Save/pply’ bution B save it

WOTE: I changing te Automatic sssigred Default Gateway from unselectad to selected, You must retboot the rouizr to get the
atormatic assigned default gateway,

7] Enzble sutomati dssioned Default Gateway

[¥ L= Default Gatevay TP Address EIIII.IZ.?.E

[ L= fterface f.ipaa_I]_HS,-'aJmﬂ ¥

Save Apnly

Figure 41. Advanced Setup — Routing — Default Gateway

5.6.2 Routing — Static Route

Click on “Add” to create a new Static Route. Up to 32 entries can be configured.
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Device Info
Advanced Setup
WAN
LAN
NAT
Firewall
Quality of Service
Routing
Default Gateway
Static Route
RIP

Routing -- Static Route (A maximum 32 entries can be configured)

Destination | Subnet Mask Gatewa',r:]nterface Remove

172.24,19.0 |255.255.255.0 [ bro |

DNS
DSL
Wireless
Diagnostics
Managememnt
Figure 42. Advanced Setup — Routing — Static Route
Enter the destination network address, subnet mask, gateway AND/OR
available WAN interface, then click “Apply” to add the entry to the routing
table.
Device Info Routing — Static Route Add
Advanced Set
S o Eriter e destination retwork address, subret mask, oxteway SNDVOR available WAN nterface then clids "Savefapob® to add the
WAN enlry to the ruting takle
LAN
NAT
Firewall Destination Metwork Address: 5211.-;.23.[

Quality of Service
Fouting
Default Gateway
Static Route
RIP
DS
D5l
Wireless
Diagnostics
Management

Subinet Mask: [255,255.235.0

[ Us= Gateway 1P Address |

) s Interface LAM/brD 3

E¢',.|3,-',5;|_1I:|'

Figure 43. Advanced Setup — Routing — Add new Static Route

5.6.3 Routing — RIP
The Routing Information Protocol (RIP) is designed for exchanging routing
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information within a small to medium-size Internetwork.

Device Info Routing -- RIP Configuration
BAtvaed Setn To activate RIP for the device, select the Enabled' radio lbution for Giobal RIF Mode, To configure an individua! interface, sslect
WAN the desired RIF version and operation, followed by placing a check in the Enabled’ chedsbor for e interface. Click e
LAN Savefapphy' buston to save the corfiguration, and to start or stop RIP based on the Global RIP mode salected,
NAT
Frewal Global RIP Mode & Dissbied O Enabled
Queality of Service
Routing Interface VPI/VOT Version | Operation Enabled
Default Gateway o) {Lan]} _ ¢ v_ .Mh"e ¥ O
Skatic Route atmdS | 0423 2 w |Passie »| [
RIP
DNS
D&EL
Wireless
Diaghostics
Management
Figure 44. Advanced Setup — Routing — RIP
To configure an individual interface, select the desired RIP version and
operation:
RIP Version 1: Class-based IP network.
RIP Version 2: Classless IP network.
Operation Active: Broadcast and listen to other RIP enabled devices.
Operation Passive: Listen only.
Placing a check in the “Enabled” checkbox for the interface to complete the
configuration. Click the “Apply” button to save the configuration. To start/stop
RIP for AW4038, select the “Enabled/Disabled” radio button for Global RIP
Mode.
5.7 DNS

5.7.1 DNS Server
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Figure 45. Advanced Setup — DNS Server

If “Enable Automatic Assigned DNS” checkbox is selected, AW4038 will accept
the first received DNS assignment from one of the PPPoA, PPPoE or MER/DHCP
enabled PVC(s) during the connection establishment. If the checkbox is not
selected, enter the primary and optional secondary DNS server IP addresses. Click

“Apply” button to save it.

NOTE: If changing from unselected “Enable Automatic Assigned DNS” to
selected, you must reboot AW4038 to get the automatic assigned DNS addresses.

5.7.2 Dynamic DNS
The Dynamic DNS service allows you to alias a dynamic [P address to a static
hostname in any of the domains. This function allows your AW4038 to be more
easily accessible from various locations of the Internet.
Choose “Add” to configure Dynamic DNS.

Before you proceed, please visit one of these two website to apply your own

Dynamic DNS service: www.dnadns.org or www.tzo.com.

To remove, check the item and click “Remove”
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Figure 46. Advanced Setup — DNS — Dynamic DNS

Select your Dynamic DNS service provider from ‘D-DNS provider’, and enter

your registration information. Click “Save/Apply” to save the configuration.
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Figure 47. Advanced Setup — DNS — Add Dynamic DNS
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6. Wireless Setup

6.1 Basic
This page allows you to configure basic features of the wireless LAN interface. You
can enable or disable the wireless LAN interface, hide the network from active scans
(no broadcasting of your network name), set the wireless network name (also known
as SSID, default: airgw), and restrict the channels based on nation’s requirements.

Click “Save/Apply” to save the configurations.

Device Inén Wireless - Dok
Achianiad Selup
Wirpless
Basic
Serurily
ML Flber
Wirelkess Hridge E
Aheancaid
Dlagnostics
Management

Wordwmide

| Emeony |

Figure 48. Wireless Setup — Basic

6.2  Security
Four types of wireless security are provided: Shared (WEP), 802.1x, WPA/WPA2, and
WPA/WPA2-PSK.

6.2.1 WEP
WEP (Wired Equivalent Privacy) provides security by encrypting data over radio
waves when data is transmitted from one end point to another. WEP is the weakest
security method but the easiest one to configure. To enable WEP, select the

following items step by step:

Network Authentication: Shared

Data Encryption: Enabled

Encryption Strength: 128-bit (recommended for better security) or 64-bit

Click “Set Encryption Key” to enter your WEP keys.
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Figure 49. Wireless Setup — Security — WEP

Four keys for both encryption strengths can be stored here. Enter 13 ASCII
characters or 26 hexadecimal digits for 128-bit encryption keys. Enter 5 ASCII
characters or 10 hexadecimal digits for 64-bit encryption keys. Select which key
(1 ~ 4) to use from “Current Network Key”. Click “Save/Apply” to save the

configuration.
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Wireless Bridge

Advanced

Diagnostics
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Metwork Key 3. |

Metwark Key 4: |

Current Netwaork Key:

Enter 13 ASCII characters or 26 hexadecimal digits for 128-hit encryption keys.

Sawvefapply

Figure 50. Wireless Setup — Security — WEP

6.2.2 802.1X
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802.1X addresses the WEP weakness by adding user authentication, via RADIUS
server. So you need to have your RADIUS server up and running before using
802.1X. To enable 802.1X, select “802.1X” in “Network Authentication”. Enter
your RADIUS server IP address, port number (default: 1812), and key. Follow
section 6.2.1 to configure your WEP key and select “Save/Apply” to save your

configuration.
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Wil s
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GECLFRY
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Magnoshcs
Wl i

Enablod =
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Figure 51. Wireless Setup — Security — 802.1X

6.2.3 WPA/WPA2

WPA (Wi-Fi Protected Access) is the strongest wireless security provided by
AW4038. Like 802.1X, WPA must co-work with RADIUS server as well. To
enable WPA, select the following items step by step:

Network Authentication: WPA/WPA2

WPA Group Rekey Interval: in seconds. Default: 0 (no re-keying).
RADIUS Server IP Address/Port/Key: must match your RADIUS server.
WPA Encryption: TKIP ( select AES or TKIP+AES for WPA2).

Check your supplicant capability before you decide which one to use.
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Figure 52. Wireless Setup — Security — WPA

6.2.4 WPA/WPA2-PSK

WPA-PSK lets you take advantage of WPA without the hassle of setting up your
own RADIUS server. To enable WPA-PSK, select “WPA-PSK” in “Network
Authentication”. Enter 8 to 63 ASCII codes or 64 hexadecimal (0~9, A~F) digits
in “WPA Pre-Shared Key”. Click “Save/Apply” to save the configuration.
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[Emie ]

Figure 53. Wireless Setup — Security — WPA-PSK
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6.3 MAC Filter

Wireless MAC filter allows you to implement access control based on device’s MAC

address.

When you select “Allow” in “MAC Restrict Mode”, only data from devices with
matching MAC addresses in filter table can access AW4038. If you select “Deny” in
“MAC Restrict Mode”, every device can access AW4038 except those which have
matching MAC addresses in the filter table. To add filter entry, click on “Add” and
enter the MAC address of AW4038. Click “Save/Apply” to save the configuration. To

“delete” the entry, select the entry and click “Remove”.

Dawvics Infa Wireless -- MAL Filter
Audheanced Sebup
Wireless

Basic

Security

MAL Filber

Wireless Bridoge

Aehranced

Diagreestics |_| i LSS |

Management

MALC Address | Remove

Figure 54. Wireless Setup — MAC Filter

6.4  Wireless Bridge
Wireless Bridge (also known as Wireless Distribution System) can bridge data

between two APs, which is particularly useful while wired cabling is not available.
Note: only APs in same channel can be bridged.
AP Mode: Wireless Bridge- listens and answers other APs only
Access Point- Wireless Bridge also with AP functionality
Bridge Restrict: Disabled- any AP will be granted access
Enabled- only selected APs (Max. 4) with specified MAC address

will be granted access

Enabled (Scan)- as above, but AW4038 will scan available AP for

you to select.
Refresh: re-scan the available AP

Save/Apply: save the configuration
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Degice bilo
Adhvantod Gedig
Wirsless

Hasid

Security

AL Filer

Wissless Bridgs

Arheanced
CHagnistics

rlanagement

scpess Poink

EnmblekScan] [+

6.5

Figure 55. Wireless Setup — Wireless Bridge

Advanced
In most cases, AW4038 work well with wireless default settings. Modification is not

recommended unless you are very familiar with these parameters.

Channel: Select the appropriate channel from the provided list to correspond with
your network settings. All devices in your wireless network must use the

same channel in order to function correctly. Default: 7.

Rate: The range is from 1 to 54Mbps. The data transmission rate should be set
according to the speed of your wireless network. You can set one transmission
speed, or keep the default setting “Auto” to have the router automatically
detect the fastest possible data rate.

Basic Rate Set: Select the basic rate that wireless clients must support.

Fragmentation: This value should remain at its default setting of 2346. The range is
256-2346 bytes. This value specifies the maximum packet size
before data is fragmented into multiple packets. If you experience a
high packet error rate, you may slightly lower the Fragmentation
value. Setting the Fragmentation too low may result in poor network

performance. Only slight adjustment of this value is recommended.

RTS Threshold: This value should remain at its default setting of 2347. The range is

0-2347 bytes. Should you encounter inconsistent data flow, only
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DTIM Interval:

slight adjustment of this value is recommended. If a network packet
is smaller than the preset RTS threshold size, the RTS/CTS
mechanism will not be enabled. AW4038 sends Request to Send
(RTS) frames to a particular receiving station and negotiates the
transmission of a data frame. After receiving an RTS, the wireless
station responds with a Clear to Send (CTS) frame to acknowledge

the right to begin transmission.

This value, between 1 and 255 milliseconds, indicates the interval of
the Delivery Traffic Indication Message (DTIM). A DTIM interval is
a countdown field which is used to inform clients about the next
window for listening to broadcast and multicast messages. When
AW4038 has buffered broadcast or multicast for associated clients, it
sends the next DTIM with a DTIM Interval value. Its clients hear the
beacons and awaken to receive the broadcast and multicast message.
Default: 3.

Beacon Interval: Enter a value between 1 and 65535 milliseconds. The Beacon

Interval indicates the frequency interval of the beacon. A beacon is
a packet broadcast by AW4038 to synchronize the wireless
network. Default: 100.

54g Mode: There are 3 selections. Select 54g Auto for the widest compatibility. Select

54¢g Performance for the fastest performance. Select 54g LRS if you are

experiencing difficulty with legacy 802.11b equipment.

54g protection:

In Auto mode, AW4038 will use RTS/CTS to improve 802.11g
performance in mixed 802.11g/802.11b network. Turn off protection
to maximize 802.11g throughput under most conditions.
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Lievire Indo Mt e Furirosrisg |
Atfvanced Setup _
Byt 4
SoTurily
w1AL Filler -
wernless Bridge R
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Diagnostics i
Managemont Delosh [
T [hesblpd
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Figure 56. Wireless Setup — Advanced
6.6  Station Info
This page shows authenticated wireless stations and their status.
Device Info Wireless —- Authenticated Stations

Advanced Setup
Wireless
Basic
Security
AL Filter
wireless Bridge
Advanced
Station Info
Diagnostics

rManagement

This page shows authenticated wireless stations and their status,

BSSID Associated | Authorized
00:03:C9:01.:.00.2F
00:04:25:20:00:FF Yes

00:03:C9. 2 Ba 22 es

Figure 57. Wireless Setup — Station Info
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7. Diagnostics

This page allows users to test the Ethernet port connection, DSL port connection, and
connection to the Internet Service Provider. If a test displays a fail status, click “Return
Diagnostic Tests” at the bottom of the page to make sure the fail status is consistent. If

the test continues to show fail, click “Help” to go to the troubleshooting procedures.

Kiserice e Test the connection to youwr local network
Advanced Sef 5
» Test your Ethernet Connection: PASE | Help
Wil
) ) Test wour LSA Connec tion: Heilp
Diagnostics
Managemant Test your Wireless Connection: PASS  |Help

Tast the connection (o yoisr D51 wervics prorsiiler
Test ADSL Synchronization: PASE | Help

Test AT DA FS seqment ping: L] Hep
Tast AT DA FS nd-Eo-mnd pung: PASE Help

Teal the conmad tion o o Ilemel servios providar

Test PP server Cconisec inn: Fadl Help
Test suthentication with 159: L Helip
Test the assigined I aildress) A Halp
Ping default gateway: T ah Help
Ping prineary’ Dimnain MNanse Server; A Help
[ Rerun Disgnostic Tesls ] [ Aorun Diegnostic Tests With Can F4 ]

Figure 58. Diagnostics

-47 -



Manual Verl.0 /

8. Management

8.1  Settings
System Administrator can do the AW4038 settings backup, update, and restore default

here. The settings can be saved from AW4038 to PC. The saved setting file can also be
loaded from PC to AW4038. These 2 functions can help the system administrator to
manage large amount of AW4038 efficiently. Restore Default would set the AW4038
with the factory default configuration.

To backup the current configurations, click on “Backup Settings”, and a File

Download window will pop up.

Divse Tl Serttings - Backup

Adbvanced Setup
Wireless

Dincrostics

- — rhe I = =
R LT SN = F s L L= == L= e

¥lanagement Baclkup Settings

Settings

Basckups

Upedate

Restore Default
Syrstem Lo
SAVIP Agent
Internet Time
Acoess Dontrod
Update Software
Save,/Reboot

Figure 59. Management — Settings — Backup Settings

Click on “Save” and select the destination of the backup file (backupsettings.cfg) in

your local PC. Click on “Save” again to save your backup file.

- 48 -




Manual Verl.0 /

File Download

| Some files can harm pour computer. [F the file infarmation below
'w.‘_'r} looks suzpicious, or vou do not fully trugt the zource, do not open or
zave thiz file.
File name: backupsettings,cfg
File type:
Frorm; 192.168.1.1

Wwhould pou like to open the file or zave it to your computer?

[ Open ] [ Save l[ Cancel ] [ Maore Info ]

Alwayz azk before opening this tepe of file

Figure 60. Management — Settings — File Download

To update the configuration, click on “Browse” and a Choose-File-window will pop
up. Locate the saved file and click on “Update Settings”. AW4038 will modify its
settings based on the update file.

Device Info Tools -- Update Settings

Advanced Setu
o Update DSL router settings. You may update yvour router settings using your saved files,

Wireless

Diagnostics Settings File MNarme: | '

Management

Settings ’ Undate Settings
Backup
Update

Restore Default

System Log
SMMP Agent
Internet Time
Access Control
Update Software
Save/Reboot

Figure 61. Management — Settings — Update

To restore the router to its factory default settings, click on “Restore Default Settings”.
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Device Info Tools -- Restore Default Settings

Advanced Setup )
. Restore DSL router settings to the factory defaults,
Wireless

Diagnostics
Management [ Restore Default Settings ]

Settings

Backup

Update

Restore Default
System Log
SNMP Agent
Internet Time
Access Control
Update Software
Save/Reboot

Figure 62. Management — Settings — Restore Default

8.2  System Log

This allows System Administrator to view the System Log and configure the System

Log options.

Device Info Tools == System Log

Advanced Setup

Whireloss,

Dlagnostics lick “Wia it Loa® ¢ e —

anapement
Get tings

System Log

SNMP Agent ewsysmmiog | [ Corfigas Spemmlog )

Internet Time
Arcess Control
Lipclate Software
Save,/Reboot

Figure 63. Management — System Log

Click on “Configure System Log” to configure the log options. There are 8 events of
“Log Level” and “Display Level”: Emergency, Alert, Critical, Error, Warning,
Notice, Informational, and Debugging. If the log mode is enabled, the system will
begin to log all the selected events. For the Log Level, all events above or equal to the
selected level will be logged. For the Display Level, all logged events above or equal
to the selected level will be displayed.
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If the selected mode is “Remote” or “Both”, events will be sent to the specified IP
address and UDP port of the remote syslog server. If the selected mode is “Local” or
“Both”, events will be recorded in the local memory. Click on “Save/Apply” to save
the configuration.

Devics Inlo
Advanced Setup
Wireless
Dot ics
Managenent
Gettings
Gysbem Log
SMP Agent
Internet Time
Arcess Control
Update Software
Gave,/Reboot

System Log — Configuration

If the lzg mode iz enabled, the sysiem will bagin bo log all te selected events, For the Log Lewel, all vents above or equal o the
selecied level will be logged, For the Display Lewel, il logged events above or equal to the selected level will be displsped, [f the
salected mode is Remota' or ‘Both,' events will be sent to the specdied [F address and LOP port of the remaobe syslog sereer, [Fhe
selected mode I Local' or Both, ' eweniz will b2 recorded in the local memory,

Salect the desired vakses and click "Save/Apply' fo configure the system log optore,

Lo ODisabin @ Ensblz

oG Lewed; Debuegging =
Dgplay Lavel Eeror ke
tiole Salh w

Server [P addvess: D000

Sarvar UDP Part: Sl

CavfApnby
]

Figure 64. Management — System Log Configuration

Click on “View System Log” to see the router log based on your configuration.

8.3 SNMP Agent

System Administrator could enable or disable the embedded SNMP Agent here.
SNMP Agent would allow a management application to retrieve AW4038 statistics
and status.

i Inlia
Fucheanced Sebup
Wiroiess
Diagensthcs
FlandgEnril
Tk bgs
System Liog
S At
Tl et Vi
A tes Cordral
Upstlate Softeare
Bane oot

GRRAP - Dol sl

Figure 65. Management — SNMP Agent
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8.4

Internet Time

AW4038 can synchronize its internal time with Internet time server when available. To
enable this function, check “Automatically synchronize with Internet time servers”.
Select First and Second NTP time server from the pull down menu. Or select “Other”
and define your preferred NTP server. Choose the time zone from “Time zone offset”.

Click on “Save/Apply” to save the configuration.

Device Infio
Aclvanced Setug
Wiredess
Magnostics
*AamspEmasnt
Settings
System Log
SHMP fugent
Invternet Time
Access Control
Update Software
Save, Reboot

Time settings

clock frnk e, peat w

e CaChansbworks oam

[GMT-12:00) Intemetional Dete Line 'West

8.5

Figure 66. Management — Internet Time

Access Control
AW4038 browser management tool is protected by three categories: Services, IP

addresses, and Passwords. All three must be matched, if configured, to gain access to
the management tool.

All services are enabled from LAN side and disabled from WAN side by default.
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Device Info Access Control — Servioes
Advanced Se
w A Sary valiy it ™20 ™ pratles or disabl ervices fmom beirg used,
Wirele<s
Diagnostics
FlarssgeEment
Settings Services | LARN WA
System Log - Bl Enable | I Enabh
SNNP Aqpent
Internet Time HIAF ] Enable | [] Enabl
Access Control ICHP Erglle [] Erubhe
SErvices
P Addresses i E‘ Enabls :| Enabd
Passwords == | F Erabie | [0 Enabl
Update Software S
P TELHET | Bl Erable | [0 Enable
Save, Relnot
TFTF Fl Enable | [ Enable
Savaipnih

Figure 67. Management — Access Control - Service

The IP Address Access Control mode, if enabled, permits access to local management
services from IP addresses contained in the Access Control List. If the Access Control
mode is disabled, the system will not validate IP addresses for incoming packets. The

services are the system applications listed in the Service Control List.

Click “Add” to add an IP address to the Access Control List. To remove, mark the
Remove option of the specified IP address, then click “Remove” to remove the IP

address from the Access Control List. Up to 16 hosts can be configured here.

Device nfo fciess Donbrol — P Acddress
Ackganced Fetup
w!k: L L) 3 o icak B im b
Management
System Log
SNMP Agent
Inkeried Tine 1P Address Bemove
#etess Conbrol P =

ol } o { rg " ¢ == =] o v IF 2 . 3ined i i

Cerviey
e

1P Acddreses

Passwnrds

Upelate Software I:” . |

B Reboot

Figure 68. Management — Access Control — IP Addresses
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Access to your router is controlled through three user accounts: admin, support, and

user.
admin: has unrestricted access to change and view AW4038 configuration.

support: is used to allow an ISP technician to access AW4038 for maintenance and to

run diagnostics.
user: can access AW4038 to view configuration settings and statistics, as well as,
update AW4038 software.

Use the fields below to enter up to 16 characters and click “Save/Apply” to change or
create passwords.

Dizssci Indn
Furheancd Getig
Wirelesx
Olagnostics
Pelrit bt il
G tbrws
Epstons Log
SR Agint
Inferrel Tinme

Aroess Corbrol

SRriios
11 dighbrpss sy admn k
Papswords annE

Update Boitwars B i AR

Sarvn ) Hobdhad

ACCoss Control — Passwords

8.6

Figure 69. Management — Access Control — Passwords

Update Software
The new software could be updated from the Local PC connected to AW4038 via
Ethernet cable. Click on “Browse” to locate the new software image file in the PC.

And then Click on “Update Software” to proceed the software update.

Note: The update process takes about 2 minutes to complete, and your AW4038 will
reboot automatically.
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[hewic= Infin
Advanced Setup
Wireless
Diagnastics
Management
settings
Syslem Log
SAMP Agent
Internet Time
Appess Contnal
Update Software
Sawe/Rehont

Toals -- Update Software
Step 1: Obtain an updaied saftware image fie fram your 15F.

Step : Entar tha path 1o tha image file Incabon in e box below or dide the rowse” bution 1o bcate He maga fils

Step 3 Chk fe Update Softwana® bution once 1o upload e new image file
MOTE: Th updsts process [es hanl 2 minldes 6 comolie, snd vour DS Router will reboal.
Saftware File Hame Browse

Update Softwara |

Figure 70. Management — Update Software

8.7  Save/Reboot
Click “Reboot Router” to reboot AW4038. AW4038 would automatically save the

configuration before reboot, so that modified settings would take effect after reboot.

D Indo
Advanced Setug
Wirpkess
agnostics
Management
et tings
System Log
SMP Agent
Internet Time
Access Dontrol
Update Software
Sawe/ Rehoot

Chick: thea buttomn bedow bo savme and reboot the router,

Figure 71. Management — Save and Reboot
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9. Device Info

9.1 Summary

This page displays AW4038’s hardware/software information and DSL connection

status.

Device Info
Summary
WAN
Statistics
Route
ARP
Advanced Setup
Wireless

Diagnostics

Device Info

Board ID: 9634310

Software Yersion: 3.00L.01%. AZpB018b2.d15h

Bootloader (CFE) Yersion: |1.0.37-0.6

Wireless Driver Yersion: [3.91.23.0

This infarmation reflects the current status of your DSL connection.

Management Line Rate - Upstream (Kbps): 200
Line Rate - Downstream (Kbps): 7520
LAN IP Address: . 192.168.1.1
Default Gateway:
Primary DNS Server: 192.168.1.1
Secondary DNS Server: 192.168.1.1
Figure 72. Device Info — Summary
9.2 WAN
This page displays AW4038’s WAN interface information and connection status.
Dervice Inkn Whady Indo
SLETERAry
AN VRLAVET | Con. 10 Cateqory  Service | Interface  Peotoool Igmp | D05 | State | Stabus 1P Address
Clatisiics 1 sl | Enabiied
Foute
ARP
Ayianced Setip
Wairelesg
MHagnostics
lanaemert

Figure 73. Device Info - WAN

9.3 Statistics
9.3.1 LAN/WAN
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This page displays packets transmitted and received status of AW4038’s LAN/WAN

interfaces.

Device Info
Summary
WAN
Statistics

LAN
WAN
ATM
ADSL
Route
ARP

Advanced Setup

Wireless

Diagnostics

Management

Statistics — LAN

Interface Received . Transmitted

Bytes [Pkts Errs |Drops [Bytes |Pkts [Errs |Drops

Ethernet ENET(1-3) 58826 541 0 |0 l2o0E7ils22 00 |0

Ethernet ENET4 0 o o o 20 5 [0 D

USB 0 o o o o o o o

Wireless 0 o o o 2230 |23 |112 o
Feset Statistics

Figure 74. Device Info — Statistics — LAN

Device Info
Summary
WAN
Statistics

LAMN
WAN
ATM
ADSL
Route
ARP

Advanced Setup

Wireless

Diagnostics

Mlanagement

Statistics —— WAN

Service .\.'Pi," ¥CIProtocol Interface Received Transmitted
BytesPktsErrs Drops Bytes PktsErrs Drops|
br 1 32| 1/32 [Bridge has_1 32( 414 (9 [0 | 0 |sds10/125] 0 | 96

Reset Statistics

9.3.2 ATM

Figure 75. Device Info — Statistics — WAN

This page displays the statistics of AW4038’s ATM interface (including AALS).
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Lr.ﬁ Irfo Slatislics = AT
SR > ATM It faoe Statistics
Biatisiics In | Out | In in | InHec ]"'"";f [":"Itlw NPT ek mlﬁ'“"t In OAM HM | In GFD
Octets Octets Errors Unkrewn | Errors bl Errars | Colls Y LRC Errors | Errors
L Errors Errors Errors
AN B | HiS& | O i ] il ] o i 0 i il
AT
B85 Interiace Statistics
Tiv hcteds Cuit D Ueds I Licast PRES Dul Lcast PRTS In Erroes Dot Ernoes In Dscands Dol Discands:
] T 3 = a 0 a ]
ARP
Advanced Setup AALS VLL Btatistics
WPLVCICRT Errors BAR Timemets Dverslzed SOUk Short Packet Errors Length Errors
tics 1732 0 [ 0 0 [
Paranement
[ Fesst Slabahos |
Figure 76. Device Info — Statistics — ATM
9.3.3 ADSL
This page displays AW4038’s ADSL connection information and status, such as rate,
SNR, ES (Error Second)...etc.
Device Info Statistics — ADSL
Summary g
ode: DT
WAN M G
Ceceie Type: Fast
Statistics Line Coding: Trellis On
Ll Status: Mo Defect
WAN Link Power State: LO
ATM
ADSL DownstreamUpstream
Route SNR Margin (dB): 14.8 11.0
ARP Attenuation (dB): 2.0 1.0
Advanced Setup Output Power (dBm): 7.8 ]
Wireless Attainable Rate (Kbps): 10524 1056
. . Rate (Kbps): 7680 200
Diagnostics :
E[numher of bytes in DMT frame]): 241 26
FAGHAgEMERL R {number of check bytes in RS code word): 14
5 (RS code word size in DMT frame): 1
D {interleaver depth}:
Euper Frames: 5258?? 20873
Super Frame Errors: 0 024
RS Words: 17596540 1759500
RS Correctable Errors: 1] 402
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RS Uncorrectable Errors: ] A
HEE Errors: i 7o
DCD Errors: 0 0
LCD Errors: i i
Total Cells: 1974716 (]
Data Cells: & i
Bit Errors: i:l 0
Total ES: n o
Total SES: i i
Total UAS: a5 i
ADSL BER Test ] [ Resat Statistics J

Figure 77. Device Info — Statistics — ADSL

9.4 Route
This page displays AW4038’s routing table.

Device Info —- Route

Device Info

Summary ) )

Flags: U - up, | - reject, G - gateway, H - host, R - reinstate

WA D - dynamic {redirect), M - modified (redirect).

Statistics

Route Destination | Gateway | Subnet Mask | Flag | Metric | Service | Interface

ARP - B i o1 :

192,1658.1.0 (0000 255.2535.255.0 |U ] br
Advanced Setup - - - -
Wireless
Diagnostics
Management
Figure 78. Device Info — Route
95 ARP

This page displays AW4038’s ARP table.
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Device Info Device Info — ARP

Summary

WAN IP address |Fags HW Address Device

Statistics 192.168.1.2 |Complete |00:0C:6E:8B:04:85 | brO

Route

ARP
Advanced Setup
Wireless
Diagnostics

Management

Figure 79. Device Info — ARP

NOTE: This equipment has been tested and found to comply with the limits for al’
Class B digital device, pursuant to Part 15 of the FCC Rules. These limits are[]
designed to provide reasonable protection against harmful interference in al’
residential installation. This equipment generates, uses and can radiate radio[’
frequency energy and, if not installed and used in accordance with the [’
instructions, may cause harmful interference to radio communications. However,[]
there is no guarantee that interference will not occur in a particular installation. ]
If this equipment does cause harmful interference to radio or television reception,
which can be determined by turning the equipment off and on, the user is(’]
encouraged to try to correct the interference by one or more of the following(]
measures: [

-- Reorient or relocate the receiving antenna. ]

-- Increase the separation between the equipment and receiver. [

-- Connect the equipment into an outlet on a circuit different[

from that to which the receiver is connected. ]

-- Consult the dealer or an experienced radio/TV technician for(]

help.


HZhao
NOTE: This equipment has been tested and found to comply with the limits for a
Class B digital device, pursuant to Part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation.
If this equipment does cause harmful interference to radio or television reception,
which can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one or more of the following
measures:
-- Reorient or relocate the receiving antenna.
-- Increase the separation between the equipment and receiver.
-- Connect the equipment into an outlet on a circuit different
from that to which the receiver is connected.
-- Consult the dealer or an experienced radio/TV technician for
help.




