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The Westell® Ultraline® Series3 Router is designed to deliver today’s most exciting broadband services to and
throughout your home. Built around a state-of-the-art, dual-core network processor, this versatile product helps
ensure that data and services reach your connected home devices without interruption or delay. The Router aflows
you to transfer data over your existing in-home coax cables and simultaneously supports both “wired” and
“wireless” connection options. This flexibility allows for the connection of a wide range of network enabled devices
such as desktop computers, laptop computers, digital media players, and network attached storage (NAS) units.

fllereaﬁer, the Westell® UltraLine® Series3 Router will be referred to as the “Router.”

Key Features:

* VDSL2 WAN Interface

*  Ethernet WAN Interface

*  Optional Multimedia over Coax (MoCA) LAN interface
*  4-Port 10/100 BaseT Ethernet LAN switch

* Integrated 802.11b/g Access Point (802.11n Optional)

*  Embedded Stateful Firewall

*  IP Quality of Service

*  IGMP Proxy Functionality

The Westell® UltraLine® Router is powered by an ENERGY STAR® qualified adapter.

Powered by an
ENERGY STAR®
qualified adapter
for a better
environment

This User Guide is intended to provide installation and configuration information on the Westell® UltraLine® Router
and assumes the user of this Router has a medium to advanced understanding of computing, routing and internet
networking,

* Never install any telephone wiring during a lightning storm,

* Never install telephone jacks in wet locations unless the jack is specifically designed for wet locations.

*  Never touch non-insulated telephone wires or terminals unless the telephone line has been disconnected at
the network interface.

* Use caution when installing or modifying telephone lings.

25 WARNING
Risk of electric shock. Voltages up to 140 Vdc (with reference to
ground) may be present on telecommunications circuits.
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3.1 FCC Compliance Note

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15
of the Federal Communication Commission (FCC) Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential instailation. This equipment generates, uses, and can radiate radio
frequency energy, and if not installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not occur in a particular installation,
I this equipment does cause harmful interference to radio or television reception, which can be determined by
tuming the equipment OFF and ON, the user is encouraged to try to correct the interference by one or more of the
following measures;

*  Reorient or relocate the recsiving antenna.

* Increase the separation between the equipment and the receiver.

*  Connect the cquipment to a different circuit from that to which the raceiver is connected.

*  Consult the dealer or an experienced radio/TV technician for help.

. This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions;
(1) this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

WARNING: While this device is in operation, a separation distance of at least 20 ¢m (8 inches) must be maintained
between the radiating antenna and users exposed to the transmitter in order to meet the FCC RF exposure guidelines.
Making changes to the antenna or the device is not permitted. Doing so may result in the installed system exceeding
RF exposure requirements. This device must not be co-located or operated in conjunction with any other antenna or
radio transmitter. Installers and end users must follow the installation instructions provided in this guide.

Modificafions made to this device, unless expressly approved, could void the users’ rights to operate this device.
PART 68 - COMPLIANCE REGISTRATION

This equipment is designated to connect to the telephone network or premises wiring using a eompatible modular
jack that is Part 68 compliant. An FCC compliant telephone cord and modular plug is provided with the equipment.
See the Installation Information section of this User Guide for details.

A plug and jack used to connect this equipment to the premises wiring and telephone network must comply with the
applicable FCC Part 68 rules and requirements adopted by the ACTA. A compliant telephone cord and modular plug
is provided with this product. It is designed to be connected to a compatible modular jack that is also compliant. See
installation instruction for details.

If this terminal equipment (Model 9000/9050/9100/150) causes harm to the telephone network, the telephone
company may request you to disconnect the equipment until the problem is resolved. The telephone company will
notify you in advance if temporary discontinuance of service is required. If advance notification is not practical, the
telephone company will notify you as seon as possible. You will be advised of your right to file a complaint with the
FCC if you believe such action is necessary. If you experience trouble with this equipment (Model
9000/9050/9100/9150), do not try to repair the equipment yourself. The equipment cannot be repaired in the field.
Contact Westell for instructions.

The telephone company may make changes to their facilities, equipment, operations, or procedures that could affect
the operation of this equipment. If this happens, the telephone company will provide advance notice in order for you
to make the modifications necessary to maintain uninterrupted service.
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If your home has specially wired alarm equipment connected to the telephone line, ensure that the installation of this
equipment (Model 9000/9050/9100/9150) does not disable your alarm equipment. If you have questions about what
will disable alarm equipment, consult your telephone company or a qualified installer. This equipment cannot be
used on public coin phone service provided by the telephone company. Connection of this equipment to party line
service is subject to state tariffs.

3.2 Canada Certification Notice

The Industry Canada label identifies certified equipment. This certification means that the equipment meets certain
telecommunications network protective, operations and safety requirements as prescribed in the appropriate
Terminal Equipment Technical Requirements document(s). The department does not guarantee the equipment will
operate to the user’s satisfaction.

This equipment meets the applicable Industry Canada Terminal Equipment Technical Specification. This is
confirmed by the registration number. The abbreviation, IC, before the registration number signifies that registration
was performed based on a Declaration of Conformity indicating that Industry Canada technical specifications were
met. It does not imply that Industry Canada approved the equipment. The Ringer Equivalence Number (REN) is 0.0.
The Ringer Equivalence Number that is assigned to each piece of terminal equipment provides an indication of the
maximum number of terminals allowed to be connected to a telephone interface. The termination on an interface
may consist of any combination of devices subject only to the requirement that the sum of the Ringer Equivalence
Numbers of all the devices does not exceed five.

Before installing this equipment, users should ensure that it is permissible to be connected to the facilities of the
local Telecommunication Company. The equipment must also be installed using an acceptable method of
connection. The customer should be aware that compliance with the above conditions may not prevent degradation
of service in some situations. Connection to a party line service is subject to state tariffs. Contact the state public
utility commission, public service commission, or corporation commission for information,

If your home has specially wired alarm equipment connected to the telephone line, ensure that the installation of this
equipment (Modei 9000/9050/9100/9150) does not disable your alarm equipment. If you have questions about what
will disable alarm equipment, consult your telephone company or a qualified installer.

If you experience trouble with this equipment (Model 9000/9050/9100/9150), do not try to repair the equipment
yourself. The equipment cannot be repaired in the field and must be returned to the manufacturer. Repairs to
certified equipment should be coordinated by a representative, and designated by the supplier. Contact Westell for
instructions.

The termination on an interface may consist of any combination of devices subject only to the requirement that the
sum of the Ringer Equivalence Numbers of all the devices does not exceed five. Users should ensure, for their own
protection, that the electrical ground connections of the power utility, telephone lines, and internal, metallic water
pipe system, if present, are connected together. This precaution may be particularly important in rural areas.

& CAUTION &

Users should not attempt to make such connections themselves, but should contact the
appropriate electrical inspection authority, or electrician, as appropriate.
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The following minimum system specifications are required for optimum performance of your Router.

Requirements for a connected computer:
*  Pentium® or equivalent class machines or higher
«  Microsoft® Windows® (98 SE or later), Macintosh® OS X, or Linux installed
* 64 MB RAM (128+ MB recommended)
*  10/100 Base-T Network Interface Card (NIC)
*  Optional wireless radio (802.11b/g/n)
* Intemet Explorer 7+, Netscape Navigator 7+, Firefox 1.0.7+, Chrome 1.0+, Safari 3+

530-101710 Rev. B 8 July 2010
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5.1 LED Indicators

Ultraline Series3 Router

This section explains the front-panel and rear-panel LED states and descriptions. LEDs are used to verify the unit’s

operation and status.

LED States and Descriptions

UltraLine Router Front Panel LEDs

LED State Description
Solid Green Power is ON.
Flashing Green Router is performing POST.
POWER Router failed POST (Power On Self Test) or Device Malfunction.
Solid Red Note: The Power LED should be red no longer than two seconds
after the power on self test passes.
OFF Power is OFF.
Solid Green WAN physical link established. (VDSL2 or Ethernet)
Flashing Green Router attempting to sync.
BROADBAND Solid Red Router failed to sync,
OFF Router power is OFF or no WAN signal detected.
Internet link established. VDSL2 link is Up, and the Router has a
Solid Green WAN IP address; or a static IP is configured; or PPP negotiation
has successfully completed (if used) and no traffic is detected.
IP connection established and IP Traffic is passing through device
(in either direction). Note: If the IP or PPP session is dropped due
. to an idle timeout, the light will remain solid green ifa VDSL2
Flashing Green R .

INTERNET connection is stiil present. If the session is dropped for any othe_r
reason, the light is turned OFF. The light will turn amber when it
attempts to reconnect and DHCP or PPP fails).

Router has atterpted and failed to establish IP connectivity {no
Solid Amber DHCP response, no PPP response, PPP authentication failed, no
IP address from IPCP, etc.).
OFF Router power is OFF; or Router is performing POST; or Router is
in Bridge Mode; or Router has not attempted Intemet connectivity.
Wi-Fi Protected Plashing Green Router is scanning for WPS enabled clicflts: WP§ pai'ring
SETUP procedure should be completed on the client device. (i.e. laptop)
OFF Wi-Fi Protected Setup not active.
Solid Green Powered device is connected to the associated port.
LAN Ethernet 1,2,3,4 Flashing Green 10/100 Base-T LAN activity is present (traffic in either direction).
OFF No cable or no powered device is connected to the associated port.
Solid Green A physical connection has been established.
COAX (optional) Flashing Green Activity is present on the COAX link.
OFF No cable or no powered device is connected to the Coax network.

530-101710 Rev. B
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Solid Green Wireless link established or wireless radio is ON.
Flashing Green Wireless LAN activity is present,
WIRELESS
OFF No wireless link established or wireless radio is OFF
Rear Panel LEDs
Solid Green 100 Mbps link established.
LAN/WAN Ethemet
Ports (Left LED) Flashing Green LAN activity at 100 Mbps (iraffic in either direction).
OFF No 100 Mbps link.
LAN/WAN Ethernet Soh.d Green 10 Mbps_h_nk established. _ _
Ports (Right LED) Fiashing Green LAN activity at 10 Mbps {traffic in either direction).
OFF No 10 Mbps link.

5.2 Cable Connectors and Switch Locations

*  Coax connector {optional)

¢ Reset push button

* Four LAN Ethernet connectors
*  WAN Ethemet connector

* Power connector

¢ OFF/ON power switch

*  VDSL2 connector

*  Wireless SMA connector and antenna

Rear View

| B=mo

[ 1}
Qo [ ICICACIEl — F T
h Wireless Antenna
I == ’ | x_n__n=]==u and Connector
Offi0 VDSL2? Line
COAX Reset LAN Ethernel WAN Ethernet CPower Switcl:‘ Connector
Connector  Button Conneclors Connector onnector
{optional) {1,2,3,4)
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5.3 Front Panel LEDs

*  Power

*  Broadband

*  Intemet

*  Wi-Fi Protected SETUP
*  LAN Ethernet (1, 2, 3, 4)
*  Coax (optional)

¢ Wireless

Ultraline Series3 Router

9100 - Front View

P o

.,'Di

Powe Broadband

o O O O OOﬁOOOO
| M @ & 1|23i§§”"‘j

!

Internet Wi-Fi LAN Ethernet
Protected {1 through 4)
SETUP

e JN-))

Coax Wireless
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5.4 Connector Descriptions

UltraLine Series3 Router

The following chart displays the Router’s rear panel connector and switches.

NAME TYPE FUNCTION
Optional Featue - Connects the Router to the in-home coaxial
COAX F-type COAX connector cabling. Compatible with the Multimedia over Coax Alliance
{MoCA) standards.
Connects the Router’s 10/100 Base-T Ethernet switch to a
LAN 8-pin (RJ-45} modular jack | local computer, Hub/Switch, or other Ethernet-enabled
device.
Connects the Router to a broadband modem or router via
WAN 8-pin (RJ-45) modular jack |} 10/100 Base-T Ethernet, enabling access to the Internet or
Wide Area Network (WAN).
Connects the Router’s DC 12V power connector to an AC
DC 12V Barrel conmector wall jack. Use only the power supply provided with the
Router kit.
POWER Off/On power switch Allows you to tum on or turn off the Router.
. . Connects to a wall jack provisioned with VDSL2 service or to
VDSL2 6-pin RJ-11 modularjack | 4 . \/5q) 2 jack of a POTS splitter.
Wireless
Antenna Antenna for transmitting and receiving wireless signals for
and SMA connector and antentia | i e o'y e corocted dovicos ¢
Connector

530-101710 Rev. B
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Ultraline Series3 Router

This section explains the hardware installation procedures for connecting your Router to your broadband service as
well as to devices in your home, such as computers or media players.

IMPORTANT: Please wait until you have received notification from your ISP that your VDSL?2 line has been
activated before installing your Router.

6.1 Before you begin
Make sure that your kit contains, at minimum, the following items:

*  UltraLine Router

*  Power Supply

*  Cable Package—Includes an RJ-45 Ethernet cable (straight-through) (yellow) and an RJ-45 Phone cable (beige)
*  Wireless antenna {attached to unit)

*  Router Stand

Before you install your Router, please read the following notes:

NOTE:

1. It is recommended that you use a surge suppressor to protect equipment attached to the power supply. Use only
the power supply provided with your kit.

2. If the Ethernet card in your PC does not auto-negotiate, set it to half duplex. Refer to the Ethernet card
manufacturer’s instructions for installing and configuring your Ethernet card.

3. Additional Ethemet cables may be required depending on the installation method you are using. Ethernet cables
can be purchased at your local computer hardware retailer.

6.2 Microfilters

VDSL2 signals must be blocked from reaching each telephone, answering machine, fax machine, computer modem,
or any similar conventional device. Failure to do so may degrade telephone voice quality and VDSL2 performance.
Install a microfilter if you desire to use the VDSL2-equipped line jack for telephone, answering machine, fax
machine, or other telephone device connections. Microfilter installation requires no tools or telephone rewiring. Just
unplug the telephone device from the baseboard or wall mount and snap in a microfilter; next, snap in the telephone
device. You can purchase microfilters from your local electronics retailer, or contact the original provider of your
VDSL2 equipment.

6.3 Hardware Installations

The following instructions explain how to install your Router using VDSL2 or WAN Ethernet connections. Before
you begin, please read the following notes:

NOTE:

1. If your Ethernet card does not auto-negotiate, set it to half duplex. Refer to the Ethemet card manufacturer’s
instructions for installing and configuring your Ethernet card.

2. Iif you are using Router in conjunction with an Ethernet Hub, Switch, or other VDSL2 device, refer to the
manufacturer’s instructions for proper instailation and configuration.

3. When using a Microfilter, confirm that the VDSL2 RJ-11 phone cable is connected to the VDSL2 port of the
DSL/HPN non-filtered jack.

4. It is recommended that you use a surge suppressor to protect equipment attached to the power supply. Use only
the power supply provided with your kit.
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5. Additional Ethernet cables may be required depending on the installation method you are using, Ethernet cables
and filters can be purchased at your local computer hardware retailer.

6. The Router supports simultancous use of 10/100 Base-T Ethernet and Wireless configurations. To use these
installation methods, follow the instructions provided in sections 6.6.1, “Connecting Ethernet Devices to Your
Router,” and 6.6.2, “"Connecting Wireless Devices to Your Router,” respectively.

The following meodes are supported for connecting your Router to your broadband (Intemet) service, and are
configurable through the Router’s Web pages:

*  VYDSL2 allows you to use the Router’s VDSL2 port for broadband access. In this mode, you should instai}
the Router according to the instructions in section 6.4, “Connecting Your Router to Your Broadband
Service Via VDSL2.” )

*  WAN Ethernet allows you to use the Router as an Ethernet Gateway (for example, to connect to another
network device that establishes broadband access). In this mode, you should install the Router according to
the instructions in section 6.5, “Connecting Y our Router to Your Broadband Service Via WAN Ethernet,”

6.4 Connecting Your Router to Your Broadband Service Via VDSL2

If your home or office has been provisioned with VDSL2 service, this section instructs you on connecting your
Router to your broadband network via VDSL2.

To install your Router using a VDSL2 connection, please follow the steps below:

1. Connect the RJ-11 phone cable from the connector marked VDSL2 on the rear panel of the Router to the jack
provisioned with VDSL2 service on the wall.

IMPORTANT: If you use a microfilter, you must plug the RJ-11 phone cable from the Router into the

VDSL2 port of the microfilter.

2. Connect the power supply cord to the power connector marked 12 VDC on the back of the Router. Plug the other

end of the power supply into an AC wall socket, and then turn on the Router by pressing the OfffON switch on

the back of the Router.

Check to see if the Router’s POWER LED is solid green. This indicates that the Router is powered on.

4. Check to see if the Router’s BROADBAND LED is solid Green. This means the WAN VDSL2 connection is
functioning properly.

5. After you have logged on to your account and established an Internet connection, as explained later in section 8,
“Configuring Your Broadband Connection,” check to see if the Router’s INTERNET LED is solid green. Solid
green indicates that an Internet link has been established. (Flashing green indicates the presence of IP traffic.)

(78]

Congratulations! You have installed your Router to your broadband service. Now proceed to section 6.6, “Connecting
Other Networking Devices to Your Router,” for instructions on connecting other networking devices to your Router.
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6.5 Connecting Your Router to Your Broadband Service Via WAN Ethernet

This section instructs you on connecting your Router via WAN Ethernet. The advantage of using the WAN Ethenet
feature is that it allows you to connect multiple devices to your LAN beyond the number of physical ports provided
by your Router. In this configuration, an Ethernet cable is used to connect the Router to a switch, gateway, or other
VDSL2 device. Then, the other device makes the WAN connection to the Internet while still allowing you to use
many of the networking features provided in the Router.

To install your Router so that it connects to another VDSL2 device, follow the steps below:
1. Connect the attached VDSL2 device to the jack provisioned with VDSL2 on the wall, using the RJ-11 phone

cord that was provided with the kit. If you are using a microfilter at the wall jack, you must connect the RJ-1 1
VDSL2 phone cable from the VDSL2 port of the VDSL2 device to the VDSL2 port of the microfilter.

NOTE: The VDSL2 device to which you are connecting will function as your WAN interface to the Intemet.
Be sure you have connected the VDSL2 device appropriately. If needed, refer to the manufacturer’s
instructions.

2. Connect an Ethernet cable (a yellow Ethernet cable is provided with your kit) from the Ethernet jack marked
WAN on the rear panel of the Router to the Ethernet port on the attached VDSL2 device, and then turn on the
power switch of the attached VDSL2 device (if it is not aiready on}.

NOTE: Later, when in the Router’s Web pages, be sure to configure the Router’s WAN interface for
“Ethernet” via the WAN VDSL2 Properties screen. When the Router’s WAN interface is configured for
“Ethernet,” the Router’s VDSL2 transceiver is not used to make the WAN connection. Instead the VDSL2
device to which the Router is connected will be your WAN interface to the Internet.

Check to see if the Router’s POWER LED is solid green. This indicates that the Router is powered on.

4. Check to see if the Router’s BROADBAND LED is solid Green. This means the WAN Ethernet connection is
functioning properly.

5. Check to see if the ETHERNET LED is solid green. Solid green indicates that the Ethemet connection is
functioning properly. Check the ETHERNET LED for the Ethemet jack you are using on the Router.

6. After you have logged on to your account and established an Internet connection, as explained later in section 8,
“Configuring Your Broadband Connection,” check to see if the Router’s INTERNET LED is solid green. Solid
green indicates that an Internet link has been established. (Flashing green indicates the presence of IP traffic.)

Congratulations! You have installed your Router to your broadband service. Now proceed to section 6.6, “Connecting
Other Networking Devices to Your Router,” for instructions on connecting other networking devices to your Router.

6.6 Connecting Other Networking Devices to Your Router

Now that you have connected your Router to your broadband service and turned on the Router, you can connect
Ethernet and Wireless networking devices to your Router, allowing for Internet connection throughout your home
without disrupting your cable or satellite television services. Refer to the following sections for instructions on
connecting devices to your Router:

»  Section 6.6.1, “Connecting Ethernet Devices to Your Router,” explains how to connect Ethemet devices to
your broadband Router.

*+  Section 6.6.2, “Connecting Wireless Devices to Your Router,” explains how to connection Wireless
devices to your broadband Router.
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6.6.1 Connecting Ethernet Devices to Your Router

To network your Router to computers in your home or office using an Ethernet installation, follow the steps below:

1. Ensure that you have connected your Router to your broadband service using one of the installation method
explained earlier.

2. Connect the yellow Ethernet cable (provided with your kit) from any one of the four Ethernet jacks marked
LAN Ethernet 1, 2, 3, 4 on the rear panel of the Router to the Ethernet port on your computer. Repeat this step
to connect up to three additional PCs to the Router.

NOTE: Use any of the four LAN Ethernet jacks on the Router’s rear panel; each jack serves as an Ethemnet switch.

3. Check to see if the Router’s ETHERNET LED is solid green. Solid green indicates that the Ethernet
connection is functioning properly. Check the EFTHERNET LED for each Ethernet jack to which you are
connected at the rear of the Router.

Now that you have installed your Router to your broadband service and connected devices to your Router, proceed to
section 7, “Accessing Your Router,” to access the Router’s Web pages.

6.6.2 Connecting Wireless Devices to Your Router

IMPORTANT: If you are connecting to the Router via a wireless network adapter, the SSID must be the same for
both the Router and your PC’s wireless network adapter. The default SSID for the Router is located on a sticker on
the bottem of the Router. The SSID is also provided in the Router’s Web pages, in the Wireless section. On your
PC, locate and run the utility software provided with your PC’s wireless network adapter. Then, enter the Router’s
SSID value (in order to communicate with the Router, the PC’s wireless network adapter must be configured with
the SSID). Later, for privacy, you can change the SSID by following the procedures outlined in section 12.2,
“Wireless Settings.”

|NOTE: Client PCs can use any Wi-Fi.org certified wireless 802.11b/g/n card to communicate with the Router.

To network your Router to computers in your home or office using a wireless installation, follow the steps below:

1. Ensure that you have connected your Router to your broadband service using one of the installation methods
explained earlier.

2. Make sure that each PC on your wireless network has an 802.11b/g/n wireless network adapter installed.
Ensure that appropriate drivers for your wireless adapter have been installed on each PC.

4, Make sure the wireless antenna is screwed on to the connector on the rear of the modem and firmly locked into
place. Then, orient the antenna to appropriate position.

5. Check to see if the Router’s WIRELESS LED is solid Green. This means that the Wireless interface is
functioning properly.

w

Now that you have installed your Router to your broadband service and connected devices to your Router, proceed to
section 7, “Accessing Your Router,” to access the Router’s Web pages.
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6.6.3 Connecting Your Router to Your Network via Coax

This section instructs you on connecting your Router to your in-home coax network if your Router includes the
optional MoCA LAN feature.

To install your Router to the network using a coax connection, please follow the steps below:

1. Make sure all MoCA -connected devices are powered off before beginning. This includes any MoCA Bridge
devices or Set-top boxes.

2. Connect the power supply cord to the power connector marked 12 YDC on the rear panel of the Router. Plug
the other end of the power supply into an AC wall socket, and then power up the Router.

3. Connect a COAX cable from the connector marked COAX on the rear panel of the Router to a COAX
connector on the wall.

. Check to see if the Router’s POWER LED is solid green, This indicates that the Router is powered on.

5. Check to see if the Router’s BROADBAND LED is solid Green. This means the WAN Coax connection is
functioning properly

6. Power on your other MoCA-enabled devices and check to see if the Router’s COAX LED tums green. This
means the COAX connection is functioning properly. (Note this will only occur if you have other MoCA
devices on your coax network.)

Now that you have installed your Router to your coax network, proceed to section 7, “Accessing Your Router,” to
access the Router’s Web pages.
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7.1 Logging on to Your Router

This section explains the logon procedures for your Broadband Router, This procedure should be used any time you
want to access or make changes to the Router’s configurable settings, such as wireless security and firewall.

IMPORTANT: Your Router is capable of automatically sensing protocol type (DHCP or PPPoE). This process is
designed to start after you have connected the Router. To access your Router, your PC must be configured for
DHCP. Refer to your operating system help for information on configuring your compater for DHCP.

To log on to the Router, start your Web browser, and then type the following IP address in the browser’s address
bar:

http://192.168.1.1

NOTE: Your ISP may have a different default value. Please verify the correct default value with your service
provider.

Afier you type the IP address, press Enter on your keyboard. The following screen will display the message:

This is your first login to the Management Console. Use http://192.168.1.1 in order to access the Router’s
Management Console. To conveniently access the Management Console, you can click Add te Favorites. You
should make sure that cookies are enabled in the browser. To enable cookies, go to Tools->Internet Options-
>Privacy->Advanced.

Click OK in the Welcome screen.

Welcome to Wireless Broadband Router

t

! Attention
This Is your izt login to Wireless Ercadband Pouter Munagarmant Console,
Use hit9://393,71S8.1.1 in order to access Wireleis Brosdband Rouber Management Cansole.
T tonveniantly aczass Wiralers Broadband Routar Manzgamant Coassle yeu ean dick add to Favontay .
vou ghould make sure thet cookies are anabled in the brevaer. To do that. you should ge Le Teols->Internat Options-
>Privagy- PAdvanced,
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By default, admin appeats in the User Name field; however, you can change this to the user name of your choice.
Type your password in the New Password fields. Your password must be 6 or more characters long and contain at
least | numeral and 1 letter. As you type your password, asterisks will appear for security purposes.

NOTE: Please write down your user name and password, and save them for future use.

Login Setup

Flzase configure Wirsless Broagband Rauter's username and password;

tser Name:
New Password:
Retype New Password:

. Enter your
i password here.

After you have logged on to your Router, the following screen appears, This is the Main screen of your Router’s
Web pages, also referred to as the “home page.” You can access this screen by clicking Main in the navigation
menu located across the top of the Router’s Web pages. Details on this screen will be explained in the following
sections.

A =

My Hetwerk firewall Getings Fareatal Conergd Advancad System Mosttaring i3

Router Status Network Status Start Surfing
> WTERNETNOW i

g Hame; TT7EM 4

Pending! Your gateway Is not “i2{  Connection: A Ethernet . H
ready for Internel access. Satusx: i i [
1P Address: B

Broadband Connectlon

WAN VDSL:

ISP Prototol; CHCF
Internet Address:  Hot Availabia

Quick Links

& Chpnoe Wireleszs Serting
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Throughout this User Guide, the following icons are used to indicate clicking actions that you can take with your
mouse to configure your Router’s settings.

Icon Description

% Edit

A Clicking this icon allows you to edit the assocaiated entry/setting.

Add/New

Clicking this icon allows you to add a new entry/setting.

Delete

Clicking this icon deletes the associated entry/setting from your Router.

View

Clicking this icon allows you to view or run a diagnostics test on your Router.

Move Down

Clicking this icon allows you to change the order of your list by moving an entry down in the list.
Move Up

Clicking this icon allows you to change the order of your list by moving an entry up in the list.

What’s This
Clicking this icon allows you to learn more about a feature.

o P |5 | 38|
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To browse the Internet using your Router, first confirm your VDSL2 connection, and establish an Intemet connection
with your ISP. The procedures for configuring your Router’s connection settings are explained in this section.

8.1 Confirming Your YDSL2 Connection

IMPORTANT: You must have active broadband service before the Router can synchrenize with your ISP’s
equipment and establish an Internet connection.

To determine if the Router has established a VDSL2 link, at the Router’s front panel, check to see if the Router’s
BROADBAND LED is solid green—this indicates that a VDSL.2 connection is established.

After confirming your VDSL2 link, proceed to section 8.2, “Connecting to the Intemet,” to configure your Router’s
Intemet connection settings.

8.2 Connecting to the Internet
After you have logged on to the Router, the following Main screen will appear. Use this screen to determine the
Router’s Internet connection status. If you do not have an Internet connection, the Internet Address field will

display “Not Available.”

Ta begin your connection setup, at top navigation menu, click My Network,

Wiraless Firewall Sattings Parental Control Advancad

Router Status K Network Status Start Surfing
iR Name: ITTEMP-XF2 i F"m"i
Connection: ¢z Etharnst i L lI'GI?E.E{RDJEHTENOW >
Stalus: Orlive i -SSR :
1P Address: 192.168.1.30

Pendingt Your gateway is not
ready for Internet access.

' Broadband Conneclion

WAN VDS

¢ ISP Pratacol:
Internet Address: Not Available

Quick Links

Login Liser Name 3 Pagswor:

lications {:

Westel] Help
Legout
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The Network Status screen will appear. Next, in the left submenu, click Network Connections.

Type:
Connection:
Status:

1P Address:

MAC Address:

ITTEMP-XP2
Carmputer

¥i Etherne!
Online
192.168.1.20

IF Address Source: Slatic

¢0:e0:20:83:0b.24

~

Advanced System Monitering

Conngcted Devices:
W% Ethernet: 1 devicels)
All Interfaces: 1 devicels)

[¥i Aute-Scan Enabled

¢ Paleis Al Deviceg

.5 " iges

= Refrach thiz page

e
: iyt ey
el B S N
Main Wirsless My Ratwork all Settings Parental Control Edvanzed Systam Manitoring
Man % Network Connections
. i
1 e e, Hame Statug
Hatrark Stnl.us ‘:.;f Hetwork (Home!Office) Lonmactad
etwork Connections ‘ B OVANNOG 6 FIEteES) Delnt W
. e lH % Loca Connagtinn (Geax)
Logout : New Connection

In the Network Connections screen, click the Quick Setup button.

The Quick Setup screen allows you to select the protocol type for your Internet connection, or choose to configure a
static IP address. Your ISP will inform you of which protocol to use to establish your Internet connection,
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8.2.1 DHCP Protocol Type
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IMPORTANT: Do not change the settings in the Quick Setup screen unless your ISP instructs you to change the
settings. Your Router is designed to automatically detect the correct connection type to the network.

If you are using DHCP protocol to connect to the Internet, at the Quick Setup screen, do the following:

1. From the Broadband Detect Default drop-down list, select Automatic IP (DHCP). Note: DHCP is the
Router’s default protocol type. If you use this protocol, you do not need to enter a Login User Name or

Login Password.

2. Click Apply to save the settings.

3. Click OK to continue.

Main

Quick S=tup

7

&

Quick Setup

Internet Connections
Broadband Connection Protacol
Protocol Mode:
¥ Cemtinueus Futo Fratocel datechon
Broadband Detect Default: iz

Current Protocol Type:
Hama:

Statuc:
Login User Name:

Login Password:

Chck Hara for advanced Sertirgs
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8.2.2 PPPoE Protocol Type
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IMPORTANT: Do not change the settings in the Quick Setup screen unless your ISP instructs you to change the
settings. Your Router is designed to automatically detect the correct connection type to the network.

If you are using PPPoE protocol to connect to the Internet, at the Quick Setup screen, do the following:

Click Apply to save the settings.
Click OK to continue.

B

From the Broadband Detect Default drop-down list, select PPP over Ethernet.
Enter your Login User Name and Password {provided by your ISP) in the fields provided.

Frewall Sextings

Farantal Contral

e 3|
g1

& = @

Advanzed Sretem Moniteang

Internet Connections
Broadband Connectlon Protocol

Pratocal Hode:

Broadband Detect Defaeh:

Current Protocol Type:
Rame;

Status:

Login User Name:

Login Password:
Chzt Hare for 4

Quick Setup

7] Centinugus Auts Pretocel detection

Press the Refresh button to update the status.

To configure additional PPPoE settings, in Quick Setup screen, click the link labeled Click Here for Advanced

Settings. The following screen appears.

o
S
My Newwork

Freewall Settings

& =

Coniroi Aduancad System M

Fa

g General
Gensrat ; Device Hame:
3 WAN Enterface:
‘ atust
Royting Schedule:
_ Networs:
b : Canneclian Type:
4 MTU:
; Internet Pratocal

[ 1Gvernda Suzner Magt:

NOTE: To configure additonal WAN PPPoE properties, select Routing and PPP in the left submenu. If you change

any settings in these screens, click Apply to save the settings,
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After you have selected your protocol and clicked OK in the preceding screen, click Main to retum to the home

page. In the My Router panel, the message Go! Your gateway is ready for Internet access should now be
displayed. In addition, the Internet Address field will display the WAN IP address of your Router. To quickly access
your default Web page, in the Action Zone panel, click GO TO THE INTERNET NOW.

2

My Nebtwark

& Router Status Netwark Status

Gol Your gateway Is ready far .. Mame: ITTENP-%P) : S
Internet access. WEdl  Conmection: & Ethemet i Hisi]

Status: anline
IP Address: 152.168.1.20
@ Broadband Conneclion

WAR VDSE: J LmTemar

GOTOTHE 'y

ISP Protocol: DHCP
Internet Address:  10.16.50.10

Quick Links

HEHH-H T bty

8.3 Logging Out of the Router’s Web Pages

When you are ready to log out of the Router’s Web pages, click the Logout link in the left submenu in any of the
Web screens.

NOTE: If you want to close the Router’s Web page, simply click the “X" in the upper-right corner of the window.
Logging out or closing the window does not affect your Internet connection. However, you will need to log in to the
Router again when you are ready to access the Router’s Web pages.
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In order to communicate with your Router, devices on your LAN (such as PCs, laptops, and other networking
equipment using wired or wireless connection) must have an IP address. Your Router’s built-in DHCP server can
issue IP addresses to devices on your LAN; however, your device must first be configured to automatically receive an
IP address from your Router. Typically, networking devices are shipped from the manufacturer already configured
for automatic DHCP, but in instances where you need to configure automatic DHCP, the following sections help
explain this setup. If needed, please check your device’s user manual for details on configuring your device.

9.1 Configuring DHCP in Windows Vista

This section provides instructions on how to configure DHCP if you are using Windows Vista operating system.

9.1.1 Accessing Network and Sharing Center

Begin by clicking Start in your system tray and then selecting Connect To.

f“ " Internet
& internet Explorer

=Yy E-mail

‘Decuments.
Pictur

i @ Windows Media Player Music

@ Mozilla Firefox Recent Items

|
| 1% Backup and Restore Center

Computer

Metwork

Controt Panel
Defauit Programs

All Programs Help and Suppert
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The following Netwerk and Sharing Center window will appear. Click the View status lick.

U Shacing sed Discowrs
Tietmork dreevtry
Fleskarng

Pubicfeldt thring
Piram sharing

Netwak and Shanag Ceoter

Locr 2rew Conomeioent

y
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= 0n
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{Tna compaten
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9.1.2 Configuring Network Connection Properties

In the Local Area Connection 2 Status window, click Properties.

Cornection —— -

Pv4 Cannactivity Interpet

IPv6 Conneclivity: [} Limitad

Meda State: Enabled ;

Duration: 5 days 0510496

Speed: 106.0 #pe ;-
ACEVILY oo o

Sent ——— - Receved
Byles: 7,538,347 E 125,958,593
oper bes H FDisable | j [ Diagnose |

UltraLine Series3 Router
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Then, select Internet Protocol Version 4 (TCP/IPv4), and confirm that the box displays a check mark. Click the

Properties button to continue,

This corme&n uses the following tems:

f¥] 4% Chient for Microsoft Networks
E] GoS Packet Scheduler

Ple and Printer Sharing for Microsoft Netwadks
D £ in!emet Pm!ocoi an & {TCP/I?VS)

S 4 Lmk LayerTopc{ogy Dtscove:y f\%appef 170 Driver
&) -+ Link-Layer Topology Discovery Responder

Description

- Teensmission Control Protocol/lriemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks,

in the Internet Protocol Version 4 (TCP/IPv4) Properties window, complete the following steps:

Click the radio button labeled Obtain an IP address automatically.

Click the radio button labeled Obtain DNS server address automatically.

1

2.

3. Click the OK button to save the changes.

4. Click Close, and then click Close again to close the screens.
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This completes the procedure for configuring DHCP in the Vista operating system. You are now ready to proceed to
section 7.1, “Logging on to Your Router.”

General

‘Alternate Configuration |

You can get IP settings assigned automatically if vour network supporis
this capability. Otherwise, you need Yo ask your network administrator
for the appropriate IP settings,

& Obtain an IP address automatically
# Use the following IP address:

IF address

i@ Obtain DNS server address automatically

3 Use the following DNS server addresses:
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9.2 Configuring DHCP in Windows XP

UltraLine Series3 Router

This section provides instructions on how to configure DHCP if you are using Windows XP operating system.

9.2.1 Accessing Network Connections

Begin by clicking Start in your system tray and then selecting Settings, Network Connections,

@v‘ SetProgram Access and Defeults

% Windaows Update

Hew Gffice Dotument

n% Open Gffica Document
i

&

WinZip

@ Hew Merasoft Gffice Document

L

Qpen Mirosoft Office Doaument

Edt Vew Favortes Toods Advanced Hep

8y - ¥ Psewch ©redes | [

W3 etk
Troblashooter

HS  Detaits

Printers and Faxes
2 B d
{EB, Teskber and Startenu

eed Internel
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Right-click on Local Area Cennection, and then select Properties.

Bt got Vew Faots Toos  Advanesd “peb

Crente arew
cormnactiit

@ Change Wikdeas
Frewal setimgs

& Disabia tis netwok =3
Cenice

bty ol
AT

G 521 B

R, Reped s qeenetion
]| kensme s connection

&) view Stahus of this
cormecton

9.2.2 Configuring Network Connection Properties

The following properties window will appear. Click the General tab.

Conredt using;
2B intel{R) PROIODD CT Hetwork Conn

This cornection uses the following ttems:

W @Ie and Pnter Sharing for Micrasoft Netvorks
2 Q05 Packet Scheduler
¥ %= Intemet Protocot {TCP/IPY

[ Install... l [ Uninstall ] [ Properties } :
Descrption
Allows your computer to acoess rasources on 3 Microsoft ;
network. :

[] Show icon in netfication area when cornected
Notify me when this connection has limited or no connectivity

[ ok ][ cance
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Then, select Internet Protocol (TCP/IP), and confirm that the box displays a check mark. Click the Properties
button fo continue.

Gororl v
Connect using:

{ B kielfR) PRO/TO00 CT Nebwork Corn !
This comnection uses the folowing tems:

3] (et for Micraae®, Networks

¥ Blrze and Printer Sharing for Microsalt Networks

& JB00S Packet Scheduler
i il Boinol (ICRADY

¢ Trensmission Control Pretocolfintemet Pridocol. The defaut
¢ wide area network prolocol thal provides commurication
i acmss diverss interconnecied networa.

] Show e i nelification area when connecled
[#] Nty me when this connection haa Bivted of na connactiviy

In the Internet Protocol (TCP/IP) Properties window, complete the following steps:

Click the radio button labeled Obtain an IP address automatically.

Click the radio button labeled Obtain DNS server address automatically.
Click the OK button to save the changes.

Click Close and then click Clese again to close the screens.

L

This completes the procedure for configuring DHCP in the Windows XP operating system. You are now ready to
proceed to section 7.1, “Logging on to Your Router.”

i Hramate Corﬁg?uatm:

You can get iP setfings asmpned autematicaly f your netwirk suppors
th capabity. Otherwine. you need to ask your newwork administreter for
the approprate (P seitings

(0btzn an IF address sutomaticehd
Y Use the folowing IP address:

(S Optain DHS server address avtomaticaiy
(3 Usa the following DHS server addresaes:
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9.3 Configuring DHCP in Macintosh OS X
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This section provides instructions on how to configure DHCP if you are using Macintosh Operating System 10.

NOTE: Macintosh computers must use the Router’s Ethernet installation. Refer to section 6, “Installing the Router,”

for details.

9.3.1 Accessing the System Preferences Window

After you have connected the Router to the Ethernet port of your Macintosh, the screen below will appear. Click the
“Apple” icon in the upper-left corner of the screen and select System Preferences.

9.3.2 Selecting Network Preferences

r

Gfah Fﬂa Edit ‘ft._"gmg
“About This Mac

Get Mac OS X Software...

After selecting System Preferences from the previous screen, the following screen will appear. Click the Network

fcon.

[sXnle] System Preferances

I v 1| Showall }

Personal

B o =

e ©

Appe:mncl: Daskboard & Deshon & " Dock Iz marional Sucurity Spothight
) Expoy.é SCreen Saver .
Hardware
Lo 5o ~ Lo
i o p H q 2
@ & B ¢ ¥ = 4§
Bluetcoth  CDs & DVDs Displays Energy Keyboard & Print & Fax Stund
Saver Mouss
[aternet &
a £
Sac Sharing
System
S 0y % ] o
R oH & § 3 @
Accounts Date & Time Soltwire Speech Startup Disk  Universad
update Access
530-101710Rev. B KX] July 2010




WESTELL

User Guide UltraLine Series3 Router

9.3.3 Creating a New Location

After clicking the Network icon, the Network screen will appear.

eoo - Network . T T

(i) (Gmm )

Location: { Automatic

Show: CAirPort o

~'+- PPPoE - AppleTalk i~

AlrPort i0:-.00:16:cb:01:eb0 -

alt, joint { Automatic

: Aingft'{emcmbcrs"lhe networks this compiitér I'ﬁi'u_}nlﬁl:d.w '

£ Options... 3. ¥ Show Airport st_aius in menu bar. . R

& - X
L{é Cick the ock ta prevent further changes, { Assist me..; } { Apply Now

Select New Location from the Location pull-down list.

Locatio:;f  Automatic

530-101710 Rev. B 34 July 2010



WESTELL

User Guide UltraLine Series3 Router

9.3.4 Naming the New Location

After you have selected New Location in the Network screen, the following screen will appear. In the field labeled
Name your new location, enter a location name.

-Shaw All

Metwrk

-Name your new location: -

* Al users of this con")puterwﬂl ba able 1o
- choose this location In the Apple mienu.
[ without entering 2 passward, .. -

& Eam:el*'!:.._

iebiDliebicQ -

e laydefa‘u[t.,lpip_:

After you have named your new location, click OK. to continue.

& e ey Netwaork
’ v
ﬂow__&l " 'Ndme your new location: e
{First Loction
AlE users of this computer will be able to
chotse this location I the Apple menu
withour entering a password,
P
a CHD
) CoAirfort I 00:16:ch:(lieb:c
By default, join: [ Automatic 53
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Afer clicking OK in the preceding screen, the Network screen will appear. The Network screen shows the settings
for the newly created location. From the Show pull-down list, select Bailt-in Ethernet. In the field labeled
Configure IPv4, make sure Using DHCP is selected. Click Apply Now o save the settings.

NOTE: Default settings for the Built-in Ethernet configuration are sufficient to operate the Router,

CMetwork ..

"7 Location:.{ First Loction - .

o < -+ Show: {Built—in-Ethemet

+ i { TCPIP L PPPOE |

AppleTaik | Proxies i

Configure IPv4: .| Using DHCP

" IPv6 Address:
—_—

{ Configure 1Pv6..._h-';

It
#3  Cick the inck 1o pravent further changes.

1P Address: .:‘;HE@_OE;’"EESEE”}
Subnet Mask: BHCP Client1D: :
B T S o f require
© - Router; . o
. DNS Servers: : (opiodals.
B Search Damaini:

! Lb;riun_aﬁ

)

{ Assistme... } (_ Apply Now )

9.3.6 Checking the IP Connection

After connecting a computer to your Router, you can confirm that the computer is communicating with the Router

by checking to see that the computer has an IP address.

NOTE: The Router’s DHCP server provides this IP address. If this IP address is not displayed, check the Router’s
wiring connection to the PC. If necessary, refer to section 6, “Installing the Router,” for installation instructions.

To confirm that the connected computer has received an IP address from the Router:

1. Go to the “Apple” icon in the upper-left corner of the screen and select System Preferences,

2. Inthe System Preferences screen, click the Network icon. The Network screen will appear.

3. Inthe Show field in the Network screen, select Built-in Ethernet.

4. View the IP address field. An [P address that begins with 192,168.1 should appear.
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This completes the procedure for configuring DHCP in the Macintosh operating system. You are now ready to
proceed to section 7.1, “Logging on to Your Router.”

E-l;o;a_zign_: [First Loction = TRy

1
‘Shiow: £ Built-in Ethernat. - 5]~ -

I UL S . GF required). -
S Routers 0192,168,1.1 L .

- DNS .S_Er\fléfrs: ! (optonaly .

.. (Optionah

biffeB7:5030

. s . ConfigureiPve... ) L. w0 o : @

E'_%!‘ Click the lock to prevent further changes. {_Assistme... } ¢ Apply Now |
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I IMPORTANT; The following sections assume that you have active broadband Internet service.

The Router allows you to make changes to the configurable features such as connection settings, routing configurations,
and firewall settings, The following sections explain each feature and show you how to make changes to the Router’s
settings. The navigation menu displayed at the top of each screen allows you to navigate to the various configuration
screens of your Router. Whenever you change the settings in your Router, you must click Apply to allow the changes to
take effect in the Router.

NOTE:

1. If you need help, go to the Quick Links section in the Main screen, and then elick the Westell Help link.
Clicking this link takes you to Westell’s Online Help site where you can find additional information about your
Router.

2. If you click OK or Apply in a screen and then experience a delay, you may need to refresh the screen; press the
Refresh button (where applicable) or press F5 on your keyboard.

3. If you want to log out of the Router’s Web page, click the logout link in the Main screen. Clicking this link does

not affect your Internet connection; it only closes the Router’s Web page. Te log in, you wili need to enter your
username and password in the Login screen.

To configure the basic settings in your Router, follow the instructions provided in sections 11 through 15.
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After you have logged on to your Router and established an Intemet connection with your ISP, click Main in the top
navigation menu. The following screen will appear. The Main screen allows you to view connection information
reported by your Router and quickly access Internet services provided by your ISP. The following sections discuss
each panel in the Main screen. The Main screen is also referred to as the “home page.”

Parents! Cantret vanced System Monitaning ¢

B
PR .
My Hebwark Firawall Setsngs

Router Status  H Network Status

Ga! Your gataway is ready for . Heme: ITTEMP-XF2
Internet access. i uAz|  Connectien: é Etharne:
I 3 Status: Orline
1P Address: 182,163.1.50

Broadband Connection

15P Protacal: QHCP
Internet Address:  10.16.90.10

Quick Links

11.1 Router Status

In the Main screen, the Router Status pane allows you to view the status of your Router’s Internet connection.
Whenever you have an Internet connection, a green check mark is displayed. This signals you to Go! You can now
browse the Internet. In addition, the Router’s connection type and WAN IP address will also be displayed.

11.2 Quick Links

The Quick Links pane allows access to your broadband connection settings, and provides a link to Help information
related to your Router. The following links are displayed in the Quick Links panel.

Quick Links
Change Wireless Settings Click this link to access the Router’s wireless settings screens.
Change Login User Name & Click this link to changea permissions needed to manage network
Password connections, or to set up privileges for new users and groups on your
network.
Enable Applications {(Games, Click this link to open a tunnel between remote (Internet) computers and a
Webcams, IM & Others) specific device port inside your local area network (LAN).
Westell Help Click this link to access Westell's Online Help site.
Logout Click this link to log cut of the Router’s Web pages.
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11.3 Network Status

In the Main screen, the Network Status pane allows you to view information about devices that are connected to
your network. If your network provides access to shared files, you can access the files by clicking the Access
Shared Files link. The following details are displayed in the Network Connections panel.

Network Status
Name The ASCII {text) name or MAC address of the device connected to the network.
Connection The physical or wireless connection used to interface with your Router.
Status The Intemet status of the connected device: Offline or Online.
IP Address The IP address assigned to a device on your network.

11.4 Start Surfing

In the Main screen, the Start Surfing pane allows quick access to Internet services provided by your ISP. Click GO
TO THE INTERNET NOW to go te your PCs default Web page.
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12.1 Wireless Status

If you click Wireless in the top navigation menu, the following screen will appear. This screen allows you to view
details about your wireless connection.

NOTE: If you change the Router’s wireless settings, wireless access to the Router may be interrupted, and wireless
stations may require reconfiguration.

Wireless Status
[RedoErabled: - " iVES Ll
551D: .' o : 34586
Gt e T e
.;K;riw T P P SO
WEP:- o
WEP_V_SOi.J.Vx: V
S.S.Iﬁ .Bruadcamr - H
MAC Au':he:n;_ic_a_tign.: . éDisabl_ed -

Wirelass Mode:  hlied - accepts 802.£tn, 802,119 aad 802.11b connecticns !

Packets Sent Totalr - - 269288128 © -
| 268949776

12.2 Wireless Settings

If you seiect Wireless from the top navigation menu and then select Wireless Settings in the [eft submenu, the
following screen will appear.

To configure your wireless settings, enter the appropriate values in the fields provided. Then, click Apply to allow
the settings to take effect. The following table explains the details of this screen.

IMPORTANT:

L. If you are connecting to the Router via a wireless network adapter, the computer’s wireless network adapter must
be configured with the Router’s Service Set ID (SSID); that is, the SSID used in the wireless network adapter
must be identical to the Router’s SSID. The default $SID and WEP key for the Router are both located on the
label on the bottom of the unit.

Lacate and run the utility software provided with your computers wireless network adapter, and then enter the
identical SSID and WEP encryption security settings displayed in the Router into the wireless adapter. For
privacy, you can change the SSID and security settings to your desired values. $SIDs are case sensitive and can
contain up to 32 alphanumeric characters, including spaces.
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2. In order for every computer on your network to connect to your Router wirelessly, confirm that each computer’s
wireless adapter is using the same security settings that you have configured in the Router’s Wireless Settings
screen. After you have configured all the settings in this screen, please record the settings for future reference.

Wireless Settings

Wikeless Atcess Pobnt 21 550 e
Enable Wireless: [ Enabled
SSID: 24388

SSID Broadcas:
802 Thbig Moxed (2.4 GHz

BO2.1% Mode:

Chaanck Bitomatic 8
Netwoark Authentication:
MAC Filtering Mode: | Crsatsde i .
HMAC Filtering Setlings: 500 N ew MAC Addreiss 1 T TR
Transmissfon Rater Auto 3
Transmit Power: 100 %
CTS Protection Type: As_ca o
Beacon Interval: 100

DTIM Interval 1
Fragmentation Threshald: 2346
RTS Threshold: 2347
Hulticast Data Rate: 2
Wireless Security L Denabied™ )
Wireless QoS [Wim) - i, ) Enabled - ..
Power Save (WMM) " {YEnabled -

Advanced Security Settings

Enable Wireless

By default, the wireless feature is enabled. To disable this feature, clear the check box.

SS81D

The SSID is the name of your wireless network. This string is case-sensitive and must be
30 characters or less. To connect to the Router, the SSID on a computer’s wireless card
must be identical the SSID on the Router. The Router comes pre-configured with the SSID;
however, you can change the SSID to any name or code you want.

SS8ID Broadcast

Select this check box to enable SSID broadeast. When this box is cleared, the Router will
not broadcast its SSID. When SSID Broadcast is enabled, your wireless network name will
be advertised to wireless clients looking for wireless networks.

802.11 Mode

Allows you to limit access to your Router based on technology type.

802.11 n/b/g Mixed (2.4 GHz): Allow 802.11b, 802.11g, or 802.11n devices to connect.
802.11 b/g Mixed: Allow 802.11b or 802.11g devices to connect.

802.11n only: Only allow 802.11n clients to connect.

802.11g only: Only allow 802.11g clients to connect.

802.11b only: Only allow 802.11b clients to connect.

Channel

This is the channel of the frequency band at which the Router communicates. In the United
States, use wireless routers use channels 1 through 11. Default is to automatically select the
cleanest channel,

Network Authentication

Open System Authentication: If Open System authentication is selected, this will allow any
station to associate with the wireless network, but only stations with a valid security key
can send or receive data from the Router.

Shared Key Authentication: If Shared Key Authentication is selected, a station must
authenticate with the Router (using the security key) before it can connect to the Router’s
wireless network.

Both: If “Both” is selected, the Router will allow both Open System and Shared Key
Authentication to be used.

MAC Filtering Mode

Disable: If Disable is selected, MAC Filtering Mode will be deactivated.
Allow: If Allow is selected, the Router will allow only the devices that are configured in
the MAC filter table.
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Deny: If Deny is selected, the Router will deny all devices that are configured in the MAC
filter table.

MAC Filtering Seftings Click this link to add a MAC address to the MAC filtering list. Details on this feature are

discussed later in this section.

Transmission Rate

Selecting a transmission rate allows you to adjust the bit rate of the Router’s wireless
transmissions. Select a transmission rate from the drop-down list, or select Auto to allow
the Router to automatically select the best transmission rate. (Recommended to remain on
Auto.)

CTS Protection Mode

Clear to Send (CTS) protection is a technology that is designed to reduce frame collisions,
This allows to router to inform clients that it okay for them to send their data at a particular
time. Setting this to Automatic will allow clients that support this feature to communicate
with the router.

Auto: Select Auto to activate CTS.

None: Select None to deactivate CTS.

Always: Select Always to allow CTS to always be activated.

CTS Protection Type

CTS (Clear to Send) protection has a secondary option of RTS (Request to Send). RTS is
a client technology that lets a wireless client request a time to send its data to the
router. The Router will then respond with a CTS command. You have the option to
disable RTS acknowledgements.

cts_only will not acknowledge RTS from clients

cts_rts will support RTS beacons from client devices

Beacon Interval
{in milliseconds)

Enter the beacon interval value. The beacon interval is the time between beacon frame
transmissions. Beacons are transmitted by the Router to help identify wireless networks.
Beacons contain rate and capability information. Beacons received by stations can be used
to identify the wireless access points in the area.

(Y ou should not need to change this value.)

DTIM Interval
(in milliseconds)

Enter the DTIM (Delivery Traffic Indication Message) interval value, A DTIM is a
countdown mechanism: for the Router. It informs wireless network clients of the next
window for listening to broadcast and multicast messages.

{You should not need to change this value.)

Fragmentation Threshold

Setting the fragmentation threshold can increase the reliability of frame transmissions on
the wireless network. Any MAC Service Data Unit (MSDU) or MAC Protocol Data Unit
(MPDU} larger than this value will be fragmented into an MPDU of the specified size.
(You should not need to change this value.)

RTS Threshold

Enter the RTS (Request to Send) threshold. This setting controls what size data packet the
low level RF protocol issues to an RTS packet. RTS/CTS handshaking will be performed
for any data containing a number of bytes greater than the threshold. If this value is larger
than the MSDU size (typically set by the fragmentation threshold), no handshaking will be
performed. A value of zero will enable handshaking for all MPDUs. (You should not need
to change this value.)

Maximum Multicast Data
Rate

The maximum rate {in kb/s) at which multicast packets are transmitted over your network.

Wireless Security

When this feature is enabled {the box contains a check mark), wireless security is activated,
and the security type can be configured. When the box is clear, wireless security is
deactivated.

Stations Security Type

Set the type of security for the Router’s wireless network. Choose from the following
options: WPA, WPA2, WPA and WPA2, 802.1x WEP, Non-802.1x WEP, Authentication
Only. Details on these options are discussed later in this section.

Authentication Method

This is the authentication method used with the security type.

Wireless QoS (WMM) Wi-Fi Multimedia {(WMM) is a Wi-Fi Alliance certification, based on the IEEE 802.11e
draft standard. It provides basic Quality of Service (QoS) features to IEEE 802.11
networks. If your wireless card supports WMM, enable this feature by checking its
“Enabled” check box.

Power Save (WMM) WMM® Power Save is a set of features for Wi-Fi networks that help conserve battery
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| power in small devices such as phones, PDAs, and audio players.

12.2.1Configuring the Stations Security Type

To configure the Router’s wireless security in the Wireless Settings screen, select an option from the Stations
Security Type drop-down list. The following sections describe each security type.

m

Wircless Access Point

Enable Wireless:
SS5ID:

#5510 Brosdeast
602,11 Hode:
Channel:

Network Aulhentication:

MAC Filtering Mode:

MAC Filtering Settings

Transmission Rater
CYS Protection Mod

CTS Protection Type:

Beacon Interval:
DTIM Interval:

Fragmentation Threshold:

RTS Threshold:
Maxintum Mulbicast
Wireless Security

Stolions Security Tvp.e: .
Aulhenticatien Method:

Pre-Shared Key:

Encryption Algorithm:
Group Key Update Interval;
Wireless QoS (WHM)

Power Save (WHM)

Wireless Settings

T @Enebied

{senal Hurgar

Automabe (Vi (FCG}

Open Sysiem
—_—r

Data Rate:

WPA Bnd \WPAZ
g2 N
Fon-E82 (X WEP

uthanlication N
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12.2.1.1 WPA (Wi-Fi Protected Access)

If you select WPA in the Stations Security Type drop-down list, the screen will reconfigure to allow setup of the
security keys/passphrase. WPA allows you to enable a pre-shared key for your network. This option allows stations
that support WPA to connect to the Router.

RO AL i e T ey

Stations Security Type:
Authentication Method:
Pre-Shared Key:
Encryption Algorithm:
Graup Key Update Interval:

WPA Wireless Security
Authentication Method | Factory Default = Personal (Pre-Shared Key)
Pre-Shared Key — WPA stations share a pre-shared key with the Router. This is the most
common Home scenario.
802.1x — Stations will authenticate with a RADIUS server over 802.1x, a standard for passing
security settings.
WPA Pre-Shared Key | The WPA key can be either 8 to 63 text (ASCII} characters or 64 hexadecimal (Hex) characters.
The only allowable hexadecimal characters are: A-F and 0-9.
Encryption Algorithm | Factory Default = TKIP
Select the encryption algorithm you want to use (TKIP, AES, or TKIP and AES).
TKIP: Select this option to enable the Temporal Key Integrity Protocol for data encryption.
AES: Select this option to enable the Advanced Encryption Standard for data encryption.
TKIP and AES: Select this option to enable the Router to accept TKIP and AES encryption.

Group Key Update The number of seconds between rekeying the WPA group key. A value of zero means that
Interval (in seconds) rekeying is disabled.

12.2.1.1.1 Authentication Method—Pre-Shared Key

If you select Pre-Shared key as the authentication method for WPA, the following screen will appear. Configuring
Pre-Shared Key in the Router allows devices that know the pre-shared key to connect to the Router.

T T T T T T s T Py N S
Wireless Security Enabled
Stations Security Type: WPA T i
Authentication Method: Fre-Shared Key vy
Pre-Shared Key: thisisapreshanedkey 1 TASCIl i
Encryption Algarithm: AES v
Group Key Update Intarval: 8%  ISeconds

Retn-Rafenfafias i i ieim el reaihen, AR e AR TN AO A o ST r Sretueh Pl AN wih Semde et aed 2

NOTE: A WPA pre-shared key is treated as either a string of text (ASCII) characters or a set of
hexadecimal (Hex) characters. The key can be either § to 63 text (ASCIH) characters or 64 hexadecimal
(Hex) characters. The only allowable hexadecimal characters are; 0-9 and A-F.
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To configure the WPA Pre-Shared Key, do the following:

Select the string type (ASCII or HEX) in the Pre-Shared Key drop-down list.
Enter the desired pre-shared key values in the field provided.
3. Select the desired optien from the Encryptein Algorithm drop-down list.
*  TKIP: Sclect this option to enable the Temporal Key Integrity Protocol for data encryption.
*  AES: Select this option to enable the Advanced Encryption Standard for data encryption.
* TKIP and AES: Select this option to enable the Router to accept TKIP and AES encryption.

4. Enter the desired Group Key Update Interval, and confirm that the adjacent box contains a check mark. (By
factory default, Group Key Interval is enabled for 900 seconds.)

5. Click OK to save the wireless settings in the Router,

12.2,1.1.2 Authentication Method—802.1x

If you select 802.1x as the authentication method , the following screen will appear. Configuring 802.1x allows use
of a RADIUS server for authentication of clients.

o g.”" W Ty LW B Ry - .. e -,_-,M_ e gttt P e ot et
i g Wireless Seeurity - -0 - " '[VIEnabled
H Stations Security Type WPA

: E Authentication Method: 802.1x
i g Encryption Algorithm: AES

H [#l Group Key Update ]nlerva! 1900 |Seconds

RADIUS Server . "0 LT s b BB P

H Server IP: 0 .o g G

Server Port: 1812 | ]

g Shared Secret: noon]

To configure 802.1x Authentication, do the following:

1. Select the desired option from the Encryptoin Algorithm drop-down list.

a. TKIP: Select this option to enable the Temporat Key Integrity Protocol for data encryption.
b. AES: Select this option to enable the Advanced Encryption Standard for data encryption,
c. TKIP and AES: Select this option to cnable the Router to accept either TKIP or AES encryption.

2. Enter the desired Group Key Update Interval, and confirm that the box contains a check mark. (By factory
default, Group Key Interval is enabled for 900 seconds.)

3. Configure the Radius Server:
a. Enter the Radius Server IP address in the fields provided.
b. Enter the desired Server Port value.
¢. Enter the Shared Secret.

4. Click OK to save the wireless settings in the Router.
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12.2.1.2 WPA2 (Wi-Fi Protected Access)

If you select WPAZ2 in the Stations Security Type drop-down list, the screen will reconfigure to allow setup of the
security keys/passphrase. Like WPA, WPA2 allows you to enable a pre-shared key for your network, but does so
using stronger security standards.

Setup of the WPAZ2 Pre-Shared Key is the same as WPA. WPA2 requires AES Encryption, and that is the only
option allowed.

Tat a e s et ot O G Wl kP b ¢
wireless Security
Stations Security Type:
Authentlcation Method:
Pre-Shared Key:
Encryption Algorithm:
[l Group Key Update Interval:

Sty 2

SR At oy N ST L S e s s

12.2.1.3 WPA and WPA2

If you select WPA and WPA2 in the Stations Security Type drop-down list, the screen will reconfigure to allow
setup of the security keys/passphrase. This allows for a backward compatable setting that enables devices that do
not support WPAZ2 to also connect to the router at the same time WPA?2 devices are connecting.

Setup of the WPAZ Pre-Shared Key is the same as WPA. The option to support both TKIP and AES Encryption is
allowed in this mode,

i P e e e YR AU ST W ATA R DR < vt -'-’wl\.-.{—ma— A A T et e Pt VU P g T etk P i gt
Wireless Security - - [FlEnabled

Stations Security Type: "TWPA and WPAD

Authentication Method:

Pre-Shared Key: | TASCIE )
Enceyption Algoerithm:

Group Key Update interval: Seconds

Wire S LMY ablede s 4 aia
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12.2,1.4 802.1x WEP

If you select 862.1x WEP as the authentication method, the following screen will appear. Configuring 802.1x
allows use of a RADIUS server for authentication of clients.

A T e e U DR LM A W At T T
Wireless Security -

Stations Security Type: 802X WEP i
[Vl Generate Keys Automatically {Disabke to allow 802,13 MDS stations to connect)
[¥] Group Key Update tnte iSOﬂ | Seconds
RAGIVS Server =% T
Server IP:
Server Port:
Shared Secret:

S A N Sy g e,

To configure 802.1x Authentication, do the following:

1. Choose to either automatically generate keys or use a static entry.

This limits the connection of devices to those that only support the latest encryption code algorithms.
If you choose to statically assign keys, this screen is shown:

.

Y D Lt Vol SPLL W o N TRVITY [P SR N SUPT MV Ry S ee e P g M v e 0 F e F L ey ‘"_—f J.r--.d-.,-r\...a--.--.., -t
E Wireless Security - 907 UiEnabled o v
Stations Security Type: B2 IX WEP
B H [JGenerate Keys Automatically {Disable to allow 802.1x-MES statians to connece]
4 Jthieten
Group Key Update Interval: ‘ 800  {Seconds _
~:Agtive - EncryptionKey . ! Enmtry Method
2 &1 iBDC290F776| iHex o :
| SR
O3 ]
E 0% [ ]
aretemd n e pen o DTG Sapvpr, T oo, LY Frand Sreachen e A

a. Select a key (1 through 4) that you want to activate.
b. Select the Entry Method (ASCII or Hex) from the drop-down list.
c. Select the Key Length (40 bit or 104 bif) from the drop-down list.

2. Enter the desired Group Key Update Interval (Factory default Group Key Interval is 900 seconds.)
3. Configure the Radius Server:

a. Enter the Radius Server [P address in the fields provided.
b. Enter the desired Server Port value.
c. Enter the Shared Secret.

4. Click OK to save the wireless settings in the Router.
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12.2.1.5 Non-802.Ix WEP

If you select Non-802.1x WEP in the Stations Security Type drop-down list, the following screen will appear. The
Non-§02.1x WEP feature allows you to enable a WEP key for wireless security without using a RADIUS server.
Murtu:ast Dmﬂ'ﬁt’éJ T et e [ - v o e T
ess Clpmi [ Enabled Co

LR

e - Encryption Kev
o Bncaor"s|

To configure the Router for Non-802.1x WEP, do the following:

At the Key Encryption table, select 2 key (1 through 4) that you want to activate.
2. Enter the desired encryption key.

NOTE: A WEP encryption key is treated as either a string of text (ASCII} characters or a set of hexadecimal
(Hex) characters. The number of text characters must be either 5 (for 40-bit encryption) or 13 (for 104-bit
encryption). The number of Hex characters must be either 10 (for 40-bit encryption) or 26 (for 104-bit
encryption). The only allowable hexadecimal characters are: A-F and 0-9.
3. Select the Entry Methad (ASCIH or Hex) from the drop-down list.

Select the Key Length (40 bit or 104 bit) from the drop-down list.
5. Click OK to save the wireless settings in the Router.

12.2.1.6 Authentication Only

[f you select Authentication Only in the Stations Security Type drop-down list, the following screen will appear.
This feature allows you to enable wireless security in your Router without using encryption keys or a RADIUS
server. However, a station’s SSID must match the Router’s SSID in order to connect to the Router.

g«'w TV AT s e s i AT e T T AT ¢ S T I it R B i s g A AT
wireless Security. - [¢]Enabled
Stations Security Type Authertication Ordy s:]

Authentication Method: ‘Web Authenhca%lon
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12.2.2Device List

Clicking on Device list in the lefi-hand navigation window will bring up a list of connected wireless devices. This
screen shows the operating channel as well as relative signal strength (RSSI in dBm) for each connected device.
Also included is the IP address of each device, the connected data rate, and session time.

Firewall Settings Parental Control
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"This section provides details on your Router’s network connections.

13.1 Network Status

To view your Router’s network settings, from the top navigation menu, select Network Status. The following
screen appears. This screen displays information about the devices connected to your local area network {(LAN).
Click Refresh to update this screen and display the most current information about devices on your network.

e

=

Wirelass

Network Status

Name: SALLE-XF3 . . Connecied Devices: i

Type: Computer + Website Blodking =z Ethernet: 1 device(s) i

g::‘r;z:llun: a!it:\emet . ?’:ﬁ:ﬂ"”"“ 21 wireless: 1 devf:e{sz
‘& 1o Address: Tonn.1.2 » Access Shared Files AH Interiaces: 2 device(s? B!
== 1P Address Source: OHCP + ‘iew Device Oetalls

MAC Address: DOI11111:83:85:83 + Enatie Anplication

* Hensme Device [FlAunte-Sean Enabied
2 Delete This Dewvice

o Deiate A Devices
Home: SALLE-XF2 * 5can for New Devices

Type: Comgpular » {vobsite Blocking » Refresh this page
Connection: U1 Wiraless . giack Infernet
Status onlsne ervices
3 1P Address: 152.166.2.4 * Adetss Shaced Filaz
“* 1P Address Sourcet Stauc . \cﬁc'ﬂ Device Detaily
MAC Address: 0010 3:69:4f: 1 085 » Erable Applicatan

* Raneme Device
s Delete This Device

faltanlend
Network Status
Name The name of the device.
Typc The type of device connected to the network.

The interface used to connect to the Router.
Ethemnet: Displays the number of devices that are connected to the Router via Ethernet 10/100
BaseT connection.

Connection Wireless: Displays the number of devices that are connected to the Router wirelessly.
Note: If you have computers on your network that are not being displayed, check the firewall
setting on the PCs to ensure that the firewall is disabled.

Status The status of the Inernet connection.

IP Address The IP address assigned to the computer,

IP Address Source The method by which the computer receives its [P address.

MAC Address The Media Access Controtler, the hardware address assigned to the device by the manufacturer.

The interface used to connect the device to the Router, and the devices connected.

Ethemet: Displays the number of devices that are connected to the Router via Ethernet 10/100 :
BaseT connection, <
Connected Devices Wireless: Displays the number of devices that are connected to the Router wirelessly.

All Interfaces: Displays the total number of devices that are connected to the Router.

Note: If you have computers on your network that are not being displayed, check the firewall
setting on the PCs to ensure that the firewall is disabled.

When this box is checked, the Router will automatically scan for devices that are connected to
the network.

Delete All Devices Click this link to delete all devices from your network.

Avto-Scan Enabled

530-101710Rev. B 51 July 2010




WESTELL

User Guide UltraLine Series3 Router
Scan for New Click this link to allow the Router to scan the network for new devices that may have recently
Devices connected to the network.

Refresh this page Click this link to update this screen and display the most current data.

13.1.1 Website Blocking

You can configure your Router to restrict access to certain Web sites for computers on your network. On the
Network Status screen, when you click the Website Blocking link, it will take you to the Parental Control
section.

Please go to section 15, “Parental Controls,” for information on setting up Web site blocking rules.

2 & 3 B

Firgwall Settings Parentsl Conirol Advanced Systemn Monitoring

Parental Control

. Resrict access from tha LAN to websites.
Farentst Contral

Logsuwt - - Local Hest . Loesl Address © Restricted Website - ° - Restricted IP Address | Status ‘Action

Press the Refresh button to update tha data.

13.1.2Block Internet Services

In the Network Status screen, click the Block Internet Services link. Then, click Access Control in the left
submenu; the following sereen appears. This feature allows you to block specific computers within the local network
(or even your entire network) from accessing certain services on the Internet, For example, one computer can be
prohibited from surfing the Internet; another computer from transferring files using FTP; and the whole network
from receiving incoming email. To configure the settings in this screen, please follow the instructions provided in
section 14.2, “A.”

'F’“ = = B : = 1
Ve oo =y Ny o b
. B tost i gﬁ?, i) G
Mty o \ S il o o=
Vhirglast Hy Network Fivewall Saltings Parentst Contrel Systam Monitering

Access Controt

Elock srcess to Internat services from within the LAN.

- Ganeral
Local Hgst Local Address . Protocols Status. | Actlon
liow Zutry ST L

Fort Ferwarding

DbMZ Hoot

Port Triggenng

Remote Admumstsation

Static RAT
Rdvangad Filyasing

Sxzunity Log

Cornactens

Legeut
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13.1.3 Access Shared Files

In the Network Status screen, click the Access Shared Files link to access files from 2 device on your local
network. (The device from which you will access files must have file sharing enabled.) If the device has a firewall
tumed on, you will not be able to access shared files from the device.

13.1.4View Device Details ' i

In the Network Status screen, click the View Device Details link. The following screen appears. Click Refresh to
refresh the details in this screen. After you have finished viewing this screen, click OK to return to the Network
Status screen.

Hy Netvioric Firewall Saitings Farental Cenmtral

Device Detalls

Name: ITTEMP-RP3 * Wabgite Qlneimy
Type: Computer + Bleck [nternat Tervices : |
- g Connection: 7z Ethernet » Accges Sharad Filag . :
heetwirk Connacticng Status: crling * Enpble Agpheation n
iP Address: 192068038 ¢ Berams Davice :
o IP Address Source: Static v Qalgte This Gevige :

- Legaut MAC Address: CD:80: 2918308153
upnp: Cisakled

NetBIOS: Erabled
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13.1.5Enable Application

In the Network Status screen, click the Enable Application link to set up applications for your service profile, such
as port forwarding services. This feature enables applications (Games, Webcams, IM & Others) by opening a tunnel
between remote (Internet) computers and a specific device port inside your local area network (LAN). Details on
this screen are discussed in section 14.3, “Port Forwarding.”

e
Advanesd System Monflaring

Port Forwafdlng

Expase servicss on the LAK (o exierna! irtemnet users.

S ey Eocal - Local .. . Netwerk ™ Publicle | . +
bort Forwardl : .Host. .Address . Address | Address | - Pratocals
ort Forwarding £ 7 e : Westell ; Service - TCP
e {ocalhost (1270008 Any Any A
H o B .. Amy -» 4587 o
DHZ Host B Hew :
Entry

l"- Port Triggering

Reawie Administration

Etalic RAT -

Agvancad Rltering

Securty Log -0

Cénpactions

Logowt

13.1.6Rename Device

In the Network Status screen, click the Rename Device link. This screen allows you to rename a device on your
network. In the following screen, type the desired name in the Name field. Next, click OK to allow the changes to
take effect. Click Cancel to return to the Network Status screen.

jx 2 oy
st e
Frewall Satngs Facental Contre!

. Main Rename Bevice

Rename evice ﬁename ‘DEViee

£ 1P Address: MBRABELID ey
3 E Name:

530-101710Rev. B 54 July 2010




WESTELL

User Guide Ultral.ine Series3 Router

13.1.7Delete This Device

In the Network Status screen, click the Delete This Device link to remove a device from your network.

& 2 )

Parental Control Advanced Systam Monitoring

ITTEMP-XP2 i ) Connected Devices:

e Camputer Block Internet & Ethernet: 1 deviga(z}
Connection: & Ethernet all Interfaces: 1 device(s)
Status: Orling
» Mgress‘. 152.168.1.39 = Liel

(1P Address Source: Static X ] Bt B
MAC Address: G0:80:29:83:0b:a4 [ uto-Scan Enatied

13.2 Network Connections

Your Router supports various local area network (LAN) and wide area network (WAN, on Internet) connections via
Ethernet or coaxial cables. The Network Connections screen is used to configure the various parameters of the
Router’s network and Intemet connections and to create new connections.

To edit your connection settings, from the top navigation menu, select My Network. Next, select Network
Connections in the left submenu. The following screen appears.

Determine which screen you are viewing by locking at the buttons on the bottom of the screen. If the third button
from the left displays Advanced, as shown below, this means you are viewing the basic Network Connections
screen. Conversely, if the third button from the left displays Basic, this means you are viewing the advanced
Netwerk Connections screen. To go to the basic screen, click the Basic button.

For example, to go to the advanced Network Connections screen, click the Advanced button.

Advanced

Network Connections

Rame Statys Actlon
Hetwark Status : :
~ - b L Hetwork {Heme/Dfize) Connema 1 %
Helwark Cannectlons B " Broadiand Coanedion (Coax} g .
T "4 WAN pPROE v

: Logout
b Neow Conncction
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The advanced Network Connections screen displays additional links that allow you to access various connection
settings in your Router. The following sections describe the different network connections available in the Router, as
well as the connection types that can be created,

etay

1

Wireless My Nebwo © Firewall Settings Parental Control

Network Connections
R R i Status
twibri {Homé/Cfice) USSR
Ty Ethernet Swich ‘ Periz Connected
" Wireleds B02.110 Acciss Point . Cornedted - -
B y Dgyim_:_‘_ ihuts Protecal Letegt
New Connectian. - : et

13.2.1Network (Home/Office) Properties

In the Network Connections screen, click the Network (Home/Office) link to access the Router’s local network
properties. The Network (Home/Office) connection is a bridge that is used to combine several network devices
under one single “virtual network.” For example, a home/office network can be created that includes your Ethernet
Switch as well as your Wireless computers. Network (Home/Office) is the Router’s default setting.

*  Atthis screen, you may click on any of the named connections/bridges to edit their properties.

et —t
1 Fg‘ i \ .’!
: ez 2 E ;
Wireless My Network Firewall Settings Parental Contral System Monitonng

Network (Home/Office) Properties

Nome: [hetwork (Homeiotoee) i
Cevice Name: bra

L Status; Cannected

Setbings Networks LAN {NAT)

. . Ethernet Switch

Routing Underlying Device: Wiratass 802.11n Access Paint

Connection Type: Bridge
o MAC Address: 90:23:97:b2:d5:54

Bridging iP Address: 192.168.200.1
Subpet Mask: 255.255.255.0

Advanced 1P Address Distnbution: DHCP Server
Packets Sant Total; 588831

N Fackets Receivad: 47231
Logout Time Span: 281:16:17

530-101710 Rev. B 56 July 2010




WESTELL

User Guide

13.2.1.1 Ethernet Switch Properties

For example, if you click the Ethernet Switch link in the Network (Home/Office) Properties screen, the following

UltraLine Series3 Router

screen appears. View the properties in this screen. If you change the connection name, click Apply to save the
changes. Then, click OK to return to the Network Connections screen.

MW Switeh S

Advancad

Ethernet Switch Properties

Name:
D2vice Kame:

Statas;

Hetwaork;

Cannacticn Typar

MAC Addrass;

2 addr igiokatisn;
Packets Sent Total:
Fackets Received:
Time Span:

L]
1 Foris Canredted
LAR {HAT)
Hardware Ethernet Svntch
0Qr15:2ai5Rcaied
Dizabled

13.2.1,2 Wireless 802.11n Access Point

To view the wireless access properties, in the Network (Home/Office) Properties screen, click the link to the

wireless subsystem (802.11g or 802.11n). The following screen appears. View the wireless properties in this screen.

If you change the connection name, click Apply to save the changes. Click OK to return to the Network

Connections screen.

Ale?

Wireless

My Netwark

2

Firewall Settings

Parental Control

Advanced

System ﬁoni’tcring i

Wirelass Status a

Wireless Settings

Bevice List

. Advanced |

Legout

Name:
Device Name:

Status

Networic:

Cornection Typea:

MAC address:

[P Address Distribution:
Encryption;

Pacikels Sent Total:
Packels Receved:
Time Span:

Wireless 802.11n Access Point Properties

3 802.11n Access Pont _j

Connecied

LAN (RAT)

802.1in/b/g Hixed (2.4 GHz)
b4:82:fe100:30:92

Disabled

WPAL and WRA2

269285128

268949775

6:03:10
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13.2.1.3 IP Address Distribution

If you click the IP Address Distribution link in the Network (Home/Office) Properties screen, the following
screen appears. This screen allows you to access your Router’s DHCP settings. See section 16.23, “IP Address
Distribution,” for details on DHCP settings.

L i
© Firewal] Settiogs Parental Tontrol . System Ha
IP Address Distribution
Lol Nama sl Y Tservice D Subnet Hask Dynamic TP Range. .. "
Halnak (Homo/Qifioay — DHCP Server 2552552550 (192.158.1.1-192.63.128¢ .

13.2.2WAN VDSL

The Router’s Broadband Connection types describe the interface used to connect your Router to your broadband
network. Broadband Connection (Ethernet) means that Ethemet is the hardware used to connect the Router to the
Internet. By factory default, Broadband Connection (Ethernet) is Disabled in the Router. However, you can Enable
this connection type. To Enable Broadband Connection (Ethernet), you must (1)} cennect your Router to your
existing network device using an Ethernet cable, as described in section 6.4, “Connecting Your Router to Your
Broadband Service Via VDSL2,” and {2) configure your Router’s network connection settings for the physical
connection type.

NOTE: After you have installed the Router to your network and tumed on the Router, it will automatically detect
which connection protocol type is being used.

In this example, the Router is connected to the broadband network using the Router’s WAN port. Remember, when
you use the Router’s WAN port, you must also configure the Router’s network connection settings.

To configure the Router’s network connection settings, click the My Network icon in the top navigation menu, and
then click Network Cennections in the left submenu, In the Network Connections screen, click the WAN VDSL
link.

falti il 3] R et
po s e iz Yo BF i B
Wireless My Nitwork Firewall Settings Parental Contral Advanced Systém Meailoring i

Netwerk Connections

Hain
Status " Action
Network Status LR
RS
Network Conneclions

Logoit
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17.3 System Log

I you click System Monitoring in the top navigation menu and then click System Log in the left submenu, the
following screen will appear. This screen displays the details of your system’s logged events. To save the system
log, click Save Log, and then follow the instructions to save the log to the desired location.

EOTE: Only the advanced technical user should enter this section.

At this screen, you can do any of the following:

*  Click Close to return to the Advanced Status screen.

* Click Clear Log to remove all logs from the list.

*  Click Save Log, and then follow the instructions to save the system log to the desired location.
*  Click the Refresh button to manually update this screen to display the most current details.

¢ e i St T
= = 5 . @
Wirgless My Net=ork Firewall Settings Parental Canteol System Menitoring §

Advanced

. Main

. Gatavay Status

Full Status/Systen wi
g hrunim:inq ﬂ;&m;:?: Press the Refresh buttan te update the data.

ystem Log
Event-
; i
Type Details L
idaemon.warm sys_if_joct]_mii_executs:507: Soth tried MIT joclts 8937/20F0
Message  failed: Operation not supported.
e, rzpeated 2 Hmes, lest ime on J2n 2 17:18:51 2003]

. Time K t
Logout et

Jan 2 17:18:51 ‘System
raaln) Leg
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System Requlrements
Pentium® or equivalent class machines or
higher

*  Microsoft® Wmdows {98 SE or later),
Macintosh® OS X, or Linux installed

* 64 MB RAM (128+ MB recommended)

*  10/100 Base-T Network Interface Card
(NIC)

*  Optional wireless radio (802.11b/g/n)

* Internet Explorer 7+, Netscape Navigator
7+, Firefox 1.0.7+, Chrome 1.0+, Safari

3+
LEDs
* Power
*  Broadband
* Internet

*  Wireless Setup

¢ Ethernet 1, Ethernet 2, Ethernet 3, Ethernet 4
*  MoCA (Opitonal)

*  Wireless

Connectors
* COAX (Optional)
*  VDSL2: RJ-11, 6-pin modular jack-VDSL2
*  Ethernet: Four 8-pin RJ-45 modular jacks

UltraLGe Ser.res3 Router

¢ WAN: 8-pm RJ-45 modular jack
*  Power: Barrel connector

Power
*  Power Supply: 120 VAC to 12 VDC wall-
mount power supply

Dimensions
*  Height: 1.9 in. (4.8 cm)
*  Width: 10.8 in. (27.4 cm)
*  Depth: 5.75in. (14.6 cm)

Weight
*  Approx. 1.32 1b (0.60 kg)

Environmental
*  Relative Humidity: 5 to 95%, non-condensing
*  Storage Temperature: -20 °C to 85 °C
(-4 °F to 185 °F)
*  Ambient Temperature: 23 °C (73 °F)

EMC/Safety/Regulatory Certifications
* FCCPart 15, Class B
*  FCC Part 68
*  ANSI/UL Standard 60950-1
*  CAN/CSA C22.2 No. 6090-1
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READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT CAREFULLY, THIS
SOFTWARE IS COPYRIGHTED AND LICENSED (NOT SOLD). BY INSTALLING AND OPERATING
THIS PRODUCT, YOU ARE ACCEPTING AND AGREEING TO THE TERMS OF THIS LICENSE
AGREEMENT. IF YOU ARE NOT WILLING TO BE BOUND BY THE TERMS OF THIS LICENSE
AGREEMENT, YOU SHOULD PROMPTLY RETURN THE SOFTWARE AND HARDWARE TO
WESTELL TECHNOLOGIES, INC. THIS LICENSE AGREEMENT REPRESENTS THE ENTIRE
AGREEMENT CONCERNING THE SOFTWARE BETWEEN YOU AND WESTELL TECHNOLOGIES,
INC. (REFERRED TO AS "LICENSOR"), AND IT SUPERSEDES ANY PRIOR PROPOSAL,
REPRESENTATION, OR UNDERSTANDING BETWEEN THE PARTIES,

1. License Grant. Licensor hereby grants to you, and you accept, a nonexclusive license to use the Compact
Disk (CD) and the computer programs contained therein in machine-readable, object code form only
(collectively referred to as the "SOFTWARE"), and the accompanying User Documentation, only as
autherized in this License Agreement. The SOFTWARE may be used only in connection with the number of
systems for which you have paid license fees as dictated in your support agreement. You agree that you will
not assign, sublicense, transfer, pledge, lease, rent, or share your rights under this License Agreement. You
agree that you may not nor allow others to reverse assemble, reverse compile, or otherwise translate the
SOFTWARE.

You may retain the SOFTWARE CD for backup purposes only. In addition, you may make one copy of the
SOFTWARE in any storage medium for backup purposes only. You may make one copy of the User's
Manual for backup purposes only. Any such copies of the SOFTWARE or the User's Manual shall inclade
Licensor's copyright and other proprietary notices. Except as authorized under this paragraph, no copies of
the SOFTWARE or any portions thercof may be made by you or any person under your authority or control,

2. Licensor's Rights. You acknowledge and agree that the SOFTWARE and the User's Manusl are
proprietary products of Licensor protected under U.S. copyright law. You further acknowledge and agree
that all right, title, and interest in and to the SOFTWARE, including associated intellectual property rights,
are and shall remain with Licensor. This License Agreement does not convey to you an interest in or to the
SOFTWARE, but only a limited right of use revocable in accordance with the terms of this License
Agreement.

3. License Fees. The fees paid by you under the suppoert agreement are paid in consideration of the licenses
granted under this License Agreement.

4. Term. This License Agreement is effective upon your opening of this package and shall continue until
terminated. You may terminate this License Agreement at any time by refurning the SOFFTWARE and all
copies thereof and extracts there from to Licensor, Licensor may terminate this License Agreement upon the
breach by you of any term hereof. Upon such fermination by Licensor, you agree to return to Licensor the
SOFTWARE and all copies and portions thereof.

5. Limitation of Liability. Licensor's cumulative liability to you or any other party for any loss or damages
resulting from any claims, demands, or actions arising out of or relating to this Agreement shall not exceed
the license fee paid to Licensor for the use of the SOFTWARE. In no event shall Licensor be liable for any
indirect, incidental, consequential, special, or exemplary damages or lost profits, even if Licensor has been
advised of the possibility of such damages. SOME STATES DO NOT ALLOW THE LIMITATION OR
EXCLUSION OF LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THE ABOVE
LIMITATION OR EXCLUSION MAY NOT APPLY TO YOU.

6. Governing Law. This License Agreement shall be construed and governed in accordance with the laws of
the State of Illinois. You submit to the jurisdiction of the state and federal courts of the state of Illincis and
agree that venue is proper in those courts with regard to any litigation arising under this Agreement.
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7. Costs of Litigation, If any action is breught by either party to this License Agreement against the other
party regarding the subject matter hereof, the prevailing party shall be entitled to recover, in addition to any
other relief granted, reasonable attorney fees and expenses of litigation.

8. Severability. Should any term of this License Agreement be declared void or unenforceable by any court of
competent jurisdiction, such declaration shall have no effect on the remaining terms hereof.

9. No Waiver. The failure of either party to enforce any rights granted hereunder or to take action against
the other party in the event of any breach hercunder shall not be deemed a waiver by that party as to
subsequent enforcement of rights or subsequent actions in the event of future breaches.
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