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Dynamic DNS (Domain Name Server

Thisfree serviceisvery useful when combined with the Virtual Server feature. It allows Inter-
net usersto connect to your Virtual Serversusing a URL, rather than an1P Address.

This also solves the problem of having adynamic |P address. With adynamic | P address, your
I P address may change whenever you connect, which makesit difficult to connect to you.
The DynDNS Service worksasfollows:

1. Youmust register for the service at http://www.dyndns.org (Registration isfree). Y our
password will be E-mailed to you.

2. After registration, use the "Create New Host" option (at www.dyndns.org) to request your
desired Domain name.

3. Enter your datafrom www.dyndns.org in the Wireless ADSL Router's DDNS screen.

4. TheWireless ADSL Router will then automatically ensure that your current |P Addressis
recorded at http://www.dyndns.org

5. Fromthe Internet, users will be able to connect to your Virtual Servers (or DMZ PC) using
your Domain name, as shown on this screen.

Dynamic DNS Screen

Select Advanced on the main menu, then Dynamic DNS, to see ascreen like the following:

DDNS

BROEELWER [ (Jse a Dynamic DNS Service

ERUEREEN Sorvice Provider  [umww.DynDNS.arg =]

Host Name |

User Name |

Password |
DDONS Status:

Savel Cancell Help |

Figure 48: DDNS Screen

Data - Dynamic DNS Screen

DDNS Service

Use a Dynamic Use thisto enable or disable the DDNS feature as required.
DNS Service

DDNS Data

Service Provider Select the desired DDNS Service provider.

Host Name Enter the domain name allocated to you by the DDNS Service. If you
have more than one name, enter the name you wishto use.

User Name Enter your Username for the DDNS Service.

Password Enter your current password for the DDNS Service.

Domain Name Enter the domain name allocated to you by the DDNS Service. If you
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have more than one name, enter the name you wish to use

DDNS Status - Thismessageis returned by the DDNS Server
Normally, this message should be "Update successful "

If the message is "No host", this indicates the host name entered
was not allocated to you. Y ou need to connect to DDNS Service
provider and correct this problem.

Firewall Rules

The Firewall Rules screen allows you to define "Firewall Rules" which can allow or prevent
certain traffic.

By default:
All Outgoing traffic is permitted.
All Incoming traffic is denied.

"Traffic" means incoming connection attempts, not packets.

Because of this default behavior, any Outgoing rules will generally Block traffic, and Incoming
rules will generally Allow traffic.

Firewall Rules Screen

An example screen is shown below.

Firewall Rules

Incoming Rules

LAMN Server
IF address

Default| Yes Any BELOCK always = Ay latch

#  |Enable|Service Mame Action WWAN Users| Log

Add | Edit | Move | Delete |

Qutgoing Rules

#  |Enable|Service Mame Action LAM Users |WAN Servers| Log
Default| Yes Any ALLOW always Ay Any Mever

Add | Edit | Move | Delete |

Savel Cancell Help |
Figure 49 Firewall Screen
Data - Firewall Rules
Incoming Rules
# For the default rule, thiswill display "Default".

For rules which you create, thiswill display aradio button which
allowsyou to select the rule.
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Enable

Indicates whether or not theruleis currently enabled.

For rules you have added, this column will contain a checkbox,
allowing you to easily enable or disable therule. (Click "Save" after
making any changes.)

Service Name

The Service covered by thisrule.

Action The action performed on connections which are covered by thisrule.

LAN Server The PC or Server on your LAN to which traffic covered by thisrule
will be sent.

WAN Users The WAN IP address or addresses covered by thisrule.

Log Indicates whether or not connections covered by this rule should be
logged.

Buttons Use the Add button to create anew rule.

The other buttons- Edit, Move, or Delete - require that arule be
selected first. Use the radio buttonsin the left column to select the
desired rule.

Outgoing Rules

# For the default rule, thiswill display "Default".
For rules which you create, thiswill display aradio button which
allowsyou to select therule.

Enable Indicates whether or not theruleis currently enabled.

For rules you have added, this column will contain a checkbox,
allowing you to easily enable or disable therule. (Click "Save" after
making any changes.)

Service Name

The Service covered by thisrule.

Action The action performed on connections which are covered by thisrule.

LAN Users The LAN PC or PCscovered by thisrule.

WAN Servers The WAN IP address or addresses covered by thisrule.

Log Indicates whether or not connections covered by this rule should be
logged.

Buttons Use the Add button to create anew rule.

The other buttons- Edit, Move, or Delete - require that arule be
selected first. Use the radio buttonsin the left column to select the
desired rule.
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Incoming Rules (Inbound Services)

This screenisdisplayed when the "Add" or "Edit" button for Incoming Rulesis clicked.

Inbound Services

Service; | Any(TCP)TCP:1 55535) =
Action: | ALLOWY always =l
Send to LAN Server. |Select a PC =]
WWAN Users: Any -

Single/Start; | J J J

Finish: | | | |
Log: IAIways vl
Save | Cancel |
Back Help |

Figure50: Inbound Services Screen

Data - Incoming Rules Screen

Inbound Services

Service Select the desired Service. This determines which packets are covered by
thisrule. If necessary, you can define a new Service on the "Services'
screen, by defining the protocols and port numbers used by the Service.

Action Select the desired action for packets covered by thisrule:

ALLOW aways
ALLOW by schedule, otherwise Block
BLOCK aways
BLOCK by schedule, otherwise Allow

Note:
Any inbound traffic which is not allowed by rules you create will be
blocked by the Default rule.
BLOCK rulesare only useful if the traffic is already covered by an
ALLOW rule. (That is, you wish to block a sub-set of traffic which is
currently allowed by another rule.)
To define the Schedul e used in these selections, use the " Schedule”
screen.

Send to Select the PC or Server on your LAN which will receive the inbound

LAN Server traffic covered by thisrule.

WAN Users These settings determine which packets are covered by the rule, based

on their source (WAN) IP address. Select the desired option:
Any - All IP addresses are covered by thisrule.

Addressrange- If this option is selected, you must enter the desired
valuesin the "Single/Start" and "Finish" fields to determine the ad-
dressrange.

Single address - Enter the required address in the " Single/Start"
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fields.

Log This determines whether packets covered by thisrule are logged. Select
the desired action.

Always - alwayslog traffic considered by thisrule, whether it
matches or not. (Thisis useful when debugging your rules.)

Never - never log traffic considered by thisrule, whether it matches
or not.

Match - Log traffic only it matchesthisrule. (The action is deter-
mined by thisrule.)

Not Match - Log traffic which is considered by this rule, but does not
match (The action isNOT determined by thisrule.)

Outgoing Rules (Outbound Services)

This screen is displayed when the "Add" or "Edit" button for Outgoing Rulesis clicked.

Outbound Services

Service [Any(TCR)TCP:1 B5535) =
Action |EILOCK always d|
LAM Users Any -
PC: ISeIect aPC |
VAN Users | Any -
Single/Start; | J J J
Finish: | J J J
Log Always ¥
Savel Cancel |
Back | Help |

Figure51: Outbound Services Screen

Data - Outbound Rules Screen

Outbound Services

Service Select the desired Service or application to be covered by thisrule. If the
desired service or application does not appear in thelist, you must define
it using the " Services" menu option

Action Select the desired action for packets covered by thisrule:
BLOCK aways

BLOCK by schedule, otherwise Allow

ALLOW aways

ALLOW by schedule, otherwise Block

Note:

Any outbound traffic which is not blocked by rulesy ou create will
be allowed by the Default rule.
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ALLOW rulesare only useful if the traffic isaready covered by a
BLOCK rule. (That is, you wish to allow a subset of traffic whichis
currently blocked by another rule.)

To define the Schedul e used in these selections, use the " Schedule"”
screen.

LAN Users

Select the desired option to determine which PCs are covered by thisrule:

Any - All PCs are covered by thisrule.

Single PC - Only the selected PC is covered by thisrule.
If selected, you must select the PC.

PC - If using Single PC above, select the PC or Server onyour LAN
which will be covered by thisrule.

WAN Users

These settings determine which packets are covered by the rule, based
on their source (WAN) IP address. Select the desired option:

Any - All IP addresses are covered by thisrule.

Addressrange- If this option is selected, you must enter the " Start”
and "Finish" fields.

Single address - Enter the required address in the " Single/Start"
fields.

Log

This determines whether packets covered by thisrule are logged. Select
the desired action.

Always - always log traffic considered by this rule, whether it
matches or not. (Thisis useful when debugging your rules.)

Never - never log traffic considered by thisrule, whether it matches
or not.

Match - Log traffic only it matchesthisrule. (The action is deter-
mined by thisrule.)

Not Match - Log traffic which is considered by this rule, but does not
match (The action isNOT determined by thisrule.)
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User-defined Services

Services are used when creating Firewall Rules.

If you wish to create afirewall rule, but the required serviceisnot listed in the " Service" list,
you can use this feature to define the required service or services. Once created, these services
will belisted in the"Service" list, and can be used when creating Firewall Rules.

User-defined Services

User-defined Existing Services
Service List

Add |ﬂ| Delete |

Help |

Figure52: Add Services Screen

Data - User-defined Services

Services

Existing Services

Thislistsany Servicesyou have defined. If you have not defined any
Services, thislist will be empty.

Once you define some services, they will be listed here, and also
shown in the Service list used to create Firewall rules. (User-defined
services are at the end of thelist, after the pre-defined services.)

Add Use thisto open a sub-screen where you can add a new service.
Edit To modify aservice, select it, and then click this button.
Delete Use this button to del ete the selected service. Y ou can delete any

services you have defined.
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Add/Edit Service

This screen is displayed when the Add or Edit button on the Services screen is clicked.

Add/Edit Service

Name: —
Type: TCP -
Start Port: I—
Finish Port [ ]

Cancell
Elackl Help |

Figure 53 : Add/Edit Service

Data - Add/Edit Service

Services

Name If editing, this shows the current name of the Service.
If adding a new service, thiswill be blank, and you should enter a
suitable name.

Type Select the protocol used by the Service.

Start Port Enter the beginning of the port range used by the Service.

Finish Port Enter the end of the port range used by the Service.
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This screen allows advanced users to enter or change a number of settings. For normal opera-
tion, there is no need to use this screen or change any settings.

An example Options screen is shown below.

Options

WELWEN [T Respond to Ping on Internet (WAN) Port

MTU Size:  [1500 | (Bytes, 1~1500)

I Enable UPnP
Advertiserment Period: |30 (Minutes, 1~1440)
Advertisement Time to Live: |4 {Hops, 1~255)

Savel Cancell Help |

Figure 54: Options Screen

Data - Options Screen

Internet
Respond to Ping If checked, the Wireless Router will repond to Ping (ICMP) packets
received from the Internet.
If not checked, Ping (ICMP) packets from the Internet will be
ignored. Disabling this option provides aslight increase in secu-
rity.
MTU Size Enter avalue between 1 and 1500.
Note: MTU (Maximum Transmission Unit) size should only be changed
if advised to do so by Technical Support.
UPNnP
UPnP UPNP (Universal Plug and Play) allows automatic discovery and

configuration of equipment attached to your LAN. UPnPis by
supported Windows ME, XP, or later.

If Enabled, this device will be visible via UPnP.
If Disabled, this device will not be visible via UPnP.

Advertisement
Period

Enter the desired value, in minutes. The valid range isfrom 1 to 1440.

Advertisement
TimetoLive

Enter the desired value, in hops. The valid rangeisfrom 1 to 255.
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Schedule

This Schedule can be used for the Firewall Rules and the URL filter.

Schedule

Schedule Use 24 hour clock. Onall day: 00:00 to 24:.00
Off all day: Al fields blank

Session1 Session2
Start Finish Start Finish

Monday | [00fou [12fo0 | [1Z[o0 [24fou
Tussday [oofoo [12oo | [12ifo0 [247[00
Wednesday | [o0/[00 [12:[od | [12[o0 [24/o0
Thursday [oofoo [12o0 | [12ifo0 [24:[o0
Friday | [oofoo] [12.foo0 | [12fo0 [24/[o0
Saturday m:lﬁ E:lﬁ E:'ﬁ E:lﬁ
sudey | [00fo5 [1Z[60 | [1Z[60 [z4fo0

Local Time Time Zone: I(GMT) Greenwich Mean Time : Edinburgh, London j

Day

™ Adjust for Daylight Savings Time
™ Use this NTP Server | . J i

Current Time:  2004-05-08 12:51:08

Savel Cancel | Help |

Figure55: Schedule Screen

Data - Schedule Screen

Schedule

Day Each day of the week can scheduled independently.

Session 1 Two (2) separate sessions or periods can be defined. Session 2 can

Session 2 be left blank if not required.

Start Time Enter the start using a 24 hr clock.

Finish Time Enter the finish time using a 24 hr clock.

Local Time

TimeZone In order to display your local time correctly, you must select your
"Time Zone" from thelist.

Adjust for Daylight | If your region uses Daylight Savings Time, you must manually check

Savings Time "Adjust for Daylight Savings Time" at the beginning of the adjust-
ment period, and uncheck it at the end of the Daylight Savings
period.
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UsethisNTP Server

If you prefer to use aparticular NTP server asthe primary server,
check the checkbox "Use this NTP Server" and enter the Server's|P
addressin the fields provided..

If this setting is not enabled, the default NTP Servers are used.

Current Time

This displaysthe current time on the Wireless ADSL Router.
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Virtual Servers

This feature, sometimes called Port Forwarding, allows you to make Servers on your LAN
accessible to Internet users. Normally, Internet users would not be able to access a server on
your LAN because:

Y our Server does not have avalid external |P Address.
Attemptsto connect to devices on your LAN are blocked by the firewall in this device.

The"Virtual Server" feature solves these problems and allows I nternet users to connect to your
servers, asillustrated below.

|
192.168.0.1
WEB Server | »u|p Address) .FTP Server
(192.168.0.10) (192.168.0.20)
Wireless
ADSL Router
{192.168.0.1)
203.70.212.52
(Internet IP Address)
-
i'-:'.-ll | | |- ]
=Lt Ll
Remote PC Remote PC
Using Web Server Using FTP Server
(hitp://203.70.212.52) {fip//203.70.212.52)

Figure56: Virtual Servers

IP Address seen by Internet Users

Notethat, in thisillustration, both Internet users are connecting to the same | P Address, but
using different protocols.

To Internet users, all virtual Servers on your LAN have the same IP Address. This
IP Address is allocated by your ISP.

This address should be static, rather than dynamic, to make it easier for Internet usersto con-
nect to your Servers.

However, you can use the DDNS (Dynamic DNS) feature to allow usersto connect to your
Virtual Serversusing aURL, instead of an |P Address.

Virtual Servers Screen

The"Virtual Servers' feature allows Internet Users to access PCs on your LAN.
The PCs must be running the appropriate Server Software.

For Internet Users, ALL of your Servers have the same |P address. This IP addressis
allocated by your |SP.

Tomakeit easier for Internet usersto connect to your Servers, you can use the "DDNS"
feature. Thisallows Internet usersto connect to your Serverswith aURL, rather than an IP
address. Thistechnology works even if your | SP allocates dynamic | P addresses (1P ad-
dressisallocated upon connection, so it may change each time you connect).
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Virtual Servers

Servers

FTP
E-Mail(POP3)
E-Mail(SMTF)
DNS &l

Save changes before selecting another Server.

Properties ™ Enable
PC (Server): [selecta PC |

Savel Cancel | Help |

Figure57: Virtual Servers Screen

Data - Virtual Servers Screen

Servers

Servers Thislistsanumber of common Server types. If the desired Server
typeisnot listed, you can create a Firewall Rule to achieve the same
effect asthe Virtual Server function.

Properties

Enable Use thisto Enable or Disable support for this Server, as required.
If Enabled, you must select the PC to which thistraffic will be sent.

PC (Server) Select the PC for this Server. The PC must be running the appropri-
ate Server software.

g For each entry, the PC must be running the appropri-
ate Server software.
Note!

If the desired Server type is not listed, you can define
your own Servers, using the Firewall Rules.

Connecting to the Virtual Servers

Once configured, anyone on the Internet can connect to your Virtual Servers. They must use
the Internet IP Address (the P Addressallocated to you by your 1SP).
e.g.

http://203. 70. 212. 52

ftp://203.70.212.52

It is more convenient if you are using a Fixed | P Address from your ISP, rather than Dynamic.
However, you can use the Dynamic DNSfeature to allow users to connect to your Virtual
Serversusing aURL, rather than an IP Address.

ﬁ From the Internet, ALL Virtual Servers have
the IP Address allocated by your ISP

Note!
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VPN Setup

The VPN (Virtual Private Network) feature in the Wireless ADSL Router allows you to create a
VPN connection between 2 Wireless ADSL Routers, or aremote PC to establish aVPN connec-
tion to the Wireless ADSL Router.

To establish aVPN connection from aremote PC to the Wireless ADSL Router, you need
suitable (IPSec) VPN client software on your PC.

For more information about VPNSs, please refer to Appendix C - About VPNs.

VPN Policies

A "VPN Policy" contains all the configuration data for a particular VPN connection. Generally,
you will haveto create one policy for each site you wish to connect to. The remote VPN Gate-
way (or client) needs to have matching configuration.

Traffic covered by an enabled policy will automatically be sent viaa VPN tunnel. If the VPN
tunnel does not exist, it will be created.

The VPN tunnel is created according to the parametersin the SA (Security Association).
The remote VPN Endpoint must have amatching SA, or it will refuse the connection.

There are 2 types of VPN Palicies:

Manual - All settings (including the keys) for the VPN tunnel are manually input at each
end (both VPN Endpoints).

Auto - Some parameters for the VPN tunnel are generated automatically. Thisrequires using
the IKE (Internet Key Exchange) protocol to perform negotiations between the 2 VPN End-
points.
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VPN Policies Screen

This screen is displayed when you select VPN on the Advanced menu. It allows you to create,
modify and manage your VPN Policies.

If you have not created any policies, the Policy Table will be empty.

VPN Policies

| | # | Enable | Name | Endpoint | Type | Local LAN | Remote LAN |ESP |

Save | Edit | Deletel

Add Auto Policy | Add Manual Policy | VPN Status | Help |

Figure58: VPN Policies Screen

Data - VPN Policies Screen

Policy Table The Policy Table contains the following data

Enable- Use this checkbox to Enable or Disable a Policy as
required. Click "Save" after making any changes.

Name - Each policy is given aunique nameto identify it. This
name is not known to the remote VPN endpoint; it is used only
to assist managing your policies.

Endpoint - The address of the remote VPN endpoint.

Type- The Typeis"Auto" or "Manual" as explained above.
Local LAN - IP address or subnet on your local LAN. Traffic
must be from (or to) these addresses to be covered by this pol-
icy.

Remote LAN - |P address or subnet on theremote LAN. Traffic
must beto (or from) these addresses to be covered by this pol-
icy.

ESP - ESP (Encapsulating Security Payload) encryption proto-
col used for the VPN data.

Buttons

Save Save any changesto the "Enable" setting for each policy.

Edit Edit (modify) the selected policy. (Select apolicy by clicking on the
radio button.)

Delete Delete the selected policy. (Select apolicy by clicking on the radio
button.)

Add Auto Policy Change to the input screen for an "Auto” policy. See the following

section for details.

When the new policy issaved, it will appear in the bottom row of
the Policy Table.
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Add Manual Palicy

Change to the input screen for an "Manual" policy. See the follow-
ing section for details.

When the new policy is saved, it will appear in the bottom row of
the Policy Table.

VPN Status

View details of each current VPN Tunnel (connection) in a sub-
window. Y ou also have the option of viewing the VPN Log.

VPN Auto Policy Screen

This screen is displayed when you click the Add Auto Policy button on the VPN Policies
screen, or when you edit an existing Auto Policy. It allows you to define or edit an "Auto" VPN

policy.

An"Auto" VPN policy usesthe IKE (Internet Key Protocol) to exchange and negotiate parame-
tersfor the IPsec SA (Security Association). Because of this negotiation, it is not necessary for
all settings on this VPN Gateway to match the settings on the remote VPN endpoint. Where
settings must match, thisisindicated.

Lacal ldentity Type [Wwan 1P address =l
Data |nfa
Remoate Identity Type [IP adaress =l
Data |nfa
SA Parameters Encryption: |3DES .l

Local LAN Rt iees ISubnet address =

Remote LAN RISEYiR ISingIe P - no Subnet 'l

VPN - Auto Policy

General FeRIEINEI|

Remote WPMN Endpoint
Address Type: [Dynamic IP address d|
Address Data: [/

7 NetBIOS Enable

IP address [192 | [ies Jo |1
Subnet Mask (255 .|255 .|255 .0

IP address: | J A .
Subnet Mask [ J J .

LSl Direction Responder only e
Exchange Mode Main Mode v[
Diffie-Hellman (DH) Group | Auto -[

Authentication: |Autu v[

Pre-shared Key. |

SA Life Time: |2aauu (Seconds)
[ Enable PFS (Ferfect Forward Security)

Back | Cancel |ﬂ|

Figure59: VPN-Auto Policy Screen
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Data - VPN-Auto Policy Screen

General

Policy Name

Enter aunique name to identify this policy. This nameis not sup-
plied to the remote VPN endpoint. It isused only to helpyou
manage the policies.

Remote VPN End-
point

If the remote endpoint has a dynamic | P address, select "Dynamic IP
address". No "Address Data" input is required.

Otherwise, select the desired option (1P address or Domain Name)
and enter the address of the remote VPN endpoint you wish to
connect to.

Note: The remote VPN endpoint must have this VPN Gateway's
address entered as its "Remote VPN Endpoint".

NETBIOSEnable

Check thisif you wish NETBIOS traffic to be forwarded over the
VPN tunnel. The NETBIOS protocol is used by Microsoft Network-

ing.

Local LAN

Local LAN

Thisidentifieswhich PCson your LAN are covered by thispolicy.
For each selection, data must be provided as follows:

Single address

Enter an IP addressin the"I1P address" field. Typically, this set-
ting is used when you wish to make a single Server on your
LAN available to remote users.

Subnet address

Enter an IP addressin the "I P address’ field, and the desired
network mask in the "Subnet Mask" field.

The remote VPN endpoint must have these | P addresses entered as
its"Remote" addresses.

Remote LAN

Remote LAN

Thisidentifies which PCs on the remote LAN are covered by this
policy. For each selection, datamust be provided as follows:

Single PC - no subnet

Select thisoption if thereisno LAN (only asingle PC) at the
remote endpoint. If thisoption is selected, no additional datais
required.

Single address

Enter an IP addressin the "IP address" field. This must be an
address on the remote LAN. Typically, this setting is used
when you wish to access a server on the remote LAN.

Subnet address

Enter an IP addressin the "I P address’ field, and the desired
network mask in the " Subnet Mask" field.

The remote VPN endpoint must have these | P addresses entered as
its"Local" addresses.
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IKE

Direction

This setting is used when determining if the IKE policy matches the
current traffic. Select the desired option.

Responder only - Incoming connections are alowed, but
outgoing connections will be blocked.

Initiator and Responder - Both incoming and outgoing connec-
tions are allowed.

ExchangeMode

IPSec has 2 possibilities- "Main Mode" and "Aggressive Mode".
Currently, only "Main Mode" is supported. Ensure the remote VPN
endpoint is set to use "Main Mode".

Diffie-Hdlman (DH)
Group

The Diffie-Hellman algorithm is used when exchanging keys. The
DH Group setting determines the number of bit size used in the
exchange. Thisvalue must match the value used on the remote VPN
Gateway.

Local Identity Type

Select the desired option to match the "Remote Identity Type"
setting on the remote VPN endpoint.

WAN |P Address- your Internet | P address.
Fully Qualified Domain Name - your domain name.

Fully Qualified User Name - your name, E-mail address, or other
ID.

Remote I dentity Type

Select the desired option to match the "Local Identity Type" setting
on the remote VPN endpoint.

IP Address- The Internet | P address of the remote VPN end-
point.

Fully Qualified Domain Name - the Domain name of the remote
VPN endpoint.

Fully Qualified User Name - the name, E-mail address, or other
ID of the remote VPN endpoint.

Remote | dentity Data

Enter the data for the selection above. (If "I1P Address’ is selected,
no input isrequired.)

SA Parameters

Encryption

Encryption Algorithm used for both IKE and IPSec. This setting
must match the setting used on the remote VPN Gateway.

Authentication

Authentication Algorithm used for both IKE and | PSec. This setting
must match the setting used on the remote VPN Gateway.

Pre-shared Key The key must be entered both here and on the remote VPN Gateway.
This method does not require using a CA (Certificate Authority).
SA LifeTime This determines the timeinterval before the SA (Security Associa-

tion) expires. (It will automatically be re-established if necessary.)
While using a short time period (or data amount) increases security,
it also degrades performance. It is common to use periods over an
hour (3600 seconds) for the SA Life Time. This setting appliesto
both IKE and I PSec SAs.
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| PSec PFS (Perfect
Forward Secrecy)

If enabled, security is enhanced by ensuring that the key is changed
at regular intervals. Also, even if one key is broken, subsequent
keysare no easier to break. (Each key has no relationship to the
previouskey.)

This setting applies to both IKE and |PSec SAs. When configuring
the remote endpoint to match this setting, you may have to specify
the "Key Group" used. For this device, the "Key Group" isthe same
asthe"DH Group" setting in the IKE section.
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VPN- Manual Policy Screen

This screen is displayed when you click the Add Manual Policy button on the VPN Policies
screen, or when you edit an existing Manual Policy. It allowsyou to define or edit a"Manual”

VPN policy.

An"Manual" VPN policy requiresthat you enter all data on both VPN endpoints. There is no

negotiation between the 2 VPN endpoints.

VPN - Manual Policy

CLUBED Folicy Name: [

(BLLEWRGR & address [Subnet address 'l

IP address: |192 ,|168 ,|D ,|1

Subnet Mask: |255 ,|255 ,|255 ,|D
Remote LAN RISy RIEE Single PC - no subnet 'l

IF address: |_|—|—|—

Subnet Mask I— I— l— I—

Remaote WPMN Endpaint
Address Type:|Fixed IP Address =l
Address Data |

W NETEICS Enable

ESP
Configuration

SPI1- Incoming | (Hex, 3 Characters)
SPI- Qutgoing | {Hex, 3 Characters)

Encryption |3DES -
Key: |
(DES: 8 chars; 3DES: 24 chars)

Authentication |SHA—1 -[

Wy |
(MD5: 16 chars; SHA-1: 20 chars)

Back | Cancel |ﬂ|

Figure 60: VPN-Manual Policy Screen

Data - VPN-Manual Policy Screen

General

Policy Name Enter a unigue name to identify this policy. This nameis not supplied
to the remote VPN endpoint. It is used only to help you manage the
policies.

Remote VPN Select the desired option (1P address or Domain Name) and enter the

Endpoint address of the remote VPN endpoint you wish to connect to.

Note: The remote VPN endpoint must have this VPN Gateway's
address entered as its "Remote VPN Endpoint”.

NETBIOSEnable

Check thisif you wish NETBIOS traffic to be forwarded over the VPN
tunnel. The NETBIOS protocol is used by Microsoft Networking.
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Local LAN
Local LAN Thisidentifieswhich PCson your LAN are covered by this policy.
For each selection, data must be provided as follows:
Single address
Enter an IP addressin the "IP address" field. Typically, this se-
ting is used when you wish to make asingle Server on your LAN
available to remote users.
Subnet address
Enter an IP addressin the "I P address" field, and the desired
network mask in the " Subnet Mask" field.
The remote VPN endpoint must have these | P addresses entered as its
"Remote" addresses.
Remote LAN
Remote LAN Thisidentifies which PCs on the remote LAN are covered by this

policy. For each selection, data must be provided as follows:

Single PC - no subnet

Select thisoption if thereisno LAN (only asingle PC) at there-
mote endpoint. If thisoption is selected, no additional datais
required.

Single address

Enter an IP address in the "IP address" field. This must be an ad-
dress on theremote LAN. Typically, this setting is used when
you wish to access a server on theremote LAN.

Subnet address

Enter an IP addressin the"|P address’ field, and the desired
network mask in the " Subnet Mask" field.

The remote VPN endpoint must have these | P addresses entered as its
"Local" addresses.

ESP Configuration

SPI

Enter the required SPIs. Each policy must have unique SPIs. These
settings must match the remote VPN endpoint. Note that the "in"
setting here must match the "out" setting on the remote VPN end-
point, and the "out" setting here must match the"in" setting on the
remote VPN endpoint.

Encryption Select the desired Encryption Algorithm, and enter the key in the field
provided.
For DES, the key should be 8 ASCII characters (16 Hex charac-
ters).
For 3DES, the key should be 24 ASCII characters (48 Hex charac-
ters).
Authentication Select the desired Authentication Algorithm, and enter the key in the

field provided.

For MD5, the key should be 16 ASCI| characters (32 Hex charac-
ters).

For SHA-1, the key should be 20 ASCII (40 Hex characters).
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VPN Status Screen

This screenis displayed when you click the VPN Log button on the VPN Policies screen, or on
the Status screen.

This screen alows you to view details of each current VPN Tunnel (connection). If there are no
current connections, the status table will be empty.

Current VPN Tunnels (SAs)

|Policy Narme | Remote Endpoint | SPI {in} | SPI (Out) | Action |

Auto Refresh | WP Log | Closel

Figure61: VPN-Status Screen

Data - VPN Status Screen

Tunnd Table This table contains the following data about each current connection.

Policy Name - The name of the policy. When apolicy is created, it
must be given a unique name to identify it.

Remote Endpoaint - The address of the remote VPN endpoint.

SPI (In) - Thisisaunique index number to identify the incoming
connection. For "Auto" policies, the SPI is automatically generated.
For "Manual" policies, the SPI must be entered when the policy is
configured.

SPI (Out) - Thisisaunigue index number to identify the outgoing
connection. For "Auto" policies, the SPI is automatically generated.
For "Manual" policies, the SPI must be entered when the policy is
configured.

Action - This column will contain a button which allows you to break
(terminate) the current the VPN connection.

Buttons

Auto Refresh Usethisto Enable or Disable auto-refresh for this screen. If enabled, the
screen will be updated every few seconds.

The status bar on the bottom on the screen will indicate if auto-refresh is
enabled or disabled.

VPN Log Click this button to switch to the VPN log screen.

The VPN log shows details of each connection asit is created.




Chapter 7

Advanced Administration

This Chapter explainsthe settings available via the " Administration" section

of the menu.

Overview

Normally, it is not necessary to use these screens, or change any settings. These screens and
settings are provided to deal with non-standard situations, or to provide additional options for

advanced users.

The available settings and features are:

PC Database

Config File

Logging & Email
Diagnostics
Remote Admin
Routing

Upgrade Firmware

Thisisthelist of PCs shown when you select the"DMZ PC" or a
"Virtual Server". This database is maintained automatically, but
you can add and del ete entries for PCswhich use a Fixed (Static)
IPAddress.

Backup or restore the configuration file for the Wireless ADSL
Router. Thisfile contains all the configuration data.

View or clear al logs, set E-Mailing of log filesand alerts.
Perform aPing or DNS Lookup.

Allow settings to be changed from the Internet..

Only required if your LAN has other Routers or Gateways.

Upgrade the Firmware (software) installed in your Wireless ADSL
Router.
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PC Database

The PC Database is used whenever you need to select aPC (e.g. for the"DMZ" PC).
It eliminates the need to enter | P addresses.
Also, you do not need to use fixed | P addresses on your LAN.

However, if you do use afixed |P address on some devices on your LAN, you should enter
details of each such deviceinto the PC database, using the PC Database screen.

PC Database Screen

An example PC Database screen is shown below.

PC Database

DHCP Clients are automatically added and updated.
If not listed, try restarting the PC.

PCs using a Fixed IP address can be added and deleted below.

Known PCs
arian-hsu 192.168.0.2 (LAN) 00:20:ED:29:08:E4 (DHCF)

ﬂl Ir\li’a;\ndec:iress: I_I_I_I_

ml Refresh |

Generate Report |

Advanced Administration | Help |

Figure 62: PC Database
PCswhich are"DHCP Clients" are automatically added to the database, and updated as
required.
By default, non-Server versions of Windows act as "DHCP Clients"; this setting is called
"Obtain an IP Address automatically".

The Wireless ADSL Router usesthe "Hardware Address' to identify each PC, not the
name or |P address. The "Hardware Address' can only change if you change the PC's net-
work card or adapter.

This system means you do NOT need to use Fixed (static) | P addresses on your LAN.
However, you can add PCs using Fixed (static) |P Addresses to the PC database if required.
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Data - PC Database Screen

Known PCs Thislistsall current entries. Data displayed isname (1P Address) type.
The "type" indicates whether the PC is connected to the LAN.

Name If adding anew PC to thelist, enter its name here. It isbest if this
matches the PC's "hostname".

IP Address Enter the IP Address of the PC. The PC will be sent a"ping" to deter-
mine its hardware address. If the PC is not available (not connected, or
not powered On) you will not be able to add it.

Buttons

Add Thiswill add the new PC to thelist. The PC will be sent a"ping" to
determine its hardware address. If the PC is not available (not con-
nected, or not powered On) you will not be ableto add it.

Delete Delete the selected PC from the list. This should be done in 2 situations:

The PC has been removed from your LAN.
Theentry isincorrect.

Refresh Update the data on screen.

Generate Report Display aread-only list showing full details of all entriesin the PC
database.

Advanced View the Advanced version of the PC database screen - PC Database

Administration

(Admin). See below for details.
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PC Database - Advanced

Thisscreenisdisplayedif the"Advanced Administration” button on the PC Database is
clicked. It provides more control than the standard PC Database screen.

PC Database - Advanced

Any PC may be added, edited or deleted. If adding a PC which is not connected and
On, you must provide the MAC (hardware) address
Known PCs
arian-hsu 152.168.0.2 (LAN) 00:20:ED:22:03:E4 (DHCF)

Edt |  Delete

PC Properties

MName: |

IF Address: @ Automnatic (DHCF Client)

© DHCP Client - reserved IP address: [192 [Tea [0 [
& Fixed IP address (set on PC): |_|_|_|_

WMAC Address: © Automatic discovery (PC must be available on LAN)
@ MAC address is |

| Add as MNew Entry I Update Selected PC | Clear Form |

Refresh | Generate Report | Standard Screen | Help |

Figure 63: PC Database (Admin)

Data - Advanced PC Database

Known PCs Thislistsall current entries. Data displayed isname (1P Address) type.
The "type" indicates whether the PC is connected to the LAN.

PC Properties

Name If adding anew PC to thelist, enter its name here. It isbest if this
matches the PC's "hostname”.

IP Address Select the appropriate option:

Automatic - The PC is set to be aDHCP client (Windows: "Obtain
an IP address automatically"). The Wireless ADSL Router will dlo-
cate an | P address to this PC when requested to do so. The IP
address could change, but normally won't.

DCHP Client - Reserved | P Address - Select thisif the PCisset to
be a DCHP client, and you wish to guarantee that the Wireless
ADSL Router will always allocate the same | P Address to this PC.
Enter the required | P address.

Fixed IP Address- Select thisif the PC isusing a Fixed (Static) 1P
address. Enter the IP address allocated to the PC. (The PC itself
must be configured to use this | P address.)
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MAC Address Select the appropriate option
Automatic discovery - Select thisto have the WirelessADSL
Router contact the PC and find its MAC address. Thisis only pos-
sibleif the PC is connected to the LAN and powered On.
MAC addressis - Enter the MAC address on the PC. The MAC
addressisalso called the "Hardware Address", "Physical Ad-
dress’, or "Network Adapter Address". The WirelessADSL
Router usesthisto provide a uniqueidentifier for each PC. Because
of this, the MAC address can NOT be left blank.
Buttons
Add asNew Entry | Addanew PC tothelist, using the datain the "Properties" box.
If "Automatic discovery" (for MAC address) is selected, the PC will be
sent a"ping" to determineits hardware address. Thiswill fail unlessthe
PCis connected to the LAN, and powered on.
Update Selected Update (modify) the selected PC, using the datain the "Properties" box.
PC
Clear Form Clear the "Properties® box, ready for entering data for a new PC.
Refresh Update the data on screen.
Generate Report Display aread-only list showing full details of all entriesin the PC

database.

Standard Screen

Click thisto view the standard PC Database screen.
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Config File

Thisfeature allows you to download the current settings from the Wireless ADSL Router, and
save them to afile on your PC.

Y ou can restore a previously -downl oaded configuration file to the Wireless ADSL Router, by
uploading it to the Wireless ADSL Router.

This screen also allows you to set the Wireless ADSL Router back to its factory default con-
figuration. Any existing settingswill be deleted.

An example Config File screen is shown below.

Config File

CEL NN Save 4 Copy of Current Settings

Backup |
LIRS R Rostore Saved Settings from a File
| Browse... |
Restore |

Factory Defaults |
Help |

PLEWIROLLIGN Revert to Factory Default Settings

Figure 64: Config File Screen

Data - Config File Screen

Backup Config Use thisto download a copy of the current configuration, and store the
fileonyour PC. Click Download to start the download.

Restore Config Thisalowsyou to restore a previously -saved configuration file back to
the Wireless ADSL Router.

Click Browseto select the configuration file, then click Restore to
upload the configuration file.

WARNING !

Uploading a configuration file will destroy (overwrite) ALL of the
existing settings.

Default Config Clicking the Factory Defaults button will reset the Wireless ADSL
Router to its factory default settings.

WARNING !

Thiswill delete ALL of the existing settings.
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The Logs record various types of activity on the Wireless ADSL Router. Thisdatais useful for
troubleshooting, but enabling all logs will generate alarge amount of dataand adversdy affect
performance.

Since only alimited amount of log data can be stored in the Wireless ADSL Router, log data can
also be E-mailed to your PC. Use the E-mail screen to configure this feature.

Logging

(GTER Current time: 2002-09-08 12:20:47

Sun, 2002-05-08 12:04:02 - Adwinistrator ;I
login successful - IP:192.165.0.2
Sun, Z002-09-08 12:00:00 - Router start up

Refreshl Clear Log | Send Log |

L [AOLEALRRCTER [ Atternpted access to blocked sites

¥ Connections to the Web-based interface of this Router
¥ Router operation (start up, get time etc)

¥ Known DoS attacks and Port Scans

& Disable
¢ Broadcast on LAN
¢ Sendto this Syslog Server]| J J J

Save | Cancel | Help |
Figure 65: Logging Screen
Data - Logging Screen
Logs
Current Time The current time on the Wireless ADSL Router is displayed.
Log Data Current log datais displayed in this panel.
Buttons There are three (3) buttons

Refresh - Update the log data.

Clear Log - Clear thelog, and restart it. This makes new
messages easier to read.

Send Log - E-mail the log immediately. Thisis only functional
if the E-mail screen has been configured.
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L ogs

Include (Checkboxes) Use these checkboxes to determine which events areincluded in
the log. Checking all optionswill increase the size of thelog, so it
is good practice to disable any events which are not really re-
quired.
Attempted accessto blocked sites - If checked, attempted
Internet accesses which were blocked are logged.

Connections to the Web-based interface of this Router - If
checked, thiswill log connections TO this Router, rather than
through this Router to the Internet.

Router operation - If checked, other Router operations (not
covered by the selections above) will be logged.

Known DoS attacksand Port Scans - If checked, Denial of
Service attacks, as well as port scans, will be logged.

Syslog

Disable Datais not sent to a Syslog Server.

Broadcast on LAN The Syslog datais broadcast, rather than sent to a specific Syslog
server. Usethisif your Syslog Server does not have afixed IP
address.

Syslog If your Syslog server has afixed | P address, select this option, and

enter the IP address of your Syslog server.
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This screen allows you to E-mail Logs and Alerts. A sample screen is shown below.

E-mail Alerts

E-mail Logs

SSUEINBHEEUEUR = Ty E-mail Motification On

Sendto this E-mail Address: |

Outgoing (SMTP) Mail Server: |
™ Wy SMTP Mail Server requires authentication

ser Name: |
Fassword: |
Send E-Mail alerts immediately

¥ If a DoS attack is detected.
W If aFort Scan is detected.

¥ If someone attempts to access a blocked site.

Send Logs According to this Schedule

IHDurIy 'l
Day | 'l
Timel 'l am. Cpm

Savel Cancell Help |

Figure 66: E-mail Screen

Data - E-mail Screen

E-Mail Notification

Turn E-mail Notifi-
cation on

Check this box to enable this feature. If enabled, the E-mail address
information (below) must be provided.

Send to this EEmail
address

Enter the E-mail addressthe Log isto be sent to. The E-mail will dso
show this address as the Sender's address.

Outgoing (SMTP)
Mail Server

Enter the address or | P address of the SMTP (Simple Mail Transport
Protocol) Server you use for outgoing E-mail.

My SMTP Mail
Server requires
authentication

To stop spanners, many SMTP mail servers require you to log in to
send mail. In this case, enable this checkbox, and enter the login
information (User name and Password) in the fields below.

User Name If you have enabled "My SMTP Mail Server requires authentication"
above, enter the User Name required to login to your SMTP Server.
Password If you have enabled "My SMTP Mail Server requires authentication"

above, enter the password required to login to your SMTP Server.
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E-mail Alerts

Send E-mail alerts
immediately

Y ou can choose to have alerts E-mailed to you, by checking the
desired checkboxes. The Broadband ADSL Router can send an
immediate alert when it detects a significant security incident such as

A known hacker attack is directed at your | P address
A computer on the Internet scans your |P address for open ports

Someone on your LAN (Local AreaNetwork) triesto visit a
blocked site.

E-mail Logs

Send Logs

Select the desired option for sending the log by E-mail.
Never (default) - Thisfeatureis disabled; Logs are not sent.

When logisfull - Thetimeisnot fixed. Thelog will be sent when
thelogisfull, which will depend on the volume of traffic.
Hourly, Daily, Weekly... - Thelog is sent on theinterval speci-
fied.
If Dailyis selected, thelog is sent at the time specified.
Select the time of day you wish the E-mail to be sent.
If Weekly is selected, thelog is sent once per week, on the
specified day, at the specified time.
Select the day and the time of day you wish the E-mail to be
sent.

Note:

If thelog isfull before the time specified to sendit, it will be sent
regardless of the day and time specified.
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Diagnostics

This screen alows you to perform a"Ping" or a"DNS lookup". These activities can be useful in
solving network problems.

An example Network Diagnostics screen is shown below.

Network Diagnostics

DNS Lookup

Internet Name: | Lookup |
IP address:
DMS Server:
LN Display the Routing Table
Display |
Help |

Ul P Address: [ | | | Ping |

Figure 67: Network Diagnostics Screen

Data - Network Diagnostics Screen

Ping

Ping this Enter the | P address you wish to ping. The | P address can be on your

IP Address LAN, or on the Internet. Note that if the addressis on the Internet,
and no connection currently exists, you could get a" Timeout" error.
In that case, wait afew seconds and try again.

Ping Button After entering the |P address, click this button to start the "Ping"
procedure. The results will be displayed in the Ping Results pane.

DNS Lookup

Internet name Enter the Domain name or URL for which you want aDNS (Domain

Name Server) lookup. Note that if the addressin on the Internet, and
no connection currently exists, you could get a"Timeout" error. In
that case, wait afew seconds and try again.

L ookup Button

After entering the Domain name/URL, click this button to start the
"DNS Lookup" procedure.

Routing

Display

Click this button to display the internal routing table. Thisinformation
can be used by Technical Support and other staff who understand
Routing Tables.
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Remote Administration

If enabled, this feature allows you to manage the Wireless ADSL Router viathe Internet.

Remote Administration

GLWBIEE  Enable Remote Management
Administration
Current IP Address:

Paort Mumber: IBDBD

CESEER Aoy Remote Access By
Permission

& Everyone

© Only This Compuiter; | J J J

¢ IP Address Range : From| J | J
To| J B |

Savel Cancel | Help |

Figure 68: Remote Administration Screen

Data - Remote Administration Screen

Remote Administration

Enable Remote Check to alow administration/management viathe Internet. (To
Management connect, see below).

If Disabled, this device will ignore Administration connection at-
tempts from the Internet.

Current Thisisthe current address you will use when accessing this device
IP Address from the Internet. To connect, see details and an example below.
Port Number Enter aport number between 1 and 65535. The default for HTTP

(Web) connectionsis port 80, but using port 80 will prevent the use of
aWeb "Virtual Server" onyour LAN. So using adifferent port num
ber isrecommended. The default value is 8080.

The port number must be specified in your Browser when you con-
nect. See the following section for details.

Access Permission

Allow Remote Select the desired option.
Access - Everyone- allow access by everyone on the Internet.

Only ThisComputer - allow access by only one | P address. Enter
the desired | P address.

I P Address Range - allow access from arange of |P addresses on
the Internet. Enter a beginning and ending | P address to define
the allowed range.

For security, you should restrict accessto as few external |P ad-
dresses as practical.
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To connect from a remote PC via the Internet
1. Ensureyour Internet connection is established, and start your Web Browser.

2. Inthe"Address" bar, enter "HTTP://" followed by the Internet P Address of the Wireless
ADSL Router. If the port number is not 80, the port number is also required. (After the IP
Address, enter ":" followed by the port number.)
eg.

HTTP: //123. 123. 123. 123: 8080

This example assumes the WAN IP Address is 123.123.123.123, and the port number is 8080.
3. You will then be prompted for the login name and password for this device.
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Overview
If you don't have other Routers or Gateways on your LAN, you can ignore the "Routing"”
page completely.

If the Wireless ADSL Router isonly acting as a Gateway for thelocal LAN segment, ignore
the "Routing" page even if your LAN has other Routers.

If your LAN has a standard Router (e.g. Cisco) on your LAN, and the WirelessADSL
Router isto act asa Gateway for all LAN segments, enable RIP (Routing Information Proto-
col) and ignore the Static Routing table.

If your LAN has other Gateways and Routers, and you wish to control which LAN seg-
ments use each Gateway, do NOT enable RIP (Routing Information Protocol). Configure the
Static Routing tableinstead. (Y ou also need to configure the other Routers.)

If using Windows 2000 Data center Server as a software Router, enable RIP on the Wireless
ADSL Router, and ensure the following Windows 2000 settings are correct:

Open Routing and Remote Access

In the consol e tree, select Routing and Remote Access, [ server name], |P Routing,
RIP

Inthe"Details" pane, right-click the interface you want to configure for RIP version 2,
and then click "Properties".

On the "General" tab, set Outgoing packet protocol to "RIP version 2 broadcast”, and
Incoming packet protocol to "RIP version 1 and 2".

Routing Screen
The routing table is accessed by the Routing link on the Administration menu.

Using this Screen

Generally, you will use either RIP (Routing Information Protocol) OR the Static Routing Table,
as explained above, although isit possible to use both methods simultaneously.

Static Routing Table

If RIPisnot used, an entry in the routing table is required for each LAN segment on your
Network, other than the segment to which this device is attached.

The other Routers must also be configured. See Configuring Other Routers on your LAN
later in this chapter for further details and an example.
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Routing

RIP Direction INl:lne vl
RIP Version |RIP-1 vl

Static Routing Static Routing Table Entries

Add | Editl Deletel

Savel Cancel | Help

Figure69: Routing Screen

Data - Routing Screen

RIP
RIP Direction Select the desired RIP Direction.
RIP Version Choosethe RIP Version for the Server.

Static Routing

Static Routing Thislist showsall entriesin the Routing Table.
TableEntries . Thisareashows details of the selected item in the list.

Change any the properties as required, then click the "Edit"
button to save the changes to the selected entry.

Buttons

Add Add anew entry to the Static Routing table, using the data shown in
the "Properties’ areaon screen. Theentry selected inthelistis
ignored, and has no effect.

Edit Update the current Static Routing Table entry, using the data shown
in the table area on screen.

Delete Delete the current Static Routing Table entry.

Save Save the RIP setting. This has no effect on the Static Routing Table.

Configuring Other Routers on your LAN

It isessential that all |P packets for devices not on the local LAN be passed to the Wireless
ADSL Router, so that they can be forwarded to the external LAN, WAN, or Internet. To achieve
this, the local LAN must be configured to use the Wireless ADSL Router asthe Default Route
or Default Gateway.
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Local Router

Thelocal router isthe Router installed on the same LAN segment as the Wireless ADSL Router.
Thisrouter requires that the Default Route isthe Wireless ADSL Router itself. Typically,
routers have a special entry for the Default Route. It should be configured as follows.

Destination | P Address Normally 0.0.0.0, but check your router documentation.
Network Mask Normally 0.0.0.0, but check your router documentation.
Gateway |P Address The IP Address of the WirelessADSL Router.

Metric 1

Other Routers on the Local LAN

Other routers on the local LAN must use the Wireless ADSL Router'sLocal Router asthe
Default Route. The entrieswill be the same asthe Wireless ADSL Router'slocal router, with the
exception of the Gateway |P Address.

For arouter with adirect connection to the Wireless ADSL Router'sloca Router, the
Gateway |P Addressisthe address of the Wireless ADSL Router'slocal router.

For routers which must forward packets to another router before reaching the Wireless
ADSL Router'slocal router, the Gateway |P Addressis the address of the intermediate
router.

Static Routing - Example

Segment 0
(192.168.0.xx)
Router A ’:I I:I
(192.168.1.80) (192.168.0.100) _‘ﬂ .ﬁ?-ﬁa
e e

Segment 1 —
(192.168.1.xx) C]

- -
(—:;] L -:;:] | Wireless

—_— ADSL Router
‘I-—j (192.168.0.1)

== Router B =
1 n, - — I e
@ (192.168.1.90) (192.168,2.70) it sl

B Tl Tl

Segment 2

{192.168.2.:x)

Figure 70: Routing Example

For the Wireless ADSL Router's Routing Table

For the LAN shown above, with 2 routersand 3 LAN segments, the Wireless ADSL Router
requires 2 entries as follows.

Entry 1 (Segment 1)
Destination |P Address 192.168.1.0

Network Mask 255.255.255.0 (Standard Class C)
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Gateway |P Address

192.168.0.100 (Wireless ADSL Router'slocal
Router)

Metric 2
Entry 2 (Segment 2)
Destination IP Address 192.168.2.0
Network Mask 255.255.255.0 (Standard Class C)
Gateway |P Address 192.168.0.100
Metric 3
For Router A's Default Route
Destination |P Address 0.000
Network Mask 0.0.00

Gateway |P Address

192.168.0.1 (WirelessADSL Router'sIP Ad-
dress)

For Router B's Default Route

Destination |P Address

0.0.00

Network Mask

0.0.00

Gateway |P Address

192.168.1.80 (Wireless ADSL Router's local
router)
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Upgrade Firmware

The firmware (software) in the Wireless ADSL Router can be upgraded using your Web
Browser.

Y ou must first download the upgrade file, then select Upgrade Firmware on the Administration
menu. Y ou will see a screen likethe following.

Upgrade Firmware

Locate and Select the Upgrade File from your Hard Disk:

|| Browse... |
Upload I Cancell Help |

Figure 71: Router Upgrade Screen

To perform the Firmware Upgrade:

1. Click the Browse button and navigate to the location of the upgrade file.
2. Select the upgradefile. Its name will appear in the Upgrade File field.
3. Click the Upload button to commence the firmware upgrade.

@ The Wireless ADSL Router is unavailable during the
upgrade process, and must restart when the upgrade
Note! is completed. Any connections to or through the
Wireless ADSL Router will be lost.



Chapter 8
Modem Mode

This Chapter explains configuration and operation when in "Modem" or
"Bridge" mode..

Overview

There are two modes available on the Mode screen.

Router - Both the ADSL Modem and the Router features are operational. In this mode, this
device can provide shared Internet Accessto all your LAN users. Also, by default, it actsa
DHCP Server, providing an | P address and related information to all Wirelessand LAN us-
ers.

Modem - Only the ADSL Modem component is operational. All Router features are dis-
abled. Thisdeviceis "transparent" - it does not perform any operations or make any
changes to the network traffic passing through it. Y ou need to have a DHCP Server on
your LAN to provide I P addresses to the Wirel ess clients using this Access Point.

This Chapter describes operation while in Modem Mode, also called Bridge M ode.

Management Connections

When this device restarts in Modem mode, the | P address does not change, but the DHCP
server isdisabled. However, your PC will usually retain the | P address provided by the DHCP
Server, so the connection will be automatically re-established. Y ou then need to ensure that the
IP address of thismodem is suitable for your LAN.
Y ou heed to have aDHCP Server on your LAN to provide | P addresses to the Wireless
clients using this A ccess Point.
This Modem/AP must be avalid device on your LAN, to allow management connections.
Y ou must assign a (fixed) 1P address which is within the address range used on your LAN,
but not within the address range used by your DHCP server.

When you connect in future, just connect normally, using the I P address you assigned.

1. Start your WEB browser.
2. Inthe Address box, enter "HTTP://" and the current |P Address of the Wireless ADSL
Moaodem, asin this example, which uses the Wireless ADSL Modem's default |P Address:
HTTP. //192.168.0. 1
3. When prompted for the User name and Password, enter adni n for the user name, and the

current password, as set on the password screen. (The password is the same regardless of
the mode.)

8



Advanced Administration

Home Screen

If in Modem mode, the home screen will look like the example below.

Bridge Setup

Wireless Bridge

Setup Wizard

Mode ADSL Router (ANNEX A)

LAN Wireless: SSID: Wireless
Security: Disabled

Wireless

Password LAN: IP Address: 192 168.0.1

Upgrade FW DHCF Server, on

Status

Figure 72: Home Screen - Modem Mode

Note that the menu has changed, many of the optionsin Router mode are not available. The
screens available are:
Mode - change back to Router mode, if desired.

LAN - set IP address, mask and gateway. Thisisthe same asin Router mode, except that
the DHCP server is not available while in Modem mode.

Wireless - this screen, and related sub-screens, isthe same asin Router mode.
Password - this screen isthe same as in Router mode.

Upgrade Firmware - this screen is the same as in Router mode.

Status - displays current settings and status. See the following section for details.
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This screen is change back to Router mode, if desired.

Device Mode EpPWILEgNEES

Device Mode:

Help |

Figure 73: Mode Screen

Data - Mode Screen

Device Name

Thisfield displaysthe current name of this device.

Device Mode

Select the desired device mode for the router:

Router - Both the ADSL Modem and the Router features are opera-
tional. Inthis mode, this device can provide shared Internet Access to
al your LAN users. Also, by default, it actsa DHCP Server, providing
an | P address and related information to all Wirelessand LAN users.

Modem - Only the ADSL Modem component is operational. All Router
features are disabled. Thisdeviceis"transparent” - it does not perform
any operations or make any changes to the network traffic passing
throughit. Y ou need to have aDHCP Server on your LAN to provide
IP addresses to the Wireless clients using this Access Point.
Thismodeis also called Bridge Mode.

After changing the mode, this device will restart, which will take afew
seconds. The menu will also change, depending on the mode you arein.

Operallon is automatic and transparent.
Wireless clients can connect to the Access Point if they have the correct SSID and security,
but they must obtain an IP address from the DHCP Server on your LAN.

The modem will act like any other ADSL modem. No routing will be performed, and no
client login will be done. If aclient login isrequired, it must be performed by your
Router/Gateway or by software on your PC.



Advanced Administration

Status Screen

In Modem mode, the Status screen looks like the exampl e below.

Status - Bridge Mode

DR Device Name: ADSL Rotter (ANNEX A)
Firmware Version: 0.03208
Modem Status Connecting
DownStream Connection Speed O kbps
UpStream Connection Speed 0 kbps
YC 1 Status Enabled
WiC 2 Status Disabled
VIC 3 Status Disabled
YC 4 Status Disabled
ADSL Details |
IP Address: 192.168.0.1
MNetwiork Mask: 2552552550
MAC Address 00 CO:02:22:44.66
Wireless QNEENI D)) Wireless
Region Europe
Channel 11
Wiireless AP enable
Eroadcast Name enable
Associated Devices |
Refresh Screen | Help |

Figure 74: Status Screen - BridgeMode

Data - Status Screen (Bridge Mode)

System

Device Name The current name of the Router. Thisname is aso the "hostname”
for userswith an "@Home" type connection.

FirmwareVersion The version of the current firmware installed.

ADSL

Modem Status Thisindicates the status of the ADSL modem comp onent.

DownStream Displays the speed for the DownStream Connection.

Connection Speed

UpStream Connection | If connected, displays the speed for the Up Stream (upload) ADSL

Speed Connection.
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VC 1 Status For each VC (Virtual Circuit), the current statusis displayed. This

VC 2 Status will be either "Enabled" or "Disabled".

VC 3 Status

VC 4 Status

ADSL Details Click this button to open a sub-window and view the details of
each VC (Virtual Circuit).

LAN

IP Address The IP Address of the Wireless ADSL Router.

Network Mask The Network Mask (Subnet Mask) for the |P Address above.

MAC Address This shows the MAC Address for the Wireless ADSL Router, as
seen on the LAN interface.

Wireless

Name (SSID) If using an ESS (Extended Service Set, with multiple access points)
thisID iscalled an ESSID (Extended Service Set | dentifier).

Region The current region, as set on the Wireless screen.

Channel This showsthe Channel currently used, as set on the Wireless
screen.

Wireless AP Thisindicates whether or not the Wireless Access Point featureis

enabled.

Broadcast Name

Thisindicates whether or not the SSID is Broadcast. This setting
ison the Wireless screen.

Associated Clicking thiswill generate alist of all devices currently using the
Devices Access Point.

Buttons

ADSL Details View the details of each VC (Virtua Circuit).

Associated Devices

Clicking thiswill generate alist of all devices currently using the
Access Point.

Refresh Screen

Update the data displayed on screen.
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Appendix A
Troubleshooting

This Appendix covers the most likely problems and their solutions.

Overview

This chapter covers some common problems that may be encountered while using the Wireless
ADSL Router and some possible solutions to them. If you follow the suggested steps and the
Wireless ADSL Router still does not function properly, contact your dealer for further advice.

General Problems

Problem 1: Can't connect tothe WirelessADSL Router to configureit.

Solution 1: Check the following:

The Wireless ADSL Router is properly installed, LAN connections are
OK, and it is powered ON.

Ensure that your PC and the Wireless ADSL Router are on the same
network segment. (If you don't have arouter, this must be the case.)

If your PCisset to "Obtain an IP Address automatically" (DHCP client),
restart it.

If your PC uses a Fixed (Static) IP address, ensurethat itisusing an IP
Addresswithin therange 192.168.0.2 to 192.168.0.254 and thus compati-
ble with the Wireless ADSL Router's default IP Address of 192.168.0.1.
Also, the Network Mask should be set to 255.255.255.0 to match the
WirelessADSL Router.

In Windows, you can check these settings by using Control Panel-
Network to check the Properties for the TCP/IP protocol.

Internet Access

Problem 1: When | enter aURL or IPaddress| get atimeout error.

Solution 1: A number of things could be causing this. Try the following troubleshooting
steps.

Check if other PCswork. If they do, ensure that your PCs | P settings are
correct. If using aFixed (Static) |P Address, check the Network Mask,
Default gateway and DNS aswell asthe |P Address.

If the PCs are configured correctly, but still not working, check the
Wireless ADSL Router. Ensure that it is connected and ON. Connect to
it and check its settings. (If you can't connect to it, check the LAN and
power connections.)

Check the Wireless ADSL Router's status screen to seeif it isworking
correctly.

Problem 2: Some applicationsdo not run properly when using the Wireless ADSL
Router.
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Solution 2:

The Wireless ADSL Router processes the data passing through it, soitis
not transparent.

For incoming connections, you must use the Virtual Server or Firewall Rules
to specify the PC which will receive the incoming traffic.

Y ou can also use the DMZ function. This should work with almost every
application, but:

It isasecurity risk, sincethe firewall is disabled.

Only one (1) PC can use thisfeature.

Wireless Access

Problem 1:

Solution 1:

Problem 2:
Solution 2:

My PC can't locate the Wir eless Access Paint.

Check the following.

Your PCis set toInfrastructure Mode. (Access Points are alwaysin
Infrastructure Mode)

The SSID on your PC and the Wireless Access Point are the same.
Remember that the SSID is case-sensitive. So, for example "Workgroup”
does NOT match "workgroup™.

Both your PC and the WirelessADSL Router must have the same
setting for WEP. The default setting for the Wireless ADSL Router is
disabled, so your wireless station should also have WEP disabled.

If WEP is enabled on the Wireless ADSL Router, your PC must have
WEP enabled, and the key must match.

If the Wireless ADSL Router'sWireless screen is set to Allow Trusted
PCs only, then each of your Wireless stations must have been desig-
nated as " Trusted", or the Wireless station will be blocked.

To seeif radio interference is causing a problem, seeif connection is
possible when close to the Wireless ADSL Router.

Remember that the connection range can be aslittle as 100 feet in poor
environments.

Wireless connection speed isvery slow.

The wireless system will connect at the highest possible speed, depending
on the distance and the environment. To obtain the highest possible connec-
tion speed, you can experiment with the following:

Wireless ADSL Router location.
Try adjusting the location and orientation of the Wireless ADSL Router.

Wireless Channel
If interference is the problem, changing to another channel may show a
marked improvement.

Radio Interference

Other devices may be causing interference. Y ou can experiment by
switching other devices Off, and seeif thishelps. Any "noisy" devices
should be shielded or relocated.

RF Shielding

Y our environment may tend to block transmission between the wireless
stations. Thiswill mean high access speed is only possible when close
to the Wireless ADSL Router.
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Appendix B
About Wireless LANS

This Appendix provides some background information about using Wireless
LANs (WLANS).

Modes

Wireless LANs can work in either of two (2) modes:
Ad-hoc
Infrastructure

Ad-hoc Mode

Ad-hoc mode does not require an Access Point or awired (Ethernet) LAN. Wireless Sta-
tions (e.g. notebook PCs with wireless cards) communicate directly with each other.

Infrastructure Mode

In Infrastructure Mode, one or more Access Points are used to connect Wireless Stations
(e.g. Notebook PCswith wireless cards) to awired (Ethernet) LAN. The Wireless Stations
can then access all LAN resources.

5 Access Points can only function in "Infrastructure" mode, and
can communicate only with Wireless Stations which are set
Mote!l to "Infrastructure” mode.

BSS/ESS

BSS

A group of Wireless Stations and a single Access Point, al using the same ID (SSID), form a
Basic Service Set (BSS).

Using the same SSID is essential . Devices with different SSIDs are unable to communicate with
each other.

ESS

A group of Wireless Stations, and multiple Access Points, all using the same ID (ESSID), form
an Extended Service Set (ESS).

Different Access Points within an ESS can use different Channels. In fact, to reduce interference,
it is recommended that adjacent Access Points SHOULD use different channels.

AsWireless Stations are physically moved through the area covered by an ESS, they will
automatically change to the Access Point which has the least interference or best performance.
This capability is called Roaming. (Access Points do not have or regquire Roaming capabilities.)
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The Wireless Channel sets the radio frequency used for communication.

Access Points use a fixed Channel. Y ou can select the Channel used. This allowsyou to
choose a Channel which provides the least interference and best performance. In the USA
and Canada, 11 channel are available. If using multiple Access Points, it is better if adjacent
Access Points use different Channels to reduce interference.

In"Infrastructure” mode, Wireless Stations normally scan all Channels, looking for an
Access Point. If more than one Access Point can be used, the one with the strongest signal
isused. (This can only happen within an ESS.)

If using "Ad-hoc" mode (no Access Point), all Wireless stations should be set to use the
same Channel. However, most Wireless stations will still scan all Channelsto seeif thereis
an existing "Ad-hoc" group they can join.

WEP

WEP (Wired Equivalent Privacy) is astandard for encrypting data beforeit is transmitted.

Thisisdesirable becauseit isimp ossible to prevent snoopers from receiving any datawhichis
transmitted by your Wireless Stations. But if the datais encrypted, then it is meaningless
unlessthe receiver can decrypt it.

If WEP isused, the Wireless Stations and the Access Point must have the same settings for
each of thefollowing:

WEP Off, 64 Bit, 128 Bit

Key For 64 Bit encryption, the Key value must match.
For 128 Bit encryption, the Key value must match

WEP Authentication Open System or Shared Key.

WPA-PSK

WPA -PSK is another standard for encrypting data beforeit istransmitted. Thisisalater stan-
dard than WEP (Wired Equivalent Privacy), and provides greater security for your data. Dataiis
encrypted using a 256Bit key which is automatically generated and changed often.

If dl your Wireless stations support WPA -PSK, you should use thisinstead of WEP.

If WPA-PSK isused, the Wireless Stations and the Access Point must have the same setings
for each of thefollowing:

WPA PSK Enter the same value on every station and the AP. The PSK
(Pre-shared Key) must be from 8 to 63 charactersin length. The 256Bit key
used for the actual encryptionisderived from thiskey.

Encryption The same encryption method must be used. The most
common encryption method is TKIP. Another widely -
supported method is AES.
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Wireless LAN Configuration

To allow Wireless Stations to use the Access Point, the Wireless Stations and the A ccess Point
must use the same settings, as follows:

Mode On client Wireless Stations, the mode must be set to "Infrastructure”.
(The Access Point isalwaysin "Infrastructure” mode.)

SSID (ESSID) Wireless Stations should use the same SSID (ESSID) as the Access
Point they wish to connect to. Alternatively, the SSID can be set to
"any" or null (blank) to allow connection to any Access Point.

Wireless The Wireless Stations and the Access Point must use the same settings

Security for Wireless security. (None, WEP, WPA -PSK).

WEP: If WEP isused, the Key size (64Bit, 128Bit), Key value, and
Authentication settings must be the same on the Wireless Stations and
the Access Point.

WPA-PSK: If WPA-PSK isused, all Wireless Stations must be set to
use WPA -PSK, and have the same Pre-shared Key and encryption
system.

For Ad-hoc networks (no Access Point), all Wireless stations must use
the same security settings.
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About VPNs

Overview

A VPN (Virtual Private Network) provides a secure connection between 2 points, over an
insecure network - typically the Internet. This secure connection iscalled aVPN Tunnel.

There are many standards and protocols for VPNs. The standard implemented in the Wireless
ADSL Router islPSec.

IPSec

IPSec is anear-ubiquitous VPN security standard, designed for use with TCP/IP networks. It
works at the packet level, and authenticates and encrypts all packetstraveling over the VPN
Tunnel. Thus, it does not matter what applications are used on your PC. Any application can
use the VPN like any other network connection.

IPsec VPNs exchange information through logical connections called SAs (Security Associa-
tions). An SA issimply adefinition of the protocols, algorithms and keys used between the two
VPN devices (endpoints).

Each IPsec VPN has two SAs- onein each direction. If IKE (Internet Key Exchange) is used to
generate and exchange keys, there are also SA's for the IKE connection aswell asthe | Psec
connection.

There are two security modes possible with | PSec:

Transport Mode - the payload (data) part of the packet is encapsulated through encry ption
but the IP header remainsin the clear (unchanged).

TheWirelessADSL Router doesNOT support Transport Mode.
Tunne Mode - everything is encapsulated, including the original 1P header, and anew IP

header is generated. Only the new header in the clear (i.e. not protected). This system pro-
vides enhanced security.

TheWirelessADSL Router alwaysuses Tunnel Mode.

IKE

IKE (Internet Key Exchange) is an optional, but widely used, component of |Psec. IKE provides
amethod of negotiating and generating the keys and IDs required by IPSec. If using IKE, only a
single key is required to be provided during configuration. Also, IKE supports using Cer tifi-
cates (provided by CAs- Certification Authorities) to authenticate the identify of the remote
user or gateway.

If IKEisNOT used, then al keysand IDs (SPIs) must be entered manually, and Certificates can
NOT be used. Thisiscalled a"Manual Key Exchange".

When using IKE, there are 2 phases to creating the VPN tunnel:
Phase | isthe negotiation and establishment up of the IKE connection.
Phase 1 isthe negotiation and establishment up of the IPsec connection.
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Because the IKE and I Psec connections are separate, they have different SAs (security associa-
tions).

Policies

VPN configuration settings are stored in Policies.

Note that different vendors use different terms. Generaly, theterms"VPN Policy”, "IPSec
Policy", and "IPSec Proposal" have the same meaning. However, some vendors separate IKE
Policies (Phase 1 parameters) from | PSec Policies (Phase 2 parameters).

For the Wireless ADSL Router; each VPN policy contains both Phase 1 and Phase 2 parameters
(if IKE isused). Each policy defines:

The address of the remote VPN endpoint

Thetraffic which is allowed to use the VPN connection.

The parameters (settings) for the IPsec SA (Security Association)

If IKE isused, the parameters (settings) for the IKE SA (Security Association)

Generally, you will need at least one (1) VPN Policy for each remote site for which you wish to
establish VPN connections.

It is possible, and sometimes necessary, to have multiple Policies for the same remote site.
However, you should only Enable one (1) policy at atime.

VPN Configuration

The general ruleisthat each endpoint must have matching Policies, asfollows:

VPN Endpoint Each VPN endpoint must be configured to initiate or accept connec-
address tionsto the remote VPN client or Gateway.

Usually, thisrequires having afixed Internet IP address. However, it is
possible for aVPN Gateway to accept incoming connections from a
remote client where the client's | P addressis not known in advance.

Local & Remote This determines which outgoing traffic will cause a VPN connection to
LAN definition be established, and which incoming traffic will be accepted. Each
endpoint must be configured to pass and accept the desired traffic from
the remote endpoint.
If connecting 2 LANS, thisrequiresthat:

Each endpoint must be aware of the |P addresses used on the
other endpoint.

The 2 LANsMUST use different | P address ranges.

IKE parameters If using IKE (recommended), the IKE parameters must match (except for
the SA lifetime, which can be different).

| Psec parameters The | Psec parameters at each endpoint must match.
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Common VPN Situations

VPN Pass-through

k-

Router | Galeway

PG5 with VPN Softwara VPN Sarver

WEH TUNNEL

Figure 75: VPN Pass-through

Here, aPC on the LAN behind the Router/Gateway is using VPN software, but the
Router/Gateway isNOT acting asa VPN endpoint. It isonly alowing the VPN connection.

The PC software can use any VPN protocol supported by the remote VPN.

The remote VPN Server must support client PCswhich are behind aNAT router, and so
have an |P address which is not valid on the Internet.

The Router/Gateway requires no VPN configuration, sinceit is not acting asa VPN end-
point.

Client PC to VPN Gateway

= =al e

PCowith WPH Soltware

MEM TUNNEL

Figure 76: Client PC to VPN Server

In this situation, the PC must run appropriate VPN client software in order to connect, viathe
Internet, to the Wireless ADSL Router or other VPN Gateway. Once connected, the client PC
has the same accessto LAN resources as PCs on thelocal LAN (unlessrestricted by the
network administrator).

IPsec is not the only protocol which can be used in this situation, but the Wireless ADSL
Router supports [Psec ONLY .

Windows 2000 and Windows XP include an IPsec VPN client program. However, configu-
ration of this client program for use with the Wireless ADSL Router isvery complex and
beyond the scope of this document.
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Connecting 2 LANs via VPN

192.168.0.xx VPN TUNNEL 192.168.1.xx

Figure 77: Connecting 2 VPN Gateways

Thisalowstwo (2) LANsto be connected. PCs on each endpoint gain secure accessto the
remote LAN.

The 2 LANsSMUST use different | P address ranges.

The VPN Policies at each end determine when aVVPN tunnel will be established, and what
systems on the remote LAN can be accessed once the VPN connection is established.

It is possible to have simultaneous VPN connections to many remote sites.

VPN Example

In this example, 2 LANs are connected via VPN. Each end has aWireless ADSL Router.

4 WAN
=== 202.11.13.211

WAN
205.17.11.43

VPN Gateway VPN Gateway

LAN A LAN B
192.168.0.xxx VPN TUNNEL 192.168.1.xxx

Figure 78: Connecting 2 WirelessADSL Routers

Note
The LANsMUST use different |P address ranges.
Both endpoints have fixed WAN (Internet) IP addresses.
This example uses an "Auto" policy, using IKE
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Configuration Settings - Gateway A

Gateway A should be configured as shown below.

General

Local LAN

Remote LAN

SA Parameters

VPN - Auto Policy

Policy Name: [Example

Remote VPN Endpoint
Address Type: |Fixed IP Address =]
Address Data: [205.17.11.43

v MetBIOS Enable

P Address |Subnetaddress *I

IP address: [192 [1es o [0
Subnet Magsk: [255 .[255 .[255 |0

IP Address |Subnetaddress |
IP address:  [132 .[168 |1 |0
Subnet Mask [255 | .[255 _[255 [0

Direction | Initiator and Responder =]

Exchange Mode |Main taode v|

Diffie-Hellman (DH) Group | Group 2 (1024 Bit) =

Local ldentity Type [swan 1P Address |
Data [r/=

Remote dentity Type [IP Address =
Data [r/=

Encryption: |3DES v[

Authentication: MDE |+

Pre-shared Key. |ABCEFGHIGELMOPQRSTUVWEYZ

SA Life Time: |2aauu (Seconds)
[T Enable PFS (Perfect Fonward Security)

Elau:kl Savel Cancel | Helpl

Figure 79: Gateway A Configuration
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Configuration Settings - Gateway B

Gateway B should be configured as shown below.

General

Local LAN

Remote LAN

VPN - Auto Policy

Policy Name: [Example

Remote VPN Endpoint

Address Type: | Fixed IP Address |
Address Data [202.11.13.211
W MetBIOS Enable

P Address |Subnetaddress *I

IP address: [192 f1es |1 [0
Subnet Magsk: [255 .[255 .[255 |0

IP Address |Subnetaddress |
IP address:  [132 .[168 |0 |0
Subnet Mask [255 | .[255 _[255 [0

SA Parameters

Direction

Exchange Mode

Authentication:

|Initiatorand Responderj

IMain Mode vl

Diffie-Hellman (DH) Group | Group 2 (1024 Bit) =

Local ldentity Type [swan 1P Address |
Data In,."a

Remote dentity Type [IP address =
Data In,."a

Encryption: |3DES v[

MDE

Pre-shared Key. |ABCEFGHIGELMOPQRSTUVWEYZ
SA Life Time: |2BBDD (Seconds)

[T Enable PFS (Perfect Fonward Security)

Elau:kl Savel Cancel | Helpl

Figure 80: Gateway B Configuration

Settings
Setting LAN A Gateway LAN B Gateway Notes
Policy Name Example Example Name does not affect
operation. Select a
meaningful name.
Remote VPN Fixed IP Address Fixed IP Address Other endpoint's WAN
Endpoint 205.17.11.43 202.11.13211 (Internet) | P address.
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NeBIOS Enable Enable Disableif not required.
Local LAN 192.168.0.0 192.168.1.0 Local Address subnet.
IPaddress 255.255.255.0 255.255.255.0 Useamorerestrictive
Mask definition if possible.
Remote LAN 192.168.1.0 192.168.0.0 Remote Address subnet.
IP address 255.255.255.0 255.255.255.0 Useamorerestrictive
Mask definition if possible.
IKE

Direction Initiator & re- Initiator & re- Does not have to match.

sponder sponder Either endpoint can block
1 direction.

Exchange mode Main Mode Main Mode Must match

DH Group Group 2 (1024 hit) Group 2 (1024 hit) Must match

Local Identity IP address IP address IP addressis the most
common ID method

Remote | dentity WAN IP address WAN IP address IP addressis the most
common ID method

SA Parameters

Encryption 3DES 3DES Must match.

Authentication MD5 MD5 Must match

Pre-shared Key XOO0KK YOO Must match;
use any string.

SA Lifetime 28300 28300 Does not have to match.
Shorter period will be
used.

PFS Disabled Disabled Must match

Note:

Some VPN Gateways or programs let you specify the following settings separately for IKE and
IPSec. For this device, the same settings are used for both IKE and | PSec.

Authentication

Encryption
SA Lifetime

Also, IPSec allowsfor "AH Authentication”, using MD5 or SHA -1. For thisdevice, "AH
Authentication" isalways DISABLED.
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Specifications

Multi-Function Wireless ADSL Router

M odel Wireless ADSL Router
ADSL Interface T1.413, G.DMT, G.lite, multi-mode
Dimensions 189mm(W) * 122mm(D) * 33mm(H)

Operating Temperature  0° Cto40°C

Storage Temperature -10°Cto70° C

Network Protocol: TCP/IP

Network Interface: 4* 10/100BaseT (RJ45) LAN connection
1* RJ11for ADSL line

LEDs 12

Power Adapter 12V DC Externa

Wireless Interface

Standards IEEES02.11b, IEEES02.11g WLAN,

Frequency 2410 2.4835GHz (Industrial Scientific Medical Band )
Channels Maximum 14 Channels, depending on regulatory authorities
Modulation CCK, DQPSK, DBPSK, OFDM/CCK

Data Rate Upto 54 Mbps

Security WEP 64Bit, WPA 128Bit, WPA-PSK, MAC address checking
Output Power 13dBm (typical)

Receiver Sensitivity -80dBm Min.
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Reqgulatory Approvals

FCC Statement

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonabl e protec-
tion against harmful interference in aresidential installation.

This equipment generates, uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio communica-
tions. However, thereis no guarantee that interference will not occur in a particular installation.
If this equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one of the following measures:

Reorient or relocate the receiving antenna.
Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on acircuit different from that to which the receiver is
connected.

Consult the dealer or an experienced radio/TV technician for help.

To assure continued compliance, any changes or modifications not expressly approved by the
party responsible for compliance could void the user's authority to operate this equipment.
(Example - use only shielded interface cables when connecting to computer or peripheral de-
vices).

FCC Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with a minimum distance of 20
centimeters between the radiator and your body.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

(1) Thisdevice may not cause harmful interference, and

(2) Thisdevice must accept any interference received, including interference that may cause
undesired operation.

Thistransmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.

CE Approval

CE Standards

This product complies with the 99/5/EEC directives, including the following safety and EMC
standards:

EN300328-2

EN301489-1/-17

EN60950

CE Marking Warning

ThisisaClass B product. In adomestic environment this product may cause radio interference
in which case the user may be required to take adequate measures.
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