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DECLARATION OF CON”’FORMITY

This device complies with Part 15 of the FCC Rules. Operation is subject to
the following two conditions:

O (1) This device may not cause harmful interference, and
B (2) This device must accept any interference received, including
interference that may cause undesired operation.

This transmitter must not be co-located or operating in conjunction with any
other antenna or transmitter.

Responsible Party Name: SerComm Corporation

Address: 46480 Woodview Common Fremont, CA 94539, U.S.A.

Phone/Fax No: +1-510-870-1517/ +1-510-661-9294

Hereby declares that the product

Product Name: wireless ADSL Modem Router

Model Number: 1P806GA/GB



Regulatory Approvals

FCC Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation.

This equipment generates, uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio communica-
tions. However, there is no guarantee that interference will not occur in a particular installation.
If this equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one of the following measures:

Reorient or relocate the receiving antenna.
Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

Consult the dealer or an experienced radio/TV technician for help.

To assure continued compliance, any changes or modifications not expressly approved by the
party responsible for compliance could void the user's authority to operate this equipment.
(Example - use only shielded interface cables when connecting to computer or peripheral
devices).

FCC Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with a minimum distance of 20
centimeters between the radiator and your body.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

(1) This device may not cause harmful interference, and

(2) This device must accept any interference received, including interference that may cause
undesired operation.

This transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.

The antennas used for this transmitter must be installed to provide a separation distance of at
least 20 cm from all persons and must not be co-located or operating in conjunction with any
other antenna or transmitter.

Channel

The Wireless Channel sets the radio frequency used for communication.
Access Points use a fixed Channel. You can select the Channel used. This allows you to
choose a Channel which provides the least interference and best performance. In the USA
and Canada, 11 channel are available. If using multiple Access Points, it is better if adjacent
Access Points use different Channels to reduce interference.
In "Infrastructure" mode, Wireless Stations normally scan all Channels, looking for an
Access Point. If more than one Access Point can be used, the one with the strongest
signal is used. (This can only happen within an ESS.)
If using "Ad-hoc" mode (no Access Point), all Wireless stations should be set to use the
same Channel. However, most Wireless stations will still scan all Channels to see if there
is an existing "Ad-hoc" group they can join.
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Chapter 1

Introduction

This Chapter provides an overview of the Wireless ADSL Router's features
and capabilities.

Congratulations on the purchase of your new Wireless ADSL Router. The Wireless ADSL
Router is a multi-function device providing the following services:

e ADSL Modem.

e Shared Broadband I nternet Accessfor al LAN users.

e Wireless Access Point for 802.11b and 802.11g Wireless Stations.
e 4-Port Switching Hub for 10BaseT or 100BaseT connections.

Wireless LAN
' —— EE— Ir_11g.~_rneT
= Wireless Router
Windows Moo Unix

Fast Ethernet
Figure 1: Wireless ADSL Router

Wireless ADSL Router Features

The Wireless ADSL Router incorporates many advanced features, carefully designed to
provide sophisticated functions while being easy to use.

Internet Access Features

e Shared Internet Access. All usersonthe LAN or WLAN can access the Internet
through the Wireless ADSL Router, using only asingle external |P Address. The local
(invalid) IP Addresses are hidden from external sources. This processis called NAT
(Network Address Trangation).

e Built-in ADSL Modem. The Wireless ADSL Router has abuilt-in ADSL modem,
supporting all common ADSL connections.

e |PoA, PPPoE, PPPOA, Direct Connection Support. The Wireless ADSL Router
supports al common connection methods.
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Auto-detection of Internet Connection Method. The Wireless ADSL Router can test
your ADSL and Internet connection to determine the connection method used by your |SP.

Fixed or Dynamic | P Address. On the Internet (WAN port) connection, the Wireless
ADSL Router supports both Dynamic IP Address (IP Address is allocated on connection)
and Fixed |P Address.

Advanced Internet Functions

Application Level Gateways (ALGS). Applications which use non-standard
connections or port numbers are normally blocked by the Firewall. The ability to define
and allow such applications is provided, to enable such applications to be used normally.

Virtual Servers. Thisfeature allows Internet users to access Internet servers on your
LAN. The required setup is quick and easy.

URL Filter. Usethe URL Filter to block access to undesirable Web sites by LAN users.

Logs. Definewhat datais recorded in the Logs, and optionally send log data to a Syslog
Server. Log data can also be E-mailed to you.

Firewall. Aswell asthe built-in firewall to protect your LAN, you can define Firewall
Rules to determine which incoming and outgoing traffic should be permitted.

Dynamic DNS Support. DDNS, when used with the Virtual Servers feature, allows
users to connect to Servers on your LAN using a Domain Name, even if you have a
dynamic I P address which changes every time you connect.

VPN Pass through Support. PCswith VPN (Virtual Private Networking) software
using PPTP, L2TP and IPSec are transparently supported - no configuration is required.

Wireless Features

Standards Compliant. The Wireless ADSL Router complies with the IEEE802.11g
(DSSS) specifications for Wireless LANSs.

Supports both 802.11b and 802.11g Wireless Stations. The 802.11g standard
provides for backward compatibility with the 802.11b standard, so both 802.11b and
802.11g Wireless stations can be used simultaneously.

Speeds to 54Mbps. All speeds up to the 802.11g maximum of 54Mbps are supported.

WEP support. Support for WEP (Wired Equivalent Privacy) isincluded. Key sizes of
64 Bit and 128 Bit are supported.

Wireless MAC Access Control. The Wireless Access Control feature can check the
MAC address (hardware address) of Wireless stations to ensure that only trusted Wireless
Stations can access your LAN.

Simple Configuration. If the default settings are unsuitable, they can be changed
quickly and easily.

LAN Features

4-Port Switching Hub. The Wireless ADSL Router incorporates a 4-port 10/100BaseT
switching hub, making it easy to create or extend your LAN.

DHCP Server Support. Dynamic Host Configuration Protocol provides a dynamic |P
address to PCs and other devices upon request. The Wireless ADSL Router can act asa
DHCP Server for devices on your local LAN and WLAN.

Multi Segment LAN Support. LANSs containing one or more segments are supported,
viathe Wireless ADSL Router's RIP (Routing Information Protocol) support and built-in
static routing table.
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Configuration & Management
e Easy Setup. Useyour WEB browser from anywhere on the LAN or WLAN for
configuration.

e Configuration File Upload/Download. Save (download) the configuration data from
the Wireless ADSL Router to your PC, and restore (upload) a previously-saved
configuration file to the Wireless ADSL Roulter.

e Remote Management. The Wireless ADSL Router can be managed from any PC on
your LAN. And, if the Internet connection exists, it can also (optionally) be configured via
the Internet.

e Network Diagnostics. You can use the Wireless ADSL Router to perform aPing or
DNSIookup.

Security Features
e Password - protected Configuration. Optional password protection is provided to
prevent unauthorized users from modifying the configuration data and settings.

e WirelessLAN Security. WEP (Wired Equivalent Privacy) is supported, as well as
Wireless access control to prevent unknown wireless stations from accessing your LAN.

e NAT Protection. Anintrinsic side effect of NAT (Network Address Translation)
technology is that by allowing all LAN usersto share asingle | P address, the location and
even the existence of each PC is hidden. From the external viewpoint, there is no network,
only asingle device - the Wireless ADSL Router.

e Firewall. All incoming data packets are monitored and all incoming server requests are
filtered, thus protecting your network from malicious attacks from external sources.

e Protection against DoS attacks. DoS (Denial of Service) attacks can flood your
Internet connection with invalid packets and connection requests, using so much
bandwidth and so many resources that Internet access becomes unavailable. The Wireless
ADSL Router incorporates protection against DoS attacks.

Package Contents

The following items should be included:

e TheWirelessADSL Router Unit

e Power Adapter

e  Quick Installation Guide

e CD-ROM containing the on-line manual.

If any of the above items are damaged or missing, please contact your dealer immediately.
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Physical Details

Front-mounted LEDs

11234 |

Power 100BT < WLAN
Status 10BT WAN «
Figure2: Front Panel
Power LED On - Power on.

Status (Red)
LED

LAN

WLAN LED

WAN

Off - No power.

On - Error condition.
Off - Normal operation.

Blinking - This LED blinks during start up, and during a Firmware
Upgrade.

For each port, there are 2 LEDs, to indicate the connection speed
(10BaseT or 100BaseT) of each port.

If neither LED ison, there is no active connection on the corresponding
LAN port.

On - Idle.
Off - Error - No Wireless connection available.

Flashing - Datais being transmitted or received via the Wireless access
point. Thisincludes "network traffic" aswell as user data.

On - ADSL connection to your ISP is established.
Off - No ADSL connection to your I SP.
Flashing - Datais being transmitted or received viathe ADSL connection.
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Rear Panel

FOWEr CANd LANT LCANZ LANT

Figure 3: Rear Panel

Power port Connect the supplied power adapter here.

10/100BaseT Use standard LAN cables (RJ5 connectors) to connect your PCsto
LAN connections  these ports.

Note:

Any LAN port on the Wireless ADSL Router will automatically
function as an "Uplink" port when required. Just connect any port to
anormal port on the other hub, using a standard LAN cable.

Reset Button This button has two (2) functions:

e Reboot. When pressed and released, the Wireless ADSL Router
will reboot (restart).

e Clear All Data. Thisbutton can also be used to clear ALL data
and restore ALL settingsto the factory default values.

To Clear All Data and restore the factory default values:
1. Power Off.
2. Hold the Reset Button down while you Power On.

3. Keep holding the Reset Button for afew seconds, until the RED
LED has flashed TWICE.

4. Releasethe Reset Button. The Wireless ADSL Router is now
using the factory default values.

WAN port Connect this port to your ADSL line.
(ADSL port)
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Installation

This Chapter coversthe physical installation of the Wireless ADSL Router.

Requirements

e Network cables. Use standard 10/100BaseT network (UTP) cables with RJ45 connectors.
e TCP/IP protocol must be installed on all PCs.
e For Internet Access, an Internet Access account with an ISP, and aDSL connection.

e Tousethe Wireless Access Point, all Wireless devices must be compliant with the IEEE
802.11g or |EEE 802.11b specifications.

Procedure

4]

To PCs

Existing Connecltion
Figure 4: Installation Diagram

1. Choose an Installation Site
Select a suitable place on the network to install the Wireless ADSL Router.

’@ For best Wireless reception and performance, he Wireless
ADSL Router should be positioned in a centra location with
Motel minimum obstructions between the Wireless / DSL Router
and the PCs.

Also, if using multiple Access Points, adjacen Access
Points should use different Channels.
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2. Connect LAN Cables

Use standard LAN cables to connect PCs to the Switching Hub ports on the Wireless
ADSL Router. Both 10BaseT and 100BaseT connections can be used simultaneously.

If required, connect any port to a normal port on another Hub, using a standard LAN cable.
Any LAN port on the Wireless ADSL Router will automatically function as an "Uplink"
port when required.

3. Connect ADSL Cable
Connect your ADSL lineto the WAN port on the Wireless ADSL Router.

4. Power Up
Power on the Cable or DSL modem.

Connect the supplied power adapter to the Wireless ADSL Router and power up.
Use only the power adapter provided. Using a different one may cause hardware damage

5. Check the LEDs

e The Power LED should be ON.
e The Satus LED should flash, then turn Off. If it stays on, thereis a hardware error.

e For each LAN (PC) connection, one of the LAN LEDs should be ON (provided the PC is
also ON.)

e TheWLAN LED should be ON
e The WAN LED should be ON.

For more information, refer to Front-mounted LEDs in Chapter 1.
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Setup

This Chapter provides Setup details of the Wireless ADSL Router.

Overview

This chapter describes the setup procedure for:

e Internet Access

e LAN configuration

e  Wireless setup

e Assigning a Password to protect the configuration data.

PCson your local LAN may also require configuration. For details, see Chapter 4 - PC
Configuration.

Other configuration may also be required, depending on which features and functions of the
Wireless ADSL Router you wish to use. Use the table below to locate detailed instructions for
the required functions.

To Do this: Refer to:
Configure PCs on your LAN. Chapter 4:

PC Configuration
Check Wireless ADSL Router operation and Status. Chapter 5:

Operation and Status
Use any of the following Advanced features: Chapter 6:
° Dynamic DNS Advanced Features
e Firewall Rules and Services
e Scheduling
e URL Filter

e Virtual Servers (Port Forwarding)

Use any of the following Administration Configuration Chapter 7
settings or features: Advanced Administration

e Config File download/upload

e Logsand E-mailing of logs and alerts

e Network Diagnostics (Ping, DNS Lookup)
e PC Database

e Remote Management

e Routing (RIP and static Routing)

e Firmware Upgrade
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Configuration Program

The Wireless ADSL Router contains an HTTP server. This enables you to connect to it, and
configureit, using your Web Browser. Y our Browser must support JavaScript.

The configuration program has been tested on the following browsers:

e Netscape V4.08 or later

e Netscape7

e Internet Explorer V5.01 or later

Preparation

Before attempting to configure the Wireless ADSL Router, please ensure that:

e Your PC can establish a physical connection to the Wireless ADSL Router. The PC and
the Wireless ADSL Router must be directly connected (using the Hub ports on the
Wireless ADSL Router) or on the same LAN segment.

e TheWireless ADSL Router must be installed and powered ON.

o |f the Wireless ADSL Router's default |P Address (192.168.0.1) is already used by
another device, the other device must be turned OFF until the Wireless ADSL Router is
allocated a new 1P Address during configuration.

Using your Web Browser

To establish a connection from your PC to the Wireless ADSL Router:

1. After installing the Wireless ADSL Router in your LAN, start your PC. If your PCis
already running, restart it.

2. Start your WEB browser.

3. Inthe Address box, enter "HTTP://" and the IP Address of the Wireless ADSL Router, as
in this example, which uses the Wireless ADSL Router's default |P Address:

HTTP://192.168.0.1
4. When prompted for the User name and Password, enter values as follows:
e User name admin
e Password password
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If you can't connect

If the Wireless ADSL Router does not respond, check the followir

e TheWirelessADSL Router is properly installed, LAN conne
itis powered ON. Y ou can test the connection by using the "F
e  Openthe MS-DOS window or command prompt window
e Enter the command:
ping 192.168.0.1
If no response is received, either the connection is not wc
PC's IP address is not compatible with the Wireless ADS
Address. (See next item.)

e If your PCisusing afixed IP Address, its IP Address must be
192.168.0.2 to 192.168.0.254 to be compatible with the Wirel
Router's default P Address of 192.168.0.1. Also, the Network
set to 255.255.255.0. See Chapter 4 - PC Configuration for d
checking your PC's TCP/IP settings.

e Ensurethat your PC and the Wireless ADSL Router are on th
segment. (If you don't have arouter, this must be the case.)

e Ensureyou are using the wired LAN interface. The Wirelessi

)
ionisOK, and
ng" command:

king, or your
Router's IP

vithin the range
ssADSL

Mask must be
alson

same network

terface can only

be used if its configuration matches your PC's wireless setting .

10
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Setup Wizard

Thefirst time you connect to the Wireless ADSL Router, the Setup Wizard will run
automatically. (The Setup Wizard will also run if the Wireless ADSL Router's default settings

arerestored.)

1. Step through the Wizard until finished.
e You need the data supplied by your ISP. Most connection methods require some data

input.

e The common connection types are explained in the tables below.
2. Onthefinal screen of the Wizard, run the test and check that an Internet connection can be

established.

3. If the connection test fails:

e  Check al connections, and the front panel LEDs.

e  Check that you have entered all data correctly.

Common Connection Types

1 /pe Details ISP Data requi ed
Dynamic Your IP Addressis alocated None.
IP Address automatically, when you connect
to you ISP.
Static (Fixed) Y our ISP allocates a permanent IP Address allocated to you, and
IP Address IP Address to you. related information, such as
Usually, the connection is Network Mask, Gateway |P
"Alwayson". address, and DNS address.
PPPOE, PPPOA Y ou connect to the ISP only when | User name and password.
required. The IP addressis . N
; If using a Static (Fixed) IP
usually allocated automatically. address, you need the IP address
and related information (Network
Mask, Gateway | P address, and
DNS address)
IPoA Normally, the connection is Asfor Static (Fixed) |P address.
(IPover ATM) "Alwayson".

11
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Home Screen

After finishing the Setup Wizard, you will see the Home screen. When you connect in future,
you will see this screen when you connect. An example screen is shown below.

oute T3 ui 1
Router Setup = W".El-EEE RUUter

Sotup Wirard
LAN IPEOGGA

Wireless Intermet;  IP Address: -
Password Connection Method: PPPOE

Status
Wireless: SSID haha

Advanced WEP " s

Administration
LAM: P Address; 182 168.0.1

DHCP Server; Cn

Liagg Couit

Figure 5: Home Screen

Main Menu

The main menu, on the left, contains links to the most-commonly used screen. To see the links
to the other available screens, click "Advanced" or "Administration"”.

The main menu also contains two (2) buttons:

e Log Out - When finished, you should click this button to logout.

e Restart - Usethisif you wish to restart the Wireless ADSL Router. Note that restarting the
Router will break any existing connections to or through the Router.

Navigation & Data Input

e Usethe menu bar on the left of the screen, and the "Back” button on your Browser, for
navigation.

e Changing to another screen without clicking "Save" does NOT save any changes you may
have made. Y ou must "Save" before changing screens or your datawill be ignored.

,@ On each screen, clicking the "Help" bt :ton will
display help for that screen.

Note! From any help screen, you can access the list of all
help files (help index).

12
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LAN Screen

Use the LAN link on the main menu to reach the LAN screen An example screen is shown

below.

IP Address: i1az |16g o J1
Subnet Mask 255 [255 255 [0
= DHCP Server
Start |P Address; |19z [1ea o |2
Fintsh IP Address:[192 163 | |254

Sove | Cancel | Help |

Figure6: LAN Screen

Data - LAN Screen

TCP/IP

IP Address

IP address for the Wireless ADSL Router, as seen from the local LAN.
Use the default value unless the addressis already in use or your LAN
isusing adifferent |P address range. In the latter case, enter an unused
IP Address from within the range used by your LAN.

Subnet Mask

The default value 255.255.255.0 is standard for small (class"C")
networks. For other networks, use the Subnet Mask for the LAN
segment to which the Wireless ADSL Router is attached (the same
value as the PCs on that LAN segment).

DHCP Server

e |If Enabled, the Wireless ADSL Router will allocate |P Addresses
to PCs (DHCP clients) on your LAN when they start up. The
default (and recommended) value is Enabled.

e If youareaready using a DHCP Server, this setting must be
Disabled, and the existing DHCP server must be re-configured to
treat the Wireless ADSL Router as the default Gateway. See the
following section for further details.

e TheStart IP Addressand Finish | P Addressfields set the values
used by the DHCP server when allocating | P Addresses to DHCP
clients. This range also determines the number of DHCP clients
supported.

See the following section for further details on using DHCP.

DHCP

What DHCP Does

A DHCP (Dynamic Host Configuration Protocol) Server allocatesavalid IP addressto a
DHCP Client (PC or device) upon request.

e Theclient request is made when the client device starts up (boots).

13
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e The DHCP Server provides the Gateway and DNS addresses to the client, aswell as
alocating an IP Address.

e TheWireless ADSL Router can act asa DHCP server.

e  Windows 95/98/ME and other non-Server versions of Windows will act as a DHCP client.
This isthe default Windows setting for the TCP/IP network protocol. However, Windows
uses the term Obtain an |P Address automatically instead of "DHCP Client".

e Youmust NOT have two (2) or more DHCP Servers on the same LAN segment. (If your
LAN does not have other Routers, this means there must only be one (1) DHCP Server on
your LAN.)

Using the Wireless ADSL Router's DHCP Server

Thisisthe default setting. The DHCP Server settings are on the LAN screen. On this screen,
you can:
e Enable or Disable the Wireless ADSL Router's DHCP Server function.

e Settherange of IP Addresses allocated to PCs by the DHCP Server function.

,@ You can assign Fixed IP Addresses to sor e devices
while using DHCP, provided that the Fixec IP Addresses
Motel are NOT within the range used by the DHC > Server.

Using another DHCP Server

Y ou can only use one (1) DHCP Server per LAN segment. If you wish to use another DHCP
Server, rather than the Wireless ADSL Router's, the following procedure is required.

1. Disablethe DHCP Server feature in the Wireless ADSL Router. This setting is on the
LAN screen.

2. Configure the DHCP Server to provide the Wireless ADSL Router's IP Address as the
Default Gateway.

To Configure your PCs to use DHCP
Thisisthe default setting for TCP/IP for al non-Server versions of Windows.
See Chapter 4 - Client Configuration for the procedure to check these settings.

14
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WEP Screen

This screen is accessed by clicking the "Configure WEP" button on the Wireless screen.

Wireless - WEP Data Encryption

WEP Data Encryption; [Crsatied =]
Authentication Type: | =

Default

Key  Hey value
Key t:e [
Key2:e [
Key 37 |
Keyd: e |

Heys must be entered in Hex (0-8 and &=F}

Passphrase:

Save | Cancsl

Halp | Chosa

Figure 8: WEP Screen

Data - WEP Screen

WEP Data Encryption

WEP Data
Encryption

Select the option to match other Wireless Stations:
e Disabled - datais NOT encrypted before being transmitted.

e 64 Bit - datais encrypted, using the default key, before being
transmitted. Y ou must enter at least the default key. For 64 Bit
Encryption, the key sizeis 10 charsin HEX (0~9 and A~F).

e 128 Bit - datais encrypted, using the default key, before being
transmitted. Y ou must enter at least the default key. For 128 Bit
Encryption, the key sizeis 26 charsin HEX (0~9 and A~F).

Authentication
Type

Normally, this should be left at the default value of "Automatic”. 1f
changed to "Open System" or "Shared Key", ensure that your Wireless
Stations use the same setting.

Default Key

Select the key you wish to be the default. Transmitted datais
ALWAY S encrypted using the Default Key; the other Keys are for
decryption only.

You must enter aK ey Value for the Default Key.

Key Value

Enter the key value or values you wish to use. The Default Key is
required, the other keys are optional. Other stations must have the
same key.

Passphrase

If desired, you can generate a key from a phrase, instead of entering
the key value directly. Enter the desired phrase, and click the
"Generate Keys" button.

15
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Password Screen

The password screen allows you to assign a password to the Wireless ADSL Router.

Password

RSl The password protects the configuration data.
Once set (recommended), you will be prompted
for the password when you connect.

Old Password |

New password: |

Verify password: |

Seve | Concel | Help |

Figure9: Password Screen

Once you have assigned a password to the Wireless ADSL Router (on the Password screen

above) you will be prompted for the password when you connect, as shown below. (If no

password has been set, this dialog will not appear.)

'EQ Pl Bpes poes Lt nams: el paepsard.
I Sis 13216801

Flasir, Hsadf szyaom

Lo Mo |

Boreesd |

el

Figure 10: Password Dialog

e Leavethe"User Name' blank.

e Enter the password for the Wireless ADSL Router, as set on the Password screen above.
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Chapter 4

PC Configuration

This Chapter details the PC Configuration required on the local ("Internal™)
LAN.

Overview

For each PC, the following may need to be configured:
e  TCP/IP network settings

e Internet Access configuration

e Wireless configuration

Windows Clients

This section describes how to configure Windows clients for Internet access via the Wireless
ADSL Router.

Thefirst step isto check the PC's TCP/IP settings.

The Wireless ADSL Router uses the TCP/IP network protocol for all functions, so it is
essential that the TCP/IP protocol be installed and configured on each PC.

TCP/IP Settings - Overview

If using the default Wireless ADSL Router settings, and the default
Windows TCP/IP settings, no changes need to be made.

e By default, the Wireless ADSL Router will act asa DHCP Server, automatically providing
asuitable P Address (and related information) to each PC when the PC boots.

e For al non-Server versions of Windows, the default TCP/IP setting isto act asa DHCP
client.

If using a Fixed (specified) IP address, the following changes are
required:

e The Gateway must be set to the IP address of the Wireless ADSL Router

e The DNSshould be set to the address provided by your | SP.

If your LAN has a Router, the LAN Adminis rator must re-
configure the Router itself. Refer to Chapte - 8 -
MNotel Advanced Setup for details.
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Checking TCP/IP Settings - Windows 9x/ME:
1. Select Control Panel - Network. Y ou should see a screen like the following:

Canfiguration | igensficaton | Access Control |

The following netsark components are incialled

(4 HetBE L > PCIFast Ethamist Adapter =]
(4~ MSBE L] =2 DimkUp acdsgber

[~ MaIBE L] -3 Diaklp Adegbar 42 PEHN Susaa
W TCR{IF -» PO Fasi Ethemet Adapier

(4~ TCR{IF -» Dig-Up Adspier

(4~ TCRIP -» Dim-Uip Adspter #2 VPR Suppor)
L= File mnd prinkar shesing for Matyeam Nebworks -
4| | ¥

Sl Hamve Fioperias

Figure 11: Network Configuration

2. Select the TCP/IP protocol for your network card.
3. Click on the Properties button. Y ou should then see a screen like the following.

1 CFfIF Froperheas

Bindings | Advenced | NeEI0S | DNS Conigurstion |
Gaaway | WANS Comtguration IF Adidre=s

#n P sddress cen ba sulomaticelly assigned ta this compuber. ¥
wous network does nof automaticalby assign IF addresses. ek vour
reatwark edministraior for an addmess, snd than bype & in the spaca
below.

& Cibdsin an IP aodress suiomebicalbs

T Bpecityan IF addass

Figure 12: IP Address (Win 95)
Ensure your TCP/IP settings are correct, as follows:

Using DHCP

To use DHCP, select the radio button Obtain an P Address automatically. This is the default
Windows setting. Using thisis recommended. By default, the Wireless ADSL Router will act

asaDHCP Server.
Restart your PC to ensure it obtains an |P Address from the Wireless ADSL Router.

Using "Specify an IP Address”

If your PC is already configured, check with your network administrator before making the
following changes:
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e  On the Gateway tab, enter the Wireless ADSL Router's | P address in the New Gateway
field and click Add, as shown below. Your LAN administrator can advise you of the IP
Address they assigned to the Wireless ADSL Router.

TCRIF Properies

Bindings | Advenced | MeEI0S | DNS Corfigurstion
Getaway | WINSCosbguesion | P Address

The first galewsny in Fie Insialled Galewen b2t will be the defaull The
addnags andar in the kziwall De the orer m which thege machinas
arg usEd

Merw griawe
[192.168. 0 . 1 | [ aad ]

Irestalled gadeweys:

Figure 13: Gateway Tab (Win 95/98)

e Onthe DNSConfiguration tab, ensure Enable DNSis selected. If the DNS Server Search
Order list is empty, enter the DNS address provided by your ISP in the fields beside the
Add button, then click Add.

TCRHIF Propaias

Galewsy | VANS Configuration | IP Address
Brdngs | Adwenced | NeBIOS DMS Configuration

 Djsebe O

&+ Enable DME

Host | Lorreainc |

DS Servar Search Orgar

S E—

| EST

Figure 14: DNS Tab (Win 95/98)
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Checking TCP/IP Settings - Windows NT4.0

1. Select Control Panel - Network, and, on the Protocols tab, select the TCP/IP protocol, as
shown below.

Metwork I
Identifin:atin:nnl Services  Frotocalz I.-'i'-.daptersl Eindingsl

Metwork, Protocols:

W MetBELI Protocol

W NwLink IP%/S P Compatible Transport
T MNw/Link NetBIOS
£ 3 TCF/IP Protocol

Add... Bemove Properties. .. [ pdate

— Dezcription;

Tranzport Cantral Protocol/Intermet Protocol. The default wide
area network protocol that provides communication across
diverze interconnected networks.

k. I Cancel

Figure 15: WindowsNT4.0 - TCP/IP

2. Click the Properties button to see a screen like the one below.
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Microzoft TCPAP Properties |

IP Address | DNS | WINS Address | DHCP Relay | Routing |

An IP addresz can be automatically azsigned to this netwark: card
by a DHCP server. [ pour network does not have a DHCP server,
azk pour netwark, administrator far an addrezs, and then tope it in
the zpace below.

Adapter:
PCl Fast Ethemet Adapter j

" [btain an IP address from a DHCR server

— " Specify an |P address

B & dldress: I

Subret i asks I

[erault [Fatewa I

k. Cancel SEpl

Figure 16: WindowsNT4.0 - IP Address

3. Select the network card for your LAN.
4. Select the appropriate radio button - Obtain an IP address froma DHCP Server or Specify
an |P Address, as explained below.

Obtain an IP address from a DHCP Server

Thisisthe default Windows setting. Using thisisrecommended. By default, the Wireless
ADSL Router will act asa DHCP Server.

Restart your PC to ensure it obtains an |P Address from the Wireless ADSL Router.

Specify an IP Address

If your PC isaready configured, check with your network administrator before making the
following changes.

1. The Default Gateway must be set to the IP address of the Wireless ADSL Router. To set
this:
e  Click the Advanced button on the screen above.

e Onthefollowing screen, click the Add button in the Gateways panel, and enter the
Wireless ADSL Router's IP address, as shown in Figure 17 below.

e If necessary, use the Up button to make the Wireless ADSL Router the first entry in
the Gateways list.
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Advanced IP Addresszing E |
Adapter: I PCl Fast Ethernet Adapter J
B 1CP/IP Gateway Address I 3 .
Gateway Addrezs: I |
Add Cancel |
— @ ateways
e
[t |
Add.. Edi.. Femove. |

[~ Enable PPTP Filtering

Enable Securty
[EartEuTEs.. |
ak I Cancel

Figure 17 - Windows NT4.0 - Add Gateway

2. The DNS should be set to the address provided by your ISP, asfollows:
e Click the DNStab.

e Onthe DNS screen, shown below, click the Add button (under DNS Service Search
Order), and enter the DNS provided by your | SP.
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Microzoft TCPAP Properties |

IPAddress DNS | wiNS Address | DHCP Relay | Routing |

Damain Mame Syztem [DMS]

Host Mame: Cramain:

—DMS Service Search Order

(i
[awrd |

aed. | Ed | R |
TCPAIP DNS Server X
DMS Server: o Yot
I Cancel | M

k. I Cancel | Apply

Figure 18: Windows NT4.0 - DNS
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Checking TCP/IP Settings - Windows 2000:
1. Select Control Panel - Network and Dial-up Connection.

2. Right - click the Local Area Connection icon and select Properties. Y ou should see a

screen like the following:
Local Area Connection Properties E |
General |

Connect using:

I B SMCEZ Card 104100 [SMC12117%)

Components checked are uzed by this connection:

Client for Microsaft Networks
File: and Printer Shanng for Microsoft Mebworks
W |nternet Protocal [TCRAP]

Ingtall... | Urinztall Properties

Dezcnption

Transmizsion Control Protocal/lnternet Protocol. The default
wide area netwark protocol that provides communication
acrozs diverse interconnected networks.

[ Show icon in taskbar when connected

(1] | Cancel |

Figure 19: Network Configuration (Win 2000)
3. Select the TCP/IP protocol for your network card.

4. Click on the Properties button. Y ou should then see a screen like the following.

PC Configuration
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Internet Pratoool {TCP TP} Properties

E-rmii
Yeus can gal 1P pellirgs ssngred subamalicaly d pou relvwoll, sugeons

e capabily. Dihersse, pou need 1o stk pour netwock, admirisrston lor
Ihe sppopaste [P sstings

= Obtain an [P addiess sulomatcaly
1 L thas lpligerg IF addsets

i+ Cbtar DNE peroii addiecs satomalaly
7 1lpa 1k followirg DNS serse addieen

Figure 20: TCP/IP Properties (Win 2000)
5. Ensureyour TCP/IP settings are correct, as described below.

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. Thisis the default
Windows setting. Using thisisrecommended. By default, the Wireless ADSL Router will act
asaDHCP Server.

Restart your PC to ensure it obtains an |P Address from the Wireless ADSL Router.

Using a fixed IP Address ("Use the following IP Address")
If your PC is aready configured, check with your network administrator before making the
following changes.

e Enter the Wireless ADSL Router's | P address in the Default gateway field and click OK.
(Your LAN administrator can advise you of the IP Address they assigned to the Wireless
ADSL Router.)

o |f the DNS Server fields are empty, select Use the following DNS server addresses, and
enter the DNS address or addresses provided by your ISP, then click OK.
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Checking TCP/IP Settings - Windows XP

1. Select Control Panel - Network Connection.

PC Configuration

2. Right click the Local Area Connection and choose Properties. Y ou should see a screen

like the following:

-4 Local frea Connectinn Properiies

Geereral | gpdherfication| Advanced

Ciorinesct Laing

This corneciom ues bhe lollowerg berms:
- gcm foe Micrescit Heteoss

e soaphon

vade siea rebvctk prolocol thet prosdes
acinss diveise interconnschad nebworks.

B [Link DFE-530T PCI Fasl Ethewet Sdapie e 6]

| Conlgwe. |

File ard Prrbei Shairsg lod Miciosoll Neleodk:
Chotss Pachos S chwacuba

Tiareeion Lorliol Frobocolnlesel Prolocol The defsd

comrmurecstion

[ Sy oo i notilic ston ares when connechad

[

OF || Cancd |

Figure 21: Network Configuration (Windows XP)

3. Select the TCP/IP protocol for your network card.

4. Click on the Properties button. Y ou should then see a screen like the following.
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Intermet Frofocal [ TCPAE) Properties

Geraal | Abemats Configuestion

oy can get IF weltings sngned sulomalically d poa rebscll, sapioits
Ihes eapalaity, DFsiieesn, ou il b gk pour vk scromd slol [
the appiopisie |F setirgs

(i Dy s |F adhcoicr automalicalkl
(7 Utz Fodoweing I addiess

(=) Olbpbairs (VWS corven addhieer sutomaticals
{1 U o Fodoswng DHS serve sddmsses

| Fupvancad

L ok || Cocel |

Figure 22: TCP/IP Properties (Windows XP)
5. Ensureyour TCP/IP settings are correct.

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. Thisis the default
Windows setting. Using thisisrecommended. By default, the Wireless ADSL Router will act
asaDHCP Server.

Restart your PC to ensure it obtains an |P Address from the Wireless ADSL Router.

Using a fixed IP Address ("Use the following IP Address")
If your PCis already configured, check with your network administrator before making the
following changes.

¢ Inthe Default gateway field, enter the Wireless ADSL Router's | P address and click OK.
Your LAN administrator can advise you of the P Address they assigned to the Wireless
ADSL Router.

o |f the DNS Server fields are empty, select Use the following DNS server addresses, and
enter the DNS address or addresses provided by your ISP, then click OK.
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Internet Access

To configure your PCs to use the Wireless ADSL Router for Internet access:
e Ensurethat the DSL modem, Cable modem, or other permanent connection is functional.

e Usethefollowing procedure to configure your Browser to access the Internet viathe LAN,
rather than by a Dial-up connection.

For Windows 9x/ME/2000
1. Sdect Start Menu - Settings - Control Panel - Internet Options.
2. Select the Connection tab, and click the Setup button.

3. Select"l want to set up my Internet connection manually, or | want to connect through a
local area network (LAN)" and click Next.

4. Select "l connect through alocal area network (LAN)" and click Next.

5. Ensureall of the boxes on the following Local area network Internet Configuration screen
are unchecked.

6. Check the "No" option when prompted "Do you want to set up an Internet mail account
now?".

7. Click Finish to close the Internet Connection Wizard.
Setup is now completed.

For Windows XP

Select Sart Menu - Control Panel - Network and I nternet Connections.

Select Set up or change your Internet Connection.

Select the Connection tab, and click the Setup button.

Cancel the pop-up "Location Information™ screen.

Click Next on the "New Connection Wizard" screen.

Select "Connect to the Internet” and click Next.

Select "Set up my connection manually" and click Next.

Check "Connect using a broadband connection that is always on" and click Next.

Click Finish to close the New Connection Wizard.
Setup is now compl eted.

© o N O wwDNPRE

Accessing AOL

To access AOL (America On Line) through the Wireless ADSL Router, the AOL for Windows
software must be configured to use TCP/IP network access, rather than a dial-up connection.
The configuration processis as follows:

e  Start the AOL for Windows communication software. Ensure that it isVersion 2.5, 3.0 or
later. This procedure will not work with earlier versions.

e  Click the Setup button.

e Select Create Location, and change the location name from "New Locality" to "Wireless
ADSL Router".

e Click Edit Location. Select TCP/IP for the Network field. (L eave the Phone Number
blank.)

e Click Save, then OK.
Configuration is now complete.

e Beforeclicking "Sign On", always ensure that you are using the "Wireless ADSL Router”
location.
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Macintosh Clients

From your Macintosh, you can access the Internet via the Wireless ADSL Router. The
procedureis as follows.

1. Openthe TCP/IP Control Panel.
2. Select Ethernet from the Connect via pop-up menu.

3. Seect Using DHCP Server from the Configure pop-up menu. The DHCP Client ID field
can beleft blank.

4. Closethe TCP/IP panel, saving your settings.

Note:

If using manually assigned | P addresses instead of DHCP, the required changes are:
e  Set the Router Addressfield to the Wireless ADSL Router's |P Address.
e Ensureyour DNS settings are correct.

Linux Clients

To access the Internet viathe Wireless ADSL Router, it is only necessary to set the Wireless
ADSL Router asthe "Gateway".

Ensureyou arelogged in as" root" before attempting any changes.

Fixed IP Address

By default, most Unix installations use a fixed |P Address. If you wish to continue using a
fixed IP Address, make the following changes to your configuration.

e  Set your "Default Gateway" to the IP Address of the Wireless ADSL Router.
e Ensureyour DNS (Name server) settings are correct.

To act as a DHCP Client (recommended)

The procedure below may vary according to your version of Linux and X -windows shell.
1. Start your X Windows client.

2. Select Control Panel - Network

3. Select the"Interface" entry for your Network card. Normally, this will be called "ethQ".
4. Click the Edit button, set the "protocol” to "DHCP", and save this data.

5. To apply your changes

e Usethe"Deactivate" and "Activate" buttons, if available.
e OR, restart your system.

Other Unix Systems

To access the Internet viathe Wireless ADSL Router:
e Ensurethe"Gateway" field for your network card is set to the IP Address of the Wireless
ADSL Router.

e Ensureyour DNS (Name Server) settings are correct.
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Wireless Station Configuration
This section appliesto all Wireless stations wishing to use the Wireless ADSL Router's Access
Point, regardless of the operating system which is used on the client.

To use the Wireless Access Point in the Wireless ADSL Router, each Wireless Station must
have compatible settings, as follows:

Mode The mode must be set to I nfrastructure (rather than Ad-hoc)

Access points only operate in to I nfrastructure mode.

SSID (ESSID) | This must match the value used on the Wireless ADSL Router. The
default valueisdefaul t

Note! The SSID is case sensitive.

WEP By default, WEP on the Wireless ADSL Router is disabled.
e |f WEP remains disabled on the Wireless ADSL Router, al stations
must have WEP disabled.

e |f WEPisenabled onthe Wireless ADSL Router, each station must
use the same settings as the Wireless ADSL Router.
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Chapter 5

Operation and Status

This Chapter details the operation of the Wireless ADSL Router and the
status screens.

Operation

Once both the Wireless ADSL Router and the PCs are configured, operation isautomatic.

However, there are some situations where additional Internet configuration may be required.
Refer to Chapter 6 - Advanced Features for further details.

Status Screen

Use the Status link on the main menu to view this screen.

Status

LU Modem Status Connecting
DownStream Connection Speed O kbps
UpStream Connection Speed O kbps

Connaction Kethod: PPPOE
Internet Connection: Mot connected
Internet IP Address: -

Connecton Deails
IP &ddress: 182.168.0.1

Netwark Mask: 255, 795.255.0
OHGF Server: On
MAC Address DDed:al 141586

LR Name (55100 haha

Ragion Europe
Channel i
Wireless 4P enable

Broadcast Name  enable

Device Mame: |PE0SEA

Firrmesare Yersion: 0.01.12

Refiesh Sirsen Help

Figure 23: Status Screen
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Data - Status Screen

Operation and Status

Internet

Modem Status

This indicates the status of the ADSL modem component.

DownStream If connected, displays the speed for the DownStream (download)
Connection Speed ADSL Connection.
UpStream If connected, displays the speed for the UpStream (upload) ADSL

Connection Method

Connection.

Connection Method

This indicates the current connection method, as set in the Setup
Wizard.

Internet Connection

This indicates the current status of the Internet Connection
e Active - Connection exists

e Not connected - No current connection, but no error has
been detected. This condition normally arises when anidle
connection is automatically terminated.

e Failed - The connection was terminated abnormally. This
could be caused by ADSL failure, Router failure, or
termination of the connection by your |SP.

If thereis an error, you can click the "Connection Details" button
to find out more information.

Internet |P Address

This P Addressis allocated by the ISP (Internet Service
Provider). If using a dynamic IP address, and no connection
currently exists, this information is unavailable.

LAN

IP Address The IP Address of the Wireless ADSL Router.

Network Mask The Network Mask (Subnet Mask) for the IP Address above.

DHCP Server This shows the status of the DHCP Server function. The value
will be "Enabled" or "Disabled".

MAC Address This shows the MAC Address for the Wireless ADSL Router, as
seen on the LAN interface.

Wireless

Name (SSID) If using an ESS (Extended Service Set, with multiple access
points) this ID is called an ESSID (Extended Service Set
I dentifier).

Region The current region, as set on the Wireless screen.

Channel This shows the Channel currently used, as set on the Wireless
screen.

WirelessAP This indicates whether or not the Wireless Access Point feature is

enabled.

Broadcast Name

This indicates whether or not the SSID is Broadcast. This setting
ison the Wireless screen.

System

Device Name

The current name of the Wireless ADSL Router. Thisis also the
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"hostname” provided to | SPs who request this information.

FirmwareVersion The version of the current firmware installed.

Buttons

Connection Details Click this button to open a sub-window and view a detailed
description of the current connection. Depending on the type of

connection, a"log" may also be available.

Attached Devices Thiswill open a sub-window, showing all LAN and Wireless

devices currently on the network.

Refresh Screen

Update the data displayed on screen.

Connection Status - PPPoE & PPPoA

If using PPPoE (PPP over Ethernet) or PPPoA (PPP over ATM), ascreen like the following
example will be displayed when the "Connection Details" button is clicked.

FPPoE f PPPoA

Comecton Time {wean_up_tmed

Cormection D Server @ppooe_|nks

Jegotiation poe_lopd
Piithantication dpoe_auth#
IF Sddresses istatis_wan_ps

Metmork Mash Potatus_waan_mask g

Comed Discamnied |

Closa | Hal

Figure 24: PPPoE Status Screen

Data - PPPOE Screen

Connection Time

This indicates how long the current connection has been
established.

PPPOE Link Status Thisindicates whether or not the connection is currently

established.

e |f the connection does not exist, the "Connect" button can be
used to establish a connection.

e If the connection currently exists, the "Disconnect” button
can be used to break the connection.

Negotiation This indicates the status of the PPPoOE Server login.

IP Address The IP Address of this device, as seen by Internet users. This
addressis alocated by your ISP (Internet Service Provider).

Network Mask The Network Mask associated with the |P Address above.

Buttons

Connect If not connected, establish a connection to your |SP.
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Disconnect If connected to your ISP, hang up the connection.
Refresh Update the data on screen.
Close Close this window.

Connection Detalls - Dynamic IP Address

If your access method is "Direct" (no login), with a Dynamic | P address, a screen like the
following example will be displayed when the "Connection Details" button is clicked.

Comwecirmn SEsfus - Mioroanl ¥ Iniereet Ceplores

Fio El Wew Fnaones Tk Haip - -2 = @3] A ..-

l-d-cl""-ll"l 0 e rrel S OH W B (i e gl Gl 1 B chen bim -E o Ga

Connection Details -
Dyremie P Addrada

P Addrass .::_-_Li'|! I5_wan_ il
asbnm Ml Elstnbes_wan_maske
Dialgu GalEwEy ETHIELE_wan _jalswEy
OIS Sarver EIriniG_wan_dns
OHCF Sepes idwean_dhip servend
Lesrsim Chbainail :'w W i P _leasain
Liwrse Expires. idwan_chopeapined®

Fisismem Foarars

Hedp Cipee |
bl
] Dona b=l by Covepaiins
Figure 25: Connection Details - Fixed/Dynamic | P Address
Data - Dynamic IP address

Internet
IP Address The current IP Address of this device, as seen by Internet users. This

address is alocated by your ISP (Internet Service Provider).
Network Mask The Network Mask associated with the |P Address above.
Default Gateway The |P address of the remote Gateway or Router associated with the

IP Address above.
DNS Server The IP address of the Domain Name Server which is currently used.
DHCP Server The IP address of your |SP's DHCP Server.
L ease Obtained This indicates when the current | P address was obtained, and how
L ease Expires long before this | P address allocation (the DCHP lease) expires.
Buttons
Release If an IP Address has been allocated to the Wireless ADSL Router (by

the ISP's DHCP Server, clicking the "Release" button will break the
connection and release the |P Address.
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Renew If the ISP's DHCP Server has NOT allocated an |P Address for the
Wireless ADSL Router, clicking the "Renew" button will attempt to
re-establish the connection and obtain an |P Address from the |SP's

DHCP Server.
Refresh Update the data shown on screen.
Close Close this window.
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Connection Detalls - Fixed IP Address

If your access method is "Direct" (no login), with afixed |P address, a screen like the
following example will be displayed when the "Connection Details" button is clicked.

Corwer-ion Siahs: - Mermeit Inlermed Depherer
Fim [ Wew Pgeomes  Tooks ek - <= =il 3 "I

l-d‘l'm|4'-'|' W0 Plermaf S OHO VI 2AME0A LnusErghaiif il 1048 fep bin =] oFh0

Connection Status

Fixed IF Address
IP Addrass ntahs_wan_ipg
Subnat Metarsh CREranG_van_massl
Chalau Galawy Dt _wan _galava W
DHS Sarves ED=lals_wesn_oncs
Cltrion Hulss
|
&l Do = W Cirpudier

Figure 26: Connection Details - Fixed/Dynamic | P Address

Data - Fixed IP address Screen

Internet

IP Address The IP Address of this device, as seen by Internet users. This address
is allocated by your ISP (Internet Service Provider).

Network Mask The Network Mask associated with the |P Address above.

Default Gateway The IP Address of the remote Gateway or Router associated with the
IP Address above.

DNS Server The IP Address of the Domain Name Server which is currently used.
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Chapter 6

Advanced Features

This Chapter explains when and how to use the Wireless ADS. Router's
"Advanced" Features.

Overview

The following advanced features are provided:
e Dynamic DNS

e Firewall Rulesand Services

e Scheduling

e URL filter

e Virtual Servers

Dynamic DNS (Domain Name Server

Thisfree service is very useful when combined with the Virtual Server feature. It allows
Internet users to connect to your Virtual Serversusing a URL, rather than an |P Address.

This also solves the problem of having a dynamic |P address. With a dynamic | P address, your
I P address may change whenever you connect, which makes it difficult to connect to you.
The DynDNS Service works as follows:

1. Youmust register for the service at http://www.dyndns.org (Registration is free). Y our
password will be E-mailed to you.

2. After registration, use the "Create New Host" option (at www.dyndns.org) to request your
desired Domain name.

Enter your data from www.dyndns.org in the Wireless ADSL Router's DDNS screen.

The Wireless ADSL Router will then automatically ensure that your current |P Addressis
recorded at http://www.dyndns.org

5. Fromthe Internet, users will be able to connect to your Virtual Servers (or DMZ PC)
using your Domain name, as shown on this screen.
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Dynamic DNS Screen

Select Advanced on the main menu, then Dynamic DNS, to see a screen like the following:

DDNS (Dynamic DNS)

DOMNS
Service

rUse a Dymamic ONS Sendce

=R E) Service Provider [ CyrDhs. org =)
Host Name |

Lkser Marme |

Password |

DDNS Status:

[Sem| Carcel | Help

Figure 27: DDNS Screen

Data - Dynamic DNS Screen
DDNS Service

Use a Dynamic Use this to enable or disable the DDNS feature as required.

DNS Service

DDNS Data

Service Provider Select the desired DDNS Service provider.

Host Name Enter the domain name allocated to you by the DDNS Service. If you
have more than one name, enter the name you wish to use.

User Name Enter your Username for the DDNS Service.

Password Enter your current password for the DDNS Service.

Domain Name Enter the domain name allocated to you by the DDNS Service. If you
have more than one name, enter the name you wish to use.

DDNS Status e This message isreturned by the DDNS Server

e Normally, this message should be "Update successful

e If themessageis"No host", thisindicates the host name entered
was not allocated to you. Y ou need to connect to DDNS Service
provider and correct this problem.
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RICGEURRUIES
The Firewall Rules screen alows you to define "Firewall Rules” which can allow or prevent
certain traffic.

By defaullt:
e All Outgoing traffic is permitted.
e All Incoming trafficis denied.

"Traffic" meansincoming connection attempts, not packets.

Because of this default behavior, any Outgoing rules will generally Block traffic, and
Incoming rules will generally Allow traffic.

Firewall Rules Screen

An example screen is shown below.

Firewall Rules

Ineaming Rules

" Enable Sepdce Mame Bclsan LAk Server |P address WaAN Lsers Log
Default] Yes By BLOCK abvays - Ay Match

| &g | Ean | wove | Dekts |

Ouf going Rules

.. _Enahla: Service Name | Aetian | LAM Users | WAN Servers  Log
Default Yes iy ALLOW abways Ay Arry Never

agg | Edi | Move | Dekte

Figure 28 Firewall Screen

Data — Firewall Rules

Incoming Rules

# For the default rule, thiswill display "Default".
For other rules, thiswill display aradio button which allows you to
select therule.

Enable Indicates whether or not the rule is currently enabled.

Service Name The Service covered by thisrule.

Action The action performed on connections which are covered by thisrule.

LAN Server The PC or Server on your LAN to which traffic covered by thisrule
will be sent.

WAN Users The WAN IP address or addresses covered by thisrule.

Log Indicates whether or not connections covered by this rule should be
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logged.

Buttons

Usethe"Add" button to create a new rule.

The other buttons - Edit, Move, or Delete - require that arule be
selected first. Use the radio buttons in the left column to select the
desired rule.

Outgoing Rules

#

For the defaullt rule, thiswill display "Default".
For other rules, thiswill display aradio button which alows you to
select therule.

Enable

Indicates whether or not the rule is currently enabled.

Service Name

The Service covered by thisrule.

Action The action performed on connections which are covered by thisrule.

LAN Users The LAN PC or PCs covered by thisrule.

WAN Servers The WAN IP address or addresses covered by thisrule.

Log Indicates whether or not connections covered by this rule should be
logged.

Buttons Usethe "Add" button to create anew rule.

The other buttons - Edit, Move, or Delete - require that arule be
selected first. Use the radio buttons in the left column to select the
desired rule.
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Incoming Rules

This screen is displayed when the "Add" on "Edit" button for Incoming Rulesis clicked.

Inbound Services

Service [ArWALLYTCRAIDR 1 B5535) -
Action [ALLGW dwary: -]
Send to LAN Server | A |
Wan Users [ame =

Start: | | | |

Finish: | |
Log Alvays =

'-:mﬂ Cancal |

Help | Cioss

Figure 29: Inbound Services Screen

Data — Incoming Rules Screen

Inbound Services

Service Select the desired Service. This determines which packets are
covered by thisrule. If necessary, you can define a new Service on
the "Services" screen, by defining the protocols and port numbers
used by the Service.

Action Select the desired action for packets covered by thisrule:
e ALLOW aways

e ALLOW by schedule, otherwise Block

e BLOCK always

e BLOCK by schedule, otherwise Allow

Note:

e Any inbound traffic which is not allowed by rules you create
will be blocked by the Default rule.

e BLOCK rulesare only useful if the traffic is already covered by
an ALLOW rule. (That is, you wish to block a sub-set of traffic
which is currently allowed by another rule.)

e To define the Schedule used in these selections, use the
"Schedul€e" screen.

LAN Users Enter the IP address of the PC or Server on your LAN which will
receive the inbound traffic covered by thisrule.

WAN Users These settings determine which packets are covered by therule,
based on their source (WAN) |P address. Select the desired option:

e Any - All IP addresses are covered by thisrule.

a1
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e Addressrange - If thisoption is selected, you must enter the
"Start" and "Finish" fields.

e Single address - Enter the required address in the " Start” fields.

Log This determines whether packets covered by this rule are logged.
Select the desired action.

e Always- dwayslog traffic considered by this rule, whether it
matches or not. (This is useful when debugging your rules.)

e Never - never log traffic considered by this rule, whether it
matches or not.

e Match - Log traffic only it matchesthisrule. (The action is
determined by thisrule.)

e Not Match - Log traffic which is considered by thisrule, but
does not match (The action isNOT determined by thisrule.)

Outgoing Rules

This screen is displayed when the "Add" on "Edit" button for Outgoing Rulesis clicked.

Outbound Services

Senvice  |ENMENNREZIGERGENEN - |

Action [BLOCK atwiays =
LAM Users [Amy -

start: | .| "

firsh. R | . |

WAN Users |Amy -

start: A I

ash:| . . ]

Log

|T~e_r?] —ancal Heim |

Figure 30: Outbound Services Screen

Data - Outbound Rules Screen

Outbound Services

Service Select the desired Service or application to be covered by thisrule. If
the desired service or application does not appear in the list, you
must define it using the Services menul.

Action Select the desired action for packets covered by thisrule:
e BLOCK aways

e BLOCK by schedule, otherwise Allow

e ALLOW aways
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e ALLOW by schedule, otherwise Block

Note:

e Any outbound traffic which is not blocked by rules you create
will be allowed by the Default rule.

e ALLOW rulesareonly useful if thetraffic is already covered by
aBLOCK rule. (That is, you wish to allow a subset of traffic
which is currently blocked by another rule.)

e To define the Schedule used in these selections, use the
"Schedule" screen.

LAN Users

Enter the | P address of the PC or Server on your LAN which will
receive the inbound traffic covered by thisrule.

WAN Users

These settings determine which packets are covered by the rule,
based on their source (WAN) | P address. Select the desired option:

e Any - All IP addresses are covered by thisrule.

e Addressrange - If thisoption is selected, you must enter the
"Start" and "Finish" fields.

e Single address - Enter the required address in the " Start” fields.

Log

This determines whether packets covered by this rule are logged.
Select the desired action.

e Always- dwayslog traffic considered by this rule, whether it
matches or not. (This is useful when debugging your rules.)

e Never - never log traffic considered by this rule, whether it
matches or not.

e Match - Log traffic only it matchesthisrule. (The action is
determined by thisrule.)

e Not Match - Log traffic which is considered by thisrule, but
does not match (The action isNOT determined by thisrule.)
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Services

This screen is used to modify the list of Services which are available when creating Firewall
Rules.

Add Services

Service List Existing Services

MdlElﬂl n=u=|

_ ten |

Figure 31: Firewall Services

Data — Services

Services

ServicesList Thislists all defined Services.

Add Use this to open a sub-screen where you can add a new service.

Edit To modify a service, select it, and then click this button.

Delete Pre-defined Services can not be deleted, but you can use this button
to delete any services you have defined.

Add/Edit Service

This screen is displayed when the Add or Edit button on the Services screen is clicked.

Add/Edit Service

Mams= Ii
Typs [fee &
Start Fortk: |_
Frish P [
_Sewu | Conca |
Holp | Coss

Figure 32 : Add/Edit Service
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Data — Add/Edit Service

Services

Name If editing, this shows the current name of the Service.
If adding a new service, thiswill be blank, and you should enter a
suitable name.

Type Select the protocol used by the Service.

Start Port Enter the beginning of the port range used by the Service.

Finish Port Enter the end of the port range used by the Service.
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Schedule

This Schedule can be used for the Firewall Rules and the URL filter.

Timse Zode

Default Schedule

Schedul= % Elmnlr Di"'

= Sunday

# Mlonday

= Tuesday

= Wednesdiy
® Thursday

= Frelay

= Salurday
Tme of day: {use 24-hour clock)
7 A&l ey
Start Time
End Time

| Hew[ Minute
T Hew[  Mime

r Adusst for Daylight Savmgs Time
r~ Use this NTP Sarver | Jd A

Current Time: 2002-09-08 12:08:35

Bk pobe) T

Figure 33: Schedule Screen

Data - Schedule Screen

Schedule

Sunday, Use these checkboxes to select the desired days.

Monday...

Start Time Enter the start using a 24 hr clock.

Finish Time Enter the finish time using a 24 hr clock.

Local Time

Time Zone In order to display your local time correctly, you must select your
"Time Zone" from the list.

Adjust for If your region uses Daylight Savings Time, you must manually check

Daylight Savings
Time

"Adjust for Daylight Savings Time" at the beginning of the
adjustment period, and uncheck it at the end of the Daylight Savings
period.

UsethisNTP
Server

If you prefer to use a particular NTP server as the primary server,
check the checkbox "Use thisNTP Server" and enter the Server's IP
addressin the fields provided..

If this setting is not enabled, the default NTP Servers are used.

Current Time

This displays the current time on the Wireless ADSL Router.
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URL Filter

If you want to limit accessto certain sites on the Internet, you can use this feature. The URL
filter will check each Web site access. If the address, part of the address, isincluded in the
block sitelist, access will be denied.

URL Filter

Blocking o,
r Per Schadule
i Ahwray's

Type Keyword or Domain Mame Here
I

A ey

Block SEes Containing these Keywords or
Domain Names:

Deleta Kawaord | Clarlist |
r Allow Trusted IP Address to Visit Blocked Sites
Trusted P | | |
Addressg : * =

S | Cancal | Help

Figure 34: URL Filter Screen

Data - URL Filter Screen

Blocking
Blocking Select the desired option:
e Never - disablethisfeature.
e By Schedule - block according to the settings on the Schedule
page.
e Always- alow blocking al of the time, independent of the
Schedule page.
Add Site
Keyword or Type the word or domain name you want to block, then click the
Domain Name "Add" button.
Block List
Block Sites The list contains the current list of items to block.
e Toaddtothelist, usethe"Add" option above.
o Todelete an entry, select it and click "Delete Keyword" button.
e Todeleteall entries, click the "Clear List" button.

47



Advanced Features

Trusted PC

Allow Trusted Enable this to allow one computer to have Unrestricted Accessto the

PC Internet. For this PC, any restrictions set by the blocking above will be
ignored.

Trusted IP Type the IP address of the computer in the fields provided.

Address

Virtual Servers

This feature, sometimes called Port Forwarding, allows you to make Servers on your LAN
accessible to Internet users. Normally, Internet users would not be able to access a server on
your LAN because:

e Your Server does not have avalid external |P Address.
e Attemptsto connect to devices on your LAN are blocked by the firewall in this device.

The"Virtual Server" feature solves these problems and allows Internet users to connect to your
servers, asillustrated below.

192.168.0.1
(LAN IP Address)

Wireless
Web Server Router FTP Server

(192.168.0.10) 203.70.212 52 (192.168.0.20)
(Internet IP Address)

Internet
Remote PC Remote PC
Using Web Server Using FTP Server
(http://203.70.212.52) (ftp://203.70.212.52)

Figure 35: Virtual Servers

IP Address seen by Internet Users

Note that, in thisillustration, both Internet users are connecting to the same I P Address, but
using different protocols.

To Internet users, all virtual Servers on your LAN have the same IP Address.
This IP Address is allocated by your ISP.
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This address should be static, rather than dynamic, to make it easier for Internet usersto
connect to your Servers.

However, you can use the DDNS (Dynamic DNS) feature to allow users to connect to your
Virtual Serversusing a URL, instead of an |P Address.

Virtual Servers Screen

The"Virtual Servers' feature allows Internet Users to access PCs on your LAN.
The PCs must be running the appropriate Server Software.

For Internet Users, ALL of your Servers have the same | P address. This IP addressis
alocated by your I1SP.

To makeit easier for Internet users to connect to your Servers, you can use the "DDNS'
feature. This allows Internet users to connect to your Servers with a URL, rather than an
IP address. This technology works even if your ISP allocates dynamic | P addresses (1P
addressis allocated upon connection, so it may change each time you connect).

Virtual Servers

FTP
E-bailf PO

Zave changes befors selecting another Server.

Properties r Enable
PC (Server): | |

Seen | Canoel | Halp

Figure 36: Virtual Servers Screen

Data - Virtual Servers Screen

Servers

Servers Thislists anumber of pre-defined Servers, plus any Serversyou
have defined. Details of the selected Server are shown in the
"Properties" area.

Properties

Enable Use thisto Enable or Disable support for this Server, as required.

PC (Server) Enter the IP address of the PC for this Server. The PC must be
running the appropriate Server software.

’@ For each entry, the PC must be runn 1g the
appropriate Server software.
Note!

If the desired Server type is not liste , you can
define your own Servers, using the F rewall Rules.
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Connecting to the Virtual Servers

Once configured, anyone on the Internet can connect to your Virtual Servers. They must use
the Internet |P Address (the |P Address allocated to you by your ISP).

eg.
http://203.70.212.52

Ttp://203.70.212.52

It is more convenient if you are using a Fixed |P Address from your ISP, rather than Dynamic.
However, you can use the Dynamic DNSfeature, described in the following section, to allow
users to connect to your Virtual Serversusing a URL, rather than an I|P Address.

From the Internet, ALL Virtual >ervers have
the IP Address allocated by yc ir ISP

Notel
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Advanced Administration

This Chapter explains the settings available via the "Administration™ section
of the menu.

Overview

Normally, it is not necessary to use these screens, or change any settings. These screens and
settings are provided to deal with non-standard situations, or to provide additional options for
advanced users.

The available settings and features are:

Config File Backup or restore the configuration file for the Wireless ADSL Router.
Thisfile contains all the configuration data.

Logs & Email View or clear al logs, set E-Mailing of log files and derts.

Network Ping, DNS Lookup.
Diagnostics

PC Database Thisisthelist of PCs shown when you select the"DMZ PC" or a
"Virtual Server". This database is maintained automatically, but you can
add and delete entries for PCs which use a Fixed (Static) |P Address.

Remote Allow settings to be changed from the Internet..

M anagement

Routing Only required if your LAN has other Routers or Gateways.
Firmware Upgrade the Firmware (software) installed in your Wireless ADSL
Upgrade Router.
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Config File

This feature allows you to download the current settings from the Wireless ADSL Router, and
save them to afile on your PC.

Y ou can restore a previously-downl oaded configuration file to the Wireless ADSL Router, by
uploading it to the Wireless ADSL Router.

This screen also alows you to set the Wireless ADSL Router back to its factory default
configuration. Any existing settings will be deleted.

An example Config File screen is shown below.

Config File

Backup gEFI0 Copy of Current Settings
Config

i Backup I

LIHGIS Restore Saved Settings from a File
Config |

g

Revert to Factory Default Settings
Factary Defauits |

Hep |

Figure 37: Config File Screen

Data - Config File Screen

Backup Config Use this to download a copy of the current configuration, and store the
file on your PC. Click Download to start the download.

Restore Config This allows you to restore a previously-saved configuration file back to
the Wireless ADSL Router.

Click Browse to select the configuration file, then click Restore to
upload the configuration file.

WARNING !

Uploading a configuration file will destroy (overwrite) ALL of the
existing settings.

Default Config Clicking the Factorye Defaults button will reset the Wireless ADSL
Router to its factory default settings.

WARNING!

Thiswill delete ALL of the existing settings.
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The Logs record various types of activity on the Wireless ADSL Router. This datais useful for
troubleshooting, but enabling all logs will generate alarge amount of data and adversely affect
performance.

Since only alimited amount of log data can be stored in the Wireless ADSL Router, log data
can aso be E-mailed to your PC. Use the E-mail screen to configure this feature.

(.18 Cunrrent time: 2002-00-08 12:91:47

[ Remresn | Cierien | Sénaled |

GHITEEALY F Aftempted access to blocked sites

[B.1: 0 = Connections to the Web-based interface of this
Rauter

F Router operation (start up, get time etc)

F Known DoS attacks and Part Scans

= Dizable

r Breadeast on LAN

r Send ta this Syslog | |
saryder |F address 3 '

Gawe | Cancel |  Help |

Figure 38: Logs Screen

Data - Logs Screen

Logs

Current Time The current time on the Wireless ADSL Router is displayed.

Log Data Current log datais displayed in this panel.

Buttons There are three (3) buttons
e Refresh - Update the log data.

e Clear Log - Clear thelog, and restart it. This makes new
messages easier to read.

e Send Log - E-mail thelog immediately. Thisisonly
functiona if the E-mail screen has been configured.
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Logs

Include (Checkboxes) | Use these checkboxes to determine which events are included in

the log. Checking all options will increase the size of thelog, so it

is good practice to disable any events which are not really

required.

e Attempted accessto blocked sites - If checked, attempted
Internet accesses which were blocked are logged.

e Connectionsto the Web-based interface of this Router - If
checked, thiswill log connections TO this Router, rather than
through this Router to the Internet.

e Router operation - If checked, other Router operations (not
covered by the selections above) will be logged.

e Known DoS attacks and Port Scans - If checked, Denial of
Service attacks, as well as port scans, will be logged.

Syslog

Disable Datais not sent to a Syslog Server.

Broadcast on LAN The Syslog datais broadcast, rather than sent to a specific Syslog
server. Use thisif your Syslog Server does not have afixed IP
address.

Syslog If your Syslog server has afixed |P address, select this option,
and enter the |P address of your Syslog server.
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Network Diagnostics

This screen allows you to perform a"Ping" or a"DNS lookup”. These activities can be useful
in solving network problems.

An example Network Diagnostics screen is shown below.

Network Diagnostics

IP Address | A A , | Ping |
DNS Lookup R e IEree Lookip |
P addrass:
OMS Server;
Display the Rowting Table
_Dus.r.'llﬂg,- |
Reboot the Rouber
= alenl |
Halo

Figure 39: Networ k Diagnostics Screen

Data - Network Diagnostics Screen

Ping

Ping this Enter the |P address you wish to ping. The IP address can be on your

IP Address LAN, or on the Internet. Note that if the addressis on the Internet,
and no connection currently exists, you could get a"Timeout" error.
In that case, wait afew seconds and try again.

Ping Button After entering the | P address, click this button to start the "Ping"
procedure. The results will be displayed in the Ping Results pane.

DNS Lookup

I nternet name Enter the Domain name or URL for which you want a DNS (Domain

Name Server) lookup. Note that if the addressin on the Internet, and
no connection currently exists, you could get a"Timeout" error. In
that case, wait afew seconds and try again.

L ookup Button

After entering the Domain name/URL, click this button to start the
"DNS Lookup" procedure.

Routing

Display

Click this button to display the internal routing table. This
information can be used by Technical Support and other staff who
understand Routing Tables.
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This screen alows you to E-mail Logs and Alerts. A sample screen is shown below.

E-mail Alerts

E-mail Logs

~ Turn E-mail Motification Cn
Send Alerts and Logs Via E-mail
Outgoing Mail Server: I
Send To This E-mail Address: |

Send E-Mail alerts immediately

# |f a DS attack is detected,

= If a Port Scan is deteched

= If someons attempts to access a blocked site

E-mail Logs According to this Schedule
rI.I. alu“ ﬂ

Day | =l

Time! =] =am. ~p.m.

[Bave] Cancel| Hew |

Figure 40: E-mail Screen

Data — E-mail Screen

E-Mail Notification

Send Logs &
Alertsvia E-mail

Check this box to enable this feature. If enabled, the E-mail address
information (below) must be provided.

Send to thisE- Enter the E-mail address the Log isto be sent to. The E-mail will also
mail address show this address as the Sender's address.

Outgoing Mail Enter the address or IP address of the SMTP (Simple Mail Transport
Server Protocol) Server you use for outgoing E-mail.

E-mail Alerts

Send E-mail alerts

Y ou can choose to have alerts E-mailed to you, by checking the
desired checkboxes. The Wireless ADSL Router can send an
immediate alert when it detects a significant security incident such as

e A known hacker attack is directed at your |P address
e A computer on the Internet scans your | P address for open ports

e Someone on your LAN (Local Area Network) triesto visit a
blocked site.
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E-mail Logs

Send L ogs

Select the desired option for sending the log by E-mail.

Never (default) - Thisfeatureis disabled; Logs are not sent.
When log isfull - Thetimeis not fixed. The log will be sent

when the log is full, which will depend on the volume of traffic.

Hourly, Daily, Weekly... - Thelog is sent on theinterval
specified.
If "Daily" is selected, thelog is sent at the time specified.

If the day is specified, the log is sent once per week, on the
specified day.

Select the time of day you wish the E-mail to be sent.

If thelog isfull before the time specified to send it, it will be
sent regardless.
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Remote Admin

If enabled, this feature allows you to manage the Wireless ADSL Router viathe Internet.

Remote Administration

LT~ Tumn Remote Management On

Administration Remote Management Address
Allow Remote Access By
r Only This Comgputer; | . J <
r IP Address Range : From | : g | :

To| R | a q
= Everyone
Port Mumber: [#0z0
Save | Camoal | Help

Figure 41: Remote Administration Screen

Data - Remote Administration Screen

Remote Administration

Enable Remote Check to allow adminstration/management viathe Internet. (To
M anagement connect, see below).

If Disabled, this device will ignore Administration connection
attempts from the Internet.

Remote Thisisthe current address you will use When accessing your Router
Management from the Internet. To access the Router:
Address 1. From aremote location, start your Browser.

2. Inthe"Address' or "Location" field, enter the Internet IP
address of this device (NOT the LAN IP address), followed by
the port number, asfollows:

http://ip_address:port_number
Where:
ip_address isthe Internet |P address of this device.

port_number isthe port number assigned on this screen.

3. You should then be prompted for the password for this device.
(You must assign a password!)

Port Number Enter a port number between 1024 and 65535. The default for HTTP
(Web) connectionsis port 80, but using port 80 will prevent the use
of aWeb "Virtual Server" on your LAN. So using a different port
number is recommended. The default value is 8080.

The port number must be specified in your Browser when you
connect, as detailed above.

58



Wireless ADSL Router User Guide

Access Permission

Allow Remote Select the desired option.

Access e Everyone- alow access by everyone on the Internet.

e Only ThisComputer - allow access by only one |P address.
Enter the desired IP address.

e |P Address Range - allow access from arange of |P addresses
on the Internet. Enter a beginning and ending | P address to
define the allowed range.

For security, you should restrict access to as few external |P
addresses as practical.

To connect from aremote PC via the Internet
1. Ensureyour Internet connection is established, and start your Web Browser.

2. Inthe"Address' bar, enter "HTTP://" followed by the Internet P Address of the Wireless
ADSL Router. If the port number is not 80, the port number is also required. (After the IP
Address, enter ":" followed by the port number.)
eg.

HTTP://123.123.123.123:8080

This example assumes the WAN IP Addressis 123.123.123.123, and the port number is 8080.
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Overview

If you don't have other Routers or Gateways on your LAN, you can ignore the "Routing"
page completely.

If the Wireless ADSL Router is only acting as a Gateway for the local LAN segment,
ignore the "Routing" page even if your LAN has other Routers.

If your LAN has a standard Router (e.g. Cisco) on your LAN, and the Wireless ADSL
Router isto act as a Gateway for all LAN segments, enable RIP (Routing Information
Protocol) and ignore the Static Routing table.

If your LAN has other Gateways and Routers, and you wish to control which LAN
segments use each Gateway, do NOT enable RIP (Routing Information Protocol).
Configure the Static Routing table instead. (Y ou also need to configure the other Routers.)

If using Windows 2000 Data center Server as a software Router, enable RIP on the
Wireless ADSL Router, and ensure the following Windows 2000 settings are correct:

e  Open Routing and Remote Access

e Intheconsoletree, select Routing and Remote Access, [ server name], |P Routing,
RIP

e Inthe"Details' pane, right-click the interface you want to configure for RIP version 2,
and then click "Properties”.

e Onthe"Genera" tab, set Outgoing packet protocol to "RIP version 2 broadcast”, and
Incoming packet protocol to "RIP version 1 and 2".

Routing Screen

Therouting table is accessed by the Routing link on the Administration menu.

Using this Screen

Generally, you will use either RIP (Routing Information Protocol) OR the Static Routing Table,
as explained above, athough isit possible to use both methods simultaneously.

Static Routing Table

If RIPisnot used, an entry in the routing table is required for each LAN segment on your
Network, other than the segment to which this device is attached.

The other Routers must also be configured. See Configuring Other Routers on your LAN
later in this chapter for further details and an example.
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Routing

Static Routing

Gl RIP Direction [Noes =]

RIP Version |F-tIF'1 j

Static Routing Table Entries

Add | Edit| Dele |

Sae | {!m::ull Help

Figure 42: Routing Screen

Data - Routing Screen

RIP
RIP Direction Select the desired RIP Direction.
RIP Version Choose the RIP Version for the Server.

Static Routing

Static Routing

Thislist shows all entriesin the Routing Table.

TableEntries e  Thisareashows details of the selected item in the list.

e Change any the properties as required, then click the "Edit"
button to save the changes to the selected entry.

Buttons

Add Add anew entry to the Static Routing table, using the data shown in
the "Properties" area on screen. The entry selected in thelist is
ignored, and has no effect.

Edit Update the current Static Routing Table entry, using the data shown
in the table area on screen.

Delete Delete the current Static Routing Table entry.

Save Save the RIP setting. This has no effect on the Static Routing Table.

Configuring Other Routers on your LAN

Itisessentia that all 1P packets for devices not on the local LAN be passed to the Wireless
ADSL Router, so that they can be forwarded to the external LAN, WAN, or Internet. To
achievethis, thelocal LAN must be configured to use the Wireless ADSL Router as the
Default Route or Default Gateway.

61



Advanced Administration

Local Router

The local router is the Router installed on the same LAN segment as the Wireless ADSL
Router. This router requires that the Default Route is the Wireless ADSL Router itself.
Typically, routers have a special entry for the Default Route. It should be configured as follows.

Destination | P Address Normally 0.0.0.0, but check your router documentation.
Network Mask Normally 0.0.0.0, but check your router documentation.
Gateway | P Address The IP Address of the Wireless ADSL Router.

Metric 1

Other Routers on the Local LAN

Other routers on the local LAN must use the Wireless ADSL Router's Local Router as the

Default Route. The entries will be the same as the Wireless ADSL Router's local router, with

the exception of the Gateway |P Address.

e For arouter with adirect connection to the Wireless ADSL Router's local Router, the
Gateway |P Addressis the address of the Wireless ADSL Router'slocal router.

e  For routers which must forward packets to another router before reaching the Wireless

ADSL Router'slocal router, the Gateway |P Addressis the address of the intermediate
router.

Static Routing - Example

Router A
(192.168.1.80) — (192.168.0.100)

Segment 1 Segment 0
(192.168.1.xx) (192.168.0.x)

N
{
D

f

-

Router 8 Wireless

(192.168.1.90) (192.168.2.70) (192.168.0.1)

Segment 2

4
& (192.168.2.%X)

Figure 43: Routing Example

For the Wireless ADSL Router's Routing Table

For the LAN shown above, with 2 routers and 3 LAN segments, the Wireless ADSL Router
requires 2 entries as follows.

Entry 1 (Segment 1)

Destination |P Address 192.168.1.0

Network Mask 255.255.255.0 (Standard Class C)

Gateway |P Address 192.168.0.100 (Wireless ADSL Router'slocal
Router)

Metric 2
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Entry 2 (Segment 2)

Destination |P Address

192.168.2.0

Network Mask

255.255.255.0 (Standard Class C)

Gateway |P Address

192.168.0.100

Metric

3

For Router A's Default Route

Destination |P Address

0.0.0.0

Network Mask

0.0.0.0

Gateway IP Address

192.168.0.1 (Wireless ADSL Router's IP
Address)

For Router B's Default Route

Destination |P Address

0.0.0.0

Network Mask

0.0.0.0

Gateway IP Address

192.168.1.80 (Wireless ADSL Router's local
router)
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Advanced Administration

Router Upgrade

The firmware (software) in the Wireless ADSL Router can be upgraded using your Web
Browser.

Y ou must first download the upgrade file, then select Upgrade on the Administration menu.
Y ou will see a screen like the following.

Router Upgrade

Locate and Sefect the Upgrade File from youwr Hard Disk;

| Browse... |
Uplad | Cancal | Help |

Figure 44: Router Upgrade Screen

To perform the Firmware Upgrade:

1. Click the "Browse" button and navigate to the location of the upgradefile.
2. Select the upgrade file. Its name will appear in the Upgrade File field.
3. Click the"Start Upgrade" button to commence the firmware upgrade.

g The Wireless ADSL Router is unavailal le during the
upgrade process, and must restart wh n the
Motel upgrade is completed. Any connection ; to or
through the Wireless ADSL Router will be lost.



Appendix A

Troubleshooting

This Appendix covers the most likely problems and their solutions.

Overview

This chapter covers some common problems that may be encountered while using the Wireless
ADSL Router and some possible solutions to them. If you follow the suggested steps and the
Wireless ADSL Router still does not function properly, contact your dealer for further advice.

General Problems

Problem 1. Can't connect to the Wireless ADSL Router to configureit.

Solution 1:  Check the following:

e TheWirelessADSL Router is properly installed, LAN connections are
OK, and it is powered ON.

e Ensurethat your PC and the Wireless ADSL Router are on the same
network segment. (If you don't have a router, this must be the case.)

e |f your PCisset to "Obtain an |P Address automatically" (DHCP
client), restart it.

e |f your PC uses aFixed (Static) | P address, ensure that it isusing an IP
Address within the range 192.168.0.2 to 192.168.0.254 and thus
compatible with the Wireless ADSL Router's default |P Address of
192.168.0.1.

Also, the Network Mask should be set to 255.255.255.0 to match the
Wireless ADSL Router.

In Windows, you can check these settings by using Control Panel-
Network to check the Properties for the TCP/IP protocol.

Internet Access

Problem 1: When | enter aURL or |P address| get atimeout error.

Solution 1: A number of things could be causing this. Try the following troubleshooting
steps.
e Check if other PCswork. If they do, ensure that your PCs I P settings
are correct. If using a Fixed (Static) |P Address, check the Network
Mask, Default gateway and DNS as well as the IP Address.

e |f the PCsare configured correctly, but still not working, check the
Wireless ADSL Router. Ensure that it is connected and ON. Connect to
it and check its settings. (If you can't connect to it, check the LAN and
power connections.)

e  Check the Wireless ADSL Router's status screen to see if it isworking
correctly.
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Problem 2:

Solution 2:

Appendix A - Troubleshooting

Some applications do not run properly when using the Wireless ADSL
Router.

The Wireless ADSL Router processes the data passing through it, so it is not
transparent.

For incoming connections, you must use the Virtual Server or Firewall
Rules to specify the PC which will receive the incoming traffic.

Y ou can also use the DMZ function. This should work with aimost every
application, but:

e |tisasecurity risk, sincethefirewall is disabled.
e Only one (1) PC can use this feature.

Wireless Access

Problem 1:
Solution 1:

Problem 2:
Solution 2:

My PC can't locate the Wireless Access Point.

Check the following.

e Your PCisset to Infrastructure Mode. (Access Points are alwaysin
Infrastructure Mode)

e TheSSID on your PC and the Wireless Access Point are the same.
Remember that the SSID is case-sensitive. So, for example
"Workgroup" does NOT match "workgroup".

e Both your PC and the Wireless ADSL Router must have the same
setting for WEP. The default setting for the Wireless ADSL Router is
disabled, so your wireless station should also have WEP disabled.

o |f WEPisenabled on the Wireless ADSL Router, your PC must have
WEP enabled, and the key must match.

o |f the Wireless ADSL Router's Wireless screen is set to Allow Trusted
PCs only, then each of your Wireless stations must have been
designated as "Trusted", or the Wireless station will be blocked.

e Toseeif radiointerferenceis causing aproblem, seeif connection is
possible when close to the Wireless ADSL Router.
Remember that the connection range can be aslittle as 100 feet in poor
environments.

Wireless connection speed isvery slow.

The wireless system will connect at the highest possible speed, depending
on the distance and the environment. To obtain the highest possible
connection speed, you can experiment with the following:

e Wireless ADSL Router location.

Try adjusting the location and orientation of the Wireless ADSL
Router.

e  Wireless Channel
If interference is the problem, changing to another channel may show a
marked improvement.

e Radio Interference
Other devices may be causing interference. Y ou can experiment by
switching other devices Off, and see if this helps. Any "noisy" devices
should be shielded or relocated.

e RF Shidlding
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Y our environment may tend to block transmission between the wireless
stations. Thiswill mean high access speed is only possible when close
to the Wireless ADSL Router.
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Appendix B
About Wireless LANS

This Appendix provides some background information about using Wireless
LANs (WLANS).

Modes

Wireless LANs can work in either of two (2) modes:
e Ad-hoc
e Infrastructure

Ad-hoc Mode

Ad-hoc mode does not require an Access Point or awired (Ethernet) LAN. Wireless
Stations (e.g. notebook PCs with wireless cards) communicate directly with each other.

Infrastructure Mode

In Infrastructure Mode, one or more Access Points are used to connect Wireless Stations
(e.g. Notebook PCs with wireless cards) to awired (Ethernet) LAN. The Wireless Stations
can then access all LAN resources.

,@ Access Points can only function in "Infrastruct re" mode,
and can communicate only with Wireless Static 1s which are
Motel setto "Infrastructure” mode.

BSS/ESS

BSS

A group of Wireless Stations and a single Access Point, all using the same ID (SSID), form a
Basic Service Set (BSS).

Using the same SSID is essential. Devices with different SSIDs are unable to communicate
with each other.

ESS

A group of Wireless Stations, and multiple Access Points, all using the same ID (ESSID), form
an Extended Service Set (ESS).

Different Access Points within an ESS can use different Channels. In fact, to reduce
interference, it is recommended that adjacent Access Points SHOULD use different channels.

AsWireless Stations are physically moved through the area covered by an ESS, they will
automatically change to the Access Point which has the least interference or best performance.
This capability is called Roaming. (Access Points do not have or require Roaming capabilities.)
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The Wireless Channel sets the radio frequency used for communication.

e Access Points use a fixed Channel. Y ou can select the Channel used. This allows you to
choose a Channel which provides the least interference and best performance. In the USA
and Canada, 11 channel are available. If using multiple Access Points, it is better if
adjacent Access Points use different Channels to reduce interference.

e In"Infrastructure" mode, Wireless Stations normally scan all Channels, looking for an
Access Point. If more than one Access Point can be used, the one with the strongest signal
isused. (This can only happen within an ESS.)

e |f using "Ad-hoc" mode (no Access Paint), all Wireless stations should be set to use the
same Channel. However, most Wireless stations will still scan all Channelsto seeif there
isan existing "Ad-hoc" group they canjoin.

WEP

WEP (Wired Equivalent Privacy) is a standard for encrypting data before it is transmitted.

Thisis desirable because it isimpossible to prevent snoopers from receiving any datawhich is
transmitted by your Wireless Stations. But if the datais encrypted, then it is meaningless
unless the receiver can decrypt it.

If WEP isused, the Wireless Stations and the Access Point must have the same settings
for each of the following:

WEP Off, 64 Bit, 128 Bit

Key For 64 Bit encryption, the Key value must match.
For 128 Bit encryption, the Key value must match

WEP Authentication Open System or Shared Key.

Wireless LAN Configuration

To adlow Wireless Stations to use the Access Point, the Wirel ess Stations and the A ccess Point
must use the same settings, as follows:

M ode On client Wireless Stations, the mode must be set to "Infrastructure”.
(The Access Point is aways in "Infrastructure” mode.)

SSID (ESSID)  Wireless Stations should use the same SSID (ESSID) as the Access
Point they wish to connect to. Alternatively, the SSID can be set to "any"
or null (blank) to alow connection to any Access Paint.

WEP The Wireless Stations and the Access Point must use the same settings
for WEP (Off, 64 Bit, 128 Bit).

WEP Key: If WEP is enabled, the Key must be the same on the
Wireless Stations and the Access Point.

WEP Authentication: If WEP is enabled, all Wireless Stations must
use the same setting as the Access Point (either "Open System” or
"Shared Key").



Appendix C

Specifications

Multi-Function Wireless ADSL Router

Model Wireless ADSL Router
Dimen ions 189mm(W) * 122mm(D) * 27mm(H)
Operat ig Temperature  0° Cto 40° C

Storagr Temperature -10°Cto70° C

Netwo < Protocol: TCP/IP

Netwo < Interface: 4* 10/100BaseT (RJ45) LAN connection

1* RJ11for ADSL

LEDs 12

Power \dapter 15V Externa
Standards IEEE802.11g WLAN,
Frequency 2.410 2.4835GHz (Industrial Scientific Medical Band )
Channels Maximum 14 Channels, depending on regulatory authorities
Modulation DSSS BPSK/QPSK/CCK, OFDM/CCK
Data Rate Up to 54 Mbps
Coverage Area Indoors : 15m @54Mbps, 120m @6M bps or lower

Outdoors : 40m @54Mbps, 300m @6Mbps or lower

WEP 64Bit, 128Bit
Output Power 20.5dBm (typical)

Receiver Sensitivity ~ -80dBm Min.
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Regulatory Approvals

FCC Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in aresidential installation.

This equipment generates, uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception,
which can be determined by turning the equipment off and on, the user is encouraged to try to
correct the interference by one of the following measures:

e Reorient or relocate the receiving antenna.
e Increase the separation between the equipment and receiver.

e  Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

e Consult the dealer or an experienced radio/TV technician for help.

To assure continued compliance, any changes or modifications not expressly approved by the
party responsible for compliance could void the user's authority to operate this equipment.
(Example - use only shielded interface cables when connecting to computer or peripheral
devices).

FCC Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with a minimum distance of 20
centimeters between the radiator and your body.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

(1) This device may not cause harmful interference, and

(2) This device must accept any interference received, including interference that may cause
undesired operation.

This transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.

CE Approval

CE Standards

This product complies with the 99/5/EEC directives, including the following safety and EMC
standards:

e [EN300328-2
e EN301489-1/-17
e ENG0950

CE Marking Warning

ThisisaClass B product. In a domestic environment this product may cause radio interference
in which case the user may be required to take adequate measures.
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