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FCC Information

This equipment complies with CFR 47, Part 15.19 of the FCC rules. Operation of the equipment is subject to the following conditions. (1) this device may not cause harmful
interference, and (2) this device must accept any interference received; including interference that may cause undesired operation.

This device must not be co-located or operating in conjunction with any other antenna or transmitter
NOTE: THE MANUFACTURER IS NOT RESPONSIBLE FOR ANY RADIO OR TV INTERFERENCE CAUSED BY UNAUTHORIZED MODIFICATIONS TO THIS EQUIPMENT. SUCH MODIFICATIONS
COULD VOID THE USER’'SAUTHORITY TO OPERATE THE EQUIPMENT.

Federal Communications Commission (FCC) Requirements, Part 15

This equipment has been tested and found to comply with the limits for a class B digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interferencein aresidential installation.

This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the interference by one or more of the following measures:

---Reorient or relocate the receiving antenna.
---Increase the separation between the equipment and receiver.
---Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

---Consult the dealer or an experienced radio/TV technician for help.

Regulatory information / Disclaimers

Installation and use of this Wireless LAN device must be in strict accordance with the instructions included in the user documentation provided with the product. Any changes or
modifications (including the antennas) made to this device that are not expressly approved by the manufacturer may void the user’s authority to operate the equipment. The
manufacturer is not responsible for any radio or television interference caused by unauthorized modification of this device, or the substitution of the connecting cables and equipment
other than manufacturer specified. It is the responsibility of the user to correct any interference caused by such unauthorized modification, substitution or attachment. Manufacturer and
its authorized resellers or distributors will assume no liability for any damage or violation of government

CAUTION: To maintain compliance with FCC’s RF exposure guidelines, this equipment should be installed and operated with minimum distance 20cm between the radiator and your body. Use on the
supplied antenna. Unauthorized antenna, modification, or attachments could damage the transmitter and may violate FCC regulations.

M PE Satement (Safety | nfor mation)
Your device contains alow power transmitter. When device is transmitted it sends out Radio Frequency (RF) signal.

Safety Information

In order to maintain compliance with the FCC RF exposure guiddines, this equipment should be installed and operated with minimum distance 20cm between the radiator and your
body. Use only with supplied antenna. Unauthorized antenna, modification, or attachments could damage the transmitter and may violate FCC regulations.
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Product Overview

Before You Begin

Please read and make sure you understand all the prerequisites for proper installation of your new Router. Have all the necessary information and equipment on hand
before beginning the installation.

Package Contents

DSL-2600U ADSL Router

Power Adapter

CD-ROM with User Manual

One twisted-pair telephone cable used for ADSL connection
One straight-through Ethernet cable

One Quick Installation Guide

Warning: The Router must be used with the power adapter
included with the device.

System Requirements

ADSL Internet service

Computer with:
200 MHz Processor
64MB Memory
CD-ROM Drive
Ethernet Adapter with TCP/IP Protocol Installed
Internet Explorer v6 or later, FireFox v1.5
Computer with Windows 2000, Windows XP, or Windows Vista
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Product Overview

Features

PPP (Point-to-Point Protocol) Security — The DSL-2600U ADSL Router supports PAP (Password Authentication Protocol) and CHAP (Challenge Handshake
Authentication Protocol) for PPP connections. The Router also supports MSCHAP.

DHCP Support — Dynamic Host Configuration Protocol automatically and dynamically assigns all LAN IP settings to each host on your network. This eliminates
the need to reconfigure every host whenever changes in network topology occur.

Network Address Translation (NAT) — For small office environments, the DSL-2600U allows multiple users on the LAN to access the Internet concurrently
through a single Internet account. This provides Internet access to everyone in the office for the price of a single user. NAT improves network security in effect by
hiding the private network behind one global and visible IP address. NAT address mapping can also be used to link two IP domains via a LAN-to-LAN connection.
TCP/IP (Transfer Control Protocol/Internet Protocol) — The DSL-2600U supports TCP/IP protocol, the language used for the Internet. It is compatible with
access servers manufactured by major vendors.

RIP-1/RIP-2 — The DSL-2600U supports both RIP-1 and RIP-2 exchanges with other routers. Using both versions lets the Router to communicate with all RIP
enabled devices.

Static Routing — This allows you to select a data path to a particular network destination that will remain in the routing table and never “age out”. If you wish to
define a specific route that will always be used for data traffic from your LAN to a specific destination within your LAN (for example to another router or a server)
or outside your network (to an ISP defined default gateway for instance).

Default Routing — This allows you to choose a default path for incoming data packets for which the destination address is unknown. This is particularly useful
when/if the Router functions as the sole connection to the Internet.

Precise ATM Traffic Shaping — Traffic shaping is a method of controlling the flow rate of ATM data cells. This function helps to establish the Quality of Service
for ATM data transfer.

Full Network Management — The DSL-2600U incorporates SNMP (Simple Network Management Protocol) support for web-based management and text-based
network management.

Easy Installation — The DSL-2600U uses a web-based graphical user interface program for convenient management access and easy set up. Any common web
browser software can be used to manage the Router.

D-Link DSL-2600U User Manual 2



Product Overview

Hardware Overview

Connections

Antenna Ethernet ports Reset button

For wireless operation, mount Use the Ethernet ports to connect To manually reset, depress

the antenna on the threaded the Router to your Ethernet LAN or button with the power on for five
antenna post. Ethernet devices to seven seconds

e

i

ll
A
]

a
s

ADSL port Power insert Power button

Use the ADSL cable to connect Use the adapter shipped with the Push in to power-on the Router.
to the your telephone line (RJ-11 Router to connect to power Egﬁ?ei‘ga‘” to power-off the
port) source
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Product Overview

LED Indicators
Front Panel

—=

Wireless ADSL2+ Router 2 3 £ DSL-2640B

Side Panel

LED Color Status Description
Off Power not supplied.
Power Green On Power supplied.
Red On Not bootable or device is malfunction.
Off No LAN link.
LAN 1 Green Blink Data is being transmitted through the LAN interface.
On LAN link is established and active.
Off WLAN is disabled.
WLAN Green Blink WLAN traffic is flowing.
On WLAN link is established.
Off DSL line is disconnected.
DSL Green Blink DSL line is training.
On DSL line is connected.
Off The device is under the Bridge mode, DSL connection is not present, or the power is off.
Green Blink DSL traffic is flowing.
Internet :
On IP is connected.
Red On The device is attempted to become IP connected, but failed.
Off Device is ready for new WPS to setup.
WPS (on the side Blue Blink WPS is successfully triggered
panel) on Connection is successfully established between the router and the client, the LED would remain in solid light
for 5s.
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I nstallation

Installation

This section will walk you through the installation process. Placement of the Wireless ADSL Router is very important. Do not place the Router in an enclosed area such
as a closet, cabinet, or in the attic or garage. Place the Wireless ADSL Router in a location where it can be easily connected to Ethernet devices, the telephone line as
well as to a power source.

Installation Notes

In order to establish a connection to the Internet it will be necessary to provide information to the Router that will be stored in its memory. For some users, only their
account information (Username and Password) is required. For others, various parameters that control and define the Internet connection will be required. You can print
out the two pages below and use the tables to list this information. This way you have a hard copy of all the information needed to setup the Router. If it is necessary to
reconfigure the device, all the necessary information can be easily accessed. Be sure to keep this information safe and private.

Low Pass Filters

Since ADSL and telephone services share the same copper wiring to carry their respective signals, a filtering mechanism may be necessary to avoid mutual interference.
A low pass filter device can be installed for each telephone that shares the line with the ADSL line. These filters are easy to install passive devices that connect to the
ADSL device and/or telephone using standard telephone cable. Ask your service provider for more information about the use of low pass filters with your installation.

Operating Systems
The DSL-2600U uses an HTML-based web interface for setup and management. The web configuration manager may be accessed using any operating system capable
of running web browser software, including Windows 98 SE, Windows ME, Windows 2000, Windows XP, and Windows Vista.

Web Browser

Any common web browser can be used to configure the Router using the web configuration management software. The program is designed to work best with more
recently released browsers such as Opera, Microsoft Internet Explorer® version 6.0, Netscape Navigator® version 6.2.3, or later versions. The web browser must have
JavaScript enabled. JavaScript is enabled by default on many browsers. Make sure JavaScript has not been disabled by other software (such as virus protection or web
user security packages) that may be running on your computer.

Ethernet Port (NIC Adapter)

Any computer that uses the Router must be able to connect to it through the Ethernet port on the Router. This connection is an Ethernet connection and therefore
requires that your computer be equipped with an Ethernet port as well. Most notebook computers are now sold with an Ethernet port already installed. Likewise, most
fully assembled desktop computers come with an Ethernet NIC adapter as standard equipment. If your computer does not have an Ethernet port, you must install an
Ethernet NIC adapter before you can use the Router. If you must install an adapter, follow the installation instructions that come with the Ethernet NIC adapter.

Additional Software
It may be necessary to install software on your computer that enables the computer to access the Internet. Additional software must be installed if you are using the
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I nstallation
device as a simple bridge. For a bridged connection, the information needed to make and maintain the Internet connection is stored on another computer or gateway

device, not in the Router itself.

If your ADSL service is delivered through a PPPoE or PPPoA connection, the information needed to establish and maintain the Internet connection can be stored in the
Router. In this case, it is not necessary to install software on your computer. It may however be necessary to change some settings in the device, including account
information used to identify and verify the connection.

All connections to the Internet require a unique global IP address. For bridged connections, the global IP settings must reside in a TCP/IP enabled device on the LAN
side of the bridge, such as a PC, a server, a gateway device such as a router or similar firewall hardware. The IP address can be assigned in a number of ways. Your
network service provider will give you instructions about any additional connection software or NIC configuration that may be required.

Wireless LAN

Computers using the Wireless network can access the Internet or use the embedded 802.1g wireless access point. Wireless workstations must have an 802.1g or
802.1b wireless network card installed to use the Wireless ADSL Router. In addition the workstations must be configured to operate on the same channel and SSID as
the Wireless ADSL Router. If wireless security is used, the wireless workstations must be properly configured for the security settings used.

D-Link DSL-2640B User Manual 6



I nstallation

Information you will need from your ADSL service provider

Username
This is the Username used to log on to your ADSL service provider’s network. Your ADSL service provider uses this to identify your account.

Password
This is the Password used, in conjunction with the Username above, to log on to your ADSL service provider’s network. This is used to verify the identity of your account.

WAN Setting / Connection Type
These settings describe the method your ADSL service provider uses to transport data between the Internet and your computer. Most users will use the default settings.
You may need to specify one of the following WAN Setting and Connection Type configurations (Connection Type settings listed in parenthesis):

PPPoE/PPPoA (PPPOE LLC, PPPoE VC-Mux, PPPoA LLC or PPPoA VC-Mux)

Dynamic IP Address (1483 Bridged IP LLC, 1483 Bridged IP VC-Mux)

Static IP Address (1483 Bridged IP LLC, 1483 Bridged IP VC-Mux, 1483 Routed IP LLC (IPoA) or 1483 Routed IP VC-Mux)

Bridge Mode (1483 Bridged IP LLC or 1483 Bridged IP VC Mux)

Modulation Type
ADSL uses various standardized modulation techniques to transmit data over the allotted signal frequencies. Some users may need to change the type of modulation
used for their service. The default DSL modulation (Auto Synch-Up) used for the Router automatically detects all types of ADSL, ADSL2, and ADSL2+ modulation.

Security Protocol
This is the method your ADSL service provider will use to verify your Username and Password when you log on to their network. Your Router supports the PAP and
CHAP protocols.

VPI

Most users will not be required to change this setting. The Virtual Path Identifier (VPI) is used in conjunction with the Virtual Channel Identifier (VCI) to identify the data
path between your ADSL service provider’s network and your computer. If you are setting up the Router for multiple virtual connections, you will need to configure the
VPI and VCI as instructed by your ADSL service provider for the additional connections. This setting can be changed in the WAN Settings window of the web
management interface.

VCI

Most users will not be required to change this setting. The Virtual Channel Identifier (VCI) used in conjunction with the VPI to identify the data path between your ADSL
service provider’s network and your computer. If you are setting up the Router for multiple virtual connections, you will need to configure the VPI and VCI as instructed by
your ADSL service provider for the additional connections. This setting can be changed in the WAN Settings window of the web management interface.

D-Link DSL-2640B User Manual 7



I nstallation

Information you will need about DSL-2600U

Username
This is the Username needed to access the Router’'s management interface. When you attempt to connect to the device through a web browser you will be prompted to
enter this Username. The default Username for the Router is “admin.” The user cannot change this.

Password
This is the Password you will be prompted to enter when you access the Router’'s management interface. The default Password is “admin.” The user may change this.

LAN IP addresses for the DSL-2600U

This is the IP address you will enter into the Address field of your web browser to access the Router’s configuration graphical user interface (GUI) using a web browser.
The default IP address is 10.1.1.1. This may be changed to suit any IP address scheme the user desires. This address will be the base IP address used for DHCP
service on the LAN when DHCP is enabled.

LAN Subnet Mask for the DSL-2600U
This is the subnet mask used by the DSL-2600U, and will be used throughout your LAN. The default subnet mask is 255.0.0.0. This can be changed later.

Information you will need about your LAN or computer:

Ethernet NIC
If your computer has an Ethernet NIC, you can connect the DSL-2600U to this Ethernet port using an Ethernet cable. You can also use the Ethernet ports on the
DSL-2600U to connect to other computer or Ethernet devices.

DHCP Client status

Your DSL-2600U ADSL Router is configured, by default, to be a DHCP server. This means that it can assign an IP address, subnet mask, and a default gateway address
to computers on your LAN. The default range of IP addresses the DSL-2600U will assign are from 10.1.1.5 to 10.1.1.254. Your computer (or computers) needs to be
configured to obtain an IP address automatically (that is, they need to be configured as DHCP clients.)

It is recommended that you collect and record this information here, or in some other secure place, in case you have to re-configure your ADSL connection in the future.

Once you have the above information, you are ready to setup and configure your DSL-2600U ADSL Router.

D-Link DSL-2640B User Manual 8



I nstallation

Device Installation

The Wireless ADSL Router maintains three separate interfaces, an ADSL, an Ethernet, and a Wireless LAN interface. Place the Wireless ADSL Router in a location
where it can be easily connected to Ethernet devices, the telephone line as well as to a power source.

The Router can be placed on a shelf or desktop, ideally you should be able to see the LED indicators on the front if you need to view them for troubleshooting.

Power on Router

The Router must be used with the power adapter included with the device.

1. Connect the power adapter to the Power Input (12V DC, 1A) on the back panel of the Wireless ADSL Router and plug the other end of the power adapter to a
wall outlet or power strip.

2. Push the Power Button to turn the power on.

3. The Power LED on the front panel will shine bright green to indicate the device is powered on.

4. If the Ethernet port is connected to a working device, check the LAN LED indicator to make sure the connection is valid. The Wireless ADSL Router will attempt
to establish the ADSL connection, if the ADSL line is connected and the Wireless ADSL Router is properly configured the ADSL LED will light up after several
seconds. If this is the first time installing the device, some settings may need to be changed before the Wireless ADSL Router can establish a connection.

Factory Reset Button

The Router may be reset to the original factory default settings by using a ballpoint or paperclip to gently push down the reset button in the following sequence:
1. With the router powered on (check the Power LED to make sure it lights steady green), press and hold down the reset button using a paper clip or similar object
for about 6 to 8 seconds.
2. The router will restart. Watch the Power LED to verify that it is restarting.
3. When it is powered on again it is ready to be configured. The whole process takes about 30 seconds.

4. The device settings will be restored to the factory default IP address 10.1.1.1 and the subnet mask is 255.0.0.0, the default management Username is “admin”
and the default Password is “admin.”

Note: A factory reset will erase the current configuration settings and reset them to the default settings. After it has restarted, log in to the router’s web-based
management interface and use the Setup Wizard to configure the basic settings.

D-Link DSL-2640B User Manual 9



I nstallation

Network Connections

Connect ADSL Line

Use the ADSL cable included with the Router to connect it to a telephone wall socket or receptacle. Plug one end of the cable into the ADSL port (RJ-11 receptacle) on
the rear panel of the Router and insert the other end into the RJ-11 wall socket. If you are using a low pass filter device, follow the instructions included with the device or
given to you by your service provider. The ADSL connection represents the WAN interface, the connection to the Internet. It is the physical link to the service provider’s
network backbone and ultimately to the Internet.

Connect Router to Ethernet

The Router may be connected to a single computer or Ethernet device through the 10/100BASE-TX Ethernet port on the rear panel. Any connection to an Ethernet
concentrating device such as a switch or hub must operate at a speed of 10/100 Mbps only. When connecting the Router to any Ethernet device that is capable of
operating at speeds higher than 10Mbps, be sure that the device has auto-negotiation (NWay) enabled for the connecting port. Use standard twisted-pair cable with
RJ-45 connectors. The RJ-45 port on the Router is a crossed port (MDI-X). Follow standard Ethernet guidelines when deciding what type of cable to use to make this
connection. When connecting the Router directly to a PC or server use a normal straight-through cable. You should use a crossed cable when connecting the Router to a
normal (MDI-X) port on a switch or hub. Use a normal straight-through cable when connecting it to an uplink (MDI-Il) port on a hub or switch. The rules governing
Ethernet cable lengths apply to the LAN to Router connection. Be sure that the cable connecting the LAN to the Router does not exceed 100 meters.

Hub or Switch to Router Connection
Connect the Router to an uplink port (MDI-11) on an Ethernet hub or switch with a straight-through cable. If you wish to reserve the uplink port on the switch or hub for
another device, connect to any on the other MDI-X ports (1x, 2x, etc.) with a crossed cable.

Computer to Router Connection
You can connect the Router directly to a 10/100BASE-TX Ethernet adapter card (NIC) installed on a PC using the Ethernet cable provided.

Wireless Connection to Router

The Router’s embedded 802.11g wireless access point should be configured to suit the local wireless network. All 802.11g or 802.11b devices that associate with the
Router’s wireless access point must have the same SSID and channel. If wireless security is used, the wireless clients must be configured with the correct security
information to use the Router. More information on configuring the wireless settings is found later in this manual.
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Web Configuration

Introduction to Web Configuration

The first time you setup the Router. It is recommended that you configure the WAN connection using a single computer, to ensure that both the computer and the Router are
not connected to the LAN. Once the WAN connection operates properly, you may continue to make changes to Router configuration, including IP settings and DHCP setup.
This chapter is concerned with using your computer to configure the WAN connection. The following chapter describes the various menus used to configure and monitor the

Router, including how to change IP settings and DHCP server setup.

Preparation Before Login

Before accessing the Modem, ensure the communication between PC and Modem is normal. Check the communication as follows.

=  Configure the IP address of the PC as 10.1.1.X (2~254), net mask as
255.0.0.0, gateway address as 10.1.1.1 (for customized version, configure
them according to the actual version).

=  Enterarp -ain the DOS window to check whether the PC can read the MAC
address of the Modem.

=  Ping the management IP address (10.1.1.1 by default) of the Modem.
If the PC can read the MAC address of the Modem and can ping through the
management IP address of the Modem, that means the communication of
the PC and the Modem is normal.

e C:AWINDOWS\system32\cmd. exe
Microsoft Windows HP [Uersion 5.1.260081
(C>» Copyright 1985-2801 Microsoft Corp.

C:~Documents and Settings“userlarp —a

Interface: 18.1.1.15% —— Bx18883
Internet Address Physical Address
18.1.1.1 a8-73-87-39-77-cd

Type
dynamic

C:“Documents and Settings“wuser

P [Berziom %.1.266881

2-THEL Micresolbt Cowp.

CrnBocements amnd Esttimgouserrarp =

18.1.1.15

Internel Rddeesz Ph
141 1

Imterf ano:

e 1 BRI
¢ sl Address
' -71—ed dymasie

[T

CriBocumants and Bettvilmge -uzerrping 10.1.1.1

Eag T Ee P T wabh 32 hytes of datas

Appraxinate
L FEER T B . Maccises

CisBocaments and Seftimge wzerd
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Web Configuration

Note: When you manage the Modem through Web, you must keep the Modem power on. Otherwise, the Modem may be damaged.
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Web Configuration

Logging In to the Modem

The following description is a detail “How-To” user guide and is prepared for first time users.

First-Time Login
When you log in to the DSL Router for the first time, the login wizard appears.

Step 1  Open a Web browser on your computer. 3 DSL Router - Microsoft Internet Explorer

Step 2 Enter http://10.1.1.1 (DSL router default IP address) in the address bar. The login page File FEdit “iew Favortes Tools  Help
appears. : 7 "
PP ._d;’- Back _rJ \ﬂ @ _l\J P ! Search ‘g_&’ Favorites

Step 3 Enter a user name and the password. The default username and password of the super Connect o 10.1.1.1
user are admin and admin. The username and password of the common user are user and =)
user. You need not enter the username and password again if you select the option F i
Remember my password. It is recommended to change these default values after logging &
in to the DSL router for the first time.

Step 4 Click OK to log in or click Cancel to exit the login page.

5L Router

Lser name: | admin

L)

Password: |ooooo|

[Iremember my passwaord

I [0]8 ] [ Cancel

After logging in to the DSL router as a super user, you can query, configure, and modify all configurations, and diagnose the system.
You need to reboot the DSL router to enable your modification or configuration effective in some cases, for example, after you modify the PVC configuration. Some
modification, such as adding a static route, takes effect at once, and does not require modem reboot.
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Web Configuration

Quick Setup

The Quick Setup page mainly includes the following three functions:
= WAN interface setup

= LAN interface setup

= Wireless interface setup

Quick setup enables fast and accurate configuration of your Internet connection and other important parameters. The following sections describe these various
configuration parameters. Whether you configure these parameters or use the default ones, click Next to enable your Internet connection.

When subscribing to a broadband service, you should be aware of the method by which you are connected to the Internet. Your physical WAN device can be Ethernet,
DSL, or both. Technical information regarding the properties of your Internet connection should be provided by your Internet service provider (ISP). For example, your ISP
should inform you whether you are connected to the Internet by using a static or dynamic IP address, or the protocols, such as PPPOA or PPPoE, which you use to
communicate over the Internet.

WAN Interface Setup

During WAN interface setup, you can set up a PVC and its properties:
= VPI

= VCI

= QoS

= Internet connection type

Encapsulation type

IGMP service

NAT

Setting Up VPI/VCl and QoS

After logging in to the DSL router, if no PVC is configured previously and no default settings
exist, the Quick Setup webpage appears, which contains some basic configuration that is
needed by ATM PVC. The following introduction guides you through the necessary steps to
configure your DSL Router.
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According to your ISP instructions, specify the following parameters:
= VPI (Virtual Path Identifier) LR T
Virtual path between two points in an ATM network. The valid value range is from 0 tuik setup

|

to 255. e Ol i

= VCI (Virtual Channel Identifier) ::;:::.x MR AP AR el A ACE ik At i g
Virtual channel between two points in an ATM network. The valid value range is from . 0 ot charge Y71 and VCE mamipera unless yuur (5P ot o theriss
32 to 65535 (1 to 31 are reserved for known protocols). s § ]

=  Enable Quality Of Service o (1w

Enabling QoS for a PVC improves performance for selected classes of applications.
However, since QoS also consumes system resources, the number of PVCs is R
reduced consequently. Use Advanced Setup/Quality of Service to assign priorities D I T 2 T P, th, Ay U2 U Vil I e i .
for the applications. Advancesd Setug/ Gualty of Service to sesn peities fr the gl
For example, PVC 0/35 is to be modified and the default values of QoS remain. In actual H
applications, you can modify them depending on your ISP instructions.

Erable Quabby Of Service

Selecting Internet Connection Type and Encapsulation Type

You can select your connection type from the following list. Each connect type corresponds Connection Type
to several encapsulation types:

= PPP over ATM (PPPoA) Select the type of netwark protocol for IP over Ethernet as WaN interface
PPPOA Encapsulation Mode: VC/MUX, LLC/ENCAPSULATION -
=  PPP over Ethernet (PPPOE) PPP over ATM (PPPOA)

PPPoE Encapsulation Mode: LLC/SNAP-BRIDGING, VC/MUX

) i " PPP aver Ethernet (PPPoE)
=  MAC Encapsulation Routing (MER)

MER Encapsulation Mode: LLC/SNAP-BRIDGING, VC/MUX ' MaC Encapsulation Routing (MER)
= [P over ATM (IPoA)

IPOA Encapsulation Mode: LLC/SNAP-ROUTING, VC/MUX 1P aver ATM (IPos)
- Bridging % Bridging

Bridging Encapsulation Mode: LLC/SNAP-BRIDGING, VC/MUX

For example, change the connection type of PVC 0/35 to Bridging. Select Bridging, and set
Encapsulation Mode to LLC/SNAP-BRIDGING (depending on the uplink equipment). Encapsulation Mode

|LLC/ SNAP-BRIDGING |

Back | Mext |
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Internet Connection Type - PPP over ATM (PPPoA)

Step 5 Inthe PVC and its QoS configuration page, configure a PVC and its QoS.

Step 6 Inthe Internet connection type and encapsulation type page, set the Connection Connection Type

Type to PPP over ATM (PPPoA) and select the encapsulation mode. _
Select the type of network protocol for 1P over Ethernet as Wak interface

| & PPP over ATM (FPPOA)

€ PPP over Ethiernet (PPPOE)

' MAC Encapsulation Routing (MER)
1P aver ATM (IPO&4)

' Bridging

Encapsulation Mode
| e/ |

Back | et |
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Step 7 Click Next and the PPP information configuration page appears.

Your ISP should provide you with the following information:
= PPP Username
=  PPP Password
=  Authentication Method
You can also select another service function as follows:
=  Dial on demand (with idle timeout timer)
=  PPP IP extension
=  Use static IP address
=  Retry PPP password on authentication error
=  Enable PPP debug mode

Step 8 Click Next and the PPPoA IGMP and WAN function configuration page appears.

To use IGMP service on pppoa pvc, select the Enable IGMP Multicast check box.

FEF Ilceanama and Pascsn

S usualy regunes Lial oo bevwe g vaor namz aml pasasord o eslebiot pour o
suees beluw, erlen e assn peme g suzsaord Ul vom 127 bes oo ded Lo g,

EFP LUSHITATE:
el T T T o

Aalwncam Mebad: [sT =

M-t R

M Dok Mulleane SAT

O FElon demand [k e dreout dmer)

[T 4P I s in

[ Uarblale 14 folthoa

O ReEmy M7 pesssord a0 gl e moadon rror

T Cnckie PO Debug Moce

Eack | Hl.:ll.l

Enable IGMP Multicast, and WAN Service

Enable IGMP Multicast [

Enable \WaM Service W

Service Mame pppoa_0_0_35_1

oA Lhz

Back | Mesct |
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Internet Connection Type - PPP over Ethernet (PPPOE)

Step 1 Inthe PVC and its QoS configuration page, configure a PVC and its QoS.

Step 2 In the Internet connection type and encapsulation type page, set the Connection Type to Connection Type

PPP over Ethernet (PPPOE) and select the encapsulation mode. _
Select the type of network protocal for IP over Ethernet as Whal interface

' FPP aver ATM (PPPOA)

FPF over Ethernet (FPPoE)
W Encapsulation Routing (WMER
1P over AT (IPad)

' Bridging

Encapsulation Mode
|LLC/ SHAP-BRIDGING ~|

Back | Mest |
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Step 3  Click Next and the PPP information configuration page appears. P e manr and s

Your ISP should prOVide you with the fO”OWing information: TPT umuclly pecwres Dol you ove o asen neoee g sessesd L esledl=lopo canmeclice, Tn L
bexes Balvy, Ber e Lear name ord cTassord thak vour 15T Faz orovided 1o pow,
= PPP Username

= PPP Password

= Authentication Method e
You can also select another service function as follows: PPT Meand

— - - - - - T : " a a l—
=  Dial on demand (with idle timeout timer) Pk zemce

Ankaanticaticon Mekhme: |Jr'n ﬂ

=  PPP IP extension
=  Use Static IP Address ML peEsd o

=  Retry PPP password on authentication error
=  Enable PPP Debug Mode

[ Fesals Foleare HA

™ el e duenandd fwandds ol beecw! b

a

= 7% extenslon

[ lza Stz T addrass

[T Hulrp 99 pasasord o dulhznlealon ceroe

9

erayle PEE pobay e

[T Eruz FFHok =rairos debeoon s g bocel Sone ficfaull snebicd)

Aare '\.F"'.‘TI

Step 4 Click Next and the PPPoE IGMP and WAN function configuration page appears. Enable IGMP Multicast, and WAN Service

To use IGMP service on pppoe pvc, select the Enable IGMP Multicast check box.
Enable IGMP Multicast [

Enable WAk Service [V

Service Mame Ipppue_D_D_SS_l

Back | MeEst |
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Internet Connection Type - MAC Encapsulation Routing (MER)

Step 1 Inthe PVC and its QoS configuration page, configure a PVC and its QoS.

Step 2 Inthe Internet connection type and encapsulation type page, set the Connection
Type to MAC Encapsulation Routing (MER) and select the encapsulation mode.

Step 3  Click Next and the WAN IP configuration page appears.
You can select the service function as follows:

Obtain an IP address automatically (use dhcp to obtain wan ip)

Use the following IP address (use static wan ip)

Obtain default gateway automatically (use dhcp to obtain gateway IP)

Use the following default gateway (use static gateway ip)

Obtain DNS server addresses automatically (use dhcp to obtain DNS server IP)
Use the following DNS server addresses (use static DNS server IP)

Connection Type
Select the type of network protocol for IP over Ethernet as Wan interface
© PPP aver ATH (PPPOA)

' PPP aver Ethernet (PPPOE)

IMAC Encapsulation Rauting (MER)

1P over ATM (IPo&)

' Bridging

Encapsulation Mode
|LLC/ SHAP-BRIDGING v |

Back | NEF |

WAk F T n

[ FTRE N TR T B T PRRTUE S T T E RS N T U R [ U QT RN Y (R T T

AR brahir® = “F=a P o = C T T s e T F ettt F et E
D al il Rl U L B e e S e S R R R LR N 5 el R (LR RUTIE TR BT ol L ity
TR BT I L o 8 T I St AU R |

NPTy P TR RN T T R TR S T TRt = SR P LY THL NN JUUNUNEYTN (R I TN SO B T
FE AR e R AT L S B

T ki ToaHwoL s e
F oLk meda 1T ATeg

RCh | PR I
et P PR P I

Lo T R T D R

LR R REUERE S R ol e
SratEszee [
Tl o o [ 1]

b o oo rHea Tl b
L R L b s

FLTT YR R¥E S |
WO L e |
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Step 4 Click Next and the MER IGMP and WAN function configuration page appears.
To use IGMP service on MER pvc, select the Enable IGMP Multicast check box.
In the MER mode, you can configure the following functions:
=  Enable NAT.
=  Enable Fullcone NAT.
=  Enable Firewall.

Internet Connection Type - IP over ATM (IPoA)

Step 1 Inthe PVC and its QoS configuration page, configure a PVC and its QoS.

Step 2 Inthe Internet connection type and encapsulation type page, set the Connection
Type to IP over ATM (IPoA) and select the encapsulation mode.

annaney s 1 ebakes e e

[ T L 1ER PR T T R T TEE T RENCI K SV PEY St oy [T W EETY Y (N R I WY i
e 15k

crenbil
e H T a0

Sramwl el B

Frad-bn 70 MulHeack, el ‘WMo Barern

Oodral 3T e [
Badowadsen K

e oo

Connection Type

Select the type of network protocol for 1P over Ethernet as Wan interface
' PPP over 4Tk (PPPO)

' PPP over Ethernet (PPPoE)

' MAC Encapsulation Routing (MER)

‘TP over ATM (IPOA)

' Bridging

Encapsulation Mode
|LLC/ SHAP-ROUTING ~|

Back | et |
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Step 3

Step 4

Click Next and the WAN IP configuration page appears.

You can select the service function as follows:

=  Use the following IP address (static wan ip)

=  Use the following default gateway (static gateway ip)

=  Use the following DNS server addresses (static DNS server ip)

Click Next and the IPoA IGMP and WAN function configuration page appears.

To use IGMP service on ipoa pvc, select the Enable IGMP Multicast check box.
In the MER mode, you can configure the following functions:

= Enable NAT.

=  Enable Fullcone NAT.

=  Enable Firewall.

Internet Connection Type — Bridging

Step 1

In the PVC and its QoS configuration page, configure a PVC and its QoS.

WAR TP Settings

Erban mifar etz provided epou by oo SE e o Digare Uiz ¥aal 19 sollngs

Watlraz NHCF 1= aat apaamec 0 75ad meda. Changing tve el qeraasy ar bia 0NS affacs te
wihule o s Conlowr ry them st slabe waloes vl deeble g autemebe cssonmoen! fam odor

WIAH canme_ L,

UFEM T Andras=a [ A P

YT Sulnt Masa: Pk R |

[ Lea tha fnliaieg rebanlt grtesey
T nas B address
[T Nz vwran wrarferas oo 100007 w1 =]

r LEa tha tollraing DS 2ervar ddressce:
Minwry OHE zarmers
Snmendary WS s

Rare | Mext

Network Address Translation Settings

MNetwork Address Translation (MAT allows you to share one Wide Area MNetwork (WAN
Local Area Metwork (LAN,

Enable MAT
Enable Fullone NaT [

Enzble Firewall

Enable IGMP Multicast, and WAN Service

Enable IGMP Multicast [
Enable \Wal Service

ipoa_0.0_35 |

Service Mame:
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Step 2 Inthe Internet connection type and encapsulation type page, set the Connection Cornection Typs
Type to Bridging and select the encapsulation mode. ket 2 s ot ol s o v AT

VLAN fagang & onk Jla Tor FRFOE

Erwapeilation Maode

LLC SRAF-BEIDG TG

E

Step 3  Click Next and the Bridging service configuration page appears. isaigt thechatihos b bo it st fiie ki oo

Enable Bridge Service:

Service Narme: |br_D_D_35 |

LAN Interface Setup

The LAN interface setup page is shown on the right. Peuica: Setup

Corgure the DSL Roauter 7 Acdress ard Subnet Mesi for your Local Aren letwark [LaN].

TP Al i1l
Subnel Fark: PR

Jacd | HE}Cl
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Wireless Interface Setup

Enable Wireless: Select or deselect the check box to enable or disable wireless connection.

SSID: It is the network name shared among all points in a wireless network. The SSID must be
identical for all points in the wireless network. It is case-sensitive and must not exceed 32
characters (use any character on the keyboard).

WAN Setup Summary

In WAN setup summary, you can view the following properties of the added PVC:

VPI/VCI
Connection Type:
Service Name:
Service Category:
IP Address:
Service State:
NAT

Firewall

IGMP

QoS

Wireless -- Setup
Enable Wireless |

Enter the wireless network name (also known as SSID).
SSID: IErl:ual:Il::l:um

Backl Nextl

WAN Slup - Suimimary
Mo s Liel e sollngs sciove meloh e collings mooided By pour 1520

TR U U HERE R

Cormmalion Typas  Brdue
service Name: br_t_u_35

Serwior: Cabranry: | UER

IP Aulnliresss: Hul A pp il
Sarvice Stata: [nablac

(RAH Fnshizr

Mireviallz Criabsied

JaMP Multlzst: Hct app | izable

Tpuality 10f Serdior: | Fnsh e

Uik "sevaiheont” o szve thasa satargs and reboot router. Cldk 'Back’ te mzke any
ren i alinees.

HZTE: Tha zonfiguraticn orocass takes 2bout 1 minute o complete 2nc your DSL Rauer w
LSRRI

Dack Save) eboot
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Web Configuration
To make any modifications, click Back. Click Save/Reboot, and the following page appears. DSL Router Reloot

Note: You need to reboot to activate this WAN page and further configure services in this s usi kearsr sessesr ennfiquees 2ae 1 rescanes.
interface, and it takes about two minutes to reboot.

Thosz lha DEL Rovler Conligurabvn window and weail lor 2 monalas belore peopening yom wh

arasar, T oastessrry, raraimnure i P F adorass b match vowr nawe candfiquraton,

Quick Setup Completion

After the previous setup, you can immediately start using your gateway to:

= Share a broadband connection among multiple users (HTTP, FTP, Telnet, NetMeeting) and between all of the computers connected to your home network.
= Build a home network by connecting additional PCs and network devices to the gateway.

= Control network parameters, including DHCP, DNS, and WAN settings.

= View network status, traffic statistics, system log, and more.

= Allow access from the Internet to games and other services provided by computers in the home network.

= Prohibit computers in the home network from accessing selected services on the Internet.

= Block access to specific Internet websites from your home network.

If your gateway is equipped with multiple LAN ports, you can connect additional devices directly to the gateway. Otherwise, connect a hub or switch to the LAN port, to
which you can connect additional devices. In both cases, configure newly connected devices to automatically obtain IP address as previously described.

DSL Router Device Information

Click Device Info and you can view the following information.
= Summary

= WAN

= Statistics

= Route

= ARP

= DHCP
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Summary of Device Information

Click Summary and the Device Info page appears.
= LAN IP Address: the management IP address.

=  Default Gateway: In the bridging mode there is no gateway. In other modes, it is the

address of the uplink equipment, for example, PPPoE/PPPOA.

=  DNS Server: In the PPPoE / PPPoA mode, it is obtained from the uplink equipment.
In the bridging mode, there is no DNS Server address and you can manually enter

the information.

WAN Interface Information

Click WAN and the following page appears. The WAN Info page displays the status and

the connect or disconnect button, depending on the selected connection mode.

Device Info Device Info
Summary
WAN Board ID: D5L-26408
Statistics Software Version: BCM-3.10L.TF.20090115
Route Bootloader (CFE) Version: | before 1.0.37-5.12
ARP Wireless Driver Version: |4.174.64.19.cpel.0sd
Advanced Setup
Wireless This information reflects the current status of your DSL connection.
Diagnostics
Management Line Rate - Upstream (Kbps):
Line Rate - Downstream (Kbps):
LAN IP Address: 10.1.1.1
Default Gateway:
Primary DNS Server: 10.1.1.1
Secondary DHS Server: 10111
Dovive bfs WAH in
Sy
TTeemTTTT 7T Fur e | Ay, Terakz | Tler Prulied Ty HS Klnie = =
o 1 T m HEY H I ] kK I} dlp dalia Aukirena
Rauls s Ll 1 Wit s et g skt |Lnases| Lisdded L:;I-.-
o "
Fvornel Selap
T
Saymilis
UnangeTont
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Web Configuration
Statistics of LAN

Choose Statistics > LAN and the following page appears. You can query information of

packets recevied at the Ethernet and wireless interfaces. Click Reset Statistics to restore
the values to zero and recount them.

Statistics of WAN

Click Statistics > WAN and the following page appears. You can query information of

packets recevied at the WAN interfaces. Click Reset Statistics to restore the values to
zero and recount them.

Statistics of ATM

Click Statistics > ATM and the following page appears. You can query information of

packets recevied at the ATM interfaces. Click Reset to restore the values to zero and
recount them.

D-Link DSL-2600U User Manual

Device Info Statistics -- LAN
Summary
WAN Interface Received Transmitted
Statistics Bytes |Pkts|Errs|Drops Bytes |Pkts|Errs|Drops
LAN Ethernet (257549 (23490 0 7805102077 |0 0
WAN Wireless (1368 |4 |0 [0 104923650 |0 |0
ATM
ADSL
Route Reset Statistics |
ARP
Device Info Stalislns VAN
ﬁll.l‘h‘ll’" - - -
o seryice AL WO plocol  InLerla [TEET I | Tramsnlied
. Bytes|I'kts s Urops BytesPkts Erslvops]
Flalinlis he 0 z9n/nfzs | Adgrpasnnas o |0 |0 0 | 0 |30 |as
LA
R ——
ATH Mesrl flalimlisn
AL
Lr:wioe e Al L L o ¥ Lo Line i
Summary In Pt n "
WAH In In n In e hirulal Hul In BN = Cimuil In@di
Al N Chifledls [k Lol |rnes Uiknessn |0 erers W Wi [ 0 nsbide |1 rroms 1:;; Ty E:C I
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| AalE
L ASALS Inlerfao: Slaledies
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Web Configuration
Statistics of ADSL

Click Statistics > ADSL. If the DSL line is activated, the window shows on the left appears.  pevice Info Statistics -- ADSL
Click Reset Statistics at the bottom to restore the values to zero and recount them. Summary _—
e:
WAN
L. Line Coding:
Statistics IStatus: Link Down
Lo Link Power State: Lo
WAN
ATM Downstream|Upstream
ADSL ISNR Margin (dB):
Route iAttenuation (dB):
ARP lOutput Power (dBm):
Advanced Setup iAttainable Rate (Kbps):
Wireless Rate (Kbps):
Diagnostics
Super Frames:
Management Super Frame Errors:

RS Words:
RS Correctable Errors:
RS Uncorrectable Errors:

HEC Errors:
OCD Errors:
LCD Errors:
Total Cells:
Data Cells:
Bit Errors:

Total ES:
Total SES:
Total UAS:

ADSL BER Test Reset Statistics
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ADSL BER Test

Click ADSL BER Test to perform a bit error rate (BER) test on the DSL line. The test page
is as follows.

The Tested Time (sec) can be 1, 5, 10, 20, 60, 120, 180, 240, 300, or 360. Select a time
and click Start. The following pages appear.

Note: If the BER reaches e-5, you cannot access the Internet.

Route Table Information

Click Route, and if the system is in the default configuration, the following page appears.
If the configuration of modem is as PPPOE/PPPoA dial-up, the page shows different.

T

AL BER lest - Start

The ADSL DT Crror Rate [DCT) test determires the cuzlity of the ADZL coarector. The tesk
s cora by marsferring id'z calls cortzmirg 8 known patern anc compzring tha recavac
L=l etk hiss Brcsans prallene bcn hecs Law eory cnpenss

salect the tast curmaon below ard did: "start™

lastad | ma [sack I:.-J -

start | I lnsa

ADSL BER Test - Result

The ADSL BER test completed successfully.

Test Time (sec): 20

Total Transferred Bits: 0x0000000000000000

Total Error Bits: Ox0000000000000000

Error Ratio:

Not Applicable

Dz Il
Sumnmery
WaAN
Slalied e

AKI*
Aabeninned Setup
wirrirss
IHnansties

WAnAAnEank

Close |

Levice Info -- Route

Hegs: U - up, |- rejed, & - ootaway, H - host, 5 - rensme
O ymarnic redived ), Mo o Tied (el

- Subnet - -
Uestination |Gateway Hag | Metric Service Lnterface
LER T |r.r.r.r PESLAA | | |r b
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ARP Table Information

Click ARP and the following page appears. You can query the MAC and IP address e Device Info -- ARP

information of the equipment attached to the modem. Summary
WAN IP address | Flags HW Address Device
Statistics 10.1.1.15 Complete | 00:1D:0F:19:91:C1 | br0
Route
ARP

Advanced Setup

This chapter include the more advanced features used for network management and security as well as administrative tools to manage the Router, view status and other
information used to examine performance and for troubleshooting.

WAN Configuration

Choose Advanced Setup > WAN, and the following page appears, so you can modify and =i e At i (WA, S
configure the WAN interface. S

Note: After a PVC is deleted or modified, the system must be rebooted. Otherwise, the

Cormgn A4 LA or e benlcara VAt o ha o,
LV T AR T R T DO 3RS s e e

g . Fararthy PorliWay¥ia SLAA Mo Co D Calmgpry | Sarves Dberios Protesd [lomp Qus Sluld Hases | Wi
modification does not take effect. e — . A O M B =
Click Add, Edit, or Remove to configure WAN interface. .t
Click Save/Reboot to save the modification, and reboot the modem to make the :j:mu B
modification effective. P
[l
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Click Add, and the following page appears. In this page, you can modify VPI/VCI, service  /mrvr contiqurmiion

Tos mreen alows paote cardiours =i ATH PUC Hanter (FOET =nd VST and V57 2ol =206t & sere s sdengary. Dihanulsa

Categories, and QOS vkeras A mlating Imacnm by salerting tha erec i 1a sans e Ik
= E)/I;’I:Z\/Sirstual path between two points in an ATM network. Its valid value range is from . . T
0 : v e
= VCI: Virtual channel between two points in an ATM network. Its valid value range is
from 32 to 65535 (1 to 31 are reserved for known protocols). At Lrabls gl atzals uver e Sz v
= Service Category: UBR Without PCR/UBR With PCR/CBR/Non Realtime _
VBR/Realtime VBR. e R
= Enable Quality Of Service: Enable or disable QoS. Enalde quolkty of Sarvice
Franing pavks Imenl 0% a0 8 560 Improens perarmanse e sxeried damess of spplisadans. (05 cannck a2 sk e CRE
and Fsplimea Y35, 05 CansNmes Spsam Fesmiross; Tenebors Ere numner ofF Tuirs will he redussd. Liss dddvancen

Saim QuARy ot SAReA Th nEEF tAneEeA o The ApRETTers,

Erabls oty A7 Soee [0

s
After proper modifications, click Next and the following page appears. This window allows Connmliun Trme
yOU to SEIECt the appropriate ConneCtion type The ChOices inCIUde PPP over ATM o I T TR T T T L A T I L P AL IR L T B TR 1 WL A T T TR L e A TN [TO |
(PPPoA), PPP over Ethernet (PPPoE), MAC Encapsulation Routing (MER), IP over ATM el b FERCE P il
(IPoA), and Bridging (default). © P zvar STH Pipen]
This window also allows you to use the drop-down menu to select the desired & pp= iz Bt et FoRol)
Encapsulation Mode. Click the Next button to continue. For further information about each O Me2 Evazsuaton Roum -a (M2R

of the five connection types available on the Router, please go to the Quick Setup section

R ]
earlier in this manual as all of the windows are identical.

T hderg

Ot sl atlan MM

DA ENeESORTIE NG
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LAN Configuration

In this interface, you can modify and configure IP Address and DHCP Server. peveemts Local frea Hetwark (L) Sctup
. . . . - e F Houre he DEL 3 * F Aiodrezs enz Subred Mask bor LA Imorince. Ssee Sufian arky saoes the LA
If the mode is router, the interface shows as follows. In the Bridging mode, the interface e e
shows different. 1o P
Heuriy 1 &chlipes: 12.1.7.1
Bhally ol Surves Lnbned Kaask: EETHTh
Buulng
DHS | R e AT
5L
Paort Mapping O Eracz XRF Sroazing
msec B il i
Cowritteshn T Bmzong Moo
b
. = Clzebie DHIF Sorecr
Heamslios e 1 €T perien
mlwy.w"l L PYE] [ Ry P
1ol 1 Bakeh eoes
Zunzk Razi

Lesses Time (haur)

Reserwe ID Address

Chzozz "Edk Fezoree FAzdrecs Lst™ o comfiqurs Rezoresd F Aodrezs List
ROTE n A rzsenee 10 p adorozc anc spodel ras.
RIOTEZIWhN o0 2odod = nove rIsenee DOYIU T ek smizmoiz anive B

Eck Sozemed IF fdross U

T CorHzure 192 szions F Aodress 2nz Sobres Mask bor LK mrzriece

bt SaenRoboot |

NAT

Note: You need to enable the NAT service when you configure the WAN connection at first, the NAT item appears in the Advanced Setup directory. In the pure bridging
mode, there is not the NAT service.

Overview

Setting up the NAT Function

= The DSL router is equipped with the network address translation (NAT) function. With address mapping, several users in the local network can access the Internet via
one or more public IP addresses. All the local IP addresses are assigned to the public IP address of the router by default.

= One of the characteristics of NAT is that data from the Internet is not allowed into the local network unless it is explicitly requested by one of the PCs in the network.
Most Internet applications can run behind the NAT firewall without any problems. For example, if you request Internet pages or send and receive e-mails, the request

for data from the Internet comes from a PC in the local network, and so the router allows the data to pass through. The router opens one specific port for the
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application. A port in this context is an internal PC address, via which the data is exchanged between the Internet and a client on a PC in the local network.
Communicating via a port is subject to the rules of a particular protocol (TCP or UDP).
= If an external application tries to send a call to a PC in the local network, the router blocks it. There is no open port via which the data could enter the local network.
Some applications, such as games on the Internet, require several links (that is. several ports), so that players can communicate with each other. In addition, these
applications must also be permitted to send requests from other users on the Internet to users in the local network. These applications cannot run if NAT is activated.
= Using port forwarding (the forwarding of requests to particular ports), the router is forced to send requests from the Internet for a certain service, for example, a game,
to the appropriate port(s) on the PC on which the game is running. Port triggering is a special variant of port forwarding. Unlike port forwarding, the DSL router
forwards the data from the port block to the PC which has previously sent data to the Internet via a certain port (trigger port). This means that approval for the data
transfer is not tied to one specific PC in the network, but rather to the port numbers of the required Internet service. Where configuration is concerned, you must
define a so-called trigger port for the application and also the protocol (TCP or UDP) that this port uses. You then assign the public ports that are to be opened for the
application to this trigger port. The router checks all outgoing data for the port number and protocol. If it identifies a match of port and protocol for a defined trigger port,
then it opens the assigned public ports and notes the IP address of the PC that sent the data. If data comes back from the Internet via one of these public ports, the
router allows it to pass through and directs it to the appropriate PC. A trigger event always comes from a PC within the local network. If a trigger port is addressed
from outside, the router simply ignores it.
Note:
An application that is configured for port triggering can only be run by one user in the local network at a time.
After public ports are opened, they can be used by unauthorized persons to gain access to a PC in the local network.
When the DSL router is supplied, the NAT function is activated. For example, all IP addresses of PCs in the local network are converted to the public IP address of the
router when accessing the Internet. You can use NAT settings to configure the DSL router to carry out the following tasks.
For functions described as follows, IP addresses of the PCs must remain unchanged. If the IP addresses of the PCs are assigned via the DHCP server of the DSL
router, you must disable DHCP server as the settings in the local network menu entry for the lease time or assign static IP addresses for the PCs.

You can enable or disenable the NAT function. By default, the NAT function is enabled.

NAT-Virtual Server Setup

By default, DSL router blocks all external users from connecting to or communicating with your network. Therefore, the system is safe from hackers who may try to intrude
into the network and damage it.

However, you may want to expose your network to the Internet in limited and controlled ways in order to enable some applications to work from the LAN (for example,
game, voice, and chat applications) and to enable Internet access to servers in the home network. The port forwarding feature supports both functionalities. This topic is
also referred as Local Servers.

The port forwarding page is used to define applications that require special handling by DSL router. All you need to do is to select the application protocol and the local IP
address of the computer that is using or providing the service. If required, you may add new protocols in addition to the most common ones provided by DSL router.

For example, if you wanted to use a file transfer protocol (FTP) application on one of your PCs, you would simply select FTP from the list and enter the local IP address or
host name of the designated computer. All FTP-related data arriving at DSL router from the Internet henceforth is forwarded to the specific computer.

Similarly, you can grant Internet users access to servers inside your home network, by identifying each service and the PC that provide it. This is useful, for example, if you
want to host a Web server inside your home network.

When an Internet user points his/her browser to DSL router external IP address, the gateway forwards the incoming HTTP request to your Web server. With one external
IP address (DSL router main IP address), different applications can be assigned to your LAN computers, however each type of application is limited to use one computer.
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For example, you can define that FTP uses address X to reach computer A and Telnet also uses address X to reach computer A. But attempting to define FTP to use

address X to reach both computer A and B fails. DSL router, therefore, provides the ability to add additional public IP addresses to port forwarding rules, which you must

obtain from your ISP, and enter into the IP addresses pool. Then, you can define FTP to use address X to reach computer A and address Y to reach computer B.

Additionally, port forwarding enables you to redirect traffic to a different port instead of the one to which it was designated. For example, if you have a Web server running

on your PC on port 8080 and you want to grant access to this server to any one who accesses DSL router via HTTP.

To accomplish this, do as follows:

Step 1 Define a port forwarding rule for the HTTP service, with the PC IP or host name.

Step 2 Specify 8080 in the Forward to Port field.

All incoming HTTP traffic is forwarded to the PC running the Web server on port 8080. When setting a port forwarding service, ensure that the port is not used by another

application, which may stop functioning. A common example is when using SIP signaling in Voice over IP, the port used by the gateway VolIP application (5060) is the same

port, on which port forwarding is set for LAN SIP agents.

Note: Some applications, such as FTP, TFTP, PPTP and H323, require the support of special specific application level gateway (ALG) modules in order to work inside the
home network. Data packets associated with these applications contain information that allows them to be routed correctly. An ALG is needed to handle these
packets and ensure that they reach their intended destinations. DSL router is equipped with a robust list of ALG modules in order to enable maximum functionality in
the home network. The ALG is automatically assigned based on the destination port.

Virtual servers are configured for this purpose.

Adding Port Forwarding

Step 1 To set up virtual servers for a service, select Advanced Setup > NAT > Virtual S AT - Wirtual Servers Sctup
i Aubeamnasl Seluge y e sy n bl aeceangy Il T @089 sk Seleni Dl I el ol 1 eken sl el
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Step 2  Select a service or enter a custom server. el it ey
Step 3 Set Server IP Address. A T e T BTt S W ATI R S TR S MO
Step 4  Enter the server IP address of the computer that provides the service (the server o b o i e o it e Fryfed

in the local host field). Note that unless an additional external IP address is .

added, only one LAN computer can be assigned to provide a specific service or  # sz sz Filost e =

application. o]
Step 5 Set External Port Start and External Port End. s
Step 6 Select Protocol. T
Step 7 Set Internal Port Start and Internal Port End. EraiTe e e B Frotera e Bt Fart e ot i
Step 8 Enter Remote IP. [n= =]
Step 9 Click Save/apply to apply the settings. T j
If the application you require is not in the list, manually enter the information. =
Select the protocol for the service you are providing from the Protocol drop-down list. m =l
Under External Port, enter the port number of the service you are providing. In the i
Internal Port field, enter the internal port number, to which service requests are to be 'Th_'f j
forwarded. In the Local IP Address field, enter the IP address of the PC that provides the 3
service. = =

[~ E
N I
T CRTE T
Example

The Web server is configured to react to requests on port 8080. However, the requests from websites enter the Web server via port 80 (standard value). If you add the PC
to the forwarding table and define port 80 as the public port and port 8080 as an internal port, all requests from the Internet are diverted to the service with port 80 on the
Web server of the PC you have defined with port 8080.

Deleting Port Forwarding

Step 1  Select the Remove check box.
Step 2 Click Remove to apply the settings.
Port Triggering

If you configure port triggering for a certain application, you need to determine a so-called trigger port and the protocol (TCP or UDP) that this port uses. You then assign
the public ports that are to be opened for the application to this trigger port. You can select known Internet services or manually assign ports or port blocks.

Adding Port Triggering
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Step 1  To set up port triggering for a service, select Advanced Settings > NAT > Port :::::::me WAL e i S
Triggering, and click Add. wan e s b vt it i ] et s o
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Step 2  Select the required application from the Select an application drop-down liSt, OF .. calctcrr v e oot S 2ol s - 2ns Sy ah ©
manually enter the information in the Custom application field. e v e o el il or b Ll £
= Trigger Port Start and Trigger Port End: enter the port that is to be monitored for ="~ e B 3
outgoing data traffic.
= Trigger Protocol: select the protocol that is to be monitored for outgoing data

O Gl apzian |

traffic. m
= Open Protocol: select the protocol that is to be allowed for incoming data traffic Trigger Port Star rriaer Pov ErvalTTigger NratoeAiopen Fort % artipan Fort EndlppoT ot
= Open Port Start and Open Port End: enter the port that is to be opened for | wo = | o -
incoming traffic. I w2 v L
Step 3 Click Save/Apply to apply the settings. : - j l . j‘
= ™ =l
[T n: =
[ ™ -
[ I =

Lkl

Removing Port Triggering

Step 1 Select the Remove check box.
Step 2 Click Save/Apply to apply the settings.

DMZ Host
The demilitarized military zone (DMZ) host feature allows one local computer to be exposed to the Internet. This function is applicable for:

= Users who want to use a special-purpose Internet service, such as an on-line game or video conferencing program, that is not presented in the port forwarding list
and for which no port range information is available.

= Users who are not concerned with security and wish to expose one computer to all services without restriction.

Note: A DMZ host is not protected by the firewall and may be vulnerable to attack. This may also put other computers in the home network at risk. Hence, when
designating a DMZ host, you must consider the security implications and protect it if necessary.
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You can set up a client in your local network as a so-called DMZ host. Your device then forwards all incoming data traffic from the Internet to this client. You can, for

example, operate your own Web server on one of the clients in your local network and make it accessible to Internet users. As the exposed host, the local client is directly
visible to the Internet and therefore particularly vulnerable to attacks (for example, hacker attacks). Enable this function only when necessary (for example, to operate a
Web server) and when other functions (for example, port forwarding) are inadequate. In this case, you should take appropriate measures for the clients concerned.

Note: Only one PC per public IP address can be set up as an exposed host.

Adding a DMZ Host
Step 1l Tosetup aPC as a DMZ host, select Advanced Setup > NAT > DMZ host. B

Futusnorad Sed|
r Toe (20 ronrier wad Fermond 1° poniele Toan tha WS tuad ik nd Dationng b con of (e o aliass aiTzanes

Step 2 Enter the local IP address of the PC that is to be enabled as an exposed host. it A
Step 3 Click Save/Apply to apply the settings. nai A 0 a0 S 3l A .

W] Boarvra
Maet Triggesing
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Remove DMZ host

Step 1 Clear the DMZ Host Address.
Step 2 Click Save/Apply to apply the settings.

Security
Click Security > IP Filtering and the following interface appears. By default, the firewall is e Sutgalag I ARzring Sctup
enabled. The firewall is used to block document transmissions between the Internet and Mo e i e
your PC. It serves as a safety guard and permits only authorized documents to be sent to o e e e T e
the LAN. R
. . . . . . . -3 Fitter Anner ST nirt Aaridrnce ) | Meck r&an
Note: If the modem is configured to bridge mode only, IP filtering is disabled and the IP st teaig Ll il o L S S i L e
filtering interface does not appear. e aul] e
If the modem does not configure a PVC of Bridge mode, MAC filtering is disabled and the —
MAC Filtering interface does not appear. e
Pt Riapping
Inser

a3 Llubs
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Outgoing IP Filtering Setup

Click Security > IP Filtering > Outgoing and the following page appears.
By default, all outgoing IP traffic from LAN is allowed, but some IP traffic can be blocked by

setting up filters.

Click Add and the page for defining the IP filtering rule appears.

In this page, you can create a filter rule to identify outgoing IP traffic by specifying a new
filter name and at least one condition. All specified conditions in the filtering rule must be

complied with the rule to take effect.
Click Save/Apply to save and activate the filter.

Incoming IP Filtering Setup

Click Security > IP Filtering > Incoming and the following page appears.

By default, all incoming IP traffic from the WAN is blocked when the firewall is enabled.
However, some IP traffic can be accepted by setting up filters.
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Click Add, the following page appears. In this page, you can create a filter rule to identify Sabl tilier s

incoming IP traffic by specifying a new filter name and at least one condition. All specified  txaws sh-cuiimr ey bate orgw st ke e
conditions in this filter rule must comply with the rule. Click Save/Apply to save and ok b fbr, CoTTT o
activate the filter. Fltr s —
You should select at least one WAN interface to apply this rule. . | 5
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MAC Filtering Setup
Click Security > MAC Filtering, and the following page apperas. Do e M2 Fifray fati

Adraanced Setup

MAC Filtering is only effective on ATM PVCs configured in Bridge mode. Forwarded wan
means that all MAC layer frames are forwarded except those matching with any of the e g tiny

specified rules in the following table. Blocked means that all MAC layer frames are blocked =iy 1oy 3 i i 7 ATH VG
except those matching with any of the specified rules in the following table. o e SRS e het 28 WAC aper
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Click Change Policy and the following page apperas.Then you can change the MAC Iy WAL Fitering Hickal |rlicy

Filtering Global Policy from FORWARDED to BLOCKED.

Read the warning information. Click Yes to change the MAC filtering global policy from WARNING: Chening fram one chobal polcy to encther wil cause el defined res to be
Forwarded to Blocked. Click No to cancel. ROMOVED ALTOMATICALLY! au vill naed 1 creata new FulEs for e new polty.

fre o s s weanl Lo ehioe WAL Fillering Glubal Moy (ren FORWARDED Lo BLOCKED ¥
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For example, to forbid the PC whose MAC address is 00:13:20:9E:0F:10 through PPPoE Add AL Hlter
dial-up, begin with the following page.
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Parental Control

Click Security>Parental Control and the following page appears. — Vi of Day Kestrictions - A masimum 3 <ntrics <an be Semfiured.
LIGT] Sotup
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Click Add and the following page appears. Tinme wl Doy Res L. L
In this page, you can add time of day restriction to a special LAN device connected to the N _ _ N
Router. The Browser's MAC Address automatically displays the MAC address of the LAN 5 2 s e o e e e e 2T
device where the browser is running. To restrict other LAN device, click Other MAC e Lo s, 2 3 T Lthor War ooz bution Tl < - the e frobecs = the The Lk dev e,
Address and enter the MAC address of the another LAN device. To obtain the MAC - Il hie ez abbesu o8 dos sove P ke e e by sl
address of a Windows based PC, enter ipconfig /all in the DoS window. Jaet i T
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URL Filter
Choose Advanced Setup > Parental Control > Url Filter, and the Url Filter page URL Flter — A maximum 100 entries can be configured.
appears. In this page, there are two URL list types — Exclude and Include. If select R
Exclude, LAN devices could not access Url addresses in the list. And so if select Include, URL List Type: € Exclude € Include

LAN devices just could access Url addresses in the list. Otherwides, one of list types
should be selected.

‘Address | Port | Remove |

Addl Remavel Save/Reboot |
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After proper selection, click Add, In this page, enter the URL address and port Parental Control - URL Filter Add
number then click Save/Apply to add the entry to the URL filter. If don’t enter
port number, default 80 will be appled.

Enter the URL address and port number then click "Save/Appl™ to add the entry to the URL fitter.

URL Address: |
Port Mumber: | [Default 80 wil be applied if leave blank.)

Save/Apply |

Quality of Service

Many communication and multimedia applications require large, high-speed bandwidths to transfer data between the local network and the internet. However, for many
applications there is often only one internet connection available with limited capacity. QoS divides this capacity between the different applications and provides undelayed,
continuous data transfer in situation where data packets with higher priority are given preference.

Click Quality of Service and the following page appears. Under Quality of Service, there are two network share modes: Queue Config and QoS Classification.
Network QoS is an industry-wide set of standards and mechanisms for ensuring high-quality performance for critical applications. By using QoS mechanisms, network
administrators can use existing resources efficiently and ensure the required level of service without reactively expanding or over-provisioning their networks.
Traditionally, the concept of quality in networks meant that all network traffic was treated equally. The result was that all network traffic received the network’s best effort,
with no guarantees for reliability, delay, variation in delay, or other performance characteristics. With best-effort delivery service, however, a single bandwidth-intensive
application can result in poor or unacceptable performance for all applications. The QoS concept of quality is one in which the requirements of some applications and
users are more critical than others, which means that some traffic needs preferential treatment.

The order of
outgoing packet

—1. classify—
The order of source_ [ 2 CAR/GTS—

2o gl

&
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Enabling QoS

In this page, you can perform QoS queue management configuration. By default, the [T a8 o= fpuzus Hanagenent Comfiguatien

Euhearzal Sulup

system enables QoS and sets a default DSCP mark to automatically mark incoming traffic ...
without reference to particular classifier. L

RAT

Select Advanced Setup > Quality of Service and the following page appears. P
Qualiy of Scvicn

Select Enable QoS to enable QoS and set the default DSCP mark. QUSMCCOM s oot 1520 b e ol s i ot st g
Click Save/Apply to activate QoS. R cation ks
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Qo0S-Queue Configuration

The queuing in packet QoS becomes effective only when packet is forwarded to QoS-enabled PVC. Packet forwarding is determined by IP routing or bridging, not under
control of the packet QoS.

Click Queue Config, and the following page appears. In this page, you can configure Q0S  tekeinn Lt s gt = ) i $1 il b o Bl

N A A Hhm"“l.‘“"ll.‘ TE yon afkenbde WAL tuncfien T Winedree Py, quescs pedafed ool rebees will ik Bk etfoahs
queue_ A maximum of 24 entI’IeS can be Conﬂgured. — this 4hess Fune Vi Leas bsssen sz libal, piemess varmnkl s 1w aiTende
QoS Queue Configuration can allocate four queues. Each of the queues can be - I B [ e T
configured for a precedence value (Lower integer values for precedence imply higher Sewuily e Rl '
priority for this queue relative to others). The queue entry configured is used by the — T wries |ena ey |2 :
classifier to place ingress packets appropriately. 205 ChassFkatin i Mkl I :
. . . . . . . BLRITE Rl g w0 ke ooy L)
Note: Lower integer values for precedence imply higher priority for this queue relative to s = _'+L_” ’
o mrrnns WAL S 5 5
others. - N _ Pertt Happing Wz \WHH actzrzinz ]
For example, add a QoS queue entry and allocate it to a specific network interface (PVC i | ek |
. Certficate
0/0/35). Set integer values for queue precedence to 1. Wieabens RN (R "
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Step 1

Step

Click Add, and the following page appears.
Policy Select: you can select Strict Priority Policy or WRR Policy.
Queue Configuration Status: set to enable or disable a QoS queue.
Queue: select a specific network interface. When you have already selected a
network interface, the specific network interface selected automatically allocates to
the queue.
Queue Precedence: select an integer value for queue precedence. After you select
an integer value, the queue entry appropriately places to ingress packets. Lower
integer values for precedence imply higher priority for this queue relative to others.

2 Add a QoS queue entry and assign it to a specific network interface (PVC
0/0/35), and set integer values for queue precedence to 1. See the following
figure:
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Step 3 After proper modifications, click Save/Apply and the following page appears.  fus e Couliralion & e 24 srilries van b wundurd,
Th|S Configuration takeS eﬁ:ectlve a.t once. If wau cisable WR fctian it Wirckess 'age. quoues related ta wircless will ot take offects

. . . . . : nr: L T rrarid 8 8 Ik~ 3
To delete a certain queue, disable it, select it, and then click Remove. interfartnomn | feseion | Prverdoarn | Tumin iy | P | Bemowe
. . . . warekrs AR SRTITC I Y TR 1 1
After the queue is configured, you can create several traffic class rules to classify the
upstream traffic. B P _
b LR R o g W 2 E
(LA TS Y SA S Er T T By = -
ek W Bk effers " -
ko C15 &Gl ] =) &
ks w1 Rk e T -
rekes Wb el LI u 1
= AL 1 J [w ()

."II'.I'.I R=rws= | Sar= et

WRR (Weighted Round Robin): this is another QoS method. If you want to set WRR, you "™ =
must disable the Strict-Priority Queue (PQ). The WRR is mutex to PQ. Only one QoS ;'.‘.3.;.;]'.'".‘,'."1“'11.':?".': "L*fE'L'l;"".J Iﬂif‘j';"’u et 4.',4].".:._:;; R
method can exist at the same time. Select WRR in QoS Queue Configuration page. The =« st daam e st s ot oo forton et ook

Iy arear noeyer wabees borprevebnee vk g r peeeey foe s e e ecotees ooleees, o S e 2 o

following interface appears. R R Y

For example, add a QoS queue entry and allocate it to a specific network interface (PVC e foe e T

0/2/35). Set queue precedence to 2 and weight value to 30%. e b 2
ama |r“'.': [ d
Lo Parenae [2 =l
P ——
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Web Configuration
After proper modifications, click Save/Apply and the following page appears.

Jof Ouewse Conflmeation & madmum 24 enteles can be confioeead.
It you disable WK funcHan in wWirsless Page, queues Felabad b wireless wil ot take allacts
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ek VT Bt EE - =
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[ s Pef 4] LIER s 1156 me ] H - F C
A0z CErea I Ca-afaconb |

The weighted round robin (WRR) queue schedule divides each port into several output queues. Queues are scheduled in turn to ensure that each queue obtains a certain
service time. WRR configures a weighted value (w3, w2, wl and wO) for each queue. The weighted value represents the proportion of the obtained resources. For
example, the weighted value of WRR queue schedule algorithm of a 100M port is configured as 50, 30, 10 and 10 (corresponding to w3, w2, wl and wO0), so that the queue
with minimum priority obtains a bandwidth of at least 10Mbps, which avoids the disadvantage that a message in queue with low priority during PQ schedule may not obtain
service for a long time. WRR queue still has another advantage. Although the schedule of these queues are conducted in turn, each queue is not assigned with a fixed
service time slice-if a certain queue is null, it is immediately changed to the next queue. In this way, the bandwidth resources can be fully utilized.

Qo0S-QoS Classification

Some applications require specific bandwidth to ensure its data be forwarded in time. QoS
classification can creates traffic class rule to classify the upstream traffic. Assign queue
which defines the precedence and the interface and optionally overwrite the IP header
DSCP byte. After QoS classification, QoS divides capacity between different applications
and provides undelayed, continuous data transfer where data packet with higher priority is
given preference. The follow figure shows QoS classification.
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Click QoS Classification and the following page appears. In this page, you can configure

Thmer s Ty A

Abamaitriyg

AR AT € MR R PR 12 S

netWOrk traﬁlc CIaSSeS 12m J o ciRE GH AT A GE < T el s sl e o
T 17 lrodks Bt beia drachd clanfaron niersve s ro o rfsae
sy
Thild Herom | e | (LT A REY TET YT AT
LEE NS, ] o FAEY urm BTE 1B [1a r. Ay Pad L bebwima
varefuecr [ § e usr e B3 AT ke P b T sak Brmim T
______ S et
Taar
v B e
]
Pl Ly
e
Vo skm

Click Add and the following page appears.

Traffic Class Name: Enter a name of the class.

Abltntsark el 13Hes Hulk

Too STl Suyss S b I IR rd s w o ms Lok Tam L sk v R M T e D Coie s e recorsr ard o rers

FTRFETTI] YRR TYSY P REeey Sy L

R A e e ] Tl S I I I I IR S et B

- B LN I RN IT TSN T I IR T S T M TR Y NI P I H R P EE LTI T R EE I I Py
= Rule Order: Select order for queue. D e ' . e
= Rule Status: Enable or disable this traffic class rule. e v

= Assign Classification Queue: Select a classification queue. thivk |

= .k Sk |

Assign Differentiated Service Code Point (DSCP) Mark: Select a mark service that
modifies the original packet IP header if all rules defined within the classification

FssHgn AT Mty @l o CECh Pk bor the chass

. L g = g T wefibeied e il el g s . =" cfleiebeliinte ] ) et o A=l fe Bl o gt ol ol g
class are matched. (CS-Mark IP Precedence, AF-Assured Forwarding, — b i aio - e o e b e b
EF-Expedited Forwarding) A | =
= Mark 802.1p if 802.1q is enabled: Select an 802.1p priority number that serves as =~ ;=2 s e b .m.i j

the 802.1p value.

There are two sets of classification rules. Set-1 is based on different fields within
TCP/UDP/IP layer plus physical LAN port; Set-2 is based on MAC layer IEEE 802.1p

tew il el Haesilzation ks

tuter e nlusirag o oraftams st hee T 0 beed, 2300 7, ur e 00 neAape sl 2

G2T-1

priority field. e : j
Set-1 Rules contain the foIIowing: :H:f:fl.tr.\c:l‘s-u'-h:\c: ek Sc v I FIChx [ =
= Physical LAN Port: Select one among USB port, Ethernet ports and wireless port. o wamer = 57
= Protocol: Select one among TCP/UDP TCP UDP or ICMP protocols. R ——— —
= Source IP Address R G [
= Source subnet mask IR - Iil
= UPD_/TC_P Source Port e pmbei e —
= Destination IP Address R |7
= Destination Subnet Mask DAL S e |
= UPD/TCP destination port or a range of ports e '
= Source Mac Address bl

EIE B [ =
= Source Mac Mask
= Destination Mac Address Geninik

Destination Mac Mask

Set-2 Rules contain the following:
802.1p Priority: the 802.1p header includes a 3-bit prioritization field, which allows
packets to be grouped into eight levels of priority (0-7), where level 7 is the highest one.
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Qo0S-DSCP Setting
In order to understand what is differentiated services code point (DSCP), you should be familiar with the differentiated services model (Diffserv).
Diffserv is a class of service (CoS) model that enhances best-effort Internet services via differentiating traffic by users, service requirements and other criteria. Packets are
specifically marked, allowing network nodes to provide different levels of service,
via priority queuing or bandwidth allocation, or by choosing dedicated routes for specific traffic flows.
As displayed in following diagram, the IPV4 packet has a TOS filed. Diffserv defines TOS field in IP packet headers referred to as DSCP. Hosts or routes that pass traffic to
a Diffserv-enabled network typically mark each transmitted packet with an appropriate DSCP. The DSCP markings are used by Diffserv network routers to appropriately
classify packets and to apply particular queue handing or scheduling behavior.
Layer 3 IPV4 packet

Vers | TO |len || |Off | T|proto | Che |IP- [IP |d
ionl | S(1|gth | D|set |T|col ck SA |-D |a
engt | wor /ma | L sum A |t
h d) rk a

TOS filed-IP priority (TOS front 3 bit) or DSCP (front 6 bit)
7 6 5 4 3 2 1 0

IP priority Undefined

DSCP Flow control

For example, mark each transmitted ICMP packet which passes traffic to 0-35class with an i ibesnes 10

. s b art =
appropriate DSCP (CS1). e s — 3
After proper modifications, click Save/Apply and the following page appears.
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Click Save/Apply. This configuration takes effective at once.

Q0S-802.1p Setting

The IEEE 802.1p priority marking method is a standard for prioritizing network traffic at the data link/Mac sub-layer 802.1p traffic is simply classified and sent to the

destination, with no bandwidth reservations established.

The follow diagram shows the structure of 802.1Q Frame. The 802.1Q header includes a 3-bit prioritization field, which allows packets to be grouped to be grouped into
eight levels of priority (0-7), where level 7 is the highest one. In addition, DSL maps these eight levels to priority queues, where queue 1 has the highest priority.

Layer 2 802.Q frame

D-Link DSL-2600U User Manua

Preamble | SFD | DA | SA | mark | Len/Etype | DATA | FCS
(4 (2 word)
word)
Mark
TPID(0x8100) | Priority(3bit) CFI (1bit) VLAN ID
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For example: mark the frame of 802.1p that queued to Queue 9 on value 2.

After proper modifications, click Save/Apply to show the following interface.
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Web Configuration
Routing

Click Routing and the following page appears.

Routing - Default Gateway

In this page, you can modify the default gateway settings.

If you select Enable Automatic Assigned Default Gateway, this router can accept the first
received default gateway assignment from one of the PPPoA, PPPoE or MER/DHCP
enabled PVC(s). If the check box is not selected, you need to enter the static default
gateway and/or a WAN interface. Then, click Save/Apply.

Note: If the Automatic Assigned Default Gateway check box is changed from deselected to
selected, you need to reboot the router to obtain the automatic assigned default
gateway.
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Web Configuration
Routing - Static Route

In this interface, you can modify the static route settings.

In this interface, you can query the preset static routes, delete an existing static route, or
add a new static route. By default, the system has no static route information.
= Destination: The IP address to which packets are transmitted.
Subnetmask: The subnet mask of the destination IP address.
Gateway: The gateway that the packets pass by during transmission.
Interface: The interface that the packets pass through on the modem.

Click Add and the following page appears. Enter the destination network address, subnet
mask, gateway AND/OR available WAN interface, then click Save/Apply to add the entry
to the routing table.

DNS

DNS Server
In this interface, you can modify the DNS server settings.
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If select Enable Automatic Assigned DNS, this router accepts the first received DNS 1w seruer 1 anfiguiatinn
assignment from one of the PPPoA, PPPoE or MER/DHCP enabled PVC(S) during the - ... oo sosi rois chabbes = 52 srtin, fhis 1iime ol seespe —-a Fret -aemed =45

connection establishment. 55307120 2 7 ote o Tz FRRCA SFRZS or 9ERCFCT snaclsd =5CiEdar ng 102 coomesdza

. . . sztablehract, OF e chad:bos |2 ~ot saleC=d, a7t e or vsre a~d Cpliznal #=condsry O8O s 7
If the checkbox is not selected, enter the primary and optional secondary DNS server IP seki-zses. 0 DEtE b HEn by Sns e e cort gursics o m{p:;:mm roudtee = e i Fe
addresses. The interface is as follows. ST TREVRTP RS

Click Save to save the new configuration.
Note: You must reboot the router to make the new configuration effective.
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Dynamic DNS
In this interface, you can modify the Dynamic DNS settings. thasizs tull

Aaheamzal Sedupe et
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The Dynamic DNS service allows you to alias a dynamic IP address to a static hostname in ~ wan wen

any of the many domains, allowing your DSL router to be more easily accessed from -
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Web Configuration
Click Add to add dynamic DDNS. Add dynamic DDNS

This page allows you to add a Dynamic DMS address from DynDMS.org or T20,

D-DMS provider DvnDNHS. org =
Hosthame I
Irterface |pppoe_n_n_35_1fppp_n_n_35_1 -

DynDNS Settings

Username I

Pagswiord I

Sawve/Apply |
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DSL

In this interface, you can modify the DSL settings. Device Inta Ihsl Sietting
Select one you need. But the default setting can check G.dmt/ G.lite/ T1.413/ fubeamel St

Srledt thz modulaban aelrec.

ADSL2/Annex!/ ADSL2+/ Inner pair/ Bitswap. The modem can negotiate the modulation o M G.omiCnaked
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Web Configuration
Click Add, and the following page appears.

Group Name: Enter a unigque group name.

Grouped Interfaces: The port belongs to this group.

Available Interfaces: It shows the available Ethernet port which you can select.
Automatically Add Clients With the following DHCP Vendor IDs: If avendor ID is
configured for a specific client device, reboot the client device attached to the
modem to allow it to obtain an appropriate IP address (For example, the vender ID
of default DHCP client of Windows 2000/XP is MSFT 5.0).

Enter the Group name and select interfaces from the available interface list and add it to
the grouped interface list using the arrow buttons to create the required mapping of the
ports. The group name must be unique.

If you like to automatically add LAN clients to a PVC in the new group, add the DHCP
vendor ID string. By configuring a DHCP vendor ID string, DHCP clients with the specified
vendor ID (DHCP option 60) refuse IP addresses from the local DHCP server.

Note: These clients may obtain public IP addresses.
Click Save/Apply to apply the changes immediately.
Note: The selected interfaces are removed from their existing groups and added to the

new group.
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IPSec

Click IPSec, and the following page appears. Treenisife s el Wl ot
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Click Add New Connection to add a new IPSec connection. IPSec Settings

You can click Show Advance Settings to view some advance parameters and modify
them to match the other side of this connection. [PSec Connection Hlame [new connection
Click Save/Apply to save this connection, then you can check the checkbox of enable Remote IPSec Gateway Address |0.0.0.0
column to enable this IPSec connection. And the communication is established.

Tunnel access from local IP addresses lm

IP Address for VPN [0.0.0.0

IP Subnetmask |255.255.255.D
Tunnel access from remote IP addresses ISubnet vl

IP Address for VPN [0.0.0.0

IP Subnetmask |255.255.255.D
Key Exchange Method IAuto(IKE) vl
Authentication Method [Pre-Shared Key =]
Pre-Shared Key Ikey

Perfect Forward Secrecy IDisable vl

Advanced IKE Settings Show Advanced Settings

Save [ Apply |
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Web Configuration
Certificate

Local Certificates

Click Certificate > Local and the following page appears.
Local certificates are used by peers to verify your identity. It can store maximum 4
certificates.

Click Create Certificate Request and the following page appears.

To generate a certificate signing request, you need to include Common Name,
Organization Name, State/Province Name, and the 2-letter Country Code for the

certificate.

Device Tnka Lol Certfficates

alvanoed Selu
s Ao, Wews o Romez setionzs rom 10ls page. Locel oonbicebos 2r Looo by pears 1o
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Ly ool Saarvise
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DHE: Zroabe Coribicebe Roquost | Trpot SoHza:

Peanms | Do Ui Suk e | | Iy |H!'lu|

Create new certificate request

To generate a certificate signing request you need to include Commaon Mame,
Organization Mame, State/Province Name, and the 2-letter Country Code for the
certificate.

Certificate Marme: I

Cormmon MName: I

Organization Mame: |

State/Province Mame:

oty your

Counfry/Region Mame:  |US (United States)

Apply |
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Web Configuration
If click Import Certificate, the following page appears. Then you can enter certificate
name, paste certificate content and private key.
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Trusted CA Certificates

Click Certificate > Trusted CA and the following page appears. CA certificates are used et
by you to verify certificates of peers. It can store maximum 4 certificates. wn e e e e 1
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Click Import Certificate and the following page appears. Then you can enter certificate e et
name, paste certificate content. ER RIS VI 22 S e S
ol o e
- H ::-r_: 1" =T LI
e e e
o=, | =l =
|
Wireless

This section introduces the wireless LAN and some basic configurations. Wireless LAN can be as simple as two computers with wireless LAN cards communicating in a
peer-to-peer network or as complex as a number of computers with wireless LAN cards communicating through access points (AP) that bridge network traffic to the wired
LAN.

The Modem Wi-Fi® certified IEEE 802.11g compliant wireless access point allows multiple computers to connect wirelessly to your local network over the Modem Wireless
LAN environment. The Modem is backward compatible with IEEE 802.11b, which means 802.11b and 802.11g devices can coexist in the same wireless network. The
Wireless Distribution System (WDS) on your Modem allows you to extend the range of your wireless network. To be able to use WDS, you will need to introduce an

additional WDS-enabled access point into your wireless network. To be able to connect the computers, make sure that a wireless client adapter (WLAN client) is installed
on each computer you want to connect via the WLAN.

Wireless LAN Basics

Some basic understanding of 802.11b/g wireless technology and terminology is useful when you are setting up the Router or any wireless access point. If you are not
familiar with wireless networks please take a few minutes to learn the basics.

Wireless client requirements

All wireless client adapters compliant to 802.11g and/or 802.11b can communicate with the Modem (W) LAN environment. However, be aware that only 802.11g compliant
wireless clients are able to gain full profit of the 54 Mb/s (Max) bandwidth delivered by the Modem. It is highly recommended to use only wireless client adapters that are
Wi-Fi™ certified to ensure smooth interoperability with the Modem’s WLAN.

Radio Transmission

Wireless LAN or WLAN devices use electromagnetic waves within a broad, unlicensed range of the radio spectrum to transmit and receive radio signals. When a wireless
access point is present, it becomes a base station for the WLAN nodes in its broadcast range. WLAN nodes transmit digital data using FM (frequency modulation) radio
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signals. WLAN devices generate a carrier wave and modulate this signal using various techniques. Digital data is superimposed onto the carrier signal. This radio signal
carries data to WLAN devices within range of the transmitting device. The antennae of WLAN devices listen for and receive the signal. The signal is demodulated and the
transmitted data extracted. The transmission method used by the access point is called Direct Sequence Spread Spectrum (DSSS) and operates in a range of the radio
spectrum between 2.4GHz and 2.5GHz for transmission. See the expert technical specifications for more details on wireless operation.

Antennas

Direct the external antenna to allow optimization of the wireless link. If for example the antenna is erect, wireless links in the horizontal plane are favored. Please note that
the antenna characteristics are influenced by the environment, that is, by reflections of the radio signal against walls or ceilings. It is advisable to use the received signal
strength as indicated by the wireless client manager to optimize the antenna position for the link to a given client. Concrete walls weaken the radio signal and thus affect
the connection.

Range

Range should not be a problem in most homes or small offices. If you experience low or no signal strength in some areas, consider positioning the Router in a location
between the WLAN devices that maintains a roughly equal straight-line distance to all devices that need to access the Router through the wireless interface. Adding more
802.11g access points to rooms where the signal is weak can improve signal strength. Read the section about placement of the Router titled Location in the next chapter,
Hardware Installation, for more information.

SSID

Wireless networks use an SSID (Service Set Identifier) to allow wireless devices to roam within the range of the network. Wireless devices that wish to communicate with
each other must use the same SSID. Several access points can be set up using the same SSID so that wireless stations can move from one location to another without
losing connection to the wireless network. The Modem operates in Infrastructure mode. It controls network access on the wireless interface in its broadcast area. It will
allow access to the wireless network to devices using the correct SSID after a negotiation process takes place. By default the Modem broadcasts its SSID so that any
wireless station in range can learn the SSID and ask permission to associate with it. Many wireless adapters are able to survey or scan the wireless environment for
access points. An access point in Infrastructure mode allows wireless devices to survey that network and select an access point with which to associate. You may disable
SSID broadcasting the wireless menu of web management.

Radio channels
The 802.11g standard allows several WLAN networks using different radio channels to be co-located. The Modem supports multiple radio channels and is able to select
the best radio channel at each startup. You can choose to set the channels automatically or manually.
The different channels overlap. To avoid interference with another access point, make sure that the separation (in terms of frequency) is as high as possible. It is
recommended to keep at least 3 channels between 2 different access points.

The Modem supports all channels allowed for wireless networking. However, depending on local regulations, the number of channels actually allowed to be used may be
additionally restricted, as shown in the table below.

Regulatory Domain Allowed Radio Channels

China 1t013

Europe 1to 13

Israel 5t08

Japan 1t0 14

Jordan 10to 13

Thailand 1t014

USA / Canada 1to 11

D-Link DSL-2600U User Manual 61



Web Configuration

Wireless Security

Various security options are available on the Modem including open or WEP, 802.1x, WPA, WPA-PSK, WPA2 and WPA2-PSK. Authentication may use an open system or
a shared key. For details on these methods and how to use them, please read the wireless LAN configuration information in Section 3.5.3 (Wireless Security
Configuration).

About 802.11g Wireless

802.11b is an IEEE standard, operating at 2,4 GHz at a speed of up to 11 Mb/s. 802.11g, a newer IEEE standard also operating at 2,4 GHz, gives you up to 54 Mb/s speed,
more security and better performance.

Today's 11-megabits-per-second 802.11b wireless networks are fine for broadband Internet access (which typically tops out at about 1 mbps) but rather slow for large
internal file transfers or streaming video. However, 54-mbps, corporate-oriented 802.11a is expensive and because its radio uses the 5-GHz band and 802.11b uses the
2.4 GHz band, upgrading to an 802.11a network means either scrapping 802.11b gear or buying even-pricier hardware that can support both standards.

But 802.11g promises the same speed as 802.11a and the ability to coexist with 802.11b equipment on one network, since it too uses the 2.4-GHz band. 802.11g is an
extension to 802.11b, the basis of many wireless LANs in existence today. 802.11g will broaden 802.11b's data rates to 54 Mbps within the 2.4 GHz band using OFDM
(orthogonal frequency division multiplexing) technology. Because of backward compatibility, an 802.11b radio card will interface directly with an 802.11g access point (and
vice versa) at 11 Mbps or lower depending on range. You should be able to upgrade the newer 802.11b access points to be 802.11g compliant via relatively easy firmware
upgrades.

Similar to 802.11b, 802.11g operates in the 2.4GHz band, and the transmitted signal uses approximately 30MHz, which is one third of the band. This limits the number of
non-overlapping 802.11g access points to three, which is the same as 802.11b.

Note: Maximum wireless signal rate based on IEEE Standard 802.11g specifications is 54 Mbps. But actual data throughput varies depending on network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead will cause lower actual data throughput rate.
Access Point and Wireless Fidel

The Wi-Fi certification ensures that your Modem will interoperate with any Wi-Fi certified 802.11g and 802.11b compliant wireless device.
The Modem Wireless LAN Access Point (AP) behaves as a networking hub allowing to wirelessly interconnect several devices to the local (W) LAN and to provide access

to the Internet.
Wireless — Basic

This page allows you to configure basic features of the wireless LAN interface. You can enable or disable the wireless LAN interface, hide the network from active scans,
set the wireless network name (also known as SSID) and restrict the channel set based on country requirements.
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Following is a description of the different options: Device Info Ve s = R
= Enable Wireless: If you want to make wireless be available, you have to check this =~ A St This paca allows you = corficure beaz Features of the wireless LA
box first. Otherwise, the Hide Access Point SSID, Country, Enable Wireless Guest "”'E“"“ Trarizza. fou 2an arablz o diable the wir'ass LAN inkerface, o the
Network, and Guest SSID box will not be displayed. | e e e
= Hide Access Point: Check this box if you want to hide any access point for your —— Clizk "aaply" 22 earfigurs the basic wireless aptiors.
router, so a station cannot obtain the SSID through passive scanning. Wirishosas Reicho:
= SSID: The SSID (Service Set Identification) is the unique name shared among all advanged K Enzle Wirsless
devices in a wireless network. The SSID must be identical for all devices in the Slalinn Tl [ Hieks Arveess Pai
wireless network. Viagnostics I cllents Ieclatan

= Country: The channel will adjust according to nations to adapt to each nation's  Ménagement

frequency provision. I thele e A
= Guest SSID: The SSID (Service Set Identification) is the unique name shared among e Jrronn

all devices in a guest wireless network. The SSID must be identical for all devices in E55ID 0TI 38T L

the guest wireless network. covity. [EIFR =
Click Save/Apply to save the basic wireless options and make the modification effect. v Lients: [1z8 |

Sowe/Apply |

Wireless — Security

This page allows you can configure security features of the wireless LAN interface. You can sets the network authentication method, selecting data encryption, specify
whether a network key is required to authenticate to this wireless network and specify the encryption strength.

This device is equipped with 802.1X and WPA/WPA2 (Wi-Fi Protected Access), the latest security standard. It also supports the legacy security standard, WEP (Wired
Equivalent Privacy). By default, wireless security is disabled and authentication is open. Before enabling the security, consider your network size, complexity, and existing
authentication infrastructure and then determine which solution applies to it.
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Following is a description of the different options.
Select SSID: Select the wireless LAN of SSID to configure security features.
No Encryption: Please refer to below for details of configuration
Network Authentication: Select the authentication mode for the selected wireless
LAN of SSID to be open.
WEP Encryption: Disable WEP Encryption.
The data is not encrypted when it is transferred from the device to the client station. This is
the default option.
Click Save/Apply to save the wireless security options and make the modification effect.

64-bit WEP
= Network Authentication: Select the authentication mode for the selected wireless

LAN of SSID to be open or shared.

WEP Encryption: Enable WEP Encryption.

Encryption Strength: click the desired Data Security level to be 64-bit.

Current Network Key: Select one of network key that you set on the Key boxes as

default one.

Network Key 1 to 4: Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit

encryption keys to fill out WEP keys box. The system allows you to type in 4 kinds of

the WEP key.

Click Save/Apply to save the wireless security options and make the modification effect.
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128-bit

WEP

Network Authentication: Select the authentication mode for the selected wireless
LAN of SSID to be open or shared.

WEP Encryption: Enable WEP Encryption.

Encryption Strength: Click the desired Data Security level to be 128-bit.

Current Network Key: Select one of network key that you set on the Key boxes as
default one.

Network Key 1 to 4: Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit
encryption keys to fill out WEP keys box. The system allows you to type in 4 kinds of
the WEP key.

Click Save/Apply to save the wireless security options and make the modification effect.

802.1x Authentication

Network Authentication: Select the authentication mode for the selected wireless
LAN of SSID to be 802.1x.

Radius Server IP Address: Enter the IP Address of the authentication server.

Radius Port: Enter the port number of the authentication server. The default port
number is 1812.

Radius Key: Enter the same key as the Radius server’s.

WEP Encryption: Enable WEP Encryption. This is default

Encryption Strength: click the desired Data Security level to be 64-bit or 128-bit.
Current Network Key: Select one of network key that you set on the Key boxes as
default one.

Network Key 1 to 4: Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit
encryption keys or enter 13 ASCII characters or 26 hexadecimal digits for 128-bit
encryption keys to fill out WEP keys box. The system allows you to type in 4 kinds of
the WEP key.

Click Save/Apply to save the wireless security options and make the modification effect.
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WPA Authentication

Network Authentication: Select the authentication mode for the selected wireless
LAN of SSID to be WPA.

WPA Group Rekey Interval: Specifies the timer the WPA key must change. If the
value set 0, no need to change. The change is done automatically between the
server and the client.

Radius Server IP Adress: Enter the IP Address of the authentication server.

Radius Port: Enter the port number of the authentication server. The default port
number is 1812.

Radius Key: Enter the same key as the Radius server’s.

WPA Encryption: Select TKIP, AES or TKIP + AES. The TKIP is default. The TKIP +
AES encryption mode means AP auto adjust to use TKIP or AES according to
wireless clients.

Click Save/Apply to save the wireless security options and make the modification effect.

WPA2 Authentication

Network Authentication: Select the authentication mode for the selected wireless
LAN of SSID to be WPA2.

WPA2 Preauthentication: Selec Enable or Disenable.

Network Re-auth Interval: Specifies the timer of re-authentication between the
server and the client.

WPA Group Rekey Interval: Specifies the timer the WPA key must change. If the
value set 0, no need to change. The change is done automatically between the
server and the client.

RADIUS Server IP Adress: Enter the IP Address of the authentication server.
RADIUS Port: Enter the port number of the authentication server. The default port
number is 1812.

RADIUS Key: Enter the same key as the Radius server’s.

WPA Encryption: Select TKIP, AES or TKIP + AES. The AES is default. The TKIP +
AES encryption mode means AP auto adjust to use TKIP or AES according to
wireless clients.

Click Save/Apply to save the wireless security options and make the modification effect.
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Mixed WPA2/WPA Authentication

This authentication mode means AP auto adjust to use WPA2 or WPA according to
wireless clients.

Network Authentication: Select the authentication mode for the selected wireless
LAN of SSID to be Mixed WPA2/WPA.

WPA2 Preauthentication: Selec Enable or Disenable.

Network Re-auth Interval: Specifies the timer of re-authentication between the
server and the client.

WPA Group Rekey Interval: Specifies the timer the WPA key must change. If the
value set 0, no need to change. The change is done automatically between the
server and the client.

Radius Server IP Adress: Enter the IP Address of the authentication server.
Radius Port: Enter the port number of the authentication server. The default port
number is 1812.

Radius Key: Enter the same key as the Radius server’s.

WPA Encryption: Select TKIP, AES or TKIP + AES. The AES is default. The TKIP +
AES encryption mode means AP auto adjust to use TKIP or AES according to
wireless clients.

Click Save/Apply to save the wireless security options and make the modification effect.

WPA-PSK Authentication

Network Authentication: Select the authentication mode for the selected wireless
LAN of SSID to be Mixed WPA-PSK.

WPA Pre-Shared Key: Enter the pre-shared key for WPA. Client stations must use
the same key in order to connect with this device. Check the table below for
instructions when entering the key.

Format Minimum Maximum
characters Characters
ASCII 8 63
Hexadecimal | 8 64

WPA Group Rekey Interval: Specifies the timer the WPA key must change. If the
value set 0, no need to change. The change is done automatically between the
server and the client.

WPA Encryption: Select TKIP, AES or TKIP + AES. The TKIP is default. The TKIP +
AES encryption mode means AP auto adjust to use TKIP or AES according to
wireless clients.

Click Save/Apply to save the wireless security options and make the modification effect.
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WPA2-PSK Authentication

= Network Authentication: Select the authentication mode for the selected wireless
LAN of SSID to be Mixed WPA2-PSK.

kel ] Sulenai =pa -cLb B

. . Yabe, o=t oy Ii L —xhocEa
= WHPA Pre-Shared Key: Enter the pre-shared key for WPA. Client stations must use : J' 5,“,5“ ———— e
the same key in order to connect with this device. Check the table below for ......... |
instructions when entering the key. " FTb [rasaa=c 5
Format Minimum Maximum
characters Characters
ASCII 8 63
Hexadecimal | 8 64

= WPA Group Rekey Interval: Specifies the timer the WPA key must change. If the
value set 0, no need to change. The change is done automatically between the
server and the client.

= WPA Encryption: Select TKIP, AES or TKIP + AES. The AES is default. The TKIP +
AES encryption mode means AP auto adjust to use TKIP or AES according to
wireless clients.

Click Save/Apply to save the wireless security options and make the modification effect.

Mixed WPA2/WPA-PSK Authentication

This authentication mode means AP auto adjust to use WPA2-PSK or WPA-PSK according
to wireless clients.

R NN IETTE (N

F ol WAy R -
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= Network Authentication: Select the authentication mode for the selected wireless :; _J“thf__“__‘_h —— EE—
LAN of SSID to be Mixed WPA2/WPA-PSK. R |
WPA Pre-Shared Key: Enter the pre-shared key for WPA. Client stations must use i [t o]

the same key in order to connect with this device. Check the table below for
instructions when entering the key.

Format Minimum Maximum
characters Characters
ASCII 8 63
Hexadecimal | 8 64

WPA Group Rekey Interval: Specifies the timer the WPA key must change. If the
value set 0, no need to change. The change is done automatically between the
server and the client.

WPA Encryption: Select TKIP, AES or TKIP + AES. The AES is default. The TKIP +
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AES encryption mode means AP auto adjust to use TKIP or AES according to
wireless clients.

Click Save/Apply to save the wireless security options and make the modification effect.

Wireless - MAC Filter

The web page allows you to create a list of MAC addresses that are banned or allowed Device Info Wireless -- MAC Filter
association with the wireless access point. Advanced Setup _
= MAC Restrict Mode: The function can be turn on/off, Check Disabled to disable ~ Wireless MAC Restrict Mode: & Disabled ' Allow ' Deny
this function. Vice versa, to enable the function. After enabling the function, you can Basic
filter wireless users according to their MAC address, either allowing or denying access. Security
Check Allow to make any wireless MAC address in the Wireless Access Control List MAC Filter | i) ‘ Remove ‘
can be linked to. And Check Deny to banned any wireless MAC address in the Wireless Bridge
Wireless Access Control List to be linked to. Advanced
Station Info P‘_ddl 4|Remnve
Diagnostics
Management

= Add a MAC Access Control: To add a new MAC address to your wireless MAC  wireless -- MAC Filter
address filters, click Add to show next page. Type in the MAC Address in the entry _ o _
field provided. CliCk Save/AppIy to add the MAC address to the |iSt. The MAC Enterﬁthe MHC.E!ddI’ESS as )Q(:)O(:XX:XX:XX:XX and click "Apply" to add the MAC address to
. . the wireless MAC address filters.
address appears listed in the table below.
= Remove a MAC Access Control: Select the Remove checkbox in the right column
of the list for the MAC address to be removed and click Remove.

MAC Address:

Save/Apply |

Wireless — Bridge

This page allows you to configure wireless bridge features of the wireless LAN interface.

The Wireless Distribution System (WDS) allows you to extend the range of your wireless network by introducing one or more WDS-enabled devices into your wireless
network. You can only establish WDS links with WDS-enabled devices.
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= AP Mode: Select Access Point’s functionality to be Access Point or pure Wireless
Bridge. You can select Wireless Bridge (also known as Wireless Distribution
System) to disables access point functionality. Selecting Access Point enables
access point functionality and Wireless bridge functionality will still be available and
wireless stations will be able to associate to the AP.
= Bridge Restrict: Select Disabled in Bridge Restrict which disables wireless bridge
restriction. Any wireless bridge will be granted access. Selecting Enabled or
Enabled (Scan) enables wireless bridge restriction. Only those bridges selected in
Remote Bridges are granted access.
You can manually enter Remote Bridges MAC Address to the list. You can also do it
automatically in the following steps:
Step 1 In the Bridge Restrict list, click Enabled (Scan).
Step 2 Click Refresh to update the remote bridges.

The router waits for a few seconds to update. And then lists the results in the Accessible
Access Points table.

Step 3 Check on the box in the left column of the list for selecting the Access Point to
which you want to establish a WDS connection.

Step 4 Click Save/Apply.
You must configure all Bridges Access Point with:

= The same encryption and authentication mode as Open, Shared, WEP, WPA-PSK
or WPA2-PSK.
= The same fixed channel.
Click Save/Apply to configure the wireless bridge options and make the modification
effect.
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Wireless — Advanced

This page allows you to configure advanced features of the wireless LAN interface. You o Vb Aelvanced
. . . . W T uj _ - -
can select a particular channel on which to operate, force the transmission rate to a A T e sy T T e ool s % 12 el A plertece, S an
particular speed, set the fragmentation threshold, set the RTS threshold, set the wakeup Basic soed, el b Tiagmnloloon Ui, sst U 205 U sl s e wckess sl fu
interval for clients in power-save mode, set the beacon interval for the access point, set seurity il 1 e (1 LW Do el e v purns, e S e
MA&C Nillssr ard rT whiettor =900 or lang preambles s ased.
XPress mode and set whether short or long preambles are used. Wirdlcs bridge Cle Ay i camigies ha euanmed ult esa eptire.
TRdvanied 7777 oy BEE|
tation info E— o PR
Diaymusliz Aule Charmg! Taee inind I8
ot S NMeles =it "I
Tuliians! Mol =t "I
Freie Raa: “afaT -]
Fraqmeertstion Thres oo FEI0
HI% izl PO
LU Iyl 1
Femran Tikeru e
wlrasms™ Techmlewy Sieaklad "I
Ba wren: EE|
Edr™ Freipntiorn m
Fraambla TiTe Trp =
Tranawlb #oaer T;‘
Savcfannhy I

Band: Select 802.11b/g using wireless frequency band range. The radio frequency remains at 2.437 GHz.

Channel: Fill in the appropriate channel to correspond with your network settings. 11 is the default channel. All devices in your wireless network must use the same
channel in order to work correctly. This router supports auto channeling functionality.

Auto Channel Timer(min): Specifies the timer of auto channelling.

54g™ Rate: Select the transmission rate for the network. The rate of data transmission should be set depending on the speed of your wireless network. You can
select from a range of transmission speeds, or you can select Auto to have the Router automatically use the fastest possible data rate and enable the Auto-Fallback
feature. Auto-Fallback will negotiate the best possible connection speed between the Router and a wireless client. The default value is Auto.

Multicast Rate: Select the multicast transmission rate for the network. The rate of data transmission should be set depending on the speed of your wireless network.
You can select from a range of transmission speeds, or you can select Auto to have the Router automatically use the fastest possible data rate and enable the
Auto-Fallback feature. Auto-Fallback will negotiate the best possible connection speed between the Router and a wireless client. The default value is Auto.

Basic Rate: Select the basic transmission rate ability for the AP.

Fragmentation Threshold: Packets that are larger than this threshold are fragmented into multiple packets. Try to increase the fragmentation threshold if you
encounter high packet error rates. Do not set the threshold too low, since this can result in reduced networking performance.

RTS Threshold: This value should remain at its default setting of 2347.Should you encounter inconsistent data flow, only minor reductions are recommended. Should
you encounter inconsistent data flow, only minor reduction of the default value, 2347, is recommended. If a network packet is smaller than the preset RTS threshold
size, the RTS/CTS mechanism will not be enabled. The Router sends Request to Send (RTS) frames to a particular receiving station and negotiates the sending of a
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data frame. After receiving an RTS, the wireless station responds with a Clear to Send (CTS) frame to acknowledge the right to begin transmission. The RTS
Threshold value should remain at its default value of 2347.

DTIM Interval: (Delivery Traffic Indication Message) Enter a value between 1 and 255 for the Delivery Traffic Indication Message (DTIM.) A DTIM is a countdown
informing clients of the next window for listening to broadcast and multicast messages.

Beacon Interval: Beacon is a packet of information that is sent from a connected device to all other devices where it announces its availability and readiness. A
beacon interval is a period of time (sent with the beacon) before sending the beacon again. The beacon interval may be adjusted in milliseconds (ms). Default (100)
is recommended.

XPress™ Technology: Select Enable or Disable. This is a special accelerating technology for IEEE802.11g. The defaule is Disabled.

54g™ Mode: Compatible with IEEE 802.11b, IEEE 802.11g. Select a Standards from the drop-down list box. Its default setting is 54g Auto. The drop-down list box
includes below mode.

54g™ Protection: The 802.11g standards provide a protection method so 802.11g and 802.11b devices can co-exist in the same network without “speaking” at the
same time. Do not disable 54g Protection if there is a possibility that a 802.11b device may need to use your wireless network. In Auto Mode, the wireless device will
use RTS/CTS to improve 802.11g performance in mixed 802.119/802.11b networks. Turn protection off to maximize 802.11g throughput under most conditions.
Preamble Type: Preambles are a sequence of binary bits that help the receivers synchronize and ready for receipt of a data transmission. Some older wireless
systems like 802.11b implementation use shorter preambles. If you are having difficulty connecting to an older 802.11b device, try using a short preamble. You can
select short preamble only if the 54g mode is set to 802.11b.

Transmit Power: Adjust the transmission range here. This tool can be helpful for security purposes if you wish to limit the transmission range.

Click Save/Apply to configure the advanced wireless options and make the changes take effect.

Wireless -- Authenticated Stations

This page shows authenticated wireless stations and their status about Association and graice infn Wirelzss  Authemticated Stations
authent|cat|0n. ::“S Setup Thiz g sbowesi el iienlizalor! wainddes slaliors ene! Dl sleles,
e L]
EEE P AnancEbea | Mardhoriresd o ] Irbe e
Serarihy
MAC Flter L1 DO s 1= o A1 ] as Braedocm Wil

Wireless Dridge

dalvani il Ferash

Dagnostics
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Diagnostics

Click Diagnostics to show the interface. :’“ﬂ:jﬁm
. . . . Lo . i n
Your modem is capable of testing your DSL connection. The individual tests are listed Wireless
below. If a test displays a fail status, click Rerun Diagnostic Tests at the bottom of this Diagnostics
page to make sure the fail status is consistent. If the test continues to fail, click Help and il

follow the troubleshooting procedures.

Management

Settings
Settings Backup

Click Settings > Backup to back up the DSL router configuration. x'“‘;;
Wl N fehup

Wirehass
magninsties

Manayemenl

Fz=dore: Uil
AyREam | g
SHMI Pyl
TR DD Cenk
FURRCES R T |
ks Sottwara
Zawe Koboot

br_@_@_3% Diagnastcs

Test thi commsction to your kocal network
Tust yaur ERET{1-8) Coamaction: | PAss | Haip
Tast yoir Wineless Comascbmn: PASS |Help
Test the cosnection to your O5L servioe prowider
Test AL Synchroniratian: FAIl Helg
Test ATM OAM FS segmenk ping: AL Help
[Tase AT OAM F5 s to-ond pingi |[FAIL | Hel
Rienum Disgrostic Tests Test With 04K F4
Setings - Rackup
Eciup UL pualir anligorelins, o iy s puas oo conlyorelus e il o

Lt iup Sy s

oL
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Settings Update

Click Browse and select the correct update configure settings file. Then, click Update neadcr: T e = Upiha L st

Settings to update the modem settings. pelAnend sarur

Nlagrnstioe BTN |_|._.r.“"._:| LTS

MAnAfamant

Settings Lptkils Sl s
Backup

Reslure: Dedaull
Syulem Luy
SHMP Avyenl
1R~y Ll
nusss ConLrol
Ut Lo Sanliwsa ne
Sy PRl

Jped=te S e oz T ws L oda e nobher e g el et roes il

Settings Restore Default

Click Restore Default Settings to restore DSL router settings to the factory defaults. Device Info Tools -- Restore Default Settings
Advanced Setup
Wireless
Diagnostics
Management Restore Default Settings

Settings

Backup

Update

Restore Default !
System Log
SHNMP Agent
TR-069 Client
Access Control
Update Software
Save/Reboot

Restore DSL router settings to the factory defaults.
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System Log
Click System Log to show the following interface. The system log dialog allows you to Device Info System Log
view the SyStem |09 and Conflgure the SyStem |09 Optlons- Advanced Setup The System Log dialog allows you to view the System Log and configure
Wireless the System Log options.
Diagnostics
Management Click "View System Log" to view the System Log.
Settings
Click "Configure System Log" to configure the System Log options.
SHMP Agent
TR-069 Client View System Log Configure System Log
Access Control
Update Software
Save/Reboot
Click Configure System Log to show the following interface. You can enable or disable syt | o - L nnfiqurarian
the system log and then select the log level, display level and mode, and click Apply to Corrnoeol s ol w e g oL el D eme s el
end your configurations syanbs shove or asus 1o te sakchec kEvs 4 lbs |zgzec Mor ths DI s _=vsl all ocged 5= doa
’ voaapaal M3 ox b rsebwill e vie e, e o noee re B ocrulit e ROt il e

=t to Ta s2ecif e IF acdiess a-d UOF portc” —ma rema= sm503 3273 [ 1e sakcted mads 15 Lxcal'
T PR 3 CE BT T 1 N S W TR N

SzellUe cesiedvzies s d o s Camedapp o' Conluee e myeslen wo plons,

3 Fhkaze NC-aze

r7 =l irnr

Jlzglss Evs Zrrer

Wit “rawl o

S5way'r,opls |
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Both the log level and display level have eight choices. The default log level is Debugging

and the default display level is Error.

The mode options are Local, Remote, and Both. The default is Local.

If you select Remote or Both, all events are transmitted to the specified UDP port of the

specified log server.

After operations under Configure System Log, click View System Log to query the
system logs. In this example, the View System Log is the default.
Note: The log and display of the system events are above the set level. If you intend to
record all information, you need to set the levels as Debugging.
Click Refresh to refresh the system event logs or click Close to exit from this interface.

Hystam | g -- | nfiprAatinon

byl boncbbes cosgsler ol b — e U cobecbo coonl, Soe oo Loy Lol all
Femnt At o etal = e sskemhes kes ol e aeget B the Depbay L el all Sees coer o
crequs to s = sced Isva w [l bs clap sved, I ta selected mose |z Merobe’ o Lath, =vants will o
e e peliled 23 Do ol DR por ool Ues ool e g or e, 2 e cobe b ree s Ll
Tall s TR U B el v o B T el e T o e

Slank boivsivd e lvs e dlos Saecdanpbet ool g Fose o oy oplona,
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or Moth, evsrms will 3 rezzrdsd nodtslzcalma ooy,
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Soawr = ekl ory F.I’.I’I.I’I
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System Log

Date/Time |Facility Severity Message

Jan 1 01:09:56|syslog |emerg |BCM96345 started: BusyBox v1.00 (2009.01.16-13:07+0000)

Jan 1 01:09:57|user  |crit kernel: eth0 Link UP.

Refresh | Closel
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TR-069 Client

Select the desired values and click Save/Apply to configure the TR-069 client options.

Internet Time

Note: When the PVC is PPPoOE connection, the Internet Time appears in the
Management directory.
Click Internet Time to show the following page. In this page, the modem can synchronize
with Internet time servers.

Devioe Info
Aulvamced Selup
Wi s
Lagnostics
Managem:=nt
Sl D
sipstam 1 o
SHMP Agent
TR 59 Cllent
S =g Comlrl
Update Softrare
SaneRebnot

Device Info
Advanced Setup
Wireless
Diagnostics
Management
Settings
System Log
SHMP Agent
TR-069 Client

Internet Time

Access Control
Update Software
SavefReboot

TR- 060 o=l - Conlipur.alion

WAR Maragemant Protocal {1 2-004) allews 8 Auvte-Configuranon Sarver
(TR Lo pemlow s anle-candiggeealiong prosisdong, oollzedion, =ncl diacpae s
to tals device,

Szl Thae el waloess eond o Lick “Sopby 'l comlivoee: e TR-069 i
opticns.

THAGe Smus T il 0 Fuetili

I ; T pizmbe B Cozole

Irforr Imen 300

AL UTL
ALT Usar Hame: admin
ALS “memmord; T

Civpley S0OF roosagus wn soidl oovsole @ skl O Fazale

F Coanection Raquest Avthentiztior

Canmesdon Requast Lisar Mama: Itldl'l"l—
Cannezaen Kejuast Fesanord tIL1l]

Sove/apply | GetRFCMetheds I

Time settings

This page allows you to the modem's time configuration.

7 Automatically synchronize with Internet time servers

Save/Apply |
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After enable Automatically synchronize with Internet time servers, the interface show T stlinu=
beIOW Entel’ pl’OpeI’ Conﬁgurations and CI'Ck Save/Apply Thre prve ulloes vou ba e ue s Lo cunliverclies,

! ezl ssnchreelra with Trsmet e servars

Mird KT lime s van: |l e lm Ll | L"
B I A R T R |"I sl ﬂl
Tira rane offsa |fi.‘::‘ 12:000 Zetecoanierns Tat= Line bast d
Savnfapply
Access Control
Access Control — Services
Click Access Control > Services to show the following interface. In the interface, you can  pevice Info Access Control -- Services
enable or disable HTTP, ICMP, SS_H, TE_LN ET and TFTP services. And the LAN side and Advanced Setup A Service Control List ("SCL") enables or disables services from being
WAN side can have different configurations. fincless used.
Note: If the connection is PPPoE PVC, you can view the information of WAN side. Diagnostics
Management
Settings
System Log Services | LAN
SNMP Agent FTP ¥ Enable
TR-069 Client
Access Control i HTTE W Enable
Services ICMP Enable
IP Addresses SHMP ¥ Enable
Passwords
Update Software S5t W' Enable
Save/Reboot TELNET | ¥ Enable
TFTP ¥ Enable

Save/Apply |
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Access Control -- IP Addresses

Click Access Control > IP Addresses to show the following interface.

If enabled, permits access to local management services from IP addresses contained in
the Access Control List.

If the Access Control mode is disabled, the system does not validate IP addresses for
incoming packets. The services are the system applications listed in the Service Control
List.

Click Add to show the following interface. In the interface input the IP address of the
management station permitted to access the local management services, and click
Save/Apply.

Device Infie

Aelwaarme | Sod ope

Wiraless

Driumgrins L

Manageament
Sattings
Syllvam 1oy
SAMF Agent
TR-068 Cleznl
Acoess Lentral

Zervlces
L L

Upda Lo Sl bwiare:
Save Reboot

Access Control

denasas Combrl -- T Aalalreses

The I" Address Access Contrel rrocs, IF erabled, permits comess w local
managament sarvices Trom F addresses contzned i the Acoess Lortrol
Lt e feoess Cormal mede = desaled, the speter vall rot valdets =

eclel s Ton imexnmivey an keds, Thie cervizoss ere B sy lensenpliczalione
listed In e Service Cortrol Ust

Arcass Comtrol Made!  ® DAl 0 Snable

IF Address | Remove
A '|| RGTEE §

Enter the IF address of the management station permitted to access the
local management services, and click 'Save/Apply.'

IP Address:

Save/Apply |
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Access Control — Passwords

Click Access Control > Passwords to show the following interface. In the interface, you
can modify the accounts passwords.

Update Software

Click Update Firmware to show the following interface. In this interface, you can update
the modem firmware. Click Browse to find the right version file and click Update Firmware
to update.

Note: Do not turn off your modem during firmware updates. When the update is finished,
the modem reboots automatically. Do not turn off your modem either before the
reboot is over. You must guarantee the update software is right and accurate. It is
strictly forbidden to use other software for updates.

After update software, it is suggested to restore the modem to the factory defaults and
configure it again.

Lrewica Info

Advancad Setup

inshea

Dlagnostics

Mot jrmsnl
Hattings
Syrstam Log
HNRP Aapent
TR D648 Cllent
Ay ceezs Canldnd

o Radwenl

Mvics: Tk
Advanced Setup
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Liagnostics
Management
mrtings
System Log
SHMM Agjrenl
IR-D0% Chent

Soem ez Tl el

Access Control  Passwords
Azgess o your Lal router 5 controllad through three usar ecoounts:
ALTETE S LSS I TR T
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Ther e pienee "ruppue el L alloras e TE2 o boinien odnesz v
L[5l Rowcer tar mointencnce and 0 run dicgrostiza.
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Save/Reboot

Click Save/Reboot to show the following interface. Click Save/Reboot to save and reboot

the router.

Device Info
Advanced Setup
Wireless
Diagnostics
Management
Settings
System Log
SHMP Agent
TR-069 Client
Access Control
Update Software

Save/Reboot

Click the button below to save and reboot the router.

Save/Reboot |
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Troubleshooting

This chapter provides solutions to problems that might occur during the installation and operation of the DSL-2600U. Read the following
descriptions if you are having problems. (The examples below are illustrated in Windows® XP. If you have a different operating system, the
screenshots on your computer will look similar to the following examples.)

1. How do I configure my DSL-2600U Router without the CD-ROM?

Connect your PC to the Router using an Ethernet cable.

Open a web browser and enter the address http://10.1.1.1 .

The default username is ‘admin’ and the default password is ‘admin’.

If you have changed the password and cannot remember it, you will need to reset the Router to the factory default setting (see question 2),
which will set the password back to ‘admin’.

Note: Please refer to next section Network Basics to check your PC’s IP configuration if you can’t see the login window.

2. How do I reset my Router to the factory default settings?
Ensure the Router is powered on.
Press and hold the reset button on the back of the device for about one second.

This process would take about 1~2 minutes to complete.
Note: Resetting the Router to the factory default settings will erase the current configuration settings. To reconfigure your settings, log in to the Router as
outlined in question 1.

3. What can I do if my Router is not working correctly?

There are a few quick steps you can take to try and resolve any issues:

Follow the directions in question 2 to reset the Router.

Check that all the cables are firmly connected at both ends.

Check the LEDs on the front of the Router. The Power indicator should be on, and the DSL and LAN indicators should be on as well.
Please ensure that the settings in the Web-based configuration manager, e.g. ISP username and password etc., are the same as the settings

provided by your ISP.

4. Why can’t | get an Internet connection?
For ADSL subscribers, please contact your ISP to make sure the ADSL service has been enabled, and your ISP username and password are correct.
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Networking Basics

Networking Basics
Check Your IP Address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from a DHCP server (i.e. wireless
router) automatically. To verify your IP address, please follow the steps below.

Click Start > Run. In the run box type “cmd” and click OK.

At the prompt, type “ipconfig” and press Enter. & C:\WINDOWS\system32\cmd.exe
Microsoft Windows EP [Uersion 5.1.268@1
This will display the IP address, subnet mask, and the default <C> Copyright 1985-2861 Microsoft Corp.

gateway of your adapter.

C:“Documents and Settings*wserripconfig

If the address is 0.0.0.0, check your adapter installation, security i EEEEtEEEE R
settings, and the settings on your router. Some firewall software
programs may block a DHCP request on newly installed adapters. Sl tLh i S LI RLICLRELEH S LLE
Connection—specific DNS Suffix . =

If you are connecting to a wireless network at a hotspot (e.g. hotel, IP Address. . - - - « « « - . . . 2 18.1.1.5
coffee shop, airport), please contact an employee or administrator izlfJ:Z;t"Ez:emy = 223000
to verify their wireless network settings.

C:“Documents and Settingswusepr?
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Statically Assign An IP Address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps below:

Step 1
Windows® XP - Click Start > Control Panel > Network Connections.
Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2
Right-click the Local Area Connection that represents your D-Link network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.
Step 4
Click on the Use the following IP address and enter an IP

Internet Protocol (TCP/IP) Properiies

address that is on the same subnet as your network or the —
LAN IP address on your router. :
Example: If the router’s LAN IP address is 10.1.1.1, make your ot i e et o A T e o
IP address 10.1.1.X where X is a number between 2 and 254. e ionials [esline:
Make sure that the number you choose is not in use on the () Obtain an P addhess automaticaly
network. Set Default Gateway the same as the LAN IP 19 U= e ol Rioddesy —— _
address of your router (10.1.1.1). (P eeress g B B
Subnet mask: 2.0 .0 .0 |
Set Primary DNS the same as the LAN IP address of your Delukbatotials MUCEAS TN 8
router (10.1.1.1). The Secondary DNS is not needed or you e E——
may entel‘ a DNS server from yOUI‘ ISP (%) Use the following DMS server addresses:
Preferred DNS server (S B N | |
Step 5 Altemate DNS server: [
Click on the OK twice to save your settings.
[ ok || cancd |
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Technical Specifications

ADSL Standards
§ Full-rate ANSI T1.413 Issue 2
§ I1TU G.992.1 (G.dmt)
§ ITU G.992.2 (Gllite)
§ ITU G.994.1 (G.hs)
ADSL?2 Standards
ITU G.992.3 (G.dmt.bis)
ADSL2+ Standards
ITU G.992.5 (G.dmt.bisplus)

Protocols
IEEE 802.1d Spanning Tree
TCP/UDP
ARP
RARP
ICMP
RFC1058 RIP v1
RFC1213 SNMP v1 & v2c
RFC1334 PAP
RFC1389 RIP v2

RFC1577 Classical IP over
ATM

Technical Specifications

RFC1483/2684 Multiprotocol
Encapsulation over ATM
Adaptation Layer 5 (AAL5)

RFC1661 Point to Point
Protocol

RFC1994 CHAP

RFC2131 DHCP Client/
DHCP Server

RFC2364 PPP over ATM
RFC2516 PPP over Ethernet

DC Power
Input: 100V-240V, 0.6A, 50 Hz -60 Hz
Output: 12V, 1A
Data Transfer Rate
§ G.dmt full rate downstream: up to 8 Mbps / upstream: up to 1 Mbps
§ Glite: ADSL downstream up to 1.5 Mbps / upstream up to 512 Kbps
§ G.dmt.bis full rate downstream: up to 12 Mbps / upstream: up to 1 Mbps
§ ADSL2+ full rate downstream: up to 24 Mbps / upstream: up to 1 Mbps

Wireless Transfer Rates

§ |IEEE 802.11h: 11, 5.5, 2, and 1Mbps
§ |IEEE 802.119: 6, 9, 12, 18, 24, 36, 48, 54 Mbps

Media Interface

§ ADSL interface: RJ-11 connector for connection to 24/26 AWG twisted pair
telephone line

§ LAN interface: one RJ-45 port for 10/100BASE-T Ethernet connection
Default Settings
IP Settings: IP Address: 10.1.1.1, Netmask: 255.0.0.0, User Name: admin,

Password: admin
DHCP Server: Enabled
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