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How to Use this User Guide

This user guide has been designed to make understanding networking with the Notebook Adapter easier than
ever. Look for the following items when reading this User Guide:

This checkmark means there is a note of interest and is something you
should pay special attention to while using the Notebook Adapter.

This exclamation point means there is a caution or warning and is
A something that could damage your property or the Notebook Adapter.

This question mark provides you with a reminder about something
you might need to do while using the Notebook Adapter.

In addition to these symbols, there are definitions for technical terms that are presented like this:
word: definition.
Also, each figure (diagram, screenshot, or other image) is provided with a figure number and description, like

this:
Figure 0-1: Sample Figure Description

Figure numbers and descriptions can also be found in the "List of Figures" section.
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Chapter 1. Introduction

Welcome

Thank you for choosing the Wireless-G Notebook Adapter with RangeBooster. Setting up your network and your
Wireless-G Network Adapter with RangeBooster is easier than ever.

How does the Adapter do this? Like all wireless products, the Adapter allows for greater range and mobility
within your wireless network, whether it’s using the Wireless-G (802.11g) or Wireless-B (802.11b) standard.

But what does all of this mean?

Networks are useful tools for sharing computer resources. You can access one printer from different computers
and access data located on another computer's hard drive. Networks are even used for playing multiplayer video
games. So, networks are not only useful in homes and offices, they can also be fun.

PCs equipped with wireless cards and adapters can communicate without cumbersome cables. By sharing the
same wireless settings, within their transmission radius, they form a wireless network.

The included Setup Wizard walks you through configuring the Adapter to your wireless network settings, step by
step. Use the instructions in this Guide to help you set up and connect the Adapter using the Setup Wizard. These
instructions should be all you need to get the most out of the Adapter.

What’s in this User Guide?

This user guide covers the steps for setting up and using the Wireless-G Notebook Adapter.

e (Chapter 1: Introduction
This chapter describes the Adapter’s applications and this User Guide.

e Chapter 2: Planning Your Wireless Network
This chapter discusses a few of the basics about wireless networking.

e Chapter 3: Getting to Know the Wireless-G Notebook Adapter
This chapter describes the physical features of the Adapter.

e Chapter 4: Setting up and Connecting the Wireless-G Notebook Adapter
This chapter instructs you on how to install and configure the Adapter.

adapter: a device that adds network functionality
to your PC.

network: a series of computers or devices
connected for the purpose of data sharing,
storage, and/or transmission between users.

802.11g a wireless networking standard that
specifies a maximum data transfer rate of 54Mbps
and an operating frequency of 2.4GHz.

802.11h: a wireless networking standard that
specifies a maximum data transfer rate of 11Mbps
and an operating frequency of 2.4GHz.

hit: a binary digit.

encryption: encoding data transmitted in a network



Chapter 5: Using the Wireless Network Monitor
This chapter show you how to use the Adapter’s Wireless Network Monitor.

Appendix A: Troubleshooting
This appendix describes some problems and solutions, as well as frequently asked questions, regarding
installation and use of the Adapter.

Appendix B: Wireless Security
This appendix discusses security issues regarding wireless networking and measures you can take to help
protect your wireless network.

Appendix C: Windows Help
This appendix describes how you can use Windows Help for instructions about networking, such as installing
the TCP/IP protocol.

Appendix D: Glossary
This appendix gives a brief glossary of terms frequently used in networking.

Appendix E: Specifications
This appendix provides the Adapter’s technical specifications.

Appendix F: Warranty Information
This appendix supplies the Adapter’s warranty information.

Appendix G: Regulatory Information
This appendix supplies the Adapter’s regulatory information.

Appendix H: Contact Information
This appendix provides contact information for a variety of Linksys resources, including Technical Support.



Chapter 2: Planning your Wireless Network

Network Topology

A wireless network is a group of computers, each equipped with one wireless adapter. Computers in a wireless
network must be configured to share the same radio channel. Several PCs equipped with wireless cards or
adapters can communicate with one another to form an ad-hoc network.

Linksys wireless adapters also provide users access to a wired network when using an access point or wireless
router. An integrated wireless and wired network is called an infrastructure network. Each wireless PC in an
infrastructure network can talk to any computer in a wired network infrastructure via the access point or wireless
router.

An infrastructure configuration extends the accessibility of a wireless PC to a wired network, and can double the
effective wireless transmission range for two wireless adapter PCs. Since an access point is able to forward data
within a network, the effective transmission range in an infrastructure network can be doubled.

Infrastructure mode also supports roaming capabilities for mobile users. Roaming means that you can move your
wireless PC within your network and the access points will pick up the wireless PC's signal, providing that they
both share the same channel and SSID.

Before enabling you consider roaming, choose a feasible radio channel and optimum access point position.
Proper access point positioning combined with a clear radio signal will greatly enhance performance.

topology: the physical layout of a network.

access point: a device that allows wireless-
equipped computers and other devices to
communicate with a wired network

ad-hoc: a group of wireless devices
communicating directly with each other (peer-
to-peer) without the use of an access point.

infrastructure: a wireless network that is
bridged to a wired network via an access point.

roaming: the ability to take a wireless device
from one access point's range to another without
losing the connection.

ssid: your wireless network's name.



Network Layout

Linksys wireless access points and wireless routers have been designed for use with 802.11a, 802.11b, and
802.11g products. With 802.11g products communicating with the 802.11b standard and some products
incorporating both “a” and “g”, products using these standards can communicate with each other.

Access points and wireless routers are compatible with 802.11a, 802.11b and 802.11g adapters, such at the PC
Cards for your laptop computers, PCI Card for your desktop PC, and USB Adapters for when you want to enjoy USB
connectivity. Wireless products will also communicate with the wireless PrintServer.

When you wish to connect your wired network with your wireless network, network ports on access points and
wireless routers can be connected to any of Linksys's switches or routers.

With these, and many other, Linksys products, your networking options are limitless. Go to the Linksys website at
www.linksys.com for more information about wireless products.



Chapter 3: Getting to Know the Wireless-G Notebook
Adapter

The LED Indicators

The Network Adapter's LEDs display information about network activity.

=
' 24015

Wireless-G
Notebook Adapter with

Cisco SysTems

Figure 3-1: Front Panel

Power Green. The Power LED lights up when the Adapter is powered on.

Link Green. The Link LED lights up when the Adapter has an active connection.



Chapter 4: Setting up and Connecting the Wireless-G

Notebook Adapter

Starting the Setup

The Wireless-G Notebook Adapter Setup Wizard will guide you through the installation procedure. The Setup
Wizard will install the driver and Wireless Network Monitor, as well as connect and configure the Adapter.

IMPORTANT: Do not connect the Adapter until you are instructed to
do so or the setup will not work.

Insert the Setup Wizard CD-ROM into your CD-ROM drive. The Setup Wizard should run automatically, and the
Welcome screen should appear. If it does not, click the Start button and choose Run. In the field that appears,
enter D:\setup.exe (if “D” is the letter of your CD-ROM drive).

On the Welcome screen, you have the following choices:

Click Here to Start- Click the Click Here to Start button to begin the software installation process.
User Guide - Click the User Guide button to open the PDF file of this User Guide.

Exit - Click the Exit button to exit the Setup Wizard.

1. To install the Adapter, click the Click Here to Start button on the Welcome screen.

2. After reading the License Agreement, click the Next button if you agree and want to continue the installation,
or click the Gancel button to end the installation.

3. Windows will begin copying the files onto your PC.

LINKSYS®

A Division of Cisco Systems, Inc.

Welcome o the Setup Wizard for your
wireless adapter,

Please install the Adapter’s software
before connecting the adapter to your PC.

Click Here to Start

24

woiie WPCSAGR ooy

Figure 4-1: Setup Wizard’s Welcome Screen

LinkSsYS'

o Please read the following license agreement carefully.

Press the PAGE DOWN key or use the Scroll Bar to see the rest of the agreement.

END-USER LICENSE AGREEMENT
FOR Linksys Wircless Adapter

If you accept the terms of this Agreement, click Next to continue. If not, choose Cancel and the Setup
Wizard will close. You must click Next to continue the installation process.

Cancel | Mext

Wireless-G Notebook Adapter with RangeBooster Setup Wizard v1.1  ws. WPCS4GR

Figure 4-2: Setup Wizard’s License Agreement



Connecting the Adapter
1. Locate an available CardBus slot on your notebook PC.

2. With the connector pin end facing the CardBus slot and the label facing up, slide the Adapter into the CardBus
slot until it locks in place.

3. Windows will begin copying the driver files to your computer. If Windows asks you for the original Windows
CD-ROM, insert the CD-ROM, and direct Windows to its correct location (e.g., D:\).

4. Then, click Next.

5. Windows 98 and Windows Me users may need to restart their PCs again when prompted to do so. The Power
LED should light up when the Adapter is installed correctly.

Setting up the Adapter
The next screen to appear will be the Available Wireless Network screen.
This screen provides two options for setting up the Adapter.

¢ Available Wireless Network. (For most users.) Use this option if you already have a network set up. The
networks available to this Adapter will be listed on this screen. You can choose one of these networks and
click the Gonnect button to connect to it. Click the Refresh button to update the Available Wireless Network
list.

e Manual Setup. If your network is not listed on this screen, select Manual Setup to set up the adapter
manually. This method of setting up the Adapter is intended for Advanced Users only.

The setup for each option is described, step by step, under the appropriate heading on the following pages.

Click Exit to close the Setup Wizard, if you wish to set up the Adapter later.

Available Wireless Network

The available networks are listed in the table on the center of the screen by SSID. Select the wireless network you
wish to connect to and click the Gonnect button. (If you do not see your network listed, you can click the Refresh
button to bring the list up again.) If the network utilizes wireless security, you will need to configure security on
the Adapter. If not, you will be taken directly to the Congratulations screen.

Linksys'

A Diviskon of Claca Syviem, in

Connecting the Adapter

Insert the Adapter into the PCMCIA or
(CardBus slot of your PC.

Figure 4-3: Connecting the Adapter

LinksYs®

A Biviskon of Gace Systems, lsc.

Creating a Profile

Please select the wireless network that you want to connect to, then click Connect button to continue.
If you are not sure, select the wireless network with the strongest signal strength.

551D CH Signal  Security MAC Address

limksys | 8 | 100% | Disabled | 00-02-D0-30-D2-80 Retresh
linksys-g 6 | 100% | WPA(TKIP) | 00-02-D0-30-02-AA

linksys-g [ & [ 100% | WEP (Se-bit) | 00-02-DD-30-02-AA |

| et | ManualSetup

Figure 4-4: Available Wireless Network



1.

If you have wireless security enabled on your network, continue to step 2. If you don’t have wireless security
enabled, continue to step 3.

If your network has the wireless security WEP (Wired Equivalent Privacy) enabled, this screen will appear.
Select 64-bit or 128-bit.

Then enter a passphrase or WEP key.

Passphrase - Enter a passphrase in the Passphrase field, so a WEP key is automatically generated. The
passphrase is case-sensitive and should not be longer than 16 alphanumeric characters. It must match the
passphrase of your other wireless network devices and is compatible with Linksys wireless products only. (If
you have any non-Linksys wireless products, enter the WEP key manually on those products.)

WEP Key - The WEP key you enter must match the WEP key of your wireless network. For 64-bit encryption,
enter exactly 10 hexadecimal characters. For 128-bit encryption, enter exactly 26 hexadecimal characters.
Valid hexadecimal characters are “0” to “9” and “A” to “F”.

Then click Connect and proceed to Step 3.

If your network has the wireless security WPA Personal (Wi-Fi Protected Access) enabled, this screen will

appear.

Encryption - Select the type of algorithm you want to use, TKIP or AES, from the Encryption drop-down
menu.

Passphrase - Enter a Passphrase, also called a pre-shared key, of 8-63 characters in the Passphrase field.

Then click Connect and proceed to Step 3.

Linksys®

& Dovision o Cison Sysiems.inc.

WEP Key Needed for Connection

This wireless network has WEP encryption enabled. To connect 1o this network, select the level of WEP
encryption. Enter the required passphrase of WEP key in the appropriate field below. Then click the
Connect.

Please select the wirsless security method used by your
existing wireless network.

128-bit To usa WEP encryption, select B4-bit or 128-bit

m The: Passphrasa is case-sensitive and should be no mane
than 16 in length.

m When entering this manisally, it should be 10 characters for
64-bit ion or 26 for 128-bit
Valid hexadecimal characters are “A" through “F" and
numbers *07 through “8".

WP v

Figure 4-5: WEP Key Needed for Connection

LiINKSYS®

& Bivision of Cisce Systerms, Iz

WPA - Personal Needed for Connection

This wireless netwark has WPA - Personal, also know as Pre-Shared Key, enabled. To connect to this
network, select the encryplion type. Enter the required passphrase in the appropriate field below. Then
click the Connect.

o I [Please select the wireless security method used by your
- v
T wereon [ e e e e
P st xon o ot o
wirgless dala tr Issions.
m | Please enter a F that Is & to 63 i
—————"  length.

| cancel | Connect

Figure 4-6: WPA - Personal Needed for Connection

wep (wired equivalent privacy): a method of encrypting network
data transmitted on a wireless network for greater security.

encryption: encoding data transmitted in a network.

wpa (wi-fi protected access: a wireless security protocol
using TKIP (Temporal Key Integrity Protocol) encryption,
which can be used in conjunction with a RADIUS server.



If your network has the wireless security PSK2 (Pre-shared key 2) enabled, this screen will appear.
Linksys'

A Division of Clsen Systema, Ine.

Passphrase - Enter a Passphrase, also called a pre-shared key, of 8-63 characters in the Passphrase field.

Then click Connect and proceed to Step 3. PSK2 Needed for Connection

This wireless network has PSK2 enabled. To connect to this network, enter the required passphrase in
the appropriate field below. Then click the Connect button.

Security mn Please select the wireless security method used by your

exisling wireless network.

- e L L
length.

| cancel | connect

Figure 4-7: PSK2 Needed for Connection

3. After the software has been successfully installed, the Congratulations screen will appear. Click Gonnect to T
Network to connect to your network. For more information about the Wireless Network Monitor, refer to A
Chapter 5: Using the Wireless Network Monitor.

Congratulations! The installation of the Wireless-G Notebook Adapter is complete.

Your profile has been successfully configurad!

To check the link information, search for available wireless networks, or make additional configuration
changes, proceed to Chapter 5: Using the Wireless Network Monitor.

Figure 4-8: Congratulations



Manual Setup

If your network is not listed with the available networks, you can use Manual Setup.

1.

2.

3.

Click Manual Setup on the Available Wireless Network screen to set up the adapter manually.

The Network Settings screen from the Wireless Network Monitor will appear. If your network has a router or
other DHCP server, click the radio button next to Obtain network settings automatically (DHCP).

If your network does not have a DHCP server, click the radio button next to Specify network settings. Enter
an IP Address, Subnet Mask, Default Gateway, and DNS addresses appropriate for your network. You must
specify the IP Address and Subnet Mask on this screen. If you are unsure about the Default Gateway and DNS
addresses, leave these fields empty.

IP Address - This IP Address must be unique to your network.

Subnet Mask - The Adapter’s Subnet Mask must be the same as your wired network’s Subnet Mask.
Default Gateway - Enter the IP address of your network’s Gateway here.

DNS 1 and DNS 2 - Enter the DNS address of your wired Ethernet network here.

Click the Next button to continue, or click the Back button to return to the previous screen.

The Wireless Mode screen shows a choice of two wireless modes. Click the Infrastructure Mode radio
button if you want to connect to a wireless router or access point. Click the Ad-Hoc Mode radio button if you
want to connect to another wireless device directly without using a wireless router or access point. Enter the
SSID for your network.

Infrastructure Mode - Use this mode if you want to connect to a wireless router or access point.

Ad-Hoc Mode - Use this mode if you want to connect to another wireless device directly without using a
wireless router or access point.

SSID - This is the wireless network name that must be used for all the devices in your wireless network. It is
case- sensitive and should be a unique name to help prevent others from entering your network.

Click the Next button to continue, or click the Back button to return to the previous screen.

At ot Cocn e, .

Creating a Profile

. " .
If'you are not sure, select the wireiess network with the strongest signal strength.
s8I0 CH  Signal  Security  MAC Address

ks T8 [ too% | osabiea | ooor00300280 Refresh
ks | tor. | WeAKE) | 00020030028
limksys-g. | 6 | 100% | WEP (64-bit) 00-02-00-30-D2-AA

| et | manuaisetp

Figure 4-9: Available Wireless Network

Linksys'

A Thvekon o Csce Systems. .

Creating a Profile

(@ Obtain network settings automatically (OHCP)
Select this option ta have your netwark settings assigned automatically

Specity network settings
Select this option 1o specify the network settings for the adapter.

[ S— o1 —
[ — - —
(ot E—

| Back | Hext
=N
Figure 4-10: Network Settings

Ly

A S of i Sy, .

Creating a Profile

Select Infrastructure Mode if you want 1o connect to a wireless
router or acoess point.

Select Ad-Hoc Mode if you want to connect o another wireless
device directly withoul using a wireless router or access point.

® Infrastructure Mode

Ad-Hoc Mode

m linksys The SSI0 (Service Set IDentifier) is the wireless network name
shared by all devices in & wireless network.
Note: The SSID is case-sensitive.

|
Figure 4-11: Wireless Mode
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4.

If you chose Infrastructure Mode, go to Step 5 now. If you chose Ad-Hoc Mode, the Ad-Hoc Mode Settings
screen will appear.

Select the correct operating channel for your wireless network. The channel you choose should match the
channel set on the other devices in your wireless network. If you are unsure about which channel to use, keep
the default setting.

Click the Next button. Click the Back button to change any settings.

If your wireless network doesn’t have wireless security, select Disabled and then click the Next button to
continue. Proceed to Step 6.

If your wireless network has wireless security, select the method of security used: WEP, WPA-Personal,
PSK2, WPA-Enterprise, or RADIUS. WEP stands for Wired Equivalent Privacy, and WPA stands for Wi-Fi
Protected Access. PSK2 stands for Pre-shared Key2. WPA is a stronger security method than WEP. RADIUS
stands for Remote Authentication Dial-In User Service. Click the Next button to continue or the Back button to
return to the previous screen.

Proceed to the appropriate section for your security method: WEP, WPA-Personal, PSK2, WPA-Enterprise, or
RADIUS.

WEP
WEP - Select 64-bit or 128-hit encryption

Passphrase - Enter a passphrase in the Passphrase field, so a WEP key is automatically generated. It is case-
sensitive and should not be longer than 16 alphanumeric characters. This passphrase must match the
passphrase of your other wireless network devices and is compatible with Linksys wireless products only. (If
you have any non-Linksys wireless products, enter the WEP key manually on those products.)

WEP Key - The WEP key you enter must match the WEP key of your wireless network. For 64-bit encryption,
enter exactly 10 hexadecimal characters. For 128-bit encryption, enter exactly 26 hexadecimal characters.
Valid hexadecimal characters are “0” to “9” and “A” to “F”.

Advanced Users
TX Key - The default transmit key number is 1. If your network’s access point or wireless router uses transmit
key number 2, 3, or 4, select the appropriate number from the TX Key drop-down box.

Linksys'

A Diveskon of Ciscn Systems, inc.

Creating a Profile

m—ﬁ ¥ Select the Channel used by all of the devices in your wireless
s [ exn

[EMTTIN  VicdMode || SelectaNetwork Mode. In Mixed Mode, Wirsless- and
— Wirgless-G devices can both access your network. In G-Only

Mode, no Wireless-E device can access your netwark. Note:

Mixed Mode networks may experience reductions in speed.

Figure 4-12: Ad-Hoc Mode Settings

Linksys®

A Biviskon of Gaco Systems, e

Creating a Profile

- IE- Disabled |* To usa WEP encryption, select sither 64-bit or 128-bit

.. . The Passphrase is case-sensitive and should be no more
Pecaptirass. § | than 16 characters in length.
mil When entering this manually, it should be 10 characters for
G4-bit or 26 for 128-bit i
- Valid hexadecimal characters are "A” through "F” and
For Advanced Users: numbers “0° through “9",

.i Im 1 |w Select the transmit key for your network. (Default setting: 1)

Select your network's authentication type. (Default setting: Auto)

Figure 4-13: Wireless Security - WEP

11



Authentication -The default is set to Auto, so it will auto-detect for Shared Key or Open System
authentication. For Shared Key authentication, both the sender and the recipient share a WEP key for
authentication. For Open System authentication, the sender and the recipient do not share a WEP key for
authentication. If you are not sure which authentication method to select, keep the default, Auto.

Click the Next button to continue, or click the Back button to return to the previous screen.

WPA Personal

WPA Personal offers two encryption methods, TKIP and AES, with dynamic encryption keys. Select TKIP or
AES for encryption. Then enter a Passphrase that is 8-63 characters in length.

Encryption - Select the type of algorithm you want to use, TKIP or AES, from the Encryption drop-down
menu.

Passphrase - Enter a Passphrase, also called a pre-shared key, of 8-63 characters in the Passphrase field.

Click the Next button to continue or the Back button to return to the previous screen.

PSK2

Enter a Passphrase that is 8-63 characters in length.

Passphrase - Enter a Passphrase, also called a pre-shared key, of 8-63 characters in the Passphrase field.

Click the Next button to continue or the Back button to return to the previous screen.

LINKSYE'

A Division of Gisco ysiems, ins.

Creating a Profile

sl ey it o
. wireless dala iransmissions.

Please enter a Passphrase thal is 8 lo 63 characlers in
length.

| Back | mext

Figure 4-14: Wireless Security - WPA Personal

Linksys'

A Diveskon of Ciscn Systems, inc.

Creating a Profile

| Please enter a Passphrase that is 8 to 63 characters in
length.

| Back | Wext

Figure 4-1: Wireless Security - PSK2
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WPA Enterprise PR

A Division of Gisco ysiens, in.

WPA Enterprise features WPA security used in coordination with a RADIUS server. (This should only be used
when a RADIUS server is connected to the Router.) WPA Enterprise offers two authentication methods, EAP- Creating a Profile
TLS and PEAP, as well as two encryption methods, TKIP and AES, with dynamic encryption keys.

Authentication - Select the authentication method your network is using, EAP-TLS or PEAP. DY oris 5] Pessesct e ahecaon methodhat o e

10 access your network.

I::ﬂui m:ﬂ Enter the Login Name used for authentication,
m— Enter the Server Name used for authentication. (Optional)
EAP-TLS Please select the certificate used for authentication.

AES T Please select the encryption type used lo protect the
wireless data transmissions,

If you selected EAP-TLS, enter the login name of your wireless network in the Login Name field. Enter the
name of the authentication server in the Server Name field (this is optional). From the Certificate drop-down | Back | mext

menu, select the certificate you have installed to authenticate you on your wireless network. Select the type _
of encryption, TKIP or AES, from the Encryption drop-down menu.

Click the Next button to continue or the Back button to return to the previous screen. Figure 4-15: Wireless Security - WPA Enterprise - EAP-TLS

PEAP Linksys'

If you selected PEAP, enter the login name of your wireless network in the Login Name field. Enter the

password of your wireless network in the Password field. Enter the name of the authentication server in the Creating a Profile
Server Name field (this is optional). From the Certificate drop-down menu, select the certificate you have
installed to authenticate you on your wireless network; if you want to use any certificate, keep the default
setting, Trust Any. Then select the authentication method used inside the PEAP tunnel. Select the type of DTSN pew [ Please selectthe authentcaton method that you use

o access your network.

encryption, TKIP or AES, from the Encryption drop-down menu. IEDIIETN | Enterthe Login Name used for authentication
IMI | Enter the Password used for authentication.

Click the Next button to continue or the Back button to return to the previous screen. Entr the Sever Name used for authntcato, Optonal
.M! mu Trust Any : Please select the certificate used for authentication,
|mw Authen. R . gﬁﬁkﬁl the inner authentication method used inside the

nel

AES 5| Please select the encryption type used to protect the wireless
data

Figure 4-16: Wireless Security - WPA Enterprise - PEAP
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RADIUS

RADIUS features use of a RADIUS server. (This should only be used when a RADIUS server is connected to the
Router.) RADIUS offers two authentication types: EAP-TLS and PEAP.

Authentication - Select the authentication method your network is using, EAP-TLS or PEAP.

EAP-TLS

If you selected EAP-TLS, enter the login name of your wireless network in the Login Name field. Enter the
name of the authentication server in the Server Name field (this is optional). From the Certificate drop-down
menu, select the certificate you have installed to authenticate you on your wireless network.

Click the Next button to continue or the Back button to return to the previous screen.

PEAP

If you selected PEAP, enter the login name of your wireless network in the Login Name field. Enter the
password of your wireless network in the Password field. Enter the name of the authentication server in the
Server Name field (this is optional). From the Certificate drop-down menu, select the certificate you have
installed to authenticate you on your wireless network; if you want to use any certificate, keep the default
setting, Trust Any. Then select the authentication method used inside the PEAP tunnel.

Click the Next button to continue or the Back button to return to the previous screen.

Linksys’

A Divenkon ol Gincn Sysem inc.

Creating a Profile

Please select the authentication method that you use
10 BCCESS Your netwark.

[Enter the Login Name used for authentication.

Enter the Server Name used for authentication. {Dptional)

[Please select the certificate used for authentication.

Figure 4-17: Wireless Security - RADIUS - EAP-TLS

LinksyYs®

A Biviskon of Gaco Systems, lsc.

Creating a Profile

Authentication m

|

Please select the authentication method that you use
1o access your network.

Enter the Login Name used for authentication.
Enter the Password used for authentication.
Enter the Server Name used for authentication. (Optional)

Please select the certificate used for authentication.

Please select the inner authentication method used
ingide the PEAP tunnel.

Figure 4-18: Wireless Security - RADIUS - PEAP
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6. The Confirm New Settings screen will appear next and show the new settings. To save the new settings, click
the Save button. To edit the new settings, click the Back button. To exit the Manual Setup through the Lincays’
Wireless Network Monitor, click Exit.

Confirm New Settings

| Bt | Back | sawe

Figure 4-19: Confirm New Settings

7. The Congratulations screen will appear next. Click Connect to Network to implement the new settings and
return to the Link Information screen. Click Return to Profiles screen to return to the Profiles screen. LINKSYS'

A Biviion of Cince Systams loc.

Congratulations! Your manual setup through the Wireless Network Monitor is complete.

Your profile has been successfully configured!

To check the link information, search for available wireless networks, or make additional configuration
changes, proceed to Chapter 5: Using the Wireless Network Monitor. P e | S

Figure 4-20: Congratulations screen
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Chapter 5: Using the Wireless Network Monitor

Use the Wireless Network Monitor to check the link information, search for available wireless networks, or create
profiles that hold different configuration settings.

Accessing the Wireless Network Monitor

After installing the Adapter, the Wireless Network Monitor icon will appear in the system tray of your computer. If
the Wireless Network Monitor is enabled, then the icon will be green. If the Wireless Network Monitor is disabled N
or the Adapter is not connected, then the icon will be gray. N\

. . . Figure 5-1: Wireless Network Monitor Icon
Using the Wireless Network Monitor

The opening screen of the Wireless Network Monitor is the Link Information screen. From this screen, you can

find out how strong the current wireless signal is and how good the connection’s quality is. You can also click the

More Information button to view additional status information about the current wireless connection. To search

for available wireless networks, click the Site Survey tab. To perform configuration changes or create connection ';'m!‘f,!;ﬁ,,_‘fﬁ
profiles, click the Profiles tab.

Link Information Link formaton
e reety 5 AGH:
The Link Information screen displays network mode, signal strength, and link quality information about the LS

You have successfully connected to the access point and the Internet

Ad-Hoc Mode or Infrastructure Mode - The screen indicates whether the Adapter is currently working in ad- O m' . l ll {R\ E
4 5 4 ﬂ

hoc or infrastructure mode.

current connection. It also provides a button to click for additional status information.

Signal Strength - The Signal Strength bar indicates signal strength.

D T | scwsrome

Link Quality - The Link Quality bar indicates the quality of the wireless network connection.

\ireless-G Motebook Adapter with Range Expansion  Setup Wizard v1.1  wessns WPCS4GR

Click the More Information button to view additional information about the wireless network connection on the
Wireless Network Status screen. Figure 5-2: Link Information
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Wireless Network Status

The Wireless Network Status screen provides information on your current network settings.
Status - This shows the status of the wireless network connection.

SSID - This is the unique name of the wireless network.

Wireless Mode - The mode of the wireless network currently in use is displayed here.
Transfer Rate - The data transfer rate of the current connection is shown here.
Channel - This is the channel to which the wireless network devices are set.
Security - The status of the wireless security feature is displayed here.
Authentication - This is your wireless network’s authentication method.

IP Address - The IP Address of the Adapter is displayed here.

Subnet Mask - The Subnet Mask of the Adapter is shown here.

Default Gateway - The Default Gateway address of the Adapter is displayed here.
DNS - This is the DNS address of the Adapter.

DHCP Client - This displays the Adapter’s status as a DHCP client.

MAC Address- The MAC address of the wireless network’s access point or wireless router is shown here.

Signal Strength - The Signal Strength bar indicates the signal strength.

Link Quality - The Link Quality bar indicates the quality of the wireless network connection.

Click the Statistics button to go to the Wireless Network Statistics screen. Click the Back button to return to the
initial Link Information screen. Click the Save to Profile button to save the currently active connection settings to

a profile.

.
LRaEve
Link Information
Back Statistics Sava to Profile o
2 4Gtz
—Vmzing
Wireless Network Status
Status Connected IP Address
SSID Linksy Subnet Mask 255,255 255.0
Transfor Rate M DNS 1221
Channel E DHCP Client
Security sabled MAG Address
Authentication /ol
m m Adapter is Active

Figure 5-3: More Information - Wireless Network Status
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Wireless Network Statistics
The Wireless Networks Statistics screen provides statistics on your current network settings.

Transmit Rate - This is the data transfer rate of the current connection. (In Auto mode, the Adapter dynamically
shifts to the fastest data transfer rate possible at any given time.)

Receive Rate - This is the rate at which data is received.

Packets Received - This shows the packets received by the Adapter, in real time, since connecting to the
wireless network or since the Refresh Statistics button was last pressed.

Packets Transmitted - This shows the packets transmitted from the Adapter, in real time, since connecting to
the wireless network or since the Refresh Statistics button was last pressed.

Bytes Received - This shows the bytes received by the Adapter, in real time, since connecting to the wireless
network or since the Refresh Statistics button was last pressed.

Bytes Transmitted - This shows the bytes transmitted by the Adapter, in real time, since connecting to the
wireless network or since the Refresh Statistics button was last pressed.

Driver Version - This shows the version of the Adapter’s driver.

Noise Level - This shows the level of background noise affecting the wireless signal. A lower reading translates
into a higher quality signal.

Signal Strength - This is the intensity of the wireless signal received by the Adapter.
Transmit Power - This is the power output at which the Adapter is transmitting.
Up Time - This indicates the length of the most recent connection to a wireless network.

Total Up Time - This indicates the cumulative total of the Adapter’s connection time.

Signal Strength - The Signal Strength bar indicates the signal strength.
Link Quality - The Link Quality bar indicates the quality of the wireless network connection.

Click the Back button to return to the initial Link Information screen. Click the Status button to go to the Wireless
Network Status screen. Click the Save to Profile button to save the currently active connection settings to a
profile. Click the Refresh button to reset the statistics.

A Dviakon o Cace Sy, e,

Link Information
Back Status Save to Profile o
e )G
—Vsazing

Wireless Network Statistics

Transmil Rate Noise Level il

Receive Rate Signal Strength 5045

Packets Received Transmit Power 70 (f

Packets Transmitied Up Tima

Bytes Received Total Up Time

Bytes Transmitted

amm 20 o

Figure 5-4: More Information-Network Statistics

A Division ol Gice Sysiems, e,

Below is a list of available wireless networks. To search for more wireless networks,

Site Survey

click the Refresh bution, To get more infarmation about a network, click its
name (SSI0). To connect 1o thal netwaork, click the Connect bulton below.

5510 CH Signal Site information
linksys 5 | 100% ssi0 ksy
] | Wireless Mode |nfrastruct
Channel
MAC Address )-30-D2
Retresh Connect

Figure 5-5: Site Survey

2 AGEz
— Vs
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Site Survey

The Site Survey screen displays a list of available networks in the table on the left. The table shows each
network’s SSID, Channel, and the quality of the wireless signal the Adapter is receiving. You may click SSID, CH
(Channel), or Signal, to sort by that field.

SSID - The SSID or unique name of the wireless network is displayed here.
CH - This is the channel that the network uses.

Signal - This is the percentage of signal strength, from 0 to 100%.

Site Information

For each network selected, the following settings are listed:

SSID - This the SSID or unique name of the wireless network.

Wireless Mode - This is the mode of the wireless network currently in use.

Channel - This is the channel to which the wireless network devices are set.

Security - The status of the wireless security feature is displayed here.

MAC Address- The MAC address of the wireless network’s access point is displayed here.
Refresh - Click the Refresh button to perform a new search for wireless devices.

Connect - To connect to one of the networks on the list, select the wireless network, and click the Connect
button. If the network has encryption enabled, then you will see a new screen appear.

If the network has the wireless security WEP encryption enabled, then you will see the WEP Key Needed for
Connection screen. Select the appropriate level of WEP encryption, 64-bit or 128-bit). Then enter the network’s
Passphrase or WEP Key. Click the Connect button. To cancel the connection, click the Gancel button.

If the network has the wireless security WPA-Personal security enabled, then you will see the WPA-Personal
Needed for Connection screen. Select the appropriate encryption type, TKIP or AES. Enter the network’s
Passphrase or pre-shared key in the Passphrase field. Then click the Gonnect button. To cancel the connection,
click the Gancel button.

A St of ncs Syvtam, .

WEP Key Needed for Connection
This wireless netwerk has WEP encryption enabled. To connect to this network, select the level of WEP
encryption. Enter WEP key In the appropr Then press the
Connect button.
[ securny | e TR oo stoct e whokes socarkty mothod used by your leieg

s metwork,

‘T st WEP encryption, sebect B4-baL, 1285t or 152-ta ancrypion.
| wir | e [¥] y wvaitable for 8021

16

= s g

" 8 shomid be b2
encryplion, 26 chasaclers for 1280 encrypion, er 12 characters
15 oA

wough “F and nembars “0" theough *9°.

Figure 5-6: WEP Key Needed for Connection

& St of Gncs Syt .

WPA - Personal Needed for Connection

This wireless network has WPA - Personal, also ki Pre-Shared Key, enabled. To this.
natwork, select the i Enter priate field bolow. Then

- T Phssss sebect the winshess security memod useed by pour axisting
[ seceity IUTNTEET L iy

N w  [F] e -

| passphiase | | Piease wmter a Passphvase that s 1 63 characters in ength,

Figure 5-7: WPA-Personal Needed for Connection

Linksys®

A Do dCio Syste, e

PSK2 Needed for Connection

This wireless network has PSK2 enabled. To connect to this network, enter the required passphrase in
the appropriate field below. Then click the Connect button.

method used by your
B e [F] e e
m Pigase enter a P 581063
length.

| cancel | Conmect

Figure 5-8: PSK2 Needed for Gonnection
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If the network has PSK2 wireless security enabled, then you will see the PSK2 Needed for Connection screen.
Enter the network’s Passphrase or pre-shared key in the Passphrase field. To connect to the network, click
Gonnect. To cancel the connection, click Cancel.

Profiles

The Profiles screen lets you save different configuration profiles for different network setups. The table on the left
displays a list of available profiles with their profile names and SSIDs.

Profile - The name of the profile is displayed here.

SSID - The SSID or unique name of the wireless network is displayed here.

Profile Information

For each profile selected, the following are listed:

Wireless Mode - This is the mode of the wireless network currently in use.

Transfer Rate - The data transfer rate of the current connection is shown here.

Channel - This is the channel to which the wireless network devices are set.

Security - The status of the wireless security feature is displayed here.

Authentication - The authentication setting for the network is shown here.

Connect - To connect to a wireless network using a specific profile, select the profile, and click Gonnect.

New - Click the New button to create a new profile. See the next section, “Creating a New Profile,” for detailed
instructions.

Edit - Select the profile you want to change, and then click the Edit button.

Import - Click the Import button to import a profile that has been saved in another location. Select the
appropriate file, and click the Open button.

Export - Select the profile you want to save in a different location, and click the Export button. Direct Windows to
the appropriate folder, and click the Save button.

éi NOTE: If you want to export more than one profile, you have to export them one at a time.

A Drvinion of Dincs Syatems, b

Profiles

Click the Profile name and the Connect button to use pre-configured wireless

network settings. Use the menu below to manage your wireless network's Profiles 5
and Advanced settings. —Vsni1g
Profile S5I0 Site Information
Detautt linksys Wireless Mode  |nfrisiiuclure
| | Transfer Rate

Figure 5-9: Profiles

DAGH:

Open @g|
Look i [ = [ DEAE) b 3 s 2
JDocuments and Settings
1386
Program Files
LIWINDOWS
Flename:  [Profile | Open I
Fles of type: | Cig fle(".clg) | Cancel

Figure 5-10: Import a Profile

Save As Elgl
Savein: | <e Local Disk (C:) - & @k @
_JDocuments and Settings
1336
\JProgram Files
IWINDOWS
Fiename:  |Linksyd Save |
Save aslype; |Clg fle[" ctg) -] Cancel

Figure 5-11: Export a Profile

Security Disabled &
Authentication  /ut

| Wew | Edn | import | Export | Delets |  AdapterisActive
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Delete - Select the profile you want to delete, and then click the Delete button.

Create a New Profile

The next screen to appear will be the Available Wireless Network screen.
This screen provides two options for setting up the Adapter.

¢ Available Wireless Network. (For most users.) Use this option if you already have a network set up. The
networks available to this Adapter will be listed on this screen. You can choose one of these networks and
click the Gonnect button to connect to it. Click the Refresh button to update the Available Wireless Network
list.

e Manual Setup. If your network is not listed on this screen, select Manual Setup to set up the adapter
manually. This method of setting up the Adapter is intended for Advanced Users only.

The setup for each option is described, step by step, under the appropriate heading on the following pages.

Click Exit to close the Setup Wizard, if you wish to set up the Adapter later.

Available Wireless Network

The available networks are listed in the table on the center of the screen by SSID. Select the wireless network you
wish to connect to and click the Gonnect button. (If you do not see your network listed, you can click the Refresh
button to bring the list up again.) If the network utilizes wireless security, you will need to configure security on
the Adapter. If not, you will be taken directly to the Congratulations screen.

1. If you have wireless security enabled on your network, continue to step 2. If you don’t have wireless security
enabled, continue to step 3.

2. If your network has the wireless security WEP (Wired Equivalent Privacy) enabled, this screen will appear.
Select 64-hit or 128-bit.
Then enter a passphrase or WEP key.

Passphrase - Enter a passphrase in the Passphrase field, so a WEP key is automatically generated. The
passphrase is case-sensitive and should not be longer than 16 alphanumeric characters. It must match the
passphrase of your other wireless network devices and is compatible with Linksys wireless products only. (If
you have any non-Linksys wireless products, enter the WEP key manually on those products.)

Link=ys®

A Division of Caco Systarms, loc.

Creating a Profile

Please select the wireless network that you want to connect to, then click Connect button to continue.
If you are not sure, select the wireless network with the strongest signal strength.

5510 CH  Signal  Security  MAG Address

limksys | 6 | 100% | Dissbled | 00-02-D0-30-02-A0 Retresh
linksys-g 8 | 100% | WPA(TKIF) = 00-02-DD-30-D2-AA

linksys-g 6 | 100% | WEP(56-bif) ©0-02-DD-30-D2-AA

| Edit | saanusi Setup

Figure 5-12: Create a New Profile

LiINKSYS®
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WEP Key Needed for Connection

This wireless network has WEP encryption enabled. To connect 10 this network, select the level of WEP
encryption. Enter the required passphrase or WEP key in the appropriate field below. Then click the
Connect.

WeP [+ Please select the wireless security method used by your
existing wireless network.
128-bit To use WEP encryption, select B4-bit or 128-bit

m' | The Passphrasa is case-sensitive and should be no mane
than 16 characters in length.

m— ‘When entering this manually, it should be 10 characters for
64-bit ion or 26 for 128-bit i

Valid hexadecimal characters are "A" through "F" and
numbers “07 through “8".

| Cancel | Connect

Figure 5-1: WEP Key Needed for Connection
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WEP Key - The WEP key you enter must match the WEP key of your wireless network. For 64-bit encryption,
enter exactly 10 hexadecimal characters. For 128-bit encryption, enter exactly 26 hexadecimal characters.
Valid hexadecimal characters are “0” to “9” and “A” to “F”.

Then click Gonnect and proceed to Step 3.

If your network has the wireless security WPA Personal (Wi-Fi Protected Access) enabled, this screen will

appear.

Encryption - Select the type of algorithm you want to use, TKIP or AES, from the Encryption drop-down
menu.

Passphrase - Enter a Passphrase, also called a pre-shared key, of 8-63 characters in the Passphrase field.
Then click Gonnect and proceed to Step 3.

If your network has the wireless security PSK2 (Pre-shared key 2) enabled, this screen will appear.
Passphrase - Enter a Passphrase, also called a pre-shared key, of 8-63 characters in the Passphrase field.

Then click Gonnect and proceed to Step 3.

. After the software has been successfully installed, the Congratulations screen will appear. Click Gonnect t