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Statement of Conditions

In the interest of improving internal design, operational function, and/or reliability, NETGEAR reserves the right to make changes to the products
described in this document without notice. NETGEAR does not assume any liability that may occur due to the use or application of the product(s) or
circuit layout(s) described herein.

Certificate of the Manufacturer/Importer

It is hereby certified that the NETGEAR Model FS526T 26-Port 10/100 Mbps Smart Fast Ethernet Switch with Gigabit Ports has been suppressed
in accordance with the conditions set out in the BMPT-AmtsblVfg 243/1991 and Vfg 46/1992.The operation of some equipment (for example, test
transmitters) in accordance with the regulations may, however, be subject to certain restrictions. Please refer to the notes in the operating
instructions.

Federal Office for Telecommunications Approvals has been notified of the placing of this equipment on the market and has been granted the right
to test the series for compliance with the regulations.

Voluntary Control Council for Interference (VCCI) Statement

This equipment is in the first category (information equipment to be used in commercial and/or industrial areas) and conforms to the standards set
by the Voluntary Control Council for Interference by Data Processing Equipment and Electronic Office Machines that are aimed at preventing radio
interference in commercial and/or industrial areas.

Consequently, when this equipment is used in a residential area or in an adjacent area thereto, radio interference may be caused to equipment
such as radios and TV receivers.

Federal Communications Commission (FCC) Compliance Notice: Radio Frequency Notice
This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:
This device may not cause harmful interference.
This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses, and
can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct
the interference by one or more of the following measures:

Reorient or relocate the receiving antenna.
Increase the separation between the equipment and receiver.
Connect the equipment into an outlet on a circuit different from that which the receiver is connected.

Consult the dealer or an experienced radio/TV technician for help.

EN 55 022 Declaration of Conformance

This is to certify that the NETGEAR Model FS526T 26-Port 10/100 Mbps Smart Fast Ethernet Switch with Gigabit Ports is shielded against the
generation of radio interference in accordance with the application of Council Directive 89/336/EEC, Article 4a. Conformity is declared by the
application of EN 55024 Class A (CISPR 22).

EN 55 022 and EN 55 024 Statements

This is to certify that the NETGEAR Model FS526T 26-Port 10/100 Mbps Smart Fast Ethernet Switch with Gigabit Ports is shielded against the
generation of radio interference in accordance with the application of Council Directive 89/336/EEC, Article 4a. Conformity is declared by the
application of EN 55 022 Class A (CISPR 22) and EN 55 024.
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& Warning: This is a Class A product. In a domestic environment, this product may cause radio interference, in
which case the user may be required to take appropriate measures.

Canadian Department of Communications Radio Interference Regulations

This digital apparatus (NETGEAR Model FS526T 26-Port 10/100 Mbps Smart Fast Ethernet Switch with Gigabit Ports) do not exceed the Class A
limits for radio-noise emissions from digital apparatus as set out in the Radio Interference Regulations of the Canadian Department of
Communications.

Reéglement sur le brouillage radioélectrique du ministére des Communications

Cet appareil numérique (NETGEAR Model FS526T 26-Port 10/100 Mbps Smart Fast Ethernet Switch with Gigabit Ports) respecte les limites de
bruits radioélectriques visant les appareils numériques de classe A prescrites dans le Reglement sur le brouillage radioélectrique du ministére des
Communications du Canada.

Customer Support
For assistance with installing and configuring your NETGEAR system or with questions or problems following installation:
. Check the NETGEAR Web page at http://www.NETGEAR.com.

. Call Technical Support in North America at 1-888-NETGEAR. If you are outside North America, please refer to the phone numbers listed
on the Support Information Card that shipped with your switch.

. Email Technical Support at support@NETGEAR.com.

Defective or damaged merchandise can be returned to your point-of-purchase representative.

Internet/World Wide Web

NETGEAR maintains a World Wide Web home page that you can access at the uniform resource locator (URL) http://www.NETGEAR.com. A
direct connection to the Internet and a Web browser such as Internet Explorer or Netscape are required.
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CHAPTER 1: SWITCH MANAGEMENT OVERVIEW

This chapter gives an overview of switch management, including the methods you can use to manage your NETGEAR Model FS526T 26-Port
10/100 Mbps Smart Fast Ethernet Switch with Gigabit Ports. Topics include:

Management Access Overview

Management Access Overview

Your NETGEAR Model FS526T 26-Port 10/100 Mbps Smart Fast Ethernet Switch with Gigabit Ports contains software for viewing, changing, and
monitoring the way it works. This management software is not required for the switch to work. You can use the 10/100 Mbps ports and the built-in
Gigabit ports without using the management software. However, the management software allows you configure ports, VLAN and Trunking
features and also improve the efficiency of the switch and, as a result, improve the overall performance of your network. The Switch gives you the
flexibility to access and manage the switch using any of the following methods:

GearDiscovery Utility program

Web browser interface

After you power-up the switch for the first time, you can configure it using a utility program called GearDiscovery or a Web browser. Please refer to
the screenshots in following pages for GearDiscovery Utility and Web Management GUI. Each of these management methods has advantages.
Table 1-1 compares the three management methods.

Table 1-1. Comparing Switch Management Methods

Management Method Advantages

No IP address or subnet needed

Show all switches on the network

User-friendly interface

Firmware upgradeable

Can be accessed from any location via the switch’s
IP address

Password protected

Ideal for configuring the switch remotely
Compatible with Internet Explorer and Netscape
Navigator Web browsers

Intuitive browser interface

More visually appealing

Extensive switch configuration allowed
Configuration backup for duplicating settings to other
switches

GearDiscovery Utility
program

Web browser

For a more detailed discussion of the GearDiscovery Utility Program, see chapter 4. For a more detailed discussion of the Web Browser Interface,
see chapter 5.
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CHAPTER 2: Getting Started

This chapter will walk you through the steps to start managing your FS526T switch. This chapter will cover how to get started in a network with a
DHCP server (most common) as well as if you do not have a DHCP server.

Network with DHCP server:

Connect FS526T to a DHCP network.

Power on FS526T by plugging in power cord.

Install GearDiscovery Utility program on your computer

Start GearDiscovery utility. (Chapter 4 has detailed instructions on the GearDiscovery utility)

Click Discover for the GearDiscovery to find your FS526T switch. You should see a something similar to Figure 2-1.

agrLONE

GearDiscovery > Discover

F‘: GearDiscovery Ukility =100 %]
File Help
—Device List
r_ iy

MAC Address IP Addres Protocol ‘Yersion | Product Mame System hame I Location

2.001 001 MET=

4| | i

-
( Discover |
/

Configuration Setting Pazsword Change Wieh Access | Firmwweare Upgrade |

—Device Setting

Exit |

Figure 2-1. GearDiscovery Utility Main Screen
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6. Select your switch by clicking on it. Then click on Web Access, as highlighted in Figure 2-2.

Note: Your PC must be in the same subnet as the switch to use a web browser to manage the switch.

GearDiscovery >Web Access

£

o s 3

TEA,

File Help
—Device List

IP Address Protocol ‘Wersion | Product Mame Syatem Mame I Location

17216377 2.001.00 METGEAR F

<] | i

Discover |

—Device Setting
Configuration Setting Pazsword Change | ( Wieh Access |] Firmwware Upgrade |
Exit |

Figure 2-2. Web Access
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7. Start managing your switch via your web browser. The default password is ‘password’. For a detailed description on web
management, please refer to Chapter 5.

Web Management

3 NETGEAR Web Smart Switch - Microsoft Internet Explorer =]
J File Edit ‘iew Favorites Tools  Help
J 4=Eack ~ = - & o} | @search [EdFavorites  C#History | By S

| address [@[httpigii72.16.3.77)

NETGEAR FS526T Smart Switch st

s

= Switch Status
= |P Access List

= Setup
= Password

= Port Configuration Systern Mare : Sales-Michael

= Statistics Location Mame : Sales Dept.
- IP Address 1T2AB.3.7T7

= VLAN MAC Address  : 00-09-5h-B3-f4-c7

= Trunking

Password [+

= Configuration Backup
= Factory Reset

Logout

This page is bestviewed at 1024768 with Internet Explarer 5.0+ ar Metscape 6.0+

&1 Dore l_’_|° Inkernet v

Figure 2-3. Web Management Front page after click “web access” on GearDiscovery utility
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Network without DHCP server

Connect FS526T to your existing network.

Power on FS526T by plugging in power cord.

Install GearDiscovery Utility program on your computer.

Start GearDiscovery Utility. (Default IP is 192.168.0.239. Chapter 4 has detailed instructions on the GearDiscovery Utility)
Click Discover for the GearDiscovery program to find your FS526T switch. You should see a something similar to Figure 2-1.
Click on Configuration Setting (See figure 2-4).

oA wDE

Note: You can always assign a Static IP address to your FS526T whether or not your network has a DHCP server.

GearDiscovery > Configuration Setting > Default

|'3"‘l]f:arDi!i:l:vl:l'.rf:ri_.r Utility = Ellil
File Help
—Device List
MAC Address IF Addresz | Protocol ersion | Product Marme System MName | Location
00095hE3f4c3 { 192168.0.1 j 2.001.001 METZEAR FS526T
Configuration setting | x|
Product bame  METGEAR FS52ET MAC Address  00095hE3f4c3
IP Address I 192 168 . 0 1 =Subret Mask I T s L
Gateway | 192 . 188 . 0 . 254 System Name |
Location | Pazsward |
DHCP % Enable " Dizable
Set I | Cancel I
Discover |
—Device Setting
(Cu:unfiguratiu:un Seﬁingn Pazsword Change Wish Access Firmunvare Upgrade |
Exit |

Figure 2-4. Configuration Setting
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7. Choose Disable on DHCP. See Figure 2-5.

8. Enter your IP address, Gateway and Subnet, and then type your password and click “Set”. Please make sure your PC and FS526T
are in the same subnet. (See Figure 2-6.)

GearDiscovery > Configuration Setting > Assign Static IP

|":=IEEarDisu:u:mrf_'r'_.r Utility =1 Ellil
File Help
—Device List
hAC Adddress [P Address Protocol Yersion | Product Mame System Mame | Location
0009shE3t4c3 19216201 2.001 .00 METGEAR FS526T
Configuration setting x|
Product Mame MNETGEAR FZ526T MAC Address 00095bEST4CS
PAddress [ 152 . 188 . 0 . 3 SubnetMask | 255 . 255 . 255 . O
Gateway | 192 . 168 . 0O . 254 System Mame | MNETGEAR
Location | FS526T Pazsword I *****|
{DHCF " Enable * Dizahle )
(_ Set Cancel |
Discover |
—Device Seting
Configurstion Setting Pazsword Change Weh Acoess Firtneate Upgrade |

Exit |

Figure 2-5. Manually setting IP address
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NIC setting on the PC that accesses FS526T
20| ~Ioix]

Filz=  Hel
General | 10 1=
—Device List
Connect using: MAC Address | IP Address | Protocal version | Productiame | Systemiame | Location
I Realtek RTLA139(&) PCI Fast Ethernet Adapter #2 00035h6314c4 {182166803 | 2.001.00 MNETGEAR FS526T TSD-1 T30

Configure |

Components checked are used by this connection:
W1 %™ MwLink NetBIOS |

T MwiLink PSP M etBI0S Compatible Transpark Proto
U Intemet Protocal [TCPAR)

-
4« | B
Install... | Uninztall | Froperties |
= et
Internet Protocol {TCP/IP} Propertie: 2l

General |

You can get IP zettings azsigned automatically if your network, supports
thiz capability. Othenwise, you need to ask your network, adrnivistrator for | |
the appropriate IP zettings. 1 ﬂ

" Dbtkain an IP address automatically Discover I

—* se the following IP address:

IP address: FEED SR
Configurstion Seﬂingl Passwword Change | Wb Access | Firmwyare Uporacde I
Subret mask: 285 . 255 . 256 0
Default gateway: 132 0163 . 0 . 254 = |
Configuration setting x|
) [btain DS server address autornatically T
Procuct Mame  NETGEAR FS326T MAC Address 00095hG3f4c4

— Lse the following DNS server addreszes:

Preferred DNS server I . . . (IP Address I 1892 0168 . 0 . 3 Subnet Mazk I 255 255 0255 . 0 ]
Alternate DNS server: | S Gateway | 192 . 163 . O . 254 System Name ITSD-1

Location I T=D Password I
Advanced... |

DHCP " Enable % Disable

o | s | s |
iiStart”J m @ I‘_‘;}J 8 |J ) Sraartwindow | C smarttwindo. .. I ESmartCounte...l =1 I @3.bmp-Paint ”E__GearDiscov... Local Area Conn. .. | @@g 3:51 PM

Figure 2-6. Setting IP address and Subnet Mask
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9. Select your switch by clicking on it. Then click on Web Access, as highlighted in Figure 2-2.

10. Start managing your switch via your web browser. The default password is ‘password’. For a detailed description on web
management access, please refer to Chapter 5.

Web Management

/3 NETGEAR Web Smart Switch - Microsoft Internet Explorer ===
J File Edit ‘iew Favorites Tools Help ﬁ
J =Exck + =~ @) tat | @@search [EFavorites  {#Histary ||%- S HE

| address [@1[http:/r192.168.0.3) x| Pe |JLinks »

Support Help

A4
oo

! Fwal

= Switch Status
= |P Access List
= Setup

= Password

= Port Configuration
= Statistics

System Mame : TSD-1
Lacation Mame : TSD
= YLAN IP Address 2192.168.0.3

. MAC Address [ 00-09-5b-63-f4-c4
= Trunking

IW Login
= Configuration Backup FLESTELE

= Factory Reset

This page is bestviewed at 1024x768 with Internet Explorer 5.0+ or Metscape 6.0+

|@ Done l_l_lﬂ Internet

Figure 2-7. Web Management Front page after click “web access” on GearDiscovery utility

Page 14 of 58

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

CHAPTER 3: Software Upgrade Procedure

The application software for the FS526T is upgradeable, enabling your switch to take advantage of improvements and additional features as they
become available. The upgrade procedure and the required equipment are described in the following section.

The upgrade procedure is as follow:

1. Save the new firmware to your computer.

2.  Start the GearDiscovery utility program.

3. Select your switch by clicking on it. Then click on Firmware Upgrade, as highlighted in Figure 3-1.

1| | i

Discover |
—Device Setting
-
Configuration Setting Pazsword Change Wieh Access | (Firmware Upgrade |
Exit |

Figure 3-1. Select the switch you want to upgrade and click Firmware Upgrade.
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Firmweare 1T

— Device information
Device [P |1 721633

Device MAC Pm 122334455

—Upgrade zetting

Firmwware path I I Browese ||

Paz=sword I

Upgrade State |

Start |

Figure 3-2. Locate New Firmware.

4.  Enter the location of the new firmware in the Firmware path below Firmware setting. Alternatively, you can click Browse to locate the
file. See Figure 3-2.
5. Click Start to download the new firmware file in non-volatile memory.

Firmware Tp;

—Device information
Device [P |1 7216.33

Device MAC Fm 122334455

—Upgrade setting
Firmwware path ID:'IFSSEET_FirmwareﬁFSSEETLI.HEI Browze |

Paz=sword I*****

Upgrade State |

(- Start |] Cancel

Figure 3-3. Enter Password and click Start.

Note: Once the system finishes firmware upgrade process, the switch will automatically reboot. The GearDiscovery utility will determine success of
upgrade process based on the success of the system reboot.
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CHAPTER 4: GearDiscovery Utility Program

The GearDiscovery utility program is a user-friendly, easy to install tool. Using this program, you can view and configure all the FS526T Smart
Switches in your network.

The installation of the GearDiscovery utility is as follows:

Insert the disc into your CD-ROM drive.

Select the GearDiscovery\Output folder.

Run the Setup program to install the GearDiscovery Utility.
The Installation Wizard will guide you through.

Run ‘GearDiscovery’ from the window start bar.

arwNE

Main Screen

The main screen displays the available functions. As shown in Figure 4-1, there are six function items to choose from:
o Discover

Configuration Setting

Password Change

Web Access

Firmware Upgrade

Exit

oOo0oo0oo0oo

o s 3

—Device List

MAC Address IF Addresz Protocol “ersion | Product Mame System Mame | Location

1| | ]

Dizcover |

—Device Setting
Configuration Setting Paz=word Change Wieh Access Firtmwware Uporade |

Figure 4-1. GearDiscovery Utility Main Screen
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Main Screen> Device List> Discover

The GearDiscovery can discover all switches currently connected on the network. Click ‘Discover’ to view the following switch information of any
listed switch:

MAC Address
IP Address
Protocol Version
Product Name
System Name
Location

DHCP

Subnet Mask

Gateway

[l GearDi - !E[
File Help
—Device List

Product Mame
METGEAR FS

Pratocal Yersion

2.009 .001

P Address

MAC Address
Q0095bESf4CT

<] | i

=~
( Dizcover I
y

Configuration Zetting Pazsword Change \Wekb Access | Firtmyware Upgrade I

—Device Setting

Exit |

Figure 4-2. Main Screen: Device List> Discover

By double-clicking a listed switch, you can open the Web management for that switch. Alternatively, you can select a switch by clicking on it once,
and then clicking Web Access. For more information on Web management, see Chapter 5.
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Main Screen> Switch Setting> Configuration Setting

Select a switch by clicking on it. Then click Configuration Setting. The following screen pops up, enabling you modify:

o System Name This field is to help you keep track of your switches. It can be any combination of letters and/or numbers.

o  Location This field is to help you keep track of where this switch is. It can be any combination of letters and/or numbers.
o Password The default password is ‘password’. You must enter your password for and modifications to take affect.

o DHCP DHCP automatically obtains the IP information for the switch.

Product Mame METGEAR FS526T MAC Address  D0095bE3T4CT
P address | 172 18 5 ez SubretMask | 295 255 0 0
Catewvay | 172 . 16 . 1 . 254 System Mame ISaIes-Michael
Location ISaIes Passwar I*****
DHCP % Enable " Disable

Set | Cancel

Figure 4-3. Main Screen: Switch Setting> Configuration Setting

o  System Name Any desired description for System Name.

o  Location Any desired description for Location.

o Password The default password is ‘password’.

o DHCP This function is enabled by default. Click ‘Disable’ to abort the function.

Main Screen> Device Setting> Configuration Setting> Set

Click ‘Set’ to enable new settings. You must enter your password for these settings to be accepted.
Main Screen> Device Setting> Configuration Setting> Cancel
Click ‘Cancel’ to abort the above settings.

Main Screen> Switch Setting> Password Change

Click ‘Password Change’ from the Switch Setting section. The following screen pops up as shown in Figure 4-4.

Mewy Passsard I Confirm Pazsword

Old Pazsword I

Set |
Figure 4-4. Main Screen: Switch Setting> Password Change
o New Password Type any desired password. Passwords are case-sensitive and can have a maximum of 20 characters.
o Confirm Password Re-type the new password to confirm it.
o Old Password The default password is ‘password’.

Click ‘Set’ to enable new password.
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Main Screen> Switch Setting>Web Access

Select a listed switch from the Device List section. Then click Web Access from the Switch Setting (see Figure 4-5)

Enter the default password ‘password’, and click Login.

For more on Web management, see Chapter 5.

a METGEAR Web Smart Switch - Microsoft Internet Explorer

File Edit View Favorites Toolks  Help

18l
| @ |

J Back + = - 23 (4] 4} | Bseach GelFevorites SHHstory | Bhe S
|

Address [ €] http:f192.168.0,1)

J 20 | Links **|

-
il

NETGE A R

FS526T Smart Switch

it

= Switch Status
= IP Access List
= Satup

= Passwaord

System Mame |
Location Mame ; -
1P Address (182 168.0.1
= Port Configuration

MAC Address 00-12-23-34-45-fe
m Statistics

= V| AN

Password [~
= Trunking

= Configuration Backup

= Factory Reset

L " This page is hestviewed at 1024x768 with Internet Explorer 5.0+ or Netscape 5.0+
ogou

[&] Dare

[ meemet
Figure 4-5. Web Management Login Page
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Main Screen> Switch Setting> Firmware Upgrade

Click Firmware Upgrade from the Switch Setting section. The following screen will pop up.

Firmurare Tp;

—Device information
Device [P |1 92168.01

Device MAC F0095b53f4c?

—Upgrade zetting

Firtmwware path I Brovwyse |

Passward I

Updrade State |

Start |

Figure 4-6. Main Screen: Switch Setting> Firmware Upgrade

o  Firmware Path The location of the new firmware. If you don't know, you can click Browse to locate file.
o Password The default password is ‘password’.
o Upgrade State Show upgrading in progress.

Click Start to start upgrading.

Main Screen> Switch Setting> Exit

Click Exit from the Switch Setting section to close the GearDiscovery Utility program.
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CHAPTER 5: WEB MANAGEMENT ACCESS

Your NETGEAR Model FS526T 26-Port 10/100 Mbps Smart Fast Ethernet Switch with Gigabit Ports provides a built-in browser interface that lets
you configure and manage it remotely using a standard Web browser such as Microsoft Internet Explorer or Netscape Navigator. This interface also
allows for system monitoring of the Switch. The help page will cover many of the basic functions and features of the switch and its web interface.
Web Management requires either Microsoft Internet Explorer 5.0 or later or Netscape Navigator 6.0 or later.

Note: Only one user can be logged in at any time.

% NETGEAR Web Smart Switch - Microsoft Internet Explorer =l&]x
_J Fie Edt Yiew Favortes Teok Help |-
Tt 5 BT A Groots e | B |
| address [&] hrepiiniaz 6.1y ~| @oo |JLinks »

A
il

’ N E T G E A R Suppor Help

it

FS526T Smart Switch

= Switch Status
= IP Access List

= Password System Mame |

Location Mame ; -

1P Address 19216801

= Port Configuration MAC Address  00-12-23-34-45-Te

m Statistics

=
= VLAN Password [~

= Trunking

= Configuration Backup
= Factory Reset

This page is hestviewed at 1024x768 with Internet Explorer 5.0+ or Netscape 5.0+

Logout

€] Dane [ [ e ineernet
Figure 5-1. Web Management Login page
There are 3 menu options available:
0  System

o0  Switch
o Firmware

There is a Help Menu in the top of right side of screen. Click the help to read the full Help Menu. On some pages, there is a Help button. If you
click that button, you will go to the part of the Help Menu that discusses that page.

Within the various browser interface pages, there are several buttons that you can use. Their names and functions are below:

Refresh: Pulls that screen’s data from current values on the system

Apply: Submits change request to system and refreshes screen data

Add: Adds new entries to table information and refreshes screen data

Browse: Locates a certain path for a desired file.

Delete: Deletes selected entries from table and refreshes screen data
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Factory Reset: Restore the system factory default value.

Help: Goes to relevant section of Help Menu
System

There are 4 options available:
o0  Switch Status
o IP Access List
o  Set-up
o Password

System> Switch Status

System> Switch Status

The top part of this page displays switch information, such as:
o0  Product Name: (NETGEAR FS526T)

Firmware Version

Protocol Version

DHCP: (shows if enabled or disabled)

IP Address

Subnet Mask

Default Gateway

MAC Address

System Name

Location Name

Login Timeout:

System Up Time

O00O0O0O0OO0O0OOO0OO

These parameters are not editable from this screen. Only System Name and Location Name can be modified in the Set-up> System Setting page.

<8 NETGEAR Web Smatt Switch - Microsoft Internet Explorer o =1 S

_J Fle Edt View Favorites Tools  Help |-
J EBack » = - (@) [ G| Qisearch [elFavorites (#History | By S5
| Address |&] hetp:/f192.168.0.1/ = @so ||tk >

NETGEAR e

FS526T Smart Switch

- 1]
Switch Status Bafresh | Help |
= Switch Status
= IP Access List
Product Name METGEAR FE526T
= SELup Firmware Version 1.0.0(0522)
= Password Protocol Version 2.001.001
DHCP Enahle i
= Port Cnnﬁ(uraﬁun IP Address 5192.158.0.1
= Statistics Subnet mask 5255.255_255_0
= VLAN Default gateway |192.168.0.254
MAC address 00-12-23-34-45-f2
= Trunking System Name
Location Hame
= Configuration Backup Login Timeout (minutes) IS
= Factory Reset |wstem UpTime EIF\-’SU hours 10 mins 47 seconds
Logout PORT Status .
Kl | _»J‘J

[&] Downloading from site: http:(j192.168.0.1] [ [ mternet

Figure 5-2. System> Switch Status: Switch Status
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The next part of the Switch Status page displays the port settings for both 10/100 Mbps and 10/100/1000 Mbps ports. To configure the ports, go to
the Switch> Port Configuration page.
o |ID: The port number on the switch
0  Speed: Indicates the communication mode set for the port. The default setting for all ports is Auto-negotiation (Auto).
The possible entries are Auto-negotiation (Auto), 10 Mbps half duplex (10M Half), 10 Mbps full duplex (10M Full),
100 Mbps half duplex (100M Half), 100 Mbps full duplex (100M Full), or Disable.

o  Flow Control: Indicates whether Flow Control support is set for on (Enabled) or off (Disabled). The default setting for all ports is
enabled.
o QOs: Indicate the priority for the port. The default setting for all ports is Normal.

Quality of Service (QoS) is a way of managing traffic in a network, by treating different types of traffic with different
levels of service priority. Higher priority traffic gets faster treatment during times of switch congestion.
0  Link Status: Indicates the current speed and duplex for the port. DOWN means no link.

<8 NETGEAR Web Smatt Switch - Microsoft Internet Explorer

| File Edt View Favorites Tools  Help |-
J EBack » = - (@) [ G| Qisearch [elFavorites (#History | By S5
| Address |&] hetp:/f192.168.0.1/ =l @0 ||tnks >

NETGEAR Support  Help

FS526T Smart Switch

s
ad

o1y

=G AUCESS LIS _:I
= Setup PORT Status
= Password
[ 101100 Mbps
= Port Configuration ID | Speed Cf]'r?t":ul 005 S';;ES D | Speed Cf]'r':::m 005 Slt_l
= Statistics 01 |Auto Enable  [Marmal  |Down 13 |auto [Enable  |Mormal Do
= WL AN 02 |Auto Enable Mormal  [100M Full | 14 Auto Enable Mormal Do
= Trunking 03 |Auto Enable  |Mormal  |Down | 15 |Auto Enable  |Mormal  [Dowe
04 |Auto Enable  Mormal  |Down [ 16 |auto Enahle  |Mormal  |Dowe
s Confianiatin Backin 05 |Auto Emable.  [Mormal  |Down [ 17 lauto [Enable  [normal Do
. 06 |Auto Enable  |Marmal  |Dawn [ 18 |muta [Enable  [Mormal (Do
= Factory Reset |07 |autn Enable  [Normal  |Diown 19 |20t Enable |Normal Dot
08 |futn Enable  |[Mormal  |Down 20 |futo Enable  [Mormal Do
Logout 09 |futo Enable  [Marmal  |Down 21 |Auta [Enable  |Mormal (Do
|1l] Auto Enakle  [Normal  |Down 22 |\Auta Enable  |[Marmal  |Dowt
11 |Auto Enable  |Mormal  |Down 23 |Auto Enable  [Mormal  |Dowe
12 |Auto |Enable  |Mormal  |[Down [ 24 |auto Enable  [Mormal  |Dowr
| 10/100/1000 Mbps _J_vJ
4] | »
T e

Figure 5-3. System> Switch Status: Port Status
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The next part of the Switch Status page shows the Virtual Local Area Network (VLAN) status. A VLAN is a way to electronically separate specified

ports on the same switch into separate broadcast domains. By using VLAN, users can group by logical function instead of physical location. This
switch supports 26 VLANS.

This page displays the port-based VLAN settings. The default VLAN setting is all ports belong to VLAN 1 as shown in Figure 2-4. To configure
user-defined VLAN groups, go to the Switch> VLAN page.

8 NETGEAR Web Smart Switch - Microsoft Internet Explorer

| File Edit Yiew Favorkes Tools  Help

J EBack v = - -@ @ 7t | @E@arch [3e] Favorites éﬁHistory |i__:\,:_é‘v =

| Address {&] htp:ihiaz.168.0.1/

) N E T . Suppar Help
% GEAR
-
= CEDYET Crinek Coaild
s FS526T Smart Switch
- b L Ly e my o
I AULESS LISt
-SEt " | D | Speed | cortrol | Q0s | Slatus | D> Speed | Control | aos | Stzil
uto |Enable  |Marmal  |Down 26 |Auto Enable  (Mormal (Dot
Sl 25 |Aut |
m Password
= Port Configuration Port-based VLAN Settings
= Statistics
= VLAN | ID | Description | Member

= Trunking

01 020304050607 08091011 121314151617718192021

01 (REEu 2273342578

= Configuration Backup
m Factory Reset

TRUNK Status

ID Member
01 |Disahle
02 |Disahle
03 |Disahle
04 |Disable

i | »

|4 Interret
Figure 5-4. System> Switch Status: Port-based VLAN & TRUNK

Port Trunking is a feature that allows multiple links between switches to work as one virtual link (aggregate link). Trunks can be defined for similar
port types only. For example, a 10/100 port cannot form a Port Trunk with a gigabit port. For 10/100 ports, trunks can only be formed within the
same bank. A bank is a set of eight ports. Up to four trunks can be operating at the same time.

This page displays the Trunk status as shown in Figure 2-4. The default Trunk setting is all four groups disabled. To configure user-defined trunk
groups, go to the Switch> Trunking page.
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If the IEEE8B02.1Q VLAN is enabled, this page will display the Tagged VLAN status as shown in Figures 2-5 and 2-6. To know more about Tag

VLAN, see Switch> VLAN for detalils.

'3 METGEAR ¥Web Smart Switch - Microsoft Internet Explorer

Fle Edit View Favorites Tools  Heln

LIS
| @ |

Address | €] http:j192.168.0.1f

J HBack » = - (@) [ Y| Qseach FdFavortes CHistary | By S
|

=] P |Junk:_: »

- I

NETGEAR

FS526T Smart Switch

10/100/1000 Mbps

= Switch Status ‘ | Flow Link ‘ Flow ‘ Li
D Speed Qos D Speed Qos ,
= IP Access List . Control Status Control St
25 |Auto |Enable  |Marmal  |Daown 26 |Auto [Enable  |Marmal Do
= Setup
= Password
IEEE 802.1Q PVID Table
= Port Confiquration
= Statistics Port | PYID |Port | PVID |Port | PVID | Port | PVID
= VLAN o1 14 02 2 03 2 04 | 2
Bl 05 3 06 2 07 2 08 | 2z
s 0o 4 10 4 1" 4 12 | 4
13 4 14 L 15 2 16 2
= Configuration Backup 17 1 18 1 19 1 20 1
= Factory Reset 21 1 22 1 23 1 24 1
25 1 26 1
Logout
= e et e e ..FJ

iﬂﬁl’:art”l m E ESEI || [El Gearbiscovery Utilicy

Figure 5-5. System> Switch Status: Tag VLAN PVID Table

|[&1nETGEAR Web Smart ...

I
S suzem
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'3 METGEAR ¥Web Smart Switch - Microsoft Internet Explorer

Fle Edit View Favorites Tools  Heln

J Back » = - @) [ &Y | Qiceach FdFavortes C#Histary | By Sb
|

Address | €] http:j192.168.0.1f ~] oo |J

FS526T Smart Switch

'S
g

i 1y At

B S T S T L T R ]
(T 15 02 2 03 2 04 2
= Switch Status 05 3 06 2 07 2 | o8 | 2
= |P Access List 09 4 10 4 n 4 |12 ] 4
13 4 14 5 15 2 | 16 Z
.M 17 1 18 1 9 | 1 | 20 1
~ Password 21 1 22 1 23 | 1 24 1
25 1 26 il
= Port Configuration
= Statistics
= VLAN IEEE 802.1Q VLAN Settings
= Trunking \_ﬂ_,qN| Member Port
D |01/02|03]04/05 /06|07 08091011 (121311415 1617|1819 20 21 22 2324 |25 |26
= Configuration Backup 1 vlufululululolulolufulululoTuluTu ufulu oo fufulu
= Factory Reset 2 ju
3 U uju | | | |
Logout 4 T | TIT U] | | |
IS LU | | Ju | | |

| Tnternist

Figure 5-6. System> Switch Status: Tag VLAN Settings
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System> IP Access List

This page displays an IP access list, which lists switches that are allowed to login this Switch. The switch will only respond to requests from
computers with the IP address in the list, so make sure to include your IP address if you are using this feature. This is a powerful way to limit
remote access to your switch. The default setting is all host IP addresses allowed as shown in Figure 5-7.

<8 NETGEAR Web Smatt Switch - Microsoft Internet Explorer &) x|
_J Fle Edt View Favorites Tools  Help |-
| woack - = - P 4] 4} Qsearch [aFavortes (Primory | 5y- B

| Address |&] hetp:/f192.168.0.1/ =l @0 ||tnks >

NETGEAR e

FS526T Smart Switch

IP Access List Setting

= Switch Status

m |P Access List | D IP address '
= Setup | All hostiP address allowed

= Password

Add]  Delets | Help|

= Port Configuration
= Statistics

= VLAN

= Trunking

= Configuration Backup
= Factory Beset

Logout

@] bone [ [ et

Figure 5-7. System> IP Access List
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Add a new entry

o  Click Add to bring up the page as shown in Figure 5-8
o  Enter site-specific IP address in the appropriate boxes
o  Click Apply to activate the setting

Note: Once this new IP access is enabled, you can only access the switch via devices with approved IP addresses.

has one of the addresses in the list.

Delete an existing entry

o  Click Delete to bring up the IP Access List Delete screen
o  Click to select the entry in the list
o  Click Apply to delete this IP Access

<8 NETGEAR Web Smatt Switch - Microsoft Internet Explorer
J File Edit View Favorites Tools  Help

Make sure that your current PC

J EBack » = - (@) [ G| Qisearch [elFavorites (#History | By S5

| Address {&] htp:/192.168.0.1/

= Switch Status

m |P Access List | D 01

= Setup

= Password

= Port Configuration
= Statistics

= VLAN

= Trunking

= Configuration Backup
= Factory Beset

Logout

[&] bane

Figure 5-8. System> IP Access List> Add new IP

NETGEAR e
FS526T Smart Switch
IP Access List Setting
IP address [ A |
[ e meemet

Page 29 of 58

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

System> Set-up

This page will allow access to the system information parameters.

o  Enter System Name and Location Name

o  The DHCP function is enabled by default. Click Static IP Address to disable the DHCP function.
o  Enter site-specific IP address, Subnet mask and Gateway in the appropriate boxes

o]

Click Apply to activate the setting

'3 METGEAR Web Smart Switch - Microsoft Internet Explorer
| File Edit Yiew Favorkes  Tools  Help

=181 x|

J wigack + = - 23 (2] | Dicearch GedFavorites CHHistory | B S

| Address {&] hetp:iiaz. 160,/

| @0 |JLin1<s_ 3%

A
ad

NETGEAR

1 it

S526T Smart Switch

System Setting A
= Switch Status " I
System Name
= |P Access List
= Setup Location Hame I
= Password Login Timeout |5
{3 - 30 minutes)
= Port Configuration IP Address
= Statistics ' Get Dynamic IP from DHCP Server
= Y AN DHCP semverylD |1 2
= Trunking
" Static IP Address
= Configuration Backup P addres3 I I I I
= Factory Reset Suhnet mask | l I I
Gateway | | I | I
Logout
Apsly | Help | 2}
[&] bore 7

Figure 5-9. System> Set-up> System Setting

[ [ et
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System> Password

The password entered is encrypted on the screen and will display as a sequence of asterisks (*). The default password is ‘password’ and can be
changed here.

o  Type the old password in the Old Password field

o  Type the new password in the New Password field

o0 Re-type the new password in the Re-type New Password field
o

Click Apply to activate the new password

Note: The password is case sensitive and with a maximum length of 20.

'3 METGEAR Web Smart Switch - Microsoft Internet Explorer

| Fie Edt View Favorkes Todls  Help |-
J wigack + = - 23 (2] | Dicearch GedFavorites CHHistory | B S

| Address {&] hetp:iiaz. 160,/

A
ad

NETGEAR Supgorl  Help

FS526T Smart Switch

1 it

/ Password Setting
= Switch Status

» IP Access List The maximum length is 20 and is case-sensitive.
= Setup
Old Password |
= Password
New Password |
= Port Configuration Re-type Hew Password |

m Statistics
= VAN

Apply| Help|
= Trunking

= Configuration Backup

= Factory Reset

Logout

[&] bore

| |4 tnternet
Figure 5-10. System> Password> Password Setting
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Switch

There are 4 options available:
o  Port Configuration
o0  Statistics
o VLAN
o  Trunking

Switch> Port Configuration

Switch> Port Configuration: Port Setting menu

You can configure the status per port by clicking a port ID in the port setting menu.
o |ID: The port number on the switch. Click this number to configure the port.
o0  Speed: Indicates the communication mode set for the port. The default setting for all ports is Auto-negotiation (Auto).
The possible entries are Auto-negotiation (Auto), 10 Mbps half duplex (10M Half), 10 Mbps full duplex (10M Full),
100 Mbps half duplex (100M Half), 100 Mbps full duplex (100M Full), or Disable.

o  Flow Control: Indicates whether Flow Control support is set for on (Enabled) or off (Disabled). The default setting for all ports is
enabled.
o QOs: Indicate the priority for the port. The default setting for all ports is Normal.

Quality of Service (QoS) is a way of managing traffic in a network, by treating different types of traffic with different
levels of service priority. Higher priority traffic gets faster treatment during times of switch congestion.
o  Link Status: Indicates the current speed and duplex for the port. DOWN means no link.

'3 METGEAR Web Smart Switch - Microsoft Internet Explorer
| Fie Edt View Favorkes Todls  Help |-
J wigack + = - 23 (2] | Dicearch GedFavorites CHHistory | B S

| Address {&] hetp:iiaz. 160,/
NETGEAR

FS526T Smart Switch

-
ad

1 it

=l PORT Setting Refral
= Switch Status
= |IP Access | ist 10/100 Mbps S
= Setup ID | Speed Cf]'r'::':m 00s S't-;ﬁs D | Speed cf]'r':t“:m Qos 5'{:
- SEE 01 |Auto Erable  |Mormal  |Down 13 |Auto Enable  |Mormal  |Down
02 |Auto Enahle |Mormal  [100MFull | 14 |Auta Enable  |Mormal  |Down
= Port Configuration 03 (Auto [Enable  |Mormal  |Down A5 |Auto Enable  [Morrmal  |Dowr
= Statistics 04 jAuto [Enable  [Mormal  [Down 16 |Auto Enahle  |Mormal  |Down
= VLAN 05 |auto Enable [Narmal  [Down 17 |Auto Enable  [Marmal [Down
i ki 06 Auto Enakle Marmal IDown 18 |Auto Enable Marrral Cionwn
07 |Auto [Enable  |Mormal  |Down 19 |Auto Enable  |Marmal  |{Down
08 Auto Enahle Mormal  (Down 20 |Auto Enahle Mormal Cioweny
= Configuration Backup 09 {Auto Enahle Mormal  Down 21 |Auto Enahle Mormal  |[Down
= Factory Reset 10 |Auto Enable  |Mormal  |Down 22 |auto Enable  |Mormal  {Down—
11 Auto Enahle Mormal  [Down _2_:3T Auto Enable MHormal Ciowen
Loout 12 Auto Enable Maormal  (Dowen ZAutn Enable Mormal Ciowen
10/100/1000 Mbps _I:J
x| 4] | b
] Done [ [ e nternet

Figure 5-11. Switch> Port Configuration> Port Setting menu
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Switch> Port Configuration: Set speed

o  Click a port ID as shown in Figure 5-11

o  Click to select a speed from the pull-down menu under Speed
o  Click Apply to activate the new speed

Note: Please be aware that speed must set as same as link partner. Otherwise, packet loss or link error might occur.

% NETGEAR Web Smart Switch - Microsoft Internet Explorer

Vigw Fawirites  Tools  Help

E —l®] x|
File  Edit

J | @ |
J s Back + = - -@ @ 4 | raS‘_e'arch (3] Favorites -QBHistorv | i%_v =
|

Address [ @] hitp:f192.168.0,1)

NETGEAR e

FS526T Smart Switch

A
nd
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PORT Settings

= Switch Status

= IP Access List Please be aware that speed must set as same as link parnter.
Otherwise, packet loss or link error might occur.
= Setup
= Password Flow
D Speed Control Qos

IEnabIe ||| Mormial =]
Apply I Helpl

= Port Configuration g2
= Statistics
= VLAN

= Trunking

m Configuration Backup
= Factory Reset

Logout
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T 4 ot
Figure 5-12. Switch> Port Configuration> Port Settings: Speed
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Switch> Port Configuration: Set flow control

o  Click a port ID as shown in Figure 5-11

o  Click to select Enable or Disable from the pull-down menu under Flow Control
o  Click Apply to activate the new setting

23 NETGEAR Web Smart Switch - Microsoft Internet Explorer

E =18 x]
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Otherwise, packet loss or link error might occur.
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2 e Control 908
= Port Configuration 02 || Auto x| |Enable =|||Normal =}
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= V| AN

= Trunking

L Help |
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Figure 5-13. Switch> Port Configuration> Port Settings: Flow Control
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Switch> Port Configuration: Set QOS

o  Click a port ID as shown in Figure 5-11
0  Click to select Normal or High from the pull-down menu under QOS
o  Click Apply to activate the new setting

23 NETGEAR Web Smart Switch - Microsoft Internet Explorer
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Figure 5-14. Switch> Port Configuration> Port Settings: QOS
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Switch> Statistics

The Statistics Table shows the statistics types for one port over time.

o |ID: The port number on the switch

o Tx Transmitted packet/s.

o Rx Received packet/s.

o  TxError: Transmitted packet/s with an error.
o RxError: Received packet/s with an error.

Packets are counted as TX Error if they:

. Had a late collision detected during the transmission (512 bit-times into the transmission).
. Experienced 16 failed transmission attempts due to collision.
e  Were dropped due to lack of resources.

Packets are counted as RX Error if they:
e  Were less than 64 bytes or greater than 1522 bytes.
. Had a bad FCS.
e  Were dropped due to lack of resources.

Switch> Statistics> Refresh

Click Refresh to obtain current statistics data.

Switch> Statistics> Clear Counter

Click Clear Counter to start new statistics over time.

-; NETGEAR Web Smart Switch - Microsoft Internet Explorer -|& IEI
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Figure 5-15. Switch> Statistics
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Switch>VLAN

A Virtual Local Area Network (VLAN) is a means to electronically separate ports on the same switch from a single broadcast domain into separate
broadcast domains. By using VLAN, users can group by logical function instead of physical location.

The VLAN Table shows two types of VLAN and other information:
o IEEE 802.1Q VLAN (Tagged VLAN)

o Port-based VLAN

o |ID: The port number on the switch

o  Description: User-definable

o  Member: Indicates which port/s belong to a VLAN group

Switch>VLAN> Port-based VLAN
There are up to 26 port-based VLAN groups supported on this switch. A port can participate in more than one VLAN group.

For port-based VLANS, the default VLAN group is VLAN 01.
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Figure 5-16. Switch> VLAN
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Change members

o Click a VLAN ID as shown in Figure 5-16
o  Click to select port/s for VLAN members
o  Click Apply to activate the new setting

Add Group

(o]

Click Add Group as shown in Figure 5-16
Enter a description for this VLAN group
Click to select port/s for VLAN members
Click Set all to select all ports

Click Clear all to unselect all ports

Click Apply to activate the new setting

oOo0ooo0oo

3 NETGEAR Web Smart Switch - Microsoft Internet Explorer
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Figure 5-17. Switch> VLAN Setting> Port-based VLAN: Add Group

Downloaded from www.Manualslib.com manuals search engine

Page 38 of 58


http://www.manualslib.com/

Delete Group

o  Click Delete Group as shown in Figure 5-16

o  Click to select a VLAN ID as shown in Figure 5-18
o  Click Apply to confirm delete this VLAN

“} NETGEAR Web Smart Switch - Microsoft Internet Explorer
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Figure 5-18. Switch> VLAN Setting> Port-based VLAN: Delete Group
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Switch>VLAN> IEEE802.1Q Tag VLAN

There are up to 64 static Tag VLAN groups supported on this switch. The VLAN tagging option is a standard set by the IEEE to facilitate the
spanning of VLANSs across multiple switches (Reference: Appendix B and IEEE Std 802.1Q-1998 Virtual Bridged Local Area Networks).

Click to select IEEE802.1Q VLAN as shown in Figure 2-16. The following screen pops up to confirm this change.

Microsoft Internet Explorer x|

@ Do vou really changes to IEEE 802, 10 YLAM 7

Warning : The Port-based YLAM setting will be erased.

Cancel |

Figure 5-19. Switch> VLAN Setting> Tag VLAN

All ports are set belonging to VLAN 1 by default, all untagged, as shown in Figure 2-20.

23 NETGEAR Web Smart Switch - Microsoft Internet Explorer =1
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Figure 5-20. Switch> VLAN Setting> Tag VLAN: default
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From the page as shown in Figure 5-21, you can create a new VLAN, add new ports to an existing VLAN, remove ports from an existing VLAN or,
delete a VLAN.

3 NETGEAR Web Smart Switch - Microsoft Internet Explorer = =0
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Figure 5-21. Switch> VLAN Setting> Tag VLAN menu

Add a port to a VLAN Group
0 Under the VLAN ID drop down menu, select the VLAN you want to edit.
o  Click the box below the port number so that a ‘T’ (tagged) or ‘U’ (untagged) appears.
o  Click Apply.

Remove a port from a VLAN Group

o  Click the box again until a blank box appears. This will remove VLAN membership from the port.
o  Click Apply.

Note: The default PVID of all ports is 1; therefore, you cannot remove any ports for the default Tag VLAN. It means that before removing any
desired port from default Tag VLAN, changes PVID of such desired port to the PVID other than 1.
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Create a new VLAN Group

o0 Under the VLAN ID drop down menu, select Add new VLAN. See Figures 2-22 and 2-23 for an example of creating VLAN 2.
Enter the VLAN ID “2” in the provided fields. VLAN ID must be set within 2 ~ 4094.

Add VLAN members if so desired; click the box below the port number so that a ‘T’ (tagged) or ‘U’ (untagged) appears.
Click Apply.

[eliele]

Note: To allow untagged packets to participate in VLAN 2, make sure to change the Port VLAN Ids (PVID) for the relevant ports. Access the PVID
Settings by using the VLAN ID drop down menu.
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Figure 5-22. Switch> VLAN Setting> Tag VLAN: Add new VLAN
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Delete a VLAN Group

o
o
o

Under the VLAN ID drop down menu, select the VLAN you want to remove.
Click to select Remove VLAN.
Click Apply.
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Figure 5-23. Switch> VLAN Setting> Tag VLAN: Delete a VLAN
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PVID Setting

All untagged packets entering the switch will by default be tagged with the port’s Primary VLAN Identification (PVID). This screen allows you to

specify the PVID for each port.

Take VLAN 2 for example: ports 5, 6, 7, and 8 have been checked as tagged ports for this VLAN. You must change the PVID value from “1” to “2”

for those ports to avoid losing untagged packets when they are received.
o0  Under the VLAN ID drop down menu, select PVID Setting. See below for an example of setting PVID for VLAN 2.

o  Change the PVID value of ports 5, 6, 7, and 8.
o  Click Apply.

3 NETGEAR Web Smart Switch - Microsoft Internet Explorer
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Figure 5-24. Switch> VLAN Setting> Tag VLAN: PVID Setting
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Switch> Trunking

Port Trunking is a feature that allows multiple links between switches to work as one virtual link (aggregate link). Trunks can be defined for similar
port types only. For example, a 10/100 port cannot form a Port Trunk with a gigabit port. For 10/100 ports, trunks can only be formed within the

same bank. A bank is a set of eight ports, such as ports 1 to 8, ports 9 to 16, ports 17 to 24, or port 25 and port 26, on the same switch unit. Up to
four trunks can be operating at the same time.

The Trunk Table shows all four trunking groups are set disabled by default. For each trunk group, trunk members are pre-set for selection.
o  Click to select Trunk members from a pull-down menu for a Trunk group

o  Click Apply to activate the new setting

Note: The selected trunk port setting must set to the same VLAN group.
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Figure 5-25. Switch> Trunk Setting
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For Trunk Group 01, there are four types of member selection:

o Disable: Trunk Group 01 is disabled.

o 01,02 These two ports are trunked as Trunk Group 01.
o 01,02, 03, and 04: These four ports are trunked as Trunk Group 01.
o 01-~08: These eight ports are trunked as Trunk Group 01.

The other Trunk Groups behave in a similar manner.
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Figure 5-26. Switch> Trunk Setting: Trunk Group 01
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Firmware

There are 2 options available:
o  Configuration Backup
o Factory Reset

Firmware> Configuration Backup

You can backup the system and switch settings to your workstation. This can help you to reconfigure the switch quickly if you have to re-set to
factory defaults. Additionally, if you want to try out different configurations on the switch, this feature will enable you to quickly return to a previous
configuration. If you own several switches and you want them to have the same configuration, you can use this feature to duplicate the settings to
each switch.

Saving your Backup file:
o  Click Backup to store the current setting to a file in your PC.
o  Follow the instructions on the screen to select where you want to store your Backup file.

Restoring your Backup file (or using a duplicate configuration):
o Click Restore to recover the Backup file from your PC to the current switch. If you do not want to type in the path name, click Browse to
find the Backup file.
o0  Click OK in the File Download dialog box as shown in Figure 5-31.
o  When download process is finished, click OK to confirm disconnection of current browser connection as shown in Figure 5-32.

Note: Please be aware that the switch will reboot after a successful restore.
Note: The Backup file does not affect the password or MAC address of the switch
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Figure 5-30. Firmware> Configuration Backup> Backup Setting: Backup
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File Download X|

'ou have chosen to download a file from this location.

cohfig.bin from 192.168.0.1

YWhat wauld pau like ta da with this file?

™ Open this file from its current location

¥ | filways ash before opening thiz bpe of file

] I Cancel | More Info |

Figure 5-31. Firmware> Configuration Backup> Backup Setting: Restore

Microsoft Internet Explorer x|
The browser conneckion will disconnect,
Please use new IP address ko reconneck ko device,
Cancel |

Figure 5-32. Firmware> Configuration Backup> Backup Setting: Reboot
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Firmware> Factory Reset

You can always reset the switch to default values by using this function.

o Click Factory Reset to enable this function
o

Note: Please be aware that the switch will reboot after a successful reset.

3 NETGEAR Web Smart Switch - Microsoft Internet Explorer

When reset process is finished, click OK to confirm disconnection of current browser connection as shown in Figure 5-34.
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Figure 5-33. Firmware> Factory Reset
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Figure 5-34. Firmware> Factory Reset: reboot

Logout

When finished with all configuration and settings, click Logout to disconnect the current browser connection. The login page will pop up
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APPENDIX A: DEFAULT SETTINGS

This appendix provides default settings for the NETGEAR Model FS526T Smart Fast Ethernet Switch. You can always configure the switch to

default settings by using the Factory Reset function from a Web browser.

Table A-1. Default Settings

FEATURE FS526T DEFAULT SETTING
Port Speed Auto-negotiation

Port Duplex Auto-negotiation

Flow Control (half duplex) Enabled

Flow Control (full duplex) Enabled

IP Configuration

DHCP enabled

Default IP address (if no DHCP server)

192.168.0.239

Password password
VLAN Port-Based VLAN
Link Aggregation (Trunk) Disabled

Traffic Prioritization (QoS)

All ports set normal priority
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APPENDIX B: Virtual Local Area Network (VLAN) IEEE 802.1Q

A Local Area Network (LAN) can generally be defined as a broadcast domain. Hubs, bridges or switches in the same physical segment or
segments connect all end node switches. End nodes can communicate with each other without the need for a router. Routers connect LANs
together, routing the traffic to appropriate port.

A virtual LAN (VLAN) is a local-area network with a definition that maps workstations on some other basis than geographic location (for example,
by department, type of user, or primary application). To communicate between VLANS, traffic must go through a router, just as if they were on two
separate LANS.

A VLAN is a group of PCs, servers and other network resources that behave as if they were connected to a single, network segment — even
though they may not be. For example, all marketing personnel may be spread throughout a building. Yet if they are all assigned to a single VLAN,
they can share resources and bandwidth as if they were connected to the same segment. The resources of other departments can be invisible to
the marketing VLAN members, accessible to all, or accessible only to specified individuals, depending on how the IT manager has set up the
VLANS.

The Advantages of VLANs

Easy to do network segmentation

Users communicate most frequently with each other can be grouped into common VLANS, regardless of physical location. Each group's traffic is
largely contained within the VLAN, reducing extraneous traffic and improving the efficiency of the whole network.

Easy to manage

The addition of nodes, as well as moves and other changes can be dealt with quickly and conveniently from a management interface rather than
the wiring closet.

Increased performance

VLANSs free up bandwidth by limiting node-to-node and broadcast traffic throughout the network.

Enhanced network security

VLANSs create virtual boundaries that can only be crossed through a router. So standard, router-based security measures can be used to restrict
access to each VLAN

IEEE 802.1Q VLAN Behavior in the FS526T
Packets received by the switch will be treated in the following way:

o0 When an untagged packet enters a port, it will be automatically tagged with the port’s default VLAN ID tag number. Each port has a
default VLAN ID setting that is user configurable (the default setting is 1). The default VLAN ID setting for each port can be changed in
PVID Setting page.

o0  When a tagged packet enters a port, the tag for that packet will be unaffected by the default VLAN ID Setting.

o  The packet will now proceed to the VLAN specified by its VLAN ID tag humber.

o If the port in which the packet entered does not have membership with the VLAN specified by the VLAN ID tag, the packet will be
dropped.

o If the port has membership to the VLAN specified by the packet's VLAN ID, the packet will be able to be sent to other ports with the same
VLAN ID membership.

0 Packets leaving the switch will be either tagged or untagged depending on the setting for that port's VLAN membership properties.

e AU for a given port means that packets leaving the switch from that port will be Untagged. Inversely, a ‘T’ for a given port means
that packets leaving the switch from that port will be tagged with the respective VLAN ID in which it participated in.
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The example given in this section will step through a more elaborate setup illustrating all possible scenarios for a comprehensive understanding of
tagged VLANS.
Example

This example demonstrates several scenarios of VLAN use and how the switch will handle Tagged and Untagged traffic.
Please see the following figure for detail setting.

NETGEAR
T ¥

sls]=]=]=]=!

*PC1 PC2 *PC3 PC4 PC5 PC6

1) Setup the following VLANs: VLAN 10, 20.

2) Configure the VLAN membership. Each figure below shows a different VLAN to be setup. Be sure to set all of them as follows.

1. Setting up first VLAN group, VLAN ID = 10:
_[=lx]

¥
|2

a NETGEAR Web Smart Switch - Microsoft Internet Explorer

File Edit View Favorites Tools Help

@Back - J r \ﬂ @ ;\J | /I:.-"Search \;_\\'\/ Favorites @Media f}

Address |.§j http:/f172.16.3.122/ B> |Links »

NETGEAR 55267 Smart Switch e I

=
sl

& |EEE 802.1Q VLAN C Port-Based VLAN
= Switch Status
= |P Access List
= Set-up VLANID: |10 a " Remove VLAN

= Password

i Port 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
= Fall Tonlauiziien (2 A A
= Statistics

= VLAN
= Trunking

J Mot member ﬂTag egress packets £| Untag egress packets

= Configuration Backup

= Factory Reset
Apply | Help |

|@ Done ’_ l_ ’_ |Q Internet
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2. Setting up second VLAN group, VLAN ID = 20:

3 NETGEAR Web Smart Switch - Microsoft Internet Explorer ;Iil..’f.l
File Edit Miew Favorites Tools  Help | l":'
-y y [ .\ 2 .; JI-I'_ y " " £ ] 1
@ Back - ‘_J - \ﬂ @ ‘) | 7 Search ‘;\1/ Favorites @ Media {} T = =

Address [&] htep:/J172.16.3. 122/ =l Beo |unks >

NETGEAR 55267 Smart Switch e IS

& |EEE 802.1Q VLAN C Port-Based VLAN
= Switch Status

= |P Access List

= Set-up VLANID : I 20 'l " Remove VLAN

= Password

. Port 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
=E et NI AT A O O A A

= Statistics o
= VLAN
= Trunking

___IMNotmember l| Tag egress packets £| Lntag egress packets

= Configuration Backup
= Factory Reset

Ay | Help |

|i&] Done T |_|ﬂ Internet
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3. Modify PVID Setting to apply previous two VLAN groups:

3 NETGEAR Web Smart Switch - Microsoft Internet Explorer ;Iil..’f.l
File Edit Miew Favorites Tools  Help | l'?
3 ~ | = afi= " i | &= T
. | - ! 5 < 0 |
@ Back. u‘) \ﬂ @ a | Search oA Favorites @ Media {} ST =

Address [&] htep:/J172.16.3. 122/ =l Beo |unks >

NETGEAR 55267 Smart Switch e IS

& |EEE 802.1Q VLAN C Port-Based VLAN
= Switch Status

= |P Access List

= Set.up VLANID : IP’VID Setting 'I

= Password
. Port | PVID [Port| PVID [Port | PVID |Port | PVID

= Port Configuration

e 01 [[10 02 |[10 03 |[10 04 ||eo

= VLAN 05 |[20 06 {[20 o7 |1 08 |1

= Trunking 09 |1 10 |1 1 |fi 12 |fi
13 [ 1 |1 15 |fi 16 |fi

= Configuration Backup

= Factory Reset i I1 14 |1 19 |1 20 |1
21 |Ji 22 [ 23 |fi 24 |[i

CHOEL 25 |[i 26 |[i

Applyl Helpl

|i&] Done T |_|‘ Internet
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4. Modify Default VLAN group (VLAN ID = 1) to apply two new VLAN groups:

R NETGEAR Web Smart Switch - Microsoft Internet Explorer

=& =]

File Edit Miew Favorites Tools  Help | I

~ - — o i
@Back = B \ﬂ \g _I\J | > ! search \:\1/ Favarites @Media 6‘:‘}| iz =

Address ] http:/{172.16.3.122{

B |Link5 »

Support Help

0‘
m
=
m
~
-
w
un
N
o~
|
;_.-f.’

f syt

& |EEE 802.1Q VLAN C Port-Based VLAN
= Switch Status

= |P Access List

= Set-up VLANID: |1 {Defaulf) hd [~ Remove VLAN
= Password

Port 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

SEon omlanain | | | [ | |u]u]u|uujujujujujujuju]ujujujujujuju]ju]

= Statistics
= VLAN

= Trunking

___IMNotmember l| Tag egress packets _U| Lntag egress packets

= Configuration Backup
= Factory Reset

Ay | Help |

|i&] Done T |_|‘ Internet

The specific ports above have the following Port VLAN ID settings:

Default VLAN: Port 7 — Port 26 (all U), VID =1
VLAN 1: Port 1 (U), Port 2 (U), Port 3 (T), VID = 10
VLAN 2: Port 4 (U), Port 5 (T), Port 6 (U), VID = 20.

5. The following scenarios will produce results as described below:

(2). If an untagged packet enters Port 1, the switch will tag it with a VLAN tag value 10. The packet will have access to Port 2 and Port 3. The

outgoing packet will be stripped away its tag becoming an untagged packet as it leaves Port 2. For Port 3, the outgoing packet will leave as a
tagged packet with a VLAN tag value 10.

(2). If a tagged packet with a VLAN tag value 10 enters Port 3, the packet will have access to Port 1 and Port 2. If the packet leaves Port 1 and/or
Port 2, it will be stripped away its tag becoming an untagged packet as it leaves switch.

(3). If an untagged packet enters Port 4, switch will tag it with a VLAN tag value 20. The packet will have access to Port 5 and Port 6. The outgoing

packet will be stripped away its tag becoming an untagged packet as it leaves Port 6. For Port 5, the outgoing packet will leave as a tagged packet
with a VLAN tag value 20.
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APPENDIX C: Virtual Local Area Network (VLAN): Port-based VLAN

Port-based VLANSs will help efficiently confine the broadcast traffic to the switch ports with the specific VLAN. This switch allows up to 26 port-based

VLAN groups, so each port can be in its own VLAN. A port may be a member of more than one VLAN. The default VLAN group port-based VLAN
that have all ports belonging to VLAN 1.

Port-based VLAN Behavior in the FS526T
Packets received by the switch will be treated in the following way:

0  When a packet enters a port, it only can proceed to other ports on that same VLAN. The packet will only be sent to other ports with the
same VLAN ID membership.

o If the port in which the packet entered does not have membership with the same VLAN as the source port does, the packet will be
dropped.

Example
This example basically demonstrates how the port-based VLANs work to meet your needs.
1)  Setup the following VLANS, each with defined descriptions:

VLAN 1 (IT department)

VLAN 2 (Sales department)

VLAN 3 (Marketing department)
VLAN 4 (Accounting department).

2)  Configure the VLAN membership. The figure below shows all different VLANSs to be setup. Be sure to set all of them as shown below.

2} NETGEAR Web Smart Switch - Microsoft Internet Explorer

1O x|
J File Edit ‘iew Favorites Tools  Help ﬁ
J <Back ~ = - £ vat | iQl5earch [ Favorites £ fHistory ||%v =N
| Address [@] hrtp:i192.168.0.2/ x| @e |JLinks B
. Support Help
‘ —CET Cramud Cunitdr
o N ETG EAR I‘SJ.’:O{ SMall S'-;ufh.\gl
C |IEEE 802.1G VLAN & Port-Based VLAN
= Switch Status
= IP Access List
= Setup ID | Description Member
= Password 01 [ITDept 151617 18 21 32 23 74 35 26
02 |Sales 01 020304050607 0825
p Confi . 03 |Marketin 0708091011 12131425
Fort Lonfiguration
= Port Configuration 01 |Account 192025
= Statistics

= VI AN

Add Group | Delete Group | Help
= Trunking _l

= Configuration Backup
= Factory Reset

Logout

|&] Done I_l_lﬂ Internet v
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3)  Setting up second VLAN group (Sales), VLAN ID = 02, with membership of ports 1~8, 25.
4)  Setting up third VLAN group (Marketing), VLAN ID = 03, with membership of ports 7~14, 25.
5)  Setting up fourth VLAN group (Accounting), VLAN ID = 04, with membership of ports 19~20, 25.

6)  Setting up first VLAN group (IT), VLAN ID = 01, with membership of all ports.
Since VLAN ID 01 has been setup by default, you will have to remove the ports that belong to all other VLAN group except port 25.

7) Ports 7 and 8 are on both VLAN 02 and 03 because they connect to a file server and print server. Sales and Marketing departments can both
use these servers.

8) Port 25 provides Gigabit speed for email server and Internet connection so each VLAN included port 25. It is the uplink port, so each VLAN
must have it to communicate to the rest of the network.

The specific ports above have the following functions:

VLAN 1: Port 15 — Port 18, Port 21 — Port 24, Port 26, for IT department to monitor and control activities on all other VLANs
VLAN 2: Port 1 — Port 8, for Sales department, port 7 and 8 connect to file archives and printer server.

VLAN 3: Port 7 — Port 14, for Marketing department, port 7 and 8 connect to file archives and printer server.

VLAN 4: Port 19 — Port 20, for Accounting department, its work is kept secret from other departments except IT.

Scenarios:

If a packet comes in on port 2, it can go to ports 1, 3, 4, 5, 6, 7, 8, and 25, as those are the only ports in that VLAN. A Sales person on Port 2 can
get to the Internet, send and receive email, but cannot access the accounting department print server or file archives.

If a Marketing user sends out a broadcast message, the sales and accounting departments will not be affected by the message, as it will not go out
on their ports. Only the marketing department and the IT group will get the broadcast message.
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